July 15, 1999

ETHICS ISSUES IN GOVERNMENT-CONTRACTOR TEAMBUILDING

Introduction

The Department of Defense (DoD) has been engaged in an ongoing
effort to incorporate the best business practices of the private
sector into DoD and its components. One practice, establishing
teams consisting of DoD and contractor employees, has become
increasingly common. In addition, some DoD functions are being
studied under OMB Circular A-76 to determine whether they should be
considered for possible contracting-out to the private sector.
Because of these efforts, a closer working relationship between the
Government and the private sector has developed. As these new ways
of doing business evolve, the line between Government and contractor
responsibilities is less clear to many employees. There are no
recognized exceptions to ethics laws or regulations for Government
and private sector employees who work together on teams.

In Spring 1998, the DoD Standards of Conduct Office created a
DoD task force to study the application of these laws and regulations
to these initiatives. This memorandum, which highlights the issues
that may arise in an environment where Government employees and
contractors work closely together, is the first product of this task
force. It provides general guidance through the use of examples.
In the future, the task force expects to publish frequently asked
questions and answers and more specific guidance in increasingly
complex areas relating to the application of the standards of conduct
to the closer working relationship with the private sector.

DoD personnel should be made aware of the statutory and
regulatory restrictions that they face concerning numerous standards
of conduct issues. Equally, contractors need to be aware of the
statutory and regulatory restrictions that are imposed on Government
employees.

This memorandum begins with a general discussion of Integrated
Product Teams (IPTs). This section addresses the structure of these
teams, which are the basis of many DoD initiatives. It then
generally discusses the various subject areas of the chapters of the
DoD Joint Ethics Regulation (JER). These sections are:
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In each of these sections, there is a general discussion, a
statement of the rules for DoD employees, and illustrative examples.
This guidance is not a substitute for ethics and legal advice.
Employees should contact their local ethics counselor for specific
advice about their particular situation.

Before discussing the substantive areas stated above, we have
included a section on Integrated Product Teams (IPTs). This section
discusses the framework within which many Government personnel and
contractors will be working together. In many instances, the way
that these teams are formed and the functions that are performed must
be carefully studied by agency officials. Because these matters set
the stage for the ethics issues discussed below, we have included
this information at the beginning of the memorandum.

Integrated Product Teams (IPTs)

General Rule: Government IPTs are to be used in virtually every stage
of the acquisition process.

The Secretary of Defense has directed the adoption within the
DoD of a concept used in industry called Integrated Product Teams
(IPTs) to conduct as many acquisition functions as possible,
including oversight and review of programs. IPTs are to function
in the spirit of teamwork to provide advice and assistance on
acquisitions and are composed of representatives from all
appropriate disciplines working together to build successful
programs and to enable the decision makers to make the right decisions
at the right times. 1IPTs may be composed exclusively of DoD
personnel or may include representatives of industry.

General Rule: When Government IPTs include representatives from
organizations other than the Federal Government, employees must
comply with the Federal Advisory Committee Act (FACA). The
applicable references are: the GSA regulation (41 C.F.R. Subpart
101-6.10, Federal Advisory Committee Management) and the DoD




Directive (DoDD 5105.4, Department of Defense Federal Advisory
Management Program, 5 Sep 89).

For the purpose of FACA, the term "advisory committee" means
"any committee, board, commission, council, conference, panel, task
force, or other similar group, or any subcommittee or other subgroup
thereof that is established or used by one or more agencies, in the
interest of obtaining advice or recommendations for one or more
agencies or officers of the Federal Government." A group is a
FACA-covered committee when it is asked to render advice or
recommendations as a group, rather than as a collection of
individuals.

FACA is only an issue if the IPT includes non-Government
personnel who are not in a contractual relationship with the
Government. By its terms, FACA excludes any committee that is
composed exclusively of full-time officers or employees of the
Federal Government. There is an exception for non-Federal members
of an IPT who have a contractual relationship with a Federal agency.
Therefore, only contractors with which the agency already has a
contract should provide individuals to serve on an IPT dealing with
the system being developed, produced, or life-cycle supported.
Generally, the requirement for a contractor to participate in an IPT
should be set out in its contract, either as a separate Contract Line
Item Number (CLIN) or as a task under a support contract. In
addition, a separate, stand-alone contract could be appropriate.

Example 1: An Assistant Secretary identifies a need for an
independent panel of experts to assess emerging technologies for
incorporation into a new weapon design. This panel, if established
by the Government, would be an advisory committee under FACA if one
or more members are not Government employees. The FACA would not
apply, however, i1if a contractor established the panel. The
contractor could hire a panel of experts to assess presentations by
industry, select the best ones, and develop recommendations to
present to DoD officials.

General Rule: IPTs must be constituted and function so that there
are no organizational conflicts of interest.

An "organizational conflict of interest" (OCI) arises when a
person is or may be unable to provide impartial assistance, the
person's objectivity is or may be impaired, or the person has an
unfair competitive advantage because of other activities or
relationships with the Government. The Federal Acquisition
Regulation (FAR Subpart 9.5) generally prohibits contract situations
that give rise to OCIs.



An unfair competitive advantage also may arise where a
contractor participates in an IPT that is reviewing or drafting
technical requirements for the later acquisition. Generally,
therefore, contractors should not be permitted to participate in IPTs
that are responsible for developing contract requirements and
specifications if they will compete for that effort. If a contractor
must participate in IPTs that are responsible for developing contract
requirements or specifications, then the Government must take steps
to address the possible unfair competitive advantage. The
Government could limit the contractor's ability to compete on that
project in the future, or use several competing contractors to ensure
a sufficiently wide cross-section of contractor participation.

If an IPT extends over a sufficient amount of time, these same
concerns may arise in connection with the selection of a follow-on
subsequent phase contract. The mere fact, however, that the
incumbent contractor serves on the IPT generally should not preclude
it from competing for these subsequent awards, so long as care is
taken to ensure that the incumbent contractor is not afforded the
opportunity to influence future requirements or is not provided
access to more information than is necessary to perform its current
contract.

Example 1: A university is a contractor member of an IPT established
to oversee two DoD design contracts for unmanned vehicles. After
one year, one of the contractors will be eliminated from further
consideration. The university's contract should provide that it may
not be a subcontractor to either contractor for any aspect of the
unmanned vehicle contract.

General Rule: Members of IPTs may not improperly disclose or release
proprietary or other business sensitive information.

The success of an IPT depends upon full and open communication,
which necessarily requires that contractor members have access to
most, i1f not all, information available to the Government members.
Generally, Government employees are prohibited from releasing
sensitive information on one contractor to another without that
contractor's permission and appropriate non-disclosure agreements
or provisions of the contract. 1In fact, the Trade Secrets Act
imposes criminal penalties for improper release. As a guideline,
information that is not releasable under the Freedom of Information
Act (FOIA) is not releasable, including to a contractor participating
in an IPT, unless specifically authorized by the owner of the
information. Therefore, appropriate nondisclosure agreements
should be executed. Similarly, if any Government sensitive



information will be used by the IPT, non-disclosure agreements
barring the disclosure and use outside the IPT by the contractor also
should be executed.

Example 1: An employee of the university in the above example may
not disclose proprietary or business sensitive information of either
contractor to anyone other than a Government employee who is
authorized to receive it.

General Rule: IPTs should not perform inherently Governmental
functions.

The functions of IPTs should be limited to advising program
managers, contracting officers, and other Government officials.
IPTs should not be empowered to take final action on any matter that
is an inherently Governmental function, which is defined in FAR Part
7.5 as "a function that is so intimately related to the public
interest as to mandate performance by Government employees. ... An
inherently Governmental function includes activities that require
either the exercise of discretion in applying Government authority,
or the making of value judgments in making decisions for the
Government." Consult FAR Part 9.502 on organizational conflicts of
interest.

The use of contractor employees on competitive source selection
panels raises significant concerns about inherently Governmental
functions. Therefore, IPTs should not participate in competitive
source selections. This does not preclude the Government members
from participating in source selection activities in their non-IPT
capacities. Similarly, this does not preclude non-Government
individuals from providing technical expertise and advice to
Government evaluators, so long as they do not participate in the
scoring or source selection decisions.

Example 1: In a competition between two Government contractors whose
performance is monitored by an IPT composed of DoD and university
employees, the university employees who possess expertise lacking
in the Government may provide advice in evaluating the contractors'
proposals. They will not, however, be allowed to score the proposals
and should not attend source selection decision meetings.

General Rule: IPTs may not make changes to contract terms and
conditions.

Only a contracting officer may make changes to contract terms,
conditions, and requirements. Members of an IPT, whether government
or contractor, do not have the authority to order contract changes



nor direct a contractor in the performance of its contractual
responsibilities. The IPT's role is limited to assisting the
parties in understanding contract requirements, considering
approaches and problems and facilitating timely resolution thereof.
The contractor remains responsible for performing in accordance with
the contract's terms and conditions. Recommendations developed by
the IPT must be communicated to the contracting officer for
consideration and possible contractual implementation.

Example 1: The IPT members attend a critical design review given by
a development contractor. The IPT may not direct the development
contractor to leave space in its design to include a technology that
is not part of its contract statement of work; however, the IPT may
make such a recommendation to the Government PM for implementation
and incorporation into the contract by the PCO, if appropriate.

1l. Conflicts of Interest

DoD employees who interact with contractor employees located
at their work sites on a daily basis must be especially concerned
with avoiding any actual or apparent conflicts of interest with their
official duties in their dealings with these employees. Each
situation should be reviewed on its own merits for compliance with
the governing laws and regulations.

General rule: Employees are prohibited by criminal statute (18 U.S.C.
208 (a)) from participating personally and substantially in an
official capacity in certain matters in which they have a financial
interest. The prohibition also applies when employees know that
certain persons or entities have financial interests in the matters.
These would include an employee’s spouse, minor child, general
partner, organization in which the employee serves as director,
officer, employee, trustee or general partner, and a person with whom
the employee is negotiating for or has an arrangement concerning
prospective employment.

Further information regarding prospective employment may be
found in the Job Hunting and Post-Government Employment section of
this guidance.

Employees may participate in a particular matter when it does
not have a direct and predictable effect on their financial interest.

Employees may work on matters involving specific parties if they
own stock valued at no more than $5000 in one or more affected parties
to the matter, based on a regulatory exemption at 5 C.F.R. 2640.202.



Example 1: A DoD employee inherits stock in a contractor valued at
$15,000. The contractor is serving on an IPT and is one of the
potential bidders on the next on-site support contract. Ownership
of the stock constitutes a financial interest. Unless a waiver under
18 U.S.C. 208(b) (1) is granted, the DoD employee will be disqualified
from participating in the selection of the successful contractor
because the award of the contract would affect the company’s earnings
and the value of the stock.

Example 2: A personal relationship between a DoD employee and a
contractor employee results in their marriage. The contractor
employee will receive a bonus based upon the success of the contract
being performed at the DoD worksite. The DoD employee could not
participate in the evaluation of the contractor’s performance.

Example 3: A contractor employee has been assigned to help DoD SSEB
members evaluate proposals on an RFP for a new high-tech system. Her
husband is the Vice President for Government Operations for one of
the offerors. The conflict of interest laws and the Joint Ethics
Regulation do not apply to contractor employees. However, the
government has an interest in not allowing anyone to work on official
matters if they have a conflict of interest concerning the matter.
The contract should require disclosure and avoidance of potential
conflicts. DoD should ask for disclosure of the financial interest
of any contractor employee assigned to work that would require
disclosure if performed by government employees. If the employee
refuses to disclose her financial interests, ask the contractor to
assign someone else who is willing to make the disclosure. If a
conflict is discovered, ask the contractor to assign someone else
to the project.

General Rule: Under 18 U.S.C. 205, Government employees are
prohibited from personally acting as an agent or attorney for anyone
else before a department, agency or court in connection with any
covered matter in which the United States is a party or has a direct
and substantial interest. A covered matter includes any judicial
proceeding, application, request for a ruling or other
determination, contract, claim, controversy, investigation, or
other particular matter.

Employees may represent spouses or minor children, and in some
instances, nonprofit agency credit unions and on-site child care
centers.

Example 1: The on-site contractor has a dispute with a DoD agency
concerning contract performance. One of the contractor employees



asks the DoD agency employee who is a member of the IPT to intercede
with the contracting officer on behalf of the contractor. The DoD
employee would be subject to criminal sanctions if she complies with
the contractor’s request.

Impartiality

Other situations, while not considered violations of the
criminal conflict of interest statutes, may create a perception that
an employee has lost impartiality in the performance of his or her
official duties. It is a basic obligation of public service that
employees shall act impartially and not give preferential treatment
to any private organization or individual. Even the appearance of
partiality or preferential treatment is a violation of the regulation
on standards of conduct.

General Rule: DoD employees should not work on a matter if a
reasonable person who is aware of the circumstances would question
their ability to be impartial in the matter. Employees should
consult with their supervisors and ethics counselors to assist them
in resolving any question of perceived loss of impartiality. 5 C.F.R.
2635.502.

Example 1: A contractor employee resigns and accepts a job with the
DoD. That employee should consult with the supervisor and ethics
counselor to determine whether it would be appropriate to be involved
in matters, including teams, affecting the former employer.

Example 2: A romantic relationship has developed between a DoD
employee and a contractor employee. If the DoD employee has official
duties that involve the work being performed by the contractor, there
will be issues related to the appearance of a conflict of interest,
as well as a perceived loss of impartiality. The result could be
the disqualification of the DoD employee from participating in
official matters that would affect the contractor.

2. Gifts

The standards of conduct rules on gifts fall into one of two

categories: (1) gifts from outside sources; and (2) gifts between
employees. When gift issues arise in the teaming setting, ethics
counselors must apply the rules established for category (1) — gifts

from outside sources - because DoD contractor personnel are not
employees for purposes of the JER.




The gift rules are found in 5 C.F.R. 2635 Subpart B: Gifts from
Outside Sources (JER sec 2-100). A brief summary of the rules
follows:

General Rule: Except as provided in this subpart, an employee shall
not, directly or indirectly, solicit or accept a gift:

(1) From a prohibited source, or

(2) Given because of the employee’s official position.

An employee under JER sec. 1-211 is a DoD civilian employee,
any active duty officer or enlisted member, any Reserve or Guard
member on active duty orders, any faculty member or student of a DoD
school, and certain foreign nationals. Note: The term does not
include an employee of a contractor or subcontractor.

A gift under 5 C.F.R. 2635.203(b) is any gratuity, favor,
discount, entertainment, hospitality, loan, forbearance, or other
item having monetary value. It includes services as well as
training, transportation, local travel, lodgings and meals. It does
not, however, include certain types of items (described further
below) .

A prohibited source under 5 C.F.R. 2635.203(d) is any person
who: (1) seeks official action by the employee’s agency, (2) does
business or seeks to do business with the employee’s agency, (3)
conducts activities regulated by the employee’s agency, (4) has
interests that may be substantially affected by the performance or
nonperformance of the employee’s duties, or (5) is an organization,
a majority of whose members are described in (1) through (4). The
JER, section 1-207, provides that foreign governments or
representatives of foreign governments that are engaged in selling
to DoD or a DoD Component are defense contractors when acting in that
context and so would be considered a prohibited source.

A gift is solicited or accepted because of the employee’s
official position if it is received from a person other than an
employee and would not have been solicited, offered, or given had
the employee not held the status, authority or duties associated with
the Federal position.

Taken together, these definitions tell us that when an item
qualifies as a gift, a contractor employee is considered a prohibited
source for purposes of the gift rules. This means employees must
not solicit gifts from contractor employees. They also may not



accept unsolicited gifts from contractor employees unless
specifically authorized under an exception to the gift restriction.

Example 1: As part of a project, a DoD employee and a contractor
employee sit side-by-side in a DoD office. The contractor employee
offers the DoD employee four complimentary box seat tickets (worth
$25 each) to tomorrow’s opening day baseball game. The DoD employee
must refuse this offer because it is a gift offered by a prohibited
source 1f no gift exception (discussed below) applies. (Although
one exception allows acceptance of gifts valued at $20 or less, the
employee may not pay the difference between $20 and the value of the
gift.)

Example 2: The DoD employee's supervisor is getting married. He has
been asked to take up an office collection for a wedding gift,

suggesting that each employee donate $5.00 (if they want to). The
DoD employee may not ask the contractor employee for $5.00 - this
would be soliciting a gift from a prohibited source. The contractor

employee could not give an unsolicited gift of $5.00 toward the office
gift because gifts of cash are never permitted.

The office is also having a little get-together Friday afternoon

before the wedding. Each person attending has been asked to pay

$3.00 to cover refreshments. The contractor employee may pay $3.00
cash because this is not a gift, but the market value of the cost
of the refreshments.

General Rule: There are two ways an employee may accept something
of value from an outside source: if the item does not qualify as a
“gift;” or if the item falls under one of the gift exceptions.

The following items are not “gifts:”

(1) Modest items of food and refreshments offered other than
as part of a meal;

(2) Greeting cards and items with little intrinsic value which
are intended solely for presentation;

(3) Ordinary loans from financial institutions;

(4) Opportunities and benefits that are available to the general
public or to a class of people (all Government employees, all
active duty members, etc.);

(5) Rewards and prizes given to competitors in contests or
events open to the public;

(6) Pensions and other benefits resulting from continued
participation in employee welfare and benefit plans;

(7) Anything which is paid for by the Government or secured by
Government contract;
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(8) Any gift accepted by the Government under specific statutory
authority; or
(9) Anything for which market value is paid by the employee.

In addition, under 5 C.F.R. 2635.204, there are 12 exceptions
to the general rule that prohibits acceptance of gifts from outside
sources or that are offered because of the employee's official
position. The exceptions are:

(a) Gifts valued up to $20 (up to a maximum of $50 from the same
source 1in one calendar year)

(b) Gifts based on a personal relationship

(c) Gifts that are certain discounts or similar benefits

(d) Gifts associated with public service awards and honorary
degrees

(e) Gifts based on outside business/employment relations

) Gifts from political organizations

) Widely attended gatherings and other events

) Social invitations (from other than prohibited sources)

) Meals and entertainment in foreign areas

) Gifts to the President or Vice President

) Gifts permitted under Agency regulations

) Gifts accepted under statutory authority

o~ o Q

(f
(
(
(i
(]
(
(

Example 1: Non-gift: It’s the DoD employee's birthday. The
contractor employee, at the next desk, gives him a birthday card and
a cupcake with a candle on top. The DoD employee may accept these
items, even though the contractor employee is a prohibited source,
because the card and the cupcake do not fall within the definition
of “gifts” under 5 C.F.R. 2635.203(b).

Example 2: Personal Relationship: The contractor employee has been
given four $25.00 tickets by his boss to tomorrow’s baseball game.
He offers the tickets to the DoD employee, who refuses because the
contractor employee is a prohibited source. The contractor
employee, however, contends that he is offering the tickets solely
out of friendship. Although a personal relationship can justify the
acceptance of a gift, the facts show that the contractor employee
and the DoD employee have no history of prior friendship, seldom
socialize outside the office, and have only worked together for six
months. Also, the contractor provided the tickets. 1In this case,
the gift does not satisfy the “personal relationship” exception under
5 C.F.R. 2635.204(b). Situations involving the exception for
“personal relationships” are extremely fact specific. For that
reason, cases involving this exception should be reviewed with the
assistance of an ethics counselor.
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Example 3: Gifts of $20 or Less: A DoD contractor shares an office
with a DoD employee. On the employee's birthday, the contractor
gives him a $15 box of candy. The employee may accept the gift
because its value does not exceed $20. Note, however, that the
employee may not accept more than $50 in gifts per calendar year from
the contractor, including gifts from this employee and anyone else
who works for the same contractor.

Example 4: Social invitation: A Government employee has invited
several co-workers to his house for a party. One of the persons
invited is a contractor employee who works in the same office. This
is acceptable because the gift of food and beverages to the contractor
does not violate any ethics rules. If, however, the contractor
reciprocates by inviting the Government employee to her house for
a party, the Government employee may not accept the invitation under
this exception because it does not apply to invitations from a
prohibited source. The Government employee may attend the event if
one of the other gift exceptions applies, such as the exceptions for
gifts not exceeding $20 or widely attended gatherings.

Example 5: Award: A DoD employee has been selected for an outstanding
performance award for his contributions toward greater efficiency
from the DoD contractor that employs his co-worker. In fact, the
contractor employee nominated the DoD employee for the award. The
award includes a bronze plaque and an all-expense paid trip to Hawaii.
The DoD employee may not accept the trip to Hawaii. Under 5 C.F.R.
2635.204 (d), an employee may accept gifts as part of a bona fide award
given for meritorious public service, but only from a person who does
not have interests that may be substantially affected by the
performance of the employee’s official duties. Here, the DoD
employee’s connection to the donor contractor is too close to permit
acceptance of the award. However, the DoD employee may accept an
award certificate and plaque from the contractor, since these items
are excluded from the definition of a "gift."

Example 6: Discounts: A DoD employee exercises at a local health club,
which offers a membership discount to all Federal employees.
However, the contractor provides its employees with a free membership
to a different health club, which is a much better facility. After
hearing the DoD employee complain about her health club, the
contractor employee tells her that he can get the DoD employee a
“guest” membership rate for the same price that the DoD employee is
paying for her current health club. The DoD employee would love to
take advantage of this opportunity if she can. There is no
exception, however, that covers a discount or benefit of this nature.
While there is a gift exception for discounts and similar benefits
under 5 C.F.R. 2635.204(c), such discounts must be offered to all
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employees or all uniformed personnel. It does not apply to discounts
that discriminate among employees or members based on rank or
position. Further, this discount would only be available as a
special favor to the DoD employee based upon her employment
relationship with the contractor employee.

Example 7: Door Prize: The office where DoD and contractor employees
work is having a holiday party. The contractor employee volunteers
to have his employer donate a color television set as a door prize.
He states that his employer donates items to charity all the time
for good public relations. The contractor may not donate the
television, or any other prize, to the office door prize. While DoD
and the military departments may accept gifts from outside sources,
gifts should not be accepted when they will raise a question of
impropriety in light of the donor’s present or prospective business
relationship with the Agency. Therefore, the gift should be
declined.

Example 8: Widely-Attended Gathering: DoD and contractor employees
(and their spouses) have been offered free attendance at a dinner
hosted by a large DoD contractor to celebrate the 50" Anniversary
of the Department of Defense. Military members and civilian
employees, civic leaders, and other business leaders have been
invited to attend. The DoD employee and her husband may accept this
gift if her supervisor determines that the event qualifies as a
“widely attended gathering” and her attendance is in the agency’s
best interest. Because the sponsor of the dinner is an organization
with interests that may be substantially affected by the DoD
employee's duties, the supervisor must make this determination in
writing. The DoD employee's supervisor does not determine whether
the contractor employee may accept free attendance at the dinner.
That determination is made by the contractor employee in consultation
with the contractor's ethics department.

Example 9: Retirement Party: The DoD program manager has invited his
employees to dinner at his house to celebrate his upcoming
retirement. He has also invited the contractor employee, who brings
a $22 bottle of wine. Although the program manager may accept gifts
appropriate to the occasion from his subordinate employees, he may
not accept the bottle of wine from the contractor because it is more
than $20. However, knowing the discomfort this will cause, a
solution is that he may accept the wine on behalf of everyone at the
party 1if he serves it that evening. He may not, however, squirrel
it away in his private stock.

General Rule: Even if an exception applies to a gift, an employee
shall not:
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(1) Accept a gift in return for being influenced in the
performance of an official act;

(2) Solicit or coerce the offering of a gift; or

(3) Accept gifts from the same or different sources on a
basis so frequent that a reasonable person would be led to
believe the employee is using his public office for private

gain.

Example 1: A DoD employee has to review a written proposal submitted

by his office-mate, a contractor employee. To sweeten the DoD
employee's disposition toward his proposal, the contractor employee
offers him a $19.95 box of fine chocolates. The contractor employee

maintains that the candy can be accepted under the $20.00 de minimus
exception. Although the $20.00 de minimus exception will apply in
many cases, the candy in this situation is an obvious attempt to
influence the DoD employee in the performance of his duties. As 5
C.F.R. 2635.204 points out: “Even though acceptance of a gift may
be permitted by one of the exceptions..it is never inappropriate and
frequently prudent for an employee to decline a gift offered by a
prohibited source or because of his official position.” 1In this
case, 1t may be prudent to decline the gift.

Example 2: A DoD employee is taking up a collection from among her
co-workers for her supervisor’s wedding gift. She knows she cannot
solicit a donation from a contractor employee. As she passes by the
contractor employee's desk, she casually mentions that it looks like
the collection will be $19.95 short of the amount needed to buy the
gift and any help toward reaching the goal will be greatly
appreciated. The contractor employee immediately offers her a
twenty-dollar bill. The DoD employee must give it back - this is
a thinly veiled solicitation of a gift. 1In addition, this would be
a gift of cash, which may not be accepted.

General Rule: A Government employee who receives a gift that cannot
be accepted under the ethics rules must either:

(1) Return the item or pay the donor its fair market value;

(2) When it is not practical to return the item because it is
perishable, the employee’s supervisor or agency ethics
official may direct the gift be given to an appropriate
charity, shared within the office, or destroyed;
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(3) For entertainment, favors, services, benefits or other
intangible gifts, the recipient must pay the fair market
value (subsequent reciprocation by the employee is not
acceptable) ;

(4) Dispose of gifts from foreign governments or international
organizations in accordance with 41 C.F.R. Part 101-49;
handle gifts of official travel in accordance with 41
C.F.R. 101-35.103.

Example 1: A contractor employee has been given four $25.00 tickets
by his employer to tomorrow’s baseball game. She offers two of the
tickets to a DoD employee, who refuses because it would constitute
a gift from a prohibited source and no exception applies. The
contractor employee then says that he will sell the DoD employee the
two tickets for face value ($50.00). The DoD employee can buy the
tickets as long as he pays the fair market value. If the tickets
are difficult to obtain, the DoD employee should not make a regular
practice of purchasing such tickets from the same source on a basis
so frequent that a reasonable person would believe that the employee
is using his public office for private gain.

Example 2: The week before Christmas, the contractor employee's
company sends the DoD office where he works a case of Florida
grapefruit (valued at $45). The office supervisor recognizes that
this is an unacceptable gift, but that it also is too perishable to
return. After consulting with his ethics counselor, the DoD
supervisor gives the case of grapefruit to a local nursing home that
is operated by a charitable organization.

Example 3: A DoD employee and his wife attend a movie premiere as
the guests of a contractor employee, who received the tickets from
his company. After the event, the DoD employee discovers that he
should not have accepted the gift because none of the gift exceptions
applied. The DoD employee must now reimburse the contractor
employee for the fair market value of both tickets.

3. Job Hunting and Post-Government Employment

All rules concerning job hunting and post-government employment
apply to teaming.

Seeking Employment

General Rule: If DoD employees want to seek employment with a DoD
contractor, they must not perform substantial work on any particular
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matter affecting the contractor without first seeking advice from
an Ethics Counselor.

There are two statutes that apply to seeking employment. The
first one, the Conflicts of Interest statute, applies to all DoD
employees and prevents them from working, personally and
substantially, on a matter that can affect a contractor if they are
negotiating for employment with the contractor. 18 U.S.C. 208. The
second one, the Procurement Integrity statute, applies only to DoD
employees who are working, personally and substantially, on a
procurement contract of $100,000, or greater. If these employees
are seeking employment with any of the bidders or offerors, they must
not work on the procurement and must report the employment contact.
41 U.S.C. 423.

Conflict of Interest, 18 U.S.C. 208 and 5 C.F.R. 2635.604:

If DoD employees immediately and clearly reject the possibility
of employment, they may work on matters affecting the contractor.

If DoD employees do not immediately and clearly reject the
possibility of employment, they may not perform any substantial work
on any matters affecting the contractor. These employees must
provide a written notice of disqualification to their supervisors.
JER section 2-204 (c) .

If the matters are so central or critical to employees’ duties
that their work performance would be materially impaired if they had
to stop working on them, employees may be allowed to take annual leave
or leave without pay while seeking employment with the contractor.
DoD Components may take appropriate administrative action if the
employee is unable to perform the duties of his or her position.

If DoD employees have not worked on a matter that affects a
contractor because they are seeking employment, and employment
discussions end with no offer of future employment, or if 60 days
have passed since they sent resumes to the contractor and no
discussions have occurred, supervisors may decide if employees may
then be assigned to such a matter.

When an employee starts negotiating for employment, only a
waiver would allow the employee to perform substantial work on the
matters. To grant a waiver, an agency appointing official must
determine that the employee’s interest in employment with the
contractor, as well as the contractor’s interest in the matter, are
not “so substantial as to be deemed likely to affect the integrity
of the [employee’s] services.” DoD recommends that ethics
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counselors and agency appointing officials carefully scrutinize the
granting of waivers in the light of all the facts and circumstances.

Example 1: A contractor employee approaches a DoD employee who is
working on a matter that affects the contractor and starts a
discussion about the DoD employee coming to work for the contractor.
If the DoD employee does not immediately and clearly reject the
possibility of employment, the employee must stop working on the
matter.

Example 2: A decision has been made to privatize a depot and the
employees whose positions have been eliminated are forming a
corporation to carry out the functions under contract with the
Government. These employees are disqualified from performing
substantial work on the privatization effort. Depending on the type
of work, however, a regulatory exemption may apply, or the DoD
Component may be able to grant a waiver that would allow the employee
to work on the effort.

Procurement Integrity Statute, 41 U.S.C. 423

If DoD employees immediately and clearly reject the
possibility of employment with a bidder or offeror, they may continue
working on a procurement of $100,000, or greater, but they must still
report the employment contact in writing to their supervisors and
ethics counselors.

If they want to seek employment with the bidder or offeror,
they must stop all “personal and substantial” work on the
procurement. They must also provide a written notice of
disqualification to the head of the contracting activity, with copies
to the contracting officer, source selection authority, their
immediate supervisor, and ethics counselor. If the procurement is
a Broad Agency Announcement (BAA) or Small Business Innovative
Research (SBIR), employees may seek a partial waiver from the head
of the contracting activity. However, they must stop all “personal
and substantial” work on the procurement until they get the waiver.

If DoD employees have not worked on the procurement because
they are seeking employment, and employment discussions end with no
offer of future employment, the head of the contracting activity may
decide whether they may resume work on the procurement.

Post-Government Employment

Rule 1: Former DoD employees may not represent anyone else, to any
part of the Federal Government, except Congress, concerning a matter

17



on which they worked or which was pending under their official
responsibility during the last year of their Federal service. 18
U.S.C. 207. This rule does not apply to enlisted members.

Senior officials (paid at level 5 or above of the Senior
Executive Service or military 0-7 and above) may not represent the
contractor or anyone else to the DoD Component (s) in which they served
in their last year of Government service regarding any matter
(whether or not they worked on the matter or it was
pending under their official responsibility) for one year. 18
U.S.C. 207 (c) .

If DoD employees who are not senior officials did not work on
a matter “personally and substantially,” and did not have the matter
under their official responsibility during their last year of
Government service, they have no employment restrictions regarding
it under 18 U.S.C. 207.

If DoD employees worked on a matter “personally and
substantially,” they may work for anyone, including the contractor
that worked on the matter, and they may even work on that same matter.
They may not, however, represent the contractor or anyone else to
the Federal Government, except Congress, regarding the matter for
as long as the matter lasts. 18 U.S.C. 207(a) (1).

If employees had a matter under their official responsibility
during their last year in Government, even though they did not work
personally and substantially on the matter, they may work for anyone,
including the contractor that worked on that same matter. They may
also work on that same matter. They may not, however, represent the
contractor or anyone else to the Federal Government, except Congress,
regarding the matter for two years. 18 U.S.C. 207 (a) (2).

Example 1: A recent former senior official of DISA may contact a
contractor employee working at DISA to discuss the interests of his
client regarding a matter. He may not, however, contact the DISA
employee sitting next to the contractor employee to discuss the same
thing.

Example 2: A former DoD employee gets a job with a contractor and
is working on the same matter that she worked on as a DoD employee.
She attends a meeting between the contractor and the DoD at which
other contractor employees are representing the interests of the

contractor on that matter to the DoD employees. If the former DoD
employee was a high level official or supervised the Government

employees in attendance, she may be improperly appearing with the
intent to influence the DoD employees. These situations depend on
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the facts and former employees are encouraged to seek guidance from
Agency ethics counselors.

Rule 2: Certain DoD employees may not accept compensation for one
year from the prime contractor of a contract of $10,000,000, or
greater. 41 U.S.C. 423.

To be restricted, the employees must have held certain positions
(procuring contracting officer, source selection authority, member
of source selection evaluation board, chief of financial or technical
evaluation team, program manager, deputy program manager, oOr
administrative contracting officer), or personally made certain
decisions involving $10,000,000, or greater, (decisions to award
contracts, subcontracts, or modifications of contracts or
subcontracts, or task or delivery orders; to establish overhead or
other rates; to approve issuance of a contract payment; or to pay
or settle a claim) regarding the contract.

The employees would be prohibited from accepting compensation
from the contractor for a period of one year after the decision or
service in the position. They may, however, accept compensation
from “any division or affiliate of a contractor that does not produce
the same or similar products or services as the entity of the
contractor that is responsible for the contract.”

4. Use of Government Resources

As a matter of policy, contractors are ordinarily required to
furnish all property necessary to perform Government contracts.
(Federal Acquisition Regulation (FAR), FAR 45.102) There are times,
however, when the Government has unique property that it must provide
to the contractor to accomplish the contract, it is cost effective,
or it is otherwise in the Government's best interest to provide
facilities and equipment. The Government may provide Government
facilities and equipment to a contractor. The contract must
describe the property. The contractor is responsible and
accountable for the property; and must establish and maintain a
system to control and protect the property. The contractor’s

procedures must be in writing. They must also be adequate to assure
that the Government property will be used only for those purposes
authorized in the contract. (FAR 45.509-2)

Because the availability of Government property impacts the
overall cost of the contract, and may impact the competitiveness of
potential contractors, Government employees need to know what the
contract says about Government facilities and equipment before
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providing any Government property to a contractor. If the contract
was priced on the condition that the contractor would provide the
necessary resources, then the Government may pay too much if it

provides resources tasked to the contractor without renegotiating
the contract price. It may also adversely impact the integrity of
the procurement system. Companies may have decided not to compete
based on a contract condition that they had to provide certain

property. Only a Contracting Officer can make changes to the terms
and conditions of a contract, so issues involving changes to property
terms must be referred to the contracting officer for resolution.

General Rule: The contracting officer has ultimate responsibility
for determining the proper use of Government property, but similar
rules apply to contractor employees as to Government employees. The
property can only be used for purposes authorized in the contract.
The contract may permit use of Government property on a rental basis
for other commercial work of the contractor, but the terms and
conditions must be spelled out. Government property includes real
and personal property in which the Government has any property
interest, as well as any right or other intangible interest
(including contractor services) purchased with Government funds.
(5 C.F.R. 2635.704 (b) (1))

Example 1: Use of Government Telephones: A contractor employee is
working at a DoD office. The contract provides that the Government
will provide office space, desks, computers, and telephones. She
asks whether she can use the Government telephone to call her daughter
at home. The JER does not apply to contractor employees (except for
former DoD employees covered by the post employment sections).
However, the contracting officers may permit contractor employees
who have been provided phones under the contract to make the
occasional local calls that are permissible for Government employees
using Government telephones. (5 C.F.R. 2635.704)

Example 2: Contractor Use of Government Email: A contractor employee
is supporting a DoD program. In order to facilitate communications,
the contractor employee needs access to the agency email system.
Contractor employees may use Government resources, including the
email system, for official business when authorized to do so by the
contracting officer or representative. Care must be taken when
providing access to email systems so that access is not provided to
non-public information without taking appropriate safeguards. For
example, 1f the email contains access to Privacy Act information,
the contractor employee's access to that information must be
restricted or the contract must contain FAR Privacy Act clauses. If
the email contains access to proprietary information belonging to
other contractors, access must be restricted or the owners’ consent
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is required to release the information. As a practical matter,
contractor employees who use domain servers should have their
employer's identification in their email address, e.g.
jjones.corp@hg.army.mil.

Example 3: Advertising on Email: A contractor employee sends a
message on the agency email system offering to sell two tickets to
a sporting event. Contractors may not use agency resources in
violation of any statute, regulation, rule or policy. Personal
solicitation is restricted by policy on most agency email systems.
However, the contractor employees could post a notice on a bulletin
board in a common area for personal messages i1f authorized by agency
policy.

Example 4: Use of Government Recreational Facilities: A contractor
employee asks i1if she can use the base gymnasium during lunch.
Occasionally, contractor employees ask to use the installation
exchange store, golf course, gymnasiums, clubs, libraries and other
facilities. ©Use of these facilities is governed by various statutes
and regulations, and should be addressed in the contract. For
example, it is not uncommon to provide access to the exchange store,
gymnasium, library and limited legal assistance to contractors
accompanying the Armed Forces outside the United States. The
Government must be contractually obligated to provide this
assistance as part of the logistics support in order to provide this
access. Within the United States, contractors are not authorized
to use the exchange stores, commissary, medical care or legal
assistance, unless they have retired military or other status, which
would provide independent authorization. (See 10 U.S.C. 1061-1065
(commissaries); 10 U.S.C. 1074-1099 (medical care); DoD Directive
1330.9 (exchanges); and DoD Directive 6060.2 (child care)).
Contractor employees working on the installation may be authorized
to use the installation restaurants, clubs, golf courses,
gymnasiums, and other morale, welfare and recreation activities by
the local installation commander on a space available basis.

Example 5: Awards to Contractors: A DoD facility has several
successful research teams that include both contractor and DoD
employees. The director wants to recognize all members of the teams.
There are several issues, however, that must be considered. First,
the Government does not supervise the contractor employees.
Supervision would cause the relationship to become one of personal
services. Personal services contracts are prohibited unless a
statute provides specific authority (FAR 37.104). Personal
services contracts also trigger certain rights and responsibilities,
including payment of benefits, tax withholding and conflicts of
interests statutes (FAR 37.104). Contractor employees receive
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their awards and performance incentives from their contract
supervisor. Awards and performance incentives such as award fees
and incentive payments may have been built into the contract. They
may be paid as part of contract overhead costs. The Government
cannot put itself in the position of managing or supervising
contractor employees. In addition, there is no statutory authority
to pay cash awards to contractor employees. The authority under
which the Government pays cash awards to Federal civilian employees
(5 U.S.C. 4501-4506, 4511-4513) or to military personnel (10 U.S.C.
1124-1125) does not apply to contractor employees.

There is authority, however, to provide honorary awards to
contractor employees. These include certificates and other small
items as provided in the agency’s honorary awards program. These
honorary awards are limited to occasions in which the contractor
employees have significantly exceeded contract requirements. (DoD
1400.25-M, sec. 0.2.b.) Also, all honorary awards must be
coordinated in advance with the contracting officer. Prior
coordination is required because the contracting officer may be
taking action to correct deficiencies in the contractor’s
performance. The Government must communicate clearly and with one
voice to enforce contract performance.

Example 6: Use of Contractor Employees for Morale and Welfare Events:
The commander of a DoD installation is planning an organization day
picnic and wants to solicit help from contractor employees to provide
logistical support. Contractor employee time is a Government
resource to the extent that the Government has contracted for the
time. (5 C.F.R. 2635.704 (b) (1)) This time can only be used for the
purposes authorized by the contract. Contractor employees may
assist in various morale and welfare or community activities
sponsored by the Government if it is within the scope of the contract.
For example, if the contract provides that the contractor will set
up stands and bleachers for authorized ceremonies, then contractor
employees working within the scope of their contract may perform the
work and be paid. If a contract provides for painting, however, and
DoD employees try to direct the contractor employees to set up the
stands, then that work would be outside the scope of the contract.
The contractor employees could not be paid for their efforts unless
the contract was amended. Contractor employees should never be
asked to work outside the scope of their contract because of possible
claims and litigation. They may not agree to perform the work
without charge unless it is accepted by appropriate authority as a
gift to the Government.

Example 7: Inviting Contractor Employees to Morale and Welfare
Events: An installation commander would like to invite contractor
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employees to attend a picnic for DoD personnel. The terms of the
contract and the specific nature of the event must be considered,
and the contracting officer and ethics counselor should be consulted.
In general, while the Government may elect to pay contractor
personnel for participation in training or dispute resolution
discussions when required by the contract, the Government cannot pay
the contractor for entertainment costs. (FAR 31.205-14)
Reimbursement of contractor employee morale and welfare expenses is
also limited. (FAR 31.205-13) The Government should be cautious
about inviting contractor personnel to leave their place of
employment for recreational events because it creates the
expectation of payment. Even when the contractor knows that it will
not be paid for services not delivered during the absence of its
employees, the contractor may feel obligated to have its employees
attend. Agencies may permit contractor personnel working on-site
to attend morale and welfare events when the agency believes that
it would enhance performance. However, the contractor personnel
must make arrangements with their contractor supervisor for
appropriate leave or other status under the contract. Care must also
be taken neither to permit the contractor to subsidize the DoD event,
which would be a gift from a prohibited source, nor to allow
Government funds to pay for the morale and welfare of unauthorized
persons.

Example 8: Safequarding Proprietary Information: A DoD installation
has a support contract in which the DoD provides access to Government
technical databases to the contractor to facilitate contractor
support. The contractor notes that the Government technical
databases include proprietary information from competing
contractors. The contractor may not use this information to enhance
its competitive position. The Procurement Integrity Act (41 U.S.C.
423) restricts the release of source selection and contractor bid
and proposal information; the Trade Secrets Act (18 U.S.C. 1905)
makes it a crime to improperly release contractor trade secrets and
other confidential information outside the Government; the Privacy
Act (5 U.S.C. 552a) restricts release of personal information about
individuals; and the Standards of Ethical Conduct for Employees of
the Executive Branch (5 C.F.R. 2635.703) prohibits Government
employees from using nonpublic information to further private
interests. 1In addition, when the Government purchases technical
data and computer software, there are often restrictions on release.
An improper release of technical data or computer software
information could result in claims from the owner for breach of
contract or loss of business. The Government must restrict access
to the portions of the databases that contain proprietary information
from other contractors unless it obtains their consent to the
release. It also must restrict the contractor’s use of this
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information in the contract. Finally, the Government may consider
other steps to protect the competitive process, including limiting
the contractor's ability to compete on future contracts.

Example 9: Contractor Employees as Timekeepers: Although contractor
employees may not supervise DoD employees, they may serve as

timekeepers, since timekeeping is a ministerial function of

inputting time and leave approved by the DoD employees’ supervisor.
The timekeeper has access to information protected by the Privacy
Act, such as social security numbers and other personal information.
The DoD protects this information by putting the appropriate Privacy
Act clauses in the contract. (FAR Part 24) The contractor employee
can act as timekeeper with the appropriate contract clauses. The
DoD supervisor must approve all leave and certify time for payment.

Example 10: Contractors at Sensitive Meetings: A DoD employee who
briefs senior personnel regarding the status of pending contract
negotiations asks if she may bring her technical advisor (a
contractor employee) to the briefing. This is discouraged. 1If the
contractor employee is present, however, care must be taken to ensure
that the Procurement Integrity Act and the Trade Secrets Act are not
violated. The DoD official must ensure that neither the technical
advisor nor the employing company has an interest in the pending
negotiations. She 