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STATEMENT 


Mr. Chairman and Members of the Committee, on behalf of General Handy, I am appreciative of the opportunity to be with you today and provide testimony on the security coordination measures used by the Department of Defense at strategic seaports during mobilization of military personnel and cargo. 


The Military Traffic Management Command (MTMC), headquartered in Alexandria, Virginia, is a major command of the Department of the Army and also a component of the United States Transportation Command (USTRANSCOM), headquartered at Scott Air Force Base, Illinois.  The primary role of MTMC is to provide surface traffic management services for Defense agencies and military Services.  As part of these overall services, we act as USTRANSCOM’s seaport manager to organize and coordinate the movement of a wide range of cargo commodities used by the Department to carry out its global peacetime and wartime missions through both commercial and military seaports.  The performance of that “Single Port Manager” mission involves extensive coordination and dependence on a number of interrelationships within the Department and among diverse federal and state agencies as well as commercial activities.  All of these entities have vital roles to play.


Security is one of the most critical concerns of mobilization and deployment missions.  Our ability to address threats to the national defense transportation network must be sufficient to meet the needs of agencies with Federal port responsibilities to deploy our nation’s military forces swiftly and sustain them to meet national objectives.  I will frequently use the term deployment in my testimony rather than mobilization.  The reason for this is that mobilization is generally associated with a national call up, whereas deployments cover the range from peacetime exercises and contingencies to full mobilization.


Because of the excellent coordination among the many players involved in planning and executing deployments through our U.S. commercial ports, we have a long history of incident free deployments through what were normally considered low risk environments.  Obviously, the terrorist attacks on September 11, 2001, raised the overall security concerns for Department personnel and cargo as well as for the public, and they caused us to review and in some cases revise past practices.  Later in my statement, I will address some of those changes, but first I want to add some background and context on deployment operations. 

DOD Role in Port Operations – Background Information


MTMC serves as the Single Port Manager for common-user ports and also, in most cases, as the Port Operator contracting with commercial stevedores to load or discharge vessels at those ports to deploy units or provide strategic supplies like ammunition, arms, and explosives.  We maintain an active presence of military and civilian personnel in 24 commercial and military ports around the globe to support Defense Transportation System requirements.  Nine of these ports are located in the Continental United States (CONUS).  We often send Deployment Support Teams from these 24 ports to other ports as needed to facilitate operations.  The teams range from a few personnel in some locations to dozens in others, all dependent on the mission to be performed.  Our soldiers and civilian employees establish close communication and coordination on a day-to-day basis to enable the smooth and safe movement of Department forces.  For contingency operations, active component elements provide the initial port management capability and then pass responsibility to our mobilized reserve units as they arrive.  Port operators time their arrival so that they are sequenced with the arrival of deploying forces.  About 55 percent of MTMC’s force structure is in the reserves.  We practice this seaport deployment process during unit movement exercises on a routine basis.  In the past 18 months, we have conducted 62 exercises/deployments.  Security planning and coordination is an integral part of that process.    


In addition to coordinating security for unit deployments through U.S. ports, we manage the movement of arms, ammunition, and explosives through military ports.  It is important to note that except in very small quantities during contingencies, arms, ammunition, and explosives are not moved through commercial ports.  Almost all of this high-risk cargo is moved through military airfields or military port facilities in North Carolina, Washington and California.  These port facilities are designed specifically for the movement of this cargo with significantly enhanced infrastructure and complete government control.


National Structure for Port Security Coordination – Background Information


To facilitate coordination within the Federal Agencies that support deploying forces in the event of a mobilization or national defense contingency, the National Port Readiness Network was created.  An implementing memorandum between the Department of Defense and the Department of Transportation was executed to prescribe roles and responsibilities.  This memorandum provided a forum for continuing coordination to promote more effective execution of the mission.  The National Port Readiness Network process has enhanced coordination and cooperation among the following organizations at several echelons:  

Maritime Administration
Joint Forces Command 

HQ, Forces Command
U.S. Transportation Command

Military Sealift Command
Military Traffic Management Command

U.S. Army Corps of Engineers
U.S. Coast Guard

U.S. Maritime Defense Zone    


The National Port Readiness Network is made up of the National Port Readiness Network Steering Committee, the National Port Readiness Network Working Group, and all local Port Readiness Committees.  The local committees are key to keeping all the players, including law enforcement, at a strategic port current on planning and operational issues through regular meetings and port readiness exercises.  MTMC is a participant at each level of the Network.  

What and Where are Strategic Seaports – Background Information

Strategic seaports are U.S. ports designated to support major deployments under the National Port Readiness Network.  These ports are chosen based on an evaluation of port capabilities compared to the military’s deployment requirements.  A team comprised of the Maritime Administration (MARAD) and MTMC selects the ports and establishes the number of vessel berths, staging areas, and other assets required.  There are currently 17 designated strategic seaports.  The 13 commercial ports are as follows:  (1) New York/New Jersey Port Complex;  (2) Hampton Roads Area Ports, VA; (3) Morehead City, NC; (4) Wilmington, NC; (5) Charleston, SC; (6) Savannah, GA; (7) Jacksonville, FL; (8) Beaumont, TX; (9) Corpus Christi TX; (10) San Diego, CA; (11) Long Beach, CA; (12) Oakland, CA; and (13) Tacoma, WA.  The remaining four ports are Department of Defense facilities.  They are:  (1) the Military Ocean Terminal Sunny Point, NC; (2) the Military Ocean Terminal Concord, CA; (3) the Indian Island Naval Magazine, WA; and (4) the Naval Base Ventura County, Port Hueneme, CA.  The first three Department facilities are specifically used for the movement of arms, ammunition, and explosives while the fourth is used for deploying units.    


To facilitate deployment through these strategic ports in contingencies, Port Planning Orders have been issued to commercial port facility owners and/or operators.  These orders, which are agreed to by port authorities, specifically identify the critical berths, warehouses, and staging areas required on short notice to support deployments.

Understanding the Deployment Process


There are two major pieces to any deployment – planning and execution.  In the planning phase, units are identified and ports selected.  That begins a series of coordination actions between MTMC, which is the port planner and integrator; elements of the deploying units, which will be required to provide some level of port support activity and security; the Military Sealift Command (MSC), which will provide the vessels; the U.S. Coast Guard, which will provide water side security; and local port authorities and their assorted business and law enforcement partners, who will provide facilities, labor, and shore side security.  At that point, preparations begin for addressing force protection or other security issues.  These sessions often involve “terrain walks” to familiarize everyone with the process.  MTMC uses a force protection checklist that covers everything from personnel, to lodging, to transportation, to communications, to operational site assessments.  MTMC’s force protection efforts focus on personnel working in the port area and equipment being prepared for deployment, not the broader category of deploying forces.  Deploying forces normally move by air, separate from their unit equipment and do not transit the seaport. 


In the execution stage, units are called forward according to a time-phased sequencing.  They move from the fort to the port using a variety of methods – commercial truck, rail, or military road march.  They pass through a controlled checkpoint at a gate or gates and are directed to a marshalling area.  Meanwhile, vessel stow plans are being completed and ultimately equipment is moved to a staging area to be loaded aboard the vessel.  At various times in this process, equipment is scanned for accountability purposes.  From beginning to end, deployment is a very controlled process.  Deployment activities are purposely segregated from other commercial port activities. 
Procedures In Place During Mobilization To Protect Military Forces And Cargo Deploying Through Strategic Seaports


The Department has a number of internal and external procedures in place during mobilization to protect military forces and cargo deploying through strategic seaports.  They involve a mix of Federal, State, local government agencies, and military and commercial entities, each with different but complimentary responsibilities.  The owners and/or operators of the ports and vessels have primary responsibility for the protection of their ports and vessels.  Military unit commanders are responsible for equipment and resources under their command.  Security of unit personnel and equipment in the U.S. is a Service responsibility under Title 10.  The applicability of a FORSCOM (Army Component) MOU to other Services should either be explicitly stated or the alternate agreements(s) with those Services cited.  The agreement identifies that deploying units provide security for their equipment and personnel until it reaches the designated theater.  FBI and local law enforcement are responsible for protecting against terrorist acts and other civil disturbances, respectively.  The U.S. Coast Guard as the Captain of the Port has overall enforcement responsibility.  MTMC’s MOU with the Coast Guard includes the Coast Guard’s responsibility for waterside security and safety, as well as for HAZMAT concerns.  The Coast Guard also has the responsibility of establishing safety zones by using all coordinating elements.  Although the Coast Guard has responsibility for waterside security and safety, its ability to provide support in all cases may be limited due to current Coast Guard resource constraints and other significant Maritime Homeland Security mission requirements.  MTMC coordinates with these organizations and shares information on force protection measures and requirements for the protection of personnel and equipment transiting through strategic commercial ports. 


During a mobilization, the Port Readiness Committee establishes a command cell that is used to staff any issues that may arise.  The Port Readiness MOU, dated 15 March 1999, clearly defines the duties of MARAD, JFCOM, FORSCOM, USTRANSCOM, MSC, MTMC, U.S. Army Corps of Engineers (USACE), USCG, and the U.S. Maritime Defense Zone.  The port readiness committee consists of:  DoD, the Department of Justice (FBI, INS, and DEA), Department of State, Department of Agriculture, U.S. Customs, Office of National Drug Control and Policy, MSC, MTMC, Federal Emergency Management Agency, the Environmental Protection Agency, MARAD, the intelligence community, and the maritime industry.  Each agency of the Port Readiness Committee provides a senior representative to the command cell to make the decisions for their agency.  This cell serves to improve and expedite communication and coordination among the various members.  The Captain of the Port is the lead representative of the committee.  The MTMC Unit Commander assigned to that particular port represents MTMC interests.  MTMC coordinates with the port manager, port police, local and state authorities, and the deploying unit commander to ensure the safety and security of personnel and equipment.  The MTMC unit located at these ports is usually a Transportation Terminal Brigade (TTB), commanded by a Colonel/0-6.  Each TTB has nine military police assigned, whose duties include coordinating with security forces of the deploying units, establishing security requirements for the safeguard of unit equipment, and establishing access control of personnel entering the port.  Access is a key aspect of security.  MTMC operations routinely make use of badge verification and escort systems to identify those individuals authorized to be in designated areas.  The security element also makes recommendations regarding contracting additional security through the local economy.


Finally, as I mentioned previously, the execution of a deployment takes place quite deliberately at the port, from the arrival of unit equipment through the completion of offloading a vessel.  Movement into and within deployment staging areas at ports is controlled at all times.

Procedures Instituted to Develop Risk Assessments for Strategic Seaports During a Mobilization


We have taken several steps to assess risks in Department of Defense strategic ports, and we are receiving assistance from many others to assess our strategic ports. 


At the macro level, USTRANSCOM has instituted the Joint Risk Assessment Working Group (JRAWG) to provide operational risk management for all modes of defense transportation.  This is a standing working group that reviews Transportation Component Command concerns that span the full spectrum of threat and force protection impacts to strategic mobility.  The JRAWG makes risk mitigation recommendations to the TRANSCOM operations division and command group when risk exceeds the operational need for mission support and/or force protection is assessed as inadequate.  USTRANSCOM’s intelligence directorate has activated an Asymmetric Threat Division, a collaborative effort of Counter-terrorism, Political-Military Affairs, and Information Operations analysts to produce and disseminate all-source threat analysis to USTRANSCOM assets and the Defense Transportation System (DTS).  Additionally, USTRANSCOM has improved liaison with the FBI through a formal information-sharing relationship with the local field office in St. Louis and has formed a standing Joint Inter-Agency Coordination Group.  Finally, a part-time FBI presence at USTRANSCOM and improved information sharing results in improved security and threat warning.


Prior to September 11th, we always included a terminal/port vulnerability determination in Annex B of our operations orders.  We also conducted risk analyses for Army property as prescribed in Department of the Army pamphlet 190-51 and also took steps to identify any weaknesses.  Defense Threat Reduction Agency (DTRA) conducted a Joint Staff Integrated Vulnerability Assessment (JSIVA) of the ammunition port at Sunny Point, NC, in June 2001.  In August 2001, the Naval Facilities Engineering Service Center conducted red team assessments at our facilities at Sunny Point, NC, and Concord, CA.  We then asked the Department of the Army 

G-3 (Operations) to visit Sunny Point and Concord in the Fall of ’01 to further assess security and provide recommendations.  They did so, and we have a program in place to acquire additional protective measures, many of which have already been accomplished.  These enhancements are mentioned in the next section of my testimony.


We also benefit directly from risk assessments conducted during mobilizations.  These include the conduct of security evaluations and vulnerability assessments of strategic seaports by the USCG, by the DTRA and the Joint Program Office, and by MSC.  Certainly, the vulnerability assessments that Congress has recently requested the USCG to perform will enhance our ability to do risk assessments of port operations.  We will also couple those with specific intelligence reports we gather daily from our internal resources and commercial industry sources.


At the request of the U.S. Transportation Command, the DTRA and the Joint Program Office for Special Technology counter-measures have conducted vulnerability assessments of four of the strategic ports – Charleston, SC, Savannah, GA, Jacksonville, FL, and Beaumont, TX.  The findings from the Charleston and Beaumont assessments have been provided to the Coast Guard’s Captain of the Port (COTP) who will ultimately forward them to the appropriate port authorities.  More are planned.  USTRANSCOM’s objective is to work with the Coast Guard to assess each of the strategic ports in rough order of their criticality with respect to the operations planning deployment support.  


MSC also conducts individual risk assessments for port visits made by its vessels based on the threat level and Force Protection Condition in place at the time.  This practice is mainly used when MSC vessels operate from overseas strategic seaports but has been and would be used as appropriate when MSC vessels operate using strategic seaports in CONUS.


Lastly, MTMC Commanders, acting as Port Managers for deployment operations, routinely use pre-deployment force protection checklists as a risk assessment tool.  MTMC is going a step further to help determine security personnel requirements for specified strategic seaport operations.  We are drafting a Port-Terminal Risk Analysis to be used for all deployments.  It will take into consideration the criticality of the mission or operation, the location of the port, and sensitivity of materials being safeguarded.  This analysis will define the adequate number of security personnel necessary to secure the port operation.  
Changes Made Since September 11, 2001, Concerning How Security is Managed and Coordinated at Strategic Seaports During Mobilization of Military Forces and Cargo


A number of changes have been made as a result of the terrorist attacks.  For example, before September 11, 2001, MTMC had no intelligence or counter-intelligence personnel directly assigned.  However, the Army’s Criminal Investigation Division (CID) provided a liaison agent to MTMC in October 2001 to provide direct intelligence support, which includes interaction with CID offices worldwide.  This CID liaison has participated in eight port assessments to date and has been used in an advisory role by military forces moving personnel and equipment through the ports.  Similarly, the Army’s 902nd Military Intelligence (MI) Group has been actively engaged with MTMC and now provides support to us worldwide.  USTRANSCOM’s Counterintelligence Support Office maintains active contact with MTMC’s Force Protection staff and provides counter terrorism support as required.  USTRANSCOM also augmented MTMC with reserve intelligence officers at the onset of Operation ENDURING FREEDOM.  These officers helped stand up a temporary G2 function.  This temporary function is now being replaced by a permanent one in conjunction with Army Intelligence and Security Command.  A Naval Criminal Investigative Service agent augmented Military Sealift Command, USTRANSCOM’s sealift component.


As part of a major command restructuring, MTMC was moving to a split-based headquarters that would merge all operations, security management and intelligence at a single location in Ft. Eustis, VA, no later than June 2003.  The events of September 11th and the ensuing operation – ENDURING FREEDOM – caused us to accelerate that process.  A centralized operations center is now in place.  The result has been positive for all facets of our traffic management and port operations missions.  We now have a robust 24 hours a day/7 days a week operations center that is controlling deployments and other surface transportation worldwide from a single location.  The new MTMC Operations Center, led by a one-star general, approves all port security planning and remains in constant communication with the geographic combatant commands we support, deploying units, commercial port and carrier industries, and the various government organizations involved that have a coordinating role in the process.  This capability has enabled us to exert positive control over port operations and react to any issues quickly and decisively.  Additionally, the MTMC Operations Center receives and disseminates intelligence updates keyed to our operations worldwide.


While MTMC has limited organic security forces, the security forces at our disposal have successfully augmented our stepped up threat response.  Currently, MTMC has three organic reserve Port Security Companies (PSC).  One of the three PSC’s has been activated since October 2001 and is assigned to the Military Ocean Terminal, Sunny Point, NC (MOTSU) – our largest ammunition port.  The 4249th PSC is nearing the end of its one-year activation and will be replaced by the 1302nd PSC.  The 4249th PSC has increased significantly the defense posture at MOTSU; and when personnel resources are available, they augment security for military operations at other strategic ports throughout CONUS.  We are looking at the possibility of increasing the size of our PSC’s and the number of security personnel assigned to our Transportation Terminal Brigades.  The net result is an increased security presence for port operations.


In terms of heightened security at the two MTMC operated ammunition ports, the Military Ocean Terminal Sunny Point, NC, has improved its security posture by procuring a second security boat and towed sonar array system for waterside security, placing “Restricted Waterway” signs in the Intercoastal Waterway, improving landside perimeter security, and, as mentioned above, augmenting its DoD security force with a PSC.  They are also receiving assistance from USCG Maritime Safety and Security Teams (MSST) during vessel operations.  Future projects include construction of a waterside barrier system for three piers and an enhanced security perimeter system.  


The Military Ocean Terminal Concord, CA, has improved its security posture by procuring two security boats for waterside security, receiving assistance from USCG MSST’s during vessel operation, installing a Vehicle Undercarriage Inspection System for vehicular traffic entering the port, and improving landside perimeter security.  Future projects include construction of a waterside barrier system, posting restricted waterway signs in the water channel, and installing underwater detection capabilities.  

How Will the Proposed Legislation, HR3983, and S1214, Assist in Coordinating the Multitude of Agencies Involved in Port Operations During Mobilization of Military Forces and Cargo?


We anticipate the proposed legislation will be very beneficial in a number of respects.  We feel that the provisions directing DOT to assess the safety of all U.S. ports and to prepare anti-terrorism plans is critical and that the priority in sequencing those assessments be given to the 17 strategic seaports.  As always, we will give our full cooperation to DOT and will share any assessments we have already completed to preclude redundancy or duplication of effort. 


We agree with the need to have background checks and security identification issued by a central agency like DOT or the new Department of Homeland Security (DHS) depending on the final alignment of responsibilities.  We have already heard from our commercial partners of the difficulty in trying to comply with a patchwork of identification requirements at the state, local, and individual port level.  The National Defense Transportation Association, an agency that represents most of the commercial transportation businesses that deal in defense transportation, has included this requirement as one of the top ten initiatives it supports.


We obviously agree with the language that would have DOT or DHS establish teams to safeguard vessels, ports, facilities, etc.  As I indicated earlier, MTMC does not possess significant organic resources to provide port security, and we rely on local port police, law enforcement, or contract security forces to fill in the gaps.


In a related vein, in August of 2001, the GAO began a comprehensive review of seaport force protection at those designated strategic seaports.  The USTRANSCOM and MTMC hosted meetings with the GAO on this subject. The GAO also met with various members of the community involved with the security of Department personnel and cargo when moving through a strategic seaport.  We have appreciated the careful, analytical, and cooperative approach of the GAO on this tough issue.  While their final report has not been released, we suspect it will identify the complexity of seaport security and “who’s in charge.” As you have gleaned from my testimony, there are indeed many players – all trying to do their best.  


Finally, we support measures that improve cargo identification and screening.  While we move limited amounts of container cargo as part of unit deployments, we operate adjacent to commercial container operations at the seaports and we annually ship (primarily as exports) over 100,000 containers in commercial liner service to sustain our forces around the world.  “What’s in the box” is certainly one of the toughest challenges with which we all must deal in deterring terrorist acts.

SUMMARY


We are on the right path in the actions taken thus far to protect our personnel and cargo during deployment through seaports.  The level of intelligence gathering, analysis, and sharing, along with the detailed preplanning for these events is unprecedented.  The spirit of cooperation among all the players in the National Port Readiness Network structure is high.  The evolution to standardized training across our worldwide port organization; the detailed risk assessments and force protection checklists; the attention to detail in the execution phase; and our robust 24 hours per day/7 days per week operations center have prepared us to operate effectively in this new environment.  We are certainly not done.  All agencies and departments involved in this process must continue to work together to continue developing and implementing security measures to protect our valuable resources from ever-changing threats.


I am heartened that this committee is stepping out to address critical port security concerns on a national level.  We owe it to the American public and our commercial transportation firms who need a single point of reference rather than a myriad of individual security requirements. 


Mr. Chairman and members of the Committee, thank you for the opportunity to testify before you today.  
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