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Mr. Chairman, Members of the Committee.



Thank you for the for the opportunity to provide testimony on the important topic of Information Superiority and its central role in supporting the Chairman of the Joint Chiefs of Staff, General Myers’, top priorities of winning the Global War on Terrorism, enhancing Joint Warfighting capabilities, and Transformation.  I am Rear Admiral Nancy Brown, the Joint Staff Vice-Director for Command, Control, Communications, and Computer Systems.  My testimony will address Information Superiority, focusing on the delivery of assured, protected connectivity to increase combat power for today’s warfighter as well as its vital role in the transformation of our Armed Forces.  To demonstrate how Information Superiority supports the Chairman's priorities, I will discuss an overarching concept that guides all our Command, Control, Communications, and Computer (C4) investments commonly referred to as “net-centric operations,” as well as its enabling infrastructure known as the Global Information Grid (GIG).  Finally, I will share with you some of the important progress we have made over the previous year, and I will identify many challenges we face in achieving true Information Superiority.


Today is an unprecedented time in our nation's military history.  Our entire Armed Forces are engaged, throughout the world, in battles every bit as demanding as any we have ever participated in.  And while the War on Terrorism remains our primary focus, we are aggressively transforming our military capabilities to meet the challenges of the 21st Century.  To guide the transformational efforts, the Chairman of the Joint Chiefs of Staff published his overarching vision, Joint Vision 2020 (JV2020), which describes warfare in the information age.  It articulates a vision for future warfare where Information Superiority is the fundamental enabler of the four pillar warfighting concepts: Precision Engagement, Dominant Maneuver, Focused Logistics, and Full-Dimensional Protection.  In simple terms, Information Superiority means getting the right information to the right people, at the right time, in the right format, while denying an adversary the same capability.  The investments we have made in Joint C4 capabilities, whether near-term efforts supporting the War on Terrorism or long-term transformational initiatives, are mutually supporting and all build towards enabling “net-centric operations.”  In short, our near term efforts are dramatically increasing the capabilities of our combatant commands today while establishing the foundation for true transformation and, in fact, moving some of the capabilities of the Global Information Grid to the left.  Let me start my discussion by providing a basic overview of the Chairman's priorities.

The Chairman of the Joint Chiefs of Staff's Priorities

As a result of our nation's unprecedented strategic environment, the Chairman has established three priorities:  To win the war on terrorism, to improve joint warfighting, and to transform our nation’s military to face the dangers of the 21st Century.  These priorities also reflect the priorities of the Secretary of Defense.  Combined with the President’s vision, the Department's leadership, the support of Congress, and the selfless service of our Nation’s Soldiers, Sailors, Airmen, Marines, Coastguardsmen and Civilian workforce – our nation’s Armed Forces continue to make progress in each of these areas.  

Global War on Terrorism:  The Chairman's priority to support and win the Global War on Terrorism needs little explanation.  For the past 18 months, the U.S. Armed Forces, in concert with other federal agencies and our coalition partners, have conducted a determined campaign to defeat the most potent threat to our way of life – global terrorist organizations and the nations that harbor them.  Clearly, the winning of this war is our most pressing priority.

Enabling Joint Warfighting:  The U.S. Armed Forces’ ability to conduct Joint Warfare is better today than anytime in our history; however, many challenges remain.  Today, our Joint Team is founded on the individual warfighting capabilities of the Services.  To improve our Joint Warfighting capabilities, we must maximize the capabilities and effects of the separate units and weapons systems to accomplish the mission at hand – without regard to the color of the uniforms of those who employ them.  This challenge demands that we integrate Service core competencies together in such a way that makes the whole greater than the sum of its parts.  Our critical command and control information systems and networks must allow us to integrate our operations, and not simply deconflict them.

Transformation:  As the U.S. military meets the challenges of the 21st Century, we must transform how we organize, support and fight as Joint Warfighters.  Transforming the Joint Force requires embracing change: intellectual and cultural, as well as technological.  We are in the process of revising our Joint Vision.  This new vision will provide a broad description of what our Armed Forces can, and must become.  In its broadest sense, this transformation transitions our Armed Forces to a capabilities-based force.  Transformation is not a single thing nor simply new command and control or weapons systems.  Rather, it is a holistic approach, requiring experimentation and assessment, which will result in changes to our doctrine, organization, training, materiel, leadership and education, personnel and facilities needed to create the future joint force.  

Realizing the Network - The Global Information Grid

As the key enabler of Information Superiority, the Global Information Grid is the unifying program we are using to address each of the Chairman's priorities and, in turn, meet the operational requirements of our combatant commands.  This 'building block' approach ensures that our combatant commanders have the tools that they need to effectively plan, coordinate and execute joint and multinational operations today, while also enabling tomorrow’s transformation.  We think of the Global Information Grid in the same way that most people think of the “Internet:” a single concept that describes something that is very complicated and constantly evolving.   General Myers has stated that the GIG is a: “Globally interconnected, end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating, and managing information-on-demand to warfighters, policy makers, and support personnel.”  It will enhance combat power through greatly increased battlespace awareness, improved ability to employ standoff weapons, employment of massed effects instead of massed forces, and reduced decision cycles. 

The overarching rationale for the Global Information Grid is supported by the ongoing shift to “net-centric operations” -- a true transformation in military affairs.  In the military context, weapon systems are essential for mission success; however, a weapon system itself is not nearly as capable as a platform that is seamlessly linked to other platforms, all receiving the latest intelligence and command and control information.  

For example, in previous 'platform-centric' operations, the links between sensors and shooters were tenuous at best and failed to meet the operational demands of our warfighters.  In many cases, potential targets were 'missed' because the commander did not have the right information to make the right decision, at the right time.  Nor did he have the ability to 'mass effects' because individual platforms rarely had the same view of the battlefield.  

As we move towards “net-centric operations,” the timely exchange of information will allow commanders in the field to leverage all available sensors and weapons systems in a synchronized fashion to dramatically increase combat power.  The secure networking capabilities inherent in the Global Information Grid provide the fused, timely information essential for joint mission success.  It enables commanders to create a dynamically integrated fighting force by linking sensors to shooters to generate massed effects.  As you have seen on television lately, we have made great strides towards achieving a net-centric force; however, doing business today is hard work!  We must continue to work towards seamless interoperability that integrates the awesome capabilities of each Service into the joint team.  I will address “net-centric operations” in additional detail when I discuss transformation.

As I discuss the role Information Superiority plays in achieving the Chairman's priorities, you will see that we are taking the first steps to realize the Global Information Grid today to support the Global War on Terrorism, while constantly keeping an eye on the big picture of transforming our forces.  In short, the near term C4 investments we have made during the Global War on Terrorism have a two-fold effect: they satisfy critical near-term warfighter requirements while laying the foundation for the GIG.  



Supporting the Global War on Terrorism


The Department’s top priority has been, and always will be, to defend Americans and U.S. interests.  The events of September 11th, 2001, have demonstrated an increased and immediate need to improve our government’s interagency information sharing capabilities.  The rapid dissemination of information, through our country’s vast technological superiority, will be the key to preventing, deterring and, in the worst case, recovering from attacks on America.  


Over the past few years, we have made tremendous investments to improve the command and control infrastructures required by our combatant commanders to fight and win this global war.  In coordination with our Department leadership, we have undertaken the Global Information Grid Bandwidth Expansion initiative, which will provide a transport system that delivers high-speed internet protocol services to key operating locations worldwide, and will use leading edge technologies from commercial industry.  This critical effort, which started this fiscal year (2003), is only a first-step towards realizing the GIG, but it also satisfies two critical warfighting requirements.  First, it removes bandwidth as a constraint -- bottomline, it provides the combatant commander with the bandwidth and resources required to execute joint operations.  Expanding bandwidth allows use of more robust information tools such as collaborative applications for command and control, and near real time video for Intelligence, Surveillance and Reconnaissance applications.  Second, the GIG Bandwidth Expansion initiative provides a network 'redundancy' that ensures assured access to the network in the event of an attack or network failure.  


To support the GIG Bandwidth Expansion initiative, we have also made significant strides to improve the Combatant Commanders' Theater C4 infrastructures.   This complementary effort allows our regional combatant commanders to modernize their respective C4 infrastructures to take advantage of the increased capacity provided by the GIG Bandwidth Expansion initiative or simply to replace outmoded or antiquated equipment.


Additionally, we have significantly improved the use of commercial satellite capabilities to provide the bandwidth required to operate in austere parts of the world.  These efforts, based on the requirements of the individual commands, provide vital C4 improvements between the combatant commander and his subordinate commands and works towards extending the GIG to 'the last tactical mile.' 


As we continue the Global War on Terrorism, a significant challenge we must address is the “stovepiping” of information within the numerous agencies throughout the Federal Government.  The DoD is working collaboratively with Homeland Defense and other agencies throughout the government to ensure needed information is transferred across agencies in a seamless fashion.


The information mindset must change to embrace a “need to share” construct within our current  “need to know” system.  The DoD must engage with the Department of Homeland Security and the rest of the federal government to retain an information edge over an adversary that chooses to remain in the shadows and attack our vulnerabilities.  We will still need to work hard at breaking down cultural and technological barriers between agencies to share command, control and intelligence data; it is critical that we are able to use the vast information resources throughout the federal government in a synchronized fashion.


Information sharing cannot be limited to federal and domestic agencies; we must also develop new ways and means to share information with our coalition partners and allies.  As we continue to aggressively pursue terrorism across the globe, the ability to efficiently exchange information with our allies will allow us to decisively attack and destroy terrorist networks abroad.


Our increasing reliance on information resources and systems, combined with the growing number and sophistication of network attacks, underscores the importance of building a sound Information Assurance/Computer Network Defense posture throughout the entire federal government.  In addition to developing safeguards against attacks, we must continue to develop the tools and techniques to rapidly detect intrusion, determine the source, and respond appropriately.  The DoD clearly sees information sharing as a powerful enabler in the continuing Global War on Terrorism.

Enabling Joint Warfighting

We have made important strides towards solving the interoperability challenges of our legacy command and control, communications and computer systems while ensuring our future systems are ‘born’ joint.  While we have achieved great progress in the development of truly 'joint' programs, the actual deployment of most of these systems takes time.  To enable joint warfighting in the near and mid-term, we must continue to aggressively identify and resolve the 'seams and gaps' that exist in our current critical command and control systems.  

The Joint Staff, in coordination with United States Joint Forces Command (USJFCOM), is working aggressively towards the Department's goal of seamless Command and Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) interoperability by fiscal year 2008.  To achieve that goal, USJFCOM, working closely with the combatant commands, developed a prioritized list of critical command and control systems that have interoperability shortfalls to resolve.  This prioritized list, endorsed by the Joint Requirements Oversight Council (JROC), allows the Department to concentrate its efforts on addressing the interoperability shortfalls most important to the combatant commands. Critical efforts such as the Family of Integrated Operating Pictures (FIOP), the Single Integrated Air Picture (SIAP), Deployable Joint Command and Control (DJC2), and U.S. Joint Forces Command’s Joint Interoperability and Integration (JI&I) will provide the Combatant Commander with a common operational picture of the battlefield.  This picture, with a view of both friendly and enemy force locations, will enable seamless joint fires operational planning, coordination, and execution.  As these efforts progress, USJFCOM will continue to set the operational requirements and prioritize the integrated architectures that will set the stage for future battle management command and control systems.

Recent events clearly highlight the need for systems that can support rapidly formed and deployed joint and coalition forces with “plug and play” ease and that are also fully scalable to respond to changing circumstances.  The Deployable Joint Command and Control (DJC2) program will be such a system. This highly mobile command post configuration will support implementation of the Standing Joint Force Headquarters (SJFHQ) at each regional combatant command by 2005.  In short, DJC2 is the material solution, providing both the command post infrastructure and command and control information systems, for the SJFHQ.  Once fielded, DJC2 will be every bit as flexible and scalable as the forces over which a headquarters will exercise command functions such as processing intelligence, mission planning, and controlling combat operations.  U.S. Central Command (CENTCOM) is already employing a variation of the DJC2 concept to support operations in the Persian Gulf and the first DJC2 suite is scheduled for delivery in fiscal year 2005.  We will use lessons learned from CENTCOM, as well as input from the other combatant commands, to facilitate the development, procurement, and deployment of this critical initiative.

As our experience in Afghanistan illustrates, our sea, land, air and space forces will be called upon to operate in areas with either primitive, or nonexistent communications infrastructures.  In these conditions, the only viable communication path is via satellite.  Military Satellite Communications (MILSATCOM) programs, coupled with commercial satellite capabilities, provide this vital support to our combatant commands.  Over the past few years, we have made tremendous investments to expand the capabilities of our command and control infrastructure, including significant expenditures on leasing commercial satellite capacity.   However, commercial assets cannot replace the secure, ready, and available access that military satellite communications can offer.  
A graphic example of the increasing demand for bandwidth is clearly provided by reviewing the change over the past 12 years.  Although the numbers of deployed forces in OPERATION IRAQI FREEDOM (OIF) are only half that of OPERATION DESERT STORM, our bandwidth usage in OIF is more than 30 times as great.  Use of vastly improved Intelligence, Surveillance and Reconnaissance (ISR) assets – such as Unmanned Air Vehicles (UAV’s) like Predator – increase bandwidth requirements, but allow dramatically shortened decision cycle time in the targeting problem.  Increased bandwidth also enables remote collaborative planning and information “pull,” which in turn allows synchronicity of effort, massed effects, and reduced personnel requirements in forward operating areas.  “Net-centric operations,” as described here, require continued investments in military satellite programs to ensure future operations are not threatened.  
Transformation

Contemporary warfare presents us with security threats that are far more diverse, rapidly evolving and potentially more lethal than ever before.  To develop the necessary flexibility and agility to respond to this broader spectrum of conflict, the Department must transform its forces and ways of fighting.  The continued development and implementation of an operational Standing Joint Force Headquarters (SJFHQ) in regional combatant command theaters represents a critical initiative for joint force transformation.  The area offering the greatest promise for true transformation in the near term is information sharing and the power of the collaborative environment.

The concept of “net-centric operations” will capitalize upon America’s leadership in information technologies to blend current stovepiped systems and create information networks.  These networks, all seamlessly connected with the Global Information Grid, will enable a coordinated exchange of information among the various levels of command at unprecedented rates.  Transformation efforts are underway in the development of GIG enterprise services. These enterprise services, supporting the entire DoD and Intelligence Community, will provide a common set of interoperable information capabilities to securely access, collect, process, store, disseminate, and manage information-on-demand for Joint Warfighters, policy makers, and support organizations.  These exchanges will give our warfighters the ability to mass firepower in time and space with a speed and accuracy that will overwhelm our adversaries’ ability to respond. This fundamentally new way of employing joint forces can achieve such concentrations using smaller, leaner forces located in disparate parts of the globe, but able to collaborate in real time to coordinate devastating attacks.

Net-centric operation is not an exotic concept requiring decades of research and development.  We can reasonably achieve a limited capability through the use of existing and emerging commercial off-the-shelf and military technology based on common open standards.  Achieving this netted force and realizing its potential will require the continued wise investment of resources. 


The first steps on the road to a net-centric capability must be to make our legacy systems seamlessly interoperable, while ensuring that all future programs are “born” joint.  Programs such as the Joint Tactical Radio System (JTRS) and the Mobile User Objective System (MUOS) represent true transformation and will provide the foundation for future joint and multinational operations.  The development and maturation of joint programs has been, and must continue to be our focus in terms of supporting transformation efforts.  For the first time, the Department will employ a single family of tactical radios, completely interoperable, to provide voice and data communications across all the Services -- truly a monumental effort.   Additionally, we are aggressively pursuing the development and deployment of the Joint Command and Control (JC2) capability.  This effort will provide a follow-on capability to the Global Command and Control System (GCCS) and will support command and control at the strategic and operational levels.


As I stated earlier, transformation is more than systems -- it is really a change in the way we think and act.  In order to take advantage of the rapid technological advances that are taking place today, we must change our requirements and acquisition processes.  Today, the Department is dramatically changing the way we do business.  We have developed new processes and methods of determining weapon and information technology systems requirements based on the capabilities and effects we want to achieve, rather than our current process which focuses only on the threats that we want to counter.  This new process requires technical profiles for each newly designed system be created on-line, where we can test them for interoperability with other systems in this virtual environment before the system is even built.  Two completely revised Chairman of the Joint Chiefs Instructions, CJCSI 3170.01C and 6212.01C, will be the vehicles we use to implement these changes to system development and interoperability.


The Department's significant investments in joint C4 capabilities reflect the importance of interoperable C4 systems in enabling the joint force.  By employing this building block approach, we are able to address critical combatant command C4 requirements today and in the mid-term, each building upon the other towards a transformed, highly lethal and mobile force. 

The Challenges Ahead

There is no shortage of challenges and opportunities in the Information Superiority arena.  I have discussed some of the challenges such as interagency information sharing and C4 interoperability that we face.  Let me outline a few of the other notable challenges we face, with a special emphasis on Information Assurance.  

The military and commercial sectors must co-exist.  A strong economy and a strong military are both increasingly dependent on networks.   In some cases, our information rides through the same pipes. In other cases, we are in ‘competition’ for resources that cannot be shared, such as frequency spectrum.   Our weapons, systems, and operations are information intensive, and operational success requires military access to large bands of radio operating frequencies. The highly mobile, widely dispersed forces of the future will require even more spectrum in order to operate effectively and efficiently.   

 While we recognize the growing private demand for spectrum, we will pursue more efficient technologies, and continue to work with government agencies and private industry to develop mutually acceptable spectrum management solutions.  We need to hold the line on the transfer of military spectrum to the commercial sector.

As discussed earlier, we must continue to balance investments in our satellite communications capacity as we move forward deploying the GIG.  We have entered an era of great potential technological improvements, such as the Transformational Communications initiative in the satellite communications arena, that provide unparalleled promise for increased capability for the warfighter.  We must aggressively pursue these new technologies, as well as identifying, developing, and then sustaining the proper mix of military and commercial satellite capabilities, to ensure we meet the operational requirements of our tactical and strategic users.

As with interagency information sharing, we must also continue to improve our ability to interface and operate with our coalition partners.  The challenge is obvious: when working with coalition partners, we must routinely strive to integrate multi-national technologies, most of which are developed outside of the U.S.  It is imperative that we work with our coalition partners to develop the technological standards required to ensure the interoperability that the Combatant Commander needs for an integrated coalition command and control capability.

Information Assurance (IA) studies conducted over the past few years have provided ample guidance in determining the technology required for our defense-in-depth strategy.  The challenge before us is to apply precious resources to field capabilities.  We can’t afford to allow the “best” to get in the way of the “good enough.”  The difficult part is determining the “good enough.”  

Joint directed exercises and training are critical evolutions in institutionalizing joint doctrine plus training/techniques and procedures associated with operating and securing our critical networks, and maintaining our Global Information Grid.  Future exercises will focus on specific cyber threats and risk mitigation techniques as well as dynamic allocation of network resources.  We must expand these activities into the coalition-training environment.

Another area needing continued emphasis is our network “red teaming”—that is, our technical experts who attempt attacks and exploitations of our own networks.    These teams are the method by which DoD assesses its network vulnerabilities, and our investments in this area are paying dividends.  We know that no network is perfectly secure, and it is vital that DoD is adequately resourced to continue this process, and provide solutions to identified vulnerabilities.  

Although DoD networks were not affected by the rash of recent attacks against commercial web sites such as E-Bay and CNN, DoD continues to see an ever-growing number of attacks against our information systems.  It is time to reevaluate the penalties associated with deliberate hacking.  The recent case law developed from malicious incidents such as the “Melissa” virus attacks, and numerous, highly publicized hacking events, provides enough evidence for the legal community to review current laws to determine if they are sufficient to deter future attacks against our systems.

It is important that we do not forget that people operate all of these systems.  We cannot operate the Global Information Grid without highly skilled people.  We are using “special skill” rewards to attract, train, and retain our best Soldiers, Sailors, Airmen, and Marines.  However, our Total Force Information Technology Warriors are faced with choosing between their military professions and opportunities in the commercial sector that provide pay compensation at a much higher level.  We must continue to assess our retention programs, proficiency pay, and operational tempo, which affect this highly trained and experienced work force.  They are truly our nation’s most precious resource.

Finally, we cannot view the command, control, communications and computers (C4) systems and the intelligence, surveillance and reconnaissance (ISR) budgets as bill-payers for traditional weapon systems.  C4ISR systems should be treated as the entry fee for transformation.  And investing in these systems must be paid for up front.

Conclusion

Ten to twenty years from now, I believe that people will look back on this period at the beginning of the 21st century and say one of two things.   They will either say “There was a tremendous opportunity for transformation – but it was squandered, because the true value of networking and connecting things in ways that allow them to function totally different than they had previously, was not appreciated.”; or...“It was realized that the single most transforming thing in our force was not a weapon system, but a set of interconnections that substantially enhanced capabilities, and by capitalizing on that awareness DoD and Congress, working together, made a difference.”  It is my hope and belief that we will proceed down the latter path.

In conclusion, I believe we are making solid progress toward implementing a Joint Strategy for Information Superiority that supports our Warfighters.  Mr. Chairman and Members of the Committee, I look forward to helping make the Information Superiority strategies that I have shared with you this afternoon a reality, and to addressing you in the future regarding our successes and the way ahead.  On behalf of the Chairman of the Joint Chiefs of Staff, I appreciate the opportunity to present the Joint Staff's insights on how to advance this issue of growing national importance – Information Superiority.
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