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Good afternoon Mr. Chairman, it is a pleasure to appear before the subcommittee today to discuss command, control, communications, computers (C4) and related issues. The Defense Information Systems Agency (DISA) is a combat support agency.  As a combat support agency, our job is to support our Nation’s Warfighters. Our core mission areas are global communications, joint command and control, joint interoperability, defensive information operations, and combat support computing.  DISA has other responsibilities that include supporting the White House, facilitating the exchange of technical information within the Department and among our research and industrial partners, operating key eBusiness capabilities used across the Department, and providing enterprise acquisition services, but our Nation’s armed forces remain our top priority.

To fulfill these responsibilities, we plan, develop, field, operate, and support command, control, communications, and information systems that serve the varied needs of the President, Vice President, White House Senior Staff, the Secretary of Defense, the Joint Chiefs of Staff, the Combatant Commanders and Joint Task Forces, deployed forces below the Joint Task Force (JTF) level, military departments, and other Department of Defense components.  We provide this support under all conditions of peace and war.

Over time, the Secretary of Defense has chosen to provide these capabilities by means of a defense agency which can provide a single solution for DoD. These inherently joint and enterprise-wide systems and infrastructure enhance DoD interoperability, increase security, and obtain economies of scale.  Moreover, by presenting a single DoD interface with our Nation’s coalition partners and other federal, state, and local agencies, we help simplify the complex interoperability issues associated with coalition warfare and homeland security.

GLOBAL COMMUNICATIONS

A trusted, reliable, and ubiquitous communications infrastructure is the foundation of information superiority and the essential prerequisite for network centric operations. DISA provides DoD’s global classified and unclassified voice, data, video, and transmission services through a combination of terrestrial and satellite assets that are predominately commercial, though supplemented with military value-added features.  Military value-added features include global reach and tactical extension, a defensive information operations capability, robust encryption, personnel and physical security, diversity for routing and media, precedence, interoperability, and visibility into the status of the network components in order to maintain reliability.  These features are critical to ensure U.S. Forces are not denied access to information, geography, or space.

DISA manages the Defense Information Systems Network (DISN) -- DoD’s consolidated, worldwide, enterprise-level telecommunications infrastructure.  The vast majority of DoD’s command and control traffic, voice conferencing, intelligence dissemination, and combat support traffic travel over the joint networks provided by the DISN.  It provides dynamic routing of voice, text, imagery, video, and bandwidth services.  DISN services connect deployed forces to their home bases, combatant commanders, the military Services, and agencies.  These long-haul services are the key to interoperability above the tactical level.  Specific subsystems include the Defense Red Switch Network (DRSN) for classified voice conferencing, the Secret Internet Protocol Router Network (SIPRNet), the Non-Secure Internet Protocol Router Network (NIPRNet), the Defense Switched Network (DSN) for voice traffic, the DISN Video Secure Global (DVSG) service, Enhanced Mobile Satellite Services (EMSS), and network operations over the Defense Satellite Communications System (DSCS) and commercial satellite systems.

In support of the global war on terrorism, usage of these warfighting systems has increased dramatically since September 11th, 2001:


DRSN infrastructure has increased 400%

SIPRNET capacity has increased 292%


NIPRNET capacity has increased 509%


DSN infrastructure has increased 138%

DVSG (Secure) usage has increased 1150%

EMSS users have increased 300% and usage has increased 3300%

Satellite Bandwidth has increased 800%

Network-centric warfare demands that traditional communication seams between echelons, functions, and organizations be eliminated or minimized.  A textbook example of this capability is DoD’s EMSS program, which provides assured, global, secure voice, and unclassified data access to the DISN, Federal Government IT Networks, US-based Commercial Telephone Networks, as well as direct connectivity to other EMSS users.  EMSS provides communications through the IRIDIUM commercial satellite constellation via a DoD owned and operated ground station, and is completely independent of local terrestrial telecommunications infrastructures.  EMSS has experienced exponential growth in usage during the Global War on Terrorism.  After September 2001, the number of users has increased 300 percent, with system usage increasing over 3300 percent.  New usage records are set every month.  For instance, March 2003 usage is expected to exceed 3 million minutes.  Used for everything from humanitarian relief missions to military operations in Afghanistan and combat in Southwest Asia, EMSS provides effective, assured communications in support of current operations and is one of our most successful programs supporting warfighters today.  The capabilities represented by EMSS are integral to the gains in precision, speed, flexibility, and tactical surprise essential for success in the global war on terrorism. 

Although EMSS is a DoD-operated system, other federal government agencies have taken advantage of the unique architecture and assured connectivity provided by this system.  Today EMSS serves as an emergency means of communication for National-level commanders and civilian leadership – providing the ability to communicate anywhere, at any time, through an assured network.  Operationally, EMSS has been an unequivocal success – evolving into a critical communications infrastructure supporting U.S. Government operations throughout the world.

To be effective, the DISN must assure connectivity with deployed forces in the tactical environment.  A major initiative to improve access to DISN from deployed forces is the DoD Teleport program, which serves as the junction between space and terrestrial assets at six locations around the globe, giving deployed forces greatly expanded connectivity through the terrestrial DISN fiber optic infrastructure to information sources and support functions.  When fully deployed, it will also cross-band among military and commercial SATCOM frequencies (L, EHF, Ka, UHF, Ku, C, and X) to enhance communications interoperability and provide greater flexibility and surge capacity.  DISA is the program manager for Teleport, providing the design, integration engineering, and acquisition, with the military Services operating and maintaining the resultant product.  Teleport implementation is defined in generations.  Generation One is fielding Ku, C and X-band capabilities today.  Generation One will be operational in 2003, with Generation Two and Three capabilities originally scheduled for completion in 2005 and 2010, respectively.  However, the Combatant Commanders’ requirement for these capabilities is so critical that the fielding of parts of Generation One was accelerated in support of operations in the United States Central Command (USCENTCOM) area of responsibility, and the OSD has recently approved accelerated fielding of key portions of Generation Two – the EHF terminals.

An improved joint enterprise network is a prerequisite to creating new synergies; taking advantage of all available information; and bringing available assets to bear in a rapid, precise, and flexible manner.  Network improvements can reduce operational latency, surprise the enemy, and enable innovation while still supporting bedrock military functions.  Mr. Stenbit has addressed the Global Information Grid Bandwidth Expansion initiative in his testimony. 

JOINT COMMAND AND CONTROL

DISA is a key DoD integrator for joint, coalition, and combined command and control (C2) and combat support capabilities. The integration of military Service and agency-developed data sources and decision support tools is essential to the combatant commanders’ ability to “fight jointly.”  These products must support both fixed-base and deployed decision-makers on diverse platforms, and under communications conditions ranging from robust to austere.  DISA’s own joint C2 capabilities are focused on enabling the readiness, planning, mobilization support, deployment, execution, and sustainment of deployed forces.  In addition, we provide the infrastructure that integrates military Service and agency products such as common distributed track object services, applications management, data access and translation, and collaboration services.  We have three programs that provide joint C2, warfighter visibility into support functions, and organizational messaging services.

Through the Global Command and Control System-Joint  (GCCS-J ), we enable joint operations planning and execution (JOPES), global access to readiness data, situational awareness via a common operational picture, and collaboration and decision support capabilities for combatant commanders as well as many joint force commanders.  GCCS-J components form the critical C2 backbone of joint operations and are deployed in more than 635 locations worldwide, supporting more than 10,000 joint and coalition workstations.  Lighter, configurable deployments of GCCS-J – such as the Bosnia Operational Picture – support selected joint task forces and coalition operations.  In support of Operation Enduring Freedom, we dramatically improved situational awareness, rapid application of combined force elements, and integration of intelligence in planning and decision-making.  Specifically, we accelerated the fielding of real-time Unmanned Aerial Vehicle video overlays, multi-source air pictures, intelligence and imagery data source integration, and unit track alerts to all levels in USCENTCOM, including Marine Corps units in the field, aboard aircraft carriers for strike planning, and at USCENTCOM headquarters for target planning and execution. 

In addition to the accurate picture of the battlefield provided by GCCS, combatant commanders require accurate information on the status of combat support (CS) functions such as transportation, logistics, maintenance, munitions, engineering, acquisition, finance, medical, and military personnel readiness in order to support operational objectives.  Our Global Combat Support System (GCSS) provides this accurate picture.  GCSS provides end-to-end information interoperability across and between CS functions.  It supports the combatant command and JTF levels by supplying comprehensive CS information from reliable data sources.  This access provides the warfighter with a single, end-to-end capability to manage and monitor units, personnel, and equipment through all stages of operations including monitoring, planning and execution, mobilization, deployment, employment, sustainment, redeployment, and force regeneration activities.  By providing access to high-level integrated information and decision support tools, GCSS enhances the ability of combatant commands and JTF commanders to make timely, informed decisions.  GCSS is integrated with GCCS to provide an enhanced picture of the battlefield along with decision support tools that enable military commanders to make timely, informed decisions.  GCSS is here today.   It is currently operational in seven combatant commands [USCENTCOM, USEUCOM, USJFCOM, USNORTHCOM, USPACOM, USSOCOM, and USSOUTHCOM], in Korea, and in the Pentagon’s National Military Command Center.  In support of Operation Enduring Freedom, we rapidly developed and fielded enhanced GCSS capabilities to meet critical operational requirements from USEUCOM, USCENTCOM, and USSOUTHCOM.  The result:  GCSS reduced the time required to provide critical strategic airlift movement information from hours to minutes.  Additionally, GCSS successfully supported USJFCOM's Millennium Challenge exercise, a large-scale joint field experiment that supports their strategic concept for future warfare -- rapid decisive operations.

The third C2 capability we provide is organizational messaging.  Organizational messaging on a global scale requires a high degree of security for our troops and must ensure that the information they receive is accurate, reliable, and confidential.  The Defense Message System (DMS) is a managed data messaging system comprised of message handling and transfer, directory, systems management, and security components.  These components, particularly the messaging components, are derived from commercial products which have been enhanced to meet DoD messaging requirements including timely assured message delivery, message integrity and authentication, security, and positive identification of recipients.  DMS is operational at 270 military installations worldwide.

JOINT INTEROPERABILITY

Interoperability is the core of jointness.  The most reliable strategy for achieving interoperability is the use of a common infrastructure and common infrastructure services wherever possible.  Interoperability support for enterprise systems includes operating standards, developmental and operational testing, spectrum deconfliction and supportability, and optimization activities such as modeling and simulation.  Weapon systems, sensors, and tactical assets are often highly specialized with C4 capabilities embedded.  Interoperability of these assets is a prerequisite for the gains in precision and timely integrated operational capability required.  Enterprise C4 systems must also achieve this same degree of interoperability.

In close partnership with the combatant commanders, military Services, and other agencies, DISA provides several key capabilities focused to achieve platform, sensor, and unit interoperability among U.S. and coalition forces.  These key capabilities and enablers ensure interoperability and security are built-in and maintained throughout the system life cycle and include: developing and maintaining warfighter interoperability standards; system information exchange and interoperability requirements assessments; interoperability testing and certification; on-site support for exercises and contingencies; and spectrum management and deconfliction. 

We provide direct interoperability support to warfighters during contingencies and exercises by stationing interoperability liaisons on-site at key combatant commanders’ and allied headquarters.  We also provide 24x7, 365 days a year “Hotline” support and deploy “fly-away” response teams.  For example, during Operation Enduring Freedom, 49 formal interoperability issues were resolved.

DISA is DoD's system certifier for C4I interoperability.  We operate the Joint Interoperability and Test Command to accomplish this mission in close partnership with the military Services.  In the last four years, 117 critical interoperability problems with significant operational impact were identified during this testing and certification.  Testing and certifying that DoD information technology and national security systems meet their joint, validated interoperability requirements reduces risk to the warfighter.  Through developmental testing, we encourage developers to build interoperability into their systems.  Through exercise support, we facilitate maintaining interoperability throughout a system’s life cycle.  

As the DoD executive agent for information standards, DISA leads DoD's information technology and data standards activities for the Office of the Secretary of Defense, combatant commanders, military Services, agencies, and the international defense community.  In many areas, DoD effectively meets its IT requirements through implementing commercial standards. However, tactical interoperability in critical combat missions can only be achieved through adopting and implementing a minimum set of technical, procedural, and operational standards on specific platforms that are explicitly military in nature.  For example, Tactical Digital Information Links (TADIL), military symbology, and U.S. Message Text Formatting (USMTF) are military standards, and, as such, are absolute essentials for interoperability.  The existence of a well-defined process and support structure for these standards was key to resolving a number of TADIL and USMTF interoperability issues during Operation Enduring Freedom.   DISA serves DoD as a center of excellence for resolving interoperability concerns in a wide range of programs. We are deeply involved with two joint test and evaluation programs (JT&E) -- the Joint Shipboard Helicopter Integration Process (JSHIP) JT&E, which tests and evaluates joint service shipboard and helicopter interoperability, and the Joint GPS Combat Effectiveness JT&E, which tests and evaluates combat effectiveness of GPS in adverse jamming and interference environments.
At the very core of combat effectiveness is the ability to communicate effectively.   The essential element in any mobile communications grid or systems network is access to radio frequency spectrum.  This vital and finite resource has seen its market value increase dramatically as technological advances lead to intense competition for its allocation and use in both the public and private sector.  DISA supports the Secretary of Defense in identifying future spectrum requirements and developing policy recommendations to ensure DoD has access to the radio frequency spectrum necessary to execute the National Military Strategy.

Nearly every commercial and military piece of equipment deployed by the armed forces uses frequency spectrum or is affected by electromagnetic radiation.  We help ensure that DoD systems function as planned, without suffering or causing degradation in the electromagnetic battlespace.  A failure in this area can result in restricted operational employment, diminished mission effectiveness, or even the death of friendly forces.  DISA’s Joint Spectrum Center (JSC) works with the military Services and agencies to identify and ameliorate the risks related to adverse electromagnetic environmental effects.

DEFENSIVE INFORMATION OPERATIONS

The DISA information assurance (IA) program is broadly focused on attack detection, designing proactive information protection, and information assurance.  We secure DoD enterprise information systems and provide support to combatant commanders and deployed forces in securing their respective systems.  We also provide capstone IA capabilities for the entire department such as the DoD Computer Emergency Response Team (DoD CERT); DoD-wide anti-virus licensing; DoD Public Key Infrastructure (PKI); and network accreditation and certification processes, policies, and implementation.  We have a core responsibility as the C3 Critical Infrastructure Protection (CIP) defense sector lead component.

Cyber attacks happen with great speed and stealth.  Nonetheless, critical warfighting information processes must continue to function effectively while under cyber attack.  The DISA information assurance strategy is based on the idea that defenses must stop most cyber attacks.  These protection mechanisms include physical, electronic, and procedural components.  To remain effective over time, the defenses must be kept current in the face of rapid evolutions of technology, attack strategies, and organizational change; this takes a significant technical and operational effort.  However, defenses are never foolproof. Should an adversary breach these protections, DoD must have the capability to detect, contain, and respond to the attack.  This entails high levels of situational awareness, significant analytical capabilities to characterize the nature and extent of an attack, formulation and coordination of effective courses of action, and the ability to rapidly execute approved courses of action across a global infrastructure.  The tools and procedures required to accomplish both protection and reaction to attack in a highly technical, complex, joint, multi-organizational environment are correspondingly sophisticated.  Our program recognizes the distributed nature of information system designs and is instituting the DoD IA services infrastructure needed to continue to interoperate and fight jointly while taking advantage of modern web-centric and network-centric technologies.  Our efforts in this area include hardening joint enterprise capabilities through perimeter defenses, critical infrastructure protection, and security for specific high-value joint systems including the DISN, GCCS, DMS, and Combat Support Computing.  Other efforts include:

· Providing IA services for the DoD Computer Emergency Response Team (DoD CERT), the Global Network Operations and Security Center (GNOSC), and USSTRATCOM’s Joint Task Force for Computer Network Operations (JTF-CNO).

· Deploying, operating, and monitoring defenses and a sensor grid at key enterprise locations and gateways between DoD and others.

· Developing, deploying, and operating tools to coordinate attack analysis and response across various DoD operational entities.

· Providing direct assistance to combatant commanders for information assurance to include technical protection, assistance visits, and operational support.

· Developing and implementing a DoD-wide vulnerability management program to include vulnerability alerting, remediation procedures, a Defense Information Technology Security Certification and Accreditation Process (DITSCAP), and secure configuration standards.

· Developing, deploying, and operating the single DoD cyber identity credential infrastructure, the DoD Public Key Infrastructure, and a secure global directory service.

· Developing and deploying tools and security designs to enable coalition operations.

· And, providing site licenses for key joint information assurance tools and DoD-wide product licenses for anti-virus software.

The DISA GNOSC performs essential network management on a 24x7, 365 days a year basis across the DoD to ensure sustained and responsive integrated network operations.  The GNOSC is the single network operations center in DoD with a composite view of unclassified and classified global, voice, data, and video communications used for command and control.  Its primary mission is to direct, manage, control, monitor, protect, and report on essential elements and applications of the GIG to ensure its availability.  The GNOSC is manned by highly motivated, extremely competent communications professionals including both military and civilian personnel.  The warfighter perspective is priority one to this mix of military and civilian personnel as they synchronize priorities across the GIG.  In the event of a national emergency, crisis, or significant IA event, the GNOSC, in coordination with the National Communications System, DoD CERT, telecommunications industry, Internet providers, commercial CERTS, and the JTF-CNO directs actions across the GIG to either mitigate the event or respond to the crisis to protect DoD command and control communications.

The DoD CERT is charged with the global analysis of real or potential network security breaches threatening the GIG.  Firmly postured with global visibility of DoD's 21 connections to the commercial Internet, the DoD CERT provides defense against cyber attacks targeting military networks.  The DoD CERT identifies significant threats to the GIG and develops, disseminates, and implements timely countermeasures to these threats.  In addition, the team assesses the incidents reported by combatant commanders, military Services, agencies, and regions individually and cumulatively for their impact on the warfighter’s ability to carry out current and future missions.

The GNOSC and DoD CERT provide primary support to the JTF-CNO, which is the DoD’s leading organization for computer network defense and attack operations.  As the operational component for USSTRATCOM for Computer Network Operations, JTF-CNO has very successfully defended DoD networks and operations, and prevented DoD operations from being affected by computer intruders, viruses, and worms.  The GNOSC, DoD CERT, and JTF-CNO are collocated at DISA headquarters to provide the necessary synergy among the directing, analysis, and responding components of network defense.  During the 2002 calendar year, GNOSC, DOD CERT, and JTF-CNO detected, analyzed, and responded to more than 46,000 events on DoD’s unclassified networks.  For example, on the evening of 24 January 2003, the GNOSC, DoD CERT, and JTF-CNO took action to issue port blocks at all NIPRNet gateways within 2 hours of the first reports of the Microsoft SQL (Structured Query Language) "Slammer" worm.  The port blocks effectively prevented any further compromises of vulnerable DoD systems from the Internet.  They also deployed signatures on intrusion detection devices to alert network security monitors across the globe of any Slammer related activity.  The port blocks, in conjunction with the Information Assurance Vulnerability Bulletin released in September 2002, significantly reduced the number of reported infections within DoD.  In fact, there were only 264 confirmed infections throughout DoD’s 14,774 SQL servers compared to an estimated 75,000 infections on the Internet.

COMBAT SUPPORT COMPUTING

DISA provides mainframe and server computer operations, production support, technical services, and end user assistance for command and control, combat support, and eBusiness functions across DoD.  Combat support computing supports more than 700,000 users, operates more than 1,200 applications using more than 55 mainframes and 1,350 servers, 24 hours a day, 7 days a week, 365 days a year and supports both unclassified and classified computing environments.  Our five Defense Enterprise Computing Centers (DECC) and their detachments, rely on highly skilled and experienced teams of government and contractor personnel to operate hardware and software encompassing a broad spectrum of computing, storage, and communications technologies.  DISA has “smartsourced” these activities, contracting out specific functions where appropriate. 

DISA has demonstrated an auditable record of major end strength and cost reductions in the mainframe operating environment.  Over the past 11 years, the number of processing sites has decreased by 97%, end strength has decreased by 90%, billing rates have decreased by 80% and operating costs have decreased by 70%, all in spite of a 60+% increase in mainframe workload.  The latest customer survey shows that customer satisfaction ranks significantly higher than the average score for commercial service providers.  

Our facilities have been designed and managed to provide a secure, available, protected, disciplined, and interoperable environment for both classified and unclassified processing under military control.  As an integral component of the GIG, we provide global reachback, end-to-end control, defensive information operations, and operational sensitivity.  Combat computing services also hosts GCSS databases, which provide commanders with web-based access to information on transportation, logistics, maintenance, munitions, engineering, acquisition, finance, medical, and military personnel readiness.  This avoids the need to air lift and support a considerable IT infrastructure in the area of operations.

DISA provides computer processing for the entire gamut of combat support functions to include transportation, logistics, maintenance, munitions, engineering, acquisition, finance, medical, and military personnel readiness.  Some of the more important requirements supported by the thousands of applications being hosted in DISA facilities include:  

· Providing command and control of warfighting forces

· Ensuring weapon systems availability through management and control of maintenance and supply

· Managing and facilitating mobility of the warfighter through management and maintenance of the airlifter and tanker fleets

· Providing warfighter sustainment through resupply and reorder

· Providing the warfighter with information on the location; movement; status; and identity of units, personnel, equipment, and supplies

· Managing the medical environment and patient care

· Supporting DoD business and eBusiness processes

These applications are developed by the military Services’ and agencies’ central design activities.  Despite the lack of common development standards and the often disparate, stovepiped nature of these predominantly legacy applications, DISA provides common computing platforms, networks, and enterprise systems management tools that serve to standardize the underlying infrastructure and integrate the combat support business processes it supports.  Using the global reachback provided by DISN, a deployed joint task force can “plug into” this common computing infrastructure to get full, interoperable support.  Through GCCS, GCSS, and a common communications and computing infrastructure, DISA provides the joint warfighter with a single, end-to-end capability to manage and monitor units, personnel, and equipment from mobilization through deployment, employment, sustainment, redeployment, regeneration, and demobilization.

Our computing facilities were designed to be highly available data processing centers.  They are secure, capable facilities with dual, high capacity DISN connectivity, and organic defense-in-depth, resulting in a more secure and robust computing infrastructure upon which to build.  They feature automated systems management to control computing resources and gain economies of scale.  Additionally, we have aggressively pursued an assured computing philosophy designed to ensure information and mission critical applications are continuously available for customers.

OTHER MISSIONS

The White House Communications Agency (WHCA) provides normal and emergency information services, including non-secure and secure voice, video, and record communications;  automated data processing support; and other services.  WHCA serves the President, Vice President, White House senior staff, National Security Council, U.S. Secret Service, and others as directed by the White House Military Office.

The Defense Information Technical Center (DTIC) is the central clearing house for exchanging scientific and technical information between government and industry.  DTIC acquires, stores, retrieves, and disseminates scientific and technical information to support DoD research, development, engineering, and studies programs.  DTIC’s users search databases containing technical reports, research summaries of work in progress, independent research and development summaries, defense technology transfer agreements, descriptive summaries, and special collections.  DTIC also hosts more than 100 web sites sponsored by the Offices of the Secretary of Defense, the military Services, and defense agencies.

Our Enterprise Acquisition Services establish and administer a family of contracts with commercial telecommunications companies worldwide to provide voice, data, video, and transmission services.  These contracts include provisions that go beyond commercial equivalents in order to meet military requirements for priority service, surge capability, and encryption.  Services procured on these contracts represent about $100 million per month in usage fees.  In addition, DISA offers a complement of information technology product and service contract vehicles to support end-to-end information requirements.  From enhanced mobile satellite handsets, and satellite air time, to quick and affordable information technology solutions, we have contract vehicles available to support every telecommunications need, whether the support is to USNORTHCOM for domestic defense or to USCENTCOM for the War on Terrorism.  These services are offered to both DoD and non-DoD Customers.  

SUMMARY

DISA exists to provide the C4 capabilities our Nation’s warfighters and defense professionals require to execute any type of operation, from full-scale conflict such as Operation Iraqi Freedom to small scale contingencies such as operations in East Timor.  We are committed to providing ubiquitous, robust, secure, joint, and interoperable C4 capabilities that are essential to our national security.
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