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Mr. Chairman and Members of the Subcommittee:

I am pleased to appear before the subcommittee this afternoon to discuss the Department’s vision and key transformation efforts relative to internal DoD communications and information technology.  In addition to articulating the vision and the basic principles underlying it, I will briefly describe some of our key initiatives aimed at making the vision a reality.

As the Department of Defense Chief Information Officer it is my job to provide leadership and overall direction to create a secure, assured enterprise infrastructure needed to enable network centric operations in warfighting as well as business functions.  The vision, one that is shared by my DoD colleagues here today, is to create an environment where “people throughout the trusted, dependable and ubiquitous network are empowered by their ability to access information and recognized for the inputs they provide.”  In other words, we want to have an information environment where people fully utilize the network that they can trust in and depend upon; and their performance is not limited solely by the capabilities that are under direct command, but rather they benefit from the global reach of the network and all the other capabilities that are connected by the network.  We are committed to doing what must be done to:

· Make information available on a network that people depend on and trust;

· Populate the network with new, dynamic sources of information to defeat the enemy; and

· Deny the enemy comparable advantages and exploit weaknesses.
In essence, we want to create an environment where the following five key architectural tenets prevail:

· “Only handle information once.”  Collecting information or replicating data entry is costly and adversely affects efficiency in both combat and business operations.  “Only handling information once” requires that processes be re-engineered, and that technology and processes are integrated to minimize time and effort dedicated to data collection and entry.

· “Post before processing” means that access to data for disparate needs is not delayed by unnecessary processing.  Everyone is a provider and consumer of information.  As a provider, they have the responsibility to post data before they use it; as a consumer they will have the technical capability to securely access all data when they want it and in the format they need.  

· Users will “pull” data as needed instead of having massive amounts of information “pushed” to them regularly, regardless of whether it is needed. 

· Collaboration technologies will be employed to assist users in making sense of the data that is pulled.  For example, subject matter experts from diverse units or organizations are frequently called upon to come together to make sense out of special situations.  The ability to pull expertise from both within a unit, as well as from across the Department is a value-added feature of a net-centric environment.
· A reliable network is key.   Diverse information pathways must be in place to ensure this reliability.  Networks and systems must have security designed in and information assurance must be considered with interoperability as critical to ensure their ‘net-readiness.”  Therefore, interoperability and information assurance must be the rule and not the exception.
The Department has undertaken a number of initiatives that will fundamentally change the way that we organize and fight in the Information Age, and how we manage and assure our information resources that support the warfighters.  Key among these are: the Transformational Communications Architecture (TCA), Transformational Communications System (TCS), Global Information Grid  Bandwidth Expansion (GIG-BE), Advanced Wideband System, Horizontal Fusion, Data Management Strategy and Business Modernization.  Integrated into each of these programs are information protection and computer network defense programs designed to make security integral to these new capabilities

Transformational Communications Architecture: The Transformational Communications Architecture  that defines the transport element of the Global Information Grid, will be composed of three fully integrated segments.   The terrestrial segment will be based upon fiber optics and include the GIG Bandwidth Expansion.  The wireless or radio segment will be based upon the software programmable Joint Tactical Radio System.  The space-base segment will be composed of several systems one of which is the Advanced Wideband System. 

GIG Bandwidth Expansion:  Current telecommunication lines are not robust enough to handle the volume of information needed to facilitate optimum, strategic decision-making.  The GIG-BE will provide for the required robustness.  It will use advanced fiber optic  backbone and switching  technology to upgrade telecommunications lines  to  DoD’s critical installations, and provide networked services with unprecedented bandwidth to operating forces and the business communities.  The GIG- BE will provide approximately 100 times the current telecommunications capacity to critical  Defense sites around the world.  An increase in capacity of this magnitude will permit dual use of the bandwidth – with warfighting command, control, and intelligence functions as a primary mission.  New security technologies are being developed to keep pace with expanding capacities and enhance  performance.
Installation Bandwidth Modernization:  Implementation  of GIG-BE will provide a solid foundation for DoD’s net-centric transformation.  However, base or installation level bandwidth also must be upgraded to guarantee connectivity and ensure maximum benefits are obtained from the GIG-BE initiative.  Accordingly, DoD Components are developing installation bandwidth expansion strategies that will provide a bridge from the installation-level telecommunications infrastructure to the expanded GIG.

Joint Tactical Radio System (JTRS):  The radio-based or wireless segment will migrate to the software radio-based JTRS technology.  Software radios are essentially computers that can be programmed to imitate any other type of radio, thus, they can be readily configured to operate in different networks based on different standards.  The JTRS radio will also be capable of acting as a gateway between users with different hardware radios – a capability that speeds the transition to universal interoperability.

Advanced Wideband System (AWS): This is critical because many users are deployed in areas where optical fiber is unavailable, and many of our information sources, particularly intelligence, surveillance and reconnaissance capabilities, are airborne – making them especially difficult to link into a wideband network.  AWS will, in essence, extend the network’s full capabilities to mobile and tactical users.

Horizontal Fusion: Networks are essential to a net-centric environment; but they have limited value without quality data that are reliable, accessible and usable in an integrated manner. The Horizontal Fusion Initiative will provide tools and means that integrate the smart “pull” of data with expert interpretations of the information.  It is aimed at providing the tools that allow users to identify what data is available, access it, smartly pull and fuse it, and make sense of the data gathered.  These tools will require investing in data content and management, as well as the acquisition of commercial applications.  Although the initial focus is on Intelligence RDT&E, lessons-learned from the intelligence community will be exported to and employed by the DoD business communities such as finance, logistics, and personnel.

Data/Information Management:  Computers and communications networks process, transport and deliver data.  Horizontal fusion tools provide the means to search for, pull and fuse data from a myriad of sources, and allow users to make sense of data.  Clearly, the crux of it all is “the data” – its visibility, accessibility, trustworthiness and understandability.  Accordingly, the DoD Data Management Strategy has evolved with several features that we will promote and implement.  For example, it emphasizes the use of catalogs, registries and other “search” services so that users can discover the existence of data with or without prior knowledge of its existence.  It addresses means by which data is posted, tagged, advertised, retrieved and governed, as well as methods that facilitate trust in the data. 

Business Modernization:  I would be remiss if I did not address the business community because they are the folks that support the warfighter; the net-centricity principles that we are applying to C4ISR, likewise, must be incorporated in business functions.  The Under Secretary of Defense (Comptroller)/Chief Financial Officer is leading an effort to transform business processes. The CIO community’s involvement includes assessment of architecture products for compliance with the GIG architecture; promoting business process improvements and ensuring that net-centric architectural tenets are reflected in these improvements; system acquisition oversight; and providing for the IT infrastructure and ensuring that its capabilities are in sync with the business functions’ requirements for these capabilities.

Recall the vision:  “people throughout the trusted, dependable and ubiquitous network are empowered by their ability to access information and recognized for the inputs they provide.”  The significance of the network and the information/data are reflected elsewhere in my statement.  I wish to now turn attention to other “telling” words in the vision – words such as “trusted,” “dependable,” and “people.”

Ubiquity of information holds profound implications for the Departments’ information assurance program.  Because trust and confidence in our information is a primary concern when developing and deploying the information network and providing needed services, none of our critical systems, networks, platforms, and sensors should be deployed without the necessary security and interoperability capabilities to make them ‘net-ready’.  As such, our information assurance program has developed a strategy that supports this concept and has focused on providing the Department with robust protections, agile network defenses, integrated situational awareness, transformational assurance capabilities, and a professional, highly aware and trained workforce.  Each of these elements works together to provide the necessary dynamic and agile information assurance capabilities for a network centric force.  I view these capabilities as integral to our efforts to transform the communications capabilities of the Department and see information assurance as critical to successful business and war fighters operations.

Simply put – people are the “edge” in “Power to the Edge.”  They are the “committed” providers and consumers of data, and the ones who must make sense of it; the program managers who must acquire IT within cost, schedule and performance goals; and partners, stakeholders and beneficiaries of what a net-centric environment offers.  A thorough understanding is a prerequisite for commitment.  We must promote and build this understanding.  We must have a concerted, orchestrated, concentrated and sustained campaign of awareness to get people on board, educate and train them, and ensure that we all are working toward the net-centricity vision and goals from the highest levels on down. 

We certainly welcome the support of this committee and look forward to a continuing dialogue regarding this critical area.  Thank you.
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