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Thank you, Mr. Chairman and members of the Subcommittee, for this opportunity to testify before your Terrorism, Unconventional Threats and Capabilities Subcommittee on the subject of Cyber-Terrorism.  I am Major General James D. Bryan, United States Army.  I am dual-hatted as the Commander of the Joint Task Force-Computer Network Operations and Vice Director of the Defense Information Systems Agency.  

As Vice Director of the Defense Information Systems Agency, I, along with Lieutenant General Raduege, have responsibility for building, operating and protecting joint command, control, communications, and computers (C4) capabilities to help catalyze and sustain the Department’s transformation from platform-centric to network-centric operations.  As manager of many of the Department’s joint command, control, communications, and computers, intelligence, surveillance, reconnaissance (C4ISR) capabilities – its command and control network, command and control system, information assurance program, and other joint C4 capabilities – the Defense Information Systems Agency directly supports three of Secretary Rumsfeld’s critical operational goals expressed in the Quadrennial Defense Review, but, clearly, C4ISR underlies all of the goals.  It is our strong belief that to reach the Quadrennial Defense Review goals, C4ISR transformation is not only critical, but also central to their success.  We are excited by the challenges this implies and are already transforming C4ISR capabilities with such initiatives as the Global Information Grid – Bandwidth Expansion program, which will remove bandwidth as a constraint in future wars and enable power-to-the-edge as described by Mr. Lentz.  Other important transformation initiatives, such as Net-Centric Enterprise Services, will provide a common set of information capabilities across the Global Information Grid to allow DoD and the Intelligence Community to pull whatever information they want, whenever they want, from wherever they are--while ensuring security.  The men and women of the Defense Information Systems Agency are highly motivated to implement these initiatives, and we have some early successes where new capabilities have already been fielded during Operation Iraqi Freedom, which I will touch on later. 

As the Commander of the Joint Task Force-Computer Network Operations, I exercise tactical control over the Services Computer Emergency Response Teams, which allows me to direct defensive actions across the Department’s networks.  This is the role I will focus on today, but it is important to note the synergistic relationship that Defense Information Systems Agency and the Joint Task Force-Computer Network Operations enjoy.  On the one hand, with my Defense Information Systems Agency hat on, I provide the networking capabilities that make Net-Centric Warfare possible, and with my Joint Task Force hat on, I defend the networking infrastructure so its availability is assured.  Initiatives such as Net-Centric Enterprise Services will allow us to maintain the advantage Net-Centric Warfare provides into the future.
As mentioned, I will be addressing the Joint Task Force-Computer Network Operations mission, as well as our relationship with other organizations, the various threats we face in this changing environment, and our operating philosophy in dealing with cyber-terrorism.  Cyber-Terrorism is clearly a national security issue.  As you know, security of the Department’s information systems must be paramount, and I thank you for the opportunity to make this a matter of public record. 

The DoD is the guarantor of our nation’s integrity and independence, with a military capability unparalleled in scope, resilience, and strength.  In these times, DoD also finds itself in the largest, most dynamic and complex war ever waged -- a war that is being fought around us in real time and touches every aspect of our daily lives.  This is the cyber war.

The battlespace of the cyber war consists of the globally interconnected grid of complex information networks.  This information grid supports every component of the DoD including the war fighters, policy makers, and business processes.  The DoD component of this grid consists of more than 3 million individual computers on 12,000 local area networks.  These interconnected classified and unclassified computers and local area networks form the Global Information Grid, which supports Combatant Commanders, fixed installations, and deployed forces around the world.  Computer Network Defense is the overall strategy of defending the Global Information Grid and the information it contains. 

The threat to the nation’s Global Information Grid is extensive.  It is becoming increasingly sophisticated and is a real danger to our national security.  This threat includes nation-states – more than 40 have openly declared their intent to develop cyber warfare capabilities.  It also includes transnational and domestic criminal organizations, amorphous hacker groups who sympathize with America’s enemies, and terrorist organizations as evidenced by what we have learned in forensic analysis of captured computers.  It may also include insiders – trusted Americans who become traitors.  These threats are active today against the DoD. 

Cyberspace technology is readily available, adaptable, ubiquitous, and astonishingly responsive.  The tactics we must employ in computer network defense against malicious network activities necessitate an understanding of the possible – we must be able to imagine the worst, prevent it from happening, or mitigate potential damage.  This uniquely dynamic cyberspace environment requires not only a proactive, preventive capability, but also a repertoire of flexible and rapid response actions.

This is the mission with which I am charged.  The Joint Task Force-Computer Network Operations is the operational component of U.S. Strategic Command responsible for coordinating and directing the defense of the DoD computers and computer networks comprising the Global Information Grid.  We defend these networks by maximizing close relationships within DoD, specifically with our components, the Combatant Commanders, and the Joint Staff.  Additionally, through the presence on my staff of a senior DoD cyber-cop, supported by liaisons from the five DoD investigative organizations charged with response to intrusions, I am able to gain the full “force protection” benefit of information developed during these criminal investigations.

The battlespace we are defending is an intricate and vital architecture of classified and unclassified networks worldwide.  The Global Information Grid supports all DoD, national security, and most related intelligence community missions and functions (strategic, operational, tactical, and business), in both war and in peace.  The Global Information Grid provides capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile platforms, and deployed sites) and interfaces to coalition, allied, and non-DoD users and systems.  A large percentage of the Global Information Grid is dependent upon commercial telecommunications links and the Internet, which overall expands our area of concern.   

The Joint Task Force maintains a unique relationship with the Defense Information Systems Agency--especially the Global Network Operations and Security Center, and the DoD Computer Emergency Response Team, all of which are co-located on the 4th floor of the Defense Information Systems Agency’s headquarters in Arlington, Virginia.  These organizations were purposely co-located to maximize the synergy of the related mission areas.  This synergy is critical to our defensive posture as we utilize the unique capabilities of the Global Network Operations and Security Center to monitor worldwide activities on the networks.  In addition, the DoD Computer Emergency Response Team provides analysis of specific activities on the networks, monitors many sources for information on new vulnerabilities, then develops and disseminates “patches” for identified vulnerabilities through a process called the Information Assurance Vulnerability Alert (known in DoD as IAVA).  Integrating the Joint Task Force and Defense Information Systems Agency assets allows us to better use our limited intellectual and technical resources to detect intrusions/attempted intrusions, analyze the malicious code used, and assess the impact through coordination with the Combatant Commanders.  

We also mitigate damage from attacks by developing relationships with our allies.  In addition to the Foreign Exchange Officer program, we participate in a partnership with Canada, the United Kingdom, Australia, and New Zealand to share information and coordinate Computer Network Defense actions.  These relationships are vital because we are all connected.  Hackers will exploit the most vulnerable and accessible systems; therefore, it is imperative that we work closely with our allies to strengthen the security of the entire arena.  Visibility into the malicious activities occurring on our allies’ networks may provide warning and allow DoD to be proactive in our preventive measures on our own systems. 

Another way we prevent attacks is by having solid relationships with industry partners and external agencies: the intelligence community, federal law enforcement agencies, and the Information Analysis and Infrastructure Protection Directorate of the Department of Homeland Security.  The National Communications System, currently co-located in the DISA headquarters’ compound, is our principal conduit for information sharing with the private sector and Internet service providers.  Our counterpart in industry is the Computer Emergency Response Team - Coordination Center located at Carnegie Mellon University in Pittsburgh, Pennsylvania.  They have the responsibility of supporting the users on the Internet other than the DoD.  By coordinating with our federal counterpart, the Federal Computer Incident Response Center, now through the Department of Homeland Security, we can help each other mitigate the effects of attacks since we all use similar, if not identical, software platforms.  By coordinating with the Infrastructure Coordination Division, also through the Department of Homeland Security, we now have a means to receive and pass information with the Information Sharing and Analysis Centers.  These are the industry-run centers, chartered by Presidential Decision Directive 63, that coordinate information on vulnerability and remediation within specific critical infrastructure sectors. 

Innovation creates an environment where our infrastructure and systems are constantly changing.  The Global Information Grid – Bandwidth Expansion Program is one great example.  The Program is building security features into its network to protect against kinetic and cyber-terrorism attacks.  New security technologies are being developed to keep pace with expanding capabilities and to enhance performance.  When implemented, the Global Information Grid – Bandwidth Expansion Program will protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  With change come new opportunities for our enemies to exploit our vulnerabilities.  One of the challenges we face is not only to counter future attacks through installed defenses, but also to develop processes and tools to anticipate attacks and stop them before they occur.  The key to this is cooperation and seamless sharing of critical information, not only with other government agencies, but when necessary, with the private sector and international organizations.

During Operation Iraqi Freedom, we saw an explosion in the demand by deployed forces for bandwidth.  We used 50 times more bandwidth per person than we did during Operation Desert Storm.  The technological advances that allowed global collaboration during Operation Iraqi Freedom demanded this additional bandwidth and clearly made DoD’s networks indispensable in today’s conflicts.  In past operations, DoD stayed mostly in vertical and sequential planning and execution modes occurring predominantly inside the theater.  During Operation Iraqi Freedom, there was collaborative command and control across the globe, and concurrent planning was used extensively to execute each and every mission.  All this was accomplished while collecting vital intelligence and performing Battle Damage Assessment on targets of opportunity. 

General Tommy Franks’, former US Central Command Commander, battle staff and commanders collaborated real-time from theater headquarters to his staff in Central Command Rear, located in Tampa, Florida.  Additionally, early on, General Franks used virtual support experts (in the rear) to move information to the forward deployed forces.  He was able to reduce his logistics tail and deploy a smaller force forward because of DoD computer networks.

The Intelligence Operation for Iraqi Freedom was a global effort.  Predator aircraft flew in-theater and collected intelligence.  The Predators were controlled remotely from CONUS.  The intelligence gathered was analyzed in CONUS, in real-time.  Mission decisions were collaboratively processed by the Central Command staff at MacDill Air Force Base, and in the forward locations.  This was all possible because increased bandwidth was made available by a global infrastructure providing secure and reliable end-to-end service. 

Increased reliance on DoD networks for global collaboration reinforces the need to significantly increase the efforts to secure and defend the Global Information Grid.

The Joint Task Force-Computer Network Operations has been defending the Global Information Grid using a defense-in-depth approach since 1998 against various threats from nation states, terrorist groups, hacker groups, espionage, and criminals.  Attacks come on many fronts and even originate from the inside.  We fight everyday, 24x7, to protect DoD’s networks and systems.  

Attackers are becoming more prevalent and more sophisticated.  Intrusion attempts into DoD continue to grow and the speed and complexity of these attacks are increasing.  Last year, we successfully defended against approximately 50,000 intrusion attempts to gain root-level access to the DoD Global Information Grid.  This year, 21,427 events were detected as of June 30. 

As evidence of how rapidly the cyber threat environment is changing, consider the fact that the “Code Red” worm of July 2001 took only hours to flood the Internet.  Previously, viruses such as “Melissa” and “I Love You” had taken weeks to have an effect.  During January 2003, the “Slammer” worm took only minutes to infect thousands of hosts throughout the world.  Another example of the increasing complexity of an attack is that it took “Code Red” 37 minutes to double in size, where it only took the “Slammer” just 8.5 seconds to do the same.  The “Slammer ” worm was able to infect 90 percent of vulnerable hosts within 10 minutes. 

The good news is that our response time is faster than it was two years ago.  Following Joint Task Force-Computer Network Operation’s recommendation, DISA blocked Gateway ports rapidly upon notification of “Slammer.”  This timely response minimized operational impact to the DoD Global Information Grid as compared to private Internet statistics.  There were significantly less confirmed infections in DoD networks as compared to the Internet.

Another good news story is DoD Information Assurance user training.  We, in fact, learned our lesson with the “Melissa” and “I Love You” viruses and trained users not to open files from an unknown sender.  As a result, by the time the “Anna K” virus surfaced, there was a significant decrease of infections on the DoD systems.  This vigilance continues today.

The Joint Task Force has grown from 24 to 122 people in two years allowing us to respond much faster.  For example, when there were 24 people, it took weeks to respond to something as simple as the “I Love You” virus.  Now we handle sophisticated attacks such as the “Slammer ” and “Bugbear” worms in minutes.  But this is not good enough; we need to get out in front of the problem.  Tomorrow we want to respond aggressively, assertively, and cooperatively across the Global Information Grid in real time.  That is why we are tying management and defense together as a single control entity as in the proposed Joint Task Force-Global Network Operations concept.  We must gain control of the DoD’s portion of the Global Information Grid.  This way we can first see everything and then respond on terms we dictate.  Eventually we can get vital intelligence sooner so we can see a potential attack coming before it gets to us, and get predicted values and the possible extent of any attack. 

As successful as we have been thus far in defending DoD’s networks, it is still not good enough.  The threat is getting more dangerous and sophisticated; the pace is accelerated.  The Joint Task Force-Computer Network Operations recently adopted a new operating philosophy:  “No attack against us will go undetected. No attack against us will succeed. No attack against us will go unanswered.”  The survivability of networks is exceedingly important to the Department of Defense and the national security of the United States.  Our citizens’ lives depend on them.  We must do computer network defense better.  

The Joint Task Force-Computer Network Operations has a process to identify, assess, inform, and respond to network events.  Recently approved legislation and policies, such as the USA PATRIOT Act, the Computer Network Defense Response Actions Memorandum, and the Ports and Protocols Directive, have contributed significantly to the effort.  To facilitate future responsiveness, DoD requires additional capabilities.  These include the ability to observe the environment in which it currently operates and identify risks.  We want to be able to predict potential malicious activity and take actions to proactively adapt the environment to prevent potential threats.  When attacked, we want to identify ongoing malicious activity in real-time and prevent the opponent from being successful.  Also when attacked, we want trace-back capabilities to identify the attacker and gain attribution of the source of the attack to a legal degree of certainty so we can employ a broad range of carefully targeted and aggressive response options. Finally, we want a range of cyber arrows in our quiver of capabilities that are flexible, reliable, and effective to suppress current malicious activities and deter or prevent future activities.

Additionally, everyone must make an effort to improve individual and system-wide security practices.  Leaders, technicians, and users must be trained, certified, and evaluated constantly.  We also must take advantage of technology.  Tools are developed regularly to assist in the network defense effort.  Through innovative public-private partnerships, detection technologies are improving, a DoD-wide standard for anti-virus protection is available and the commercial marketplace is beginning to develop enterprise-wide solutions for effective configuration control and management.  Each of these is key to our ability to defend the Global Information Grid from the constant threats we face.  The Joint Task Force-Computer Network Operations employs its Advanced Technology Unit to investigate leading edge technologies, such as Intrusion Detection Systems, which can alert us to anomalous conditions.  If there is proportionate value added from such systems, Joint Task Force-Computer Network Operations will recommend deployment.  These automated tools are used by the Computer Emergency Response Teams for increased posture for proper and timely detection and mitigation of all cyber-terrorist threats.  

Mr. Chairman, the cyber-terrorism threat is real, and the DoD battlespace we are defending is increasingly complex and completely dependent on transformational use of information technology.  We must dynamically support DoD customers, allies, and deployed forces around the world.  The DoD’s ability to continue to be successful depends upon major enhancements to secure our networks from cyber-terrorism.  

Based on our desired future capabilities, our highest priority technical challenges are improved situational awareness of our network environment, predictive warning of impending attacks, defensive tools and measures to blunt attacks when they occur, attribution tools to identify the source of the attack, and response tools and techniques that achieve the desired effects.  These challenges need to be buttressed by strong policies and legal imperatives for comprehensive command and control.  While retaining our holistic view of DoD networks, continued success in the Information Assurance realm requires targeted responses.  We must position our assets in the cyber battlespace to correspond with our new philosophy and to respond proactively and aggressively to attacks against DoD networks.  We cannot do less and we need to do much more.  There is too much at stake.

If you were to ask me what the one thing is you as Congressional leaders can do to better secure the Department’s infrastructure from cyber-terrorism, I would say it would be to fully fund some items that were reduced in the mark-up and floor action of your annual defense authorization bill.  The most important one is this new operating philosophy called Net-Centric Enterprise Services (NCES).  This is just one prime example of the many areas the committee cut this year.  It was quite an unexpected reduction.  Clearly, my staff did not successfully articulate the importance and purpose of this program for I am sure you would have supported us. 

As I already mentioned, our networks are constantly being modified, upgraded and improved.  This presents a unique challenge not only to our research and development organizations but also to our system’s operators and users.  This constant change requires a network management system that is not only flexible and expandable, but one designed to meet current and future threats.  NCES is a vital tool that will allow us to not only manage our networks, share information, and to protect our information systems, but also will allow us to effectively meet the challenges of a changing future environment.  The major advantages of NCES are that it will provide and enforce best security practices, speed response to emerging threats, reduce DoD cost to respond to attacks, and provide a standardized and secure interface with core government and DoD network services.  NCES will provide a core set of enterprise-wide services that will give us greater visibility and proactive management of the DoD infrastructure while enabling rapid response to potential cyber-terrorist attacks.  Currently, the HASC has not approved full funding for this critical infrastructure program.  NCES program funding reductions will significantly impact the Department’s ability to maintain and necessarily improve our IT security posture.  The Department’s transformational foundations are laid in NCES, which must be developed to achieve the readiness state you demand of us.  I urge you to fully fund this essential program in FY04; we cannot delay.  NCES investment is foundational and pervasive across the enterprise.  It will preclude, and over time, reduce major costs currently associated with multiple detection, response, and repair of legacy system vulnerabilities.  We must equip the Department with the tools needed to counter threats to our nation’s security. 

Mr. Chairman, members of the Subcommittee, again, thank-you for allowing me to speak to you today.  This concludes my comments.  Do you have any questions for me?
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