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DoD EA Data Reference Model

Introduction

The DoD Enterprise Architecture Data and Information Reference Model (DoD EA DRM) is one of five EA reference models designed to align with the Federal Enterprise Architecture Reference Models (FEA RMs).  
The DoD EA DRM is a business-driven, functional framework that classifies data and DoD information with respect to how it supports the business of DoD and the government.  The model is intended to provide a common, consistent way of categorizing and describing data to facilitate data sharing and integration, and aid in describing the types of interaction and exchanges that occur within DoD and between other Federal, state, and local governments and their various customers, constituencies, and business partners.  Both the DoD EA DRM and the FEA DRM are structured to accommodate data and information needs that cross vertical lines of business in DoD and throughout the government.  This document is intended to present an overview of the DoD EA DRM, its relation to the other DoD reference models, and the value, applicability, and high-level strategy for the DoD EA DRM going forward and its alignment with the FEA DRM.  

The DoD EA DRM is the most difficult reference model to construct because data is the core element or building block of everything done in DoD.  To use the DoD EA DRM, it will be important for DoD Components and other stakeholders to understand the DoD EA DRM.  

structure of the document

The document is organized according to the following chapters:

Chapter 1 explains the relationship of the DoD EA DRM to the other DoD EA RMs.

Chapter 2 describes FEA and DoD data strategies.

Chapter 3 explains the need, value, and benefits of the DoD EA RM.

Chapter 4 describes the structure of the DoD EA DRM.

Chapter 5 is an analysis of the DoD EA DRM with findings, conclusion, and recommendations.

Chapter 1. Relationship between DoD EA RMs

DoD EA RMs

The DoD EA DRM is closely aligned with the other DoD EA RMs. The DoD EA BRM helps to provide a business context for the data as it is being defined or used. A relationship between the DoD EA DRM and DoD EA BRM also exists at the business process level where data is defined within the context of how it is manipulated and exchanged.  This is the point at which the data is fully defined with processing attributes to ensure effective understanding of the data.  

The alignment and mapping of the DoD EA DRM to both the DoD EA BRM and the FEA reference models is the next step that DoD is taking towards aligning the models across DoD and to show how it is possible.  By mapping DoD data to FEA DRM Subject Areas and Super-Types, we contribute to the process of harmonizing and normalizing government data.  Mapping layers of the DoD EA DRM to DoD Mission areas enables the categorization of a DoD organization's data, as well as the assets and infrastructure that store the data to enable data sharing.  

Linking the DoD EA DRM to the DoD EA SRM begins with analysis of the business activities.  Data used within a business process, and defined within the DoD EA DRM, will be manipulated by service components.  Service components within the DoD EA SRM facilitate the activities of a business process based on patterns that are integrated during the component’s design.  Understanding business patterns allows for the discovery of service components that manipulate data and information in support of a given business process.  This discovery process leads to identifying patterns that can be used to support other similar activities and furthers the building of a repository of reusable components that can be shared throughout DoD and the government. 

Figure 1 describes how the DoD EA DRM relates to the other DoD EA RMs. 
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Figure 1: The DoD EA RMs 

Figure 2 provides an example of how the DoD EA DRM is used in conjunction with the other models.
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Figure 2: DoD/DRM Illustrative Example

Chapter 2. FEA and DoD Data Strategy

FEA Data Strategy

The FEA DRM scope requires an approach that represents a departure from the focus commonly taken in managing an organization’s data. The FEA DRM must address the needs and challenges of managing “federated data”. Federated data is a subset of all agency data that has been determined to have significance beyond agency boundaries. Effective management and use of this data will require government-wide acceptance of federated policies and standards to exchange this data in a meaningful way.

The FEA DRM components establish the structure and environment that allows this meaningful exchange of data to occur. Several plausible scenarios are being considered as to how the DRM approach might be supported, including “best practices” of several federal agencies and industry organizations. Currently, there are a number of initiatives working in parallel to DRM development that are developing guidance, procedures, and software that will support the implementation and use of the DRM. We plan to pilot these and begin to use these first with the E-Gov and Line of Business (LOB) initiatives. GSA is working with OMB to provide supporting registry and repository functions.

A separate FEA DRM Data Management Strategy document is in development and will go into much greater detail on management concepts, procedures, and technology components that will be included in the implementation of the DRM. Additionally, this document defines the Business Drivers that guide strategy development, identifying issues or problems that the DRM strategy should address.

DoD Net-centric Data Strategy

Across the DoD, broad leadership goals are transforming the way information is managed to accelerate decision-making, improve joint warfighting, and create intelligence advantages.  In support of these goals, the mission of the Department’s Chief Information Officer (CIO) is to lead the Information Age transformation by building the foundation for net-centric operations through policies, program oversight, resource allocation, and value-added support.

The Department is taking an integrated approach to delivering a foundation for net-centricity.  This approach incorporates network and communications enhancements to provide sufficient bandwidth for low-latency support, fusion tools to empower users and applications to pull multiple sets of data to create a current “picture,” and information assurance and data strategies to enable trusted data for all users and applications.

This DoD Net-Centric Data Strategy outlines the vision for managing data in this net-centric environment.  Net-centricity compels a shift to a “many-to-many” exchange of data, enabling many users and applications to leverage the same data—extending beyond the previous focus on standardized, predefined, point-to-point interfaces.  Hence, the net-centric data objectives are to ensure that all data are visible, available, and usable—when needed and where needed—to accelerate decision cycles. In a net-centric environment, unanticipated but authorized users or applications can find and use data more quickly.  One of the CIO’s goals is to populate the network with all data (intelligence, non-intelligence, raw, and processed) and to change the paradigm to “post before processing”—allowing authorized users and applications access to data without wait time for processing, exploitation, and dissemination.  Users and applications will post all data to “shared” spaces, increasing the amount of Enterprise and community data while minimizing private user or application data.  All posted data will have associated metadata (i.e., data about data) to enable users and applications to discover, and evaluate the utility of, shared data.

The goals of net-centricity—empowering users through access to data and faster availability of data as a result of posting before processing—drive this Data Strategy.  This Strategy builds on related net-centric efforts involving bandwidth enhancements and the development of Enterprise services and capabilities to exploit data.

Vision 

The core of the net-centric environment is the data that enables effective decisions.  In this context, data implies all data assets such as system files, databases, documents, official electronic records, images, audio files, web sites, and data access services.  One of the CIO goals, as confirmed by the Deputy Secretary of Defense in Management Initiative Decision 905, is to populate the network with all data (intelligence, non-intelligence, raw, and processed) and change the paradigm from “process, exploit, and disseminate” to “post before processing.”  All data is advertised and available for users and applications when and where they need it.  In this environment, users and applications search for and “pull” data as needed.  Alternatively, users receive alerts when data to which they have subscribed is updated or changed (i.e., publish-subscribe).  Authorized users and applications have immediate access to data posted to the network without processing, exploitation, and dissemination delays.  Users and applications “tag” data assets with metadata, or data about data, to enable discovery of data.  Users and applications post all data assets to “shared” space for use by the Enterprise. Figure 3 illustrates the shift from private data to community or Enterprise data as a result of increased data “sharing” in the net-centric environment.  Tagging, posting, and sharing of data are encouraged through the use of incentives and metrics. 
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Figure 3:  Increasing Enterprise and Community Data in a Net-Centric DoD

This data vision is predicated on several key elements, to include:  

(1) Communities of Interest to address organization and maintenance of data

(2) Metadata, which provides a way to describe data assets and the use of registries, catalogs, and shared spaces, which are mechanisms to store data and information about data

(3) GIG Enterprise Services that enable data tagging, sharing, searching, and retrieving   

These elements, combined with the bandwidth enhancements and fusion capabilities being developed as part of the GIG, are critical to realizing a net-centric environment.

Communities of Interest (COI)

COI is the inclusive term used to describe collaborative groups of users who must exchange information in pursuit of their shared goals, interests, missions, or business processes and who therefore must have shared vocabulary for the information they exchange.  Communities provide an organization and maintenance construct for data such that data goals are realized.  Moving these responsibilities to a COI level reduces the coordination effort as compared to managing every data element Department-wide.  For example, standardization and control of data elements, similar to the current data administration approach, can be done at the community level rather than requiring all data elements to be standardized across the Enterprise.  

Characteristics of COIs can be seen in Figure 4.  Communities will form in a variety of ways and may be composed of members from one or more functions and organizations, as needed, to develop the shared mission vocabulary. A community may have authority from explicit chartering (e.g., the Deputy Secretary of Defense tasking to address a specific challenge) or implied authority as a result of existing command or organizational structures (e.g., a brigade commander leading a Joint Task Force threat assessment community).
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Figure 4: COI Characteristics

Institutional COIs, whether functional or cross-functional, tend to be continuing entities with responsibilities for ongoing operations.  They also lend support to contingency and crisis operations.  Expedient COIs are more transitory and ad hoc, focusing on contingency and crisis operations. 

COIs support users across the Enterprise by promoting data posting, establishing “shared” space, and creating metadata catalogs.  Data within a COI can be  “exposed” within the COI or across the Enterprise by having users and applications “advertise” their data assets by cataloging the associated metadata.  These catalogs, which describe the data assets that are available, are made visible and accessible for users and applications to search and pull data, as needed.  

Although many of the COI functions will be similar regardless of COI characteristics, there will be some additional roles for institutional COIs.  Institutional community members will collaborate to ensure that the necessary structures are in place to achieve the data goals.  In particular, during the transition to net-centricity, institutional community members must take the lead in establishing COI-specific metadata structures, defining community ontologies, cataloging data and metadata, and having members post data.  The COI-specific metadata structures provide an extended level of data definitions and structures, and the community ontology provides the data categorization, thesaurus, key words, and/or taxonomy.   The COI-specific metadata structures and the community ontology serve to increase semantic understanding and interoperability of the community data.  These community ontologies and data structures are visible to the Enterprise—by increasing visibility, data “stovepipes” will be mitigated. 

The institutional COI efforts may enable the expedient COIs to quickly become operational when needed.  The users in an expedient COI not only pull and use data but also create and post data to the Enterprise.  A member of an expedient COI may leverage the data structures defined by the institutional COIs.  For example, when providing metadata for a new data posting, the member can provide the metadata already defined in one of the institutional COIs’ schemas.  However, expedient COIs may also create their own metadata structures, ontologies, and catalogs.  

Based on the diversity of COI characteristics and roles, there will be a variety of operating processes and procedures that will be used by COIs to accomplish their data activities. Pilot activities with “trial COIs” will further refine the construct.  More detail on COI functions will be provided in subsequent transition planning guidance.  

Metadata

Metadata can be employed in a variety of ways to enhance the value and usability of data assets.  The traditional DoD data administration approach used metadata to define data structures and relationships (e.g., data models) to support the development of databases and software applications.  This “structural” metadata defines how data assets are physically composed and can include information that describes the relationship between specific parts of the data asset and what elements, or fields, are used in its definition.   

In addition to supporting systems development, metadata can be associated with all data in the Enterprise for the purposes of “advertising” data assets for discovery.  Metadata that describes or summarizes key attributes and concepts of a data asset are used in the discovery process.  This “discovery” metadata allows users and applications to quickly search through a wide range of data assets to identify those assets that are most valuable to support their needs.  

There are many other types of metadata including vocabularies, taxonomic structures used for organizing data assets, interface specifications and mapping tables.  GIG Enterprise Services (GES) capabilities use metadata, in its various forms, to support data asset discovery and interoperability and to provide a richer semantic understanding of all data and metadata.  Figure 6 shows an example of how some of these types of metadata are used.   
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Figure 5: Example Uses of Metadata
Various mechanisms are used to store and process the different types of metadata and data.  Metadata registries, metadata catalogs, and shared spaces are three mechanisms used to store data and information about data to enable discovery, support interoperability, and enhance data asset understanding.  It is important to understand the use of each mechanism and the distinctions among them.  Although some or all of these mechanisms will be provided as part of GIG Enterprise Services, they are defined here because of their importance to the Strategy.

A metadata registry is a system that contains information that describes the structure, format, and definitions of data.  Typically, a registry is a software application that uses a database to store and search data, document formats, definitions of data, and relationships among data.  System developers and applications are the predominant users of a metadata registry.  Defense Information Systems Agency (DISA) has established a DoD Metadata Registry in accordance with industry standards. 

For example, libraries may use “cards” in a card catalog to describe information about each holding in the library.  Metadata registries contain information that describes what information is required to be filled out on each card.  Metadata registries do not contain the actual filled-out cards; rather, they simply store the format of the card (e.g., what information needs to be on the card and the format and definition of each field).

A metadata catalog is a system that contains the instances of metadata associated with individual data assets. Typically, a metadata catalog is a software application that uses a database to store and search records (or cards) that describe such items as documents, images, and videos.  Search portals and applications would use metadata catalogs to locate the data assets that are relevant to their query.

For example, following the prior library analogy, a metadata catalog contains the actual filled-out cards that describe each of the holdings (i.e., the card catalog).  In effect, the holding is “advertised” (i.e., made discoverable) by the existence of the card.  Unlike the metadata registry, a catalog does not store information regarding the format of each card; rather, it contains the actual cards.

A shared space is a mechanism that provides storage of and access to data for users within a bounded network space.  Enterprise-shared space refers to a store of data that is accessible by all users within or across security domains on the GIG.  A shared space provides virtual or physical access to any number of data assets (e.g., catalogs, web sites, registries, document storage, and databases).  Any user, system, or application that posts data uses shared space.

For example, continuing the analogy, the bookshelves in a library, or the library itself, are a shared space.  A virtual library may be manifested as a repository that contains copies of, or links to, the actual holdings in the library.  Registry content and catalog content are held in a shared space.
GIG Enterprise Services (GES)

GES enables the data goals by providing basic computing capabilities to the Enterprise.  For example, GES must provide reliable identification and authorization services to assure the security of the data.  In addition, users and applications exploit easy-to-use search tools and software agents that allow them to search metadata catalogs and “pull” data from across the various communities and the Enterprise.  The pulled data may come from a variety of sources such as databases, files, electronic records, web pages, documents, and system services.

Another example of a GES capability is the DoD Metadata Registry.  The DoD Metadata Registry, based on the International Organization for Standardization (ISO) 11179 specification for metadata registries, is available throughout the Enterprise.  The Registry represents a “one-stop shop for developer data needs” and is a key component in achieving the Department’s interoperability goals. All document formats, interface definitions, and exchange models used by systems will be stored in the DoD Metadata Registry.  Developers can discover these metadata assets and utilize them to read, write, or exchange data that is made available throughout the Enterprise.  All programs and COIs have a responsibility to support interoperability through active participation in the DoD Metadata Registry.  The DoD Metadata Registry will provide capabilities to further support interoperability through the use of translation and mediation services and for the sharing and reuse of processes.  For example, a COI may develop and share a process for calculating target coordinates for a specific weapon system.  This process will be available to all users on the Enterprise, and its associated metadata (input/output format and connection information) will be registered in the DoD Metadata Registry.  Through this capability, the DoD Metadata Registry is more than just a simple repository of data formats—it is a comprehensive source for supporting design, development, and execution of processes (e.g., business logic) in a net-centric, services-based data environment.

The DoD Metadata Registry currently incorporates a variety of existing metadata resources such as the DoD XML Registry, the Defense Data Dictionary System (DDDS), and commonly used data reference sets.  Planned content enhancements will integrate other resources such as messaging formats, symbology, ontologies, and transformation services.  The expected contents of the DoD Metadata Registry are shown in Figure 6. Additional functionality will be added to the Registry, as required, to support implementation of the DoD Net-Centric Data Strategy.  One such addition will provide the DoD Metadata Registry with functionality to support a “federated registry” concept.  Federation allows multiple metadata registries to be integrated and synchronized into the virtual, central DoD Metadata Registry, thereby providing a single source for the discovery of all Department metadata.
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Figure 6: Contents of the DoD Metadata Registry
Mediation is a key GES capability in the net-centric environment that relies on availability of metadata.  Mediation resolves differences in the name, structure, and representation of data.  A range of mediation approaches is planned, including the following:

· Registration of translations and transformations in the Metadata Registry for use by developers and applications

· Using commercial mediators to provide transformation services

· Specialized mediation services offered by COIs

· Registration and publication of common schemas and other exchange models.

Systems should offer services that allow users and applications to further exploit data assets.  For example, a system may provide a service that allows a user to query a relational database for specific content rather than requiring the user to understand how to develop an application that can search the database.  In effect, the system provides an access service that “exposes” the information within the database.  Community catalogs also contain “service metadata” that defines the capabilities of the service, the necessary inputs to use the service, and a description of what the service provides.  By evaluating the service metadata, users can assess whether the service meets their information needs.

Net-Centric Data Goals 

The DoD Data Strategy lays the foundation for realizing the benefits of net-centricity by identifying data goals and approaches for achieving those goals. To realize the vision for net-centric data, two primary objectives must be emphasized: (1) increasing the data that is available to communities or the Enterprise and (2) ensuring that data is usable by both anticipated and unanticipated users and applications. Table 1 describes the data goals in the context of these two objectives. These goals and the approaches discussed in Section 3 pertain to all legacy and new data assets, such as system files, databases, documents, official electronic records, images, audio files, web sites, and data access services, in the Department, including DoD intelligence agencies and functions.

Table 1.  Data Goals

	Goal
	Description

	Goals to increase Enterprise and community data over private user and system data

	Visible
	Users and applications can discover the existence of data assets through catalogs, registries, and other search services.  All data assets (intelligence, non-intelligence, raw, and processed) are advertised or “made visible” by providing metadata, which describes the asset.

	Accessible
	Users and applications post data to a “shared space.”  Posting data implies that (1) descriptive information about the asset (metadata) has been provided to a catalog that is visible to the Enterprise and (2) the data is stored such that users and applications in the Enterprise can access it.  Data assets are made available to any user or application except when limited by policy, regulation, or security.

	Institutionalize
	Data approaches are incorporated into Department processes and practices.  The benefits of Enterprise and community data are recognized throughout the Department. 

	Goals to increase use of Enterprise and community data

	Understandable
	Users and applications can comprehend the data, both structurally and semantically, and readily determine how the data may be used for their specific needs. 

	Trusted
	Users and applications can determine and assess the authority of the source because the pedigree, security level, and access control level of each data asset is known and available.  

	Interoperable
	Many-to-many exchanges of data occur between systems, through interfaces that are sometimes predefined or sometimes unanticipated. Metadata is available to allow mediation or translation of data between interfaces, as needed.  

	Responsive to User Needs
	Perspectives of users, whether data consumers or data producers, are incorporated into data approaches via continual feedback to ensure satisfaction.  


Two additional data properties are frequently considered: data quality and data accuracy.  Data quality and accuracy will be improved as a consequence of the above data goals; making data more visible and usable across the Enterprise creates an incentive to produce quality and accurate data.  Additional steps for improving data quality and accuracy in a particular system, application, or business process will be necessary but are not a part of the Data Strategy.  Additional steps for improving data quality and accuracy and associating it with the larger Enterprise for the Department and the government enterprise at large are discussed in the next section.

Chapter 3. Benefits of the DoD EA DRM 

Outcomes of a DoD EA DRM

The outcomes of the DoD EA DRM are numerous and benefit both the business manager and the technical manager.  For the business manager, an important outcome of the DRM will be an alignment of data elements and information packages to the processes that a DoD Component or Federal agency or other government body uses to conduct business operations.  This allows for a greater understanding of data and information that can be leveraged and shared throughout the business cycle.  Another important outcome of the DoD EA DRM will be more clearly defined authoritative sources for data.  This ensures the integrity and accuracy of data from its origin.  This in conjunction with the use of the registry, dictionary and catalogs helps to maintain the consistent use of data categorizations and classifications.

For the technical manager an important outcome will be the ongoing population of an XML registry / repository for the purpose of storing XML schemas.  This outcome will assist in the integration and exchange of data that occurs between systems of the DoD Components at the National and Theater Strategic levels, tactical and operational level and federal, state and local governments and their various customers, constituencies, and business partners.  The DoD EA DRM provides classifications of DoD data with a registry that directs users to appropriate representations of data within the repository.   This benefit accrues to the Federal level as well. 
The Need for a DoD EA DRM

Many problems concerning the government’s ability to perform its business and meet customer needs are due, in part, to data sharing inefficiencies.  The lack of a common way to describe or define data leads to data sharing problems and results in duplicating data rather than sharing or re-using it.   This leads to the creation of “stove-piped” data boundaries.  This finally comes full circle when the “stove-piped” data boundaries contribute to even more data sharing and consistency problems.  Some of the primary issues and barriers associated with information sharing include the following:
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No common framework or methodology to describe the data and information that supports the processes, activities, and functions of the business
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Existing systems offer diffused content that is difficult to manage, coordinate, and evolve
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Information is inconsistent and/or classified inappropriately
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Without a common reference, data is easier to duplicate than integrate
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Data and Information context is rarely defined
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Stove piped boundaries, no central registry
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Data sensitivity and security of data can easily be compromised
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New laws/issues result in continuous adding of databases that cannot share data
The inability to share or exchange data efficiently not only costs a lot of time and money, but it also works against the citizen-centered focus of today’s government.  The results of data inefficiencies include:
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Increased burden on finding and accessing the right data
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Increased delays to satisfy citizen and stakeholder requests 

[image: image17.png]



Unclear knowledge of who to contact for specific data
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increasing costs to manage and integrate data
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Increased corruption and sensitivity of the data
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Decreased ability to interoperate

The DoD Net-centric Data Strategy and DoD EA DRM address these issues and overcome these data inefficiencies.

Benefits of a DoD DRM

The outcomes of a DoD EA DRM provide both business and technical benefits.  Figure 7 portrays the benefits of the DoD EA DRM.
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Figure 7: Benefits of a DoD EA DRM
Chapter 4. DoD EA DRM Structure
dod EA DRM DEFINITION and structure

The DoD EA DRM provides a common, consistent way of categorizing and describing data to facilitate data sharing, re-use and integration with in the context of the DoD Data Strategy.  The DoD EA DRM is complementary blend of he DoD Data Strategy and he FEA DRM.  The DoD EA DRM, provides a classification scheme for data and information that support government program and business line operations as identified in the FEA BRM and as reflected in the DoD EA BRM.  

The DoD EA DRM describes in part the interactions and information exchanges that occur during the execution of federal statutes, regulations and the delivery of services and information from the government to citizens, businesses, partners and customers.

The structure of both the DoD EA is defined in Figure 8.  This structure is adopted from the FEA DRM.
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Figure 8: DoD EA DRM Structure
Both the FEA DRM and the DoD EA DRM consists of 6 layers that define the data elements that are communicated between business processes - describing data at the appropriate layers to provide both business context and specific characteristics of the data elements themselves.  Data elements, defined in accordance with ISO 11179
, consist of a data object, a data property, and a data representation.  Within the business context of the DoD EA DRM, each data Subject Area contains one or more data Super-Types.  These Super-Types represent categories of data whose elements may be specified or used within one or more Information Exchange packages.  Each Information Exchange package contains one or more data elements that are required or generated by a business process.  The Subject Areas and Super-Type classifications are included to help define the context in which the data was defined and applied.  Describing the culture of the data provides semantic understanding for those who will need to integrate the data or may desire to utilize the schema that contains it.

Subject Area

The structure of the DoD EA DRM provides the ability to categorize and classify data in a manner that gives both the business context of the information being exchanged, as well as the specific characteristics of the supporting data elements within the information exchange.  

The Subject Areas provide a collection of data classifications that represent broad categories of information.  This layer contains the major areas of information and data subjects that support the business of an organization.  Typically, this layer is aligned to the data areas or highest layer of data within the DoD enterprise mission area data architectures.  The Subject Area layer of the DoD EA DRM will facilitate discovery of data and information common to various lines of business.  Additionally, these classifications improve the ability to discover specific data and metadata for semantic understanding. 

Examples
 of this layer might include Public Health, Justice, Environment, Geo-spatial and Recreation.

Super-Type

The second business context layer, Super-Type, serves to further refine data classifications to generic groupings of data that are related to the Subject Areas, and should be considered conceptual entities.  These high-level groupings provide sufficient context for Communities of Interests to discover data commonality for business process information needs.  Using information in this layer, DoD organizations can map their data descriptions to the DoD EA DRM, while maintaining their existing data architectures and descriptions.  This approach leaves data stewardship responsibilities with the DoD mission areas and does not require any modifications to existing data models.  

Examples 
of this layer might include Immunization within the Public Health Subject Area, Warrant within the Justice Subject Area, and Wildlife within the Environment Subject Area.   

Information Exchange Package

The Information Exchange layer of the DoD EA DRM will define data elements that are communicated or passed between business processes.  This layer of the model will be based upon the definition of data flows for business processes defined by DoD mission areas, Communities of Interest, and authoritative data sources, as it relates to a given business process.  These data flows are referred to as “Information Exchange Packages”.   Data elements included in each “package” of information are defined individually using standard definitions and are available for re-use in other data flows and XML schemas.  

An example of an information exchange package and its respective data elements is shown in Figure 9.  The name of the Information Exchange package is Vaccination Delivery and the needed data elements for this package includes Vaccination Name, Vaccination Arrival Date, Carrier Name, and Facility Address.  The information exchange package would most likely result from a business process such as “Distribute Vaccines” and be required by another business process such as “Identify Vaccine Carrier”.  


Figure 9 – Data and Information Exchange Package Layer
Another example of an Information Exchange package would be Budget Submission and all of its data properties.

Data Object

The Data Object layer is the first layer that defines a data element.  The Data Object layer is a set of ideas, abstractions or things that can be identified with explicit boundaries.  Typically, this layer is a breakdown of the nouns that make up the data elements within an Information Exchange package.  

Examples could include Vaccination, Carrier and Facility as the Data Objects of the data elements that comprise the Vaccination Delivery Information Exchange package.

Data Property

The Data Property layer is a peculiarity common to all members of a Data Object.  This layer will usually include the descriptor of the Data Object.  For example, the data element Vaccination Name is broken down by the noun, Vaccination, and its descriptor, Name.  Vaccination resides within the Data Object layer and Name would reside with the Data Property layer as its descriptor.

Other examples of Data Properties common to the Data Object “Vaccination” could include Dose, Strength, and Side Effect.

Data Representation

The last layer, the Data Representation layer, describes how the data is represented (value domain + data type), and is selected from a controlled word list.  The controlled word list is generated based on common formats of data within the government.  Value domains can be included when a data element is defined at time of data exchange, but this is optional.

Examples of data representation can include Name, Text, and Date. 

applicability

The DoD EA DRM will be applied where the potential for sharing and exchanging common data and information within and between DoD mission areas and within and between other government organizations, federal, state and local organizations.  This will be based upon the identification of organizations that perform the same lines of business and sub-functions, and in turn, use the same data to carry out similar business processes across DoD and the government.  The DoD EA DRM will be utilized within targeted business areas to foster data and information sharing and exchange where it is needed the most.

The DoD EA DRM is not a DoD-wide data model, nor is it an all-encompassing set of XML schemas that describe the data of DoD.  It is not meant to replace existing data structures within DoD mission areas, rather to provide the means to compare data among DoD organizations in order to exchange, re-use or integrate data.  

phased development of the DoD EA drm

The DoD EA DRM will be presented in four (4) volumes to mirror the production schedule of the FEA DRM volumes with Schedule lags because of the sequential nature of the reference model development.  This document is the first volume.    

Efforts are underway at the Federal level to begin identifying the business context as “subject areas” and “super-types” to begin categorizing data at a high level.  Further efforts by the FEA PMO will use certain information and resources to capture additional Subject Areas, and begin normalizing and categorizing these high-level Subject Areas.  The information resources to construct this layer of the FEA DRM that supplies the business context will include, but is not limited to, the OMB Exhibit 300s, departmental listings of Subject Areas or data areas from their enterprise architectures, as well as previous efforts at data classification and categorization across the government.  

The successive volumes will contain the following.  Other volumes may be produced as needed to better align the DoD EA DRM with the FEA DRM

Volume 2 – This volume will detail the business context of the DoD EA DRM to establish the overall subject areas of information used within the Department, and their implementation.  This volume will contain an alignment of these high-level business areas of the DoD to the FEA DRM. 

Volume 3 – This volume will detail the information exchange layer of the DoD EA DRM to establish “packages” of information common to various business processes, governance requirements, and the process for implementation.  These DoD packages will be introduced to the Federal level where the overall subject area is of interest across government.

The DoD EA DRM and the FEA DRM Vision of Future RElationships 

The goal of the DoD EA DRM is to increase and facilitate the exchange and re-use of data and information, which in turn, helps to improve business performance and decrease the cost of data, which happens to be the same goal of the FEA PMO.  The DoD EA DRM is internal to DoD while the FEA DRM is internal to government and has a government-wide scope.  DoD’s Data Strategy lays out the goals for moving forward and will include a DoD Data Directive for defining the governance structure needed to oversee the on-going development and maintenance of DoD EA DRM structures and contents consistent with the DoD Data Strategy across the Department.  The completion of the DoD EA DRM is bBased on the volume and breadth of effort needed to fully define, populate, and align the DoD EA DRM and the FEA DRM for the various DoD mission areas. The need for domains and communities to be involved will become even more significant as the two models align.

The DoD EA DRM will be rolled out in stages to allow for incremental implementation and to evolve the model.  The definition and classification of data according to the different layers of the FEA DRM will drive the utility and phased approach to building and using the DoD EA DRM within DoD mission areas and across mission area and various communities within DoD and outside DoD.  This approach will be based upon coordinated efforts between and among authoritative sources such in DoD mission areas, various communities inside DoD and outside, other Federal agencies and the FEA-PMO. 

The FEA vision of this relationship is shown in Figure 10.  Those authoritative sources for data definition and classification will drive the model from both the top and the bottom.   The FEA-PMO will drive the FEA DRM from the top down by defining and populating the Subject Area and Super-Type layers of the model.  Federal Agencies, organizations, communities of interest and other organizational entities will continue to “build out” the model by defining information.

Figure 10: Cross Government 

exchange packages and standard data elements, which will be registered and that will be represented in XML schemas to facilitate data re-use, interoperability and integration government-wide.   

Population of DRM registries and repositories will be based upon coordinated efforts between authoritative sources such as communities of practice and agencies, industry partners, and the FEA-PMO. The FEA-PMO will establish DRM components in a “top down” fashion by defining and populating the Subject Area and Super-Type layers of the model.  Agencies, communities of practice and governing bodies will continue to “build out” the model by defining information exchange packages and standard data elements that will be represented in XML schemas to transfer data.

According to the FEA-PMO perspective, the FEA DRM will be applied where the potential for sharing and exchanging common data and information within and between agencies exists. Initially, it will be applied to E-Gov and LoB initiatives by agencies that share common interests and are pursuing similar performance goals. Shared interests and performance goals form the basis for identifying topics of interest government-wide. These topics are Subject Areas. Agencies form a “Community of Practice” when they come together to solve a common problem that carries a government-wide focus of significance such as the President’s E-Gov initiatives. These “communities” define how they will share information using agreed upon data definitions and exchange formats. This approach results in the greatest return on investments when “Services-to-Citizen” processes and technology interfaces are shared among multiple agencies.

The DRM will be utilized within such targeted business areas as mentioned above to foster data and information sharing and exchange where it is needed the most. For example, Public Health Monitoring is a sub-function that is performed by many different agencies; some focusing on different aspects of this sub-function. To fully understand where commonalities exist, an analysis of their business processes supporting this sub-function must be done. The FEA is currently developing the methodology and software requirements to enable this process analysis. An outcome of this analysis is the identification of packages of information generated and passed to other processes, some external to the agency. That data is then reflected as an information exchange package.

Documenting these processes and data establish requirements for developing an information system with shared access for all participating agencies. Based on services needed to successfully perform business processes involved, re-usable components are designed that can be brought into agency environments for other related uses. Each component is designed to be a self-contained module that can be used in a “plug and play” fashion. These components will be made available to all agencies through a central registry and repositories that store approved components.

From the FEA PMO perspective, Figure 11 lists the stakeholders and governing bodies for defining, owning and managing the various layers of the FEA DRM.
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Figure 11: FEA DRM Definition, Ownership & Stewardship
The authoritative data source will have the legal right/responsibility to create and modify data definitions, as well as register XML schemas within an XML repository that supports the data and information exchange packages.    

The strategy for providing data sharing opportunities within and between DoD organizations will be based upon the alignment of DoD’s data with the DoD EA DRM and between the DoD EA RM and the FEA DRM.  The implementation of the DoD EA DRM will not affect DoD’s mission area data and information architectures.  The DoD EA DRM, like the FEA reference models, provides a framework to classify and categorize existing data, as that data relates to mission area architectures and IT investments.  This allows DoD organizations to maintain their current data architectures, while also allowing the discovery of other data internal to DoD that demonstrates similarity through an alignment to the DoD EA and FEA DRMs.  

As the DoD EA DRM is further defined and implemented, guidelines will be provided to assist DoD organizations in the development of their data architectures, consistent with the objectives of the DoD EA DRM; i.e., data sharing, interoperability, re-use and integration.  These objectives are supported by the analysis and alignment of agency data to the DoD EA DRM and to the FEA DRM.  Over time, the discovery of opportunities to integrate data stores will surface – based upon the business needs of DoD and other Federal organizations that use common data.

The current DoD EA DRM is the first iteration and will be modified periodically as conditions evolve and additional DoD Data Management strategies evolve.  As with most EA efforts, the development and ongoing maintenance of the DoD EA is an iterative and continuous improvement process.  Since many DoD organizations are still in the process of developing their EA architecture data, we expects that the DoD EA DRM will initially require requent revisions, but that the model will stabilize over time.  Changes to the DoD EA DRM will continue to be verified through DoD organizations and published to the DoD architecture Website.

PHASED DEVELOPMENT OF THE DoD EA DRM

With each release, of the DoD EA DRM, guidelines will be provided to assist mission areas and other communities in the development of their data architectures, consistent with the objectives of the DoD Data Strategy and DoD EA DRM; data sharing, re-use and integration. These objectives are supported by the analysis and alignment of DoD entitie’s data to the DoD EA DRM. Over time, the discovery of opportunities to integrate data stores may surface –based upon the business needs of organizations that use common data.

The DoD EA DRM will be presented in four (4) volumes. This document is the first volume.  Successive volumes will contain the following information.  

Volume 2 – This volume will focus on the business context of the DoD EA DRM to identify subject areas of DoD-wide interest, government-wide interest and super-types of the data and information, including guidance for their implementation.  The DoD is engaged in conversation with various the FEA-PMO to begin identifying the business context as “subject areas” and “super-types” based on DoD’s efforts at categorizing data at a high level.  Information resources to construct this layer of the DRM will Include data from the OMB Exhibit 300s, as well as departmental listings of Subject Areas or data areas from mission area architectures or DoD Architecture Framework products. This document will also describe in abstract, how DoD entities will within the context of DoD Data Strategy, register and share data based on commonly used taxonomies.

Volume 3 – This volume will provide considerable detail regarding requirements for documenting “packages” of information passed between business processes that need to share data. Information provided in this volume links the data exchange with process characteristics that are needed for effective understanding of data contents.  Additionally, this volume will address policy and governance as needed to implement and manage the data and supporting infrastructure.

Volume 4 – This volume will address the more granular topics to establish standard definitions and implementation of the actual enterprise data elements. It will also discuss the registries and repositories that contain DoD EA DRM components, as well as supporting dictionary and Thesaurus components.

WHAT THE DoD EA DRM IS NOT

The DoD EA DRM is not a DoD-wide data model; it is a reference model. It is intended to support categorization and classification of information. The DoD EA DRM is not an all-encompassing set of XML schemas that describe all DoD data.  XML schemas will be defined and registered by communities as needed to effectively share information.  These schemas will be made available to DoD EA for DoD and government re-use.

The DRM is not meant to replace existing data structures within DoD mission areas, rather to provide the means to compare data among DoD organizations and other Federal agencies in order to exchange, re-use or integrate data.
In summary, DoD EA DRM envisions a collaborative and mutually beneficial approach that will result in positive outcomes for all stakeholders.  The high-level information contained herein is intended to provide the general concepts of current thinking in this area, and is subject to modification.  

Chapter 5. DoD EA DRM Analysis

Analysis

The DoD approach to a DRM when compared to the FEA approach is strikingly similar and complementary.  As can be seen from reading the DoD EA DRM, it is a blending of DoD Data Strategy and the FEA DRM approach for improving data management government wide.  

The DoD EA DRM is grounded in the DoD Data Strategy of Mach 9, 2003.  By its own statements the strategy acknowledges the need to further develop guidance to move towards implementation of the vision, strategy, goals and concepts that are discussed therein.  The DoD Data Strategy looks forward to a point in the future to which DoD can aspire.  The strategy is a target at which DoD program managers can shoot as they plan their programs and develop their business cases.  The strategy is also grounded in ISO 11179, specification for metadata registries.  The DoD Data Strategy generally leaves open the questions of implementation that communities of interest must have and promises more to come at a latter date. 

The FEA DRM addresses the questions of implementation that communities of interest must have. In the FEA DRM communities of interests are referred to as communities of practice.  The FEA DRM introduces a super ordinate goal of associating Agency data with the goals of the entire Federal government through supersets and super types of data.  In addition these data concepts are grounded also in ISO 11179.  These data concepts make it much easier for communities that cut across organizations of the entire government to associate with each other from a data are associated with a common business practice across government.   For example the Financial Management or Human Resource Management business practices cut across the entire government.  The FEA DRM is developed to aid with government-wide IT capital planning.  As Agency program managers develop their IT business cases for capital planning purposes they need to align the nature of the data associated with the IT investment with a line of business or sub function of the FEA BRM.  For example, if an IT Business case is for development of an IT initiative that is designed to improve accounting practices in the Department of Defense or is designed to improve the quality and timeliness of tactical war plans, then the IT investment would be associated with the accounting sub function of or the tactical defense sub function in the DoD EA BRM.  For capital planning purposes then the type of data would be listed as accounting data or tactical defense data.  

Conclusions

Blending the DoD Data Strategy approach with that of the DoD EA DRM to create the DoD EA DRM provides DoD with a strong conceptual and practical underpinning for advancing the practice of data management in the Department of Defense and in general, across government.   This blended approach as presented in the DoD EA DRM, gives the Department’s managers minimal guidance while improving alignment of IT with the mission. This blended approach while providing only minimal guidance can also improve the state of practice of architecture information being used in the capital planning process in DoD and in government. 

By mapping its data architectures to the DoD EA DRM, the DoD communities can gain significant value in its joint interoperability, portfolio and investment management initiatives.  The identification of similar data used across DoD Components can help establish cross DoD Component communities of Interest, facilitate standard development, as well as joint interoperability.  In addition, the use of a common, joint set of data categories can help identify common areas of technology use, and therefore the potential to leverage enterprise purchasing advantages.  

Recommendations

The DoD EA DRM is in a preliminary state.  It could significantly benefit from greater scrutiny across the architecture community.  It is not yet effectively detailed to include the further guidance promised by both the DoD CIO or the FEA PMO to fully promote the adoption of net-centric enterprise data at the Agency level such as DoD or at the Federal level such as with OMB.  Further work is needed to advance these concepts in DoD and across government.  Subsequent revisions of the DoD EA DRM should begin to address these deficiencies.
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� For a more complete description of the Approaches for Implementing these goals, see the DoD Net-Centric Data Strategy, March 9, 2003


� Specifically, ISO/IEC 11179-3:2003 Information Technology – Metadata registries – Part 3:  Registry Meta-model and basic attributes
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