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The DoD Enteprise Architecture Service Component Reference Model

Introduction

The DoD Enterprise Architecture Service Component Reference Model (DoD EA SRM) is the functional framework that classifies Service Components with respect to how they support business and/or performance objectives. The DoD EA SRM is based on the structure of the Federal Enterprise Architecture (FEA) SRM, described in chapters 1 and 2.  

The DoD EA SRM directly links to the Lines of Business in the DoD EA Business Reference Model (BRM) that provide the taxonomy of DoD operations.  The DoD EA SRM is structured across the DoD mission areas of the Warfighter, Business, Intelligence, and the Enterprise Information Environment (EIE).  The Service Components for these mission areas provide a “leverageable” foundation to support the reuse of DoD applications, application capabilities, components, and business services. 

In this version of the DoD EA SRM, Business Enterprise Architecture Version 1.0 (BEA V1.0) represents the DoD Business Operations Mission Area Service Components.  The Net-Centric Operations and Warfare Reference Model Version 1.0 (NCOW RM V1.0) and Net-Centric Enterprise Services (NCES) represent the EIE Mission Area Service Components.  The Department of the Navy’s (DON) Common System Functions List (CSFL) represents the Warfighter Mission Area Service Components; the Intelligence Community Enterprise Architecture (IC EA) system functions represent the Intelligence Mission Area’s Service Components. These areas will be further developed in future versions as common components for each mission area evolve.  

Structure of the Document

The document is organized according to the following chapters:

Chapter 1: Overview of the FEA SRM V.1 describes the FEA SRM structure and defines Service Domains, Service Types, and Service Components.  The FEA SRM structure is the basis for the structure of the DoD EA SRM.

Chapter 2: Introduction to Components is a description of components, component granularity, and linkages.  Components are the basis for the development of SRMs.  

Chapter 3: The DoD SRM V.03 provides an overview, including the types of Service Components that represent the DoD mission areas, and the methodology used to align DoD Service Components to FEA SRM Service Components.

Chapter 4: Relationship between the FEA SRM and the DoD EA SRM provides a background on how the federal and DoD RMs relate to each other, the resources for each, and similarities and differences in structure. 

Chapter 5: Use of DoD EA SRM describes how DoD and OMB users will use the DoD EA SRM.  

Chapter 6: Analysis and Recommendations outlines the high-level gaps and redundancies between the DoD EA SRM and the FEA SRM.  The analysis includes plans to expand and evolve the DoD EA SRM based on ongoing and new efforts in DoD.

Appendix A contains the definitions for the CSFL, the BEA system functions, the IC EA Service Domains, the NCOW RM V1.0 activities, and NCES elements.

Appendix B contains the definitions for the FEA Service Components from FEA SRM V1.0.

Appendix C is a placeholder for the mapping of Warfighter Mission Area Service Components.  At this time, the Warfighter Mission Area Service Components are not mapped to FEA SRM Service Components.

Appendix D provides the mapping between the Dod EA SRM Business Mission Area Service Components and FEA SRM Service Components. 

Appendix E is a placeholder for Intelligence Mission Area Service Components.  At this time the Intelligence Mission Area Service Components are not mapped to the FEA SRM Components.

Appendix F provides the mapping between the DoD EA SRM EIE Mission Area Service Components and FEA SRM Service Components. 

Chapter 1.  Overview of the FEA SRM V1.0

FEA SRM V1.0 Service Domains, Service Types and Components 

A Service Component Reference Model (SRM) is a business-driven, functional framework that classifies Service Components with respect to how they support business and/or performance objectives.  The SRM, constructed hierarchically, as shown in Figure 1, is structured across horizontal service areas that, independent of the business functions, can provide a “leverageable” foundation for reuse of applications, application capabilities, components, and business services.  
The FEA Program Management Office (FEAPMO) developed the SRM in cooperation with the Solution Architect’s Working Group (SAWG), Federal Agencies, the Industry Advisory Council (IAC), and the Architecture and Infrastructure Committee (AIC).  The FEA SRM serves as a target for aligning DoD Service Components in the DoD EA SRM.  A mapping across DoD mission areas to FEA SRM Service Components results in an assessment of the degree of alignment between the two reference models, and serves to identify gaps and redundancies in both.  

The FEA SRM identifies seven (7) Service Domains that provide a high-level view of the services and capabilities that support enterprise and organizational processes and applications.  The Service Domains are supported by Service Types and further classified into Service Components.  As illustrated in Figure 2, each Service Domain is classified into one or more Service Types that group similar capabilities in support of the domain.  

Each Service Type also includes one or more Service Components that provide the “building blocks” to deliver the component capability to the business. 


Figure 2: Structure of the FEA SRM

Note:  FEA definitions, included in Appendix B, act as a reference for the mapping to DoD Warfighter, Business, Intelligence, and EIE mission area domains, service types, and components. The definitions for DoD service domains, types, and components are included in Appendix A.  

Chapter 2.  Introduction to Components

Description of Components 

The term “component” can represent many things to many people.  It can describe a complete business line such as DoD CCR
, U.S. Treasury’s PAY.GOV, a service supporting the validation of a Social Security Number, an application to support Content Management, or a capability that may be accessed through a technology or business interface.   With multiple types of components available in industry and across governments, it became critical to the success of the SRM to define “component” and to clarify the level of granularity that will reside within the SRM.  See Table 1 below for desription of types of components.

Component Definition
A Component is defined as "a self contained business process or service with predetermined functionality that may be exposed through a business or technology interface."

Table 1: Component Granularity

	LEVEL
	DEFINITION
	SRM Focus

	Federated Component


	A set of cooperating system-level components federated to resolve the business need of multiple end users often belonging to different organizations.
	Yes

	Business Component System 


	A set of cooperating business components assembled together to deliver a solution to a business problem.
	Yes

	Business Component


	Represents the implementation of an autonomous business concept or business process.   It consists of all the technology elements (i.e., software, hardware, data) necessary to express, implement, and deploy a given business concept as an autonomous, reusable element of a large information system.   It is a unifying concept across the development lifecycle and the distribution tiers.
	Yes

	Distributed Component


	The lowest level of component granularity.  It is a software element that can be called at run-time with a clear interface and a clear separation between interface and implementation.  It is autonomously deployable.
	Yes

	Language Class


	A class in an object-oriented programming language to build distributed components.  This is NOT considered an SRM component.
	No


The effective identification, assembly, and usage of components allows for aggregate services to be shared across agencies and governments.  These services provide the functionality and execution of business processes, which in turn sustain the BRM sub-functions.  Service component aggregation will enable rapid building and implementation of components to support a given initiative or investment.   Figure 1 below illustrates the concept of aggregate services where multiple Service Components can support a business sub-function.
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Figure 1 - Conceptual Hierarchy of Components

The SRM is decomposed into lower levels of granularity beginning from the process and application level to the software and component and module level.  This level of decomposition provides various perspectives for stakeholders and solution architects to support the adoption of components and services within an IT initiative, asset, or investment.    

Chapter 3. DoD EA Service Component Reference Model V.03

use of the DoD EA SRM 

DoD provides Strategic, Theater, Operational, and Tactical defense through Warfighting Operations supported with Business and Intelligence Operations. The Warfighter, Business, and Intelligence operational functions depend on the EIE.  The DoD SRM serves to identify and classify horizontal and vertical Service Components for its mission areas that provide reuse of applications, application capabilities, components, and business services and IT investments and assets with other DoD and Federal agencies and organizations.  In conjunction with the other four DoD RMs, the DoD SRM gives a cross-department view  for Capital Planning and Portfolio Management, aligning IT investments, facilitating architecture integration, and other purposes. The model will aid in recommending service capabilities to support the reuse of components and services across DoD and the Federal Government.  Specifically, the DoD SRM was created to:
[image: image2.png]



Provide a framework that identifies mission area Service Components and their relationships to the technology architecture of DoD and other agencies across the Federal Government
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Classify, categorize, and recommend components for the reuse of services and capabilities across DoD and the Federal Government
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Define existing DoD Service Components and application/architecture recommendations
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Support the President’s Management Agenda
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Evolve based on new services and components as they are discovered across DoD, industry, and federal markets

The DoD Service Components identified in the DoD EA SRM are based on existing DoD standards, i.e., the BEA V1.0 for the Business Mission Area; and the NCOW RM V1.0 and the NCES for the EIE.  For purposes of this document, the Department of the Navy’s CSFL represents the Warfighter Mission Area; the systems functions of the IC EA represent the Intelligence Mission Area.  As DoD and the IC further develop a common set of Service Components for these mission areas, they will be included in future versions of the DoD EA SRM.

 The DoD EA SRM is aligned with the FEA SRM, which describes the components for the entire Federal Government. Each DoD EA SRM component is related to a FEA SRM domain, type, and component, where possible.  DoD professionals who need to align to the FEA SRM for budget submission or other purposes can do so by identifying their Service Component and then aligning it with the relevant FEA SRM Service Component.   

For ease of use for both DoD and OMB users, the tables in Appendices C-F contain mappings from the FEA SRM components to the DoD EA SRM components as well as mappings from the DoD EA SRM to the FEA SRM.  Appendix A contains definitions for all BEA, NCOW, and NCES Service Components and may be used as a reference for the mapping tables along with the FEA SRM definitions in Appendix B.

Structure of the DoD SRM 

The DoD SRM has four Mission Areas (MAs): Warfighter, Business, Intelligence, and EIE, each derived from existing DoD standards as shown in Figure 2.  


Figure 2: DoD EA SRM For Mission Areas

Warfighter Mission Area: The DoD Warfighter Service Components are derived from the DON CSFL.  Further definition of Warfighter Service Components will be added in future versions.  A list of system functions is provided in Appendix C; a mapping to FEA SRM Service Components is not included in this version. 

Business Mission Area: The components contained in the Business Mission Area are derived from system functions in the Business Enterprise Architecture (BEA).  The DoD Business Management Modernization Program (BMMP) develops and maintains the BEA as a blueprint to guide and constrain investments in DoD organizations, operations, and systems as they relate to or impact business operations.  The BEA provides the basis for the planning, development, and implementation of business management systems that comply with Federal mandates and requirements and produce accurate, reliable, timely, and compliant information for DoD decision makers.  Components derived from the BEA V1.0 include the following:

BEA System Functions

	01.0 General Ledger
02.0 Information Services
03.0 Materiel/Asset Inventory Management
04.0 Accounts Receivable Management
05.0 Cost Management
06.0 Workforce Management
07.0 Benefits Administration
08.0 Payroll
09.0 Contract and Purchase Payments
10.0 Enterprise Reference and Meta Data Management
11.0 Data Integration Management
12.0 Information Services Archive Management
13.0 Procurement and Acquisition
14.0 Purchase Card Program Management
15.0 Contract Management
16.0 Budget Formulation
17.0 Knowledge Management
18.0 Integrated Logistics Planning
20.0 Warehouse Management

	21.0 Sales Order Management
22.0 Distribution and Transportation
23.0 MRO and Modification
24.0 Workflow Management
25.0 Program Management
26.0 Funds Disbursement
27.0 Customer/Vendor Management
28.0 Cash Management
29.0 Cost Forecasting and Analysis
30.0 Process Performance Management
31.0 Military Health Services Management
32.0 Travel
33.0 Real Property Planning
34.0 Engineering Design Management
35.0 Real Property Work Management
36.0 Space Management
37.0 Strategic Planning
38.0 Financial Information Consolidation
43.0 Customer Credit Management
44.0 Billing
45.0 Time and Attendance
46.0 Budget Execution
47.0 Liabilities Management
48.0 Investment Management



Intelligence Mission Area: The DoD Intelligence Service Components are derived from the Intelligence Community Enterprise Architecture (IC EA).  Further definition of intelligence-related Service Components will be added in future versions.  A list of system functions is provided in Appendix E; a mapping to FEA SRM Service Components is not included in this version. 

Enterprise Information Environment Mission Area:  NCOW RM V1.0, Activities A2-A4 and NCES represent EIE Service Components.  The functions include providing core services and resources to all DoD consumers.  Components derived from NCOW RM V1.0 activities and NCES include the following:

NCOW RM Activities A2-A4

A2
Perform Net-Centric User/Entity Services

A21
Evaluate/ Ingest Inputs

A22
Assist User/Entity

A23
Invoke Net-Centric Capabilities/ Services

A3
Provide Net-Centric Services

A31
Provide Core Services

A32
Provide COI Services

A33
Perform Environment Control Services

A4
Resource Service Requests

A41
Provide Computing Resources

A42
Provide Communications Resources

A43
Provide Media Resources

NCES 

Messaging Service

Information Assurance (IA)/Security Service

Storage Service 

Enterprise Service Management (ESM)


Mediation Service

Collaboration Service

Discovery Service

User Assistant Service
alignment of the Dod service components to the fea service components

DoD EA SRM Service Components for Warfighter, Business, Intelligence, and EIE Mission Areas have been identified using the DoD resources described in the previous paragraph.  The Warfighter and Intelligence Mission Area Service Components are not mapped to the FEA Service Components at this time. 

The DoD Business and EIE Service Components align with FEA Service Components, as shown in Figures 2-8.  The figures are from FEA SRM V1.0 and depict the seven domains of the FEA SRM.  The notations of B for Business and N for EIE identify where the DoD components align to the FEA Service Components.  Appendix D contains the detailed mappings between the Business and the FEA Service Components; Appendix F contains the detailed mapping between the EIE and FEA Service Components.  

The definitions for all DoD Service Components are replicated from the authoritative source and are contained in Appendix A.  The definitions for the FEA SRM are contained in Appendix B.  

FEA SRM customer services


Figure 2:  DoD EA SRM Business and EIE Mapping to FEA SRM Customer Services Domain
FEA SRM process automation services

Figure 3:  DoD EA SRM Business and EIE Mapping to FEA SRM Process Automation Services Domain

FEA SRM business management services

Figure 4:  DoD EA SRM Business and EIE Mapping to FEA SRM Business Management Services Domain

FEA SRM digital asset services

Figure 5:  DoD EA SRM Business and EIE Mapping to FEA SRM Digital Asset Services Domain
FEA SRM business analytical services

Figure 6:  DoD EA SRM Business and EIE Mapping to FEA SRM Business Analytical Services Domain

FEA SRM back office services

Figure 7:  DoD EA SRM Business and EIE Mapping to FEA SRM Back Office Services Domain

FEA SRM support services

Figure 8:  DoD EA SRM Business and EIE Mapping to FEA SRM Support Services Domain
chapter 4.  Relationship of the Dod EA SRM to the FEA SRM

relationship between DoD EA SRM and FEA SRM  

FEA SRM Overview and Development. OMB proposed the development of a Federal Enterprise Architecture (FEA) in 2000 as a comprehensive government-wide framework. The FEA consists of a collection of interrelated reference models that are designed to facilitate cross-agency analysis and identify duplicative investments, gaps, and opportunities for collaboration within and across Federal Agencies.  Specifically, agencies use the reference models to prepare their Exhibit 300s for inclusion in the acquisition and budget process. As part of the Exhibit 300 process, agencies must establish an enterprise architecture that supports their acquisition requests.  The FEA SRM contains Service Domains, Service Types, and Service Components that support the federal Lines of Business in the FEA BRM. There are seven domains and multiple types and sub-functions.  

The FEA SRM’s hierarchical structure of Service Domains, Service Types, and Service Components was adopted to convey a high level categorization of capabilities. Definitions were applied to the 7 service domains, the 29 service types, and the 168 supporting components. DoD started with these definitions to perform its comparative analysis. 

DoD EA SRM Overview and Development.  DoD’s focus, through its enterprise architecture, is to relate capabilities and interoperability to systems acquisition, and to support major DoD processes.   DoD Components have unique requirements, based on their missions,  that direct the development of their enterprise architectures.   There are many business and operational processes, information flows, and infrastructure that DoD must integrate. The identification and documentation of these elements is required for DoD in the same way as it is for Federal Agencies.  

The FEA Congruence Working Group (WG), under the auspices of Office of Secretary of Defense/NII developed this version of the DoD EA SRM and the other DoD RMs.  The WG reviewed existing DoD guidance, architectures, and reference models to identify the resources and standards that support Warfighter, Business, Intelligence, and EIE Mission Area operations.  The WG related lines of business in the DoD EA BRM to the Service Components in the DoD EA SRM in the same way that the federal lines of business in the FEA BRM relate to the Service Components in the FEA SRM. 

The WG used the FEA SRM structure as a starting point for the DoD EA SRM.  

The text describes Service Components in general, an FEA SRM overview and definitions of components, a description of the DoD EA SRM, and how it maps to the FEA SRM, the use and maintenance of the DoD EA SRM, and analysis and recommendations for future development.   

The WG selected the BEA system functions to derive Business Operations Service Components and the NCOW RM V1.0 and NCES to derive EIE Operations Service Components. These elements were compared and contrasted with the FEA SRM Service Components and are detailed in mapping tables Appendices D and F.  

The mapping tables show how the components of the FEA SRM and the DoD EA SRM (Business and EIE) relate to each other and where there is no relationship.  The mapping maintains the FEA structure in regard to the Service Domains, Service Types, and Service Components mapping.   The DoD hierarchy of components is derived from the system functions and sub-functions of the relevant architecture, and therefore, is not categorized in the same terms.  

At this time, the WG has listed the Warfighter and Intelligence Mission Areas Service Components but there is not yet a mapping between these areas and the FEA SRM Service Components.  The Warfighter Mission Area system functions listed in Appendix C are from the Common System Functions List (CSFL). The CSFL is being developed through the Cross-Service Working Group, sponsored by JFCOM.   The Intelligence Mission Area system functions listed in Appendix E are from the IC EA.

Appendix A contains the definitions for the DoD resources used for mapping to the FEA SRM Service Components. Appendix B contains the definitions for the FEA SRM  Service Components.

Chapter 5. use of DoD EA SRM

DoD EA SRM Guidance 

The DoD EA RM forms a basis for architectural development by providing definitions and constructs of the business, performance, and technology of DoD in conjunction with the other four DoD EA RMs.  The DoD EA RMs serve as a foundation to access and leverage existing processes, capabilities, components, technologies, and data.  DoD must also comply with OMB requirements to submit IT53 and IT300 forms for IT capital planning purposes. 

The DoD EA RMs provide DoD Components with a powerful tool to investigate alternatives to costly (and potentially duplicative) IT investments up front and before a significant expenditure of resources.   Additionally, DoD and OMB will use the alignment with the DoD EA RMs to ensure that proposed DoD Component IT investments are not duplicative, and to analyze the architecture throughout the year to identify opportunities for cross-agency collaboration.  As such, the DoD EA will help ensure that the DoD eliminates redundant investments, and that DoD Components save time and money by leveraging reusable business processes, data stores, and IT components.  

As DoD Components plan for their IT capital investments, they will be able to access information about other organizations and agencies that are building, or have already built, similar Service Components and capabilities, and/or are collecting or plan to collect similar data.  In addition, the DoD EA RMs also allow DoD Components to identify suitable technologies already being used elsewhere and potential collaboration partners to jointly resource a project.

Aligning the DoD EA RMs within DoD and to other technology, business (process or activity), and application architectures enables the categorization of DoD’s IT investments, assets and infrastructure by the common definition and purpose of the Service Components.  The relationship between RMs is discussed in the Executive Summary. 

DoD Program Manager guidance  

Program Managers can use the DoD EA SRM mapping tables to identify their mission area and related Service Components and to compare with FEA SRM Service Components for the purpose of IT53 and IT 300 submissions.  The identification and documentation of Service Components will also aid in EA and organization capital planning processes.

DoD professionals who need to align to the FEA SRM for budget submission or other purposes can do so by identifying their Service Component and then aligning it with the relevant FEA SRM Service Component.   For ease of use for both DoD and OMB users, the tables in Appendices C-F contain mappings from the FEA SRM components to the DoD EA SRM components as well as mappings from the DoD EA SRM to the FEA SRM.  Appendix A contains definitions for all CSFL, BEA, IC EA, NCOW, and NCES Service Components and may be used as a reference for the mapping tables along with the FEA SRM definitions in Appendix B.

The following table is a quick guide for Program Managers to identify which appendix to use to define, identify, and align DoD Service Components.   

Table 1:  Guide to Appendices

	Program Manager’s Guide to Appendices

	Appendix A – DoD EA SRM Definitions 
	Definitions for Common Systems Functions List (CSFL), Business Enterprise Architecture (BEA) system functions, IC EA system functions, Net- Centric Operations and Warfare Reference Model (NCOW RM) V1.0 activities, and Net-Centric Enterprise Services (NCES).

	Appendix B – FEA SRM Definitions
	Definitions for FEA Service Components

	Appendix C – Warfighter Functions
	 CSFL Service Components

	Appendix D – Business Functions
	Table D-1 BEA system functions to FEA Service Components

	
	Table D-2 FEA Service Components to BEA system functions

	
	Table D-3 New Service Components for DoD Business Mission Area

	
	Table D-4 Changed components for DoD Business Mission Area

	Appendix E – Intelligence Functions
	Table E-1 FEA Service Components to IC EA Service Domains and Types

	
	Table E-2 IC EA Service Domains and Types to FEA Service Components 

	Appendix F – EIE Tables
	Table F-1 NCOW RM V1.0 and NCES to FEA Service Components

	
	Table F-2 FEA Service Components to NCOW V1.0 and NCES


Chapter 6.  Analysis and Recommendations 
Analysis  

In developing the DoD EA SRM, the FEA Congruence WG noted several issues that affect the completeness and correctness of the reference model.  First, gaps between the FEA SRM and the DoD EA SRM occur as shown in the mapping tables.  There are many FEA SRM Service Components that do not map directly or even in a peripheral way to the DoD resources the WG used.  In some cases, this is because the mission of the Federal Government and DoD are not the same.  In other cases, further analysis is needed to align DoD to FEA or vice versa.  The mappings also are based on the definitions and are subject to individual interpretation.  

The WG developed new Business Operations Service Components and adapted or renamed other Service Components after the mapping showed gaps or differences in titles or definition between the BEA system functions and the FEA SRM Service Components.  The new and changed Service Components are included in Appendix D, Business Operations Table D-3 and D-4.  

In this version, the WG did not map the Warfighter and Intelligence Mission Area Components to the FEA SRM but does provide Service Components with definitions for those areas.  The Warfighter and Intelligence Mission Areas are not represented adequately in the FEA SRM to develop a useful mapping.  

There is also no globally accepted resource to represent the Warfighter and Intelligence Mission Areas components at this time.  However, in order to offer the DoD Program Manager an example of Service Components for the Warfighter Mission Area, the WG includes the Common Systems Function List (CSFL) (Joint Forces Command/Cross-Service WG) that is currently in development.  Other architectures, including GIG V2.0 and the Joint Integrated Architecture (Joint Staff/J8 - WICAID), and concepts, such as the Joint Operational Concepts and Joint Functional Concepts, may be included in future versions of the DoD EA SRM.   To represent the Intelligence Mission Area components, the WG included system functions from the IC EA that is currently in development.  The system functions will be updated to reflect the finished IC EA product as well as other IC architectures in development. 

Recommendations  

The WG recognizes that there is much work to be done in the alignment between the FEA SRM and the DoD EA SRM.  There is also substantial work ahead for the domain owners to populate the RM with unique Community of Interest components.   The completeness and correctness of the DoD EA SRM directly affects capital planning and portfolio management from the viewpoints of both DoD and OMB.  Precise knowledge of DoD Lines-of-Business and related Service Components will allow more efficient planning, reuse, and coordination in regard to IT investments.      

Updates and Modifications to the DoD SRM

The current DoD EA SRM is the first iteration and will be modified periodically as conditions evolve and additional DoD architecture information is provided.  As with most EA efforts, the development and ongoing maintenance of the DoD ERA is an iterative and continuous improvement process.  Changes to the entire DoD EA will continue to be verified through DoD processes and will be published to the NII Public Web site. 

As the DoD EA SRM becomes institutionalized, the maintenance and upkeep will be the responsibility of DoD domain owners.  DoD will provide the high-level information—often through the annual budget preparation process—required to maintain (and mature) the EA.  However, comments on the DoD SRM may be made throughout the year through the NII Public Web site as new issues arise. 

Appendix A -- DoD EA Service Component Reference Model Definitions

This section of the DoD EA SRM contains definitions used to map the FEA SRM elements to the DoD EA SRM elements.  There are four sets of definitions:  

· Warfighter Operations: definitions include the Department of the Navy Common System Functions List (CSFL) 

· Business Operations:  definitions include the Business Enterprise Architecture (BEA) system functions 

· Intelligence Operations:  definitions include representative Service Domains from the IC EA Coordination Draft
· Enterprise Information Environment (EIE):  definitions include the Net-Centric Operations and Warfare Reference Model (NCOW RM) A5 activities and Net-Centric Enterprise Services (NCES) that relate to Lines of Business elements

These definitions may be used as a reference for reviewing and analyzing the tables in the Warfighter Operations, Business Operations, Intelligence Operations, and the EIE appendices.  
Warfighter Service Domain, Service TYPE, and Service Component Definitions

The following are Service Domain, Service Type, and Service Component definitions as derived from the DON Common Systems Function List.  Expanded Service Domains, Types, and Components will be added as Communities of Interest add their specific functions.  
	Service Domain, Service Type, Service Component
	Definition

	
	

	Combat
	Directly support combat and mission operations

	Sense
	Detect and identify mission objects in area of interest and develop parametric data on these objects.

	Single Source Sense
	Detect, identify and develop imagery, track and parametric data by a single sensor on objects in area of interest.

	Data Fusion
	Create and maintain a correlated and fused common sensor picture from multi-sensor data.

	Track
	Identify a series of sensor data points as having come from the same source. - Src: (SPAWAR 05 3/03)

	Command
	Support and perform decision-making processes that effectively and efficiently direct the force(s) under command, and that support employment of offensive and defensive weapons.

	Situational Assessment
	Generate a common tactical picture and provide awareness of the tactical situation, including engagement status reporting, battle damage reporting, and warning reports to support planning and decision-making.

	Plan
	Allocate assets, determine coverage requirements, assign areas of responsibility, develop platform movement orders, and determine sensor and weapon system configurations required to execute a mission.

	Decision Support
	Support development of engagement orders including threat prioritization, development of fire control solutions, target-weapon pairing and dynamic deconfliction.

	Act
	Deploy, maneuver, sustain, and/or configure, platforms, troops, cargo, sensors, and weapons and to execute engagements.

	Mission Execution
	Generate controls and orders necessary to support and collect information needed to evaluate efficacy of an engagement.

	Engagement Execution
	Generate controls, plans, and orders to platforms, fire control systems and weapon launchers enabling engagements on specified targets.

	Engagement Development
	Generate controls, orders, and threat evaluation for Air Targets required by platforms, and fire control systems and weapon launchers in order to direct weapon to target.

	Force Positioning
	Place individual weapon launch and/or control assets in required posture to deliver weapon and return to base or host platform, with mission effectiveness, and ability to fight another day.  

	Status Tracking
	Monitor progress of scheduled engagements.

	Interoperate
	Support data dissemination, including formatting, access, and routing of data to and between all other functions; also, includes the development and dissemination of common reference time, navigation, and METOC data.

	Communicate Combat Information
	Support the dissemination, including formatting, of sensor data which is to include detection or track data, signal feature or ID data, or imagery data.

Support dissemination, including formatting, of rules of engagement, target lists, intelligence, and restricted areas.

Support dissemination, including formatting, access and routing, of engagement results and status, including imagery, and mission and operations status.

Support dissemination, including formatting, access and routing, of calls for fire, weapon tasking, aim-point data, weapon disarming orders and warning orders.

	Precision Navigation and Time Generation
	Supply current time, navigation data, and METOC data to all other functions.

	Sustainment
	Functions that support primary war fighting activities

	Battle Readiness
	Need definition

	Acquisition
	Process tools for combat and mission support acquisitions

	In-Theater Engineering
	Provide direct in-theater support for engineering analysis and consult.

	Joint Asset Information Access
	Provide tools for accessing joint asset and status data/information.

	Maintenance Status
	Provides modeling, simulation and analysis tools for assessing material/equipment readiness and status.

	Medical and Heath Situation Analysis
	Provides modeling, simulation and analysis tools for assessing medical readiness and status in joint operations.

	Mobility, Transportation and Movement Analysis
	Provide modeling, simulation and analysis tools for assessing movement/movement readiness and status in joint operations.

	Medical/Health Services
	Support delivery of health, medical services, provide patient status, tracking and record keeping.

	Health Services Support
	Support patient health assessment,treatment, preventative care.

	Medical Treatment Support
	Support treatment of sickness, disease, injury.

	Personnel Management and Administration
	Facilitate assignment, status tracking, emergency leave, and personnel record keeping.

	Workforce Acquisition/Optimization
	Measure and monitor workforce metrics, including comparison against external benchmarks. These solutions for analyzing workforce metrics (such as turnover and time to hire) require ad hoc analysis and query capabilities with multidimensional capability.

	Support Religious and Spiritual Activities
	Support religious activities such as worship service preparation, spiritual counseling and moral assessments.

	No further decomposition of this element at this time
	

	Business
	The focus for application software is to increase the performance and efficiency of business or personal resources. It enables users to leverage the power of computers toward achievement of their business, professional or personal objectives or goals.

	Business Intelligence
	Gather, store, catalogue, retrieve, analyze business data for evaluating, predicting internal performance, processes relative to the business environment and climate. Evaluate the external business environment and facilitate business management, goal setting and strategic planning for the enterprise.

	On-Line Analytical Processing (OLAP)
	OLAP uses a multidimensional view of aggregate data to provide quick access to strategic information for further analysis. OLAP transforms raw data so that it reflects the real dimensionality of the enterprise as understood by the user. OLAP enables decision-making about future actions. OLAP and Data Warehouses are complementary. A Data Warehouse stores and manages data. OLAP transforms Data Warehouse data into strategic information.

	Reporting
	Provide for preformatted on-line or printed results from analysis, queries or other computational data processing.

	Visualization
	Produce various types of graphic/visual media; on-line or printed hard copy. Results from analysis, queries or other computational data processing.

	Financial Management
	Automate and support corporate finance function and related departments of an enterprise. Store relevant data, provide IT foundation for running organizational finances and prepare reports for management and external authorities.

	Accounting
	Enable job cost accounting and control and focus on manufacturing and production environments related to product, labor, parts, time and other inventory, and production expenses.

	Auditing
	Support financial account, record and business unit auditing

	Billing
	Support invoicing and receivables.

	Budgeting
	Allocate funds for specific business activities.

	General Ledger (GL) Consolidation
	Amalgamate an enterprise's general ledger data from internal divisions.

	Credit/Charge Accounts Processing
	Calculate and track credit fees against payable/receivable accounts.

	Currency Translation
	Provide calculation for currency exchange using various indices and currency markets/exchanges.

	Financial Visibility and Transaction Processing
	Facilitate data collection computation and display relative to enterprise transactions and business processes.

	Indirect Purchasing/Procurement
	Facilitate the purchase of goods and services not incorporated into a final delivered product or service.

	Payment/Settlement Processing
	Support payables.  

	Debt Collection
	Track and manage overdue accounts receivable.

	Human Capital/Workforce Management
	Automate HR planning, acquisition, requirements and analysis functions.

	Contingent Workforce Management
	Plan and manage the contingent workforce (temporary and contract staff).

	Organizational Development
	Develop/update competency models, create/update of job profiles as well as competency assessment, gap analysis, developing/ implementing improvement plans, and management of improvement efforts.

	Resource Planning and Allocation
	Automate functions to project HR requirements and planning to acquire and/or redistribute assets to requirements.

	Skills Management
	Facilitate analysis of skill set requirements, capabilities, workforce development  and training to reach current and strategic goals.

	Team/Organization Management
	Assess current organizations capability to achieve current and strategic goals. Develop organizational measures and alternative organizational structures.

	Workforce Directory Maintenance
	Locate and contact specific personnel and groups based on logical query parameters.  (OMB SRM 1/29/03)

	Personnel Capabilities Database Maintenance
	Maintain skills, certification, education, geographic location, availability, bill rates, work experience, areas of interest, employee utilization and career goals

	Human Resources Management
	Store appropriate employee information, provide the IT component for running the relevant business processes and generate reports for management. Functions consist of recruitment, benefits, education and training, personnel administration, contingent workforce management, time and attendance, organizational development, performance management, compensation planning and strategy, workforce analytics, and payroll (gartner).  name (OMB SRM 1/29/03)

	Career Development
	Plan and implement specific personnel and training measures and thus promote employees’ professional development. Ensure that staff qualification requirements are met and planned. 

Compare current or future work requirements with employees’ qualifications, preferences and aspirations. Actual personnel development measures involve either individual business events, or comprise complex development plans, which are, in turn, made up of a number of subactivities. Personnel appraisals form another important basis for personnel development planning. Apart from supplying invaluable information, personnel appraisals can also be used to monitor the success of personnel development measures that have already been introduced.

	Compensation Planning and Strategy
	Create and administrate job descriptions/updates, salaries and employee surveys, setting and maintaining salaries, setting and maintaining short and long-term incentives, and development and implementation of overall compensation packages.

	Education and Training
	Select, acquire, develop, deliver and maintain resources that enhance employee knowledge and skills.

	Personnel Administration
	Maintain employee relations, employee lifecycle, employee communication, onboarding, relocation and expatriate administration, labor management, and local compliance issues.

	Resume Management
	Store, retrieve, sort, categorize and filter resumes.

	Retirement Management
	Maintain retirement benefits and pay eligibility.

	Time and Attendance
	Plan, collect and analyze labor time accounting.

	Benefit Management
	Distribute healthcare and retirement plan information, manage eligibility questions regarding coverage, maintain retirement earning histories, enrollments, new hire processing, retirement or vested rights estimates, and benefits termination administration. (OMB SRM 1/29/03)

	Integrated Plant Systems Management
	Manage resources effectively in synchronization with enterprise objectives and resources, specifically plant-to-enterprise integration management, plant capability and performance portal, plant-specific (finite capacity) scheduling, plant-specific material management, and plant-specific asset and maintenance management.

	Plant Resource Management
	Manage resources effectively in synchronization with enterprise objectives and resources, specifically plant-to-enterprise integration management, plant capability and performance portal, plant-specific (finite capacity) scheduling, plant-specific material management, and plant-specific asset and maintenance management.

	Process Modeling and Knowledge Management
	Process modeling and optimization, process simulation, product specification/ recipe management, bill of material (BOM) synchronization and management, line balancing, and bill of process (BOP) synchronization and management.

	Production Information Management
	Record and archive process/test parameters, product genealogy and quality measures plus the data transformation methods and analytical techniques to turn raw process data and parametric measures into useful information consumable by enterprise business transactions and decision support systems.

	Production Operations Management
	Mount production campaigns and execute them with proper control of shop floor operations while enabling enforcement of process/test parameters, product genealogy and quality. Their functionality includes production order management, work routing and enforcement, work instructions delivery, unit/lot tracking, and regulatory/ quality assurance

	Asset/Materials Management
	Integrate key plant control systems with maintenance activities and functions to reduce downtime and minimize maintenance spending.

	Catalogue and Identify Assets
	Identify assets and activities, and manage requests for service and work schedules. In addition, manage job costing, work orders, asset registration, fixed assets, and predictive and preventive maintenance.

	Asset Transfer and Allocation
	Plan parts and material requirements for maintenance. Integrate with procurement management, enable automatic assignment of ABC classes to stock, as well as cycle counting. Modules in this segment include parts, inventory, orders management and bill of materials.

	Facilities Management
	Support the usage, operation, and maintenance of facilities

	Corporate Functions
	This includes, but is not limited to, fulfillment, order management, asset management, service management, project management, corporate compliance and quality assurance and quality control.

	Fulfillment
	Sub-function to Corporate Functions

	Order Management
	Sub-function to Corporate Functions: Capture, parse and administer order information, including its export into legacy systems and communication with those systems to surface ongoing order status back to end-customers.

	Asset Management
	Sub-function to Corporate Functions

	Service Management
	Sub-function to Corporate Functions

	Project Management
	Sub-function to Corporate Functions

	Corporate Compliance
	Sub-function to Corporate Functions

	Quality Assurance/Quality Control
	Sub-function to Corporate Functions

	Plant/Manufacturing Operations
	This includes, but is not limited to, master production scheduling, material requirements planning (including regenerative MRP), costing, inventory control, bills of material/ routing (including engineering change control), capacity requirements planning (including input/output control, finite scheduling and infinite scheduling), and quality tracking/ control.

	Master Production Scheduling
	Sub-function to Plant/Manufacturing Operations

	Material Requirements Planning
	Sub-function to Plant/Manufacturing Operations

	Costing
	Sub-function to Plant/Manufacturing Operations

	Inventory Control
	Sub-function to Plant/Manufacturing Operations

	Capacity Requirements Planning
	Sub-function to Plant/Manufacturing Operations

	Quality Tracking/Control
	Sub-function to Plant/Manufacturing Operations

	Customer Relationship Management
	Enable greater customer insight, increased customer access, more effective customer interactions and integration throughout all customer channels and back-office enterprise functions.

	Customer Service and Support
	Provide Customer Relationship Management functionality to service and support of direct customers. Automate functions for call center activity insuring follow-up, customer analysis to improve overall customer satisfaction.

	Marketing
	Functions which support CRM business development including needs/requirements analysis, branding, resourcing, customer relations management, strategy development etc..

	Sales
	Customer Relationship Management functions which support activities to manage business opportunity identification, contacts, partnering, bid/proposal preparation, contracts/SOW preparation, negotiation.

	Configuration Management
	A systems engineering and LCM process for controlling and recording engineering changes from baseline for systems in response to technology refresh, deficiencies, requirements change. Uses versioning methodology to maintain a clear understanding as to the makeup of the system and provide a evolo0uionary historical record.

	Configuration Control Process
	Functions which are associated with implementation and execution of the Configuration Management Plan.

	Environmental Analysis Support
	Functions which support analysis of the following enterprise definitions: Desktop/client, Server/host, Connectivity, LAN, WAN, Corporate premises equipment, Public network.

	Test & Evaluation
	Functions relating to processes of developmental, operational evaluation of systems and software.

	Logistics
	Provides functions for all enterprise logistics and supply activities.

	Engineering Logistics
	Provides functions, applications and tools for supporting/executing design and LCM engineering logistical processes at the both the enterprise and functional level.

	Maintenance Logistics
	Procurement, distribution and replacement of maintenance goods and services.

	Mobility, Transportation and Movement Logistics
	Mobilize/transport personnel and equipment.

	Supply Logistics
	Functions to support enterprise supply.

	Service Process Optimization
	Track and allocate the major resources of services companies or departments namely people, intellectual capital, and time to their output (proposals, contracts, projects, and reports).

	Analytics and Forecasting
	SPO/PSA analytics makes use of intelligence capabilities to store, stimulate, report, forecast and exploit the knowledge gained from each project to improve planning, increase ROI, decrease inefficiencies in the purchasing organization, and forecast potential profitability.

	Knowledge Management
	Identify, manage, and share all of an enterprise's information assets.  Allows decision makers to collaborate, to add commentaries to reports and key figures, to automate approval processes, and thereby participate in decision-making within the wider context of the enterprise. Knowledge Management is further broken down into content management and collaboration.

	Opportunity Management
	Manage outward-facing/ CRM-related functions.

	Process Automation Services
	Provide enterprise automation development.

	Resources and Project Management
	Break down a project into smaller tasks and assign resources to manage the overall project.

	Analytical and Statistical Data Maintenance
	Collect and process data for research and analysis functions, in the scientific, business domains and media domains.

	Enterprise Application Support Services
	Provide User IT Support.  Support enterprise users with general IT functions (DON CIO).  Includes personal productivity tools and individual tailoring of automated capabilities for the end users. Support applications are common applications (e.g., word processing, spreadsheets) beyond BNIDS that can be standardized across individual or multiple mission areas to support enterprise wide user requirements. Support applications can provide a mission-specific service or they can provide general service.

	Briefing and Presentation Services
	Create, edit, format, manipulate and display slides and handouts for presentations.

	No subfunctions for use as system components at this time
	

	Calculation Services
	Perform routine and complex arithmetic calculations.

	Currency Conversion
	Conduct two way currency conversion based on current market exchange rate.

	Calendaring
	Schedule and view resources. Reduce the time needed to schedule meetings and identify and reserve required resources, including people, conference rooms, and equipment such as overhead projectors.

	Scheduling
	Schedule meeting and facilities based on calendars and availabilities.

	Task Management
	Provide project status/tracking online meetings (net meeting), discussion threads, scheduling.

	Team Support
	Provide for document-based collaboration, targeted at teams with self-administration. They do not include e-mail capability, which is assumed to be already in place.

	Threaded Discussion
	Conduct asynchronous "conversations" on the Web.

	Audio Conferencing
	Conduct single or multiple internet meetings through a provider.

	Desktop Communication Application Management
	Maintain permissions, accounts and passwords for desktop communication applications.

	Events/News Management
	Take registrations and process payments online for news, meetings and events.

	Instant Messaging
	Conduct instant messaging.

	Real-Time Chat
	Host and participate in live back-and-forth conversation on the Internet by means of typing on the computer keyboard.

	Real-Time Collaboration
	Interaction between participants in real time, in a meeting or presentation format. They include application sharing and shared whiteboard.

	Video Conferencing
	Conduct VTCs

	Data Encryption
	Encode and decode data so that an unauthorized party cannot decipher it, and includes the following subsegments.

	File and File System Management
	Browse, copy, delete, properties, synchronize, compare, etc.

	Labels and Identifiers Scanning
	Scans IR/OCR barcodes and text characters for entering or retrieving detailed item data. POS transactions, inventory etc.

	Document Services
	Manipulating styles, formats, file types.

	Document Conversion
	Convert/export documents, graphics to different formats. Used for security and portability. (OMB SRM 1/29/03)

	PDF Document Production
	Convert various types of documents to Portable Document Format. Adobe Acrobat.

	Document Viewing
	View document formats.

	Font Creation
	Design font attributes for use in word processing and graphics programs.

	Word Processing
	Create, edit, format and manipulate text documents including the insertion of multimedia objects

	Audi/Graphic Media Services
	Develop audio and graphical media.  Support editing, formatting, distribution, filing, and archiving.

	Audio and Music Production
	Produce music and audio, either as digital or analog media

	Desktop Publishing
	Produce electronic and printed documents. Provide tools for formatting, layout of text and graphics.

	Graphics Development Support
	Create and edit graphics, photographs and mixed media.

	Presentations Development Support
	Assemble presentations from a collection of different media types and sources. Provides features for enhancing presentation flow and consistent style.

	Media Management Support
	Facilitate graphic, video and audio production workflows.

	Video (Pro) Production
	Assemble/edit clips, graphics and segments into a final media production including adding transitions, special effects and text.

	Business Intelligence and Data Warehousing
	Store, access and analyze data in a data warehouse. This includes online analytical processing (OLAP) tools, executive information systems, query-and-reporting tools, multidimensional tools and decision support systems.

	Data Mining
	Discover meaningful new correlation, patterns and trends sifting through large amounts of data stored in repositories, using pattern recognition technologies and statistics.

	Data Management Services
	Provide for the independent management of data shared by multiple applications. These services support the definition, storage, and retrieval of data elements from Database Management Systems.

	Archive Data
	Periodically archive data based on usage access or other system requirements.- Src: (SPAWAR 05 3/03)

	Data Storage/Retrieval/Updating
	Store data in a single, discrete source to facilitate retrieval, update, and storage of new data.- Src: (SPAWAR 05 3/03)

	Database Queries
	Perform data base queries to support the retrieval of needed data.- Src: (SPAWAR 05 3/03)

	Data Administration
	Provide tools which improve data quality, security, ease of access, and reduces the redundancy of the data. Formulation of data standards and access policies.

	Data Cleansing and Quality
	Improving the integrity of data in a database (OMB SRM 1/29/03)

	Data Integration
	Provide transformation and intelligent routing, and business process management or a message warehouse including development tools for defining transformation rules and routing flows, security facilities, and administration and monitoring facilities to manage broker configuration.

	Data Loading
	Load data to applications in the proper structure while insuring data integrity. (OMB SRM 1/29/03)

	Data Migration
	Move/convert data when for example consolidating duplicate systems that spring from mergers/acquisitions, moving applications to distributed platforms, and modernizing existing applications. Ensures that data is properly transferred and transformed and that the relationships that make the information useful are preserved.

	Data Transformation and Translation
	Pull data out of one database and placing it into another of a different type (gartner}, name change DON CIO

	Data Deletion
	Remove/discard stored data as required.- Src: (SPAWAR 05 3/03)

	Data Integrity Maintenance
	Ensure data storage process does not alter stored data in a manner that compromises the integrity of the data.- Src: (SPAWAR 05 3/03)

	Data Correlation
	Use defined rule sets/criteria to identify and correlate data.- Src: (SPAWAR 05 3/03)

	Data Protection
	Store data in a manner that protects it from loss due to fire, water damage, information operation threats, and Electromagnetic Pulse (EMP).- Src: (SPAWAR 05 3/03)

	Data Fusion Services
	Use defined rule sets/criteria to fuse data from different sources as a single entity while maintaining individual data tags.- Src: (SPAWAR 05 3/03)

	Data Storage Infrastructure Visibility
	Display status of data storage infrastructure in order to efficiently manage storage capacity.- Src: (SPAWAR 05 3/03)

	Information Routing
	Maintain a database of route history for all mission planning and platform activities.- Src: (SPAWAR 05 3/03)

	Document Management Services
	Document management services are analogous to information management services, providing other environments with the means to access and manipulate documents—either text only or some combination of data, text, voice, graphics, and image (a compound document).  

	Document Distribution Control
	Electronically delivering documents. List management.

	Document Management
	This segment covers products for management of documents and document production processes in a collaborative environment. It does not include content management systems intended purely to support Web content created for publication. These systems include basic document library functionality with version control and check-in/check-out abilities.

	Enterprise System Services
	Provide enterprise wide IT infrastructure (RF Communications, Satellite, intranet, internet).

	Data Interchange Services
	Provide data interchange, storage, retrieval and update for databases.

	Data Interchange
	Sub-function of Data Interchange Services

	Data Storage
	Sub-function of Data Interchange Services

	Data Retrieval
	Sub-function of Data Interchange Services

	Data Update
	Sub-function of Data Interchange Services

	Control Operation of Computer
	Control scheduling, allocation, and sequencing of computer system resources and operations.

	Control Scheduling of Computer System Resources and Operations
	Sub-function of Control Operation of Computer

	Allocation of Computer System Resources and Operations
	Sub-function of Control Operation of Computer

	Sequencing of Computer System Resources and Operations
	Sub-function of Control Operation of Computer

	Network Application Services
	System functions that provide the capability to access and use applications on the network. - Src: (SPAWAR 05 3/03)

	Equipment Availability
	Maintain status of system/equipment "on time" and maintenance time to determine availability. - Src: (SPAWAR 05 3/03)

	Equipment Capability
	Maintain a data base of equipment characteristics and performance to predict equipment capability. - Src: (SPAWAR

	Equipment Performance
	Maintain status of circuits, communication paths, communication plans and networks to determine equipment performance. - Src: (SPAWAR 05 3/03)

	Equipment Location
	Maintain a database of the location of all equipment. - Src: (SPAWAR 05 3/03)

	Operational/Tactical Information Dissemination
	Exchange/share operational/tactical information throughout the network with geographically dispersed users. - Src: (SPAWAR 05 3/03)

	Electronic Mail Exchange
	Allow users at workstations and terminals to compose and exchange messages. - Src: (SPAWAR 05 3/03)

	Display Generation
	Access information/data to generate associated displays. - Src: (SPAWAR 05 3/03)

	Network Applications Scalability
	Add and/or remove network applications without manual intervention by network administrator. - Src: (SPAWAR 05 3/03)

	Web Browsing Support
	Provide access to compatible products that support HTML, XML, UML, JAVA, and other components that are in compliance with the "Policy Guidance for use of Mobile Code Technologies in Department of Defense (DoD) Information Systems." - Src: (SPAWAR 05 3/03)

	Network Services
	Systems functions that support the switching/routing of data through a communications network. - Src: (SPAWAR 05 3/03)

	Prioritize Network Transfers
	Prioritize information transfers based on specific information types, mission types, and/or units and recognize the prioritization to permit appropriate routing. - Src: (SPAWAR 05 3/03)

	Data Compression
	Eliminate gaps, empty fields, redundancies, and unnecessary data to shorten length of data blocks prior to transfer. - Src: (SPAWAR 05 3/03)

	Voice Compression
	Convert analog voice to digital data samples, then compress by eliminating gaps, redundancies, and unnecessary data to shorten the length of data blocks prior to transfer - Src: (SPAWAR 05 3/03)

	Dynamic Switching/Routing Across Networks
	Identify source(s) and destination(s) addresses (intra-ship, off-ship within same OPAREA, off-ship destined outside OPAREA, etc.) and send data via the optimum path/link (satellite, tactical data link, point-to-point, or network radio). - Src: (SPAWAR 05)

	Networking Desktop Services
	Ensure reliable end-to-end delivery of data including software addressing, routing and switching, and data flow control  (Layers 3 and 4 of the OSI Reference Model).

	Transport Services
	Provide machine aid to all form of communications; includes the transfer, control, dissemination and exchange data and data products (information) between systems. Includes service, planning, management & support of communications.

	Communication Plan Execution
	Establish communications systems/ networks in accordance with the Communications plan.  Identify transport system availability, set priorities, and control the configuration and use of these systems. - Src: (SPAWAR 05 3/03)

	Communications Control
	This function shall: control communications equipment and systems and control the use of communication protocols to interface user services with physical communication systems

	Automated Load Balancing
	Automatically control transmission of information across the RF communications systems based on utilization.- Src: (SPAWAR 05 3/03)

	Operational Mode Control
	Maintain control of the operational mode of the information transport services for Normal, Battle short, and EMCON conditions.- Src: (SPAWAR 05 3/03)

	Local/Wide Area Network Interface
	Enable messages in the form of voice, video, and data to be distributed to and received from terminals/workstations in various shipboard/shore facility sites.- Src: (SPAWAR 05 3/03)

	Security Maintenance During Data Transmission 
	Ensure information security measures are implemented, using encryption/decryption devices, keys, etc. to ensure protection of all traffic at the appropriate level.- Src: (SPAWAR 05 3/03)

	Quality of Service (QoS) Maintenance
	Provide the ability to guarantee the delivery of time-sensitive data, control the bandwidth, set priorities for specific network traffic, and provide an appropriate level of security.- Src: (SPAWAR 05 3/03)

	Digital Data Modulation
	Convert a series of binary voltage pulses into an analog signal by a modulating carrier frequency so that it can be transmitted on a telecommunications network.- Src: (SPAWAR 05 3/03)

	Information Preparation for Transmission
	Format information properly for the network/ communications system requirements.- Src: (SPAWAR 05 3/03)

	Protection Against Electromagnetic Pulse (EMP) and Directed Energy Threats
	Employ protective measures to ensure survivability of hardware and software in the event of EMP or directed energy attack.- Src: (SPAWAR 05 3/03)

	Retransmit/cross-band information
	Resend or transfer information from one frequency band/waveform to another.- Src: (SPAWAR 05 3/03)

	Radio Frequency Scan
	Search the radio frequency spectrum based on operator input or presets.- Src: (SPAWAR 05 3/03)

	Multiple Channel Information Transfer
	Transmit data in either full-duplex (FDX) or half-duplex (HDX) mode. FDX is the capability for simultaneous transmission in two directions so that devices can send and receive data at the same time.  HDX is the ability to transmit on the same channel in two directions, but only one direction at a time..- Src: (SPAWAR 05 3/03)

	Multiple Waveform Transmission
	Provide functionality to select waveform (HR, HJG, SATCOM, Wideband Networking Waveform (WNW), etc.) for enhanced force security and power projection across variety of networks.- Src: (SPAWAR 05 3/03)

	Information Transmission/Receipt
	Transmit data/information through wireless, networked, or directly connected means.- Src: (SPAWAR 05 3/03)

	Access Control
	Limit access to information by authorized users only [SIAP WG]

	Role / Privilege Management
	Manage information access according to user profiles (e.g. Multi-Level Security) [SIAP WG]

	User Management
	Track users, their profiles, system usage, and data usage history to manage access [SIAP WG]

	Data Verification
	Validate information/data integrity [SIAP WG]

	Storage Management
	Coordinate the retention of data for subsequent use [SIAP WG]

	Backup
	Store duplicative data [SIAP WG]

	Enterprise Management of Storage Resources
	Maintain data storage processes [SIAP WG]

	Database Management
	Provide the hardware and software functions required to maintain databases. - Src: (SPAWAR 05 3/03)

	Encyclopedic Database Management
	Maintain an encyclopedic database. - Src: (SPAWAR 05 3/03)


BEA SV System Functions definitions

The following are Service Domain, Service Types and Service Components definitions as derived from the BEA V1.0 systems functions.
01.0 General Ledger
This entity establishes the general ledger account structure consistent with the U.S. SGL, establishes transaction edit and posting rules to record financial events, maintains standard report mapping rules, and serves as the central repository for financial transaction postings.
02.0 Information Services
This entity prepares and delivers information products such as reports, data sets, multi-dimensional databases, and dashboards to users.  The information products are prepared and delivered based on user information requirements and standardized business rules.
03.0 Materiel/Asset Inventory Management
This entity manages the inventory and condition of property, plant, and equipment, including personnel property (real property, National Defense, and equipment), heritage assets, and stewardship land.  It tracks information such as property category, property owner, property location, condition, value, depreciation, and disposition of asset.  It includes reporting of valuation and depreciation and analysis of current and historical data.  This entity maintains information about materiel items in inventory.  It maintains vendor visibility of the inventory to allow fulfillment when necessary, and includes a mechanism to make known to vendors the need for an outsourced service.  It allows the user to issue or loan a materiel item from inventory.  The entity also accounts for materiel items in transit, and provides data to assist inventory managers in their responsibilities, including recording the results of taking physical inventories.
04.0 Accounts Receivable Management
This entity accounts for amounts due from others as the result of performance of services by a Military Department or Agency, delivery of goods sold, the passage of time (e.g., interest earned), loans made to others that must be repaid, or other actions.  Receivables are accounted for as assets until funds are collected, or determined to be non-collectable in whole or in part.  Additionally, some receipts may be collected without the prior establishment of a receivable, as in the case of goods sold for cash.  This entity records, monitors, and collects amounts due the DoD whether previously established as a receivable or not. These activities are supported by aging schedules, exception reporting, and monitoring due diligence efforts.
05.0 Cost Management
This entity creates, analyzes, and provides information on the full cost of products, services, customers, contracts, projects, processes, and other cost objects.  These cost objects and contributing resources, processes, and activities are identified and modeled for the purpose of assigning/allocating both direct and indirect costs to determine the full cost.
06.0 Workforce Management
This entity allows managers to structure organizations, develop standard position descriptions or generate new position classifications, manage authorized positions, support budget planning, electronically initiate the full range of recruitment-based actions, and to support the full range of individual and mass personnel actions throughout the lifecycle of an employee such as appointments, reinstatements, transfers, promotions, separations, retirements, terminations, furloughs, change to lower grades, and reassignments.
06.1 Maintain Workforce Requirements
This function allows managers to structure organizations under their control and to develop classification documents through the use of standard position descriptions and classifications, or through the generation of new standard positions or classifications.  This function supports budget planning and full identification of position requirements, including the ability to annotate a position's unique requirements.
06.1.1 Structure Organization/Position
This function maintains the Department of Defense Agency organizational structures and the Department of Defense Armed-forces organizational structures, and tracks information on peacetime authorizations and wartime requirements that may result in the monitoring or updating of the organization structures and definitions.  This function also supports the preparation of the Department of Defense human resource budget.
06.1.2 Support Strength Planning
This function supports the development of personnel strength requirements to support preparation of the Department of Defense human resource budget.
06.1.3 Establish Position
This function supports the establishment, classification, and update of Department of Defense position structure and definition.  This function supports full identification of position requirements, including the ability to annotate a position's unique requirements.
06.1.4 Manage Workforce
This function supports the analysis of strengths, work years, gains (accession goals) and losses, force restructuring programs, active duty tour requirements, management of reserve man days, mobilization/demobilizations, and retention initiatives in order to meet mission needs and to manage to budget.
06.2 Recruit Candidate
This function enables managers to electronically initiate the full range of recruitment-based actions from identifying the vacancies to be publicized and identifying eligible candidates through managing the processes for recruitment and personnel selection.  This function provides for the generation of documentation needed to complete the process.
06.3 Provide Human Resource Self-Service
This function allows managers and employees to review and update permitted personal information, professional information, training information, and benefit information.  This function supports direct remote access by the employee via web-enabled technology or via telephone.
06.4 Support Employee Relations
This function provides the capability to track and record the full range of employee, management, or third-party generated appeals and grievances.  This includes judicial and non-judicial actions, sub-standard performance, conduct cases, unfair labor practices, and labor contract administration.  This function tracks employee relations actions from initiation through completion and supports labor/union relations including negotiations or other labor-management discussions, contract administration, and resolution of disputes.  This function also supports and tracks communications with management, labor and employees such as newsletters, e-mail, bulletin boards, commander's calls, etc.
06.5 Develop Workforce
This function provides the capability to use position and personal data to facilitate on-line initiation of the full range of career planning and work force development activities such as nomination, approval, evaluation, and personnel record documentation.
06.6 Manage Profile
This function allows managers to collect, support, verify, maintain, and account for personnel information, and provides distribution of profile information based on customer queries.
06.7 Support Competency Development
This function supports conducting and managing training, education, certification/licensing, and testing for purposes of developing competency in all employees.  This includes maintaining the course catalog and providing student courses and resource management.
06.8 Plan Human Resources
This function produces the human resource assessments included in the strategic Plan and Business Plan to support planning and budgeting.  These assessments include travel, training/education, benefits, other reimbursements, and workforce.
07.0 Benefits Administration
This entity supports the formulation and maintenance of benefit programs and quality of life programs.  It also process benefit reimbursement requests.
08.0 Payroll
This entity provides the capability to calculate gross pay and allowances, deductions, employer contributions, and net pay for each employee (civilian, military, annuity, and retirement), as well as expense and travel reimbursement.
08.1 Calculate and Administer Payroll and Expenses
This function calculates gross pay and allowances, deductions, employer contributions, and net pay for each employee (civilian, military, annuity, and retirement), as well as expense reimbursement.  It also allows for adjustments and recalculates pay as necessary, and provides for the distribution of funds and the generation of tax reports.
08.1.1 Calculate Pay
This function calculates gross pay and allowances, deductions, employer contributions, garnishment pay-off, and net pay for each employee (civilian, military, annuity, and retirement).  This function calculates adjustments, retroactive to the gross pay and allowances, deductions, employer contributions, and net pay for each employee (civilian, military, annuity, and retirement), as well as expense reimbursement.
08.1.2 Prepare Accruals
This function prepares the payroll information accumulating from the last pay period to the end of accounting report periods.
08.1.3 Add Travel and Other Expense Reimbursement
This function calculates all qualified expense reimbursements such as travel expenses, educational expenses, professional expenses, or other qualified expenses.  This function allows managers to establish an algorithm for reimbursement on education expenses such as 100% for grade A, 90% for grade B, etc.
08.1.4 Prepare and Request Distribution of Funds
This function prepares the amount of each payment to the fund receivers.
08.1.5 Generate Confirmation and Tax Reports
This function generates the pay statement and tax forms for the employees.
08.2 Process Labor Cost and Distribution
This function provides for the collection, maintenance, and management of labor costs based on classifications and coding structures specified by the Service/Agency, for the purpose of reporting data to other systems, especially cost accounting systems.  This function computes cost information for use in budgeting and controlling costs, performance measurement, determining fees and prices for services, assessing programs, and management decision-making.
08.3 Process Debt
This function records the debt amount into the deduction profile that is processed later by the payroll function to deduct the debt amount from the employee pay.
08.4 Process Non-Travel Reimbursable Expense
This function captures and validates professional development expenses, educational expenses, and other qualified reimbursements based on business rules.  It also processes reimbursement approvals, and records the approved reimbursements in the Payroll/Travel Management Profile in order to be included in the payroll.
09.0 Contract and Purchase Payments
This entity processes claims for payment that are tendered against valid purchase contracts.  It determines the validity of payment claims, calculates the appropriate payment date, and determines the exact amount of each qualified payment.
10.0 Enterprise Reference and Meta Data Management
This entity supports the FMEA by collecting and integrating data required to manage enterprise data and information structures.
11.0 Data Integration Management
This entity manages the exchange of data between systems using enterprise data structures.  The data management aspect of this function can include sharing of data between systems in real-time or batch, scheduling interfaces between systems, transfer of data between FMEA systems and external systems, ensuring completion of the data transfer, transfer of data to operational data stores, aggregation of data into a data warehouse structure, and summarization of data and population of data marts.
11.1 Identify Shared Data (Change/Publish)
This function identifies shared data from FMEA system entities and determines if the data contains changes, adds, or deletes to be shared with other FMEA system entities.  The Conceptual Business Data Model is used to identify data sources in the architecture.  The Source of Record is used to identify systems of record for each set of data required to fulfill the data request.  System Meta Data describes each system providing data needed to fulfill the request.
11.2 Analyze/Translate Request
This function parses the request for shared data, translates the request to a common standard, and packages a formal request that other functions can fulfill.  Local to Conceptual Business Data Model Mapping is used to translate the request to the FMEA common data forms and structures.  The Conceptual Business Data Model is used to identify data sources in the architecture.  Source of Record is used to identify systems of record for each set of data required to fulfill the data request.  System Meta Data describes each system that provides data needed to fulfill the request.  Transformation Rules are used as needed to change the form of data needed.
11.3 Identify Subscribers
This function receives shared data, identifies FMEA system entities that subscribe to the data and retrieves attributes of each subscribing FMEA entity.  FMEA system entities that subscribe to the data are identified in Subscription Meta Data.  System Meta Data is the source of FMEA entity attributes.
11.4 Obtain Data
To fulfill a request for shared data, this function requests, manages and receives responses to/from (FMEA system entities and operational data stores) that are the sources of data for the request.
11.5 Translate Data to Common Form
To enable data sharing the FMEA converts data from individual FMEA system form and structures to a common form and structured used to share data.  This function translates data from the form and structure of a local FMEA system and translates it to the FMEA common form and structure using Local To Conceptual Business Data Model Mapping.
11.6 Translate Data to Local Form
To enable data sharing the FMEA converts data from individual FMEA system form and structures to a common form and structured used to share data.  When translation is needed, this function translates data from the FMEA common form and structure to the form and structure of a local FMEA system using Conceptual Business Data Model to Local Mapping.
11.7 Manage Keys
This function will provide enterprise primary key values for data that is being integrated, aggregated, and stored in the enterprise report structures.  The function will not control keys assigned in functional systems.  It will map functional system keys to intelligent keys in enterprise common data structures including:  operational data stores, data warehouses and data marts.  Common Key Mapping provides data needed to construct new keys.  Common Key Mapping Changes provide identify current enterprise keys and data, and makes changes to key mapping using Common Key Mapping Changes.
11.8 Transform Data
This function uses FMEA Transformation Rules to provide FMEA data transformation services.  Data transformation changes the form of data with data Transformation Rules.  Transformation Rules include user-defined transformations to convert, group, encode/decode, and summarize data.
11.9 Summarize Data
This function provides data aggregation and summarization services to the FMEA using FMEA data summarization rules from Business Structure and Reference Data.
11.10 Deliver Data
This function identifies the route(s) needed to send data to destination FMEA System Entities and external entities and send the data to its destinations.  Data routes are maintained as System Meta Data.
11.11 Verify Data Subscription
This function validates data exchanges requests generated outside the FMEA to determine if the interface will be accepted, and initiates data exchanges generated inside the FMEA with a data subscription, or on an interface schedule.  Interface Schedule is used to manage scheduled data exchanges.  Subscription Meta Data is used to manage data subscriptions.  System Meta Data provides data about FMEA System Entities with interfaces or subscriptions.  Shared Business Rules provides shared rules needed to manage interfaces, subscriptions and schedules.
11.12 Filter Data
This function evaluates data collections and selects needed data using filter rules maintained in the Business Rules Data Store.
11.13 Identify New/Changed Data
This function will compare new data to historic data to determine any changes that have occurred in each record.  New, deleted, or modified records will be flagged for further possessing into the reporting data structures.
11.14 Cleanse Data
This function evaluates data from FMEA external sources for compliance with enterprise data standards and business rules to ensure that it meets FMEA data quality standards. Data cleansing is accomplished using Data Cleansing Rules.
11.15 Acquire External Data
This function acquires data from an FMEA external source and evaluates the data to ensure that it is physically complete and error free.
11.16 Load Data
This function routes and loads data to a destination data store (not to be confused with the Deliver Data function that delivers data to another system function, not a data store).
11.17 Manage Data Errors
This function resolves data cleansing issues identified when non-FMEA data is imported into the FMEA.  It applies known rules associated with data anomalies to make necessary repairs.  If the errors cannot be repaired, the data provider is informed.
12.0 Information Services Archive Management
This entity archives Information Services data (from Data Marts, Data Warehouses and Operational Data Stores) and products using centrally managed business rules.  When archived data or products are required, they can be retrieved from FMEA archives.
13.0 Procurement and Acquisition
This entity is used to convert acquisition requirements into completed purchases.  It enables the planning, executing, monitoring, and controlling of purchases made by the Department of Defense.  These functions cover the range of requirements from simple, low cost goods and services through major, highly complex acquisition projects.
14.0 Purchase Card Program Management
This entity supports the use of purchase cards in the Government.  The purchase card enables personnel to make purchases without formal approval for each individual purchase.  The purchase cardholder is initially screened, is given credit limits, and has guidelines for the type and amount of purchases.
15.0 Contract Management
This entity maintains contract abstracts throughout a program life cycle including appropriations, calls, target dates, terms and conditions, scheduled shipments/deliverables and payment structure.  Both year-to-date and inception-to-date tracking is required.  All contracts are supported, whether for products or services, and whether delegated or not.  This entity supports the establishment and monitoring of Service-Level Agreements, primarily between DoD service providers and the receivers of those services.  Any service or agency can be a service provider.
16.0 Budget Formulation
This entity supports budget preparation primarily during the Programming and Budgeting phases of the Planning, Programming, and Budgeting cycle.  It supports the initial establishment of the DoD budget through the budget cycle to submission, supports justification of the President's Budget, and supports budgeting for supplemental requests throughout the budget year.
17.0 Knowledge Management
This entity is concerned with creating, building, compiling, organizing, transforming, pooling, disseminating, transferring, applying, and safeguarding knowledge.  Expected FMEA knowledge includes among others, budget guidance, financial management regulations and interpretations.
17.1 Develop Knowledge Work Plan
This function is initiated upon the receipt of an alert or request from a party that new or revised knowledge is needed.  Upon approval of the need by a knowledge decision maker, the function provides for creation and distribution of a knowledge work plan that includes task descriptions, designation of knowledge developer(s), the schedule, and the intended audience, including the planned distribution.
17.2 Process Knowledge Review Decision
This function performs its processing at several times during the knowledge management life cycle.  Initially there is a decision state to begin or not to begin a knowledge work plan.  Given that the decision state is "begin", and subsequent to the development of the knowledge, there is (are) a review (or reviews), and appropriate rework as necessary, that results in an "approved" state for the knowledge that enables the distribution of the new/revised knowledge.  The content of the decision may include new knowledge, revised knowledge, and knowledge designated for retirement.
17.3 Knowledge Content Control
This function identifies and controls the flow of the content into the knowledge store(s).
18.0 Integrated Logistics Planning
This entity encompasses all functions that result in an Integrated Logistics Plan.  Major parts of the integrated plan include materiel inventory, transportation, maintenance, returns, and logistics services.
18.1 Manage/Develop Plan Criteria
This function includes the development of basic planning information such as planning premises and assumptions.  Premises and assumptions may be derived from transaction summaries, forecasts and historical records.
18.2 Assess Demand
This function records into the planning database an assessment of the impact of logistics order backlogs on the logistics planning objectives.  Order backlogs may pertain to orders for materiel, transportation, or other logistics services.  Based on the assessment of backorders, aggregate projections and forecast demands are revised.
18.3 Assess Capacity
This function records into the planning database an assessment of the impact of logistics capacities on the logistics planning objectives.  Capacities may apply to any materiel resource or means of production or delivery used for logistical purposes.  The assessments may be based on calculations or forecasts dealing with existing capacity, current and planned use of capacity, and the degree to which a capacity limit is approached or exceeded.
18.4 Develop Integrated Logistics Plan
This function produces the integrated logistics plan from the various plans produced by materiel inventory, transportation, maintenance, returns, and logistics services.  The integrated logistics plan is then distributed for execution of functions related to asset/materiel.
18.5 Establish Materiel Master Record
This function captures and maintains basic descriptive information for the establishment of the initial master record for any inventory materiel item.  This information is used in the development of future plans such as what items are available within the logistics chain.
18.6 Establish Asset Master Record
This function creates and maintains the initial master record for asset items such as real property, vehicles, and weapon systems.  This information is used in the development of future plans.
18.7 Plan Logistics Services
This function enables the planning of services to be performed by balancing and scheduling service requirements versus resources available.  The logistics services include health services, general engineering and quality of life.
18.8 Develop Logistics Strategy
This function supports the development of strategic and business unit plans and objectives.
20.0 Warehouse Management
This entity provides for the physical receiving, storage, breakdown, packing, handling and physical distribution of materiel. The system is highly dependent on interfaces with other systems/functions, most notably receiving, inventory, and transportation.
20.1 Process Shipments
This function supports the physical storage of materiel and identifies the location at which it is stored.  This function supports the initial delivery of materiel to the warehouse.  The system produces a report of items ordered from the procurement system.  This process reconciles items received with total quantities procured to identify either overage or short shipments.
20.2 Record Inspection
This function compares received materiel against the order and the packing list.  Any discrepancies are rejected and sent back to the vendor.  For accepted items, this function updates the asset/inventory system to reflect the additional items.
20.3 Record Receipt
This function supports the receipt of goods in a warehouse, which takes place after final inspection and delivery.  This receipt is forwarded to the core financial system to close a contract upon delivery.
20.4 Record Issuance
This function supports the issue of materiel items, transfer between services, etc., in order to maintain accurate records of the location of assets.  This function prepares the pick-list to be used in pulling materiel out of stock.  This function reduces the on-hand quantities by the number of items removed.
20.5 Execute Materiel Resource Schedule
This function triggers a detailed executable schedule from prior plans for all activities performed that involve the appropriation of material or supplies to meet actual or expected requirements.
21.0 Sales Order Management
This entity captures sales orders, and manages the order through approval and placement for internal and external DoD customers.  Sales order pricing is based on stabilized rates or based on time and materials plus indirect costs.  Other standard functions include order configuration, triggering of periodic billing, changes to orders, and order status inquiries.
21.1 Process Sales Orders
This function processes customer requests for goods or services, including order capture and configuration, pricing, inventory availability, and order status.  Accepted orders flow to logistics for fulfillment and order status is maintained through the actual shipment of goods.
21.1.1 Capture Order
This function captures the order/item specifications, along with the customer identity including shipping and billing data.  It validates the item attributes, determines item availability, and provides for the placement of the order.
21.1.2 Configure Order
This function ensures that only the allowable combinations of features and options are ordered for a configurable item based on selections made by the customer.
21.1.3 Change Order
This function captures and confirms changes to existing orders.  It notifies the appropriate parties of the change, such as notifying shipping if the ship-to address changes.  It also provides for the cancellation of an order.
21.1.4 Provide Order Status
This function allows the user to inquire about the status of an order, indicating where the item is in the order fulfillment process.
21.1.5 Calculate Order Price
This function determines the price for individual order items as well as for the overall order, such as shipping and handling.  Pricing may vary for internal and external customers.  Pricing is done on a time and materials basis, and may be based on hours extracted from labor actuals, or on the stabilized price for material.  This function calculates prices so that they are available at the time that orders are captured.
21.1.6 Process Order Return
This function provides for the return of an order by a customer for any reason (unneeded, change of specification, etc).  A return authorization may be established based on the customer's request to return an item.
21.1.7 Trigger Billing
This function triggers billing for orders, including those that are paid on a regular installment basis.  The amount of the installment due is determined.  It also generates a general ledger posting.
21.2 Maintain Billing Rates
This function maintains stabilized cost recovery rates for goods and services sold for both internal and external customers.
21.3 Track Job Orders
This function creates job orders from sales orders and tracks direct costs against them.  Actual labor and materials may be accumulated, or specific actual expenditures may be assigned.  Cost management also posts indirect costs to job orders.
21.4 Monitor Order Cost Recovery
This function examines a set of materiel or service orders for a specified time period and compares revenue to direct and indirect cost to determine if cost recovery for the orders is sufficient.  Postings for gain or loss for the orders is determined for Working Capital Funds.
21.5 Track Project Service Status
This function captures the status and completion of scheduled service requirements and communicates the outlook to providers and service receivers.
21.6 Forecast Demand
This function develops a forecast of demand for external or internal DoD customers based on customer projections and/or historical buying patterns.
22.0 Distribution and Transportation
This entity supports the determination of where, when and how material is to be distributed and transported.  This entity supports the determination of transportation routines, modes, packaging and handling requirements, and warehousing requirements for initial receipt, during transit and at final destinations.  This entity also supports the transportation of personnel.
23.0 MRO and Modification
This entity accounts for all actions taken to retain materiel in an operational status and to restore it to serviceable condition (Maintenance, Repair, and Overhaul - MRO), or, updating and upgrading its functional utility through modification.  The system's capabilities include inspection, testing, servicing, classification as to serviceability, repair, rebuilding, and reclamation.  Shop Floor planning for re-fits is also provided.
24.0 Workflow Management
This entity manages business automation.  The automation mechanism is a rules-based workflow engine. Workflow subsystems may be configured to model the significant events of a business process and route messages or data to destinations based upon predetermined or content-dependent routings.  Workflows may loop, branch into parallel flows and rendezvous, decompose into sub-flows, branch on task results, time out, and more. Messages may be in the form of email, entries in work lists, or compound documents. Messages solicit input or alert of routine or exception conditions, although monitoring for exceptions is the most productive use for workflow systems.  As a result, dissemination of information to decision makers is a powerful application of workflow. Messages may be routed inside of applications, or between applications. The messaging may be synchronous (request-response) or asynchronous (store and forward).
24.1 Define Events
This function is used to define the events that trigger a workflow.  It also defines the subscribers to the event who can be either individuals or groups.
24.2 Define Event Process
This function is used to define a specific workflow process based on an event.  The process includes assigning the individuals or groups and the sequence in which they participate in the workflow.  This function supports changes in the roles without modifying the process.
24.3 Capture Event Occurrence
This function recognizes that an event has occurred to trigger a process, or that a subsequent event has followed.  It then initiates or continues the workflow defined for the event.
24.4 Route Event
This function is responsible for routing the event object according to the defined process.  The object can be routed to the individuals or groups as defined via web or email.  As per the defined process, routing can be based on business rules, including delegation to a group or assistant.  This function continually monitors the Events data store for postings of events or dispositions.
24.5 Monitor Worklist
This function allows subscribers to monitor the events queued to them or the group they represent.  A consolidated worklist is presented to the subscriber.  Subscribers may review, approve, or reject the event, as well as invoke any exception that may alter the routing, or reassign it to another subscriber.
24.6 Display Event Status
This function provides status on any events in the system, whether active or completed.  It displays the progress and history, as well as the current status or location of any event.
25.0 Program Management
This entity supports the program manager in planning and tracking work, time, and costs involved in managing a project.  This entity uses a work breakdown structure (WBS) to define the tasks to be performed.  It supports the planning and tracking of activities, work centers, labor, and materials.  This entity also supports monitoring budget estimates against actuals.
26.0 Funds Disbursement
This entity supports activities required to automatically identify and select payments to be disbursed in a particular payment cycle based on business rules, such as Prompt Payment Act.   This entity supports the consolidation of multiple payments to a single payee, and the preparation of schedules for various classifications of payment, such as vendor payments, transportation payments and payments in foreign currency. For payments that exceed predetermined thresholds, advance notification to the U.S. Treasury may be required.
27.0 Customer/Vendor Management
This entity maintains a common, shared repository of customer data, including a common customer identity (customer number) and customer name as well as attributes unique to payees/payables and receivables.  Receivables attributes include customer credit authorization approval.  This entity also allows for the validation of the Department of Defense's prospective business partners.
28.0 Cash Management
This entity supports activities to record the receipt and distribution of funds either by currency (e.g., cash, check) or EFT, and the deposit and disbursement of such funds in accordance with U.S. Treasury and DoD regulations.  The function also reports disbursements and deposits to the U.S. Treasury.  Short term and long term forecasts of cash demand are maintained for the purpose of optimizing the investment position of DoD.
29.0 Cost Forecasting and Analysis
This entity serves as a general tool to support the development of cost estimates for major programs (e.g. F18, AV-8), projects (e.g. construction), and processes.  Cost histories may be utilized and updated.  Variance analysis is provided.
30.0 Process Performance Management
This entity supports the capture and tracking of data to enable process improvement throughout DoD.  Business processes are documented and improvement recommendations and process performance are reported.
31.0 Military Health Services Management
This Entity provides the medical specific (non-financial) functionality for support of Military Health Services.  This entity supports enrollment and eligibility, health assessments, scheduling and check-in, and provision of medical services.  It also monitors health service performance and assists in identifying population health improvement.
32.0 Travel
This entity supports the planning for travel, including initial budgeting, tracking travel requests, ensuring fund availability, processing authorizations, and handling reimbursement requests.
33.0 Real Property Planning
This entity provides Real Property planners with the ability to propose, test, compare, develop, and group future projects.  Testing and comparison can be done through "what if" modeling that analyzes Real Property facility requirements against budgets, and current and planned assets.  Projects can be marked with funding approval, and funded projects can be provided as inputs to Work Management efforts.  This entity supports real property activities such as preventative maintenance, construction and demolition, and inspections.
33.1 Plan Scenario
This function allows a planner to explore the ramifications of a solution proposed to meet space or facility requirements.  Ramifications are based on the quantifiable aspects of the requirement and the proposed solution compared with potential funding sources, the available resources, and a set of variable assumptions.  This function has the flexibility to support the development of high-level, multi-year, multi-project scenarios at the "strategic" level all the way down to comparing alternative approaches to an immediate issue at an installation (at the "integrated planning" level).  The goal is to enable the planner to test the effects of alternate assumptions and to compare possible outcomes of different scenarios.  A scenario is defined as a proposed requirement combined with a set of proposed resources to address the requirement, operating within a set of environmental variables.  Possible outcomes are developed over a specified timeline.
33.2 Develop Project
This function allows a planner or project management user to create and specify a project, either as new entry or based on an existing scenario.  As with Scenario Planning, the type of project being planned drives the data elements that can and/or must be specified for the project.
33.3 Prioritize Project
This function allows the planner to analyze, compare and rank a group of projects.  The goal of this effort is to set priority levels across the set of identified work efforts for the actual execution of work.
33.4 Model Forecasts
This function utilizes historical data, benchmark data, and internal algorithms to forecast a future state based on user-defined initial conditions.  Forecast types included assessment of future structure condition based on a projected maintenance level, estimation of costs to perform construction and restoration work efforts, and estimation of costs to maintain a given level of structure performance.
34.0 Engineering Design Management
This entity supports the engineering effort to develop and track detailed designs (e.g. blueprints or schematics), identify low-level resource requirements, and estimate costs for a given work effort based on standardized cost data.  Provides inputs to Asset Inventory, and to Project Development.
35.0 Real Property Work Management
For a work task identified in Real Property Planning, or for an unplanned work effort, this entity supports the development of a work schedule and associated resource schedules, and provides workflow-tracking support for all stages of a work effort.
36.0 Space Management
This entity supports the definition and management of near-term and long-term physical space requirements of the DoD.  It obtains the requirements for space from requestors at all levels of the organization.  It optimizes the allocation and configuration of available space in existing facilities in order to assign space to the requestor.  This entity supports the requirements for both permanent and temporary (i.e., Hoteling) space assignment.
37.0 Strategic Planning
This entity supports the capture of data describing strategies, goals and objectives for DoD.  Descriptions, quantification, prioritization and risks are supported, in order to provide sufficient analysis to arrive at an affordable Defense Planning Guidelines (DPG).  High-level costs estimates are also captured for business units.
38.0 Financial Information Consolidation
This entity supports the creation of draft and final versions of financial statements and trial balances, collection of narrative and footnote information to support the financial statements and trial balance, on-line approval and certification of financial statements and trial balance, and the consolidation of multiple instances of general ledgers in order to generate departmental level financial statements and trial balance.
38.1 Consolidate GLs
This function enables the consolidation of various General Ledger instances that may exist around the world.  This function generates the required elimination entries needed when consolidating to the next higher level of reporting based on transaction mapping rules.
38.2 Create Trial Balance
This function supports on-line viewing of the general ledger accounts in report format.  The trial balance report can be generated and rolled up to multiple levels based on hierarchical structure or standard accounting code structure.  This function allows the annotation of status changes from draft, to analyzed, to approved.
38.3 Collect Footnotes/Narrative
This function captures user-defined narrative and footnotes required to support preparation of the financial statements and trial balance reports.  This function correlates the captured data with the report format so that the information can be appended to the financial statements.
38.4 Create Statements
This function creates internal and external financial statements and reports based on reporting rules and hierarchical structure.  This function allows annotation of status changes from draft, to reviewed, to final.
38.5 Approve and/or Certify Financial Statements and Trial Balances
This function supports electronic approval and/or certification of reviewed financial statements and trial balance reports.
43.0 Customer Credit Management
This entity provides DoD with the ability to validate potential customers by performing credit and/or reference validation for the purchase of goods and services or receipt of loans or grants from the DoD, and ensures that any internal/external DoD debts have the information needed to execute the collection of those debts.  It involves the maintenance of customer credit information such as credit ratings, internal credit standing, and payment history activity.  This entity also provides the capability to capture and maintain the financial stability information of vendors and customers prior to DoD entering into a contractual agreement to purchase goods or services from them.
44.0 Billing
This entity provides the capability to automatically generate bills to customers internal or external to DoD.  Basis used for billing may include advance billing, progress billing, accrued expenditures or costs (labor, goods, and material) using cost accumulated data, fee schedules for goods or services provided, and payment schedules or other contractual agreements with customers.  This entity also allows for overrides or manual input if needed.
45.0 Time and Attendance
This entity collects time and attendance and labor distribution data on a pay period basis for DoD members as appropriate (civilian, reserve/guard, and regular military for certain programs).  Absences of military members from periods of duty are also captured.  The primary functions are to collect time and attendance data, report and release it, and allow for editing and correction.
46.0 Budget Execution
This entity records funding authorization in the budget to the administrative target level.  It verifies that sufficient funds are available at the administrative target level on a transaction-by-transaction basis.  If sufficient funds are not available, notification is provided so that appropriate action may be taken.  It reserves funds via requests for commitments.  In addition, this entity supports analysis of at-risk administrative targets by reporting actual expenditures versus established authorizations.
46.1 Allocate Budget Authority
This function records funding authorization to the administrative target level and issues budget allocations to the business units.
46.1.1 Record Appropriation
This function facilitates the capture and recording of appropriations, treasury warrants, apportionments and allotments as directed by Congress and OMB to support the annual appropriation process and/or continuing resolution.
46.1.2 Analyze Appropriation vs Department of Defense Budget
This function facilitates analysis of appropriations and apportionments received from Congress/OMB as compared with the submission of the President's Budget.  It aids in determining the actual funding that is allocated to the business plans.
46.1.3 Reprioritize Budget
This function supports the re-prioritization of programs and changes in resources and performance measures from the initial levels or targets that were established and distributed in the budget allocation for the current year.
46.1.4 Allocate Budget
This function tracks and records all changes to budget authorization including rescissions, transfers, reprogramming, supplementals, and continuing resolutions.  It distributes and tracks the allocation of funds at various levels, based on the elements of the accounting classification or project structure.  It monitors the allocation of funds against limitations consistent with budget allocation, appropriation including congressional intent, and administrative limitations that are established by DoD.  It also verifies that funding distributed does not exceed the amount available for allotment.
46.1.5 Make Program Adjustments
This function facilitates the revision of current-year business plans and resource allocation based on initial budget allocation or changes that have occurred during the budget year.
46.2 Check Fund Availability
This function calculates and verifies that sufficient funds are available at the administrative target level on a transaction-by-transaction basis on current commitments, obligations and expenditures.  If sufficient funds are not available or targets are exceeded, notification is provided so that appropriate action may be taken.
46.3 Analyze Fund Availability
This function supports analysis of actual expenditures, commitments, and obligations to determine if adjustments are needed and business plan changes are required.
46.4 Execute Current-Year Budget
This function supports monitoring and revision of budgetary and performance targets throughout the current budget year.
46.4.1 Identify Requirements/Deficiencies
This function supports the identification, collection, and prioritization of on-going current year requirements and/or deficiencies.
46.4.2 Analyze Program Performance
This function monitors the actual performance against the performance plan and supports adjustments based on risk assessments of alternative options.  It tracks the analysis of variances.  Rolling forecasts of performance plan options are supported.
46.4.3 Assess Revision Options
This function monitors actual execution; that is, expenditures, commitments, obligations, and performance objectives against the approved business plan.  It identifies the accounts that exceed variance tolerances.  It supports forecasts at any level based on current year projections, and using adjustable projection rates.  This function tracks priorities assigned to programs and unfunded requirements to enable reevaluation of performance objectives and funding across an entire Service/Agency and DoD.
46.4.4 Monitor Incentives
This function supports the establishment of incentive goals for programs that meet performance and budget objectives, records progress towards those goals, and supports calculation and distribution of incentive rewards based on accomplishing the stated goals and objectives.
47.0 Liabilities Management
This entity recognizes amounts due to another entity, including reimbursable orders received from non-DoD customers.  A liability may be established for many reasons including the receiving of goods or services, as an advance payment for goods or services to be provided in the future, as a progress or performance payment, or interest payment.  Amounts due may be accumulated for future payment based on date due, and liabilities may be accrued prior to receipt or acceptance of goods and services.
48.0 Investment Management
This entity supports the planning and management of the investment trust fund portfolio.  Its purpose is to manage and optimize return on the trust fund.  Deposits are managed by Trust Fund and type of investment vehicle: overnight, T-Bill, T-Note, or T-Bond.
intelligence Service Domain Definitions

The following are Service Domain and Type definitions as defined in the IC EA Coordination Draft of 15 April 2004.  These are examples only and represent some basic IC domains with related types.  Expanded Service Domains, Service Types and Service Components will be added as the IC EA evolves. 
	Service Domain
	Definition

	Information Delivery
	Securely getting information into shared spaces and to the people and systems that need it.

	Information Access
	Making it possible, and preferably easy, for users to find the (shared) information they need.

	Discovery
	Creating an environment where information that users need is presented to them even when they do not know it exists.

	Information Management
	Storing and managing the information and data in ways that make it possible for people to find it, for automated processes to use it, and for people using knowledge management tools to draw relationships and inferences from it.

	Enterprise Services Management
	Services that manage the enterprise infrastructure that supports information sharing.  Other enterprise management functions that are not associated with information sharing are not included in this capability.

	Information Assurance
	The information assurance and security services

	Collaboration
	Secure interactive information sharing among individuals and groups of individuals.


	Service Type
	Definition

	Mission Services: Organizational Internal Spaces (OIS)
	Private, organic spaces for internal organizational use.  The resources and information are not normally accessible by others outside of that organization.  Funded, owned, operated and controlled by the organization.  May include interfaces and exchange of information via separate, bilateral agreements with other community members. 

	Common Services: Community Shared Spaces (CSS)
	Provides a central resource for access to community data, voice, and video information that is provided by IC organizations to be hosted and shared among all users.  It is funded and operated by the Intelink Management Office (IMO) and includes the ICSIS Phase I Enablers.  The design is extensible so that additional shared data and applications can be installed incrementally as they become available. 

	Common Services: Organization Shared Spaces (OSS)
	Provides shared information to the IC from resources funded, owned and operated by the host organization.  These spaces may contain collaboration, database and application servers in addition to housing information and tools that will be accessible to community users.  Data is posted and controlled by the host organization, and may include additional controls as determined by that organization, consistent with ICSIS standards, formats, guidance and security controls.  This is to ensure common access throughout the IC.


NCOW RM V1.0 Activities Definitions

The NCOW RM V1.0 definitions can be used as a reference to note the similarities and differences between the NCOW RM V1.0, the NCES, and the FEA SRM Service Components.  The definitions are not the complete set of NCOW RM V1.0 activities but only the activities relevant to map to the FEA SRM and the NCES.  In general, all activities from NCOW RM V1.0 from A2 to A4 are used; selected and relevant activities from A5 are also included.  

As shown in the tables in this appendix, the NCOW RM V1.0 activities map to both the FEA SRM and the NCES. Note that the names of the NCOW Core Services and the NCES are similar although there are differences in the context as the definitions of both indicate.  

A0
Provide Net-Centric Information Environment:  This activity enables warfighters and DoD business operators to exercise control over enterprise information and services through a loosely coupled, distributed infrastructure that leverages service modularity, multimedia connectivity, metadata, and collaboration to provide an environment that promotes unifying actions among all participants.
A2
Perform Net-Centric User/Entity Services:  This service provides a semi-autonomous agent and advocate capability between the user/entity and the services provided within the information environment.  The user/entity includes individuals, organizations, and platforms (sensors, satellites, tactical platforms).  The user agent references the user profile in order to provide optimal service to the user and invokes other services as required.  Provides feedback and intermediate/final results to user as appropriate.
A21
Evaluate/ Ingest Inputs:  Processes all inputs from a user/entity and interprets what needs to happen next. Processes information stream for syntax and semantics. Processes information stream using the context (state) and the rule set of the user profile. Evaluates results from activities/services.
A22
Assist User/Entity:  Provides assistance to any user (individuals, organizations, COIs) or automated entity (sensor, weapon system or other asset) that interfaces with the information environment. The assistance is distributed and available everywhere in the environment.  Provides a user agent that serves as a user surrogate in interactions with the information environment when the user is disconnected from the environment. Manages the user/entity interfaces to the environment.  Delivers responses and messages to user/entity.  Initiates further activities as needed to complete processing of user requests. Evaluates changing user requirements and interaction and dynamically updates the user profile.  Adjusts user interactions based on user history. Negotiates quality of service (QOS) needs.
A221
Personalize User Environment:  This activity customizes the user's environment based on the user's profile and other factors. This customization includes functionality, visualization and delegated computing to a user agent.
A222
Learn from User Interactions:  This activity involves the acquisition of knowledge about a user through the user's interactions.  Includes the recognition of patterns, preferences and methods of interaction.  As the environment learns more about a user it gains knowledge to eventually add value to the user's interactions.
A223
Add Value to User Interactions:  This activity optimizes users' interactions based on knowledge of the user and knowledge of the information environment.  As the environment learns more about the user, the amount of optimization (value added) increases.
A23
Invoke Net-Centric Capabilities/ Services:  Explicit or derived requests for services will invoke the appropriate net-centric services.  Multiple services can be invoked concurrently based upon the evaluation of a request.  If a service is not known, a directory search for the service is intiated.
A3
Provide Net-Centric Services:  This activity provides the Net-Centric Enterprise Services that enable users to dynamically interact, share, and use information in a net-centric environment.
A31
Provide Core Services:  This activity provides the common enterprise services available to the user.
A311
Perform Discovery Services:  This set of services enables the formulation of search activities within shared space repositories (e.g, catalogs, directories, registries).  It provides the means to articulate the required service argument, provide search service capabilities, locate repositories to search and return search results.
A3111
Formulate Discovery Search:  This activity further refines a search request that may have been processed by another activity (e.g., user/entity agent).  It determines the targets of the search (e.g., people, information, services) and invokes the appropriate activities to proceed.
A3112
Search for Services:  Searches directories, locates and retrieves listings (e.g., for enterprise service descriptions, locations, and links to enable service invocation).
A3113
Search for Information:  Searches catalogs, locates and retrieves indexes to information/products.  Uses the index to initiate retrieval of information from storage.
A3114
Review Search Results:  Process search results.  This involves evaluating results based upon the directed search, and rules and procedures.  This activity can result in several iterations of evaluation, filtering, and search refinement before returning results.
A3115
Initiate System Tasking for Information:  Generates a system request for information or service that is currently unavailable.  This involves submitting a request to agencies, users, or the tasking of assets to provide required information.  This also involves generating a need for a service that is currently unavailable.
A312
Provide Collaboration Services:  This activity provides and controls the shared resources, capabilities, and communications that allow real-time collaborative interactions among participating group members. This environment provides synchronous collaboration capabilities; asynchronous collaboration can occur through other net-centric services and applications that are provided within the information environment.
A3121
Allocate Collaboration Communications:  This activity establishes and controls secure connectivity among participants of a collaborative group.  It includes services such as scheduling, coordination, and initiation of the collaboration.
A3122
Provide Common Workspace:  This activity allocates the virtual workspace (information structures) necessary to support the collaboration for its duration.It provides application portals to the shared workspace that are  available to all participants of the collaboration.
A3123
Provide Shared Interactive Capabilities:  This capability enables group interaction through the real-time execution of concurrent, shared visualization and production services.
A31231
Provide Shared Audio Visualization Capabilities:  This activity provides integrated visualization and audio capabilities that allow participants to jointly view and interactively manipulate objects in shared workspaces.
A31232
Provide Shared Production Capabilities:  This activity provides integrated production capabilities that enable participants to jointly generate multimedia products and invoke specific net-centric services.
A31233
Transcribe Collaboration:  Provides capability to capture all information exchanges of the collaboration including actions, decisions and products transcribed as appropriate, and posted/published to a shared space.
A3124
Conclude Collaboration:  This activity terminates the collaboration, and then processes resultant actions from the collaboration, and deallocates collaboration resources.
A313
Provide Messaging Services:  Provides services to support asynchronous and synchronous information exchange.
A3131
Provide Asynchronous Message Exchange Capabilities:  Provides capabilities to support asynchronous (store and forward) information exchange in both organizational and informal centralized modes.
A31311
Provide Store and Forward Exchange Capabilities:  Enable non-real time capabilities that support organizational information exchanges including structured and unstructured messages, message preparation, and parsing.
A31312
Provide Centralized Exchange Capabilities:  Enable the organized posting and reading of messages in common spaces based on subject matter (message boards, listservers).
A3132
Provide Synchronous Exchange Capabilities:  Provides capabilities to support synchronous (real-time) information exchange in both organizational and informal modes.
A31321
Provide Tactical Information Exchange:  Provides capabilities to exchange tactical information in a synchronous (real-time) mode.
A313211 Provide Streaming Video:  This activity provides streaming video from various platforms distributed through the tactical digital information link.
A313212 Provide Tactical Data Link Exchanges:  This activity provides structured and unstructured tactical messages distributed over the tactical digital information link.
A31322
Provide Instant Exchange Capabilities:  Provides capabilities to support conversational information exchange (e.g., chat, instant messenger).
A314
Perform Information Mediation Services:  This activity enables transformation processing  (translation, aggregation, integration), situational awareness support (correlation and fusion), negotiation (brokering, trading and auctioning services) and publishing.
A3141
Transform Information:  This activity translates language and information content, format, and representation to support interoperability among services and also among user/entities.  Uses data exchange models as one means for performing this service.  Data transformation must allow for rapid any-to-any conversions.
A3142
Support Operational Situational Awareness:  Provide the tools necessary to establish and continuously update common situational awareness.  This includes correlation and fusion.
A31421
Correlate Information:  The activity of determining what two or more items have in common, or in how they differ.  This can include the correlation of subject matter, time, physical characteristics, geographic location, IP addresses, etc.
A314211 Identify Product Types to Correlate:  Determines what type(s) of information (intel, C2, logistics, comms, etc) is(are) being correlated. Considers the possibility of correlating multiple information types from a single product or multiple products.
A314212 Create Correlated Product:  Correlate information from different products to display the differences or similarties between these products.  The identified differences and similarties is the correlated product.
A31422
Fuse Information:  Combines data or information from multiple sources to yield new information.(Example: imagery fused with communications intercepts to yield a single report saying ""who had what, where, when"".  Multiple communications intercepts allow increasing accuracy of location triangulation).
A314221 Identify Product Types to Fuse:  Determines what type(s) of information (intel, C2, logistics, comms, etc) is(are) being fused. Considers the possibility of multiple information types in a single product.
A314222 Create Fused Product:  Combines different types of information from different products to produce new information.  This new information is the fused product.
A3143
Provide Negotiation Services:  This set of services applies protocols to establish the most appropriate service capabilities in response to service invocations. The request for data or services may be brokered to provide specific objects and/or object methods. The request for data or services may be supported by trader services that exchange information among brokers. The request for data or services may also be negotiated based upon the attributes of the persona of the requesting principal or upon the service that best matches the request.
A31431
Provide Broker Services:  Broker services are a form of negotiation that takes a request and attempts to best satisfy that request by finding the objects and/or object methods closest to that being requested. Broker services also negotiate the satisfaction of the request based upon the persona of the principal invoking the request.
A31432
Provide Trader Services:  Trader services are a form of negotiation that exchanges information among brokers or other traders.
A31433
Provide Auction Services:  Auction services are a form of negotiation that establishes a ""market"" where demand for a service exceeds its capacity to be supplied. Auction-style negotiation takes a set of bids for a service and returns the service to the ""best"" bidder. Auctions may be run on a variety of parameters (e.g., they may be run on psuedo-prices for resources, lowest resource use per unit time, or relative priorities of the bidders). This form of market can, if not inappropriately perturbed, be quite efficient in the allocation of resources to support quality of service.
A3144
Publish Information:  This activity provides posted information to consumers in response to a subscription, publication policy, or other established parameter.
A315
Perform Information Storage Services:  This activity involves the logical, organized storage and retrieval of information from the information environment.
A3151
Store Information:  To place information in the information environment according to the rules established for the various spaces of the information environment, to include private spaces, COI-shared spaces, and enterprise-shared spaces.
A3152
Retrieve Information:  To retrieve identified information from the various spaces of the information environment.   Information is identified using discovery services initiated by activities such as request, subscribe, query and browse information.
A316
Provide Core Applications/Functions:  Provides common enterprise applications/functions that are available to all users including administrators.
A32
Provide COI Services:  This activity provides functions developed by a COI for its specific missions or, for the common use of other COIs.  A function that is initially specific to a COI can satisfy the requirements of other COIs and become a common function. Furthermore, any COI function can become a core application/function.
A321
Provide COI Mission-Specific Functions:  This activity provides unique functions developed by a COI to perform its specific missions.  This includes warfighting, defense business and enterprise management COI functional capabilities.
A3211
Provide Warfighting COI Functional Capabilities:  This activity provides those COI functional capabilities that are associated with warfighting processes.
A3212
Provide Defense Business COI Functional Capabilities:  This activity provides those COI functional capabilities that are associated with defense business processes.
A3213
Provide DoD Enterprise Mgt COI Functional Capabilities:  This activity provides those COI functional capabilities that are associated with enterprise management processes.
A322
Provide COI Global Support Functions:  This activity provides application-specific and common functions and capabilities that support COIs.  Application-specific functions include training and exercise support, and modeling and simulation.
A3221
Provide COI Common Functions:  This activity provides functions that are commonly used by other COIs.  An example is the COI administrative functions performed for all COIs.
A3222
Provide Training Support:  This activity builds upon core services such as collaboration to support individual and group training.  This includes training support for common duty positions, roles, activities, skills and leadership.  COIs develop comprehensive, domain-specific training capabilities using these common training functions and core services.
A3223
Provide Modeling and Simulation Capabilities:  This activity builds upon net-centric enterprise services such as enterprise management to support modeling and simulation.  This includes, for instance, capturing GIG real-time event data to build simulations.  COIs develop comprehensive, domain-specific modeling and simulation capabilities using these common functions and net-centric enterprise services.
A3224
Provide Exercise Capabilities:  This activity builds upon net-centric enterprise services such as enterprise management, and global support functions such as modeling and simulation, to support collaborative multi-user exercises.  This includes, for instance, building GIG component simulators and script generators.
A3225
Provide Experimentation Capabilities:  This activity builds upon net-centric enterprise services such as enterprise management, and global support functions such as modeling and simulation, to support test and evaluation of equipment, procedures and processes.  This includes, for instance, establishing a testbed to engineer and evaluate the management of multi-function sensor technology.  COIs develop comprehensive, domain-specific experimentation capabilities using these global support functions and net-centric enterprise services.
A33
Perform Environment Control Services:  This node represents the set of activities that provide infrastructure-support services and perform all enterprise-wide policy controls.  This node is a virtual representation of activities that may either be located centrally or distributed throughout the environment. The node consists of two forms of activities (A331) Provide Infrastructure Control Services and (A332) Enforce Net-Centric Environment Policy. In the former (331), the node takes an Environment Control Service Invocation and invokes appropriate infrastructure services (e.g., Confidentiality Services) to provide a Control Result (e.g., an encrypted file).  In the latter (332), it takes as an input an ECS Invocation and returns a Control Result (e.g., an authorization decision) to the invoking activity. While the ECS invocation may be initiated directly from (A2) Perform Net-Centric User/Entity Services, it will most frequently be initiated within Provide Core Services (A31) or Provide COI Services (A32). This activity is controlled by Environment Policy and is performed through various policy enforcement mechanisms distributed throughout the environment.
A331
Provide Infrastructure Control Services:  This node represents the set of infrastructure-based activities that provide, in response to established policies, the services needed to perform enterprise-wide controls within the net-centric environment. For example, the node supplies cryptographic services needed to achieve confidentiality and integrity. The Node also provides resource controls to achieve results such as quality-of-service guarantees or fault tolerance (e.g., executing ""fail-over"" upon a resource fault). These support services provide a form of policy control by performing a specified policy function. There may be many different instantiations of such support services and policy parameters used in the invocation must specify, or help identify, the most appropriate instance for a given context (e.g., in context A, a weaker cryptographic key and/or algorithm may used, while in context B, both a strong key and algorithm must be used).
A3311
Provide Cryptographic Services:  Cryptographic services are the mathematical techniques that can be applied to information in order to support the various goals of information assurance.  Cryptography is not the only means of providing information assurance; it is one of a set of techniques, including physical and procedural protections, that can be used alone or in combination.  Cryptographic protection is independent of the physical location and format of the protected information, and is particularly suited to information that is transmitted or stored outside an information assurance boundary.Of all the goals of information assurance, four provide a foundation upon which the others are based: authentication, confidentiality, data integrity, and non-repudiation. Cryptographic techniques are available to directly support each of these fundamental goals. Other information assurance goals such as availability, authorization, access control, receipt, revocation, etc., do not correspond to specific cryptographic techniques but can be supported by applying the fundamental cryptographic techniques in application-specific ways.  (Derived from Handbook of Applied Cryptography, Menezes et. al., 1997)
A33111
Provide Authentication Services:  Authentication is a service used to verify a claimed identity.  It is generally divided into two classes.  Data origin authentication is applied to information to assure the identity of the source of the information.  Entity authentication is applied within a communication session or transaction to assure the identities of the participants and to verify their participation in that specific instance of communication.
A33112
Provide Confidentiality Services:  Confidentiality is a service used to keep the content of information secret from all but those authorized to have it.  Privacy is a synonym for confidentiality, but is generally used for mechanisms that provide weaker assurance that the information will not be exposed.
A33113
Provide Data Integrity Services:  Data integrity is a service used to detect the alteration of information by unauthorized parties.  Alteration includes insertion, deletion, and substitution.  Data origin authentication implicitly provides data integrity because if information has been altered, the source has changed.
A33114
Provide Non-Repudiation Services:  Non-repudiation is a service used to prevent an entity from denying previous commitments or actions.  This requires the generation of evidence such as digital signatures that can later be evaluated for validity by third parties.  Because there is significant disagreement over the scope of this service, the DoD X.509 Certificate Policy uses the term ""technical non-repudiation"" to refer narrowly to the use of a public key mechanism with a closely held private key to supply non-repudiation evidence.  Broader issues beyond the existence of a valid signature, such as the originator's intent to create a commitment or the extent to which signed information was seen and understood by the signer, are within the legal scope of non-repudiation but are outside the technical scope.  Trusted timestamp and notary services support the non-repudiation service by supplying evidence of when information was signed.
A3312
Perform Availability Services:  This set of services applies a variety of mechanisms to achieve or support specified availability control results (e.g., quality of service, fault tolerance, and survivability). The services are usually established through a set of protocols that are parameterized by policies to be enforced. For example, RSVP is a network protocol that provides a virtual connection-oriented network on top of a connectionless-oriented network. This quality-of-service protocol guarantees routing and bandwidth reservations for a particular communications session.
A33121
Provide Performance Quality Management Services:  This set of availability services applies a variety of mechanisms to achieve varying levels of service quality. Such mechanisms may focus on data availability (e.g., rapidity of posting raw vs finished data), priorities of service (e.g., transmission precedence), and on processing and network resource allocation. Quality-of-service requirements, identified via invocation parameters, are used in the policy control rules within a given mechanism.
A33122
Provide Fault Tolerance Services:  This set of availability services applies a variety of mechanisms to achieve continued operations in the presence of hardware and/or software faults or to achieve a safe, secure state from which one can recover in the presence of security or other faults. These mechanisms are distributed throughout the environment and respond to policy rules and parameters to execute fault tolerance controls. Key attributes of this service are redundancy through replication, fault-sensing mechanisms, fault-isolation mechanisms, flow controls and load shedding, and variation to reduce single-point failures. Failure modes include: fail-through, fail-over, and fail-safe.
A33123
Perform Survivability Activities:  This set of availability services applies both fault-tolerance mechanisms and security mechanisms to ensure that operations survive in the presence of significant failures. Measures include the application of reserve capability to reconstitute operations when original capabilities are destroyed. Survivability implies the capability to pare down a system to minimal essential operations. The identification of data that is required for survivable operations supports this control decision.
A3313
Provide Monitoring Services:  This set of services applies sensors, data collection, communications, data fusion and correlation, data analysis, and information presentation services to allow observation, interpretation, and situational understanding of events over specified time dimensions with observations  (selectively) taken on a per subject (principal), per object (logical), and per resource (physical) basis.  This service must provide constant vigilance over the information environment and must enable the enforcement of accountability policies.
A33131
Perform Auditing Services:  This set of services collects selected data into audit logs as events occur within the information environment. Collection of audit data may be performed on various dimensions of concern.On a per-subject basis: this form of audit uses the subject's account identity and related personas and/or delegations to provide accountability of user actions.  On a per-object basis: this form of audit uses object identities (e.g., file names) to provide accountability for all transactions associated with a specific object. This data is used to determine the appropriateness of modifications to the data over a specified time period and to relate inappropriate changes to a specific principal.  On a per-resource basis: this form of audit users resource identities to provide the means for evaluating resource usage, the means for establishing resource charges (where billing is applicable), and the means for evaluating resource policy changes. The collected data can also be used to support changes in resource configurations or additions of resources into the environment to meet performance demands.
A33132
Perform Intrusion Detection Services:  This set of services provides sensors, policy sets, analyzers, and special communications to provide constant vigilance over the activities occurring within the environment or at the environment boundary.  Intrusion detection systems have both sensor and analysis components. They use policies to set intrusion detection alarm thresholds and they send alarms when these adaptable thresholds are exceeded. Detectors may also include fusion and correlation capabilities within their analysis subset.
A33133
Perform Environment Situation Awareness Services:  This set of services takes information from various sensors, analyzers, logs, and configurations for display of the status of the environment at any given point in time. This information is correlated to mission data to enable the assessment of mission impacts from resource outages or failures, and to enable the understanding of mission criticality when taking resource management actions.
A33134
Provide Event Management Services:  This activity focuses on managing the events that arise in operating the enterprise information environment. It takes events (alarms, alerts, triggers, and/or exceptions) as its input and provides coordinated management actions to categorize events and assign management handling responsibilities within the system. Its output is a set of event management assignments (e.g., event fusion and correlation actions, response actions, and auditing actions).
A3314
Provide Key Management Infrastructure Services:  The Key Management Infrastructure (KMI) supplies cryptographic keys and associated management services to the military services, departments of federal, state, and local governments, and U.S. allies.  These customers need to protect classified or mission critical sensitive information while allowing secure interoperable exchange of that information as dictated by mission needs.   The KMI provides a wide range of cryptographic products and services for all levels of sensitivity (classification) and assurance (trust).  The KMI uses existing networks and platforms for connectivity and supports direct electronic delivery of key to consuming applications. KMI services support the protection of key in transmission and storage and the management of key throughout its lifecycle, including definition, ordering, generation, production, distribution, use, and destruction.
A33141
Perform Key Ordering Services:  This activity exports an interface that is employed by users/entities within the information environment to order cryptographic key both for initial capability and for re-key. It validates that the key request is appropriately formed and self-consistent, and verifies the authorization of the requestor to place the order. It then tasks the appropriate elements to provide the key requested.
A33142
Perform Key Generation Services:  This activity accepts tasking from the - Perform Key Ordering Services (A33151) - and in response performs two principal functions. First it generates the key values needed to satisfy the key order. Second, it performs the process known as Key Production, whereby the key values produced are transformed into the formats needed for distribution to the consumer. This is necessary since a family of interoperable equipment will typically need the same key or compatible key in various equipment-specific formats and media. In some cases, it includes application of protective packaging.
A33143
Perform Key Distribution Services:  This activity may employ both in-band and out-of-band mechanisms to securely deliver key to consumers. The key may be delivered electronically or mechanically if in some media such as paper tape or PROM. The key delivered may be for initial keying of a device or for re-keying of a device. Final insertion of key into an end cryptographic unit may be done physically or electronically. If electronically, it may be done over a network or via a portable keying device.  This activity will also perform any activation processes necessary to prepare a key for use after delivery.
A33144
Perform Key Management Support Services:  This composite activity encompasses a collection of services that are necessary to maintain the security of the information environment and to facilitate its efficient operation. It includes: KMI Policy Management (KMI policy deals with the specifics of managing key material in support of information assurance policy); Trust Extension (The establishment of some degree of interoperability between different public-key-infrastructures); Archiving; Tracking, Control, and Accounting; Key and Data Recovery; Compromise Management and Revocation; Directory; Audit; and Product Definition.
A33145
Provide Cryptographic Account Management Services:  This activity establishes accounts for registered users by provision of resources and the privileges necessary to employ those resources.
A3315
Provide Identity Management Services:  This activity provides the services that are consumed by each node that makes use of identities. The services include registration, privilege management, account management, and token/biometric management.  Examples of consumers include the user registration function under KMI, the user registration functions for computer accounts, the issuance of non-cryptographic identity cards, and the issuance of credentials (keys/tokens) by PKI.
A33151
Perform Registration Services:  Registration is the process by which a user becomes known to a system, or more specifically, the process of creating an electronic identity that corresponds to a human user or device.  During registration the user receives material such as a personal token or device management key that will later be used to authenticate that identity.  Privileges and access are managed by identity, and the purpose of registration is to ensure that privileges assigned to an identity are actually applied to the intended real person or device.  Device registration is particularly critical in net-centric operations, where key is delivered over the network without human intervention.  A device with a false identity will, like a minor with a false ID, receive unauthorized services on a continuing basis.
A33152
Perform Privilege/Attribute Management Services:  Privilege is a special authorization that is granted to particular users, operators, system programmers, technical control officers, system security officers, other system security support personnel, or software entities within the information environment. Privilege management is the granting and revocation of privileges in accordance with general environment policies and the policies of specific COIs.
A33153
Provide Token/Biometric Management Services:  This activity loads keys, certificates, and/or biometrics onto tokens and issues the tokens to users. It also maintains a log of all issued materials.
A3316
Provide Policy Management Services:  This activity focuses on automatically managing the dynamics of active policies (e.g., policies that automatically change performance characteristics and/or control characteristics of system functions). The activity may be authorized to change (create/negotiate/revoke) certain policy parameters to adapt to current situations, to anticipate future situations, and to deconflict and/or optimize policies. This activity provides a specific policy for a specific, coherent event stream. Policy managers may be focused on negotiating policies (e.g., reduce privileges, increase latitude, restrict object set, reduce service capability) to best fit the control needs of both the requestor/provider involved in the execution of a set of services. The output of this activity is the modified set of policy parameters through which the service set and user will be constrained/enabled. The activity is controlled by specific constraints on the policy managers. An example of this sort of policy manager is ""active networks."
A33161
Dynamically Create Policy Parameters:  This activity focuses on the creation of specific policy parameters and the negotiation/modification of these parameters. The input is the invocation of the policy manager to actively create/negotiate policy parameters for a given service/service set and specified information/objects. The output is the new/modified policy parameters that constrain/enable service execution.
A33162
Determine Policy Conflicts:  This activity focuses on the need to deconflict policy parameters based on the set of policy parameters currently in effect and those being created/negotiated/revoked. Its goal is to ensure that consistency and completeness of policy enforcement is maintained as policy is dynamically changed over time.
A33163
Dynamically Revoke Policy Parameters:  This activity focuses on the revocation of specific policy parameters and the negotiation/revocation of these parameters. The input is the invocation of the policy manager to actively revoke/negotiate policy parameters for a given service/service set and specified information/objects.  The output is the new/modified policy parameters that constrain/enable service execution.
A332
Enforce Net-Centric Environment Policy:  This node represents the set of activities that provide all enterprise-wide, policy-control decisions at specified levels of granularity.  This node is a virtual representation of functions that may be located centrally or distributed throughout the information environment. The node takes as input an ECS invocation and returns a control result (e.g., an authorization decision) to invoking activity. This activity is controlled by Environment Policy and is performed through various policy-enforcement mechanisms distributed throughout the information environment.
A3321
Authenticate:  This activity verifies the identity of a user/entity, or the data stored, transmitted, or otherwise exposed to unauthorized modification within the information environment. The authentication function for a principal takes as its input a set of authentication parameters for the principal and produces an authentication decision. Using policy rules, input parameters of the principal are compared with protected parameters held within the system representing the principal. When the protected parameters successfully compare with the input, then a valid identity (authentication) decision is returned as the control result; else an authentication failure is returned in accordance with specified policy.
A33211
Authenticate Principal (Every Invocation):  This function validates the identity of users/entities (principals) upon every invocation they make and returns an authentication decision for the invoking principal. The authentication may be in the form of an authentication chain (Z speaks for Y, who speaks for X) or in the form of a single user credential.
A33212
Validate Credentials/ Digital Signature:  Credentials are information usually contained within digital certificates that are passed from one entity to another to establish the sending entity's identity, access rights, or privileges. In a public key based cryptographic system a digital signature would be applied to an entity's credentials/ digital certificate by the issuing authority. The issuing authority would append its own certificate, which contains its own public key to its signature of an entity's credentials/certificate, such that a recipient could use the signer's public key to cryptographically validate its signature. This process is applied recursively up to the point where the receiving entity can validate the topmost signature that was applied by a root authority using the pre-placed public key of that root authority.
A33213
Authenticate Cross-Domain Invocations:  This activity uses information from a trust extension entity to validate the digital signature over the certificate of a user or software entity from a domain different from a domain different from that of the user or entity which is performing the validation. Domains are different if their root certificate authorities are different. If the digital signature over the certificate of the user or software entity from the other domain is validated, then the permission attributes contained in the validated certificate are compared with those defined as required to service the specific invocation to decide whether action shall be taken to satisfy the invocation.
A3322
Authorize:  This function takes as its input a set of invocation parameters (e.g., login, access resource, access service, delegate authority) and-based upon the policy rule set and parameters available from the target of the invocation-provides an authorization decision to permit the actions of the invocation.
A33221
Authorize System Entry:  This function takes as its input an invocation to enter the information environment and returns a login authorization decision. This invocation may be from a local user/entity within a ""home"" domain or a mobile, remote user/entity outside of the home domain. The function can authorize login for all conditions established by the policy rule-set (e.g., mobile users can only login during daylight hours, can only have access to a reduced set of capabilities, or can only use a specified device) and can invoke other enabling services such as cross-domain authentication services.
A33222
Delegate Authorization(s):  This function takes as its input an invocation to delegate authority (i.e., permission/privileges) from the invoking user/entity and invests another user/entity with the invoking user/entity's authorities.  The delegation of authority may be in the form of a restricted set of authorities  (e.g., proxy) or in the form of a complete delegation of an identity (e.g., impersonation).
A33223
Authorize Service/ Capability Access:  This function takes as its input an invocation for a service or capability, and returns an access authorization based upon parameters contained in the invocation, parameters located in the Service/Capability, and a policy rule set that establishes the constraints for authorized access.
A33224
Control Least Privilege:  This activity grants to an authenticated user/entity only the most restricted set of privileges needed for the performance of authorized tasks. The control function checks the set of permissions being returned to a user/entity as a result of an invocation and ensures that the enabled permission set is constrained to the minimal set required to perform the invocation. A given user/entity should never be granted more privileges than those required to perform the specific task at hand. Application of the least-privilege principle limits the damage that can result from accident, error, or unauthorized use of the information environment.
A33225
Authorize Network Access:  This function takes as its input an invocation for connectivity with and service from another user/entity and returns an access authorization (e.g. an authorized port/protocol) based upon parameters contained in the invocation, parameters located in the network/network service, and a policy rule set that establishes the constraints for authorized access.
A3323
Control Information Flow:  This activity performs time-based, originator-based, privilege-based and other policy-driven information access and/or release controls to ensure that access and/or release is appropriately enabled. This control function is used to regulate the creation, introduction, manipulation, and transport of specific information and data products within the net-centric information environment based upon user/entity It takes as its input an invocation that requests information flow (e.g., a data-access request, a data-release request, or a data-import/export request) and returns an information flow approval decision based upon parameters contained in the invocation, parameters located in the target information, and policy rule sets establishing the constraints on information flow.
A33231
Authorize Data Access:  This function takes as its input an invocation to create, read, write, or delete a specified data set and returns an access authorization decision based upon user/entity parameters contained the invocation, parameters located in the specified data set, and policy rule sets establishing the constraints on data access.
A33232
Authorize Data Release:  This function takes as its input a request to release data outside of a constrained portion of the environment. The release-authorization function examines the meta-data of the data set and the targeted audience or accessibility for the data and, using release policy rule set(s), returns a release approval decision. When the approval is positive, the meta-data of the data set is adjusted releasing prior constraints and enabling the requesting user/entity to publish the data outside of the currently constrained portion of the environment.  For example, to release official data to the public, a request for release must be forwarded to the appropriate releasing authority within a Public Affairs Office.
A33233
Authorize Import/ Export of Information:  This activity performs the security controls required to ensure that information is properly downgraded and/or sanitized, and appropriately ""labeled"" before being exported to a domain that cannot support the levels of protection provided within the information environment. It also performs the screening of information being imported into the information environment and applies proper ""labeling"" and access control protections as part of the import control actions. This activity may use human-initiated actions, human-directed actions, or automated actions as part of a guarding strategy in export operations.  The import/export function takes a request to move information (data or code) into or out of the environment. The function returns an import authorization decision or an export authorization decision enabling the movement to occur. This function must be invoked when using a source or destination external to the net-centric environment (e.g., when importing patches or programs from vendors or when exporting data to user/entities outside of the environment).
A33234
Sanitize Data:  This function takes as its input a request to excise from sensitive and/or classified data a specified less-sensitive data set. The function validates the user/entity access-permission set and authorizes the modification of a copy of the original data set. Upon the modification of the copied data set, the service returns a less sensitive or re-graded (e.g., declassified) data set along with the binding of modified meta-data (e.g., security labels) to that data set.  This function is normally performed prior to release of the data set to users/entities having a need to know about some portion of the data, but which are not cleared for the complete original content of the data. This service could be triggered by a request for information, which cannot be otherwise satisfied without a sanitization action. Review of sanitization results may or may not have a human in the loop prior to information release.
A33235
Control Information Flow Precedence:  This function takes as its input an information flow precedence tag (e.g., routine, priority, emergency) and returns a service orderingthe overall set of information flows pending action. This ordering is based upon policy rule sets and may be established through various queuing protocols.
A33236
Regulate Information Dissemination:  This activity focuses on the regulation of content placement activities (e.g., publish and subscribe, content mirroring, content migration). The activity provides the capability to establish, select, and manage both general and specific information dissemination channels. The activity provides regulatory measures for governing repositories, directories, catalogs, and dissemination-related metadata. It has the primary control over publish and subscribe mechanisms.
A3324
Control Resource Allocation:  This node represents the set of activities that are performed to ensure resources of the information environment are properly allocated in a manner that preserves control of the environment's performance in meeting its various user-needs.  The allocation function operates to control the utilization of resources available within the information environment. It balances the need to maximize support to all users with the requirement to provide full support to mission-critical operations. It takes as its input a set of invocation parameters (e.g., resource requests) and, based upon the policy rule set and parameters available from the target resource manager, provides an authorization decision that includes allocating the requested resources to meet the policy-constrained needs of the invocation.
A33241
Allocate System Resources:  This activity performs the allocation of system resources including processing and temporary storage resources. The allocation function takes as its input a set of invocation parameters (e.g., processing resource requests) and, based upon the policy rule set and parameters available from the operating system resource managers, provides an authorization decision that includes allocating the requested resources to meet the processing needs of the invocation.
A33242
Allocate Network Resources:  This activity performs the allocation of network resources including ports/protocols, transport path resources, and transport bandwidth. The allocation function takes as its input a set of invocation parameters (e.g., port requests, bandwidth resource requests) and, based upon the policy rule set and parameters available from the network resource managers, provides an authorization decision that includes allocating the requested resources to meet the networking needs of the invocation.
A33243
Allocate Storage Resources:  This activity performs the allocation of persistent storage resources including replicated storage and archival storage. The allocation function takes as its input a set of invocation parameters (e.g., storage media resource requests) and, based upon the policy rule set and parameters available from the storage media resource managers, provides an authorization decision that includes allocating the requested resources to meet the storage needs of the invocation.
A33244
Assign Electromagnetic Spectrum Resources:  This activity performs the assignment of specific frequencies and their use within the information environment. This assignment process works within the electromagnetic spectrum allocation provided to the information environment through other authorities. Electromagnetic spectrum assignment involves coordinating among electromagnetic spectrum users (e.g., military, civil, host nation) to identify those portions of the spectrum suitable and available to support users connected to the information environment.  After portions of the spectrum have been identified as available the next step of the assignment process is the apportioning of the available spectrum to maximize user access while ensuring mission critical operations are fully supported. The assignment function takes as its input a set of invocation parameters (e.g., spectrum resource requests) and, based upon the policy rule set and parameters available from the spectrum resource managers, provides an authorization decision that includes assigning the requested resources to meet the electromagnetic spectrum needs of the invocation.
A3325
Perform Accountability:  This activity performs the internal controls necessary to ensure that the activities within the information environment are properly performed, that resources are properly used, that information objects are properly manipulated, and that individual users/entities are held accountable for their actions. The accountability function takes as its input a set of invocation parameters (e.g., audit parameters) and, based upon the accountability policy rule set and parameters establishing the accountability control objectives, provides either an accountability-decision that indicates activities performed by a user/entity remain within accountability thresholds or an accountability-alarm indicating that activities performed by a user entity have exceeded allowable thresholds set by policy. The invocation creates an audit log that authorized auditors may inspected on-line in real-time or at periodic intervals, or off-line at periodic intervals.
A33251
Audit Resource Usage:  This activity performs the selective auditing of resource usage. Given resource usage policies and resource allocations, this audit accounts for the actual usage of resources over a specified interval and identifies where resource misuse may have occurred and who might have been responsible for that misuse. This resource audit information may also be used to support performance management of the information environment. This resource audit function takes as its input a set of invocation parameters (e.g., selective resource-usage audit parameters) and, based upon the policy rule set and parameters establishing resource usage accountability control objectives, provides a policy conformance decision (e.g., audit shows resource usage conforms to policy) or a policy conformance alarm (e.g., audit alarm indicating the usage of resources is not matched to authorized users or is otherwise not policy conforming). Billing discrepancies for resource usage may raise such alarms and demonstrate a theft of resources is occurring.  Resource usage auditing may be performed on a per-user or per-resource basis.
A33252
Audit User/ Entity Activity:  This activity performs the selective auditing of user/entity activities, examining activities on either a per-subject or a per-object basis, or both. Given information environment user/entity policies and actual activities performed over a specified interval, this audit activity identifies where activities may not be performed properly.  Determination of whether or not users involved in improperly performed activities should be pursued by law-enforcement personnel can occur through further analysis of this audit data. This audit data can also be used to support intrusion detection, privileged insider misuse, and other security violations. This user/entity audit function takes as its input a set of invocation parameters (e.g., selective user/entity activity audit parameters) and, based upon the policy rule set and parameters establishing user/entity accountability control objectives, provides a policy conformance decision (e.g. audit shows activities conform to policy) or a policy conformance alarm (e.g. audit alarm indicating one or more user/entity activities are not policy conforming). User/Entity Activity auditing may be selectively performed on a per-user/entity or per-object basis.
A3326
Perform Availability Activities:  This node represents the set of response actions that are performed to maintain information environment operations within acceptable levels of performance to meet mission needs. The availability function takes as its input a set of invocation parameters (e.g., response-need parameters) and, based upon the availability policy rule set and parameters establishing the response objectives, provides either a response-decision reflecting the automated actions being taken within the environment to respond to the specified need or an availability failure alarm indicating the availability thresholds cannot be met through automated actions. All availability response activities and availability failure alarms should be audited.
A33261
Perform Service Quality Response:  This activity performs the set of responses that have been established to address service quality. It may include dynamically changing resource allocations, adding or removing error checking, or changing policy constraints. The service quality function takes as its input a set of invocation parameters (e.g., a service quality state) and, based upon the availability policy rule set and parameters establishing the QOS response objectives, provides either a QOS-response decision reflecting the automated actions being taken within the environment to respond to the specified QOS need or a QOS failure alarm indicating the QOS thresholds cannot be met through automated actions.
A33262
Perform Anomaly Response:  The anomaly-response function takes as its input a set of invocation parameters (e.g., an anomalous state) and, based upon the availability policy rule set and parameters establishing the anomaly-response objectives, provides either an anomaly-response decision reflecting the automated actions being taken within the environment to respond to the specified anomaly need or an anomaly-response failure alarm indicating the detected anomaly cannot be resolved through automated actions.
A33263
Perform Failure Response:  The failure-response function that takes as its input a set of invocation parameters (e.g., a failure state) and, based upon the availability policy rule set and parameters establishing the anomaly-response objectives, provides either a failure-response decision reflecting the automated actions being taken within the environment to respond to the specified failure need or an failure-response alarm indicating the specified failure cannot be resolved through automated actions.
A33264
Perform Containment Response:  The containment-response function takes as its input a set of invocation parameters (e.g., an intrusion, attack, or failure state) and, based upon the availability policy rule set and parameters establishing the containment-response objectives, provides either a containment-response decision reflecting the automated actions being taken within the environment to contain the specified intrusion, attack, or failure; or a containment-response alarm indicating the specified intrusion, attack, or failure cannot be contained through automated actions.
A33265
Perform Decontamination Response:  The decontamination-response function takes as its input a set of invocation parameters (e.g., a contamination state) and, based upon the availability policy rule set and parameters establishing the decontamination-response objectives, provides either a decontamination-response decision reflecting the automated actions being taken within the environment to decontaminate specified resources; or a decontamination-response alarm indicating the specified resources cannot be decontaminated through automated actions.
A4
Resource Service Requests:  This activity takes an infrastructure resource service request and provides the resources (e.g., processors, memory, storage media, bandwidth, etc.) necessary to satisfy that request. If the request cannot be satisfied as presented, a negotiation process may ensue among service resource providers to gain as much of the requested resources for the invoking requestor as possible, or an unable to fulfill response is returned to the invoking requestor.
A41
Provide Computing Resources:  This activity takes an infrastructure resource service request from the requesting Core or COI Service and provides the computational resources necessary to execute the Core or COI Service. These resources would generally include processor scheduling and memory allocation. The response to the request enables the Core or COI Service to execute their computational tasks within their specified performance bounds.
A42
Provide Communications Resources:  This activity takes an infrastructure resource service request from the requesting Core or COI Service and provides the communications resources needed to execute the Core or COI Service. These resources could include scheduling, bandwidth allocation, channel allocation, frequency assignment, or the necessary resources to ensure a specified quality of service.
A43
Provide Media Resources:  This activity takes an infrastructure resource service request and provides the storage media resources needed to execute the Core or COI Service. These resources could include media type, active and/or archival storage, storage device allocation, and memory allocation.
A5
Manage Net-Centric Information Environment:  This activity consists of the planning, organizing, coordinating, and controlling the establishment, maintenance, and dissolution of all the capabilities of and services provided by the information environment. It comprises the development of the environment's capabilities, the management of its system and network configurations, as well as the conduct of its administration, monitoring, and response activities. It also consists of performance of all NetOps activities necessary to manage and protect the flow of information within the information environment. These activities are performed by NetOps Personnel. It takes functional and operational performance requirements as inputs and produces operational capabilities within the information environment. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
A51
Develop Information Environment Capabilities:  This activity consists of the design; planning and engineering; and implementation of the information environment's initial and incremental capabilities. It takes system and network functional and operational performance requirements as inputs and produces capability designs, plans, implemented capabilities and their increments. This activity is controlled by the operational environment; plans; policies; guidance; laws and regulations; tactics, techniques, and procedures; standards; and funding. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
A511
Architect Information Environment Capabilities:  This activity aggregates the functions of developing operational, system, and technical architecture products for the purpose of specifying and implementing new or modified capabilities within the information environment. This activity takes capability improvement opportunities and needs as inputs and produces environment architectures, institutional COI data models and environment standards as outputs.
A5114
Manage Institutional COI Data Models:  This activity aggregates the functions of managing data standards within the information environment. It includes the responsibility for each institutional level functional or cross-functional COI to provide its data model(s) to the Common Architecture Data Model (CADM) and to register its metadata with the DoD Metadata Registry.  This activity includes adding, modifying, and deleting data definitions/descriptors, and ensuring notification of such changes is provided throughout the using communities.
A5115
Control Capability Increment Integration:  This activity aggregates the functions of managing all aspects of integrating a new increment of capability within the information environment. Key aspects of control include timing, funding, readiness for implementation, and post-implementation assessments.  The input to this activity is the notification for a new capability to be integrated into the information environment. This activity could be as simple as introducing a new application or as complex as introducing a transformational communications capability.
A512
Plan & Engineer Information Environment Capability Increments:  This activity aggregates the functions of extending and evolving the capabilities of the information environment. It pertains to implementing required system and network capabilities for a mission or for an incremental improvement in the information environment. It focuses on defining, establishing, evolving, and integrating the information environment computing and communications functionality in response to operational (mission) requirements. It includes the planning and engineering of NetOps support capabilities. This activity receives a capability extension need from the information environment as an input and produces capability increment implementation and funding plans as well as capability incremental designs as outputs. Environment architectures, institutional COI data models and environment standards taken from the design of the information environment capabilities control this activity.
A5121
Plan & Engineer System Capabilities:  This activity focuses on the functions of extending and evolving the GIG computational infrastructure. It includes defining, establishing, evolving, and integrating GIG computing functions in response to operational (mission) requirements. It pertains to computing hardware and operational databases.
A52
Manage System & Network Configurations:  This activity consists of the planning, organizing, coordinating, and controlling of the arrangement of the elements of protection and monitoring capabilities, system and network controls, and incident recovery actions of the information environment. It is generally performed by NetOps Administrators. It takes configuration orders; status reports; and operational and functional performance requirements as inputs and provides performance capabilities and service and infrastructure controls as outputs. It is controlled by environment standards such as policy and operational guidance. It is enabled by GIG systems and networks; net-centric enterprise services; net-centric COI applications and services; GIG NetOps facilities; and GIG NetOps personnel.
A523
Configure System & Network Controls:  This activity focuses on establishing, maintaining, and coordinating the software and hardware operating parameters used by the system and network control mechanisms within the information environment. It involves setting the static and dynamic performance-policy parameters of the information environment in servers, workstations, device performance management information databases, and sensors. These parameters pertain to performance-policy enforcement in operating systems, database management systems, networks, services, and applications. It includes establishing resource service-control parameters, (e.g., service-level agreements, bandwidth allocation, path allocation, channel allocation, memory allocation, processor allocation, storage media allocation, throughput guarantees, service priorities). It takes service control requirements as its input and provides enabled system and network control and operational performance capabilities as its output.  It includes administering daily control of the regional electromagnetic spectrum and of the in-theater tactical reach-back capability. It is generally performed by NetOps administrators. This activity is controlled by operational and functional performance requirements and configuration orders.
A5231
Configure Networks:  This activity focuses on the static and dynamic operating parameters used for Local and Wide Area transmission and switching systems in wired and wireless networks. It performs the configuration of networking components.
A5232
Configure IT Systems & Services:  This activity focuses on the static and dynamic operating parameters of computing platforms used for hosting, serving, and/or executing software applications and services.   It performs the physical and logical configuration of IT components including hardware, firmware, and software. It performs the physical and logical configuration of data storage media. It performs the physical and logical configuration of enterprise net-centric core services, information content repositories, and COI-specific services.
A56
Manage Monitoring Activity:  This activity focuses on observing and understanding the dynamic performance and operational use of the information environment. Its goal is to create and maintain situational knowledge of the status of environment's networks and systems to produce comprehensive situational awareness of the information environment. It conducts assessments of both threats and incidents in order to adjust protection measures within the infrastructure. It also includes providing discrete analysis, assessing potential impact and determining threat mitigation strategies. The activity includes the collection, testing, and analysis of configuration information, and assessment operational states to detect disruption and degradation that indicate failures or security problems. It tests and analyzes performance and policy enforcement aspects of a given configuration. It audits operational use and detects failures, attack signatures, or anomalous events; and characterizes such events as incidents requiring a response. NetOps Monitors perform this activity. It receives status, performance information, and configuration data of the environment as inputs and produces threat and incident assessments, incident and audit reports, and configuration changes. This activity is controlled by functional and operational performance requirements and configuration test plans. This activity is enabled by NetCOP.
A565
Perform Environment Situation Awareness:  This activity focuses on the dynamic capture, fusion, correlation, representation, and display of the information environment's sensor and monitoring data to support awareness of the state of the environment. This activity provides the basis for analysis, cognizance, and decision-making regarding environment operations in support of designated missions. It integrates information from disparate sources, including the user (either obtained by input or automatic sensing) to provide the user/entity with a tailored view, in accordance with the user's profile, of his situation (User/entity may be a producer or consumer, a human or device/system). The activity invokes concurrent core enterprise activities/services, as needed, to satisfy requirements determined from the processing of user request stream. The activity provides feedback status and intermediate/final results to users/entities as appropriate. This activity is controlled by policy and guidance, and is performed by NetOps monitoring and response personnel.
A566
Perform Help Desk/ Customer Support:  This activity analyzes environmental situation awareness results and interacts to provide customized help to the user/entity and user/entity agent.   The help provided is based upon knowledge of the issue source and associated environment resources. This activity coordinates with the user/entity agent for personalization of interaction.  This activity also provides knowledge and training associated with the information environment, and also supports provision by out-of-band or external communications means. 

NCES Definitions

The following are NCES definitions as defined in the NCES Capability Development Document (CDD), Draft Version 0.7.13.5, 23 October 2003. The definitions can be used as a reference to note the similarities and differences between the NCES, the NCOW RM V1.0, and the FEA SRM Service Components.  

As shown in the tables in this appendix, the NCES map to both the FEA SRM and the NCOW RM V1.0. Note that the names of the NCES and NCOW Core Services are similar although there are differences in the context as the definitions of both indicate.  

Messaging Service

Mail Client Email Messaging Service. Exchanges messages between two or more people asynchronously using a queuing system.

Web-based Email Messaging Service. Exchanges messages between two or more people asynchronously from any browser.
Messaging Middleware Service. Interfaces between applications to asynchronously send and receive data.
Publish/Subscribe Service. Enables multiple consumers and applications to sign up for an event, and sends the appropriate notification or awareness data when event occurs.
Unified Messaging Service. Provides a common interface to access messages by sending digitized (text or speech) messages between fax, paging, voice, and video.  
Information Assurance (IA)/Security Service

Identity Management Service. Enables the management of consumer identities.
Authentication Service. Verifies identity of users on the network.
Auditing/Logging Service. Records and examines notable IA activities or events.
Access Control Service. Manages permissions for access to assets.
Cross Domain Exchange Service. Exchanges data across security domains IAW IA policy.
Alert Service. Triggers a signal indicating the occurrence of predefined condition.
Storage Service 

Ad-hoc Storage For The Warfighter. Storage to be used to publish non-recurring data from the lower bandwidth tactical community.
Fixed Installation and Business Storage. Storage to be used for high connected garrison organizations.
Long Term Archival Storage. Offline storage for retaining key archival data needs.

Enterprise Service Management (ESM)


Integrated Service Status Service. Provides an integrated view of the operational status of one or more enterprise services.
Service Element Status Reporting Service. Provides automated reporting of enterprise service status information.
Enterprise Service Desk. Provides service and help desk support, e.g. incident/problem reporting, tracking, and resolution for enterprise service providers and users.
End-to-End Service Performance Monitoring and Analysis Service. Provides the ability to collect, analyze, and present end-to-end service performance information.
IT Situational Awareness Service. Provides automated near real time integrated NETOPS situational awareness of enterprise service.

Mediation Service

Synchronous Assured Delivery Services. Assures data content delivery between a producer and consumer in a near real-time manner.
Asynchronous Assured Delivery Services.  Assures data content delivery between a producer and consumer in a non-time critical manner.
Monitoring Service. Monitors the status and queuing of the mediation assured delivery and translation suite.
Translation Service. Translates data content from producer into a consumer defined format.  E.g. XML, UDF, EDI.

Collaboration Service

Session Management Service.  Provides control over consumer interactive sessions.
Chat/Instant Messaging Service. Exchanges messages in real-time between two or more people.
Audio Collaboration Service. Delivers audio data streams to multiple consumers in a session.
Shared Filespace. Provides the consumers of a session the permissions for opening, reading, writing and closing a single file  across the network.
Video Collaboration Service. Delivers video data streams to multiple consumers in a session.
Annotation Service (Whiteboard). Provides a drawing space for consumers to simultaneously share information.
Shared Application Service. Provides viewing permissions from one consumer’s machine to another remote machine in a synchronous meeting session.

Discovery Service

People Discovery Service. Searches and retrieves matching DoD personnel including civilians.
Service Discovery Service. A UDDI-like service to find net offerings.
Data Asset Discovery Service.  Allows one off data and recurring data to be discovered (like Yahoo).
Organizations Discovery Service. Allows organizations and roles to be discovered – probably LDAP related.
Registration Service. Allows consumers to register for dynamic enterprise content.
Publish Data Service. Allows data providers to publish their data, both recurring and one-off sources.

User Assistant Service
User Profile. Enables users to obtain their preferences and desktop configuration when working any machine on the network.
User Subscription. Enables users to receive notifications and services for which they are signed up.
Training. Provides instruction on NCES and NCES details and capabilities.
Operator Assistance Service. Provides human interactive assistance to consumers of NCES.
On-Line Assistance Service.  Provides immediate on-screen instruction and assistance to consumers of NCES.

Appendix B – FEA SRM Service Component Definitions

Customer Services Domain 

The Customer Services Domain defines the set of capabilities that are directly related to an internal or external customer, the business’ interaction with the customer, and the customer driven activities or functions. The Customer Services domain represents those capabilities and services that are at the front end of a business, and interface at varying levels with the customer.  

Customer Relationship Management - defines the set of capabilities that are used to plan, schedule and control the activities between the customer and the enterprise both before and after a product or service is offered.
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Call Center Management - defines the set of capabilities that handle telephone sales and/or service to the end customer.
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Customer Analytics - defines the set of capabilities that allow for the analysis of an organization's customers as well as the scoring of third party information as it relates to an organization’s customers.
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Sales and Marketing - defines the set of capabilities that facilitate the promotion of a product or service and capture of new business.
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Product Management - defines the set of capabilities that facilitate the creation and maintenance of products and services.
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Brand Management – defines the set of capabilities that support the application of a trade name to a product or service as well as developing an awareness for the name.
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Customer / Account Management – defines the set of capabilities that support the retention and delivery of a service or product to an organization's clients.
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Contact Management – defines the set of capabilities that keep track of people and the related activities of an organization.
[image: image14.png]



Partner Relationship Management – defines the set of capabilities that are used to plan and control the activities between an organization, its stakeholders and business partners, including third parties that support services to an organization’s stakeholders

[image: image15.png]


  Customer Feedback – defines the set of capabilities that are used to collect, analyze and handle comments and feedback from an organization's customers. 

[image: image16.png]


  
 Surveys - defines the set of capabilities that are used to collect useful information from an organization's customers. 
Customer Preferences Description - defines the set of capabilities that allow an organization's customers to change a user interface and the way that data is displayed.  
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Personalization – defines the set of capabilities to change a user interface and how data is displayed.
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Subscriptions – defines the set of capabilities that allow a customer to join a forum, listserv, or mailing list.
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   Alerts and Notifications – defines the set of capabilities that allow a customer to be contacted in relation to a subscription or service of interest.
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 Profile Management – defines the set of capabilities that allow for the maintenance and modification of a customer's account information related to their profile.

Customer Initiated Assistance - defines the set of capabilities that allow customers to proactively seek assistance and service from an organization.
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Online Help – defines the set of capabilities that provide an electronic interface to customer assistance.
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Online Tutorials – defines the set of capabilities that provide an electronic interface to educate and assist customers.
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Self-Service – defines the set of capabilities that allow an organization's customers to sign up for a particular service at their own initiative.
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Reservations / Registration – defines the set of capabilities that allow electronic enrollment and confirmations for services.
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Multi-Lingual Support – defines the set of capabilities that allow access to data and information in multiple languages.
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Assistance Request - defines the set of capabilities that support the solicitation of support from a customer. 
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Scheduling - defines the set of capabilities that support the plan for performing work or service to meet the needs of an organization’s customers.

Process Automation Services Domain

The Process Automation Services Domain defines the set of capabilities that support the automation of process and management activities that assist in effectively managing the business. The Process Automation Services domain represents those services and capabilities that serve to automate and facilitate the processes associated with tracking, monitoring, and maintaining liaison throughout the business cycle of an organization.

Tracking and Workflow - defines the set of capabilities for automatic monitoring and routing of documents to the users responsible for working on them to support each step of the business cycle. 
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Process Tracking – defines the set of capabilities to allow the monitoring of activities within the business cycle. 
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Case / Issue Management – defines the set of capabilities for managing the life cycle of a particular claim or investigation within an organization to include creating, routing, tracing, assignment and closing of a case as well as collaboration among case handlers. 
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Conflict Resolution – Defines the set of capabilities that support the conclusion of contention or differences within the business cycle.
Routing and Scheduling - defines the set of capabilities for the automatic directing, assignment, or allocation of time for a particular action or event. 
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Inbound Correspondence Management – defines the set of capabilities for the management of externally initiated communication between an organization and its stakeholders.
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Outbound Correspondence Management – defines the set of capabilities for the management of internally initiated communication between an organization and its stakeholders. 


Business Management Services Domain 

The Business Management Services Domain defines the set of capabilities that support the management of business functions and organizational activities that maintain continuity across the business and value-chain participants. The Business Management Services domain represents those capabilities and services that are necessary for projects, programs and planning within a business operation to successfully be managed.

Management of Process - defines the set of capabilities that regulate the activities surrounding the business cycle of an organization. 
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Change Management – defines the set of capabilities that control the process for updates or modifications to the existing documents, software or business processes of an organization.
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Configuration Management – defines the set of capabilities that control the hardware and software environments, as well as documents of an organization.
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Requirements Management – defines the set of capabilities for gathering, analyzing and fulfilling the needs and prerequisites of an organization's efforts.
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Program / Project Management – defines the set of capabilities for the management and control of a particular effort of an organization.
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Governance / Policy Management – defines the set of capabilities intended to influence and determine decisions, actions, business rules and other matters within an organization.
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Quality Management - defines the set of capabilities intended to help determine the level of assurance that a product or service will satisfy certain requirements.
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Business Rule Management – defines the set of capabilities for the management of the enterprise processes that support an organization and its policies.
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Risk Management – defines the set of capabilities that support the identification and probabilities or chances of hazards as they relate to a task, decision or long-term goal.
Organizational Management – defines the set of capabilities that support both collaboration and communication within an organization.
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Workgroup/Groupware - 
defines the set of capabilities that support multiple users working on related tasks.
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Network Management - defines the set of capabilities involved in monitoring and maintaining a communications network in order to diagnose problems, gather statistics and provide general usage.

Investment Management - defines the set of capabilities that manage the financial assets and capital of an organization. 
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Strategic Planning & Mgmt – defines the set of capabilities that support the determination of long-term goals and the identification of the best approach for achieving those goals.
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Portfolio Management – defines the set of capabilities that support the administration of a group of investments held by an organization.
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Performance Management - defines the set of capabilities for measuring the effectiveness of an organization's financial assets and capital.  

Supply Chain Management - defines the set of capabilities for planning, scheduling and controlling a supply chain and the sequence of organizations and functions that mine, make or assemble materials and products from manufacturer to wholesaler to retailer to consumer.
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Procurement - defines the set of capabilities that support the ordering and purchasing of products and services.
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Sourcing Management – defines the set of capabilities that support the supply of goods or services as well as the tracking and analysis of costs for these goods.
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Catalog Management – defines the set of capabilities that support the listing of available products or services that an organization offers.
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Ordering / Purchasing – defines the set of capabilities that allow the placement of request for a product.
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Invoice / Requisition Tracking and Approval – defines the set of capabilities that support the identification of where a shipment or delivery is within the business cycle.
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Storefront / Shopping Cart - defines the set of capabilities that support the online equivalent of the supermarket cart, where orders and merchandise are placed.
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Returns Management – defines the set of capabilities for collecting, analyzing, and resolving product returns or service cancellations.
Digital Asset Services Domain 

The Digital Asset Services Domain defines the set of capabilities that support the generation, management, and distribution of intellectual capital and electronic media across the business and extended enterprise.

Content Management – defines the capabilities that manage the storage, maintenance and retrieval of documents and information of a system or website.
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Content Authoring – defines the capabilities that allow for the creation of tutorials, CBT courseware, Web sites, CD-ROMs and other interactive programs.
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Content Review and Approval – defines the capabilities that allow for the approval of interactive programs.
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Tagging and Aggregation – defines the set of capabilities that support the identification of specific content within a larger set of content for collection and summarization.
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Content Publishing and Delivery – defines the set of capabilities that allow for the propagation of interactive programs.
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Syndication Management - defines the set of capabilities that control and regulate an organization's brand.

NCOW:  Manage Storage Resources

NCES:  Storage Services
Document Management – defines the set of capabilities that control the capture and maintenance of an organization's documents and files.
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Document Imaging and OCR – defines the set of capabilities that support the scanning of physical documents for use electronically.
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Document Referencing – defines the set of capabilities that support the redirection to other documents and information for related content.
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Document Revisions – defines the set of capabilities that support the versioning and editing of content and documents.
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Library / Storage – defines the set of capabilities that support document and data warehousing and archiving.
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Document Review and Approval – defines the set of capabilities that support the editing and commendation of documents before releasing them.
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Document Conversion – defines the set of capabilities that support the changing of files from one type of format to another.
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Indexing – defines the set of capabilities that support the rapid retrieval of documents through a structured numbering construct.
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Classification – defines the set of capabilities that support the categorization of documents.

Knowledge Management - defines the set of capabilities that support the identification, gathering and transformation of documents, reports and other sources into meaningful information. 
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Information Retrieval – defines the set of capabilities that allow access to data and information for use by an organization and its stakeholders.
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Information Mapping / Taxonomy – defines the set of capabilities that support the creation and maintenance of relationships between data entities, naming standards and categorization.
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Information Sharing – defines the set of capabilities that support the use of documents and data in a multi-user environment for use by an organization and its stakeholders.
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Categorization – defines the set of capabilities that allow classification of data and information into specific layers or types to support an organization.
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Knowledge Engineering – defines the set of capabilities that support the translation of knowledge from an expert into the knowledge base of an expert system.
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Knowledge Capture – defines the set of capabilities that facilitate collection of data and information.
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Knowledge Discovery - defines the set of capabilities that facilitate the identification of useful information from data.
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Knowledge Distribution and Delivery - defines the set of capabilities that support the transfer of knowledge to the end customer.

Records Management - defines the set of capabilities to support the storage, protection, archiving, classification and retirement of documents and information.
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Record Linking / Association - defines the set of capabilities that support the correlation between logical data and information sets. 
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Document Classification – defines the set of capabilities that support the categorization of documents and artifacts, both electronic and physical.
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Document Retirement – defines the set of capabilities that support the termination or cancellation of documents and artifacts used by an organization and its stakeholders.
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Digital Rights Management – defines the set of capabilities that support the claim and ownership of intellectual capital and artifacts belonging to an organization.

Business Analytical Services Domain 

The Business Analytical Services Domain defines the set of capabilities supporting the extraction, aggregation, and presentation of information to facilitate decision analysis and business evaluation.
Analysis and Statistics - defines the set of capabilities that support the examination of business issues, problems and their solutions.
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Modeling – defines the set of capabilities that support the simulating of conditions or activities by performing a set of equations on a set of data.
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Predictive – defines the set of capabilities that support the foretelling of something in advance by the use of data. 
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Simulation – defines the set of capabilities that support the representation of the interaction between real-world objects.
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Mathematical – defines the set of capabilities that support the use of mathematical functions and algorithms for the analysis of data.
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Structural / Thermal  – defines the set of capabilities that support the use of data flow and data modeling diagrams for applying systematic analysis of data.
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Radiological – defines the set of capabilities that support the use of radiation and x-ray technologies for analysis and scientific examination.
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Forensics – defines the set of capabilities that support the analysis of physical elements using science and technology for investigative and legal purposes.
Visualization - defines the set of capabilities that support the conversion of data into graphical or picture form.
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Graphing / Charting – defines the set of capabilities that support the presentation of information in the form of diagrams or tables.
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Imagery – defines the set of capabilities that support the creation of film or electronic images from pictures, paper forms or graphics for static or dynamic use.
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Multimedia – defines the set of capabilities that support the representation of information in more than one form to include text, audio, graphics, animated graphics and full motion video.
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Mapping / Geospatial / Elevation / GPS – defines the set of capabilities that support the use of elevation, latitude, and longitude coordinates.
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CAD - defines the set of capabilities that support the design of products with computers.
Business Intelligence - defines the set of capabilities that support information that pertains to the history, current status or future projections of an organization.
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Demand Forecasting / Mgmt – defines the set of capabilities that facilitate the prediction of sufficient production to meet an organization's sales of a product or service.
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Balanced Scorecard – defines the set of capabilities that support the listing and analyzing of both positive and negative impacts associated with a decision.
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Decision Support and Planning – defines the set of capabilities that support the analysis of information and predict the impact of decisions before they are made.
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Data Mining - defines the set of capabilities that support the exploring and analyzing of detailed business transactions to uncover patterns and relationships within the business activity and history.

Reporting - defines the set of capabilities that support the organization of data into useful information.
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Ad Hoc – defines the set of capabilities that support the use of dynamic reports on an as needed basis.
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Standardized / Canned –defines the set of capabilities that support the use of pre-conceived or pre-written reports.
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OLAP - defines the set of capabilities that support the analysis of information that has been summarized into multidimensional views and hierarchies.

Back Office Services Domain
The Back Office Services Domain defines the set of capabilities that support the management of enterprise planning and transactional-based functions 
Data Management - defines the set of capabilities that support the usage, processing and general administration of unstructured information.
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Data Exchange – defines the set of capabilities that support the interchange of information between multiple systems or applications.
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Data Mart – defines the set of capabilities that support a subset of a data warehouse for a single department or function within an organization.
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Data Warehouse – defines the set of capabilities that support the archiving and storage of large volumes of data.

[image: image100.png]



Meta Data Management – defines the set of capabilities that support the maintenance and administration of data that describes data.
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Data Cleansing – defines the set of capabilities that support the removal of incorrect or unnecessary characters and data from a data source.
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Extraction and Transformation – defines the set of capabilities that support the manipulation and change of data.
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Loading and Archiving – defines the set of capabilities that support the population of a data source with external data.
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Data Recovery – defines the set of capabilities that support the restoration and stabilization of data sets to a consistent, desired state.
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 Data Classification – defines the set of capabilities that allow the classification of data.
Human Resources - defines the set of capabilities that support the recruitment and management of personnel.
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Recruiting – defines the set of capabilities that support the identification and hiring of employees for an organization.
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Resume Management – defines the set of capabilities that support the maintenance and administration of one's professional or work experience and qualifications.
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Career Development and Retention – defines the set of capabilities that support the monitoring of performance as well as the professional growth, advancement, and retention of an organization's employees.
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Time Reporting – defines the set of capabilities that support the submission, approval and adjustment of an employee's hours.
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Awards Management – defines the set of capabilities that support the recognition of achievement among employees of an organization. 
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Benefit Management – defines the set of capabilities that support the enrollment and participation in an organization's compensation and benefits programs.
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Retirement Management - defines the set of capabilities that support the payment of benefits to retirees.
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Personnel Administration –defines the set of capabilities that support the matching between an organization’s employees and potential opportunities as well as the modification, addition and general upkeep of an organization’s employee-specific information.
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Education / Training - defines the set of capabilities that support the active building of employee capacities.
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Health and Safety – defines the set of capabilities that support the security and physical well-being of an organization's employees.
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Travel Management – defines the set of capabilities that support the transit and mobility of an organization's employees for business purposes.

Financial Management - defines the set of capabilities that support the accounting practices and procedures that allow for the handling of revenues, funding and expenditures.
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Billing and Accounting – defines the set of capabilities that support the charging, collection and reporting of an organization's accounts.
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Credit / Charge – defines the set of capabilities that support the use of credit cards or electronic funds transfers for payment and collection of products or services.
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Expense Management – defines the set of capabilities that support the management and reimbursement of costs paid by employees or an organization.
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Payroll – defines the set of capabilities that involve the administration and determination of employees compensation.
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Payment / Settlement – defines the set of capabilities that support the process of accounts payable.
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Debt Collection – defines the set of capabilities that support the process of accounts receivable.
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Revenue Management – defines the set of capabilities that support the allocation and re-investment of earned net credit or capital within an organization.
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Auditing – defines the set of capabilities that support the examination and verification of records for accuracy.
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Activity – Based Management – defines the set of capabilities that support a defined, specific set of finance-related tasks for a given objective.
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Currency Translation - defines the set of capabilities that support the calculations and differences among multiple mediums of exchange.
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Financial Reporting - defines the set of capabilities that support the structured dissemination of financial data and information in both physical format and electronic media.

Assets / Materials Management – defines the set of capabilities that support the acquisition, oversight and tracking of an organization's assets. 
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Property / Asset Management – defines the set of capabilities that support the identification, planning and allocation of an organization's physical capital and resources.
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Asset Cataloging / Identification – defines the set of capabilities that support the listing and specification of available assets.
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Asset Transfer, Allocation, and Maintenance – defines the set of capabilities that support the movement, assignment, and replacement of assets.
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Facilities Management – defines the set of capabilities that support the construction, management and maintenance of facilities for an organization.
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Computers / Automation Management – defines the set of capabilities that support the identification, upgrade, allocation and replacement of physical devices, including servers and desktops, used to facilitate production and process-driven activities.
Development and Integration - defines the set of capabilities that support the communication between hardware/software applications and the activities associated with deployment of software applications.  
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Legacy Integration – defines the set of capabilities that support the communication between newer generation hardware/software applications and the previous, major generation of hardware/software applications.
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Enterprise Application Integration – defines the set of capabilities that support the redesigning of disparate information systems into one system that uses a common set of data structures and rules.
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Data Integration - defines the set of capabilities that support the organization of data from separate data sources into a single source using middleware or application integration as well as the modification of system data models to capture new information within a single system.
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Instrumentation and Testing – defines the set of capabilities that support the validation of application or system capabilities and requirements.
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Software Development – defines the set of capabilities that support the creation of both graphical and process application or system software.

Human Capital / Workforce Management – defines the set of capabilities that support the planning and supervision of an organization’s personnel.
[image: image138.png]



Resource Planning and Allocation – defines the set or capabilities that support the means for assignment of employees and assets to sustain or increase an organization's business.
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Skills Management – defines the set of capabilities that support the proficiency of employees in the delivery of an organization's products or services.
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Workforce Directory / Locator – defines the set of capabilities that support the listing of employees and their whereabouts.
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Team / Org Management – defines the set of capabilities that support the hierarchy structure and identification of employees within the various sub-groups of an organization.
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Contingent Workforce Management – defines the set of capabilities that support the continuity of operations for an organization's business through the identification of alternative organization personnel.
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Workforce Acquisition / Optimization - defines the set of capabilities that support the hiring and re-structuring of employees and their roles within an organization.

Support Services Domain
The Support Services Domain defines the set of cross-functional capabilities that can be leveraged independent of Service Domain objective and / or mission.

Security Management – defines the set of capabilities that support the protection of an organization's hardware/software and related assets. 
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Identification and Authentication – defines the set of capabilities that support obtaining information about those parties attempting to log on to a system or application for security purposes and the validation of those users.
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Access Control – defines the set of capabilities that support the management of permissions for logging onto a computer or network.
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Encryption – defines the set of capabilities that support the encoding of data for security purposes.
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Intrusion Detection – defines the set of capabilities that support the detection of illegal entrance into a computer system.
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Verification – defines the set of capabilities that support the confirmation of authority to enter a computer system, application or network.
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Digital Signature – defines the set of capabilities that guarantee the unaltered state of a file.
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User Management – defines the set of capabilities that support the administration of computer, application and network accounts within an organization.
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Role / Privilege Management - defines the set of capabilities that support the granting of abilities to users or groups of users of a computer, application or network.
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Audit Trail Capture and Analysis – defines the set of capabilities that support the identification and monitoring of activities within an application or system.

Collaboration – defines the set of capabilities that allow for the concurrent, simultaneous communication and sharing of content, schedules, messages and ideas within an organization.
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Email - defines the set of capabilities that support the transmission of memos and messages over a network.
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Threaded Discussions – defines the set of capabilities that support the running log of remarks and opinions about a given topic or subject.
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Document Library – defines the set of capabilities that support the grouping and archiving of files and records on a server.
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Shared Calendaring – defines the set of capabilities that allow an entire team as well as individuals to view, add and modify each other’s schedules, meetings and activities.
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Task Management – defines the set of capabilities that support a specific undertaking or function assigned to an employee.
NCOW:  Collaboration Services

NCES:  Collaboration Services
Search - defines the set of capabilities that support the probing and lookup of specific data from a data source.
[image: image158.png]



Query – defines the set of capabilities that support retrieval of records that satisfy specific query selection criteria.
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Precision / Recall Ranking – defines the set of capabilities that support selection and retrieval of records ranked to optimize precision against recall.
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Classification – defines the set of capabilities that support selection and retrieval of records organized by shared characteristics in content or context.
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Pattern Matching – defines the set of capabilities that support retrieval of records generated from a data source by imputing characteristics based on patterns in the content or context.

Communication - defines the set of capabilities that support the transmission of data, messages and information in multiple formats and protocols.
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Real Time / Chat – defines the set of capabilities that support the conferencing capability between two or more users on a local area network or the internet.
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Instant Messaging – defines the set of capabilities that support keyboard conferencing over a Local Area Network or the internet between two or more people.
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Audio Conferencing – defines the set of capabilities that support audio communications sessions among people who are geographically dispersed.
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Video Conferencing – defines the set of capabilities that support video communications sessions among people who are geographically dispersed.
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Event / News Management – defines the set of capabilities that monitor servers, workstations and network devices for routine and non-routine events.
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Community Management - defines the set of capabilities that support the administration of online groups that share common interests.
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Computer / Telephony Integration - defines the set of capabilities that support the connectivity between server hardware, software and telecommunications equipment into a single logical system.
Systems Management – defines the set of capabilities that support the administration and upkeep of an organization’s technology assets, including the hardware, software, infrastructure, licenses and components that comprise those assets.
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License Management – defines the set of capabilities that support the purchase, upgrade and tracking of legal usage contracts for system software and applications.
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Remote Systems Control – defines the set of capabilities that support the monitoring, administration and usage of applications and enterprise systems from locations outside of the immediate system environment.
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System Resource Monitoring – defines the set of capabilities that support the balance and allocation of memory, usage, disk space and performance on computers and their applications.
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Software Distribution – defines the set of capabilities that support the propagation, installation and upgrade of written computer programs, applications and components.
Forms Management – defines the set of capabilities that support the creation, modification and usage of physical or electronic documents used to capture information within the business cycle.
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Forms Creation – defines the set of capabilities that support the design and generation of electronic or physical forms and templates for use within the business cycle by an organization and its stakeholders.
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Forms Modification - defines the set of capabilities that support the maintenance of electronic or physical forms, templates and their respective elements and fields.

Appendix C -- Warfighter Operations

warfighter Operations
C-1. Introduction. This appendix will be populated with the mapping between Warfighter Service Components and the FEA SRM Service Components where appropriate and as Service Components are added by Communities of Interest.  In this version, the Service Components derived from the Common Systems Function List (CSFL) as defined in Appendix A comprise the extent of identification of Warfighter Service Components.   

Appendix D -- Business Operations
Business Operations 

D-1.  Introduction. This appendix provides the mapping between the DoD EA SRM Business Mission Area Service Components and FEA SRM Service Components.   There are four tables:  the first is from the perspective of the FEA Service Components to the BEA System Functions; the second table maps the BEA System Functions to the FEA Service Components; the third and fourth tables document recommended additions and changes to service components as a result of the analysis.  Note that definitions for the BEA System Functions are in Appendix A; definitions for the FEA SRM are in Appendix B.

Table D-1:  Relationship between the FEA SRM and DoD Business Service Components

	FEA SRM Domain
	SRM Service Component 
	BEA System Entity / Function 

	Back Office Services
	Assets / Materials Management
	

	
	Asset Transfer, Allocation, and Maintenance
	20.2 Record Inspection

	
	Asset Transfer, Allocation, and Maintenance
	20.3 Record Receipt

	
	Asset Transfer, Allocation, and Maintenance
	20.4 Record Issuance

	
	Asset Transfer, Allocation, and Maintenance
	22.0 Distribution and Transportation

	
	Asset Transfer, Allocation, and Maintenance
	23.0 MRO and Modification

	
	Property / Asset Management
	03.0 Materiel/Asset Inventory Management

	
	Property / Asset Management
	18.1 Manage/Develop Plan Criteria

	
	Property / Asset Management
	18.3 Assess Capacity

	
	Property / Asset Management
	18.4 Develop Integrated Logistics Plan

	
	Property / Asset Management
	18.7 Plan Logistics Services

	
	Property / Asset Management
	18.8 Develop Logistics Strategy

	
	Asset Cataloging / Identification
	18.5 Establish Materiel Master Record

	
	Asset Cataloging / Identification
	18.6 Establish Asset Master Record

	
	Facilities Management
	34.0 Engineering Design Management

	
	Facilities Management
	36.0 Space Management

	
	Data Management
	

	
	Data Cleansing
	11.14 Cleanse Data

	
	Data Exchange
	11.10 Deliver Data

	
	Data Exchange
	11.11 Verify Data Subscription

	
	Data Exchange
	11.2 Analyze/Translate Request

	
	Data Exchange
	11.3 Identify Subscribers

	
	Data Exchange
	11.4 Obtain Data

	
	Data Exchange
	11.5 Translate Data to Common Form

	
	Data Exchange
	11.6 Translate Data to Local Form

	
	Data Recovery
	11.17 Manage Data Errors

	
	Data Warehouse
	12.0 Information Services Archive Management

	
	Extraction and Transformation
	11.12 Filter Data

	
	Extraction and Transformation
	11.15 Acquire External Data

	
	Extraction and Transformation
	11.8 Transform Data

	
	Extraction and Transformation
	11.9 Summarize Data

	
	Loading and Archiving
	11.16 Load Data

	
	Meta Data Management
	10.0 Enterprise Reference and Meta Data Management

	
	Meta Data Management
	11.1 Identify Shared Data (Change/Publish)

	
	Meta Data Management
	11.7 Manage Keys

	
	Financial Management
	

	
	Auditing
	38.5 Approve and/or Certify Financial Statements and Trial Balances

	
	Activity-Based Management
	15.0 Contract Management

	
	Billing and Accounting
	01.0 General Ledger

	
	Billing and Accounting
	44.0 Billing

	
	Credit / Charge
	14.0 Purchase Card Program Management

	
	Debt Collection
	04.0 Accounts Receivable Management

	
	Expense Management
	08.1.3 Add Travel and Other Expense Reimbursement

	
	Financial Reporting
	02.0 Information Services

	
	Financial Reporting
	38.1 Consolidate GLs

	
	Financial Reporting
	38.2 Create Trial Balance

	
	Financial Reporting
	38.3 Collect Footnotes/Narrative

	
	Financial Reporting
	38.4 Create Statements

	
	Payment / Settlement
	09.0 Contract and Purchase Payments

	
	Payment / Settlement
	26.0 Funds Disbursement

	
	Payment / Settlement
	47.0 Liabilities Management

	
	Payroll
	08.1.1 Calculate Pay

	
	Payroll
	08.1.2 Prepare Accruals

	
	Payroll
	08.1.4 Prepare and Request Distribution of Funds

	
	Payroll
	08.1.5 Generate Confirmation and Tax Reports

	
	Payroll
	08.2 Process Labor Cost and Distribution

	
	Payroll
	08.3 Process Debt

	
	Payroll
	08.4 Process Non-Travel Reimbursable Expense

	
	Revenue Management
	28.0 Cash Management

	
	Human Capital / Workforce Management
	

	
	Resource Planning and Allocation
	06.1.2 Support Strength Planning

	
	Resource Planning and Allocation
	06.1.3 Establish Position

	
	Resource Planning and Allocation
	06.1.4 Manage Workforce

	
	Resource Planning and Allocation
	06.8 Plan Human Resources

	
	Team / Organization Management
	06.1.1 Structure Organization/Position

	
	Human Resources
	

	
	Benefit Management
	06.3 Provide Human Resource Self-Service

	
	Career Development and Retention
	06.5 Develop Workforce

	
	Education / Training
	06.7 Support Competency Development

	
	Personnel Administration
	06.3 Provide Human Resource Self-Service

	
	Personnel Administration
	06.6 Manage Profile

	
	Recruiting
	06.2 Recruit Candidate

	
	Time Reporting
	45.0 Time and Attendance

	
	Travel Management
	32.0 Travel

	Business Analytical Services
	
	

	
	Analysis and Statistics
	

	
	- Modeling- Predictive- Simulation- Mathematical
	29.0 Cost Forecasting and Analysis

	
	- Modeling- Predictive- Simulation- Mathematical
	33.4 Model Forecasts

	
	- Modeling- Predictive- Simulation- Mathematical
	46.1.2 Analyze Appropriation vs. Department of Defense Budget

	
	- Modeling- Predictive- Simulation- Mathematical
	46.4.2 Analyze Program Performance

	
	Business Intelligence
	

	
	Demand Forecasting/Management
	18.2 Assess Demand

	Business Management Services
	
	

	
	Investment Management
	

	
	Portfolio Management
	48.0 Investment Management

	
	Strategic Planning and Management
	33.1 Plan Scenario

	
	Strategic Planning and Management
	37.0 Strategic Planning

	
	Management of Process
	

	
	Program / Project Management
	25.0 Program Management

	
	Program / Project Management
	33.2 Develop Project

	
	Program / Project Management
	33.3 Prioritize Project

	
	Program / Project Management
	35.0 Real Property Work Management

	
	Supply Chain Management
	

	
	Ordering / Purchasing
	21.1.1 Capture Order

	
	Ordering / Purchasing
	21.1.2 Configure Order

	
	Ordering / Purchasing
	21.1.3 Change Order

	
	Ordering / Purchasing
	21.1.4 Provide Order Status

	
	Ordering / Purchasing
	21.1.5 Calculate Order Price

	
	Ordering / Purchasing
	21.1.7 Trigger Billing

	
	Ordering / Purchasing
	21.2 Maintain Billing Rates

	
	Ordering / Purchasing
	21.3 Track Job Orders

	
	Ordering / Purchasing
	21.4 Monitor Order Cost Recovery

	
	Ordering / Purchasing
	21.5 Track Project Service Status

	
	Ordering / Purchasing
	21.6 Forecast Demand

	
	Returns Management
	21.1.6 Process Order Return

	Customer Services
	
	

	
	Customer Relationship Management
	

	
	Customer / Account Management
	43.0 Customer Credit Management

	Digital Asset Services
	
	

	
	Knowledge Management
	

	
	- Information Mapping/Taxonomy- Information Sharing- Categorization- Knowledge Engineering- Knowledge Capture- Knowledge Discovery- Knowledge Distribution and Delivery
	17.1 Develop Knowledge Work Plan

	
	- Information Mapping/Taxonomy- Information Sharing- Categorization- Knowledge Engineering- Knowledge Capture- Knowledge Discovery- Knowledge Distribution and Delivery
	17.2 Process Knowledge Review Decision

	
	Information Mapping / Taxonomy
	16.0 Budget Formulation

	Process Automation Services
	
	

	
	Tracking and Workflow
	

	
	Process Tracking
	24.6 Display Event Status


Table D-2:  Relationship between the DoD Business Service Components and the FEA SRM

	BEA SV Function
	FEA SRM

	01.0 General Ledger
	Back Office Services / Financial Management / Billing and Accounting

	02.0 Information Services
	Back Office Services / Financial Management / Financial Reporting

	03.0 Materiel/Asset Inventory Management
	Back Office / Assets/Materials Management / Property/Asset Management

	04.0 Accounts Receivable Management
	Back Office Services / Financial Management / Debt Collection

	05.0 Cost Management
	missing

	06.0 Workforce Management
	

	06.1 Maintain Workforce Requirements
	

	06.1.1 Structure Organization/Position
	Back Office Services / Human Capital/Workforce Management / Team/Org Management

	06.1.2 Support Strength Planning
	Back Office Services / Human Capital/Workforce Management / Resource Planning and Allocation

	06.1.3 Establish Position
	Back Office Services / Human Capital/Workforce Management / Resource Planning and Allocation

	06.1.4 Manage Workforce
	Back Office Services / Human Capital/Workforce Management / Resource Planning and Allocation

	06.2 Recruit Candidate
	Back Office Services / Human Resources / Recruiting

	06.3 Provide Human Resource Self-Service
	Back Office Services / Human Resources / Benefit Management: Back Office Services / Human Resources / Personnel Administration

	06.4 Support Employee Relations
	missing

	06.5 Develop Workforce
	Back Office Services / Human Resources / Career Development and Retention

	06.6 Manage Profile
	Back Office Services / Human Resources / Personnel Administration

	06.7 Support Competency Development
	Back Office Services / Human Resources / Education/Training

	06.8 Plan Human Resources
	Back Office Services / Human Capital/Workforce Management / Resource Planning and Allocation

	07.0 Benefits Administration
	BRM

	08.0 Payroll
	

	08.1 Calculate and Administer Payroll and Expenses
	

	08.1.1 Calculate Pay
	Back Office Services / Financial Management / Payroll

	08.1.2 Prepare Accruals
	Back Office Services / Financial Management / Payroll

	08.1.3 Add Travel and Other Expense Reimbursement
	Back Office Services / Financial Management / Expense Management

	08.1.4 Prepare and Request Distribution of Funds
	Back Office Services / Financial Management / Payroll

	08.1.5 Generate Confirmation and Tax Reports
	Back Office Services / Financial Management / Payroll

	08.2 Process Labor Cost and Distribution
	Back Office Services / Financial Management / Payroll

	08.3 Process Debt
	Back Office Services / Financial Management / Payroll

	08.4 Process Non-Travel Reimbursable Expense
	Back Office Services / Financial Management / Payroll

	09.0 Contract and Purchase Payments
	Back Office Services / Financial Management / Payment/Settlement

	10.0 Enterprise Reference and Meta Data Management
	Back Office Services / Data Management / Meta Data Management

	11.0 Data Integration Management
	

	11.1 Identify Shared Data (Change/Publish)
	Back Office Services / Data Management / Meta Data Management

	11.2 Analyze/Translate Request
	Back Office Services / Data Management / Data Exchange

	11.3 Identify Subscribers
	Back Office Services / Data Management / Data Exchange

	11.4 Obtain Data
	Back Office Services / Data Management / Data Exchange

	11.5 Translate Data to Common Form
	Back Office Services / Data Management / Data Exchange

	11.6 Translate Data to Local Form
	Back Office Services / Data Management / Data Exchange

	11.7 Manage Keys
	Back Office Services / Data Management / Meta Data Management

	11.8 Transform Data
	Back Office Services / Data Management / Extraction and Transformation

	11.9 Summarize Data
	Back Office Services / Data Management / Extraction and Transformation

	11.10 Deliver Data
	Back Office Services / Data Management / Data Exchange

	11.11 Verify Data Subscription
	Back Office Services / Data Management / Data Exchange

	11.12 Filter Data
	Back Office Services / Data Management / Extraction and Transformation

	11.13 Identify New/Changed Data
	missing

	11.14 Cleanse Data
	Back Office Services / Data Management / Data Cleansing

	11.15 Acquire External Data
	Back Office Services / Data Management / Extraction and Transformation

	11.16 Load Data
	Back Office Services / Data Management / Loading and Archiving

	11.17 Manage Data Errors
	Back Office Services / Data Management / Data Recovery

	12.0 Information Services Archive Management
	Back Office Services / Data Management / Data Warehouse

	13.0 Procurement and Acquisition
	missing

	14.0 Purchase Card Program Management
	Back Office Services / Financial Management / Credit/Charge

	15.0 Contract Management
	Back Office Services / Financial Management / Activity-Based Management

	16.0 Budget Formulation
	Digital Asset Services / Knowledge Management / Information Mapping/Taxonomy

	17.0 Knowledge Management
	

	17.1 Develop Knowledge Work Plan
	Digital Asset Services / Knowledge Management / - Information Mapping/Taxonomy- Information Sharing- Categorization- Knowledge Engineering- Knowledge Capture- Knowledge Discovery- Knowledge Distribution and Delivery

	17.2 Process Knowledge Review Decision
	Digital Asset Services / Knowledge Management / - Information Mapping/Taxonomy- Information Sharing- Categorization- Knowledge Engineering- Knowledge Capture- Knowledge Discovery- Knowledge Distribution and Delivery

	17.3 Knowledge Content Control
	missing

	18.0 Integrated Logistics Planning
	

	18.1 Manage/Develop Plan Criteria
	Back Office / Assets/Materials Management / Property/Asset Management

	18.2 Assess Demand
	Business Analytical Services / Business Intelligence / Demand Forecasting/Management

	18.3 Assess Capacity
	Back Office / Assets/Materials Management / Property/Asset Management

	18.4 Develop Integrated Logistics Plan
	Back Office / Assets/Materials Management / Property/Asset Management

	18.5 Establish Materiel Master Record
	Back Office Services / Assets/Materials Management / Asset Cataloging/Identification

	18.6 Establish Asset Master Record
	Back Office Services / Assets/Materials Management / Asset Cataloging/Identification

	18.7 Plan Logistics Services
	Back Office / Assets/Materials Management / Property/Asset Management

	18.8 Develop Logistics Strategy
	Back Office / Assets/Materials Management / Property/Asset Management

	20.0 Warehouse Management
	

	20.1 Process Shipments
	missing

	20.2 Record Inspection
	Back Office / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance

	20.3 Record Receipt
	Back Office / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance

	20.4 Record Issuance
	Back Office / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance

	20.5 Execute Materiel Resource Schedule
	missing

	21.0 Sales Order Management
	

	21.1 Process Sales Orders
	

	21.1.1 Capture Order
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.1.2 Configure Order
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.1.3 Change Order
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.1.4 Provide Order Status
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.1.5 Calculate Order Price
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.1.6 Process Order Return
	Business Management Services / Supply Chain Management / Returns Management

	21.1.7 Trigger Billing
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.2 Maintain Billing Rates
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.3 Track Job Orders
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.4 Monitor Order Cost Recovery
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.5 Track Project Service Status
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	21.6 Forecast Demand
	Business Management Services / Supply Chain Management / Ordering/Purchasing

	22.0 Distribution and Transportation
	Back Office Services / Assets/Materials Management / Asset Transfer, Allocation, & Maintenance

	23.0 MRO and Modification
	Back Office Services / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance

	24.0 Workflow Management
	

	24.1 Define Events
	missing

	24.2 Define Event Process
	missing

	24.3 Capture Event Occurrence
	missing

	24.4 Route Event
	missing

	24.5 Monitor Worklist
	missing

	24.6 Display Event Status
	Process Automation Services / Tracking and Workflow / Process Tracking

	25.0 Program Management
	Business Management Services / Management of Process / Program/Project Management

	26.0 Funds Disbursement
	Back Office Services / Financial Management / Payment/Settlement

	27.0 Customer/Vendor Management
	Customer Services / Customer Relationship Management / Customer/Account Management

	28.0 Cash Management
	Back Office Services / Financial Management / Revenue Management

	29.0 Cost Forecasting and Analysis
	Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical

	30.0 Process Performance Management
	missing

	31.0 Military Health Services Management
	missing

	32.0 Travel
	Back Office Services / Human Resources / Travel Management

	33.0 Real Property Planning
	

	33.1 Plan Scenario
	Business Management Services / Investment Management / Strategic Planning and Management

	33.2 Develop Project
	Business Management Services / Management of Process / Program/Project Management

	33.3 Prioritize Project
	Business Management Services / Management of Process / Program/Project Management

	33.4 Model Forecasts
	Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical

	34.0 Engineering Design Management
	Back Office Services / Assets/Materials Management / Facilities Management

	35.0 Real Property Work Management
	Business Management Services / Management of Process / Program/Project Management

	36.0 Space Management
	Back Office Services / Assets/Materials Management / Facilities Management

	37.0 Strategic Planning
	Business Management Services / Investment Management / Strategic Planning and Management

	38.0 Financial Information Consolidation
	

	38.1 Consolidate GLs
	Back Office Services / Financial Management / Financial Reporting

	38.2 Create Trial Balance
	Back Office Services / Financial Management / Financial Reporting

	38.3 Collect Footnotes/Narrative
	Back Office Services / Financial Management / Financial Reporting

	38.4 Create Statements
	Back Office Services / Financial Management / Financial Reporting

	38.5 Approve and/or Certify Financial Statements and Trial Balances
	Back Office Services / Financial Management / Auditing

	43.0 Customer Credit Management
	Customer Services / Customer Relationship Management / Customer/Account Management

	44.0 Billing
	Back Office Services / Financial Management / Billing and Accounting

	45.0 Time and Attendance
	Back Office Services / Human Resources / Time Reporting

	46.0 Budget Execution
	

	46.1 Allocate Budget Authority
	

	46.1.1 Record Appropriation
	BRM

	46.1.2 Analyze Appropriation vs. Department of Defense Budget
	Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical

	46.1.3 Reprioritize Budget
	BRM

	46.1.4 Allocate Budget
	BRM

	46.1.5 Make Program Adjustments
	BRM

	46.2 Check Fund Availability
	BRM

	46.3 Analyze Fund Availability
	BRM

	46.4 Execute Current-Year Budget
	BRM

	46.4.1 Identify Requirements/Deficiencies
	BRM

	46.4.2 Analyze Program Performance
	Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical

	46.4.3 Assess Revision Options
	BRM

	46.4.4 Monitor Incentives
	BRM

	47.0 Liabilities Management
	Back Office Services / Financial Management / Payment/Settlement

	48.0 Investment Management
	Business Management Services / Investment Management / Portfolio Management


Table D-3:  Changed DoD Business Service Components 

	DoD EA Service Component 
	Service Component Description 
	FEA SRM 
	BEA SV System Entities and Functions 

	Customer Services

	Customer Relationship Management
	Customer / Vendor Mgt
	Defines the set of capabilities for the management of information about an organizations clients and prospective business partners.
	SRM / Customer Services / Customer Relationship Management / Customer/Account Management
	27.0 Customer/Vendor Management

	
	
	
	
	43.0 Customer Credit Management

	Business Management Services

	Mgt of Process
	Program Mgt
	defines the set of capabilities that support the planning and tracking of work, time, and costs involved in managing a project.
	SRM / Business Management Services / Management of Process / Program/Project Management
	25.0 Program Management

	Mgt of Process
	Project Mgt
	defines the set of capabilities that support the development of a work schedule and associated resource schedules, and provides workflow-tracking support for all stages of a work effort.
	SRM / Business Management Services / Management of Process / Program/Project Management
	35.0 Real Property Work Management

	
	
	
	
	33.2 Develop Project

	
	
	
	
	33.3 Prioritize Project

	Supply Chain Mgt
	Sales Order Management
	defines the set of capabilities that captures sales orders, and manages the order through approval and shipment for internal and external customers.
	SRM / Business Management Services / Supply Chain Management / Ordering/Purchasing (partial)
	21.0 Sales Order Management (not 21.1.6)

	Supply Chain Mgt
	Process Order Return
	defines the set of capabilities for collecting, analyzing, and resolving product returns or service cancellations.
	SRM / Business Management Services / Supply Chain Management / Returns Management
	21.1.6 Process Order Return



	Business Analytical Services

	Analysis and Statistics
	Cost Forecasting and Analysis
	defines the set of capabilities that support the development of cost estimates for major programs (e.g. F18, AV-8), projects (e.g. construction), and processes. Cost histories may be utilized and updated.
	SRM / Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical
	29.0 Cost Forecasting and Analysis

	Analysis and Statistics
	Model Forecasts
	defines the set of capabilities that forecast a future state based on user-defined initial conditions and using historical data, benchmark data, and internal algorithms.
	SRM / Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical
	33.4 Model Forecasts

	Analysis and Statistics
	Comparative Analysis
	defines the set of capabilities that compare appropriations and apportionments received from Congress/OMB with the submission of the President's Budget, helping determine the actual funding that is allocated to the business plans.
	SRM / Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical
	46.1.2 Analyze Appropriation vs. Department of Defense Budget

	Analysis and Statistics
	Analyze Program Performance
	defines the set of capabilities that monitor the actual performance against the performance plan and supports adjustments based on risk assessments of alternative options.
	SRM / Business Analytical Services / Analysis and Statistics / ---- Modeling- Predictive- Simulation- Mathematical
	46.4.2 Analyze Program Performance

	Business Intelligence
	Assess Demand
	defines the set of capabilities that assess the impact of logistics order backlogs on the logistics planning objectives.
	SRM / Business Analytical Services / Business Intelligence / Demand Forecasting/Management
	18.2 Assess Demand

	Back Office Services

	Data Mgt
	Data Mart Management
	defines the set of capabilities that support a subset of a data warehouse for a single department or function within an organization.
	SRM / Back Office Services / Data Management / Data Mart
	x

	Data Mgt
	Data Warehouse Management
	defines the set of capabilities that support the archiving and storage of large volumes of data.
	SRM / Back Office Services / Data Management / Data Warehouse
	12.0 Information Services Archive Management

	Data Mgt
	Enterprise Reference and Meta Data Management
	defines the set of capabilities that support the maintenance and administration of enterprise data and data that describes data.
	SRM / Back Office Services / Data Management / Meta Data Management
	10.0 Enterprise Reference and Meta Data Management

	
	
	
	
	11.01 Identify Shared Data (Change/Publish)

	
	
	
	
	11.7 Manage Keys

	Data Mgt
	Archive Retrieval and Loading
	defines the set of capabilities that routes and loads data to a destination data store with external data.
	SRM / Back Office Services / Data Management / Loading and Archiving
	11.16 Load Data

	Data Mgt
	Manage Data Errors
	defines the set of capabilities that support the restoration and stabilization of data sets to a consistent, desired state.  This function resolves data cleansing issues identified when non-FMEA data is imported into the FMEA. It applies known rules also
	SRM / Back Office Services / Data Management / Data Recovery
	11.17 Manage Data Errors

	Data Mgt
	Data Classification Management
	defines the set of capabilities that allow the classification of data.
	SRM / Back Office Services / Data Management / Data Classification
	x

	Human Resources
	Recruit Candidate
	defines the set of capabilities that support the identification and hiring of employees for an organization.
	SRM / Back Office Services / Human Resources / Recruiting
	06.2 Recruit Candidate

	Human Resources
	Workforce Development and Retention
	defines the set of capabilities that support the monitoring of performance as well as the professional growth, advancement, and retention of an organization's employees.
	SRM / Back Office Services / Human Resources / Career Development and Retention
	06.5 Develop Workforce

	Human Resources
	Time and Attendance
	defines the set of capabilities that support the submission, approval and adjustment of an employee's hours.
	SRM / Back Office Services / Human Resources / Time Reporting
	45.0 Time and Attendance

	Human Resources
	Manage Profile
	defines the set of capabilities that enable managers to collect, support, verify, maintain, and account for personnel information, and provide distribution of profile information based on employee queries.
	SRM / Back Office Services / Human Resources / Personnel Administration
	06.6 Manage Profile

	Human Resources
	Support Competency Development
	defines the set of capabilities that support conducting and managing training, education, certification/licensing, and testing for purposes of developing competency in all employees.
	SRM / Back Office Services / Human Resources / Education/Training
	06.7 Support Competency Development

	Human Resources
	Military Health Services Mgt
	defines the set of capabilities that support enrollment and eligibility, health assessments, scheduling and check-in, and provision of medical services to the Military and their families.
	SRM / Back Office Services / Human Resources / Health and Safety
	31.0 Military Health Services Management

	Human Resources
	Travel
	defines the set of capabilities that support the planning for travel, including initial budgeting, tracking travel requests, ensuring fund availability, processing authorizations, and handling reimbursement requests.
	SRM / Back Office Services / Human Resources / Travel Management
	32.0 Travel

	Financial Mgt
	Contract Mgt
	defines the set of capabilities that support the maintenance of contract abstracts throughout a program life cycle including appropriations, calls, target dates, terms and conditions, scheduled shipments/deliverables and payment structure.
	SRM / Back Office Services / Financial Management / Activity-Based Management
	15.0 Contract Management

	Financial Mgt
	General Ledger
	defines the set of capabilities that support the consolidation of various General Ledger instances that may exist around the world.
	SRM / Back Office Services / Financial Management / Billing and Accounting
	01.0 General Ledger

	Financial Mgt
	Billing
	defines the set of capabilities to automatically generate bills to customers internal or external to DoD. 
	SRM / Back Office Services / Financial Management / Billing and Accounting
	44.0 Billing

	Financial Mgt
	Accounts Receivable Mgt
	defines the set of capabilities that account for amounts due from others as the result of performance of services by a Military Department or Agency, delivery of goods sold, the passage of time (e.g., interest earned), loans made to others that must be re
	SRM / Back Office Services / Financial Management / Debt Collection
	04.0 Accounts Receivable Management

	Financial Mgt
	Contract and Purchase Payments
	defines the set of capabilities that process claims for payment that are tendered against valid purchase contracts.
	SRM / Back Office Services / Financial Management / Payment/Settlement
	09.0 Contract and Purchase Payments

	Financial Mgt
	Funds Disbursement
	defines the set of capabilities that support the activities required to automatically identify and select payments to be disbursed in a particular payment cycle based on business rules, such as Prompt Payment Act.
	SRM / Back Office Services / Financial Management / Payment/Settlement
	26.0 Funds Disbursement

	Financial Mgt
	Liabilities Mgt
	defines the set of capabilities that recognize amounts due to another entity, including reimbursable orders received from non-DoD customers.
	SRM / Back Office Services / Financial Management / Payment/Settlement
	47.0 Liabilities Management

	Financial Mgt
	Cash Mgt
	defines the set of capabilities that support activities to record the receipt and distribution of funds either by currency (e.g., cash, check) or EFT, and the deposit and disbursement of such funds in accordance with U.S. Treasury and DoD regulations.
	SRM / Back Office Services / Financial Management / Revenue Management
	28.0 Cash Management

	Financial Mgt
	Credit / Charge Card Mgt
	defines the set of capabilities that support the use of purchase cards in the Government.
	SRM / Back Office Services / Financial Management / Credit/Charge
	14.0 Purchase Card Program Management

	Assets / Materials Mgt
	Integrated Logistics Planning
	defines the set of capabilities that support the identification, planning and allocation of an organization's physical capital and resources.
	SRM / Back Office / Assets/Materials Management / Property/Asset Management
	18.1 Manage/Develop Plan Criteria

	
	
	
	
	18.3 Assess Capacity

	
	
	
	
	18.4 Develop Integrated Logistics Plan

	
	
	
	
	18.7 Plan Logistics Services

	
	
	
	
	18.8 Develop Logistics Strategy

	Assets / Materials Mgt
	Materiel/Asset Inventory Mgt
	defines the set of capabilities that support the management of the inventory and condition of property, plant, and equipment, including personnel property (real property, National Defense, and equipment), heritage assets, and stewardship land.
	SRM / Back Office / Assets/Materials Management / Property/Asset Management
	03.0 Materiel/Asset Inventory Management

	Assets / Materials Mgt
	Record Issuance
	defines the set of capabilities that support the issuance of materiel items, transfer between services, etc., in order to maintain accurate records of the location of assets.
	SRM / Back Office / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance
	20.4 Record Issuance

	Assets / Materials Mgt
	Distribution and Transportation
	defines the set of capabilities that support the  determination of where, when and how material is to be distributed and transported, including the determination of transportation routines, modes, packaging and handling requirements, and warehousing requirements for initial receipt, during transit and at final destinations.
	SRM / Back Office Services / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance
	22.0 Distribution and Transportation

	Assets / Materials Mgt
	MRO and Modification
	defines the set of capabilities that support accounting for all actions taken to retain materiel in an operational status and to restore it to serviceable condition (Maintenance, Repair, and Overhaul - MRO), or, updating and upgrading its functional utility through modification.
	SRM / Back Office Services / Assets/Materials Management / Asset Transfer, Allocation, and Maintenance
	23.0 MRO and Modification

	Assets / Materials Mgt
	Engineering Design Mgt
	defines the set of capabilities that support the engineering effort to develop and track detailed designs (e.g. blueprints or schematics), identify low-level resource requirements, and estimate costs for a given work effort based on standardized cost data.
	SRM / Back Office Services / Assets/Materials Management / Facilities Management
	34.0 Engineering Design Management

	Assets / Materials Mgt
	Space Mgt
	defines the set of capabilities that support the definition and management of near-term and long-term physical space requirements of the DoD.
	SRM / Back Office Services / Assets/Materials Management / Facilities Management
	36.0 Space Management

	Human Capital / Workforce Mgt
	Support Workforce Planning and Allocation
	defines the set or capabilities that: support the development of personnel strength requirements; support the establishment, classification, and update of Department of Defense position structure and definition; and support the analysis of strengths, work
	SRM / Back Office Services / Human Capital/Workforce Management / Resource Planning and Allocation
	06.1.2 Support Strength Planning

	
	
	
	
	06.1.3 Establish Position

	
	
	
	
	06.1.4 Manage Workforce

	Human Capital / Workforce Mgt
	Plan Human Resources
	defines the set or capabilities that support the production of human resource assessments included in the strategic Plan and Business Plan to support planning and budgeting.
	SRM / Back Office Services / Human Capital/Workforce Management / Resource Planning and Allocation
	06.8 Plan Human Resources

	Human Capital / Workforce Mgt
	Structure Org/Position
	defines the set of capabilities that maintain the Department of Defense Agency organizational structures and the Department of Defense Armed-forces organizational structures, and track information on peacetime authorizations and wartime requirements that 
	SRM / Back Office Services / Human Capital/Workforce Management / Team/Org Management
	06.1.1 Structure Organization/Position


Table D-4:  New DoD Business Service Components 

	DoD EA Service Component 
	Service Component Description 
	
	BEA SV System Entities and Functions 

	Process Automation Services

	Tracking and Workflow
	Workflow Mgt
	defines the set of capabilities for modeling significant business events and then using those models to route messages or data to destinations based upon predetermined or content-dependent routings.
	
	24.0 Workflow Management (not 24.6)

	Business Management Services

	Investment Mgt
	Plan Scenario
	defines the set of capabilities that allow a planner to explore the ramifications of a solution proposed to meet space or facility requirements.
	
	33.1 Plan Scenario

	Mgt of Process
	Process Performance Mgt
	defines the set of capabilities that process customer requests for goods or services, including order capture and configuration, pricing, inventory availability, and order status.
	
	30.0 Process Performance Management

	Digital Asset Services

	Knowledge Mgt
	Knowledge Content Control
	defines the set of capabilities that identify and control the flow of content into knowledge store(s).
	
	17.3 Knowledge Content Control

	Back Office Services

	Data Mgt
	Identify New / Changed Data
	defines the set of capabilities that flag new, deleted, or modified records for further processing.
	
	11.13 Identify New/Changed Data

	Human Resources
	Support Employee Relations
	defines the set of capabilities that record and track the full range of employee, management, or third-party generated appeals and grievances.
	
	06.4 Support Employee Relations

	Assets / Materials Mgt
	Procurement and Acquisition
	defines the set of capabilities that support the conversion of acquisition requirements into completed purchases.
	
	13.0 Procurement and Acquisition

	Assets / Materials Mgt
	Process Shipment Receipt
	defines the set of capabilities that support the physical receiving, storage, breakdown, packing, handling and physical distribution of materiel.
	
	20.1 Process Shipment

	Assets / Materials Mgt
	Sourcing Mgt
	defines the set of capabilities that create, analyze, and provide information on the full cost of products, services, customers, contracts, projects, processes, and other cost objects.
	
	5.0 Cost Management

	Assets / Materials Mgt
	Execute Materiel Resource Schedule
	defines the set of capabilities that trigger a detailed executable schedule from prior plans for all activities performed that involve the appropriation of material or supplies to meet actual or expected requirements.
	
	20.5 Execute Materiel Resource Schedule


Appendix E -- Intelligence Operations

Intelligence Operations 

E-1. Introduction. This appendix is populated with the mapping between Intelligence Service Components and Types and the FEA SRM Service Domains, Types,  and Components where appropriate and as Service Components are added by IC Communities of Interest.  In this version, the Service Domains and Types are examples derived from the IC EA Coordination Draft of April 2004.  The list and definitions in Appendix A comprise the extent of identification of Intelligence Service Domains and Types.   Expanded categories will be added when the IC EA is complete. 

Table E-1:  Relationship between the FEA SRM and IC EA Service Components

	FEA SRM Domain/Service Type/Service Component
	Intel SRM Domain 
	Intel SRM Service Component

	Customer Services Domain/All
	N/A
	

	Process Automation Services Domain/All
	N/A
	

	Business Management Services Domain/ Organizational Management/Network Management
	Enterprise Services Management
	Mission Services: Organizational Internal Spaces (OIS)

	Business Management Services Domain/ Organizational Management/Network Management
	Enterprise Services Management
	Common Services: Organization Shared Spaces (OSS)

	Business Management Services Domain/ Organizational Management/Network Management
	Enterprise Services Management
	Common Services: Community Shared Spaces (CSS)

	Digital Asset Services Domain/Knowledge Management/ Information Sharing; Knowledge Distribution and Delivery
	Information Delivery
	Mission Services: Organizational Internal Spaces (OIS)

	Digital Asset Services Domain/Knowledge Management/ Information Retrieval; Information Sharing; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery
	Information Access
	Mission Services: Organizational Internal Spaces (OIS)

	Digital Asset Services Domain/Knowledge Management/ Information Retrieval; Information Sharing; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery
	Information Access
	Common Services: Organization Shared Spaces (OSS)

	Digital Asset Services Domain/Knowledge Management/ Information Retrieval; Information Sharing; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery
	Information Access
	Common Services: Community Shared Spaces (CSS)

	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Categorization; Knowledge Capture; Knowledge Discovery
	Discovery
	Mission Services: Organizational Internal Spaces (OIS)

	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Categorization; Knowledge Capture; Knowledge 
	Discovery
	Common Services: Organization Shared Spaces (OSS)

	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Categorization; Knowledge Capture; Knowledge 
	Discovery
	Common Services: Community Shared Spaces (CSS)

	Digital Asset Services Domain/Content Management/ Document Imaging and OCR; Document Referencing; Document revisions; Library/Storage; Document Review and Approval; Document Conversion; Indexing; Classification
	Information Management
	Mission Services: Organizational Internal Spaces (OIS)

	Digital Asset Services Domain/Content Management/ Document Imaging and OCR; Document Referencing; Document revisions; Library/Storage; Document Review and Approval; Document Conversion; Indexing; Classification
	Information Management
	Common Services: Organization Shared Spaces (OSS)

	Digital Asset Services Domain/Knowledge Management/ Information retrieval; Information mapping/Taxonomy; Information Sharing; Categorization; Knowledge Engineering; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery
	Information Management
	Mission Services: Organizational Internal Spaces (OIS)

	Digital Asset Services Domain/Knowledge Management/ Information retrieval; Information mapping/Taxonomy; Information Sharing; Categorization; Knowledge Engineering; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery
	Information Management
	Common Services: Organization Shared Spaces (OSS)

	Digital Asset Services Domain/Records Management/ Record Linking/Association; Document Classification; Document Retirement; Digital Rights Management
	Information Management
	Mission Services: Organizational Internal Spaces (OIS)

	Digital Asset Services Domain/Records Management/ Record Linking/Association; Document Classification; Document Retirement; Digital Rights Management
	Information Management
	Common Services: Organization Shared Spaces (OSS)

	Business Analytical Services Domain/Business Intelligence/Data Mining
	Discovery
	Mission Services: Organizational Internal Spaces (OIS)

	Business Analytical Services Domain/Business Intelligence/Data Mining
	Discovery
	Common Services: Organization Shared Spaces (OSS)

	Business Analytical Services Domain/Business Intelligence/Data Mining
	Discovery
	Common Services: Community Shared Spaces (CSS)

	Back Office Services Domain/Asset/Materials Management/Asset Transfer, Allocation, and Maintenance
	Information Delivery
	Mission Services: Organizational Internal Spaces (OIS)

	Support Services Domain/Communication/Real Time/Chat; Instant Messaging; Audio Conferencing; Video Conferencing; Event/News Management; Community Management; Computer/Telephony Integration
	Information Delivery
	Mission Services: Organizational Internal Spaces (OIS)

	Support Services Domain/Search/Query; Precision/Recall Ranking; Classification; Pattern Matching
	Discovery
	Mission Services: Organizational Internal Spaces (OIS)

	Support Services Domain/Search/Query; Precision/Recall Ranking; Classification; Pattern Matching
	Discovery
	Common Services: Organization Shared Spaces (OSS)

	Support Services Domain/Search/Query; Precision/Recall Ranking; Classification; Pattern Matching
	Discovery
	Common Services: Community Shared Spaces (CSS)

	Support Services Domain/Security Management/Identification and Authentication; Access Control; Encryption; Intrusion Detection; Verification; Digital Signature; User Management; Role/Privilege Management; Audit Trail Capture and Analysis 
	Information Assurance
	Mission Services: Organizational Internal Spaces (OIS)

	Support Services Domain/Security Management/Identification and Authentication; Access Control; Encryption; Intrusion Detection; Verification; Digital Signature; User Management; Role/Privilege Management; Audit Trail Capture and Analysis 
	Information Assurance
	Common Services: Organization Shared Spaces (OSS)

	Support Services Domain/Security Management/Identification and Authentication; Access Control; Encryption; Intrusion Detection; Verification; Digital Signature; User Management; Role/Privilege Management; Audit Trail Capture and Analysis 
	Information Assurance
	Common Services: Community Shared Spaces (CSS)

	Support Services Domain/Collaboration/Email; Threaded Discussion; Document Library; Shared Calendaring; Task Management
	Collaboration
	Mission Services: Organizational Internal Spaces (OIS)

	Support Services Domain/Collaboration/Email; Threaded Discussion; Document Library; Shared Calendaring; Task Management
	Collaboration
	Common Services: Organization Shared Spaces (OSS)

	Support Services Domain/Collaboration/Email; Threaded Discussion; Document Library; Shared Calendaring; Task Management
	Collaboration
	Common Services: Community Shared Spaces (CSS)


Table E-2:  Relationship between IC EA Service Components and the FEA SRM 

	Intel SRM Domain
	Intel SRM Service Type 
	FEA SRM Domain/Service Type/Service Component

	Information Delivery
	Mission Services: Organizational Internal Spaces (OIS)
	Digital Asset Services Domain/Knowledge Management/ Information Sharing; Knowledge Distribution and Delivery 

	
	Mission Services: Organizational Internal Spaces (OIS)
	Back Office Services Domain/Asset/Materials Management/Asset Transfer, Allocation, and Maintenance

	
	Mission Services: Organizational Internal Spaces (OIS)
	Support Services Domain/Communication/Real Time/Chat; Instant Messaging; Audio Conferencing; Video Conferencing; Event/News Management; Community Management; Computer/Telephony Integration

	Information Access
	Mission Services: Organizational Internal Spaces (OIS)
	Digital Asset Services Domain/Knowledge Management/ Information Retrieval; Information Sharing; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery

	
	Common Services: Organization Shared Spaces (OSS)
	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery

	
	Common Services: Community Shared Spaces (CSS)
	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery

	Discovery
	Mission Services: Organizational Internal Spaces (OIS)
	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Categorization; Knowledge Capture; Knowledge Discovery

	
	Common Services: Organization Shared Spaces (OSS)
	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Categorization; Knowledge Capture; Knowledge 

	
	Common Services: Community Shared Spaces (CSS)
	Digital Asset Services/Knowledge Management/ Information Retrieval; Information Sharing; Categorization; Knowledge Capture; Knowledge 

	
	Mission Services: Organizational Internal Spaces (OIS)
	Support Services Domain/Search/Query; Precision/Recall Ranking; Classification; Pattern Matching

	
	Common Services: Organization Shared Spaces (OSS)
	Support Services Domain/Search/Query; Precision/Recall Ranking; Classification; Pattern Matching

	
	Common Services: Community Shared Spaces (CSS)
	Support Services Domain/Search/Query; Precision/Recall Ranking; Classification; Pattern Matching

	
	Mission Services: Organizational Internal Spaces (OIS)
	Business Analytical Services Domain/Business Intelligence/Data Mining

	
	Common Services: Organization Shared Spaces (OSS)
	Business Analytical Services Domain/Business Intelligence/Data Mining

	
	Common Services: Community Shared Spaces (CSS)
	Business Analytical Services Domain/Business Intelligence/Data Mining

	Information Management
	Mission Services: Organizational Internal Spaces (OIS)
	Digital Asset Services Domain/Content Management/ Document Imaging and OCR; Document Referencing; Document revisions; Library/Storage; Document Review and Approval; Document Conversion; Indexing; Classification

	
	Common Services: Organization Shared Spaces (OSS)
	Digital Asset Services Domain/Content Management/ Document Imaging and OCR; Document Referencing; Document revisions; Library/Storage; Document Review and Approval; Document Conversion; Indexing; Classification

	
	Mission Services: Organizational Internal Spaces (OIS)
	Digital Asset Services Domain/Knowledge Management/ Information retrieval; Information mapping/Taxonomy; Information Sharing; Categorization; Knowledge Engineering; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery

	
	Common Services: Organization Shared Spaces (OSS)
	Digital Asset Services Domain/Knowledge Management/ Information retrieval; Information mapping/Taxonomy; Information Sharing; Categorization; Knowledge Engineering; Knowledge Capture; Knowledge Discovery; Knowledge Distribution and Delivery

	
	Mission Services: Organizational Internal Spaces (OIS)
	Digital Asset Services Domain/Records Management/ Record Linking/Association; Document Classification; Document Retirement; Digital Rights Management

	
	Common Services: Organization Shared Spaces (OSS)
	Digital Asset Services Domain/Records Management/ Record Linking/Association; Document Classification; Document Retirement; Digital Rights Management

	Enterprise Services Management
	Mission Services: Organizational Internal Spaces (OIS)
	Business Management Services Domain/Organizational Management/Network Management

	
	Common Services: Organization Shared Spaces (OSS)
	Business Management Services Domain/Organizational Management/Network Management

	
	Common Services: Community Shared Spaces (CSS)
	Business Management Services Domain/Organizational Management/Network Management

	Information Assurance
	Mission Services: Organizational Internal Spaces (OIS)
	Support Services Domain/Security Management/Identification and Authentication; Access Control; Encryption; Intrusion Detection; Verification; Digital Signature; User Management; Role/Privilege Management; Audit Trail Capture and Analysis 

	
	Common Services: Organization Shared Spaces (OSS)
	Support Services Domain/Security Management/Identification and Authentication; Access Control; Encryption; Intrusion Detection; Verification; Digital Signature; User Management; Role/Privilege Management; Audit Trail Capture and Analysis 

	
	Common Services: Community Shared Spaces (CSS)
	Support Services Domain/Security Management/Identification and Authentication; Access Control; Encryption; Intrusion Detection; Verification; Digital Signature; User Management; Role/Privilege Management; Audit Trail Capture and Analysis 

	Collaboration
	Mission Services: Organizational Internal Spaces (OIS)
	Support Services Domain/Collaboration/Email; Threaded Discussion; Document Library; Shared Calendaring; Task Management

	
	Common Services: Organization Shared Spaces (OSS)
	Support Services Domain/Collaboration/Email; Threaded Discussion; Document Library; Shared Calendaring; Task Management

	
	Common Services: Community Shared Spaces (CSS)
	Support Services Domain/Collaboration/Email; Threaded Discussion; Document Library; Shared Calendaring; Task Management


Appendix F -- Enterprise Information Environment

Enterprise Information Environment Operations

F-1 Introduction. This appendix contains the mapping from the Net-Centric Operations and Warfare Reference Model (NCOW) V1.0 to the Net-Centric Enterprise Services and to the Federal Enterprise Architecture Service Component Reference Model (FEA SRM).  There are three sections to the appendix.  The first section is the introduction.  The second and third sections are tables. The first maps the FEA SRM Service Components to the NCOW RM activities and to relevant NCES.   The second table contains the mapping from the NCOW RM V1.0 activities to the FEA SRM Service Components and to the NCES.  

Table F-1:  Relationship between the FEA SRM and the DoD EIE

	FEA SRM Service Components
	NCOW RM V10 Service Components
	NCES Service Components

	Customer Services/Customer Relationship Mgt/Call Center Management 
	
	

	Customer Services/Customer Relationship Mgt/Customer Analytics 
	
	

	Customer Services/Customer Relationship Mgt/Sales and Marketing
	
	

	Customer Services/Customer Relationship Mgt/Product Mgt
	
	

	Customer Services/Customer Relationship Mgt/Brand Mgt
	
	

	Customer Services/Customer Relationship Mgt/Customer/Account Mgt
	
	

	Customer Services/Customer Relationship Mgt/Contact Mgt
	
	

	Customer Services/Customer Relationship Mgt/Partner Relationship Mgt
	
	

	Customer Services/Customer Relationship Mgt/Customer Feedback
	
	

	Customer Services/Customer Relationship Mgt/Survey
	
	

	Customer Services/Customer Preferences/Personalizations
	Personalize User Environment A221
	

	Customer Services/Customer Preferences/Subscriptions
	Personalize User Environment A221
	User Assistant/User Subscription

	Customer Services/Customer Preferences/Alerts and Notifications
	Assist User/Entity A22
	

	Customer Services/Customer Preferences/Profile Mgt
	Assist User/Entity A22
	User Assistant/User Profile

	Customer Services/Customer Initiated Assistance/Online Help
	
	

	Customer Services/Customer Initiated Assistance/Online Tutorials
	Provide Training Support A3222
	User Assistant/Training

	Customer Services/Customer Initiated Assistance/Self-Service
	Assist User/Entity A22
	

	Customer Services/Customer Initiated Assistance/Reservations/Registration
	Assist User/Entity A22
	

	Customer Services/Customer Initiated Assistance/Multi-Lingual Support
	Transform Information A3141
	Mediation/Translation Service

	Customer Services/Customer Initiated Assistance/Assistance Request
	Assist User/Entity A22
	

	Customer Services/Customer Initiated Assistance/ Scheduling
	
	

	Process Automation Services/Tracking and Workflow/Process Tracking
	Control Information Flow A3323
	

	Process Automation Services/Tracking and Workflow/Case/Issue Mgt
	
	

	Process Automation Services/Tracking and Workflow/Conflict Resolution
	
	

	Process Automation Services/Routing and Scheduling
	Control Information Flow A3323
	

	Process Automation Services/Routing and Scheduling/Inbound Correspondence
	
	

	Process Automation Services/Routing and Scheduling/Outbound Correspondence
	
	

	Business Mgt Services/Management of Process/Change Mgt
	
	

	Business Mgt Services/Management of Process/Configuration Mgt
	Configure IT Systems and Services A5232
	

	Business Mgt Services/Management of Process/Requirements Mgt
	
	

	Business Mgt Services/Management of Process/Program/Project Mgt
	
	

	Business Mgt Services/Management of Process/Governance/Policy Mgt
	
	

	Business Mgt Services/Management of Process/Quality Mgt
	
	

	Business Mgt Services/Management of Process/Business Rule Mgt
	
	

	Business Mgt Services/Management of Process/Risk Mgt
	
	

	Business Mgt Services/Organizational Management/Workgroup/Groupware
	
	

	Business Mgt Services/Organizational Management/Network Mgt
	Provide Communications Resources A42
	

	Business Mgt Services/Investment Management/Strategic Planning
	
	

	Business Mgt Services/Investment Management/Portfolio Mgt
	
	

	Business Mgt Services/Investment Management/Performance Mgt
	
	

	Business Mgt Services/Supply Chain Management/Procurement
	
	

	Business Mgt Services/Supply Chain Management/Sourcing Mgt
	
	

	Business Mgt Services/Supply Chain Management/Catalog Mgt
	
	

	Business Mgt Services/Supply Chain Management/Ordering/Purchasing
	
	

	Business Mgt Services/Supply Chain Management/Invoice/RequisitionTracking and Approval
	
	

	Business Mgt Services/Supply Chain Management/Storefront/Shopping Cart
	
	

	Business Mgt Services/Supply Chain Management/Returns Mgt
	
	

	Digital Asset Services/Content Mgt/Content Authoring
	
	

	Digital Asset Services/Content Mgt/Content Review and Approval
	
	

	Digital Asset Services/Content Mgt/Tagging and Aggregation
	Correlate Information A31421
	

	Digital Asset Services/Content Mgt/Content Publishing and Delivery
	Publish Information A3144
	Messaging/Publish/Subscribe Service

	Digital Asset Services/Content Mgt/Syndication Mgt
	
	

	Digital Asset Services/Document Mgt/Document Imaging and OCR
	
	

	Digital Asset Services/Document Mgt/Document Referencing
	Search for Information A3113
	

	Digital Asset Services/Document Mgt/Document Revisions
	
	

	Digital Asset Services/Document Mgt/Library/Storage
	Store Information A3151
	Storage/Ad-hoc Storage For The Warfighter

	Digital Asset Services/Document Mgt/Document Review and Approval
	
	

	Digital Asset Services/Document Mgt/Document Conversion
	Transform Information A3141
	Mediation/Translation Service

	Digital Asset Services/Document Mgt/Indexing
	Search for Information A3113
	

	Digital Asset Services/Document Mgt/Classification
	Search for Information A3113
	

	Digital Asset Services/Knowledge Mgt/Information Retrieval
	Retrieve Information A3152
	

	Digital Asset Services/Knowledge Mgt/Information Mapping/Taxonomy
	Perform Information Mediation Services A314
	

	Digital Asset Services/Knowledge Mgt/Information Sharing
	Provide Collaboration Services A312
	

	Digital Asset Services/Knowledge Mgt/Categorization
	Perform Information Mediation Services A314
	

	Digital Asset Services/Knowledge Mgt/Knowledge Engineering
	Evaluate/ Ingest Inputs A21
	

	Digital Asset Services/Knowledge Mgt/Knowledge Capture
	Perform Discovery Services A311
	

	Digital Asset Services/Knowledge Mgt/Knowledge Discovery
	Formulate Discovery Search A3111
	

	Digital Asset Services/Knowledge Mgt/Knowledge Distribution and Delivery
	Provide Messaging Services A313
	Messaging/Publish/Subscribe Service

	Digital Asset Services/Knowledge Mgt/Knowledge Distribution and Delivery
	Publish Information A3144
	Mediation/Synchronous Assured Delivery Services

	Digital Asset/Knowledge Mgt/Knowledge Distribution and Delivery
	Regulate Information Dissemination 33236
	Messaging/Publish/Subscribe Service

	Digital Asset Services/Records Mgt/Record Linking/Association
	Store Information A3151
	

	Digital Asset Services/Records Mgt/Document Classification
	Store Information A3151
	

	Digital Asset Services/Records Mgt/Document Retirement
	Store Information A3151
	

	Digital Asset Services/Records Mgt/Digital Rights Mgt
	Store Information A3151
	

	Business Analytical Services/Analysis and Statistics
	Provide COI Services A32
	

	Business Analytical Services/Analysis and Statistics/Modeling
	
	

	Business Analytical Services/Analysis and Statistics/Predictive
	
	

	Business Analytical Services/Analysis and Statistics/Simulation
	
	

	Business Analytical Services/Analysis and Statistics/Mathematical
	
	

	Business Analytical Services/Analysis and Statistics/Structural/Thermal
	
	

	Business Analytical Services/Analysis and Statistics/Radiological
	
	

	Business Analytical Services/Analysis and Statistics/Forensics
	
	

	Business Analytical Services/Visualization
	Provide COI Services A32
	

	Business Analytical Services/Visualization/Graphing/Charting
	
	

	Business Analytical Services/Visualization/Imagery
	
	

	Business Analytical Services/Visualization/Multimedia
	
	

	Business Analytical Services/Visualization/Mapping/Geospatial/Elevation/GPS
	
	

	Business Analytical Services/Visualization/CAD
	
	

	Business Analytical Services/Business Intelligence/Demand Forecasting/Mgt
	
	

	Business Analytical Services/Business Intelligence
	Provide COI Services A32
	

	Business Analytical Services/Business Intelligence/Balanced Scorecard
	
	

	Business Analytical Services/Business Intelligence/Decision Support and Planning
	
	

	Business Analytical Services/Business Intelligence/Data Mining
	
	

	Business Analytical Services/Reporting/Ad Hoc
	Provide Asynchronous Message Exchange Capabilities A3131
	

	Business Analytical Services/Reporting/Standardized/Canned
	Provide Store and Forward Exchange Capabilities A31311
	

	Business Analytical Services/Reporting/OLAP
	Provide Store and Forward Exchange Capabilities A31311
	

	Business Analytical Services/Reporting/OLAP
	Correlate Information A31421
	

	Business Analytical Services/Reporting/OLAP
	Fuse Information A31422
	

	Back Office Services/Data Management/Data Exchange
	Provide Messaging Services A313
	

	Back Office Services/Data Management/Data Mart
	Store Information A3151
	

	Back Office Services/Data Management/Data Warehouse
	Store Information A3151
	

	Back Office Services/Data Management/Meta Data Warehouse
	
	

	Back Office Services/Data Management/Data Cleansing
	
	

	Back Office Services/Data Management/Extraction and Transformation
	Transform Information A3141
	Mediation/Translation Service

	Back Office Services/Data Management/Loading and Archiving
	
	

	Back Office Services/Data Management/Data Recovery
	
	

	Back Office Services/Data Management/Data Classification
	
	

	Back Office Services/Human Resources/Recruiting
	
	

	Back Office Services/Human Resources/Resume Mgt
	
	

	Back Office Services/Human Resources/Career Development and Retention
	
	

	Back Office Services/Human Resources/Time Reporting
	
	

	Back Office Services/Human Resources/Benefit Mgt
	
	

	Back Office Services/Human Resources/Retirement Mgt
	
	

	Back Office Services/Human Resources/Personnel Administration
	
	

	Back Office Services/Human Resources/Education/Training
	
	

	Back Office Services/Human Resources/Health and Safety
	
	

	Back Office Services/Human Resources/Travel Mgt
	
	

	Back Office Services/Financial Management/Billing and Accounting
	
	

	Back Office Services/Financial Management/Credit/Charge
	
	

	Back Office Services/Financial Management/Expense Mgt
	
	

	Back Office Services/Financial Management/Payroll
	
	

	Back Office Services/Financial Management/Payment/Settlement
	
	

	Back Office Services/Financial Management/Debt Collection
	
	

	Back Office Services/Financial Management/Revenue Mgt
	
	

	Back Office Services/Financial Management/Auditing
	
	

	Back Office Services/Financial Management/Activity-Based Mgt
	
	

	Back Office Services/Financial Management/Currency Translation
	
	

	Back Office Services/Financial Management/Financial Reporting
	
	

	Back Office Services/Financial Management/Property/Asset Mgt
	
	

	Back Office Services/Financial Management/Asset Cataloging/Identification
	
	

	Back Office Services/Financial Management/Asset transfer, Allocation, and Maintenance
	
	

	Back Office Services/Financial Management/Facilities Mgt
	
	

	Back Office Services/Financial Management/Computers/Automation Mgt
	Control Capability Increment Integration A5115
	

	Back Office Services/Development and Integration/Legacy Integration
	Control Capability Increment Integration A5115
	

	Back Office Services/Development and Integration/Enterprise Application Integration
	Control Capability Increment Integration A5115
	

	Back Office Services/Development and Integration/Data Integration
	Manage Institutional COI Data Models A5114
	

	Back Office Services/Development and Integration/Instrumentation and Testing
	Plan and Engineer System Capabilities A5121
	

	Back Office Services/Development and Integration/Software Development
	Plan and Engineer System Capabilities A5121
	

	Back Office Services/Human Capital/Workforce Mgt/Resource Planning and Allocation
	
	

	Back Office Services/Human Capital/Workforce Mgt/Skills Mgt
	
	

	Back Office Services/Human Capital/Workforce Mgt/Workforce Directory/Locator
	
	

	Back Office Services/Human Capital/Workforce Mgt/Team/Org Mgt
	
	

	Back Office Services/Human Capital/Workforce Mgt/Contingent Workforce Mgt
	
	

	Back Office Services/Human Capital/Workforce Mgt/Workforce Acquisition/Optimization
	
	

	Support Services/Security Mgt/Identification and Authentication
	Provide Authentication Services A33111
	IA Security/Authentication Service 

	Support Services/Security Mgt/Identification and Authentication
	Provide Identity Management Services A3315
	IA Security/Identity Management Service

	Support Services/Security Mgt/Identification and Authentication
	Authenticate Principal (Every Invocation) A33211
	IA Security/Authentication Service 

	Support Services/Security Mgt/Access Control
	Authorize A3322
	IA Security/Access Control Service 

	Support Services/Security Mgt/Access Control
	Authorize System Entry A33221
	IA Security/Access Control Service 

	Support Services/Security Mgt/Access Control
	Authorize Service/ Capability Access A33223
	IA Security/Access Control Service

	Support Services/Security Mgt/Access Control
	Control Least Privilege A33224
	IA Security/Access Control Service 

	Support Services/Security Mgt/Access Control
	Authorize Network Access A33225
	IA Security/Access Control Service 

	Support Services/Security Mgt/Access Control
	Authorize Data Access A33231
	IA Security/Access Control Service 

	Support Services/Security Mgt/Encryption
	Provide Key Management Infrastructure Services A3314
	

	Support Services/Security Mgt/Encryption
	Provide Identity Management Services A3315
	IA Security/Identity Management Service

	Support Services/Security Mgt/Encryption
	Validate Credentials/ Digital Signature A33212
	

	Support Services/Security Mgt/Intrusion Detection
	Perform Intrusion Detection Services A33132
	IA Security/Alert Service

	Support Services/Security Mgt/Verification
	Provide Identity Management Services A3315
	IA Security/Identity Management Service

	Support Services/Security Mgt/Digital Signature
	Provide Identity Management Services A3315
	IA Security/Identity Management Service

	Support Services/Security Mgt/Digital Signature
	Validate Credentials/ Digital Signature A33212
	

	Support Services/Security Mgt/User Mgt
	Provide Identity Management Services A3315
	IA Security/Identity Management Service

	Support Services/Security Mgt/Role/Privilege Mgt
	Provide Identity Management Services A3315
	IA Security/Identity Management Service

	Support Services/Security Mgt/Role/Privilege Mgt
	Perform Privilege/Attribute Management Services A33152
	

	Support Services/Security Mgt/Audit Trail Capture and Analysis
	Perform Auditing Services A33131
	IA Security/Auditing/Logging Service

	Support Services/Collaboration/Email
	Provide Messaging Services A313
	Messaging/Web-based Email Messaging Service

	Support Services/Collaboration/Threaded Discussions
	Provide Common Workspace A3122
	Collaboration/Shared Application Service

	Support Services/Collaboration/Document Library
	Provide Common Workspace A3122
	Collaboration/Shared Filespace

	Support Services/Collaboration/Shared Calendaring
	Provide Common Workspace A3122
	Collaboration/Shared Application Service

	Support Services/Collaboration/Task Mgt
	Allocate Collaboration Communications A3121
	Collaboration/Session Management Service

	Support Services/Search/Query
	Formulate Discovery Search A3111
	

	Support Services/Search/Precision/Recall Ranking
	Formulate Discovery Search A3111
	

	Support Services/Search/Classification
	Formulate Discovery Search A3111
	

	Support Services/Search/Pattern Matching
	Formulate Discovery Search A3111
	

	Support Services/Communication/Real Time/Chat
	Provide Instant Exchange Capabilities A31322
	Collaboration/Chat/Instant Messaging Service

	Support Services/Communication/Instant Messaging
	Provide Instant Exchange Capabilities A31322
	Collaboration/Chat/Instant Messaging Service

	Support Services/Communication/Audio Conferencing
	Provide Shared Audio Visualization Capabilities A31231
	Collaboration/Audio Collaboration Service

	Support Services/Communication/Video Conferencing
	Provide Streaming Video A313211
	Collaboration/Video Collaboration Service

	Support Services/Communication/Event/News Mgt
	Provide Centralized Exchange Capabilities A31312
	

	Support Services/Communication/Community Mgt
	
	

	Support Services/Communication/Computer/Telephony Integration
	Configure Networks A5231
	

	Support Services/Systems Mgt/License Mgt
	
	

	Support Services/Systems Mgt/Remote Systems Control
	
	

	Support Services/Systems Mgt/System Resource Monoitoring
	Allocate System Resources A33241
	

	Support Services/Systems Mgt/Software Distribution
	Provide Core Applications/Functions A316
	

	Support Services/Systems Mgt/Software Distribution
	Provide COI Mission-Specific Functions A321
	

	Support Services/Systems Mgt/Software Distribution
	Provide Warfighting COI Functional Capabilities A3212
	

	Support Services/Systems Mgt/Software Distribution
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	Support Services/Systems Mgt/Software Distribution
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	Support Services/Systems Mgt/Software Distribution
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	Support Services/Forms Mgt/Forms Modification
	
	


Table F-2:  Relationship between the DoD EIE

and the FEA SRM 

	NCOW RM V10 Service Components
	NCES Service Components
	FEA SRM Service Components

	
	
	

	Perform Net-Centric User/Entity Services A2
	
	

	Evaluate/ Ingest Inputs A21
	
	Digital Asset/Knowledge Mgt/Knowledge Engineering

	Assist User/Entity A22
	User Assistant/User Profile
	Customer Services/Customer Preferences/Profile Management

	Assist User/Entity A22
	
	Customer Services/Customer Preferences/Alerts and Notifications

	Assist User/Entity A22
	User Assistant/Training
	

	Assist User/Entity A22
	User Assistant/On-Line Assistance Service
	

	Assist User/Entity A22
	
	Customer Services/Customer Initiated Assistance/Assistance Request

	Assist User/Entity A22
	
	Customer Services/Customer Initiated Assistance/Self-Service

	Assist User/Entity A22
	
	Customer Services/Customer Initiated Assistance/Reservations/Registrations

	Personalize User Environment A221
	
	Customer Services/Customer Preferences/Personalization

	Personalize User Environment A221
	User Assistant/User Subscription
	Customer Services/Customer Preferences/Subscriptions

	Learn from User Interactions A222
	
	

	Add Value to User Interactions A223
	User Assistant/Operator Assistance Service
	

	Invoke Net-Centric Capabilities/ Services A23
	
	

	Provide Net-Centric Services A3
	
	

	Provide Core Services A31
	
	

	Perform Discovery Services A311
	
	Digital Asset/Knowledge Mgt/Knowledge Capture

	Formulate Discovery Search A3111
	Discovery/People Discovery Service
	

	Formulate Discovery Search A3111
	Discovery/Service Discovery Service
	

	Formulate Discovery Search A3111
	Discovery/Data Asset Discovery Service
	

	Formulate Discovery Search A3111
	Discovery/Organizations Discovery Service
	

	Formulate Discovery Search A3111
	
	Support Services/Search/Query

	Formulate Discovery Search A3111
	
	Support Services/Search/Precision/Recall Ranking

	Formulate Discovery Search A3111
	
	Support Services/Search/Classification

	Formulate Discovery Search A3111
	
	Support Services/Search/Pattern Matching

	Formulate Discovery Search A3111
	
	Digital Asset/Knowledge Mgt/Knowledge Discovery 

	Search for Services A3112
	
	

	Search for Information A3113
	
	Digital Asset/Document Mgt/Indexing

	Search for Information A3113
	
	Digital Asset/Document Mgt/Classification

	Search for Information A3113
	
	Digital Asset/Document Mgt/Referencing

	Review Search Results A3114
	
	

	Initiate System Tasking for Information A3115
	Discovery/Registration Service
	

	Provide Collaboration Services A312
	
	Digital Asset/Knowledge Mgt/Information Sharing

	Allocate Collaboration Communications A3121
	Collaboration/Session Management Service
	Support Services/Collaboration/Task Management

	Provide Common Workspace A3122
	Collaboration/Shared Application Service
	Support Services/Collaboration/Threaded Discussions

	Provide Common Workspace A3122
	Collaboration/Shared Application Service
	Support Services/Collaboration/Shared Calendaring

	Provide Common Workspace A3122
	Collaboration/Shared Filespace
	Support Services/Collaboration/Document Library

	Provide Shared Interactive Capabilities A3123
	Collaboration/Annotation Service (Whiteboard)
	

	Provide Shared Audio Visualization Capabilities A31231
	Collaboration/Audio Collaboration Service
	Support Services/Communication/Audio Conferencing

	Provide Shared Production Capabilities A31232
	
	

	Transcribe Collaboration. A31233
	
	

	Conclude Collaboration A3124
	
	

	Provide Messaging Services A313
	Messaging/Mail Client Email Messaging Service
	

	Provide Messaging Services A313
	Messaging/Web-based Email Messaging Service
	Support Services/Collaboration/Email

	Provide Messaging Services A313
	Messaging/Messaging Middleware Service
	

	Provide Messaging Services A313
	Messaging/Publish/Subscribe Service
	Digital Asset/Knowledge Mgt/Knowledge Distribution and Delivery

	Provide Messaging Services A313
	Messaging/Unified Messaging Service
	

	Provide Messaging Services A313
	
	Back Office/Data Mgt/Data Exchange

	Provide Asynchronous Message Exchange Capabilities A3131
	
	Business Analytical/Reporting/Ad Hoc

	Provide Store and Forward Exchange Capabilities A31311
	
	Business Analytical/Reporting/Standardized/Canned

	Provide Store and Forward Exchange Capabilities A31311
	
	Business Analytical/Reporting/OLAP

	Provide Centralized Exchange Capabilities A31312
	
	Support Services/Communication/Event/News Mgt

	Provide Synchronous Exchange Capabilities A3132
	
	

	Provide Tactical Information Exchange A31321
	
	

	Provide Streaming Video A313211
	Collaboration/Video Collaboration Service
	Support Services/Communication/Video Conferencing

	Provide Tactical Data Link Exchanges A313212
	
	

	Provide Instant Exchange Capabilities A31322
	Collaboration/Chat/Instant Messaging Service
	Support Services/Communication/Real Time/Chat

	Provide Instant Exchange Capabilities A31322
	Collaboration/Chat/Instant Messaging Service
	Support Services/Communication/Instant Messaging

	Perform Information Mediation Services A314
	
	Digital Asset/Knowledge Mgt/Information Mapping and Taxonomy

	Perform Information Mediation Services A314
	
	Digital Asset/Knowledge Mgt/Categorization

	Transform Information A3141
	Mediation/Translation Service
	Customer Services/Customer Initiated Assistance/Multi-Lingual Support

	Transform Information A3141
	Mediation/Translation Service
	Digital Asset/Document Mgt/Document Conversion

	Transform Information A3141
	Mediation/Translation Service
	Back Office/Data Mgt/Extraction and Transformation

	Support Operational Situational Awareness A3142
	Mediation/Monitoring Service
	

	Correlate Information A31421
	
	Business Analytical/Reporting/OLAP

	Correlate Information A31421
	
	Digital Asset Services/Content Mgt/Tagging and Aggregation

	Identify Product Types to Correlate A314211
	
	

	Create Correlated Product A314212
	
	

	Fuse Information A31422
	
	Business Analytical/Reporting/OLAP

	Identify Product Types to Fuse A314221
	
	

	Create Fused Product A314222
	
	

	Provide Negotiation Services A3143
	
	

	Provide Broker Services A31431
	
	

	Provide Trader Services A31432
	
	

	Provide Auction Services A31433
	
	

	Publish Information A3144
	Mediation/Synchronous Assured Delivery Services
	Digital Asset/Knowledge Mgt/Knowledge Distribution and Delivery

	Publish Information A3144
	Mediation/Asynchronous Assured Delivery Services
	

	Publish Information A3144
	Messaging/Publish/Subscribe Service
	Digital Asset Services/Content Mgt/Content Publishing and Delivery

	Publish Information A3144
	Discovery/Publish Data Service
	

	Perform Information Storage Services A315
	
	

	Store Information A3151
	Storage/Ad-hoc Storage For The Warfighter
	Digital Asset/Document Mgt/Library/Storage

	Store Information A3151
	Storage/Fixed Installation and Business Storage
	

	Store Information A3151
	Storage/Long Term Archival Storage
	

	Store Information A3151
	
	Digital Asset/Records Mgt/Record Linking/Association

	Store Information A3151
	
	Digital Asset/Records Mgt/Document Classification

	Store Information A3151
	
	Digital Asset/Records Mgt/Document Retirement

	Store Information A3151
	
	Digital Asset/Records Mgt/Digital Rights Management

	Store Information A3151
	
	Back Office/Data Mgt/Data Warehouse

	Store Information A3151
	
	Back Office/Data Mgt/Data Mart

	Retrieve Information A3152
	
	Digital Asset/Knowledge Mgt/Information Retrieval

	Provide Core Applications/Functions A316
	
	Support Services/Systems Mgt/Software Distribution

	Provide COI Services A32
	
	Business Analytical/Analysis and Statistics

	Provide COI Services A32
	
	Business Analytical/Visualization

	Provide COI Services A32
	
	Business Analytical/Business Intelligence

	Provide COI Mission-Specific Functions A321
	
	Support Services/Systems Mgt/Software Distribution

	Provide Warfighting COI Functional Capabilities A3212
	
	Support Services/Systems Mgt/Software Distribution

	Provide Defense Business COI Functional Capabilities A3213
	
	Support Services/Systems Mgt/Software Distribution

	Provide DoD Enterprise Mgt COI Functional Capabilities A3214
	
	Support Services/Systems Mgt/Software Distribution

	Provide COI Global Support Functions A322
	
	

	Provide COI Common Functions A3221
	
	Support Services/Systems Mgt/Software Distribution

	Provide Training Support A3222
	User Assistant/Training
	Customer Services/Customer Initiated Assistance/Online Tutorials

	Provide Modeling and Simulation Capabilities A3223
	
	

	Provide Exercise Capabilities A3224
	
	

	Provide Experimentation Capabilities A3225
	
	

	Perform Environment Control ServicesA33
	
	

	Provide Infrastructure Control Services A331
	
	

	Provide Cryptographic Services A3311
	
	

	Provide Authentication Services A33111
	IA Security/Authentication Service 
	Support Services/Security Mgmt/Identification and Authentication

	Provide Confidentiality Services A33112
	
	

	Provide Data Integrity Services A33113
	
	

	Provide Non-Repudiation Services A33114
	
	

	Perform Availability Services A3312
	
	

	Provide Performance Quality Management Services A33121
	
	

	Provide Fault Tolerance Services A33122
	
	

	Perform Survivability Activities A33123
	
	

	Provide Monitoring Services A3313
	IA Security/Alert Service
	

	Perform Auditing Services A33131
	IA Security/Auditing/Logging Service
	Support Services/Security Mgt/Audit Trail Capture and Analysis

	Perform Intrusion Detection Services A33132
	IA Security/Alert Service
	Support Services/Security Mgt/Intrusion Detection

	Perform Environment Situation Awareness Services A33133
	
	

	Provide Event Management Services A33134
	
	

	Provide Key Management Infrastructure Services A3314
	
	Support Services/Security Mgt/Encryption

	Perform Key Ordering Services A33141
	
	

	Perform Key Generation Services A33142
	
	

	Perform Key Distribution Services A33143
	
	

	Perform Key Management Support Services A33144
	
	

	Provide Cryptographic Account Management Services A33145
	
	

	Provide Identity Management Services A3315
	IA Security/Identity Management Service
	Support Services/Security Mgt/Identification and Authentication

	Provide Identity Management Services A3315
	IA Security/Identity Management Service
	Support Services/Security Mgt/Digital Signature

	Provide Identity Management Services A3315
	IA Security/Identity Management Service
	Support Services/Security Mgt/Role/Privilege Mgt

	Provide Identity Management Services A3315
	IA Security/Identity Management Service
	Support Services/Security Mgt/Encryption

	Provide Identity Management Services A3315
	IA Security/Identity Management Service
	Support Services/Security Mgt/User Mgt

	Perform Registration Services A33151
	
	

	Perform Privilege/Attribute Management Services A33152
	
	Support Services/Security Mgt/Role/Privilege Mgt

	Provide Token/Biometric Management Services A33153
	
	

	Provide Policy Management Services A3316
	
	

	Dynamically Create Policy Parameters A33161
	
	

	Determine Policy Conflicts A33162
	
	

	Dynamically Revoke Policy Parameters A33163
	
	

	Enforce Net-Centric Environment Policy A332
	
	

	Authenticate A3321
	
	

	Authenticate Principal (Every Invocation) A33211
	IA Security/Authentication Service 
	Support Services/Security Mgt/Identification and Authentication

	Validate Credentials/ Digital Signature A33212
	
	Support Services/Security Mgt/Digital Signature

	Validate Credentials/ Digital Signature A33212
	
	Support Services/Security Mgt/Encryption

	Authenticate Cross-Domain Invocations A33213
	IA Security/Cross Domain Exchange Service
	

	Authorize A3322
	IA Security/Access Control Service 
	Support Services/Security Mgt/Access Control

	Authorize System Entry A33221
	IA Security/Access Control Service 
	Support Services/Security Mgt/Access Control

	Delegate Authorization(s) A33222
	
	

	Authorize Service/ Capability Access A33223
	IA Security/Access Control Service 
	Support Services/Security Mgt/Access Control

	Control Least Privilege A33224
	IA Security/Access Control Service 
	Support Services/Security Mgt/Access Control

	Authorize Network Access A33225
	IA Security/Access Control Service 
	Support Services/Security Mgt/Access Control

	Control Information Flow A3323
	
	Process Automation Services/Tracking and Workflow/Process Tracking

	Control Information Flow A3323
	
	Process Automation Services/Routing and Scheduling

	Authorize Data Access A33231
	IA Security/Access Control Service 
	Support Services/Security Mgt/Access Control

	Authorize Data Release A33232
	
	

	Authorize Import/ Export of Information A33233
	IA Security/Cross Domain Exchange Service
	

	Sanitize Data A33234
	
	

	Control Information Flow Precedence A33235
	
	

	Regulate Information Dissemination A33236
	Messaging/Publish/Subscribe Service
	Digital Asset/Knowledge Mgt/Knowledge Distribution and Delivery

	Regulate Information Dissemination A33236
	
	Digital Asset/Records Mgt/Digital Rights Management

	Control Resource Allocation A3324
	
	

	Allocate System Resources A33241
	
	Support Services/Systems Mgt/System Resource Monitoring

	Allocate Network Resources A33242
	
	

	Allocate Storage Resources A33243
	
	

	Assign Electromagnetic Spectrum Resources A33244
	
	

	Perform Accountability A3325
	
	

	Audit Resource Usage A33251
	
	

	Audit User/ Entity ActivityA33252
	
	

	Perform Availability Activities A3326
	IA Security/Alert Service
	

	Perform Service Quality Response A33261
	
	

	Perform Anomaly Response A33262
	
	

	Perform Failure Response A33263
	
	

	Perform Containment Response A33264
	
	

	Perform Decontamination Response A33265
	
	

	Resource Service Requests A4
	
	

	Provide Computing Resources A41
	
	

	Provide Communications Resources A42
	
	Business Mgt/Organizational Management/Network Management 

	Provide Media Resources A43
	
	

	
	
	

	Manage Institutional COI Data Models A5114
	
	Back Office/Development and Integration/Data Integration

	Control Capability Increment Integration A5115
	
	Back Office/Development and Integration/Legacy Integration

	Control Capability Increment Integration A5115
	
	Back Office/Development and Integration/Enterprise Application Integration

	Control Capability Increment Integration A5115
	
	Back Office/Asset/Materials Management/Computers/Automation Management

	Plan and Engineer System Capabilities A5121
	
	Back Office/Development and Integration/Software Development

	Plan and Engineer System Capabilities A5121
	
	Back Office/Development and Integration/Instrumentation and Testing

	Configure Networks A5231
	
	Support Services/Communication/Computer/Telephony Integration

	Configure IT Systems and Services A5232
	
	Business Mgt/Management of Process/Configuration Mgt

	Manage Monitoring Activity A56
	Enterprise Service Management/Service Element Status Reporting Service
	

	Manage Monitoring Activity A56
	Enterprise Service Management/End-to-End Service Performance Monitoring and Analysis Service
	

	Monitor Operational Use A56
	Enterprise Service Management/Integrated Service Status Service
	

	Perform Environment Situation Awareness A565
	Enterprise Service Management/IT Situational Awareness Service
	

	Perform Help Desk/ Customer Support A566
	Enterprise Service Management/Enterprise Service Desk
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Figure 1: SRM Hierarchy
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