Appendix  A: Local Area Network �Component Specification Worksheet & Performance Metrics

	The local area networks (LANs) performance metrics assessment worksheets are used to establish a baseline and assess the existing infrastructure, performance levels, and service features of the numerous, diverse, and independently developed LANs at any given location.  Items that are not included in the LAN assessment include cabling and fiber.  Connection issues such as whether users on a LAN have access to the Internet or E-mail are addressed in this section, however, the speeds of those connections and types of lines (T-1’s or ISDN ) are not evaluated here. By evaluating the key components of the LAN through this performance metrics assessment, a comprehensive understanding of mission readiness and mission fulfillment can be reached. 

	The metrics worksheets contain lists of “attributes” or components that make up a LAN. These major functional areas include;

·	Inventory Information

·	LAN Capacity

·	External Connectivity

·	Management Services 

·	Messaging Systems

·	Interconnection Devices

·	Critical Power

·	LAN Security

·	Customer Support (Help Desk)��

Each of these attributes, in turn, contains some number of individually calibrated metrics that relate to that particular attribute.  By assessing each appropriate metric, readiness ratings may be rolled-up from the attribute level to the capability level, thus assessing the entire infrastructure. 

	The baseline of each LAN contributes to an understanding of the data connectivity infrastructure and architecture at any location.  This information can be used to identify opportunities for areas of improvement, consolidation and future planning.   

�Local Area Networks

Infrastructure Specification Worksheet

�

This worksheet supplements the following metrics worksheet with component-specific information that aids in tracking data gathering and provides important component-specific information. 

1�Owner���2�Location���3�Type of LAN���4�Cable type���5�Shared or Switched technology���6�LAN Classification���7�LAN Protocol���8�Maintained by���9�Type of maintenance���10�No# users���11�No# servers���12�Server size/Type���13�Network Operating System���14�Connectivity to Backbone���15�Office software standard���16�E-mail software standard���17�Dial-In capability���18�Internet capability���19�Internet usage���20�SIPRNET capability���21�NIPRNET capability���22�Buildings served���23�LAN topology available���24�LAN infrastructure available (hubs, routers)���25�Key applications on LAN���26�SNMP or RMON compatible���27�Desktop VTC data���28�Anticipated requirements (18 mo.)���29�Typical desktop operating system���30�Security���31�Network management capability���32�Data transfer requirements���33�General notes���34�No# and % Pentium Desktops���35�Pentium speed, RAM, HD capacity, etc.���36�No# and % 486 Desktops���37�486 speed, RAM, HD capacity, etc.���38�No# and % 386 Desktops���39�386 speed, RAM, HD capacity, etc.���40�No# and % 286 or earlier ���41�286/other speed, RAM, HD capacity, etc.���42�No# stand-alones needing connection���43�Composition of stand-alones���44�Participate in Customer satisfaction surveys?���45�How determine customer satisfaction���46�How resolve customer problems/complaints���47�LAN POC Name���48�LAN POC Phone No#����Local Area Networks

Performance Assessment Metrics Worksheet

�

(data elements for Mission Requirement, As-Is Data, Priority, and Weighted Score are not shown)

Att#	Met#	Metric						Measure

	1	LAN Capacity

	1	Desktop capacity	Mbps

	2	Desktops connected	#

	3	Server Reliability	% servers with 

	deficiencies

	4	Server backup	Yes/No

	5	Excess capacity	%

	6	Server standards	Yes/No

	7	Desktop standards	Yes/No

	8	Software standards	Yes/No

	9	DII/COE Compliant	Yes/No

	10	JTA Compliance	Yes/No

	11	Peak bandwidth	Mbps

	12	Redundancy	Yes/No

	13	Dial-In / Remote	Yes/No

	2	External Connectivity

	1	NIPRNET	Yes/No

	2	SIPRNET	Yes/No

	3	JWICS	Yes/No

	4	Command and Control Systems	Yes/No

	5	Sustainment Systems	Yes/No

	6	Defense Megacenter	Yes/No

	7	Commercial Internet	Yes/No

	8	Other Connectivity	Yes/No

	3	Management Services

	1	Network management capability	Yes/No

	2	Licensing management	Yes/No

	3	IP address management	Yes/No

	4	Network directory services	Yes/No

	5	Server/Desktop management capacity	Yes/No

	6	Inter-network equipment	Yes/No
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	Att#	Met#	Metric						Measure

	7	SNMP compliant	Yes/No

	8	CMIP compliant	Yes/No

	9	Other standard compliant	Yes/No

	10	Personnel - required	# personnel

	11	Personnel - trained	# personnel

	12	Contractor support	Yes/No

	13	Capability to identify costs of operations	Yes/No

	14	HVAC	Yes/No

	4	Messaging Systems

	1	Classified E-mail capability	Yes/No

	2	Unclassified E-mail capability	Yes/No

	3	Multiple E-Mail application present	# applications

	4	Messaging Handling Systems - Automated	% population served

	5	DMS Compliant	Yes/No

	5	Interconnection Devices

	1	Active I/O ports	% of capacity

	2	Mean Time Between Failure (MTBF)	days

	3	Mean Time To Repair (MTTR)	hours

	4	Edge devices	% Reqmts met

	5	Device bandwidth	Gbps

	6	Capacity	# ports

	6	Critical Power

	1	Servers / Hubs with smart UPS	Yes/No

	2	Local Control Center on UPS	Yes/No

	3	Notification system	Yes/No

	4	Generator capability to meet demand	Yes/No

	7	LAN Security

	1	Firewall requirements	Yes/No

	2	Proxy requirements	Yes/No

	3	Security management	Yes/No

	4	Security assessment/accreditation	Yes/No

	5	Encryption	Yes/No

	6	Authentication & Identification	Yes/No

	7	Intrusion detection & response	Yes/No

	8	Unauthorized or Malicious activities (virus & hacks)	Events per year
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Att#	Met#	Metric						Measure

8	  Customer Support (Help Desk)

	1	7x24 Capability	Yes/No

	2	Respond to all problems (HW/SW)	Yes/No

	3	Automated tracking system	Yes/No
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