Attachment 1

(3-8460-042399)

I. Policy Guidance

SCOPE:

Enterprise-wide messaging includes legacy messaging between organizations (AUTODIN) and electronic mail (e-mail) between individuals.  It also includes the global messaging infrastructure and expanding component implementation of the DMS flexible architecture that supports both organizational and individual messaging.  The DMS must accommodate the full range of enterprise-wide messaging needs.  Some legacy systems may find that File Transfer Protocol, web pull scenarios, or other non-messaging technologies can also meet their systems needs.

DEFINITIONS:

· Organizational messaging refers to any official exchange between organizations or sub-components of organizations and not simply the formatted AUTODIN-type message of the past.  Organizational messaging may largely replace the written memo or letter over time and must provide the requisite services and authentication to support the National Command Authority, legally binding commitments similar to official correspondence and formal documents, and any other day-to-day exchange between and within organizations.  Organizational messaging can be at any security level or between security levels and include special handling instructions.

· Individual messaging refers to the exchange between people.  It may be as sensitive and critical as organizational exchanges or it may be as casual as coordinating day to day activities but will not generally support special handling instructions.  Individual messaging may, however, be at any security level, or between security levels. Individual messaging is likely to rely heavily on the commercial capabilities of the flexible architecture and the commercial profiles as they evolve.

· User Components:  All components used by the Military Service and Agency DMS users, to include local enclave connectivity and, connectivity to the DISN POP:

User Agent (UA)




Desktop

Message Stores (MS)




Multiple Users

Profiling User Agents (PUA)



Multiple Users (not mandatory)

Certification Authority Workstation (CAW)

Multiple Users

Local Management Workstations (LMW)

Multiple Users

FORTEZZA Cards and Readers

Desktop 

(Can also be used for other applications)


Local Mail List Agents (LMLA)


Multiple Users

Subordinate Message Transfer Agent (SMTA)
Multiple Users

Groupware Servers (GWS)



Multiple Users

Local Directory System Agents (LDSA)

Multiple Users

· Infrastructure Components.  Components that support the global messaging infrastructure, including DISN connectivity:

Backbone Message Transfer Agents (BMTA)

Global Directory System Agents (GDSA)

Global Multifunction Interpreters (GMFI)

Global Management Workstations (GMW)

Global Mail List Agents (GMLA)

NOTE: The actual location of global components will be determined by topological design.  Regional deployment of global components is typical.

· Requisite Security Products/Services (approved by NSA):

Digital Signature

Encryption Capability

Cryptographic Application Protocol Interfaces 

DMS compatible firewalls and guards 

Security Management Infrastructure

Certification Authority Workstations

GUIDANCE:

· Connectivity: DMS will use existing enterprise-wide and local communications and networking infrastructure.

· AUTODIN Closure: Legacy organizational messaging using AUTODIN must transition to the DMS prior to AUTODIN closure in December 1999.  

· Tactical DMS: Deployment should be underway and completed by year 2003. During transition tactical users will be assisted by transitional services such as the Multi-function Interpreter.

· DMS Transition Hubs: Critical systems that will continue to need AUTODIN-like services past the December 1999 AUTODIN closures may be candidates for the DMS Transition Hubs (DTHs).  Only the DoD CIO can grant approval for the use of the DTHs.  Attachment 2 outlines the process for requesting DTH connectivity.

· Acquisition Status: The DMS is an ACAT 1A program under aggressive oversight by the Department.  A successful operational test event is required prior to general fielding of each product release.  The Defense Information Systems Agency (DISA) is the DoD DMS Program Manager and the Air Force is executive agent for this initial DMS acquisition.   Each component is responsible for individual site and user implementations.  Upon approval of an acquisition program baseline, any cost, schedule, or performance breaches must be reported to the DoD Chief Information Officer as the Milestone Decision Authority for ACAT 1A programs. 

· Oversight: Due to the scope of this program, potentially impacting all organizations, most individuals and all functional areas within the Department, aggressive oversight will continue.  When issues cannot be resolved by the Information Technology Overarching Integrated Product Team (IT OIPT) process that has replaced the Major Automated Information System Review Council, (MAISRC), the DoD CIO or his designee will convene a special review to resolve the issue(s).  All other policy for ACAT 1A programs as outlined in DoD 5000.2-R remains in effect as directed by Deputy Secretary of Defense memorandum, subject; Elimination of the Major Automated Information System Review Council (MAISRC), dated July, 28, 1998.  The DMS release 1.1 served as the initial test of the flexible architecture which is now incorporated within the program definition.  As the standards and concepts continue to mature, adjustments to the program definition will be reflected in the Test and Evaluation Master Plan (TEMP) and updates to the Acquisition Program Baseline (APB).

· Evolution: In order to ensure that DMS provides cost effective, state of the art service, the Department will pursue enterprise-wide licenses for a range of DMS-compliant solutions.  Currently commercial profiles and supporting security interfaces and protocols are under review.  The Department will post all standards publicly so product and service providers can ensure their products can meet the needs of the community and can be integrated into the DMS architecture.  As these commercial profiles are approved as DMS-compliant, they shall be integrated into the DMS.  The DMS configuration control and configuration management processes apply.

· Security Considerations: NSA will provide security standards, protocols, and product endorsements to accommodate the full range of messaging services provided by the DMS, taking into account underlying communications and network environments.  Threat and vulnerability assessments, security monitoring and counter-measures must consider the total DII environment.  DMS has established a high assurance public key infrastructure and global directory services to ensure all warfighting and mission critical services and adequate security are available to the Department.  These services must be maintained but should be expanded and modified to service a wider range of applications and services provided by the Defense Information Infrastructure (DII).  The DMS Security Policy and the DMS GENSER Message Security Classifications, Categories, and Marking Phrase Requirements for organizational messaging are approved. Copies are provided as Attachment 4 and Attachment 5. These documents will serve as initial messaging security policy guidance. These documents and supporting DMS policies and procedures will be adapted and expanded as necessary to reflect emerging DoD X.509 certificate policy, practices and Public Key Infrastructure (PKI) definitions.  ASD(C3I) memorandum of August 11, 1998, subject, Interim Guidance for the Department of Defense (DoD) Public Key Infrastructure (PKI) applies.

· Standards and Protocols: The DMS will continue to be based upon multiple international and commercial standards and protocols to ensure interoperability among components, NATO, Allies, coalition and industry partners and must meet all validated messaging requirements within the Department.  The Department will maintain and publish approved standards profiles and assess product compliance with those standards.  As messaging standards evolve and mature, so will the DMS flexible architecture and system design to ensure interoperability, and service management is maintained.  The various grades of service and protocols must reside on common mail servers, use common directory services, and public key infrastructures to ensure multiple systems and mail administrators, desktop service providers and support personnel are not required.  The user must be able to select the messaging and security services appropriate to the task or situation. Therefore, the DMS will provide a full range of standards-based messaging and security services from high assurance security services and robust messaging services for command and control, business, and intelligence organizational, and critical individual messaging and appropriate messaging services and assurance for less critical messaging needs.  
· Allied/Coalition Support.  The DoD will sustain a strong leadership role in NATO, Allied, international, and Internet messaging and related standards and protocol activities to influence development of standards and messaging solutions that meet the Departments’ operational needs and ensure Allied/coalition interoperability.
II.  Roles and Responsibilities

This definition of roles and responsibilities describes the Military Departments, Intelligence Community, and Defense Agencies' methodology for defining their DMS program (to include staffing) requirements.  The DMS is a service of the DII.  Thus, the cost recovery and life cycle maintenance  (LCM) concepts within the Defense-wide Capital Fund have some similarity to the Defense Information System Network (DISN).

As the Department of Defense's integrated, enterprise-wide messaging service, DMS must be flexible and interoperable between our Services/Agencies, the Intelligence Community, Federal Agencies, and our Allies and commercial partners.  We must plan, develop, and fund for an enterprise-wide electronic messaging service from the National Command Authority (NCA) to the foxhole. Although viewed as an application layer service, DMS requires hardware, software, procedures, manpower, and training resources to ensure its successful implementation.

The Defense Information Systems Agency (DISA) has overall program responsibility and provides all strategic, collateral infrastructure services and the interface between the strategic and non-strategic services (i.e., local enclave, special purpose areas, and tactical/deployable environments).

The Joint Staff will ensure the Joint Communications Support Element (JCSE) is fully equipped to support at least two joint task forces (JTFs).  This includes the associated strategic and component interfaces and all communications pipelines (including communications for intelligence systems) to any JTF headquarters, consistent with CJCSI 6110.01, January 25, 1996, subject, “Controlled Tactical Communications Assets.”

The Intelligence Community will ensure similar infrastructure service (to include the tactical/deployable enclave) supporting sensitive compartmented information (SCI) is available for the Department and the national Intelligence Community.

The Military Departments and Defense Agencies are responsible for their respective Service/Agency requirements (such as bases/posts/camps/stations and tactical/deployable enclaves).

Finally, DISA, in coordination with the Intelligence Community, is responsible for maintaining configuration management and interoperability throughout the DMS architecture.

Detailed guidance on the critical roles and responsibilities for the funding, implementation, operation and LCM of DMS (which includes the strategic/common backbone infrastructure, Service/Agency infrastructure; SCI infrastructure (to include tactical/deployable enclaves); and the collateral tactical/deployable infrastructure) is provided below:

Office of the Assistant Secretary of Defense (Command. Control, Communications and Intelligence) (OASD (C31))

· Provide programmatic policy, acquisition guidance, and oversight for DoD messaging services (includes DMS as well as legacy e-mail and AUTODIN), as required.

· Update DoD policy/publications, as required.

· Serve as functional sponsor.

The Joint Staff

· Review DMS actions for consistency with validated messaging requirements.

· Validate DMS operational requirements.

· Ensure Allied/Coalition interoperability requirements are included in requirement documentation and reviews.

· Provide assistance in delineating funding responsibilities between joint/common and Service/Component-unique requirements within a Headquarters, Joint Task Force and the strategic/common service backbone.

· Review Service/Component programs for compliance with integration and interoperability messaging requirements.  Serve on the DMS Configuration Management Board (DMS CMB).


· Update joint doctrine/publications, as required.

Intelligence Community

· Provide operational management and control of the Department's messaging service for the intelligence community (non-collateral).

· Provide, operate, and maintain the intelligence portion of the DMS infrastructure (i.e., special compartmented networks (to include tactical/deployable)) until SCI and collateral infrastructures can be combined as defined in the target architecture.

· Represent the IC on the DMS CMB.

· Ensure the intelligence portion of the Department's messaging service is in compliance with approved and validated requirements.

· Manage the intelligence portion of the DoD-wide implementation of DMS.

· Ensure the performance and accreditation criteria for user-provided infrastructure components meet IC requirements.

· Provide, operate, and maintain Certification Authority Workstations (CAWS) for the Intelligence Community.

· Maintain the Intelligence Community DMS Management Office as a single point of contact for coordination.

Defense Information Systems Agency

· Provide program management of the overall DMS program.

· Provide operational direction and management control of the Department's collateral messaging service.

· Provide, operate, and maintain the joint/common, collateral Global DMS infrastructure until SCI and collateral Infrastructure can be combined as defined in the target architecture.

· Ensure the Department's messaging service is in compliance with approved and validated requirements, as identified by the Joint Chiefs of Staff (JCS).

· Actively support Allied/Coalition activities and initiatives consistent with national policy.

· Participate in, and represent the Department in international, Internet, and commercial standards consistent with the Department’s interests.

· Establish and convene the DMS CMB.

· Coordinate DOD-wide implementation of DMS.

· Perform DMS compliance test and evaluation of DMS components.

· Perform system-wide engineering and integration, modeling, and simulation.

· Provide and install the initial CAWs to support the DMS community of users (NOTE: Services/Components can acquire additional CAWS, if desired).

· In coordination with ASD (C3I), maintain oversight of DMS acquisitions.

· Serve as DoD registration authority.

· Participate in NSA's Multilevel Information System Security Initiative (MISSI) CMB.

Military Departments, Defense Agencies

· Maintain and ensure an executable program (both funding and staffing) for their respective Service/Agency requirements (such as bases/posts/camps/stations and tactical/deployable enclaves throughout the DMS implementation) which includes requirements within the strategic/joint/coalition, Service/Agency unique, intelligence, and tactical/deployable environments.

· Ensure Service and Agency portions of the DMS phase-in planning and AUTODIN phase-out planning is current, executed on schedule, and consistent with validated requirements and overall program milestones.

· Ensure user provided software and hardware components meet DMS compliance and interoperability criteria. 

· Provide, operate, and maintain all user components (see definitions below).

· Provide, operate, and maintain non-strategic, collateral DMS infrastructure (i.e., bases/posts/camps/stations and tactical/deployable enclaves).


· Provide operational management of assigned DMS components in accordance with approved DMS operational policy and procedures.

· Identify sub-registration authority to the DoD registration authority and comply with DMS Registration Guidance.

· Ensure adequate training in accordance with the DMS Training Plan.

· Designate DMS Site Security Officers and Site Certification/Approval Authorities.

· Provide for Certification Authority Workstation (CAW) operation, maintenance, and training.

· Contact tenant activities to determine required support and, if appropriate, ensure Inter-Service Agreements are in place at both home station and deployable locations.

· Identify the Approving Authorities for Certification Authorities to the National Security Agency (NSA),

· Designate a single DMS Management Office as point of contact for coordination.

National Security Agency

· Develop/approve/certify/endorse and ensure availability of security products necessary to ensure secure writer-to-reader messaging services, secure directory services, and secure management services,

· Establish life cycle support for these security products; i.e., an acquisition and life cycle maintenance vehicle, product enhancements, compliance test and evaluation, chair a configuration management board to maintain security product configuration management.

· Provide policies and procedures for the use of these security products.

· Establish and operate the National Security Policy Approving Authority (PAA).

· Establish and operate the National Security Policy Creation Authorities (PCAs).

Assistant Secretary of the Air Force

· Serve as Executive Agent for the DMS joint acquisition, as directed by ASD(C3I).

· Provide products for implementation of the DMS infrastructure and user desktops as requested.

· Maintain close coordination with Service/Agency DMS Managers, the DMS Program Management Office, and ASD(C3I).

Designated Approval Authorities (DISA, NSA, Joint Staff, and DIA)

· Serve as Designated Approval Authorities for the DMS.

· Designate a single point of contact for coordination.
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