C3  CHAPTER 3

DESIGNATING UNCLASSIFIED INFORMATION AS REQUIRING PROTECTION

C3.1
Authority to Designate Information as FOUO/”Sensitive”.  Heads of DoD Components shall establish policies and procedures limiting authority to designate information as FOUO/Sensitive to the minimum number of persons possible consistent with mission and operational requirements

C3.2
Initial Protection Designation Process.  In making an initial determination that unclassified information requires protection as FOUO or Sensitive, individuals delegated authority to make such designations shall:


C3.2.1
Determine that the information is owned by, produced by or for, or is under the control of the U.S. Government;


C3.2.2
Determine that the information, individually, or in aggregation falls within one of the exemption categories of the Freedom of Information Act, or qualifies as Sensitive information under the provisions of the Computer Security Act.


C3.2.3
Whenever possible, determine a date or event after which protection of the information will no longer be required.  (See Chapter 5 of this Regulation regarding marking of protected information.)


C3.2.4
Determine that, if designated as requiring protection, there is a reasonable  possibility that the information can be provided protection from unauthorized disclosure.

C3.3
Reasoned Judgment.  The decision to require protection of unclassified 

information requires that the designating authority apply reasoned judgment to determine that the information either falls under one of the exemption categories of the Freedom of Information Act or that it qualifies as Sensitive information under the provisions of the Computer Security Act.  The designating authority must also consider the probable operational, technological and resource impacts of applying protection.  It is not necessary for the designating authority to produce a written description of the factors considered in reaching the decision to protect information.  However, the designating authority must be prepared to do so if the information designated for protection becomes the subject of a challenge or dispute or release of the information is requested under the Freedom of Information Act.

C3.4
Assistance in Making Initial Protection Decisions.  If an initial designating authority has a question regarding whether information should or should not be protected as FOUO or Sensitive, he or she will seek advice from his or her Legal or Public Affairs 
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Office.

C3.5
Protection Required Due to Compilation.  Compilations of information that individually may not warrant protection may require such protection if the compiled information reveals an additional association or relationship or by being compiled, creates a new body of knowledge that did not previously exist.

C3.6
Prohibitions.  FOUO and Sensitive information protections may not be used to conceal violations of law, inefficiency, or administrative error; to prevent embarrassment to a person, organization, or agency; or to restrain competition.  In addition, the application of FOUO and Sensitive information protective measures to information which was once protected but was subsequently and officially released to the public is prohibited.  

C3.7.
Observing Initial Protection Decisions.  All DoD personnel and DoD contractors shall observe, respect and carry forward to newly created documents, initial designation determinations.  If it is believed that information has been improperly identified as requiring protection, action may be taken under the provisions of subsection C4.42 of this Regulation to challenge the protection designation.  The information will continue to be protected until the matter is resolved.

C3.8
Responsibility for Initial Designations  If the activity making the initial designation determination no longer exists, the activity that inherited the functions of the initial determining activity is responsible for determining the action to be taken.  If the functions of the initial determining activity were dispersed to more than one other activity, the inheriting activity(ies) cannot be determined or, the functions have ceased to exist, the senior agency official of the DoD Component of which the initial determining activity was a part, is responsible for determining the action to be taken with respect to protection.
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