OFFICE OF THE ASSISTANT TO THE SECRETARY OF DEFENSE
1400 DEFENSE PENTAGON

WASHINGTON, D.C. 20301-1400

‘19 MAY 1995
Ref: 95-F-0691

PUBLIC AFFAIRS

Mr. David A. Banisar
Electronic Privacy Information Center
666 Pennsylvania Avenue, SE, Suite 301
Washington, DC 20003

Dear Mr. Banisar:
This letter responds to your March 24, 1995, Freedom of
Information Act (FOIA) request which was received in this

Directorate March 27, 1995.

The enclosed documents are provided as responsive to your
request.

There are no chargeable costs for processing your FOIA
request in this instance.

Sincerely,
;:%Z. gé%%ére;;;
Director

Freedom of Information
and Security Review

Enclosures:
As stated



OFFICE OF THE DEPUTY SECRETARY OF DEFENSE
The Military Assistant
31 August 1994

MEMO FOR: MR. KEITH HALL, DASD/I (C3I)

Subject: Invite from NRC/NAS 70ct94

Mr. Deutch's comment on the attached Invitation:

"Regret: JMD - Give to Keith Hall"
Very respectfully,

Pat Kane

Colonel, USA

Military Assistant to the
Deputy Secretary of Defense

Attachments
OSD 17592

SUSPENSE:

17592



NATIONAL RESEARCH COUNCIL/NATIONAL ACADEMY OF SCTENCES |

COMPUTER SCIENCE AND TELECOMMUNICATIONS BOARD i

2101 CONSTITUTION AVE., N.W., WASHINGTON, D.C. 20418 ’
TELEPHONE: (202) 3342605 FAX: (202) 334-2318

DATE: August 29, 1994 NUMBER OF PAGES INCLUDING THIS SHEET: 2 '

TO: John Deutch c/o Lynn Cline 703-697-9080 FROM: Herb Lin (202-334-3191 voice)

Professor Deurtch:

As you may know by now, the NRC’s commurttee 10 study narnonal cryptography policy has hc.cu
formed (and a list of the committee artached). The first meeting of the commmittee will be m October,
and since you had expressed an interest in meefing with the commirttee to provide DOD pcrspec:uves
on the subject, [ am writing to solicit your participation at this meeting. In particular, we wou!d like
you to meet with the commuttee on Friday, October 7, some nme in the moming, probably a.round
10:30 AM for about an hour (including discussion with the comminee), at the Georgetown facx_hty of
the NRC. You should also know that we are oylng to arrange bnefings from other agencies (q_g.,
State und Justce), as well as from the intelligence communicy.

Your participation at this briefing would be enormously helpful (o the commutiee.
Thanks in advance.

e d

Herb Lin
Study Director and Senior Staff Officer




COMMITTEE TO STUDY NATIONAL, CRYPTOGRAPHY POLICY
(Biograpiues are being updared)

i

|
Keuneth Dam. couwurttee chair. was Depury Secretary of State (1982-1985) and is curready thelMax
Pam Professor of American and Foreign Law at the Unrversiry of° Chicago Law School. ]

i
General W Y. Smith (cer), commuittee vice-chair, is President Emeritus of the Instinute for ])Lﬁl.[lse
Analyses. and has also served in 2 number of militarv posts inctuding Deputy Commander in (’tucf of
the U.S. European Command in Germany.

Lee Bollinger is Provost of Darumouth College and a coasumunoual scholar.
Ann Caracristi, redred. was Deputy Director of the National Securiry Agency (1930-1982)

Benjamin Civiletrd was U.S. Attorney General (1979-1981). and is currently in private practice mtb
the law firm Venable. Baeger, Howard aod Civilett.

Culin Crook is Senior Technology Officer for Citicorp
Samuel Fuller is Vice President of Corporate Research at Digiwl Equiproent Corporation.

Leshe Gelb 1s President of the Council on Foreign Relations. He has also served as an Assistant
Secretary of State for Politco-Military Affairs (1977-1980).

Ronald Graham is professor of mathemancs at Rutgers Unrversity and Adjunct Director of
Information Sciences at AT&T Bell Labs.

Martin Hellman is professor of Electrical Engineering at Stanford University. Dr. Hellman was one
of the inventors of public key encrypaon. I

Julius Katz is President of Hills & Company, and was Depury United States Trade Represemar#/c
(1989-1993).

Peter Neumann 1s Princtpal Sciennst o the Computer Science Laboratory at SRI. He is the Chaimmn
of the ACM Committee on Computers and Public Policy, and a member of the ACM Swmudy Group on

crypto policy.

Ravmond Ozze is president of Iris Associates, a wholly-owned subsidiarv of the Lotus Develogmcm
Corporaton. Iris Associates is the developer of Loms Notes.

Kurnar Patel is Vice Chancellor for Research at UCLA.

Edward Schmuits, retired. was Depury Attomey General (1981-1984) and a former Semior Vice
President for External Relations and General Counsel for the GTE Corporation.

Elliot Stone is Execunve Director of the Massachusetts Health Data Consortium which is resp(lnsible
for the collection and analysis of the state’s large health cire darabases. :
Willis Ware, retired, is with RAND Corporation as senior computer scientist emeritus. He bh,lm's the
statutory (Computer Security Act) Computer System Securmry and Privacy Advisory Board. j

l
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Remarks for
Mr. Keith Hall, DASD(I&S)
on the
NRC'’s Study of National Cryptography Policy
7 October 1994

@® On behalf of Dr. John Deutch, the Deputy Secretary of Defense, I am
pleased to welcome you to Washington, and honored to be here to address the
NRC'’s National Cryptography Policy Study Team.

® [n its 1991 Publication “Computers at Risk,” the National Research
Council noted that: “. . . the Government'’s efforts [in securing its information
[infrastructure/ have been hamstrung by internecine conflict and underfunding.”
The NRC continued by stating: “These problems currently appear to be
exacerbated, at precisely the time that decisive and concerted action is needed.
A coherent strategy must be developed now, given the time, resources, planning,
and coordination required to achieve adequate system security and
trustworthiness. ”

@ For its part the Department is reviewing its ability to provide
additional resources designed to secure a significant portion of the Defense
Information Infrastructure from attack.

® [n studying national cryptography policy, you have been charged with
developing policy recommendations in arguably the most strategically
important, technologically dynamic, difficult and complex subject areas in the
Defense arena. In addressing them I suggest to you that the Defense
Department is not . . . on the outside looking in” on your study.

® We have a stake in every facet of your study:

~~ as customers of cryptography, to include Key Escrow
technologies,



~~ as being increasingly dependent on the Public Switched
Network/NatzonaI Information Infrastructure,

~~ and as the Department assigned the responsibility of securing
the nation’s and the public’s freedoms in a rapidly changing “information
based” world.

® The Department’s stake is not parochial. It is a matter of concern to
the American people, for to the extent that our Defense Information
Infrastructure is placed at risk, so too are the lives of the Service men and
women who serve on our front lines.

~~ Accordingly, DoD is committed to working with you, within the
gevernment, and with industry in developing and implementing technologies
such as Key Escrow and national cryptography policies that enhance the
security of the nation, the freedoms of its citizens, and the competitiveness of its
industries.

® [n defining ihe Department’s perspective on the study, I thought it
would be useful to address briefly some of the key provisions of your task, the
first being:

The Impact of current and possible restrictions on and standards
for cryptographic technology.

® The Department is not in the business of restricting US industry, its
citizens, or its technologies. We do not see the competitiveness of US industry
as exclusive from, or opposed to, national security interests. Changes in
industrial security, for example, are aimed at promoting the concept that sound
security is a joint concern of the department and its industrial infrastructure.
We are actively developing revised security arrangements that treat this matter
as a Defense/Industry partnership.

® Given the diversity and competency of this study team, there are great
expectations regarding your ability to develop recommendations which keep
industry competitive, and enable the Department and law enforcement agencies
to maintain the nation's security, and the safety and privacy of its citizens in an
increasingly invasive information age.



The strength of various cryptographic technologies known today
and anticipated for commercial and private purposes, and the
strengths and weaknesses of current Key Escrow plans.

® Ve believe Clipper with its Key Escrow technology provides the
strength necessary to protect American communications now and well into the
future. [ urge you to examine the Government's position and validate its truth.

Current and anticipated demand for information systems security
based on cryptography.

® This “demand” needs to be confirmed and clearly documented. |
have not seen any specific evidence suggesting the size of the potential market
share. Although I am aware that certain industry representatives Eelieve it is
large, ] would be interested in seeing your results. Anecdotal comments
regarding the potential for overseas commerce in cryptography can not be a
basis for Administration cryptographic policy decisions that could adversely
affect Government s ability to protect individual liberties, ensure public safety,
and develop timely intelligence on events transpiring throughout an
increasingly unstable world. The bottom line on this issue is: The nation
cannot afford to trade critical intelligence capabilities and its security for the
possibility of increased commerce.

Your tasks also ask you to assess:

The impact of foreign restrictions on the market for, importation,
and use of our cryptographic technologies, and the adequacy of US
cryptographic and cryptographic export policies.

~ Given the reality of global connectivity, the Department is very
interested in your findings on the formation of foreign cryptographic policies
and how they impact upon [foreign] national security equities, the desires of the
commercial sector and on private citizens. We will also be interested in any
differences you may find between stated policy(ies) and on how the policy(ies) is
(are) actually implemented.

~ Having determined foreign government cryptographic policies and
their actual implementation of them, you will be in a good position to



accomplish your assessment of the adequacy of our own cryptographic policies
in meeting the interests of the Government, business and the public.

How technology now and in the future affects policy for balancing
US security, law enforcement, privacy, and commercial interests.

® | do not need to emphasize the technologically driven nature of the
issue. However, I must again emphasize that defense of the nation, law
enforcement, and the privacy and safety of US citizens are not (as conventional
wisdom and even the wording of the study issue strongly suggests) mutually
exclusive interests. In fact, the widely reported concerns of Americans over
crime and their safety constitute a very close relationship between our citizens,
the law enforcement and national security communities. Far from being against
measures desigred to enhance their security, safety, and privacy, Americans
are for them.

® Discuss the need for cryptographic technologies and policies that help
to secure the National Information Infrastructure in an increasingly
interconnected world. The Department and the nation’s security, econcmic
health, our standard of living, the safety and freedoms of our people are
increasingly dependent on the security of the NII.

® Key Escrow does not signal the arrival of “Big Brother.” As recent
INTERNET break-ins illustrate, “big brothers,” not identifiable or subject to US
laws, are currently active and are “into” your lives. Unless checked by security
technologies such as CLIPPER and its Key Escrow, these “big brothers” could
soon seriously affect the nation’s security, your safety, businesses, privacy, and
bank accounts.

® Because of this, throughout your study efforts take a close look at
information as a commodity. Information and data (as used in control systems
from building air conditioners, to the air traffic control system, to the national
power grid) and its integrity, availability, and accuracy is the key to this
nation’s way of life --'In short, it is America’s lifeblood.

® [ ask you to consider:



~~ The increasing technologzcal pace of information and digital
control systems development. Information and data technologies are rapidly
becoming ubiquitous.

~~ The domination of information workers over those in the
manufacturing sector.

~~ Mobile/cellular communications and electronic leashes
(pagers)

~~ All held together by an increasingly vulnerable/high-
value/high payoff target -- the nation’s public switched network.

® [niormation, and the systems in which it is processed, has had
profound effects on warfighting. The very essence of war and national security
is being transformed as I speak.

, , ~~ National Strength: Has transformed from
Industrial/Economic Supremacy to Information Supremacy

~~ Threats to the nation: Have transformed from Superpowers
- and Regional powers to Supranational and non-government organizations.

~~ Weaponry: Has transformed from bombs and bullets to bits
and bytes/zeros and ones.

~~ Attack planning and execution: Has transitioned from
months, weeks, and hours to hours, minutes, and seconds.

~~ Command and Control: Has transformed from
organic military and driven by military requirements, to Industrial based/COTS
and driven by the marketplace.

~~ Enemy Objectives: Have transformed from Damage to C2
systems and forward deployed US Forces to Damage, corruption, and
destruction of the domestic infrastructure.

~~ Attacks: Have transitioned from wartime to continuous.



~~ Attackers: Have transitioned from well defined/known
adversarzes to anyone -- any group -- any nation.

@® Keep in mind the international nature of Information Warfare
(INFOWAR) activities. The ability to wage devastating Information Warfare
attacks against a nation like ours -- increasingly dependent on its information
systems and supporting public infrastructure -- does not requtre superpower
status. Bear in mind:

~~ The ability to wage INFOWAR to deny, deceive and/or exploit
information and the systems in which they reside, is not restricted to economic
superpowers. Through global communications people, interest groups, and
nations without great resources can currently safely play very destructive and
theoretically decisive roles.

~~ NSA estimates 95% of all illegal entries into DoD information
systems are undetected.

~~ The need for the United States to maintain Information
Warfare and Information System Security superiority.

@ As a concession to my sense of symmetry, since I began this talk with
a quote from the NRC, I feel obligated to close with one from the Joint Security
Commission. The quote frames the challenges and responsibilities you
shoulder in developing recommendations to guide the development of national
cryptography policy, and clearly states the stakes for the nation in the
information age.

~~ “This technology [information warfare] is capable of
deciding the outcomes of geopolitical crises without the firing of a single
weapon. Qur security policies and processes must protect our ability to
conduct such infowars while denying the enemy that same advantage.”

® Again, on behalf of Secretary Deutch, It has been my pleasure to be
here -- In the time I have remaining, [ would be happy to entertain your
questions regarding the Department s perspective on your study.



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND, CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Dennis DeConcini

Chairman, Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

- Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).

Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,

%—uﬂ .
P aand

Emmett Paige, J
cc:

Honorable John Warner
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND, CONTROL.
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Joseph Biden Jr.

Chairman, Committee on the Judiciary
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 mcnth Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).

Accordingly, the NRC'’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’'s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,

—

Emmett Paige, J

ccC:
Honorable Orrin Hatch
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

‘'November 8, 1994

COMMAND, CONTROL.,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Sam Nunn

Chairman, Committee on Armed Services
United States Senate '
Washington, DC 20510

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC.

Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’'s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,

W’ '
Emmett Paige, Jr.
cc:

Honorable Strom Thurmond
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND. CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Jack Brooks »
Chairman, Committee on the Judiciary
House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).

Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincere{;,

ol 0

Emmett Paige, Jr.

cc:
Honorable Hamilton Fish
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND, CONTROL,
COMMUNICATIONS
AND
INTELLIGENCE

Honorable Dan Glickman
Chairman, Permanent Select
Committee on Intelligence
House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act
for Fiscal Year 1994 directed a 30 month Comprehensive
Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).

Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and classified annex to it not later than May 31,

1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,

]
\%“W /
Emmett Paige, Jr.
ce:

Honorable Larry Combest
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301-3040

November 8, 1994

COMMAND, CONTROL,
COMMUNICATIONS

AND

INTELLIGENCE

Honorable Ronald V. Dellums

Chairman, Committee on Armed Services
House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

Section 267 of the National Defense Authorization Act

for Fiscal Year 1994 directed a 30 month Comprehencive

Independent Study of National Cryptography Policy be
conducted by the National Research Council (NRC).
Accordingly, the NRC’s study team held their first meeting on
October 7, 1994.

The Department is fully supporting the NRC’s efforts.
We expect the NRC to complete the study and submit its public
report and the classified annex to it not later than May 31,
1997. The Defense Secretary’s report to the Committee will
follow within 120 days.

Sincerely,
gm—
Emmett Paige, Jr.
cc:

Honorable Floyd D. Spence
Ranking Minority Member



ASSISTANT SECRETARY OF DEFENSE crro-~ N AT TS
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GTON. D.C. 20301-3040

COMMAND, CONTROL.
COMMUNICATIONS
AND
INTELLIGENCE

EXECUTIVE SUMMARY

MEMORANDUM FOR DEPUTY SECRETARY OF DEFENSE

FROM: EMMETT PAIGE, JR., ASD(C3I) ﬂ’ /J.éj—/’;

Prepared by: B. Valeri/OASD(C3L¥/ D(C3)/1585/58705

SUBJECT: Department of Defense Support of the National
Research Council’s (NRC) Comprehensive
Independent Study of National Cryptography
Policy -- ACTION MEMORANDUM

49

URPOSE: Pursuant to Congressional direction, forward
letters to the Secretaries of State, Treasury,
Justice, Commerce, and Energy, the Director,
Central Intelligence Agency, and the Directors of
selected Defense agencies requesting their
support of the subject study.

DISCUSSION: Congressional language authorizing the subject
NRC study (Section 267, of the Defense
Authorization Bill for FY 1994), directed the

Department of Defense to “. . . cooperate fully
wlth the National Research Council in 1its
activities. . ” The legislation also

directed the Secretary cf Deifense to “.
request all other appropriate Federal
Departments and agencies to provide similar
support.”

The attached letters satisfy Congressional
direction and will support the successful
accomplishment of the NRC’'s study effort.

RECOMMENDATION: Recommend that you sign the letters ai///

TAB A.
GL LA wk
Di;ii;@ii/gEClSION:
v Approved
\

Disapproved

281l
2813



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

22 FEB 198

MEMORANDUM FOR DIRECTOR, NATIONAL SECURITY AGENCY

SUBJECT: National Research Council Study of National
Cryptography Policy

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267) Congress directed that the National
Research Council (NRC) conduct a comprehensive independent
study of cryptographic technologies and national
cryptography policy.

The NRC is currently under contract to the Department
and has initiated their data collection activities. The
successful accomplishment of this study effort will require
the Department’s full cooperation. I am, therefore,
requesting that you identify an agency point of contact
(POC) to serve as a facilitator for the NRC's efforts. By
establishing a direct line of communications between your

agency and the NRC, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
the POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department‘s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-31591. Mrs. Valeri can be reached at 703/695-8705

and is available to answer any questions you have have on
this requirement.

28131



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

) 22 FEB 1959

) MEMORANDUM FOR DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY

SUBJECT: National Research Council Study of National
Cryptography Policy

In the National Defense Authorization Act for Fiscal
; Year 1994 (Section 267) Congress directed that the National
Research Council (NRC) conduct a comprehensive independent
study of cryptographic technologies and national
cryptography policy. )

The NRC is currently under contract to the Department
and has initiated their data collection activities. The
successful accomplishment of this study effort will require
the Department’s full cooperation. I am, therefore,
requesting that you identify an agency point of contact
(POC) to serve as a facilitator for the NRC's efforts. By
establishing a direct line of communications between your
agency and the NRC, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
the POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be reached at 703/695-8705

and is available to answer any guestions you have have on
this requirement.

28131



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

22 FEB 1995

MEMORANDUM FOR DIRECTOR, ADVANCED RESEARCH PROJECTS AGENCY

SUBJECT: National Research Council Study of National
Cryptography Policy

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267) Congress directed that the National
Research Council (NRC) conduct a comprehensive independent
study cf cryptographic technologies and national
cryptography policy..

The NRC 1is currently under contract to the Department
and has initiated their data collection activities. The
successful accomplishment of this study effort will require
the Department’s full cooperation. I am, therefore,
requesting that you identify an agency point of contact
(POC) to serve as a facilitator for the NRC'’'s efforts. By
establishing a direct line of communications between your
agency and the NRC, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
“he POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’‘’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be reached at 703/695-8705

and is available to answer any questions you have have on
this requirement.

<8131



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

Admiral William O. Studeman, U.S. Navy
Acting Director, Central Intelligence Agency
Washington, DC 20515

Dear Admiral Studeman:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC 1is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, 1its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department ol Defense.
Therefore, I solicit the Central Intelligence Agency’s
cooperation in the study and ask that you identify a point of
contact (POC) to serve as a facilitator for the NRC’s efforts.
By establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

Sincerely,

ohn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON. DC 20301-1010

SR I

I~
~

Honorable Ronald H. Brown

Secretary of Commerce

Herbert C. Hoover Building

14th Street & Constitution Avenue, N.W.
Washington, DC 20230

Dear Mr. Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Commerce’s cooperation
in the study and ask that you identify a point of contact
(POC) to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number cf
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

incerely,

ohn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

Honorable Warren Christopher
Secretary Of State

Main State Department Building
2201 C Street, N.W.
Washington, DC 20520

Dear Mr. Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
techrinlogies and national cryptography policy.

The NRC 1is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of State’s cooperation in
the study and ask that you identify a point of contact (POC)
to serve as a facilitator for the NRC's efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
sovernment antities, we can assist greatly in the development
of an informed and useful report. '

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is avallable to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

Sincerely,

hn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

72 F22 18

Honorable Hazel R. O’Leary
Secretary of Energy

Forrestal Building

1000 Independence Avenue, S.W.
Washington, DC 20585

Dear Madame Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Energy’s cooperation in
the study and ask that you identify a point of contact (POC)
to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security.” Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
_ request.

Thank you for your assistance in this matter.

incerely,

hn M. Deutch



DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010
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Honorable Janet Reno

Attorney General of the United States
Main Justice Building

10th Street & Constitution Avenue, N.W.
Washington, DC 20530

Dear Madame Attorney General:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC 1is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Justice’s cooperation
in the study and ask that you identify a point of contact
(POC) to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/695-8705
and is available to answer any questions you may have on this
request.

Thank you for your assistance in this matter.

incerely,

n M. Deutch




DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

22 2 18

Honorable Robert E. Rubin
Secretary of the Treasury
Main Treasury

1500 Pennsylvania Avenue, N.W.
Washington, DC 20220

Dear Mr. Secretary:

In the National Defense Authorization Act for Fiscal
Year 1994 (Section 267), Congress directed the Secretary of
Defense to request that the National Research Council (NRC)
conduct a comprehensive, independent study of cryptographic
technologies and national cryptography policy.

The NRC is currently under contract to the Department of
Defense for the performance of this study and has initiated
their data collection activities. Because the scope of the
NRC study involves a wide range of government and private
sector activities and perspectives, its successful
accomplishment will depend on the full cooperation of
departments and agencies outside of the Department of Defense.
Therefore, I solicit the Department of Treasury’s cooperation
in the study and ask that you identify a point of contact
(POC) to serve as a facilitator for the NRC’s efforts. By
establishing a direct line of communications between the
appropriate parties within the NRC and the interested
government entities, we can assist greatly in the development
of an informed and useful report.

Please provide the name, title and telephone number of
your POC to both Dr. Herb Lin of the NRC and Mrs. Barbara
Valeri, the Department’s POC who is the Director for
Information Systems Security. Dr. Lin can be reached at
202/334-3191. Mrs. Valeri can be contacted at 703/685-8705

and is available to answer any questions you may have on this
request.

Thank you for your assistance 1in this matter.

incerely,

hn M. Deutch
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NATIONAL ACADEMY OF SCIENCES

2101 Coastitution Avenuc Washington, DC 20418

OFFICE OF CONTRACTS AND GRANTS OFFICE LOCATION:
FAX: (202) 3342797 Cecil and Ida Greea Building
2001 Wisconsin Avenue NW, Room GR406

May 20, 1994
Ms. Barbara L. Valeri
Director of Information Systems Security
Office of the Assistant Secretary of Defense
Washington, DC 20301-3040

RE: Proposal No. 94-154-01; "National Cryptography Policy"
Dear Ms. Valeri:

This letter is in response to the recommended changes and requests for clarification
contained in Enclosure 1 of your letter of May 2, 1994. The responses are numbered to
coincide with the numbers of the points made in your letter; responses have been prepared by
Mr. Herb Lin of the Computer Science and Telecommunications Board, Commission on
Physical Sciences, Mathematics, and Applications.

1 a.  The NRC hss established through the Chief of the Office of Naval Research a cadre of
SCI billets for those committee members and staff necessary to conduct the study.
Nominations to receive SCI clearances will be limited to those individuals with a strict
"need-to-know". Individuals requiring access to non-SCI classified information have
or will be processed for the appropriate level of clearance through the Defense
Industrial Security Clearance Office (DISCO).

1 b. A package of names for individuals to receive SCI clearances for the study will be
forwarded to the Department of Defense as soon as possible. [n accordance with
Public Law 103-160 (The Defense Authorization Act of FY 1994), it is anticipated
that the Department of Defense will expedite to the fullest degree possible the
processing of security clearances that are necessary for the National Research Council
to conduct the study.

1 c. We agree that access to classified data is contingent on the successtul completion of
required background checks and investigations and the execution of non-disclosure
agreements.

1d. The NRC review process entails two separate but related steps to insure the intellectual
integrity of NRC reports.

+  The first step is the review of the draft report by individuals not associated
with the study project. These individuals make comments to the NRC that are
forwarded to the original study committee. The study committee is required to.
respond to each and every comment of the reviewers; the result of this response
is either an alteration of the manuscript in response to a comment, or a
statement that explains why the committee chose not to alter the manuscript.

1
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+  The second step is taken by the NRC's Réport Review Committee (RRC). This

committee examines the original draft manuscript, all reviewer comments, and
the revised manuscript to ensure that the study committee has done an adequate
job in responding to reviewer comments. On occasion, the RRC may suggest
changes itself. Once the RRC approves a manuscript, it is ready for transmittal
to the sponsor. _

If the draft report includes classified material, individuals with appropriate security
clearances will be selected as reviewers for those sections containing such material.

Not included in your request.

The report will be submitted to the Department of Defense prior to publication in final
form for security review to ensure that classified material is not inadvertently
disclosed.

2 a through 2 d.

In addition to the items listed on pages 2 and 3 of our proposal under Project Content.

'the study will also address:

+  current and anticipated demand for information systems security based on
cryptography. - y

+  the impact of foreign restrictions on the use of, impaortation of, and the market
for cryptographic technology.

+  the extent to which current cryptography policy is adequate for protecting U.S.
interests in privacy, public safety, national security, and economic
competitiveness.

+  technical strengths and weaknesses of current key escrow implementation
schemes.

While there are currently no restrictions on the American use of encryption, the impact
of possible restrictions on such use on the competitiveness and performance of "
commercial U.S. users is a matter of some concern within the community. It is thus
an appropriate point for the project to consider.

If you have questions regarding the foregoing, or require further clarification, please

contact me at (202) 334-3178. We look forward to workmg with you on this worthwhile

project.
cherely yoursw B
Elaine M. Smialek -
Contract Manager

cc: H. Lin

M. Blumenthal
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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON. DC 20301-3040

ZOMMAND CONTROL
COMMUNICATIONS
AND INTELLIGENCE

Lt 1334

Ms. Elaine M. Smiiek

Contract Manager, Office of
Contracts and Grants

National Academy of Sciences

2101 Constitution Avenue

Washington, D.C. 20301-6000

Dear Ms. Smilek, .

The Department of Defense has completed its review of your Statement of
Work (SOW), Proposal No. 94-CPSMA-154, for a 32 Month study entitled
"National Cryptography Policy.” Recommended changes to the SOW and requests
for clarification are provided in Enclosure 1. | believe the changes offered will.
satisfactorily address the security concerns of the Department and help promote .
the development of a highly useful product. The Department is prepared to
proceed with.the study upon agreement on the SOW provisions. | would be happy
to meet with you and other staff members to facilitate this process.

My action officers for the study are Messrs. William Freestone and Jeff
Gaynor. They can be contacted at: (703) 602-5878 and 602-5876 respectively.

Sincerely,

Barbara L. Valer —
Director of Information Systems Security

Enclosure



Review of the Nationai Research Council Statement of Work
Study Proposal Number 94-CPSMA-154
"National Cryptography Policy”

1. The proposed study will require access to extremely sensitive information, the
divulgence of which could cause grave damage to the nation’s security.
Accordingly, the following security specifications should be added to the
Statement of Work (SOW) to bring the study into compliance with national
reguiations for the handling of Special Intelligence and cryptographic information.

a. The SOW contemplates the clearing of up to 5 panel members for access
to Sensitive Compartmented Information (SC!). Inasmuch as the panel will require
administrative support, the number of panel members cleared to SCI shouid be
limited to three with a similar number of administrative/clerical personnel being
cleared to the same level.

b. The SOW should specify when security clearance applications will be
submitted.

c. The SOW: should include a provision that access to classified data is
contingent on the successful completion of required background checks and
investigations, and the execution of non-disclosure agreements.

d. The. SOW makes reference to NRC "review procedures.” Materials
describing the procedures should be forwarded to this office for review in order for
the Department to determine if they are appropriate in the context of the proposed
study. Once approved, inciude the review procedures in the SOW.

f. Include in the SOW a provision which requires submission of the report to
DoD for security review (to prevent inadvertent disclosures of classified
information), before the study is published in final form.
2. The Project Content portion of the SOW should include the NRC’s study of:

a. Current and anticipated demand for information systems security.

b. The impact of foreign restrictions on the use of, and market for,
cryptographic technology.

e NOTE: Many countries impose restrictions on the cryptography -
that may be imported into their countries or connected to their public switched
networks. This suggests that a “free market" for encryption may never exist. This
could be a significant factor in projecting future markets.

Enclosure 1



c. The extent to which current cryptographic policy satisfies the interests of
privacy, public safety, national security, and competitiveness. In doing so,
reviewers will be able to compare what the policy is doing well and what it is not.

d. Alternatives to current key escrow implementation. The study should
specifically address whether key escrow encryption can be implemented in-
software with assurance that communications will be secured, and that the key
escrow mechanism can not be bypassed.

3. The Project Content section of the SOW includes a provision that appears to
reflect a misunderstanding of current regulations. Since there are no U.S. imposed
restrictions on U.S. user use of encryption, here or abroad, query the rationale for
studying the impact of restrictions on "the competitiveness and performance of
commercial US users of such technology. " :



Comparison of the National Research Council Response
to DoD ISS Letter of 2 May 1994
Study Proposal Number 94-CPSMA-154
“"National Cryptography Policy"”

The NRC has responded to our 2 May 1994 letter. Below is an analysis of their
response to the issues raised in our letter and a copy of their response.

ISS Letter - Paragraph 1a: The SOW contemplates the clearing of up to 5 panel
members for access to Sensitive Compartmented Information (SCI). Inasmuch as the
panel will require administrative support, the number of panel members cleared to SCI
should be limited to three with a similar number of administrative/clerical personnel
being cleared to the same level.

ISS Letter - Paragraph 1b: The SOW should specify when security clearance
applications will be submitted.

ISS Letter - Paragraph 1c: The SOW should include a provision that access to
classified data is contingent on the successful completion of required background
checks and investigations, and the execution of non-disclosure agreements.

ISS Letter - Paragraph 1d: The SOW makes reference to NRC “review procedures. "
Materials describing the procedures should be forwarded to this office for review in
order for the Department to determine if they are appropriate in the context of the
proposed study. Once approved, include the review procedures in the SOW.




ISS Letter - Paragraph 1f: Include in the SOW a provision which requires submission
of the report to DoD for security review (to prevent inadvertent disclosures of
classified information), before the study is published in final form.

ISS Letter - Paragraphs 2a through 2d: The Project Content portion of the SOW should
include the NRC’s study of:

a. Current and anticipated demand for information systems security. -

b. The impact of foreign restrictions on the use of, and market for,
cryptographic technology.

® NOTE: Many countries impose restrictions on the cryptography that
may be imported into their countries or connected to their public switched networks.
This suggests that a “free market" for encryption may never exist. This could be a
significant factor in projecting future markets.

c. The extent to which current cryptographic policy satisfies the interests of
privacy, public safety, national security, and competitiveness. In doing so, reviewers
will be able to compare what the policy is doing well and what it is not.

d. Alternatives to currentkey escrow implementation. Specifically address, the
question: If the encryption aigorithm resides in software, can key escrow be
implemented with assurance that communications will be secured, and that the key
escrow mechanism can not be bypassed?

ISS Letter - Paragraph 3: The Project Content section of the SOW includes a

provision that appears to reflect a misunderstanding of current regulations. Since
there are no U.S. imposed restrictions on U.S. user use of encryption, here or abroad,
query the rationale for studying the impact of restrictions on “the competitiveness and
performance of commercial US users of such technology. "




ISS Bottom Line: The NRC has attempted to meet most of our study requirements.
However, from its response to our paragraph 1d, it-appears the NRC lacks formal in-
house security “review procedures."” Recommend this issue be raised with the NRC
in subsequent correspondence and that the study not be allowed to proceed until NRC
security procedures for this study are approved by DoD and included in the SOW.
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SCTiCN 8

ZUPPLIES QR SERVICES AND PRICES/COSTS

Pursuant to Section 267 of the Nationai Defense Authorization Act
for Fiscal Year 1994, a study snall be conducted by the National
Researcn Council of the National Acagemy of Sciences ({ontractor).

The study entitled:

Cryptograpnic snall assess:

"Comprenensive |ndependent Study of Nationai

(1) Tre effect of cryptographic technologies on: National security
interests of the United States Government, lLaw enforcement interests of
the United States Government, Commercial interests of United States
industry, Privacy interests of United States citizens: and

(2) The effect on commercial interests of United States i1ndustry of
export controls on cryptographic technologies.

[TEM DESCRIPTION TJANTITY 21 UNIT potCce AMOUNT

com “Zomorenensive [naeoendent St.gy of 1.3 i 733735.000000 7598,735.00
Nationai Cryptograponic Policy™

0002 Reports and Other Deliverabies 1.00 T NSP

0002AA MEETINGS (Committee, Dissemination, ana As Required NSP
Staff)

0002A8 FINAL REPORT (In accordance with tre 1.0C o7 NSP

PRODUCT AND DISSEMINATION PLAN, as set
forth 1n tne Contractor's proposali).

DASW(1-94-C-0178

TOTAL ZSTIMATED COST: $ 798,735.00

N0 OF SECTION 8



LZCTICN C

CZSCRIPTION/SPECS. /WORK STATEMENT

T-3. [NCORPORATION OF TECHNICAL PROPOSAL

Contractor snhall furnish the necessary personnei, materials,
facilities., ana other supplies/services as specifiead in 1:s zecnnicail
~roposai entitled: ''National Cryptograpny Policy" {Cr:ginai - cateo
March 1994: Revisea - dated June 1994). The tecnnica! orccosal, as
revised, 1S nereoy incorporatea at SECTION J, Attacnment #1.

C-2. ENGLISH LANGUAGE DOCUMENTATION
A1l Contractor-prepared materiai to be furnisned unger tnis

contract shall be written in tne tnglish language, ano all measurements
snall be 1n tne English Linear measure and avoirduools weignt Systems.

DASWO1-94-C-0178 c-1
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0.2

METHOD OF TRANSMISSICN (TOP SECRET)

Top secret material may oe transmitted by (1) a specifically
designated escort or courier cleared fcor access to TOP SECRET information
(military, US civilian empioyee, or a responsible empioyee designated by
the contractor, except the contractor's empioyee snall not carry
classified materral across i1nternational bouncaries) or, (ii) Armead Forces
Courier services using a contractor assignea ARFCOS account number. Under
no circumstances shail TOP SECRET material be transmitted through the US or
company mayl channels.

PACKAGING AND MARKING OF CLASSIFIED ITEMS

(a) CCNFIDENTIAL or SECRET material will be packea to conceal 1t
properly and to avoia suspiCIoN as to contents, and to reach destination in
satisfactory congition. !nternal markings or 1nternal packaging will
clearly ingicate tne classification. 0 NOTATION TO INDICATE
CLASSIFICATION WILL APPEAR IN EXTERNAL MARKINGS. | Zee paragrapn 17 of tre

!ndustrial Security Manuai for Safequarging Classified [nformation, OcD
5220.22-M.)

(b) CONFIDENTIAL or StCRET documents w11l be enciosed in two (2)
opaque envelopes Or covers. The nner enveiope Or cover ccntaining the
documents being transmittec w11l te accressed, return aadressed and sealed.
The classification of tre cocuments te:ng transmitted wiil be cleariy
marked on the front ang back of the inner container. The classified
documents w1il De protected rrom airect contact -::in the 1nner cover Dy a
cover sheet or Dy folaing inward. Fcr SECRET documents, a receipt form
identifying the addresser, accressee and cocuments ~1il1 be encicsed 1n the
inner envelope. CONFIDENTIAL documents w1il be covered by a receipt oniy
~hen the senger deems 1t -~ecessary. ~2 1nner enveiope or cover wiil be
enclosed 1n an opaque outer enveiope c- Iover. -2 classitication TarkIngs

cf the 1nner envelope snou .2 ~Ct Te <ezectanie. -z ouier enveioce w:i i e

agdressed, raturn accressec ard sea . ec. . CCASSITIZATION MARKINGS milv
APPEAR ON THE SUTEZR ZNVELCPI R COVESR

<ND OF SzCTICN O

DASWO1-94-C-0178 5o
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CICTION ¢

INSRICTION AND ACCEPTANCE
C| 32.246-9 {NSPECTION OF RESEARCH aND DEVELOPMENT (SHORT FORM) (APR 1984)
{Reference 46.309)
£.2 . 252.246-7000 MATERIAL INSPECTICN AND RECEIVING RIPORT (CEC 1991)

(Reference 46.370)

IND OF SECTION €

m
0

DASW01-94-C-0178



szCTICN F

CILIVERIES CR FERFCORMANCE

i~

47-34 T.3.8. CESTINATICN (NOV 15630
{Reference 47.303-6(c)) ,

,

()

2 TERM OF CONTRACT
The term of this contract s from 30 Septemper 1994 througn 31 May 1997,
F.3 PLACE OF DELIVERY (CORY._ .

All items to be delivered under this contract shall be delivered to
tne Contracting Officer's Reoresentative (COR) at tre location(s) specifiea
celow:

Mr. Jeffrey R. Gaynor (0SD, Director of [nformation Systems Security) Room
3C-341, The Pentagon wasnhington, (C 20301-2C40.
c.4 REPORTS AND OTHER DELIVERABLES

Delivery of all reports and other celiverabies snall be mage to the
aggress specified yn Section F 1n accordance witn tre following:

ITEM NO JESCRIPTICN ~ATE (cn or Before)
CCQ2AA ~eetings is required
0C02A8 “1nal Reoort

In accergance with Contractor
"echnical Proposai: Product
ana Dissemination Plan (p/4)

IND OF SZITICN F

DASW01-94-C-0178 £



SZCTION G
CCNTRACT ACMINISTRATION DATA

5.0 232.201-700C0 CONTRACTING OFFICER'S REZPRESENTATIVE (DEC 1991)

{a) Definition. '"lcntracting officer!s reoresentative’' means an
individual designated 1n accorgance with subsection 201.602-2 of the
Defense Federal Acquisition Requlation Suopliement and authorized in writing
by the Contracting Officer to perform specific technical or administrative
functions.

(b) If the Contracting Officer cesignates a contracting officer's
representative (COR), the Contractor will receive a copy of the written
designation. [t will specify the extent of the COR's authority to act on
behalf of the Contracting Officer. The COR is not authorized to make any
commitments or changes that wiil affect price, quality, quantity, delivery,
or any other term or conaition of the contract.

(End of clause)

3.2 VOUCHERS
{a) Vouchers, :centified by contract numoer, 1including celivery oracer

numoer, 1t aopijlcable, witn supporting statements, snall be submitted for

review and provisional approval to the cognizant audit agency listed below:

O0CAA - District Brancn Office, 8181 Professional Place, Suite 101 Landover,
" MD 20785-2218

(b) One (1) copy of each voucner snail oe maried to the Contracting
Officer's Representat:ve at the address !isted below:

G.rector of [nformation Systems Security) Room

Mr. Jeffrey . Gaynor, (3SD
ngron, OC 2C230'-3040

3C-84), The Pentagon wasn

m

LEGATION OF 2uTa0riTY 08 CONTRACT ACMINISTRATICN
The following contracting agministrat:ion office 15 nereby designated
as the authorized representative of the Contracting Officer for the

purpose of administering tnis contract 1n accorcance with current
directives:

DASW01-94-C-0178 G-1
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DASWO01-34-C-0178

Office of Naval Resigent Researcn Recresentative (ONRRR) 101 Marietta
Tower, Suite 2805 Atlanta, GA 30323-0008 ’

CONTRACTING OFFICER'S REPRESENTATIVE

(a) The Contracting Qfficer's Reoresentative (COR) uncer this
contract is Mr. Jeffrey R. Gaynor (0SD, Director of [nformation Systems
Security) TELEPHONE: (703) 693-6686 Room 3C-841, The Pentagon Washington,
OC 20301-3040. '

(b) The Contractor 1s aavisea that oniy tne Contracting Officer can
change or moaify the contract terms or take any other action which
opligates tne Government. Tren, sucnh act:ion must be set forth 1n a formal
mogification to the contract. -2 autnority cf trne COR is strictly limited
t5 the specific dutiles set torwn 1n nis/ner ietter of appointment, a copy
of which 1s furnisneg to tne Contractor. l:zatractors w-no rely on girection
from other than the Contracting Officer or a COR acting within the strict
limits of his responsipilities as set fortn in nis/her letter of
appointment do so at their own risk ana expense. Such actions do not bind

the Government contractually. Any contractual guestions snall be directed
to the Contracting Officer.
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SZCTICN H
ISECTAL CONTRACT REQUIREMENTS

~APERWORK REDUCTICM ACT

{n the event that 1t becomes necessary tO COilect 1nformation upon
:centical forms from ten or more oersons otner tnan federal emoloyees,  tre
Sacerwork Reduction Act shall apply to this contract, ana the contractor
snall obtain througn the COR the requirea DOD clearance. No funds will be
expended Or any contracts made for tne coliection of data from public
respondents until the contractor s given written notice by the contracting
officer.

MILITARY SECURITY CLASSIFICATION

Military security requirements 1n tre pertormance of this contract
srail be maintained 1n accoraance witn FAR S52.2C4-2. Security Reguirements
s32@ the DD Form 254 containea n Section J. The nignest classification
‘~volved 1n ine pertormance of this contract 1s 0P SECRET. Tris contract
cocument 1S UNCLASSIFIED. 717 individuals requiring access to collateral information
i~ connection with this contract will be processed for the approoriate level _
of clearance through the Defense Industrial Clearance Office (DISCO). Cleared
:~dividuals will also be required to comply with all security practices,
crocedures, and regulations to prevent loss or comoromise of classif;ed natj.qnal

INCORPORATION OF CERT:FICATIONS security information.

Section K, "Representations, Certifications anc Other Statements of
Ziferors”, Section L, "Instructions, Conaitions, ang Notices to Offerors or
Z.oters”, ang Section M, "Evaiuation Factors for Award', aithougn withdrawn
3zt time of award, are hereby 1ncorporated by reference with the same force
irg effect as f statea 'n fuil text.

SPECIAL ACCEZSS AND COMPETITIVE PROCUREMENT

(a) Prcorietary Data of Third Parties. in tre event the Contractor

DASWO01-94-C-3178 H-1
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~aquests access to proprietary data of ctrer companies, n crder to conduct
stugles and research under tre contract., 't 111 enter 110 agreements witn
<me suppiying cCompanies to crotect such.catd from unauthorized use or
¢isclosure so long as such cata remains-croorietary.

(b) Proprietary Data furnismed by tne Government. in the event the
Contractor '$ given access Dy tne Government to proprietary data of the
Government Or proorietary data Of tnird partles possessed Dy the
Government, the Contractor nereby agrees to orotect such data from
snauthorized use or 3Jisclosure as long 45 such gata remains oroprietary.

PRE-CONTRACT CCSTS

A1l costs ncurreq on or atzer ¢° JULY, 1294 by the contractor 1n
anticipation of this ccniract, ~nicn 1 f t~curred after the effective cate of
th1s CONTract wouid have Deen cons'cered aliowabie costs hereunder, snail be

allowable costs nereuncer: crcoviged, hcwever, such costs shall not exceed
$50,000.00.

CNCREMENTAL FLNDING

This contract srail ne sus'ect tc :acremental f_naing, «1tn
$ $400,000.00
sresently available for serrcrmance. [t s est:matec that =re funas

presently avarlaple are sufficient ts cermit trme contractor's jerformance.
“hrougn 30 Septremoer. 333
.n accorzance w:

T 3.ses 'Tz-minat:ca’ 2mz ‘L:imvtaticn of

T .rgs," no ‘ecal

. S° o T7@ zarft f tme aC.errmment “orozagment of
~cney 'n excess of 3§ £230,0CC. CC

srall ar'se uniess ang unti! aca:t:icrai fu-cs are mace aval.aole by the
Zzrzracting Cfficer througn a Tcarfization ©f Tnis Cortract.
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a7 ALLOWABLE COSTS

For the term of tnis contrac:, =me.Contractor wiii e reympursea for
allowable costs 'n accordance wizn FAR Subgart 27,2

H.8 CONTRACTOR VISITS

At the request of the Contractor, the Contracting Officer's Representative
(COR) will coordinate Contractor visits to a sponsor's agency and other DoD
agencies necessary tor performance under this contract.
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12CTICN I
ZCHTRACT CLAUSES

TLAUSES INCORPORATED BY REFERENCE (JUN 1988)

.

This contract i1ncorporates one or more clauses by reference, with thé
same force and effect as if they were given i1n fTull text. Upon request,
the Contracting Officer w11l make their full text avajlable.

[.2 52.202-1

1.3 32.203-1

I.4 32.203-3

i3 32.203-5

o

32.203-7

i.7 52.203-10

.8 22.203-12

1.3 $2.204-2
1.0 2Z2.209-6
ot 22.215-1
.12 s2.218-22

DASW01-94-C-0178

(End of clause)

DEFINITIONS (SEPT 1991)
(Reference 2.201)

GFFICIALS NOT TO BENEFIT ({APR 1984)
(Reference 3.102-2)

GRATUITIES (APR 1984)
(Reference 3.202)

Z“OVENANT AGAINST CONTINGENT FESS (APR 1984)