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This Handbook is reissued under the authority of DoD Directive 0-2000.12, ''DoD 
Combatting Terrorism Pro~" August 27, 1990. Its purpose is to provide information 
and suggestions for reducing the risk and vulnerability of DoD personnel, their dependents, 
facilities, and materiel to acts of terrorism. 

DoD 0-2000.12-H, "Protection of DoD Personnel Against Terrorist Acts," August 
20, 1983, is hereby canceled. · 

This Handbook applies to the Office of the Secretary of Defense (OSD), the 
Military Departments, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the 
Unified and Specified Commands, and the Defense agencies (hereafter referred to 
collectively as "the DoD C.omponents"). 

This Handbook is effective immerl.i.ately. The suggested protective measures in this 
Handbook are not established as formal DoD guidance, but should be considered for 
evaluation and implementation by the DoD Components in executing their responsibilities 
assigned in DoD Directive 0-2000.12. All measures that protect DoD assets from terrorist 
attack, whether or not they are specifically included in this Handboo~ should be 
implemented consistent with local requirements identified by senior military commanders or 
civilian managers as appropriate. The DoD Comp<)nents may use this Handbook to 
develop briefings and to increase antiterrorism awareness as well as for military education 
and training programs. DoD Components may issue supplementary instructions. 
Comprehensive documents that are developed from this Handbook must be protected to 
prevent their misuse outside the Deparanent of Defense. 

Release of this publication is subject to approval by the Assistant Secretary of 
Defense (Special Operations and Low-Intensity Conflict). The National Disclosure Policy 
shall govern disclosure of this document to foreign governments. Applicable portions of 
this Handbook may be released to DoD dependents and foreign nationals employed by the 
Department of Defense to provide them with appropriate guidance on protection measures. 

Submit rec:otm:oended changes through channels to: 

Assisrant Secretary of Defense 
(Special Operations and Low-Intensity Conflict) 
The PentagOn 

·Washington, DC 20301-2500 

The DoD Components may obtain copies of this Handbook through their publication 
channels. Other Federal Agencies may obtain copies from this office. . JEP-·~~<JK 

JAMES R. LOCHER, m 
· ssistant Secretary of Defense 
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DoD 0.2000.12-H 

D. Inrenw:ional Terrorist Incidents 
E .. Intelligence Gathering 

CHAPIER S • TERRORIST lHREAT ANALYSIS AND WARNING 

~ 

4-3 
4-4 

A. Introduction and Overview 5-1 
B. Threat Analysis Organizations 5-1 
C. Terrorist Threat Analysis 5-4 
D. Terrorist Threat Level 5-11 
E. Clanges in Terrorist T'hreat Level Declarations 5-13 
F. Threat Warnings 5-14 
G. Terrorist Threat Analysis and Warning: Summary Obse:vations 5-15 

CHAPI'ER 6- ASSESSMENT OF RISK.,· VULNERABlLITY, AND CRITICALITY 

A. Integrated Terrorist Threat Estimates 
B. Risk of Terrorist Atrack 
C. Vulnerability Assessments 
D. Qiticality Assessments 
E. · Use of Integrated Terrorist Threat Estimates 

CHAPI'ER 7 - PHYSICAL SECURI'IY SYSTEM CONCEPT 

A. Introduction 
B. DoD Physical Security Policy 
C. Summary of Physical Security System FUDCtions 

CHAPrER 8- PHYSICAL SECURITY SYSTEM COMPONENI'S 

A. Overview 
B ·. Layered Security Concept 
C. Physical Security System Functional Requiremems 
D. Barriers 
E. Intrusion Detectioo System (IDS) 
F. Lighting SystemS 
G. "lbreat Delay 
H. Asses;sny.nt and Incident Response Forces 
I. Snmnmy 

CHAPI'ER 9- PHYSICAL SECURI'IY MEASURES FOR AN INSTAllATION 

A. Introduction 
B. lnstallarion and Facility Design 

i 

6-1 
6-2 
6-9 
6-13 
6-15 

7-1 
7-2 
7-7 

8-1 
8-1 
8-4 
8-8 
8-9 
8-17 
8-20 
8-20 
8-22 



! '-. ~j ) 

DoD 0·2000.12-H 

f, •• ••• 
,' : 

CHAPI'ER 14- HOSTAGE SURVIVAL 

A.Imroduction 
. B. Hostage Survival 

C. The Role of the Family 
D. DoD Code of Conduct 
E. Hostage Smvival SllTJlTIYU'y 

CHAPIER 15 - TERRORISM CRISIS MANAGEMENT PLANNING 
AND EXECUTION 

14-1 
14-1 

. 14-9 
14-11 
14-14 

A. lmroduction 15-1. 
B. Terrorist Incident Crisis Management Planning 15-1· 
C. Initial Response . 15-5 
D. Follow-On Response . 15-7 
E. Te:rrorist Incident Response: Shared Authorities and Jurisdictions 15-8 
F. Special Considerations 15-9 
G. Terrorist Incident Crisis Management Summary 15-13 

CHAPIER 16- BOMB lHREAT AND BOMB RESPONSE PROCEDURES 

A.Imroductioo 1~1 
B. Discovering Bombs 1 ~ 1 
C. Damage and Casualty Mechanisms 1~1 
D. Respouding to Bomb and/or Improvised Explosive Device ~ 1 ~3 
E. Evacuarim. DriDs 16-6 
F. Incident Conttol Point (ICP) md Cordon 1 ~6 
G. Discovery of a Suspected lED 16-6 
H. Reaction 10 an Exploded lED 1 ~6 
I. Terrorism and Bomb and/or JED Response Summary 1 ~8 

CHAPIER 17 -DoD TERRORIST mREAT CONDmON SYSTEM 

A.Imroduction 
B. Euviromnem aDd Force Readiness Descriptors 
C. Selection oflHREATCONS 
D. Randcm Antitemlrism Measures 
E. lmp1c:mea••arioo ofDoD 1HREATCONS 

CHAPIER 18 - COMBA TI'ING TERRORISM PRACI1CES FOR 
.EXPEDmONARY AND DEPLOYED FORCES 

A.lmroduction 
.B. Protecting Deployed Forces in Higb-Risk Areas 
C. Tactical Force Protection 
D. Summary 

v 

17-1 
17-1 
17-4 
17-10 
17-11 

18-1 
18-1 
18-10 
18-10 



Fimm; 

1.;.1 

. 2-1 

5-1 

6-1 

7-1 

7-2 
~7-3 

8-1 
8-2 
8~3 
8-4 
8-5 

9-1 
9-2 
9-3 
9-4 
9-5-

10-1 
10:.2 

11-1 
il-2 

12-1 
12-2 

14-1 
14-2 

15-1 

15-2 

15-3 

FIGURES 

DoD Comb;nting Temrism Prognun Concept { , ~ , . ·l~~···· .. · · 

Terrorist Group Leadership, Member, and s~CPyramidl 
~.. ..t.";~:. l. ( 

DoD-Level DetemJination ofTenorist lbrea1 Level 

Phy~.£31· _Secllrilf Suryq.:J"ppi~ , <" . • · 
',•''" '-·'· ' 

Processing' Integrated Texrorist:Il~reat Esrimares Into 
Ant:itenorism aDd Force Protection Programs 
Physical Security 1brqt .~:;4.z·~~wi. t:~J·/ ;.~ 
Resource and AssefPricxities . ' . ' 

~r~·iiii~~~l!=~~· =: ~~Se.;:;;:~tn,d,d}l~¥CEUrtiples'·. · 
Selected Interior Intrusion Detection Sensors 

: ·: t. · --· · ... '"I . ~--· ;~ -~r~ J~[f·/i(~;t,;~i :";_ ~·"·- ~ ~ ·7·· "'-
QeQ'eriC'PedeStriari Access Control Point 
Installation of a SeVIer Pipe Plug ·~}.. -~~- ·_:: ~-· 

ExtemaliDstallarion Surveillance Techriologies ~- ~ . £~_;_~~t 

E.xtemaliDstallarion Combatting J'.s:~MS1T.'r-SurY.eillarice•;functieliS· 
w~ T~ Su.tVej]l~~;~;;~·-gementZbnes~;: .. 

~ ~ " ·...... ,· ~~f···. "; ..... t:':·"~·. 

Gen~AppJoa.cl}:JQr~T~~.t~~~~~,··, · .. ·'··,J ~. 
Indication$ of PaCDge orl .. eaer Bomb 

Personal History and/0{ .Im;<fi .. ':';!!PPn,, ~~~J ·. . 
Code of Conduct ' ;' ~·;,, ·~ .· ' 

~.r ;~>.~:rE\~ !~J. 1 ~--~-, ~r.~ · ~ 
·, :·;. J:Vi!:YJ u ... "·~~rJ. 

··ll .,: T::r'~!.FJ .~· 

fw 

1-4 

2-3 

5-11 

~12 

7-2 
7-4 
7-6 

8-2 
8-3 
8-9 
8-11 
8-13 

9-19 
9-20 
9-21 
9-22 
9-27 

10.11 
10.15 

11-10 
11-12. 

''~ .. 12:2o . 
12-28 

14-10 
14-12 



(a) 

(b) 

(c) 
(d) 

(e) 

(f) 

(g) 

(h) 
(i) 
G> 
(k) 
0) 
(m) 
(D) 
(o) 
(p) 
(q) 
(r) 
(s) 
(t) 

(u) 

(v) 

(w) 
(x) 

(y) 

(z) 

(aa) 

(bb) 

DoD 0.2000~12•H 

. REFERE-NCES·,,_ .. -. '~. . ·~ . ' . /. . . '·· . ,·. ·:· 

DoD Directive 0-2000.12, "DoD Combatting Terrorism Program," August 27, 
1990 ' 
DoD Handbook 2000.12-H, "Protection of DoD Personnel Against Terrorist Acts," 
authorized by DoD Directive 0-2000.12, Apri11983 (hereby canceled) 
Section 1072 (2) of title 10, United States Code 
"Convention for the Amelioration of the Condition of the Wounded and Sick in 
Armed Forces in the Field," dated at Geneva, August 12, 1949, in United States 
Treaties and International Acts Serial 3362, February 2, 1956 
"Convention for the Amelioration of the Condition of the Wounded, Sick. and 
Shipwrecked Members of Armed Forces at S~" dated at Ge~ August 12, 
1949, in United Swes Treaties an~ International Acts Serial 3363, February 2, 
1956 
"Convention Relative to the Treatment of Prisoners of War," dated at Geneva, 
August 12, 1949, in United Stares Treaties and International Acts Serial 3364, 
February 2, 1956 
"Conventional Relative to the Protection of Civilian Persons in Time of War," 
dated August 12, 1949, in United States Treaties and International Acts Serial 
3365, February 2, 1956 
Section 1385 of title 18, United States Code, 'The Posse Comitatus Act" 
Section 333 of title 10, United States Code 
DoD Directive 3025.12, "Employment of Military Resources in the Event ·of Civil 
Disturbances,". August 19, 1971 
Sections 231 and 1361 of title 18, United Stares Code 
Section 7fT/ of title 50, United Stares Code 
Section 3056 of title 18, United Swes Code 
Section 1989 of title 42, United Stares Code 
Section 373[b] of title 21, United Swes Code 
Section 1362 of tide 33, United Swes Code 
Section 351 [g] of title 18, United Swes Code 
Seaioas 4401 tbrough 4484 of title 42, United States Code 
Section 1855 of title 42, United Swes Code 
Public Law 98-473, "Comprehensive Crime Control Act of 1984," October 12, 
1984 
Public Law 99-399, "Omnibus Diplomatic Security and Antiterrorism Act of 1986," 
August 27, 1986 · 
P\Jblic Law 98-151, "International Security and Development Assistance 
AudlorizatiOilS Act of 1983," November 14, 1983 
Public Law 99-83, international Security Assislance Act , " August 8, 1985 
Public Law 101-222, "Anti-Terrorism and Arms Expon Amendments Act of 
1989," December 12, 1989 
Public Law 99-83, "'nternational Security and Development Cooperation Act of 
1985 as Amended," August 8, 1985 
DoD Directive 5525.7, "'mplementation of the Memorandum of Understanding 
Between the Department of Justice and the Department of Defense Relating to the 
Investigation and Prosecution of Certain Crimes," January 22, 1985 (pp. 1-1 
through 1-12) 
DoD 5240.1-R, "Procedures Governing the Activities of DoD Intelligence 
Components that Affect United States Persons," December 1982, authorized by 
DoD Directive 5240.1, Apri12S, 1988 . · · 
DoD Directive 5160.54, "DoD Key Assets Protection Program (KAPP)," June 26, 
1989 

ix 



DoD 0.2000 .12·H 

DEFINITIONS 

1. Antiterrorism (AT). Defensive measures used to reduce the vulnerability of indi-
. viduals and ptopeny to terrorist acts, to include limited response and containment by 

local military forces. 

2. ·AT Awareness. Fundamental knowledge of the terrorist threat and measures to 
reduce personal vulnerability t~ teiTOrist aas. 

3. AT Resideat Training. Foimal classroom insJ:ruction in designated DoD courses 
that provide specialized instruction on specific combatting terrorism topics; i.e., 
personal protection, terrorism analysis, regional interest, and AT planning. 

4. Combatting Terrorism. Actions, mclude AT and.CI', taken to oppose terrorism 
throughout tbe entire threat specuum. 

S. Counterterrorism (cr). Offensive measures taken to preven~ deter, and respond 
to terrorism. 

6. DoD-Designated Higb-physical Threat Countries. Geographic areas deter
mined to be of significant terrorist threat to DoD ttavelers, as designated by the 
Assistant Secretary of Defense (Special Operations and Low-Intensity Conflict) in 
coordination with the Assistant Secretary of Defense (International Security Affairs), 
the Assistant Secretary of Defense (International Security. Policy), and the Deputy 
Under Secretary of Defense (Strategy and Resources). 

7. Domestic Terrorism .. Terrorism perpettated by the citizens of one c6untry against 
fellow countrymen. That includes acts against citizens of a second country when they 
are in the host country, and not the principal or intended target. 

8. Family Member. Individuals defined as "dependent" in Section 1072(2) of 
10 U.S.C (reference (c)) including spouse; llDIDUried widow; unmarried widower; 
unmarried legitimate chil~ including adopted child or stepchild (under 21, incapable 
of self support or under 23 and enrolled in a full-time instimtion). 

9. Higb-Risk Billet. . Authorized personnel billet (identified and recommended by 
appropriate authority) that beause of grade, assignmen~ aavel itinerary, or symbolic 
value may make personnel filling them an especially aaractive or accessible terrorist 
target. 

10. High-Risk Personnel. U.S. personnel and their family members whose grade, 
assignment, travel itina'ary, or symbOlic value may make them an especially attractive 
or aa:essible terrorist target 

11. Higb·Risk Target. U.S. material resources and facilities, because of mission 
sensitivity, ease of access, isolation, and symbolic value may be an especially 
amactive or accessible tenorist target 

12. International (or Transnational) Terrorism. Terrorism in which planning and 
execution of the terrorist act transcends national boundaries. In defining international 
teJTOr'ism. the purpose of the ac~ the nationalities of the victims, or the resolution of 
the incident are considered. Those acts are usually planned to attract widespread 
publicity and are designed to focus attention on the existence, cause, or demands of 
the terrorists. 
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CHAPTER 1 

THE -DoD ANTITERRORISM HANDBOOK 

A. INTRODUCTION 

1. -DoD personnel, facilities, and materiel have been targeted for attack. CriminaJ 
attacks on DoD personnel by individuals and organizations operating outside the formal 
command and conttol saucture of national governments have claimed nearly 300 DoD
affiliated personnel dead and more than 200 injured in the past twenty years. 

2. The destruction of U.S. Marine Headquaners at the Beinlt International Airpon in 
October 1983 was the single greatest loss of American military personnel atttibuted to a 
single terrorist act. But other anacks could have had caused more casualties and had even 
more serious consequences for the ability of the DoD to carry out its assigned roles and 
missions. 

--· ... 
.it 

u.s. Marine Headquarters in Beirut, Lebanon, was destroyed 
· by a truck _ bomb in late October 1983 
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representatives abroad. They are symbols. of the U.S. Government. They become terrorist 
targets as a means of promoting change . 

Remains of a private vehicle destroyed in the car bomb attack 
at Ramstein Air Base, August 1985 

8. According to DoD Directive 0-2000.12 (reference (a)): 

'1t is DoD Policy: 

1 . To protect DoD personnel and their families, facilities 9 and other 
material resources from terrorists acts .... 

2. To facilitate inter-Service coordination and suppon of U.S. 
Government antitetrorist activities." 

9. This DoD Antiterrorism Handbook is pan of a larger set of effons to implement 
DoD antiteuorism policy. 

B. DoD AT HANDBOOK PURPOSES 

1. The DoD Antiterrorism Handbook has been prepared to serve as a reference 
document for all DoD Components. The Handbook contains material to suppon the 
development of antiterrorism awareness, education, and training activities by all DoD 
components. It contains information that can be used to form the foundation of individual, 
family, installation, and unit antiterrorism effons. 

2. Used· in conjunction with other DoD, Service, Defense Agency, and Joint 
Publications, this DoD Antiterrorism Handbook can assist in the development of 

1-3 

FOR OFFICIAL USE ONLY 



I 

·.DoD .;0-2000.12-H 
. ··' ... :. :. -,~~.:·,:->: : 

. education and training of personri~r!ffi~~~¥g~~linVe 'measures; and develop plans and 
programs to preven~ respond, contain, and resolve ten'Orist incidents should they occur. 
There is also a reactive phase in which crisis management plans are implemented and 
terrorist incidents resolved. . 

D. ANTITERRORISM AND FORCE PROTECTION 

1. The term "antiterrorism" includes those "defensive measures used to reduce the 
vulnerability of individuals and propeny to terrorism, ... tO include limited response and 
containment by local military forces." 

2. The term "countenetrorism" involves those "offensive measures taken to prevent, 
deter, and respond to terrorism." Sensiti.ve and compartmented programs of counter
tenorism are addressed in relevant National Security Decision Directives (NSDDs), 
National Security Directives (NSDs), contingency plans, and other relevant classified 
documents. 

3. The distinctions between antiterrorism and counterterrorism are approximately 
analogous to the distinctions between preventive and acute medicine. ~ntive medicine . 
including annual phySicals, inoculations, and periodic checkups is intended to reduce the 
likelihood of becoming ill and mitigating the effects of illness should it occur. Acute 
medicine brings specialized medical resoarces to a disease, to contain and cure the disease, 
sometimes to include invasive p.tocedures such as surgery. 

4. The DoD Combatting TetTOrism Program (antiterrorism) seeks to reduce the 
likelihood that DoD-affiliated personnel, facilities, and aweriel will be attacked, and to 
mitigate the effects of such attacks should they occur. Antit=-orism, as discussed 
throughout this Handboo~ is an element of a broader concept called force protection. The 
tenn "force protection" consists of active and passive measures designed to deter and defeat 
tbreaJs directed towani military service ~ their family ~ DoD civilians and 
the facilities and equipment Which support them in the execution of operations. 

. 5. The DoD network of people, facilities, and materiel resources span the globe. As a 
consequence of this far flung distribution of resources, there are an infinite number of 
cixcmusr;mces that can occur resulting in some diminution of DoD Components' capability 
to carry out assigned missions and responsibilities. Natural disasters can degrade DoD 
capabilities and performance. Common street crime can be equally damaging to the 

- maintenance of readiness and capability. · 

6. Force protection concepts must take into account all of these potential threats to 
readiness and capability. Theft and damage to propeny motivated by greed, acts of 
espionage, or acts of sabotage, can be equally effective in terms of limiting or reducing 
DoD capabilities. Self proteCtion measures are an integral part of force protection. People 
are impo1 tant "assets," just as are facilities, equipment, and information. 

7.. Department of Defense antiterrorism effons build on the foundation of physical 
security, crime preventio~ industrial health, safety, and hygiene programs, and military 
and civil construction programs. These efforts are designed to reduce a broad range of 
physical dangers faced by DoD-affiliated personnel The terrorist threat is a significant 
danger, and a danger that many DoD force protection initiatives can mitigate. 
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CHAPTER 2 

CHARACTERISTICS OF TERRORISM 

A. DEFINITIONS 

1. The term, "terrorism" has yet to be given a universally accepted definition. The 
Federal Bureau of Investigation (FBI) defines temxism as: 

... the unlawful use of force or violence against persons or propeny to 
intimidate or coerce a government, the civilian populati~ or any segment 
thereof, in furtherance of political or social objectives. I 

2. The U.S. Department of State (DoS) defines terrorism in a slightly different way: 
... "terrorism" [ls] premeditat~ politically motivated violence perpetrated 
against noncombatant targets by subnational groups or clandestine state 
agents, usually intended to influence an audience. "International terrorism" 
is terrorism involVing the citizens or territory of mOre than one country. 2 · 

3. The following definition is used by the Department of Defense: 
The calculated use of violence or threat of violence to inculcate fear; 
intended to coerce or try to intimidate governments or societies in tlle 

· pursuit of goals that are generally political, religio~ or ideological} 

4. The definitions of terrorism used by U.S. Government Deparanents and Agencies 
are applicable to all forms of political violence.4 Although this Handbook uses the DoD 
definition of terrorism throughout, it is imponant to remember that the DoD definition 
subsumes both defini~ons used by the FBI and the DoS. There is no portion of the U.S. 
Code which makes "terrorism" a crime. However, it is unlawful to use violence or the 
threat of violence against officers and employees of the United States government, their 
contractors, or their dependents, as well as U.S. Government property for any purpose. 
Hence acts of political violence committed against DoD personnel, facilities, and materiel 
are criminal acts. 

1 ·Federal Bureau of Investigati~ Terrorism in LM Unil.ed SUJIU (WashingtOn, D.C.: U.S. Department 
of Justice. 1990). p. 25. 

2 U.S. Depanment of Swe, PIUlm&S of Global TtrroriSm,.l989 (WasbingtOD. D.C.: U.S. Department of 
State, 1990). p. v. 

3 DoD Din:aive 0-2000.12 (ref=:Dee (a)). 

4 David E. Long. 1M Aluuomy a/Terrorism (New York: Free Press~ 1990), pp. 3-5. Mr. Long was, at 
the time of publication, on loan 10 the National Defense University from his position as a Foreign 
Service Officer. . 
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(2) Terrorist groups are by no means invincible. Group dynamics, egos, ·and 
philosophical differences override organizational principles and create opportUnities for 
security forces to identify members, penetrate the organiution, and/or prevent terrorist 
actions. These personal factors can cause terrorist groups to splinter into new faction(s); 
e.g., the splintering of the Popular Front for the Liberation of Palestine (PFl.P) into the 
PFLP and the Popular Front for the Liberation of Palestine-General Command (PFLP
GC). 

c. Terrorist Support Structures 

(1) In a broader context, terrorist organizations, especially those with little or 
no access to goveriunent resources, need a suppon structure. As shown in Figure 2-1, a 
typical organization consists of operational members who may be functionally organized as 
outlined below, and several categories of supporters. 

~ ... 
.. ~I • 

Active cadre 

Active Support 

Passive Support 

Figure 2-1. Terrorist Group Leadership, Member, and Support Pyramid 

(2) At the top of the pyramid is the terrorist group.Hardc.Ore Leadership which 
defines policy and directs action. Typically, leaders are completely committed to the cause 
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that the group purpons to ser'V~ ~~Fri;i~·~&:'.~~~tic figures.. If the group is state
supported or state-directed, then the leadership will include one or more members who may 
have had extensive training or educa.tlon by the sponsoring state. 

(3) ·Beneath the Hardcore Leadership is the Active Cadre. This membership 
cadre comprises the "soldiers" of the teiTOrist group. These are the individuals who build 
and deliver bombs, commit armed assaults, and take other criminal actions. The active 
cadre may include individuals who are deranged, sociopaths, or psychopaths. Whiie 
"crazies" may from time to time achieve notoriety and prominence within a tem:Jrist group, 
tiJeir unstable and idiosyncratic behavior usually prevents them from achieving and 
sustaining themselves in a leadership role for a long period. It does not, however, prevent 
them from splintering away from a terrorist group aDd starting their own group. 

( 4) Beneath the Active Cadre is a layer of active suppon. Individuals in this 
layer may not consider themselves to be members of a. terrorist group. They do, however, 
provide money and other resources to causes which, if not outright fronts for, are closely 
linked to terrorist groups.·· They may -proVide logistical or technical assistance to the 
terrorist group. They may even play minor, relatively safe roles in terrorist operations, 
such as acting as a tail or a spotter during a targeting effOit:-

(5) Finally, the lowest layer of the pyramid includes passive supporters of a 
terrorist group. This layer includes individuals who acknowledge the presence of terrorist 
group members or the ·presence of terrorist group activity in their homes, the 
neighborhoods, their place of business, or other locations and actively choose to ignore 
such activities. Passive supponers of terrorist groups "look the other way" so that they do 
not have to acknowledge their role or complicity in the consequences of a terrorist attack. 

(6) As depicted in Figure 2~1 and as observed above, there are many types of 
individuals ·who join terrorist groups and organizations or otherwise lend their suppon to 
such causes. · 

C. CHARACTERISTICS OF TERRORIST GROUPS 

1 ~ Leadership 

Leadership of terrorist organizations is as diverse as the organizations themselves. 
Although the popular image of terrorists in the media is one of a deranged, almost 
crimina11y-psychotic personality, most profiles of terrorists indicate that terrorists and their 
leaders are generally politically motivated, fairly well-educated, and usually from middle
class backgrounds. s Leaders of terrorist organizations are often quite charisn;wic, and 
often have extensive background and training in military tactics and planning. Terrorists · 
engage in armed activity, but their leaders are not usually similar to bard-core crjmjnals. 

S See Micbae1 Stohl, "Demystifyiog tbe Mysray of Inrematioaal Ttnarism .. • published in Charles W. 
Kegley~ Jr ... Ed., llllD7UllionDl Terrorism: Chtzracteristics, G_~s. CoftlTols (New Ymk: SL Martins 
Press.. 1990), pp. 81-96. See also Charles. A. Russell and Bowman H. Miller, •Ponrait of a Terrorist,· 
in Lawreuce Ft=irnan and Yonah Alexander, Eds., Perspectives on Terrorism {WilmingtOn .. DeL:· 
Scholarly~ 1983), pp. 45-60. · 
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2 • Recruitment 

Terrorists are generally recruited at a relatively young age--late teens and early 
twenties--although those with special skills and training are sought continuously. Those 
who join terrorist organizations often have highly ambitious goals that they have failed to 
meet Or they may be highly idealistic and have been affected by an event that substantiated 
their political beliefs. This leaves them susceptible to the "pitch" of their recruiter, and 
increases the chances of their joining the organization. 

3. Training 

a. Terrorists groups, like other formal organizations, conduct training programs. 
Although these training programs vary considerably from one terrorist group to another, 
such programs seem to share some common threads. 

b. Terrorists generally learn how to use small arms with minimal if not 
outstanding proficiency. In some ·instances, the small arms available to tetrorists will be 
equivalent to or even better than those of many military forces around the world. Some 
terrorist groups have expanded their training syllabi to include man-portable anti-tank and 
anti-aircraft weapons. Such weapons are obtained either as the result of the~ illicit sales, 
or oven sales divened to the terrorist organizations by sympathizers. 

c. Terrorists have also been given rigorous instruction in the design and use of 
explosive devices. Depending on the degree of governmental suppon available, the syllabi 
have included the use of substances ranging from common grocery store and hardware 
store chemicals, to military-type explosives including plastique. 

d. Terrorists are also given instruction in intelligence collection and analysis, 
including obsezvations, tracking and trailing, cryptography, communications interception, 
signals interception, and surreptitious entry into and exits from sttuctures, compounds, and 
vehicles. 

e. The quality of training varies significantly from one terrorist group to another. 
A very large factor in determining the quality of training is the degree to which a terrorist 
group is operating with the knowledge and support of a foreign government Those 
terrorist groups that were supported by the eastern European intelligence services in the 
1970s and 1980s appeared to be the best trained. 

4 • Intelligence CoUection and Analysis 

a. Terrorist groups frequently establish dedicated intelligence organizations. The 
mission of these organizations is to collect as much information as possible regarding the 
activities of potential targets, to aid in the identification of specific targets, to aid terrorist 
leaders in the assessment of effective and ineffective tactics, and to provide a post attack 
assessment of actions. 

b. Intelligence gathering for terrorist organizations varies in sophistication and 
quality from group to group. Most well-funded terrorist organizations are able to buy or 
coerce informants with information regarding law enforcement effons, airline passenger 
lists, schedules of events, etc. This is particularly easy in countries with plentiful sources 
of open information like the United States. 
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c. Target selection far terrorist incidents ·results from evaluation of a number of 

variables. Targets are usually selected for a terrorist event because of the potential for: 

cause. 

(1) Generating large-scale media coverage.· 

(2) Damaging or destroying an asset of value to an adversary. 

(3) Forcing or coercing political negotiations for the group's war or current 

( 4) Assassinating a key political, military, or other figure. 

(5) Enhancing the reputation or credibility of the group. 

6 • Counterintelligence 

a .. Terrorists operate very effective counterintelligence organizations on their own 
behalf. Sometimes,_ they are able to obtain assistance from government police ~ 
intelligence services, either through use of bribes or coercion, or because they find a 
sympathizer who agrees to provide information about government counteneaorism and law 
enforcement. activities. Terrorists have also demonstrated considerable sophistication in the 
acquisition and use of communications intelligence equipment. There have been press 
reportS on terrorist incidents in Europe and the Middle East suggesting that terrorists used 
police and aircraft radio frequency scanners during their attacks. 

b. Terrorist groups have demonstrated mthless behavior towards individu8Is 
thought to be informers or police agents. At times, terrorists torture and ·then murder 
alleged informers outrighL. In other instances, however, ter.rorists manipulate alleged 
informers, effectively tmning them into double agents providing law enforcement services 
with false, misleading, and deceptive information. 

2-6 

FOR OFFICIAL u·SE ONLY 



DoD 0·2000.12-H 

7 • Deployment 

, a. Terrorist groups· deploy against targets using any and all means of 
transponation and documentation. In the 1970s and 1980s, it was quite common for 
terrorists to travel on genuine passpons issued in the pseudonyms of ten"'rists. During the 
late 1980s and 1990s, it appears that terrorists relied more frequently·on bogus passpons or 
other travel documents. 

b. Stolen and forged airline and passenger ship and/or ferry tickets are other 
examples of ttavel documents in high terrorist demand. The huge volume of international 

· travel makes the conttol of such documents difficult at best. Even if ticket blanks are lost 
or stolen, reponing the loss or theft to law enforcement, insurance companies or other 
authorities is slow, cumbersome, and expensive. h is not surprising that many thefts of 
these travel documents are simply ignored 

c. International terrorists operating in Earope appear to have gained substantial 
freedom of movement as a result of Europe's political integration. European borders are 
becoming increasingly porous, much as the borders between the individual states in the 
United States are today. As a result, the requirement for border checks, display of proper 
identification, and the opponunity to detect the international transpon of weapons and/or 
explosives has diminished. 

d. Even though the ability of terrorists to move fro~ one locale to another may be 
less inhibited by international ttavel restrictions, terrorists remain very careful and alert. 
Vehicles used by terrorists often contain hidden compartments in which contraband is 
concealed. Weapons are often transported in pieces, and improvised explosive devices are 
oftentimes shipped from the "manufacturer" to the "user" in multiple shipments. 

e. Due to the surreptitious nature of terrorist attacks, movement of terrorists from 
a training or staging area to their target location is often a slow process requiring much 
suppon. Safehouses, for last minute communication of plans, intelligence on the target and 
escape routes, multiple vehicles, and exhaustive trails of false papers are expensive, take 

. much time to usemble, and must be carefully husbanded as scarce resources. The -
clandestine nature of terrorist activity, especially movement to the anack site, is a potential 
wlnerability which can be exploited by law enforcement authorities. 

8 • Types of Terrorist Attacks 

a. Common to every definition of· terrorism is violent activity. Terrorist 
· · · te fear and achieve 

b. Although the world today appears to be more peaceful than in recent years, the 
threat of terrorism remains real. Therefore, it is imponant to remain vigilant against the 
violent acts of ten'Orism described below .. 
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6 Federal Bureau of Investigatio~ Terrorism in the United States, 1989 (WashingtO~ D.C.: U.S. 
Department of Justice, 1990), p. 21-22. 

7 u.s. Department or swe. SignifiCIW IIJciiUnlS of Political Vioknce Agamst Ameriams. 1990 
(Washin~ D.C.: U.S. Depanment of Swe, 1991), p. 3. 
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D. TERRORIST GROUPS · 

1. For several years security forces categorized terrorist groups according to their 
operational traditions~national, transnational, and international. 

2. National groups operated within the boundaries of a single nation. Transnational 
groups operated across international borders. International groups operated in two or more 
nations and were usually assumed to receive direction from a foreign government. Ease of 
international travel and the growing tendency toward cooperative effons among terrorist 
groups have rendered these categories of little operational use. 

3. Terrorist groups are categorized by government affiliation to help security planners 
anticipate terrorist targets and their sophistication of intelligence and weaponry. The ~ 
general teirorism categories that have gained acceptance are: 

a. Non-State Supported 

onc:ran:s ..... ,I .. ~I"\'"'I'W'II"li"\111C'Iu receiving no significant suppon 
from any ~~'ernmeJD1 
detect, control, and "" .. Q~'-'411.&.W, 
other categories of terrorist groups. 

b. State-Supported . 

more 20V'emmeJlts;, 

such groups may be difficult to 
many of the advantages afforded to the 

tate-supponed range 
patrons. Such assiStance has run the gamut from state-supported 

training facilities including special warfare· instruction by military or intelligence service 
instructors, sanctuaries approaching reson-like accommodations, logistics and medical 
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support, intelligence support, and direct ffiiinciar·aid:, ·.to as little as sanctuary acknowledged 
by the state with strict limitations imposed on terrorist group activity while in the sanctuary. 

(2) The degree of state-suppon for terrorist activities emanating from its 
territory has been used by the Department of State as one of the criteria to determine 
whether or not a government qualified as a "State Sponsor of Terrorism." States so 
designated risk loss of trade as well as economic and security assistance from the United 
States Govemmen~ as well as such embarrassment or worse resulting from being labeled a 
"State Sponsor of Terrorism." 

c. State-Directed 

(1) In the 1980s and early 1~ there appears to have been an escalation in 
the conflict between tetrorists on the one hand and· governments on the other. In several 
instances, most notably in the Middle East, certain states were going beyond the provision 
of suppott to tem1rist groups and were actively engaged in the organization and direction of 
terrorist activities. Libya, Iraq, and Nonh Korea have been publicly identified as states that 
have furnished leadership and direction to terrorist groups. 

(2) State direction of a terrorist group can change the character of terrorist 
organizations and activities. It can bring about a much more disciplined, military-like 
organization, resulting in even better planning and execution of terrorist acts. Swe 
direction of terrorist groups often appears to result in an increase in tetrorist "fire-power," 
intelligence collection and analysis capabilities, logistics suppon, and level of competence 
in murder, kidnap, hostage taking, and destruction of property. 

(3) State direction of terrorist activities can have serious, adverse con-
. sequences for both terrorists and their sponsors. Following the bombing of a nightclub in 
Berlin which was determined to have been the work of state-directed Libyan terrorists, the 
United States retaliated against Libya. In the subsequent military attack, Libyan 
government buildings were severely damaged, and the Libyan leader, Muammar Qadhafi 
suffered the personal loss of a child when his family home was bombed. 

(4) State direction of terrorist activity sits on the border between intolerable 
international criminal activity and initialion of clandestine miliuay activities tantamount to a 
state of war. International response to the Libyan bombing of the Berlin nightclub and the 
general lack of opposition to American military retaliation against this terrorist act appears 
to have been duly noted by other states accused of similar sponsorship and direction of 
teD'Orist organizations. 

E. SUMMARY 

1. Terrorism is characterized as the unlawful use of violence or threat of violence to 
coerce or intimidate a government or a society. DoD personneL facilities, and materiel have 
been victimized by terrorist attacks at home and abroad. They have been selected for 
criminal attack because they are obvious symbols of the U.S. GovemmenL 

2. Terrorist groups are led by rational, calculating leaders. These leaders have well 
defined goals and objectives. Terrorist tactics are employed as part of their politico-military 
strategy to achieve these goals and objectives. While active members of terrorist groups . 
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may include individuals who are unbalanced, unstable, or "crazy," it is dangerously 
incorrect to assume that teJTOrist groups generally and terrorist leadership cadres in 
particular are im.tional or psychotic. TeiTOrist attacks can usually be understood as rational 
so long as the values that define rational in a particular culture are understood. 

3. Terrorist groups organize themselves along military lines and develop functional 
specialists. Many terrorist groups are well disciplined. They carry out their attacks with 
military-style precision. 

4. The U.S. Government has a well articulated policy and implementing strategy to 
combat terrorism in all of its forms. This. is discussed in the following chapter. 
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CHAPTER 3 

U.S. GOVERNMENT POLICY, STRATEGY, AND 
ORGANIZATION TO COMBAT TERRORISM 

A. GENERAL U.S. GOVERNMENT POLICY 

1. The U.S. Government's general policy on terrorism is clear and unambiguous: 

a. The U.S. Government is opposed to domestic and international terrorism and 
is prepared to act in concert with other nations or unilaterally when necessary to prevent or 
respond to terrorist acts. 

b. The U.S. Government considers the practice of terrorism by any person or 
group a potential threat to its national security and will resist the use of terrorism by all legal 
means available. 

c. States that practice terrorism or actively suppon it will not do so without 
consequence. If there is evidence that a state is mounting or intends to conduct an act of 
terrorism against this country, the United States will take measures to protect its citizens, 
propeny and interests. 

d. The U.S. Government will make no concessions to terrorists. It will not pay 
ransoms, release prisoners, change its policies or agree to other acts that might encourage 
additional tetrorism. At the same time, the United States wiD use every available resource 
to gain the safe retmn of American citizens who are held hostage by terrorists. 

e. The United States will act in a strong manner against terrorists without 
sUITendering basic freedoms or endangering democratic principles, and will encourage 
other governments to take simtlar stands. I 

2. This clear statement ·of policy buttressed by statute lays the foundation for an 
implementarion strategy. 

B. U.S. GOVERNMENT STRATEGY FOR COMBATTING TERRORISM 

1. The basic strategy employed by the U.S. Government to combat terrorism is to 
encourage all nations to band together and give no sanctuary to terrorists. The strategy has 
several elements: 

a. lntemational exchange of information and intelligence on terrorists; 

1 Report of tM Vice-Presitknt's Taslc. Force on Comlxming Terrorism (WashingtOn, D.C.: U.S. 
Government Printing Office. February. 1986). 
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b. Collective .effQitS. to _i.J:npn5V~· fu~ ·elifarcement organizations' effectiveness in 
the apprehension and prosecution of terrorists; . 

c. Bilateral and multilateral efforts to improve aviation and maritime security; 

d. Bilateral exchanges of terrorist expens and "cross-training" of countenenorist 
units; 

e. Support of antiterrorism training for law enforcement and internal security 
forces; and 

f. International cooperation in research and development for new equipment to 
counter existing and potential terrorist capabililies; 

2. The U.S. Government has vigorously pursued the arrest and extradition of those 
individuals alleged to have committed acts of violence against Americans. If extradition has 

-not been fonhcoming, the government has lobbied for prosecution in foreign courts for 
violation of local laws. ' 

3. For example, following the execution of Navy Petty Officer Robert Stethem, the 
U.S. Government sought to extradite his alleged murderer, Mohammad Hammadi from 
Germany. Inst~ the German government elected to prosecute Hammadi. Upon 
~he was sentenced to life imprisonmenL 

4. On November 14, 1991, the Department of Justice returned indictments against 
two Libyan nationals for their alleged role in tbe manufacture and insertion of an explosive 
device into the baggage compartment of Pan American Airways Flight 103. The aircraft 
was desaoyed over Lockerbie, Scotland, on December 21, 1988, with the death of 259 
persons on the a.ircnft and 11 persons on the ground. 

S. Throughout the first half of 1992, the governments of the United States and the 
UDited Kingdom applied diplomatic pressure to the government of Libya seeking the 
extradition of two Libyan nationals. Following nnpJCCeSsful discussions with the Libyan 
Government, tbe United States and the United Kingdom took the matter to the United 
Nations. The U.N. Security Councii adopted a resolution audlorizing the application of 
intemational economic sanctions against Libya until the two alleged terrorists were 
extradited either to the United Kingdom or to the United States to stand aial for their roles 
in the murder of Pan Am Flight 103 passengers and crew and the residents of Lockerbie, 
Scotland. 

6. There arc instances, however, when bilateral and multilateral diplomacy is 
ineffective. In those cases, the United States Government has made clear its intention to act 

unilaterally to appehend individuals accused of having auacked or killed Ameriean citizens 
abroad. The clearest, most dramatic example. of the U.S. Government's willingness to take 
extraordinary measures grew out of a 1985 iDcidenL 

7. On June 11, 1985, Royal Jordanian Alia Airlines Flight 402 was hijacked en route 
from Beirut, Lebanon, to Amman, Jordan. Several U.S. nationals were held hostage 
during this incident. One of the alleged hijackers was Fawaz Younis. Younis was 
allegedly a member of Amal, a Beirut, Lebanon, based religious-political organization 
whose members have engaged in acts of terrorism. 
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8. Based on a Federal warrant issued on June 11, 1985, Younis was arrested by the 
FBI in international waters in the Mediterranean Sea on September 13, 1987. On March 
14, 1989, Fawaz Younis was convicted of conspiracy, hostage taking, and air piracy. 
Younis' arrest marked the first time an individuai has been returned to the United States to 
face charges for violating an extraterritorial statute, Title 18, United Swes Code Section 
1203 (Hostage Taking).2 · 

9. Thus the general strategy by which the U.S. Government implements its 
opposition to terrorism is the following: 

a. Deny sanctuary to tenoristq 

b. Encourage the growth and development of· international opposition ~o 
~ 

c. Impose through multilateral, bilateral, or unilateral action appropriate costs OIJi 
states which support or direct international terrorist activity; and ., 

d. Retain the right and exercise capabilities to seek out and apprehend on a • 
uni1areraJ. basis those individuals who commit politically motivated. criminal acts against 
American citizens if bilateral or multilateral efforts to obtaitreustody·ovei"SiiC1ifriQJVidlia1t 
is unsactSsful. · · 

10. To carry out U.S. Government policy and implement the broad strategy outlined 
here, a significant U.S. Government-wide structure has been developedf 

C. U.S. GOVERNMENT COMBAITING TERRORISM STRUCTURE 

The U.S. Government has developed a formal structure to provide policy guidance 
and programmatic coordination of efforts to combat terrorism both at home and abroad. 

1. Participating Agencies and Departments 

2 Federal Bureau of lnvestigatio~ Te"orism in the United States, 1989 (WashingtOn, D.C.:_ U.S. 
Department of Justice, 1990), p. 6. " 

3-3 

FOR OFFICIAL USE ONLY 

. !: • .__. --



DoD :.·:q-:2000.12-H. 

3-4 

FOR OFFICIAL USE ONLY . 





3-6 

FOR OFFICIAL USE ONLY 



·3~1~j~,' ' ..... . 
FO·R,: ,O_Flf}~#.,AI:i J4Ei~t •())-! lAY~· o 

•'·. ·~· ,·t;; .#- ' 

' . ' . 

. ·..;·.: .. 



Do.o .. ,:···o-2000.12-H 
·.·;.1}/,;;. ~;.,'~ . 

.. t'· • 

FOR OFFICIAL USE ONLY 



DoD 0-2000.12-H 

F. CHAPTER SUMMARY 

1. The U.S. Government has a clear, well-defined policy on terrorism; terrorist acts 
are criminal acts of violence perpetrated to arouse fear and intimidate persons or 
governments. They are intolerable, and the U.S. Government will vigorously oppose 
effons to cause changes in policy espoused by terrorist means. The U.S. Government will 
join all other governments in the pursuit of perpetrators of politically motivated violence, 
and shall employ all lawful means to apprehend, detain, prosecute and punish those 
convicted of such acts . 

. 2. The U.S. Government has a three pronged strategy to implement this policy. The 
government works on a multilateral and bilateral basis t~ deny sanctuary to terrorists. It 
seeks either to extradite alleged terrorists to the United States for aial on violations of U.S. 
criminal code or to have foreign governments try alleged terrorists under similar, 
appropriate laws. It seeks international cooperation to bring informal or formal sanctions 
against those states which provide suppon or direction to terrorist groups. Finally, the 
U.S. Government reserves the right to take direct action againSt states that support or direct 
terroriSt acts against American citizens and to extradite alleged perpetrators without their 
cooperation or consem to stand trial in American coons for attacks on American citizens. 

3. The U.S. Government has an effective interdepartmental structure involving 
representatives of all appropriate departments and agencies to coordinate information, 

. ptomote research and development, and provide technical, logistic, and operational suppon 
for domestic and international antiterrorism and counterterrorism efforts. 

4. In the following chapter, the legal basis for and boundaries of the DoD Combatting 
Terrorism Program are outlined. 
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CHAPTER 4 

THE DoD COMBATTING TERRORISM PROGRAM: 
LEGAL AND REGULATORY GUIDELINES 

A. REFERENCES 

1. DoD Directive 2000.12, DoD Combatting Terrorism Pro~ August 27, 1990. 

2. DoD Directive 5200.8, Security of DoD Installations and Resources, April 25, 
1991. 

3. DoD Directive 5525.5, DoD Cooperation with Civilian Law Enforcement Officials, 
January 15, 1986. 

4. DoD Directive 3025.12, Employment of Military Resources in the Event of Civil 
Disturbances, August 19, 1971. 

5. 50 U.S. Code Section 797. 

6. 18 U.S. Code Section 1382. 

B. GENERAL 

1. This chapter will briefly outliDe pertinent DoD authority to combat terrorism. This 
material is intended only to build a general framework to guide the development of plans, 
programs, training, and activities to combat terrorism during peacetime to ensure that DoD 
components comply fully with statutes, directives, and regulations. It is intended only as · 
an introduction. Policy makers and operational commanders should seek additional 
information and guidance from higher headquarters and servicing legal advisors. 

2. A lead agency is designated for 
temnist incidents (ref. 1, para 3-1A). 

4·1 
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C. DOMESTIC TERRORIST INCIDENTS 

measures to main~ law and order on installations and to protect military personnel, 
facilities, and ptopeny (ref. 2, para C). This authority also includes the removal from or 
the denial of access to an installation or site of individuals who threaten the orderly 
administtarion of the installation or site. 

a. Designated commanders are defined in paragraph E, reference 2. Among other 
commanders, all military installation commanders are "designated commanders." For 
installations or activities not headed by a militaty commander, the "designated COI""tander" 
is tbe military commander in the chain of command imrneAiareJy above such installation or 
activity. 

b. Designated commanders must prepare, conspicuously post, and enforce the . 
security orders and regulation promulgated in accordance with references 2 and 3 in order 
to ensure the proper safeguarding of facilities, propeny, documents, and personnel from 
loss, destruction, or sabotage. · 

c. IDstallation commandeis are responsible for providing the initial and immediate 
response to any incident occwting on the installation. Commanders are responsible for 
containing the damage, protecting property and personnel, and restoring order on the 
installation. In performing this military purpose, commanders may order searches and 
seizures and take other reasonably necessary steps to maintain law and order, aDd to protect 
Federal facilities and propeny. . 

utotec1tm2 Federal property, facilities, and .personnel, 
commanders may not permit the FBI to assume responsibility for these military interests, 
unless ctirected to dO so by competent authority. Commanders must, however, allow the 
FBI to perf01m its lead role in teaeting 10 temxist incidents when these military intelests are 
DOt prejudiced. 
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(1) For installations, or portions of installations, under exclusive Federal 
jurisdiction, the state and local LEA have no jurisdiction or authority, though they may seek: 
or be asked to assist with security precautions and otbef duties consistent with their 
respective interests (e.g., off-installation traffic contro4 sealing the area). Commanders 
should be cautious. in employing state and local LEA in areas of exclusive Federal 
jmisdiction because such personnel may not be within the scope of their swe duties and 
may also not fall within the protection of Federal status. 

(2) If the incident occurs in an area of concurrent or proprietary jurisdiction, 
the status of state and local LEA is clearer, but their role in responding to the incident 
remains muddled. The commander exercises broad and ultimate authority to maintain law 
and order on the installation, notwithstandirig concurrent state jurisdiction. The 
COIDmaDder also may deny entry to (or remove from) the in.ua11ation anyone who poses a 
threat to good Older and discipline. . 

(3) If swe and local LEA agree to submit to the commander's authority in 
reacting to a terrorist incident, those LEA personnel may assume a quasi-Federal stablS as 
the commander's agents. Civil liability for their actions or omissions may attach to the 
u.s. 

will always remain under the command and control of military commanders. 

D. INTERNATIONAL TERRORIST INCIDENTS 

1. DoD activities outside of U.S. territory are ·bound by international treaties and 
agreements. Status of Forces Agreements (SOFA) are the most common example, but 
other bilareral and mnlrilatcral stationing agreements impact on U.S. forces preventing and 
reacting to terrorist incidents. Such agreements provide the authorities and responsibilities 
of the host country and of U.S. forces based within the host country. Agreements 
concerning security, safety, use of facilities, sharing of criminal intelligence information, 
rules for use of force, and Other matters of mutual concern bind overseas commanders. 

2. Ultimate responsibility for terrorism counteraction overseas lies with the host 
country. The host counay has a legitimate interest in and right to enforce the law and 
maintain security, even on U.S. installations, within its borders. International agreements 
allow the U.S. to exercise authority on U.S. i.nsraUations. Even if the host country refuses 
to protect U.S. installations, we have the right of self defense to protect U.S. facilities, 
propeny, and personnel. 
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4. The U.S. commander retains the responsibility for the safety and security of 
perscmnel aDd pxoperty on U.S. installations outside U.S. territmy. Generally, stationing 
arrangements grant the U.S. the right (permissive) to take necessary lawful measures to 
ensure the security of U.S. inm11ations and personnel. For example, the NATO SOFA, at 
Article vn, paragraph 10, staleS: 

A. Regularly constituted military units of a force shall have the right to 
police any camps, establisbJ:DeiUs, or other premises which they occupy 
as the result of an agreement with the receiving state. The military 
police of the force may take all appropriate measures to insme the 
maintenance of order aDd security on such premises 

a. Applicable directives and regula!ions for security of U.S. military installario~ 
personnel, and facilities apply outside U.S. territory, except where made inapplicable in 
whole or in part by intemati.oual agreements. 

b. The U.S. may be obligated by international agreement tO cooperate with host 
country authorities to allow them access to U.S. installations to protect existing host 
country interests, subject to U.S. security considerations. 

c. Generally, U.S. regulations concerning roles for the use of force and rules' for 
canying firearms must comply with both U.S. and host nation standards (see, e.g., U.S.
Gcrmany Supplementary Agreement to tbe NATO SOFA Article 12, para 2). 

d. The U.S. relains primary crimiul jurisdiction over U.S. personnel committing 
criminal aciS while pelfmming official dmies, aud personnel are generally protected from 
civil liability while pelfODDing official duties. Failing to: follow U.S. or host nation rules, 
such as those for the cmying of fiteaams, however, may fall outside the scope of "official 
duties" aDd subject U.S. personnel to foreign criminal aDd civil jurisdiction. 

E. INTELLIGENCE GATHERING 

_.__ .. , ..... aa. resttictiolls. 

2. Commanders and legal advisors must ensure that intelligence personnel, and 
others, follow the substantive and procedural requirements of these references while 
cmdnc:ring in1Clligence activities: 

a. Public Law 95-511, Foreign Intelligence Survei11ance Act of 1978. 

b. Executive Order 12333, "United States Intelligence Activities," December 
4, 1981. 

c. DoD Directive 5240.1, DoD Intelligence Activities,' April 25, 1988. 
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d. DoD Regulation 5240.1-R, Activities of DoD Intelligence Components 
That Affect United States Persons, December 1982. 

e. Service regulations (e.g.~· AR 380-13, Acquisition and Storage of Information 
Concerning Nonaffiliated Persons and Organizations, and AR 381-10, U.S. Army 
Intelligence Activities). 
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CHAPTERS 

TERRORIST THREAT ANALYSIS AND WARNING 

A. INTRODUCTION AND OVERVIEW 

1. As noted in Clapter 1, the Department of Defense combatting terrorism effons 
begin with an assessment of the tetrorist threat to DoD personnel, facilities, and materiel. 
This chapter begins with a brief overview of the organizations that provide threat 
information and analysis to DoD Components. It then describes the approach that is used 
by the Deparanent of Defense to analyze terrorist threats posed to DoD assets. Finally, the 
chapter concludes with a discussion differentiating terrorist threat analysis from terrorist 
threat warning. An overview of the DoD terrorist threat warning system will be presented 
as the concluding section of this chapter. 

2. Analysis of ·the terrorist threat is a difficult and challenging task. Many U.S. 
Government Agencies and Departments conaibute information and analytical approaches in 
attempt to improve understanding of the terrorist threat The collection and analysis of 
terrorist threat information and publication of the analytical products is only one step in the 

. combatting terrorism program. ReportS of threatening activity, which may or may not be 
inspired by terrorists, should not immediately propel a DoD military commander or civilian 
manager into an alen poSture. Many additional steps in the combatting terrorism planning 
process must be completed before informed decisions about appropriate proteCtion postureS 

can be made. 

B. THREAT ANALYSIS ORGANIZATIONS 

The threat of terrorist activity w-geted against U.S. Government personnel, facilities, 
assets, and interests has resulted in the development of a significant government structure . 

to collec~ analyze, and disseminate information about terrorist threats. Since many U.S. 
Government Agencies and Departments have overseas activities, it is not surprising to find 
them sharing terrorist threat information among themselves. 
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a. The Secretary of Defense has assigned to the DIA responsibility for 
eStablishing and maintaining an all-source terrorism intelligence fusion center. DIA 
terrorism analysts tailor and focus all-source intelligence in suppon of U.S. military 
commanders. DIA tepreSents the Depaz anent of Defense in intelligence community forums 
dealing with terrorism. and provides information and analytical resources to support the 
Unified and Specified Commands' and tbe Services' terrorist thteat analysis activities. 

b. DIA provides a wide range of terrorism intelligence products to DoD 
components including daily awareness products, longer range assessments and estimates of 
terrorist activities, as well as indicators and warning information. DIA's role in the 
dissemination of terrorist thteat information is discussed below. 

3 • Military Services Role 

a. The Secretaries of the Military Departments are directed to "ensure that a 
capability exists to receive, evaluate, from a Service perspective,· and disseminate all 
relevant data on terrorist activities, trends, and indicators of imminent attack." (DoD 
Directive 0-2000.12 (reference (a)). To accomp~ this task, each Service Secretary 
appoints a Service lead agency (Army: ITAC; Navy and Marine Corps: NISCOM; Air 
Force: AFOSI and Marine Corps: Headquaners, Marine Corps (CI)) to monitor foreign 
intelligence and counterintelligence activities focusing on terrorist groups aDd terrorist acts. 
To accomplish this mission, the Service lead agency establishes, as needed, field 
intelligence offices on an area basis to collect and di.sseminate information to combatant 
CQD II 1p1nders_ 

b. Each Service: 

(1) Coordinates with appropriate U.S. and host-nation agencies. 

(2) Provides overall direction and coontinaJion of·the Service intelligence an4 
C01lJlterintellgence efforts. 

(3) Operates a 24-hour operations center, which ~ves and disseminates 
worldwide temxist thteat information to and from the combatant command J-2, applicable 
Service staff elements, subordinate commands, and national agencies. 

(4) Provides Service commanders with information on terrorist threats 
cxmceming their personnel, facilities, and operations. 

(5) Conducts investigations oftetrorist incidents with the FBI or host-nation 
authorities for intelligence aspectS. · 

(6) Provides terrorist threat information briefings. 

. ('/) Performs as the Service's liaison representative to FederaL sWe, and local 
agencies, as wen as host-nation agencies to exchange information on temJrists. 
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(8) Provides periodic international terrorism products and other threat data to 
supponed commanders. On request, provides cmrent intelligence data on terrorist groups 
and disseminates time sensitive and specific threat warnings to appropriate commands. 

4 • Field Level Activities 

The Deparanent of Defense and each of the Services possess information collection 
asse~ in the field that can be directed to collect information bearing on terrorist threats to 
DoD personnel, facilities, and assets. The following are examples of those field activities 

· that are integrated into the terrorist threat information collection system. 

a. Service and/or OSD Investigative Agencies 

SerVice criminal investigative ·services; e.g., Army CID, Navy NISCOM, 
Marine Corps CID, and Air Force OSI collect· and evaluate criminal information and 
disseminate tea'Orist-related infomwion to supported installarion and activity commanders. 
As appropriate, criminal investigative elements also conduct liaison with local military 

· and/or security police and civilian law enforcement agencies. 

b. Intelligence and/or Counterintelligence Staff Elements 

Intelligence and/or Counterintelligence staff elements of heads of DoD 
Agencies and commanders at all echelons should execute the following responsibilities in 
accordance with DoD 5240.1-R (reference (aa)): 

(1) Report promptly all actual or suspected terrorist incidents, activiti~ and 
early warnings of terrorist attack to supponed and supporting units and/or activities, local 
intelligence field office, Unified and Specified ComnWtds, DIA, and appropriate 
headquaners. 

(2) Initiate and maintain liaison with the security police or provost marshal's 
office, local military criminal investigative offices, local intelligence field offices, security 
offices, host-nation agencies and, as required, other organizations, elements, and 
individuals. 

(3) Develop and present terrorist threat awareness briefings to all personnel 
within their commands in cooperation with the local intelligence field offices. 

(4) Report all actual or suspected terrorist incidents or activities to their 
immediate commander, supponed activities, and Service lead agency through established 
1eporting cbamlels. 

c • Law Enforcement Staff' Elements 

Law enforcement staff elements of DoD agencies and military commanders 
should cmy om the following responsibilities: 

(1) Initiate and maintain ·liaison with local intelligence field· offices and 
military criminal investigative offices. 
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(2) Investigate ~mhi~--·acifvrti~~ ci>~tted· within their jurisdiction to 
determine whether or not such activities may constitute a temnist threat to DoD personnel, 

· facilities, materiel, or other U.S. interests. 

(3) Repon all actual or suspected terrorist incidents or activities to their 
immediate commander, supponed activities, and Service lead agency through established 
reponing channels. 

(4) Maintain liaison with Federal, host-nation, and local law enforcement 
agencies or other civil and military combatting terrorism agencies as appropriate. 

d. Installation, Facility, Activity, or Unit Security Omc:ers 

The foundation of the threat reponing function demanded by the DoD 
Combatting Terrorism Program rests on the shoulders ofinstallati~ facility, activity, or 
unit security officers. These individuals may not be pan of the military intelligence 
commUDity in a formal sense. However, their overall security and force protection 
responsibilities place them in positions through which quantities of information of potential 
interest or concern to the intelligence and law enforcement communities pass on a recurring 
basis. Therefore, these security officers ~ould: 

(1) Repon all actual or suspected terrorist incidents or activities to their 
immediate commander, supporting security or military police office, other supponed 
activities, local intelligence field office, and local military criminal investigation office in 
accordance with applicable Service and DoD instructions, regulations and directives. 

(2) Conduct regular liaison visits with the supporting security or military 
police office, intelligence field office, and local criminal investigation office. 

(3) Assist in providing terrorist threat awareness training and briefings to all 
personnel and family members as required by local sitnarions. 

C. TERRORIST THREAT ANALYSIS 

1. The primary intelligence mission in suppon of the DoD combatting tetrorism 
program is warning. Specific warning information-time, date, place, and method of 
anack-is never voluntarily provided by terrorists. Careful threat analysis is teqUired in 
order to understand and detect preincident indicators of a terrorist auack to issue timely 
warning messages. · 

2. Threat analysis is a critical input into the threat assessment process, a process that_ 
results in the implemenwion of farce proteCtion plans and the allocation and expenditure of 
force protection resources. In addition, threat analysis provides the intelligence officer with 
information upon which to base warnings. 

a. Sources 
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(a) Open source ~oi'IllaQ.Q~ is.information in all forms or media that is 
publicly available and can be collected," retained,· and ·stored without special authorization. 
Examples include the following: · · · 

1· News media (prin.t and broadcast). 

~ Scholarly pub~ons. 

l Unclassified United States and foreign government documents 
including congressional or Parliamentary records. 

~ Press releases~ 

~ Political tracts, handbills, posters, flyers, and leaflets, often 
distributed by organizations committing, supporting, or opposing terrorist actions. 

(b) The news media are often excellent open sources of information on 
terrorism. These organizatiqns repon manY major terrorist incidents and often include in
depth reports on terrorist individuals or groups. Such repons can provide analysts with
insights into terrorist group goals and objectives, the motivation of individual members of 
terrorist organizations, modes of recnrinnent, training and training methods, and tactics of 
attack. 

(c) Terrorist groups and their supponers may publish political tracts, 
pamphlets, and news releases that reveal their objectives, tactics, and possible targets. 
Such information is often placed into the public domain as part of a campaign of terror. 

(d) Some commercial data services _offer timely information abOut 
international or military affairs. These data bases often include information regarding 
terrorist incidents. · Such data services often rely on foreign news media; some maintain 
their own network of sources. Information services are-provided on subscription or fee
for-service basis. 

( 2) Criminal Information 

Both military and civil law enforcement agencies collect criminal 
information. Since terrorist acts are aiminal acts, criminal information is a lucrative source 
for terrorist intelligence. Established law enforcement liaison channels must be used to 
obtain such information because the collection, retentio~ and dissemination of criminal 

information are regulated. Local military criminal investigative offices maintain current 
information in accordance with DoD regulations governing retention of criminal 
information. Such material may assist managers and military commanders in the 
assessment of the local terrorist threat. . 
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(3) Government ·mfonDatioJi· ·: ... _;_: 

(a) GovernmCnt inforTri~rid~;tefets to materials collected, analyzed, and 
disseminated under official. auspices~:; :ltj· .. Ui~ludes; ~but .is not limited to, scientific and 

. teChnical reports, political and ecc)noinic rej)om, Crime and terrorism statistics, policy 
swemen~ legislation, and official correspondence. · 

(b) As noted above, some government information may be open-source, 
available to all persons who either request or purchase il 

(c) Government information may· also be restricted or have limited 
. disaibution only within government agencies. Such information might include post
conviction court records, export and/or import license applications, immigration records, 
or financial securities registration informalion DOt released to the public. 

(d) Government information also inclUdes data and analyses derived 
from intelligence sources. Intelligence exchanges v.ith local government agencies through, 
for example, cooperative am.ngements can also augment regional information. 

( 4) Local Information 

(a) Another valuable source of information is the individual service 
· member, civil servant, family member, and individuals with regional knowledge such as 

college faculty, cultural organiDrions, etC. Local crime or neighborhood watch programs 
can also be valuable sources of information and can serve as a means to keep individuals 
informed in dispersed and remote areas. 

(b) Local information is often of critical imponance as it is collected and 
passed through either law enforcement and/or intelligence channels to the national 
intelligence organivnions. It is frequently invaluable to analysts in confirming news media 
or other open source accounts of terrorist activities; it can provide early warning of potential 
terrorist activities,. allowing law enforcement and combatting terrorism measures to be 
initiared in a timely manner, thereby thwarting or minjmjz;ing the effects of a terrorist attack. 

· ( S) Access to Intelligence 
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b ~ Methodology 

( 1) DoD Threat ·Analysis 

(a) The Department. of Defense has developed a methodoiogy to assess 
terrorist threat to DoD personne~ facilities, materiel and interests. This methodology is 
used by all DoD Components. 

(b) ·Threat analysis is the process of compiling and examining all 
available information to develop intelligence indicators of possible terrorist activities. 
Threat analysis is the essential first step in determining risk of and vulnerability to terrorist 
attack. Information used in performing terrorist threat analysis is often more difficult and 
complicated to acquire from all sources than information dealing with less esoteric military 
threats. Terrorists operate in a clandestine mode. Unlike conventional milituy force~ that 
acquire deterrent value by being visible and demonstrating at least a small range of their 
total capabilities, terrorists gain maximlim advantage by remaining invisible until they 
anack. The smallest terrorist groups combine mobility and cellular organization to make it 
exceptionally difficult to "find" and "fix" members. 

(c) The traditional missions of law enforcement and military intelligence 
organizations have not focused unconventional threats to DoD personnel, facilities, and 
materi~l Police and law enforcement organizations usually focus their intelligence efforts 
on ·identifying, locating, and apprehending individual criminals. Military intelligence 
organizations focus on conventional threats. Analysis of terrorist threat requires some 
degree of reorientation for police and intelligence operations. I 

( 2) Threat Analysis Factors 

The Depu to::lent of DefenSe has identified six factors to be used in shaping 
the collection and analysis of information from all sources bearing on terroriSt threaL 
These factors are used in making ten'Orist threat analyses on a country-by-country basis. 
The methodology described below is used by the Department of Defense only; other U.S. 
Government Departments and Aget;lcies may apply their own analytical methodology to 
fonn their own tan>rist threat analyses. 

(a) Existence. A terrorist group is present, assessed to be present, or 
able to gain access to a given country or locale.2 

1 Analysis of information regarding the existence of a telTOrist 
group ad~sses the question: who is hostile to existing organizations and social 
structures? 

~ A terrorist group need not have posed a threat to American or 
DoD interests in the past to draw notice under this factor. Groups that may not pose a 

1 Terrorism Colll&lel"action, Headq~ Deparunent of the Army, FM 100-37, WashingtOn, D.C.; U.S. 
Government Printing OffiCe, 1987 •. p. 20. 

2 DoD Directive 0-2000.12 (reference (a)), 'lemrist Tbrea1 Condition System, Enclosures.· 
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threat to American or DoD interests m one cauntty may elect to target and to strike at these 
interests ·elsewhere. 

(b) Capability. The acquired, assessed, or demonstrated levei of 
capability to conduct temlrist anacks. 3 

1 Analysis of terrorist group capabilities addresses the question: 
what weapons have· been used by terrorist groups in carrying out past attacks? What 
infrasaucmre necessary to train, equip, target, and execute attacks bad to be erected? 

Z As suggested by the discusslon in Chapter D, terrorists operating 
. Without suppon or direction from fo~ign governments have access to a wide variety of 
commercial equipment suitable for intelligence collection, targeting, and striking at 
American or DoD interests in the United States or abroad. Terrorist groUps operating with 
support or direction from states hosO.le to tbe UDited States can frequendy obtain even more 
sophisticated weapons, intelligence collection and targeting equipmen~ better financial 
backing and logistics suppon, and better access to media to prQ&wte their ideological aims 
than those groups operating without such support. 

l Reports of arms, ammunition, and explosives thefts should be 
monitored very closely, as should reports of thefts of night vision devices, low-light closed 
circuit TV equipment, and other equipment used by law enforcement and intelligence 
agencies worldwide for reconnaissance and surveillance. Large-scale commercial 
transactions involving explosives for use in mining and mineral exploration, military-style 
weapons and ammunition should also be monitored. Repons regarding trafficking in lost 
or stolen government travel documents should also be viewed with concern. · 

! The ability of terrOrists to move from one country to another is 
also an important facet of terrorist group capability. Reports of criminal activity regarding 
thefts, forgeries, or alterations of official identification documents, travel documents, or 
intemalional tickets may be eVidence of future terrorist activity. 

i While none of these information reportS is unequivocal evidence 
of terrorist activity, if such reports are followed with cue, such information can quickly 
become a key indicator of capability meriting further scrutiny. Efforts to anal~ terrorist 
capabilities depend to a very large degree on the ability of analysts to assemble huge 
quantities of seemingly umelared information and identify a pattern of disaggregated or 
distributed transactions. The sum of these transactions translates into evidence of terrorist 
group capability. ' 

(c) Intentions. Recent demonstrated anti-U.S. tenorist activity, or stated 
or assessed intent to conduct such activity .4 

1 Analysis of terrorist group intentions seeks to address the 
questions: Why do groups engage in terrorist acts? What do they hope to achieve? 

3 Ibid. 
4 Ibid. 

s.a 
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~ Terrorist groups sometimes provide the world with information 
about their long-tenn goals and objectives. They sometimes provide long treatises that seek 
to justify the use of terror tactics to achieve stated goals and objectives. They also display 
behaviors which are clear, unambiguous indicators ofintenl 

(d) Demonstrated terrorist activity over time.S 

1 Analysis of terrorist group history.addresses the questions: What 
have terrorists done in the past? What is the terrorist group's method of operations? ·How 
did they acquire the capability they demonstrated? Where did they obtain support? What 
additioDal anacks did they mount? 

Z Terrorism analysts recognize that history is not an especially 
reliable predictor of future behavior. However, a well-developed history of a terrorist 
group is impolmnt ~ause it helps put into pezspective information about current.terrorist 
or terrorist related activities. Maintaining a good history of terrorist groups is essential in 
order to develop profiles of events that facilitate terrorist threat analysis. 

(e) Targeting. Current credible information on activity indicative of 
preparations {or specific terrorist operations. 6 

1 Targeting addresses the questions: who is likely to be attacked, 
why are they likely to be attack~ and what is the basis for accepting repons that such 
attacks are planned? 

Z Translating statements of general inten~ supponed by historical 
patterns of hostile, destructive, and even murderous behavior, into predictions about 
future, time and place specific acts deals with targeting, and is the most challenging aspect 
of terrorist threat analysis. 

(f) Security Environment. The internal political and security 
considerations that impact on the capability of terrorist elements to carry out their 
intentions. 7 

1 The Security Environment of a country refers to the general 
ability of national law. enforcement, paramilitary, and military institutions to maintain social 
order. Parameters examined within the Security Environment including training of law 
enforcemen~ paramilitary, and military forces to deal with terrorist incidents; quality of 
equipment available for law enforcement and internal security forces; distribution of internal 
security foo:es throughout a counay, etc~ 

( 3) Service Level Terrorist Threat Analysis 

(a) Each of the Services maintains its own terrorist threat analysis 
capability. While the DoD methodology is used, the Service threat analysts sometimes 
view the data from a Service-unique perspective. 

s Ibid. 
6 Ibid. 
7 Ibid. 
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(b) Differences in the pet spa..--tives or the· salience of particular terrorist 

threat factors among DIA, Service, or CINC threat analysts may lead to divergent 
conclusions about specific teriorist threats. 

(c) It is possible, for example, for the DIA terrorist threat analysis to 
conclude that DoD personnel in a given country are generally at risk. The Service terrorist 
threat analysis may report that its personnel assigned to the same country are either at 
greater or lesser risk than the assessment by DIA. The Service threat analysts may form 
their judgment on the basis~ unlike other DoD components, their Service has no 
pemwtent presence in a country. While the threat to all DoD assets in a country may be at 

.· one leve~ a particular Service, having no assets in the country, faces no threat of terrorism 
in the coumry in question. . 

(d) Differences in petspective on and salience of terrorist threat factors 
assessed by the Unified and Specified Command, Service and DIA terrorism analysts may 
sometimes account for differences in analyses or judgements about terrorist threats to DoD
affiliated personnel, facilities, and assets. 

( 4) Combatant Commands 

(a) The Commanders in Chief of the Unified and Specified Commands 
also reqUire terrorist threat analysis from their own intelligence organizations. The pmpose 
of these is twofold: 

1 Assist the CINC in providing for the security and protection of 
forces under his control; and · 

~ Ensure the flow of information passiJig through Service lines of 
communication within the area of CINC responsibility is also brought to the attention of the 
CINC and. his staff and disseminaied within the Command as appropriate. 

(b) The CINC through his J-2 staff is able to draw upon the information· 
and analysis resources of the DR the Services, and through his Political Adviser, all U.S. 
Embassies in his area of responsibility. 

( 5) Elements of Information 

(a) The Terrorist Assessment Methodology employs an analytical 
approach that focuses information collection and analysis from all sources in a manner such 
that dam can be aggregated from a wide range of sources over a long period of time to build 
a mosaic picture of terrorist groups, their capabilities, their modus operandi, and their 
targets. Infonuation is collected from all sources including resources in the field. Specific 
requests for infoimation are passed through intelligence clwmels. 

(b) Intelligence tasking· may seek very specific bits of information. 
When combined with information collected from all sources, intelligence iriformation 
collected in· response to specific intelligence tasking becomes the basic data on which 
analyses· and judgments using the six DoD terrorist threat analysis factors-Existence, 
Capability, History, Intentions, Targeting, and Security Environment-can be built . · 
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D.· TERRORIST THREAT LEVEL 

1. The DoD tetrorist threat analysis community has developed a notation system used 
to describe the country-specific results of teiTOrist threat analysis based on the terrorism 
threat analysis methodology briefly described above. Other departments and agencies may 
use DoD terrorism information but employ their own terrorist threat analysis methodology. 
As a result, there may be differences between the Department of Defense and other 
departments or agencies on gross or simple descriptions of terrorist threat to U.S. 
Goyemment personnel and facilities in one or more specific countries. The differences 
among DoD and other views may be less significant than would first appear once the 
summary description terms used by each are explained. 

2. The Department of Defense uses a five-step scale to describe the severity of the 
threat as judged by. intelligence analysts. These five steps from highest to lowest are as 
follows: 

a. CRmCAL. 

b·. HIGH. 

c. MEDIUM. 

d. LOW. 

e. NEGUGIBLE. 

3. Threat levels are the result of combinations of the threat analysis factors discussed 
above as reflected in Figure 5-1 below. The factor, Secmity Environment, is considered 
separately as a modifying factor and will influence the assigned threat leveL 

Threat Analysis Factors 
Threat Existence Capability History Intentions Targeting 
Level 

CRITICAL • • 1:1 1:1 • 
HIGH • • • • 
MEDIUM • • • 1:1 

LOW • • 1:1 

NEGLIGIBLE ·a 1:1 

• Facror must be present a FadDr may or may not be present 

Figure 5-1. DoD-Level Determination of Terrorist Threat Level· 

4. Threat levels are the result ·of combinations of the following factors based on 
analysis. They describe the broad political environment in which terrorist activity might 
occur. 

a. Terrorist Threat Levels may not address the question: "when will a terrorist 
attack occur?" 

b. Terrorist Threat Levels do not allocate proteCtive resources. 

c. Issuance of Terrorist Threat Level judgments is not a warning notice. 
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5. Formal terrorism wammg notices·are·issued separately as described later in this 
chapter. The follow· discussion expands on the data, informatio~ and analysis that 
underlies each Terrorist Threat Level 

a. Terrorist Threat Level CRITICAL 

CRITICAL. Factors of Existence, Capability, and Targeting must be 
presenL· History and Intentions may or may not be presenl 

(1)_ Analysts declare threat level CRITICAL when as a result of their 
assessment of all available information they: 

(a) Detect the presence of terrorist groups in a region or country. 

(b) Identify the level of capability (including specific means) by which 
terrorist groups can cmry out an attack. 

(c) Identify the existence of current, credible targeting of U.S. interests, 
DoD personnel, or DoD facilities or maierieL 

(2) This is a shan-hand expression, and should be interpreted as the strongest 
possible analytic judgment to heads of DoD components that fmther analysis of their 
immediate situations should be undenaken. Based on information available to the 
intelligence community from all sources, ·Threat Level CRITICAL is a judgment that 
terrorist attack is highly probable. 

(3) However, Threat Level CRITICAL may not address the question: when 
will a terrorist attack occur? 

(4) The character of the CRITICAL threat level determination compels local 
commanders to take appiOptiate protective measmcs because cmrent, credible evidence 
exists pointing to the targeting of DoD personnel, facilities, assets or interests by terrorist 
groups. 

(S) CRITICAL is differentiated from all other Terrorist Threat Levels because 
it is the only one in which credible information identifying DoD perscmnel, facilities, asSets 
or interests as potential targets of attack is present. 

b. Terrorist Threat Level HIGH 

WGH. Factors of Existence, Capability, History and Intentions must be 
presenL 

(1) As in the case of CRITICAL, analystS establish Threat Level HIGH when 
their assessment of teu'Orist threat information finds: 

(a) Evidence of terrorist individual or group existence. 

(b) Evidence of capability to auack. 

(c) History of terrorist attacks that may or may not involve American 
interests, DoD personnel, facilities or materiel. 

(d) Credible indications providing evidence of intent to engage in acts 

harmful to American interests or DoD personnel, facilities, or materiel 
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(2) Terrorist Threat Level HIGH is differentiated from CRITICAL :because 
analysts lack targeting information. It is differentiated from MEDIUM because analysts 
have sufficient credible information to assess threat factor Intentions toward U.S. 
Government interests. 

c. Terrorist Threat Level MEDIUM 

MEDIUM. Factors of Existence, Capability, and History must be present.. 
Intentions may or may not be present. 

(1) Threat Level MEDIUM and Threat Level HIGH are similar in that data 
for the factors Evidence, History, and Capability exists. 

(2) Terrorist Threat Level MEDIUM is differentiated from HIGH based on 
the content of information in factors Existence, Capability and History. The presence or 
absence of information on terrorist group intentions may also permit analysts to 
differentiate MEDIUM from HIGH terrorist threat 

d. Terrorist Threat Level LOW 

LOW. Existence and Capability must be present History may or may not be 
present. 

(1) Threat Level LOW is assessed when there is evidence of terrorist group 
existence and capability in a country but no evidence of intentions or targeting. Historical 
information of terrorist group activity may or may not be present 

(2) Threat Level LOW is differentiated from MEDIUM by the substantive 
information within the threat analysis factors of Existence and Capability. 

e. Terrorist Threat Level NEGLIGmLE 

NEGUGmLE. Existence and/or capability may or may not be present. 

Threat analystS will tepOrt a negligible threat level when little or no credible 
evidence of terrorist group existence and capability exists for a country subject to analysis 
and DO credible evidence of history, intention, and targeting exists. · 

E. CHANGES IN TERRORIST THREAT LEVEL DECLARATIONS 

1. Analysis of terrorism is an ongoing process. Although each analysis relies on 
information included in }RVious assessments, judgments with respect to threats to DoD
affiliated personnel, facilities, and assets begin anew with each analysis. No formal 
escalation ladder ofTemxist Threat Level exists; terrorist threat level designations for each 
country subject to analysis are applied on. the basis of current information and analysis. 

2. Terrorist threat level designations can go from NEGUGIBLE to HIGH or from 
IDGH to NEGLIGIBLE without passing through the .intermediate steps of LOW or 
MEDIUM. While dramatic, extteme changes in judgments about terrorist threat levels in 
one country are not common, the Terrorist Threat Level system does not preclude analysts 
from making such dramatic changes in Threat Level Designations. 

3. In the former case, a new terrorist group might initiate a series of attacks on DoD 
personnel or facilities, quickly building evidence of existence, capability, history, intention, 
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and targeting. In the latter case~ Iaw'emdiCement and Security forces might score a big 
success, apPrehending a major terrorist group vinually intact, wiping out its base of 
support, its capability to attack, its ability to target DoD-affiliated personnel and facilities, · 
and even its entire active cadre membership. 

F. THREAT ·wARNINGS 

1. Overview 

Individual DoD Components also have the right to independently notify their 
members of impending threats .. If a DoD Component intelligence activity receives 
information that leads to an assessment of an inmrinent terrorist attack, it may exercise its 
right to issue a unilateral warning to its units, installations, or personnel identified as targets 
for the attack 

c. Warnings are issued when specificity of targeting and timlng exist or when 
analysts have determined that sufficient information indicates that U.S. personnel, 
facilities, or interests, particularly those of the Department of Defense, are being targeted 
for auack. Warning need not be country specific. A warning can cover .an entire region. 
The key to warning is that the te1Torism analyst recognizes that the pre-incident indicators 
for an attack are present and that a warning must be issued. . 
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are are 
- ..... -~ are mtended for disttibution up, down, and laterally through the 

chain of command-not just downward. Warnings of impending terrorist activity are likely 
. to have national implications and will be provided routinely to decision makers at the policy 
level of the U.S. Government. 

G. TERRORIST THREAT ANALYSIS AND WARNING: 
SUMMARY OBSERVATIONS 

1. The DoD threat analysis methodology described in this chapter is applied by DoD 
Components to form judgments about terrorist threat. 

2. The DoD intelligence activities use the terrorist threat analysis methodology to 
guide collection and analysis of the best available information on which it forms its 
assessment and issues warnings of tem>rist threats. 

3. Terrorist Threat Level assessments are intended to provide a judgment by DoD 
intelligence activities of the tcm:Jrist threat for a country based on all-source information on 
hand. Terrorist threat analyses summarized in Terrorist Threat Level declarations assist 
heads of DoD components, the Services, Unified and Specified Commands, and local 
commands make judgments about . the allocation of combatting terrorism and force 
protection resources. THERE IS NO AUI'OMATIC RELATIONSHIP BETWEEN ANY THREAT 
LEVEL AND ANY SPECIFIC COMBATIING TERRORISM RESPONSE AS ARE DESCRIBED 
BELOW .. 

4. IT REMAINS THE RESPONSIBILITY OF COMMANDERS IN THE FIELD, THEIR 
CHAINS OF COMMAND THROUGH THE UNIFIED AND SPECIFIED COMMANDS, THE 
MILITARY SERVICES, AND THE HEADS OF DEFENSE AGENCIES, TO ALLOCATE 
PROTECTIVE RESOURCES. Judgments· about use of personnel, special security equipmen~ 
and changes in organizational behavior should be influenced by but not automatically 
driven by Threat Level declarations. 

5. In the chapters that follow, additional criteria and analytical techniques to be used 
by civilian managers and military commanders to inform further judgments abput the 
allocation of protective resources will be discussed. As noted in Chapter 1, decisions to 
alter the force protection posture of DoD personnel and facilities in response to terrorist 
threats must consider the risk posed by terroris~ the vulnerability of DoD assets to such· 
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attacks, and the importance o~ criti~ry of such assets to the accomplishment of DoD 
misslons. Olapter 6 examines these imponant considerations. 
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CHAPTER 6 

ASSESSMENT OF RISK, VULNERABILITY, AND 
CRITICALITY 

A. INTEGRATED TERRORIST THREAT ESTIMATES 

1. Several elements of the DoD Combatting Terrorism Program were identified in 
Chapter I of this Handbook. The initial step in the development of a combatting teiTOrism 
program is an analysis of the threat of terrorism as it affects each DoD activity, installation, 
or organization iii all DoD Components. The process by which terrorist threats can be 
analyzed was described in Chapter V. In this chapter, the second step in the development 
of a combatting terrorism program will be explored. 

2. The development of an Integrated Tenorist Threat Estimate is executed by civilian 
managers and military commanders at all levels within the DoD Components. They and 
their staffs assess the risk of terrorist attack. Questions such as the following are 
considered: 

a. Are there individuals or organizations in the vicinity of DoD personnel, 
facilities, or materiel that represent a threat to those personnel, facilities, or materiel? 

b. Is there a risk that the threat will materialize? 

3. Assessments of terrorist attack risk seek to understand the circumstances under 
which a terrorist attack is more or less likely, and how civilian manag~ military 
COJ•••• aanders, and their staffs can exert influence before the fact to reduce the likelihood of 
terrorist attack and mitigate ils effects should it occur. 

4. After answering these questions, the following questions are examined: 

If DoD assets are attacked, how likely is it that they will be rendered unable to 
perform assigned missions? 

S. This question goes to the element of wlnerability, the probability that DoD assets 
if attacked will not be usable to perform assigned missions and responsibilities: 

If DoD assets are inoperable or unable to perform, can. assigned missions be 
accomplished? 

6. This question goes to the issue of mission criticality and the potential ability of 
teiTOrist attacks in peacetime, crisis, or war to disrupt the ability of DoD Components to 
carry out missions and functions assigned by the National Command Authorities. 
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7. This chapter examines assessments of terroriSt auack risk, vulnerability to terrorist 
attack, and the mission criticality of DoD assets including personnel, facilities, and materiel 
subject to terrorist attack. 

B. RISK OF TERRORIST ATIACK. 

As noted in Olapter 5, DoD-level terrorist threat analysts prepare tailored and focused 
products for DoD Components generally and the Unified and Commands with 
tenitorial responsibilities specifically. 

t:Jeeomu. ag victim of a terrorist attack is the responsibility and . 
command at every echelon. It is a responsibility that cannot be delegated or waived. The 
risk of becoming the victim of a ten"Orist anack appears to be influenced by several factors. 

1 • Terrorist Group Goals and Objectives 

a. Many terrorist groups around the world have developed clear goals and 
objectives. Violence and threats of violence are employed in pursuit of these goals and 
. objectives. 

b. In some countries, DoD personnel and facilities may not be at great risk from 
such groups because attacks on other targets directly relared to terrorist groups objectives 
are· available. In other countries, multiple terrorist groups may be operating. In ·such 
cases, some groups may represent a lesser tbleat to DoD personnel and facilities than other 
groups because DoD personnel and facilities are not their priority target. F~ example, 
duriDg the mid to late 1980s, the Provisional Irish Republican Army (PIRA) launched a 
series of armed attacks including bombings and shootings of British .military forces 
stationed in the Netherlauds and Germany. Although DoD personnel, facilities, and 
materiel in Germany were at considerable risk of-becoming victims of ten'Orist attac~ the 
probability of PIRA attacks on DoD assets was less than the probability of other terrorist 
group attacks such as the Red Army Faction or Revolutionary Cells. I 

2 • Proximity to Otbe~ Terrorist Group Targets 

Even if a terrorist group bas well-defined goals and objectives, a strategy to achieve 
such goals, and attempts to execute a carefully planned attack aimed at other targets, DoD 
personnel aud facilities can become the victims of terrorist violence. Whenever DoD 
personnel and facilities are collocated with facilities of host governments overseas, there is 
an increased risk that attacks by terrorists against the host-government facilities will also 
include DoD personnel, facilities, and materiel. 

1 See Appendix A for a list of seleaed auacks oo DoD-affiJiared peisonnel and facilities during tbe period 
1972-1991. For additioDal information on terrorist aDaCks against U.S. and NATO forces swioned in 
Germany during tbe 1980s.. see Department of Defense, Terrorist Group Profiles (Washington, D.C.: 
U.S. Government Printing Office, 1989). 
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3 • Prominence or W ealtb 

a. Terrorist groups often conduct attacks as a means of publicizing their group, of 
spreading word of their cause, and of intimidating the public. Attacks on prominent 
individuals, organizations, or institutions are often newswonhy. Attacks on wealthy 
individuals also gamer press coverage. 

b. 
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b. Americans are generally proud of their heritage. We find much within our 
nation of which to be proud Sometimes, ho~ever, discretion is the better pan of valor, 
and some consideration should be given to the various ways in which our nationality is 
revealed when so doing places us at risk. 

( 1) Vehicle Identification 

In many overseas countries, Americans are issued vehicle identification 
including special license plates (color, design, Special characters) or decals identifying the 
vehicle as one registered to an American national. 

(2) Personal Dress 

The way Americans dress sets us apart from others, particularly overseas. 
Loud clothes and T -shins with civilian and military slogans written on them provide 
identification of the wearer's natiouality. 

(3) Speech 

· The way Americans talk can give others an oppommity to identify os as 
potential targets, even if we speak the language. 1be louder the volume of speech, the 
more military terms and American slang used in conversation, the easier it is to determine 
the nationality of the speaker. 

( 4) Customs and Habits 

Even if Americans physically blend in with the locals, our customs and 
habits give us away. Simple customs such as the manner in which we use a knife and forlc 
at dinner to more sophisticated social practices such as greeting business or social 
acquaintances can give observers excellent clues as to our nationality, even if we "fit in" 
with the appearance of the local population. 
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( S) Personal Behavior 

(a) Some social behavior acceptable in America is not socially acceptable 
in foreign lands. Many Americans when overseas do not dress, spe~ or behave in 
appropriate manner. Some of the inappropriate behaviors observed that help identify the 
nationality of American's overseas are the following: 

1 Loud and obnoxious speech. 

Z Inappropriate attire for churches, national shrines and memorials . 

.3. Public displays of affection. 

~ Smoking in inappropriate places. 

~ Smoking American brands of cigaretteS, not local brands. 

2 Inappropriate use of alcohoL 

1 Heckling or verbally accosting othc?r persons. 

~ Inappropriate operation of motor vehicles. 

(b) Even if there is nothing uniquely American about these behaviors, the 
fact we behave in a different, remarkable fashion from others draws attention to us. 
Having aroused· curiosity in outside observers, it usually does not require exhaustive 
obselvation to determine our nationality from other indicators discussed here. 

(6) Currency 

Use of American currency or travellers checks with unambiguously 
American banks or financial instirutional identification on them is another means by which 
terrorists can identify the nationality of Americans overseas. 

S . American Government Representatives 

Some terrorist groups have developed rather sophisticated understandings of the 
American political system. The leadership of some tetrorist groups recognizes that there 
are often. sttongly held. views in the American populace that are different from the official 
views of the U.S. GovemmenL Sometimes, American government officials are at risk of 
terrorist attack even though American tourists or bw;I·nes.spc~>ns 
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6 • Military Affiliat~on 

Once in a while, terrorist groups diScriminate against specific groups of U.S. 
Government employees. It is not surprising that when such discrimination by terrorist 
groups take place, State Depat anent employees and DoD personnel appear to be singled out 
for special treatment. There are many indicators associated with U.S. military affiliation 
that have been used to identify and target DoD personnel in the past. Among these are the 
following: 

a. Uniforms 

Many terrorist groups have generally been able to identify American military 
uniforms and differentiate them from those worn by foreign military organizations. Some 
appear able to identify differences among U.S. military uniforms including Service, 
season, and uniform purpose (fatigues, Service dress,.formal dress uniforms, etc.). In 
such circumstances, appearing in uniform identifies the wearer as American and militarY. 

b. Tattoos 

Tattoos have been quite popular among American military personnel for years. 
Aside from the risk of infection and disease that accompanies use of imptoperly sterilized 
tattooing instruments, tattoos are often uniquely American worlcs of art. Tattoos of specific 
military ·unit logos, unit nicknames, American landmarks, or slogans popularized by 
American movies can be significant identifying marks that give clues as to the nationality 
and affiliaDon of the owner. 

c. Grooming Standards 

DoD personnel. are expected. to adhere to a well-defined set of grooming 
standards. Not only are such standards helpful in establishing espirit de corps, in many 
instances they serve to improve and maintain personal hygiene and in case of combat 
ensure proper fit of protective equipment. In some circumstances, however, rigid 
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adherence to per;s9nai· ~&ling standards can be an important aid in identifying DoD 
military :PersonneL . ,. · · 

7. Specific Identity· 

Some terrorist groups have developed especially SQphisticated tacfi,cs to terrorize. 
and intimidate their target audiences~ · A tactic that has been used ·from tinie .,to time with 
· has · ·. to',~get ·· · · named Aip~rican offic~s: .. or <· • · · · · 

...... , . . ,. ··;. . . ' 
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g • Name Plates aad Luggage Tags 

Name plales on residences, offices, vehicles, and mail boxes help identify 
potential targets of tenorist actions. Luggage tags with names and addresses readily visible 
are also good sources of information for use by terrorists. · 

8 • Mistaken Identity 

Tenorists are human, and even they make mistakes in identifying and targeting 
from time to time. Certain circumstances seem to increase the risk of mistaken identity. 

a. Housing 

It is useful to know the rental history of a residence ~fore committing to a 
lease. If, for example, the previous tenants were affiliated with certain governments 
known to be high priority terrorist targets, it may be pmdent to look further for housing. 

b. Uniforms 

Some terrorist organizations have demonstrated excellent uniform and grade 
recognition skills; other groups have noL Depending on the existence and capability of 
terrorist groups operating in each country, wearing American military uniforms may 
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increase risk of attack because of an inability of terrorists to differentiate DoD personnel 
from host government personnel on the basis of uniform. 

c • Symbols of Power and Prestige 

As in other instances of mistaken identity, if one looks the pan of a powerful 
or prestigious person, there is always the possibility that one will be mistaken for a 
powerful or prestigious person. In those instances where terrorists· are seeking a specific 
individ~ it may be useful to avoid appearing much like the presumed target 

9 • Delectability 

Even if terrorists develop detailed information on potential victims of kidnapping or 
hostage-taking, they must still be able to detect the presence of their target Terrorists use 
visual surveillance; they may have used electronic surveillance in some instances as well. 

10. Accessibility 

Even if terrorists can identify DoD personnel. as American natio~ as symbols of 
American power and prestige, as symbols of military oppression, and even if they can 
single out specific individuals, the risk of becoming a teiTorist victim may still be 
conttollable. Not only must terrorists identify, detect and ~k targets, they must get 

· · ssful attack. 

C. VULNERABll..ITY ASSESSMENTS 

1. General 

a. Vulnerability assessments address the consequences of terrorist .attacks in 
terms of the ability of units, installations, commands, or activities to accomplish their 
assignments successfully, even if terrorists have inflicted casualties or destroyed or 
damaged DoD assets. Put slightly differently, vulnerability analysis seeks to understand 
the compound probability of ( 1) being bit by a terrorist attack and (2) whether or not 

. assigned responsibilities can be fulfilled as required if attacked. 

b. In assessing wlnerability, some excursions from the range of attacks described 
in terrorist threat analysis products for relevant terrorist groups should also be made. Not 
only are such excursions helpful in planning for the "greater than expected" threat, such 
excursions help managers· and military commanders identify the sensitivity of their 

-combatting terrorism plans, programs, and protective measures to changes in analytical 
assumptions, threat, role or mission. 

2 . Vulnerability Assessment Functions 

a. ·The minimum purpose ofwlnerability assessments is to aid installation civilian 
managers and military commanders identify the following: 

(1) Weaknesses in the physical security plans, programs, and structures. 

(2) Inefficiencies and diminution of effectiveness in personnel practices and 
procedures relating to security, incident control, incident response, and incident resolution 
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including but not limited to law enforcement and security, intelligence, command, 
communicati~ medical, and public affairs. 

(3) Enhancements in operational procedures during times of peace, 
mobilization, crisis, and war. · 

(4) Resource requirements necessary to meet DoD, Service, combatant 
command, and local security requirements. 

b. Installation civilian managers and military commanders may use vulnerability 
assessments for other management, training, and oversight purposes as well. 

3. Vulnerability Assessment Process 

a. "Terrorist Thinking" 

It is imperative that members of the· installation staff participating in the 
vulnerability assessment step. outside their usual roles and "think like· a terrorist" They 
need to ponder several questions. 

(1) What assets would terrorists target? Why? 

(2) What capabilities are they reported to have? Which would be effective 
against targets assessed as likely? Why? 

(3) How might those capabilities be employed? 

(4) . What might early signs of attack be? How might such attacks be detected 
by the authorities? 

(5) What are the avenues of approach terrorists would take to reach targeted 
assets? 

(6) How well-proteCted are the assets likely to be targeted? 

b. Elements of Vulnerability 

(1) After identifying ~approaches terrorists might employ to gain access 
to DoD personnel and facilities, the facility should be examined from physical, personnel, 
and operations securi~ petspectives. 

(2) The following enumerated list of vulneiability elements is intended to be 
descriptive and thought provoking; it is not inteuded to be comptehensive or definitive. 
Vulnerability elements include steps criminals or terrorists might take to gain access to 
protected DoD assets and the resulting adverse consequences for the Depanment of 
Defense in terms of diminution of capability to carry out assigned missions. Vulnerability 
elements also include actions taken by DoD personnel during the course of execution of 
assignmen~ that may increase the risk of tcrTOrist attack and exacerbate the consequences 
of aaack should it occur. · 

(3) Terrorists can cut perimeter fences, gain access to a facility, inflict 
casualties, and degrade DoD capabilities to execute assigned missions. Undetected 
intrusions or detected intrusions that generate no alarm or response suggest a potential 
wlnerability to terrorist attack. 
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( 4) Removal of vehicles from secure storage facilities to an open field in 
preparation for unit transit from a main operating base to a training area increases the 
exposure of vehicles to potential terrorist attack. Conduct of training exercises is, 
however, part of the normal peacetime training and exercise routine. 

(5) Military commanders and civilian managers as appropriate have 
responsibility for balancing exposure of DoD assets to terrori$t attack risk and vulnerability 
with continued preparation, ttaining, and execution of DoD missions. Assessments of 
wlnerability are. continuous, based on the operational tempo of each DoD component's 
specific activities. 

may because of their prominenCe or positions. . D, Enclosure 1, 
provides a smvey instrument tailored to port secmity considerations; this survey· instrument 
can also be used to assess waterside security at DoD installations bordering rivers, lakes, or 
bodies of salt water. Topics that should be addressed in a physical secmity survey include, 
but. are not necessarily limited to, those illustrated by Figure 6-1. 

(1) Physical Security Surveys together with terrorist threat analyses provide 
the data necessary to determine Physical Security Threats as defined in DoD 5200.8-R, 
Security of DoD Facilities, May 1991.3 Physical Security Assessments provide key inputs 
necessary to make judgments with respect to terrorist attack risk (can the targets be hit?) 
and vulnerability (can DoD units continue to accomplish assigned ~ssions if attacked by 

. ?) terronsts .• 

4 • Application or Physical Security and Assessments 

a. VISible, fixed, land-based DoD facilities should have wlnerability assessments 
performed on a regular basis if terrorist threat analyses establish the existence of terrorist 
threat groups in the country housing the facility. However, vulnerability assessments 
should not be limited to fixed, land-based DoD facilities. Some DoD assets that require 
protection are senior military officers or senior DoD civilian officials. The specific 
assignments of these individuals may place them at risk of becoming the victim of a 
terrorist attack. In some cases, loss of an individual is tantamount to the termination or 
failure of a DoD mission. 

b. Vulnerability assessments can also be applied to residences of DoD-affiliated 
personne4 travel plans, and life styles. 

c. Vulnerability assesSments should explicitly consider the possibility of indirect 
attacks or attacks from unusual approaches. Terrorists have attempted to use bot air 
balloons, ultra-light aircraft, powered hang-glid~ swimmer delivery vehicles· and qther 
unusual means to breach perimeter security devices. 

2 See 01apter 13 for discussion of High Risk Personnel and High Risk BilleiS. 

3 This subject is addressed in Chapter 7. . 
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d. Three-dimensional wlnerability assessments are imperative when assessing the 
vulnerability of DoD personnel, facilities, or material located within installations or 
buildings not owned or completely controlled by the Department of Defense. 

e. Vulnerability assessments are an ongoing process. Vulnerability of DoD assets 
changes daily, if not hourly, depending upon the nature of the terrorist threat on the one 
hand, and the nature of the tasks being performed on the other. A detail~ static 
vulnerability assessment provides a baseline assessment from which decrease~ or increases 
in vulnerability can be assessed. 

f. The process of constructing an Integrated Terrorist Threat Estimate requires 
another building block. The overall importance of each DoD asset must be examined in 
light of assigned missions, proteCtion requilements, and identified tbre8ts. 

D. CRITICALITY ASSESSMENTS 

1. General Observations 

a. The criticality assessment identifies key assets and infrastructures that suppon 
DoD missions, units, or activities and are deemed mission critical by military commanders 
or civilian agency managers. It addresses the impact of temporary or permanent loss of key 
assets or infrastructures to the installation's and/or unit's ability to perform its mission. It 
examines costs of recovery and reconstitution including time, dollars, capability and 
infrastrUcture suppon. 

b. Analysts performing criticality assessments should consider the possibility of 
collateral damage sufficient to disable or destroy a DoD critical asset in the event that a 
nearby target is auacked by terrorists. 

c. Criticality assessments should be performed withiil the acquisition and 
logistics communities as well as in operational units and reserve forces. Application of 
criticality assessment elements to research, development, test, and evaluation (RDT &E), 
procurement, maintenance, and logistics life-cycle events will facilitate continued Service 
aDd DoD Agency support of combatant commanders and their subordinate commands in the 
field during times of crisis or combat, even if the United States and our allies defense 
industrial bases should become targets of terrorist anack. 

d. ·The Service Acquisition Executive and Acquisition Program Executive Officers 
should direct preparation of a Key Assets list required under DoD Directive 5160.54 
(reference (bb)) for each acquisition program. Contracting Officers and Contracting 
Officer's Technical Representatives should survey contractors performing conttacts for 
DoD to identify key assets as defined by reference (bb). 

2 . Criticality Assessment Functions 

a. In military units deployed under the command of the Services or a Unified and 
Specified Command, the staff at each echelon of command determines and prioritizes 
critical assets. The commander approves the prioritized list. 

b. The criticality assessment 

(1) Identifies installation's and/or unit's key assets. 
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(2) DeterminCs wherher-~~j'~~~ Can be duplicated under various 
attack scenarios. 

(3) Determines time required to duplicate key assets or infrastructures effons 
if temporarily or permanently lOSL 

( 4Y Determines wlnerability of key assets or infrastructures to bombs, vehicle 
crashe~ armed assault, and sabotage. 

(5) Determines priority of response to key assets and infrastructures in the 
event of fire, multiple bombings, or other terrorist ~ 

3 • Elements of Criticality 
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E. USE OF INTEGRA TED TERRORIST THREAT ESTIMATES 

1. In Chapter 1, it was observed that the DoD Combatting Temnism Program has 
two phases: a proactive or preventive phase and a reactive phase. In Chapter 5, Terrorist 
Threat Analysis, the first building block in the proactive phase, was discussed. In this 
chapter, the assessment of terrorist attack~ DoD asset vulnerability to such attacks, and 
DoD asset criticality to DoD mission accomplishment have been addressed 

2. The DoD Combatting Terrorism Program mandates that civilian managers and 
military commanders at all echelons assume responsibility for assembling an integrated 
Terrorist Threat Estimate. This estimate is constructed from four basic building blocks 
provided by organizations indicated: 

a. Terrorist Threat Analyses (intelligence community). 

b. Terrorist Attack Risk Assessments (civilian management/military 
commanders). 

c. Terrorist Attack Vulnerability Assessments (civilian management and/or 
military commanders). 

d. DoD Asset Criticality Assessments (civilian management and/or military 
commanders). 
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CHAPTER 7 

PHYSICAL SECURITY SYSTEM CONCEPT 

A. INTRODUCTION 

1. This chapter considers the plight of civilian managers and military commanders, 
depicted in Figure 7-1. They are frequently confronted with Terrorist Threat Analyses 
prepared by DoD-level intelligence agencies. They receive supplementary terrorist threat 
information and analyses through Service and CINC channels. Their own intelligence, 
counterintelligence, and law enforcement staffs add to the general storehouse of terrorist 
threat information. 

2. In addition to terrorist threat information and analyses, they receive--on a 
continuing basis-judgments on terrorist attack risk, the vulnerability of their missions to 
the consequences of attacks on their assets, and the criticality of key assets that may 
require protection. Since civilian managers and military commanders have other tasks to 
perform as 'well as to protect DoD-affiliated personnel, facilities, and assets from terrorist 
attac~ they can easily become overloaded with security-related information and demands 
for response in the absenCe of guidance on establishment of priorities for DoD asset 
protection. 

3. Figure 7-1 illustrates this situation. It shows the aggregate potential for security 
enhancements as a result of the development of an Integrated Terrorist Threat Estimate in 
the upper left of the figure; the lower right shows a broad range of daily activities that must· 
be managed and ov~ each embedded in a security or force protection environment. 
As suggested by the Plan of the Day in the lower right-hand comer 
DoD on, with or without a terrorist threat. 

ptoper balance of Force Protection and Antiterrorism on the one 
hand, and carrying out other elements in the Plan of the Day that contribute to DoD mission 
accomplishment. 

4. The upper-right hand comer introduces a new block of information, analytical 
tools, and guidance on security and security resource allocation priorities: DoD Physical 
Security Policy. 

7-1 

FOR OFFICIAL USE ONLY 



DoD 0·2000.12-H 

DoD~~-· -liD 
SMIDI, CN:, Lal:ll~ 

.......... Colli! • ..sea. ---T-AIIa*'•21 ••r 
, -_,&MD, CINC, LG1a1 Clplraanl 

... ~PUDic ....... a.. ---T_._..._ •· 
FaDS.W.. CINC, Lal:ll....._..... 
Coa& I &~e-

Figure 7·1. Processing Integrated Terrorist Threat Estimates Into 
Antiterrorism and Force Protection Programs 

integration of physical security programs, personnel security activiti~ and operations 
security into a mutually reinforcing set of antiterrorism preventive measures. 

B • DoD PHYSICAL .SECURITY POLICY 

1 • Policy Objectives 

a. DoD has promulgated a general policy dictating physical security measures 
applicable to all DoD installations, facilities, and activities. The objectives of reference ( cc) 
are to: 
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(1) Establish general policy for the security of per:sonnel and installations, 
military operations,. and certain assets. ,,,.; 

' ..... ;r- ~ 

(2) PrOvide ~ealistic guidance, general procedures, . and the necessary 
flexibility for com.maDdm ·to ·protect persqnnel, installations, opefatic>iis; and assets from 
typical threats. ,. ! ••. ,: ;, 

(3)· Reduce. the ·loss, theft, or diversion of, and ~ge to, DoD assets, 
thereby ensuring .. J}W warfighting capability is-maintained · · · 

b. To UDpl~t this policy, OSD has established some nominal design threats 
used to help p•ers·· address physical security requirements. The design threats include 
pearerime, crisiS, and -~anime conditions, idenl:ify broad clas~ of perpetrators of physical 
attacks against DoD f&Cilities and materiel-, and po~ ·nominal r$liges of capability 
defined by types of weapons or tools .used on lbe one. band,··or .the abiliD' #> penetrate DoD 
facilities protected by standard protection systems. 

2 • Pbysical ~urity Threats 
! 

,,, .. :: 

.. . :R.~gul8tion describes a broad range of physical security threats ~ 
w~mo1t1s in~~ in .. the p~ysi~ secmitt .. ~ and the 

m"PeJn~l)[$\~ · ·. ·. · · .. · 'inysi~ ~ty prot~y~·d~~9~f~·:··Ft~ ?-2 
'Pi,Pi;'rfllio•·lt.'t Ul~~f·~d cap8.Witics ~gamst wbieb. ~Uitipri musti~ desi~~ . 

Embbasis'1m··:figuonst~~tsbas·been·liidect·;:.·· '· · ' ·,. ;~:· 
~ . ' ':~: :-~ . ' 

ICL3·.L&;.;·~· . . 

. . . . ind. weaPons· used by perj,eaatprs of -~.on .DoD 
The· .. · · · · ·· and· cbiractedstics of weapons and too\~ dict,ate protection 

requirements. . Protection requirements, in turn, drive archiiectural pwi( ·draWings, and 
construction. 

1 Individuals who resort to violent auacks against DoD assetS motivated by personal anger, not politics. 

7-3 

·FOR OFFICIAL USE ONLY 



DoD ~<o-2ooo.12-H 
... · '-: ,·-.·-~~!... ..... . f . ' 

Figure 7·2. Physical Security Threat Matrix 

e. Ovil engineers have a very narrow perspective on the design and construction 
of facilities to withstand assaulL 

~· ... &o'l~as 
against targets. Th~ analysts are CODCa'Ded about tbe tcdmical capability of weapons aDd 
~Is and the method of operuioDs emplOyed iD teaorist anacks 

3 • Systems Approach to Pbysical Sec:urity 

construCtion staDdards. They reflect instead the variable nature of physical 
security threats to DoD assets, the dynamic character of DoD force structure, the 
distribution of forces and assets among widely distributed DoD installations, and the 
different activities of the DoD components. 

b. The. Regulation establishes the following physical security system 
PERFORMANCE GOAL: 
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The goal of the secmity system for an asset or facility is to deploy 
security resources so as to preclude or reduce the potential for 
sabotage, theft, trespass, terrorism, espionage or other criminal 
activity. To achieve this goal a secmity system provides the 
capability to DETECT, ASSESS, COMMUNICATE, DELAY AND 
RESPOND 10 AN UNAUIHORIZED A T'IEMPT AT ENTRY. 

c. To meet the functional requirements of the physical security system specified 
above, several system components are identified, including the following: 

(1) Integrated electronic secmity systemS. 

(2) Entry and circulation control 

(3) Barrier systemS. 

(4) Access delay and denial systems. 

(5) Dedicated secmity forces. 

(6) Designated irnrneJliate response forces. 

·By combining these physical security system components into an integrated protection 
system, appropriate levels of protection for United States defense resources can be 
achieved. It is also clear that such systems can be prohibitively expensive if applied to each 
and every 'DoD installation or facility within a DoD installation. Physical Secmity 
Protection priorities are therefore established. 

4 • DoD Asset Types and Protection Priorities 

a. The DoD Regulation provides clear guidance on the priority for protection of 
lnstallations, facilities, activities, organizations, or individuals based on the functions 
supponed or carried out by each. The Regulation also prescribes the combination of 
physical secmity system that can appropriate 
levels of protection. 

b. Figure 7-3 illustrates ~ow physical secmity protection resources should be 
used to achieve the desired degree of protection for DoD's assets. 

S • Specific Physical Security Policy Direction 

a. Combining the concepts of a physical security threa~ a physi~al security 
system· that contains multiple components, and assets requiring protection, the DoD 
Regulation elaborates the following policy: 
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Figure 7·3. Resource and Asset Priorities 
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It is DoD policy that DoD Components sball develop, establish, and 
maintain policies and procedures to control access to installations, 
including the following: 
1. Using a defense-in-depth concept to provide graduated levels of 

protection from the installation perimeter to critical assets. 
2. Determining the degree of control required over personnel and 

equipment entering or leaving the installation. 

b. The Regulation also prescribes the development of plans, programs, and 
specific measures to enhance security to be implemented under the following situations: 
(emphasis added): 

(1) National emergency. 

(2) Disaster. 

(3) TERRORISTTHREATCONDmONS.2 

( 4) Significant criminal activity. 

(5) Civil disturbance. 

(6) Other contingencies that would SERIOUSLY AFFECT THE ABll..ITY OF 
INSTAlLATION PERSONNEL TO PERFORM THEIR MISSION. 

C. SUMMARY OF PHYSICAL SECURITY SYSTEM FUNCTIONS 

1. The physical security system emplaced around DoD installations, facilities, 
activities, organizations, and even individuals must perform the following functions: 

a. Detect tbreals; 

b. Assess and classify threats; 

c. Communicate warning and threat assessment information; 

d. Delay penetration by the threat to the protected asset as long as necessary; and 

e. Provide for timely, effective response to the threat. 

2. In the discUssion that follows in Chapters 8, 9, and 10, various approaches to 
enhancing physical security of DoD assets will be addressed. While many of the specific 
measures identified will be illustrated with examples based on DoD installations, the 
principles apply equally to all DoD activities regardless of their location. 

2 See Chapcer 17 and Appendix DD below fer further discussion. 
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CHAPTER 8 

PHYSICAL SECURITY SYSTEM COMPONENTS 

A. OVERVIEW 

1. The physical secmity systems installed in and around DoD installations and 
facilities form the physical backbone of DoD combatting terrorism efforts. The facilities, 
equipment, and personnel comprising the installation security force are the first lines of 
defense against terrorist attack. DoD installation civilian managers and military 
commanders should develop an integrated physical security system as described in 
Chapter 7, consistent with the threat, in order to achieve the necessary levels of protection 
of DoD assets. 

2. DoD 5200.8-R (reference (cc)) encourages the use of technology and people to 
achieve a cost-effective, security system level of performance. In this chapter, the basic 
components of a physical security system will be described. Security managers should 
bear in . mind that cost-effective secmity systems designs use the minimum essential 
components to achieve the desired level of security; resource limitations and constraints 
mean that trade-off's will be required. 

3. This chapter will consider the basic approach to the design and implementation of 
installation physical security systems. Each major component will be discussed. The 
chapter will conclude with a discussion of physical security system integration with other 
installation site selection and design issues. 

· B. LAYERED SECURITY CONCEPT 

1. The DoD Physical Security Program Regulation emphasizes the need to think of 
physical security as a system providing protection-in-depth. In some cases defense-in
depth can be obtained by constructing "islands" of extreme or high security with a "sea" of 
moderate security. 

2. The object of the physical security system no matter how it is described is the 
same: 

a. Retain operational capability· and mission functionality by providing the 
greatest level of protection to those resources necessary and sufficient to meet specified 
operational and/or mission requirements. · 

3. As m 7, protection of DoD assets iS provided by a Physical Security 
System consisting of the following major components: 
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a. Integrated electronic systems. 

b. Entry and circulation control 

c. Barrier systemS. 

d. Access delay and denial security Systems. 

e. 

f. Designated irmnediare response forces. 

4. Figure 8-1. illustrates the generaL layered defense approach to the implementation 
of a physical secmity system. The DoD asset(s) to be protected are located within an 
innermost ring of security. Additional layers of security are provided at increasing 
distances from the asset to be proteCted. The number of layers, the components that 
comprise them. and their resistance to .penetration depend on the threat and the imponance. 
of the asset to be protected. 

Figure 1-1. Layered Approach to Protection of DoD Assets . 

S. Figure 8-2 illustrates the concept of layered, integrated physical security system 
components conaibuting to the secmity of a DoD asseL An outer perimeter is established 
and clearly marked. Just inside the outer perimeter is an outer security zone. Within this 

. zone are· SlD'Veillance systems to monitor activities within the . zone and beyond the 
perimeter. Access control points have been constructed to control acc:ess from outside the 
perimeter to the outer security zone. 
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Au p :n M Forcee 

Figure 8-2. High Security Illustration of the Layered Security Concept 

'C'mlrnx>nen.ts into a physical security system that can provide high resistance to 
penetration, prolong an anack against protected DoD assets, and delay attackers long 
enough to permit a response force to arrive in time to apprehend and/or detain the 
perpetrators, recover assets, and restore them to their secured status. 

7. Figure 8-2 depicts key physical security system components and an approach to 
the integration of these elements into a physical security system that can detect threats; 
identify, classify, and assess intrusions; delay inausions long enough to permit response 
forces to arrive and complete containment and apprehension; and if all else fails, delay 
intruders still longer until overwhelming force arrives to rescue and/or recover the asset. 

8. The concept of a layered defense also includes protection from threats launched 
against DoD assets from any direction. Threats could come from below or above, as well 
as through perimeter fences, walls, or other barriers. Underground parking garages in 
office buildings, high-rise apamnents, and hotels can harbor tetrorists, as can large utility 
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service structtn'eS such as· tunnels, cUlveftS, canais,' or spillways. Ceilings or roofs can be 
penetrated and must also be protected. Even wide open spaces on a large installation can 
represent potential danger for terrorists equipped with hang-gliders, ultralight aircraft, 
parachutes, or even helicopters. 

9. Most DoD asseu do not require and should not be protected to the level depicted in 
Figure 8-2; if circumstances require such protection, use of the physical security systems 
concept allows for identification of temporary or expedient measures that can be used to 
increase proteCtion afforded to DoD assets for the duration of a transient threat. 

C. PHYSICAL SECURITY SYSTEM FUNCfiONAL REQUIREMENTS 

1. General 

a. For a physical security sysaem to protect DoD assets, certain security functions 
must be performed Among these functions are the following: 

(1) 1'hreit Detection. 

(2) Threat Classification and AssesSDletlt. 

(3) Threat Annunciation. 

( 4) Threat Delay. 

(5) Threat Response. 

b. Each of these functions is critical to the overall perfotmance of the Physical 
Security system. Each is considered in rum. 

2 • Threat Detection 

. a.· The first challenge to tbe physical security system is its ability to detect the 
presence of hostile intruders. As a general rule, the earlier the detection of threats and the 
longer the iange at which they are detected, the greater the oppcntunities are to protect DoD 
assets and minimize the impact of terrorist acts against DoD personnel, materiel, and 
facilities. A wide variety of systemS can be used to detect the presence of activity at a 
distance from the f~ty. The ability of surveillance systems to detect activity can vary 
widely. Several faaors can influence surveillance system performance. . 
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e. The number and variety of smveillance sensors can be affected by the location 
of initial threat detection. If a threat can be deteeted at the outer perimeter, then additional 
sensors can be used between the outer perimeter and the inner perimeter to aid in the 
classification and assessment of the intrUder before the response force is dispatched. If the 
installation or facility is compact and little distance separates the· outer perimeter from an 
inner security zone, then the response force must be dispatched almost immediately upon 
detection of an intrusion so that it can complete assessment and make an initial response. 

f. Baniers such as fences, walls, ditches, or roads become platforms on which 
intrusion detection system sensors are mounted. Such systems can detect the passage of an 
object, animal, or person through a line. They can be used to detect the presence of 
intruders within a restricted zone such as sand strip encircling the perimeter of a facility. 
They can detect the presence of intruders in a restricted volume of space such as an office, a 
garage, or a hangar. Intrusion detection systems are especially useful within an 
installation, and oftentimes can be used in conjunction with perimeter barriers, security 
zon~ and interior barriers to provide detailed infonnation about the location of a potential 
threat. 

g. If the geography and siting of an installation do not permit detection of threat at 
its periphery as is the case when DoD facilities occupy only a portion of a commercial 
office building, then threat detection must occm at close quarters to the protected DoD 
asset. Under such circumstances, multiple intrusion detection systems, based on different 
detection principles, can be employed to provide threat detection and additiQnal information 
needed for classification and assessment as discussed below. 

h. Detection systems have varying strengths and weaknesses depending upon the 
physical climate and environment in which they are expected to operate, the nature of 
targets to be detected, the training and skill of their operators and interpreters of data, and 
the topography and geography of the installation or facility from which surveillance is 
being mounted. Careful planning is necessary to install a surveillance system at the 
installation or facility perimeter with capability of providing both outward and inward 

· surveillance. Planners should consult with Service and OSD expertS with respect to their 
site-specific needs. 

3 • Threat Annunciation 

a. It is, of course, not sufficient to detect the presence of potential threats. The 
physical security system must take additional stepS to mitigare the threat. 

b. ft\ critical component of the physical security system is threat annunciation. 

(1) Threat annunciation must occur in some type of watch center from which 
initial attempts to classify and assess the threat will be made. 
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(2) In some DoD facilities ·where mOst stringent security requirements must be 
met, threat annunciation may also be needed in a response force ready-room, where 
members of the response force remain in an alen state, prepared to respond to identified 
threats. 

(3) Tlueat annunciation in the immediate quarters or offices of key personnel 
who are· considered protected DoD assets, or other DoD assets may also be neceSsary to 
permit transitioning them into a highly protected phySical structure (sending key personnel 
to a safehaven, pulling ain:raft into hardened shelters and revetmenu, etc.) 

c. While the annunciation of threat need not occur simultaneously in these 
locations, the physical security system must have a way of communicating the need for 
action to personnel assigned to assess or respond to threats. Annunciators can be 
auditory (alarm bells, whistles, horns, etc.), visual (flashing lights, blinking and/or 
color marks appearing on computer screens), or even tactile (vibrating units worn as 

· pocket pagers). · 

d. It is recommended that at least two different types of annunciators be used 
throughout an installation where resources permit and a requirement for rapid security 
response exits. 

e~ Annunciators should be scattered throughout an installation to enable 
assessment personnel to summon response forces and to alert protected assets. to an 
imminent aaack. Intercom systems, ponable radios, telephones, and radio paging devices 
can be used to alen specific personnel or specific facilities. Bells, whistles, sirens, and 
flashing lights can be used for general alarms. . 

f. Where the threat environment and resources warrant, installations should be 
fitted with genC:ral annunciators that allow persoune1 to discriminate among different types 
of emergencies. One set of alarms should be used for emagencies teqUiring the evacuation 
of facilities (fire. or bomb threats). Another set of alarms should be used to wam of 
emergencies that require taking shelter in iriterior building spaces away from windows and 
exterior walls as in the event of civil disturbances or tornadoes. 

4 • Threat Classification and Assessment 

a~ Once the presence of a threat bas been deteCted and threat assessment personnel 
notifi~ the physical security system Dmst classify and assess the threat. The presence of a 
threat is usually deteCted as a result of some sort of alarm. Surveillance systemS, including 
but not limited to visual surveillance systems and intrusion detection systems, transmit data 
to an information pocessing center, where detection data are assessed. 

b. Assessment of and response to alarms must be swift and as practiced as 
possible. An intruder running can cover considerable distance in a matter o~ seconds. 
Guards and other security personnel are relied upon primarily to assess intrusion alarms. 
They must respond immediately when· alerted. Often, ~ty personnel use CCTV to 
assist them in their assessment role .. CCTV s can also be slaved to the Intrusion Detection 
System (IDS) system. When a sensor alarms on a slaved system, a CCTV camera is 
immediately focused onto the alarmed area and the picture focused for the security guard 
monitoring th~ IDS system for assessment 
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c. _The purpose of such assessments is to determine the following: 

(1) Is the alarm real or false? 

(2) 
1If the alarm was real, is the intrusion hostile or benign? 

5 • Threat Delay 

a. Delay is provided by perimeter, exterior, and interior physical baniers erected 
or installed to protect the structure, such as fences, gates, walls, windows, c;ioors, locking 
systems, ceilings, and floors. These physical barriers are evaluated as a system. The 
effectiveness of a barrier system is measured by the minimum total delay time it provides 
on any path into the protected area. Delay time is measured from the time the intruder is 
detected until he has penetrated all of the barriers, including the time it takes to travel from 
barrier to barrier, and the protected area. 

b. Delay bas three ·purposes: 

( 1) Facilliale definitive threat classification and assessment 

(2) Facililate response by physical security response forces. 

(3) Facilitate evacuation of protected DoD assets if evacuation is the most 
appropriate, cost-effective force protection remedy. 

c. Delay of potential threats at the greatest distance possible from the protected 
DoD assets can be essential in making definitive threat classifications and assessments. 
Being able to delay intruders at the installation perimeter long enough to classify the threat 
(human) and assess it (not carrying firearms) may prevent unnecessary injury or loss of 
life. 

d. Delay allows the response force an opponunity to take up defensive positions 
to protect DoD assets, to defend facilities and personnel, to counterattac~ and to conclude 
an incident with urest and apprehension of the perpetrators. The greater the amount of 
time intruders can be kept away from major DoD assets requiring protection, the .greater the 
opponunity for DoD personnel to terminate the threat without loss or compromise of 
mission capability. 

e. Delay can be critical in facilitating the successful evacuation of DoD assets 
from facilities under attack. Delay to facilitate evacuation is especially imponant to DoD 
personnel serving in isolated posts. 
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6 . Threat Response 

a. Response to threats begins immediately upon detection; response activity 
increases concurrently with threat classification and assessmenL · The purposes of the 
physical secmity system response to threats are as follows: 

(1) Stop further intrusion by the threat at the greatest distance possible from 
proteCted assets; 

(2) Slow the rate of advance towards the protected asset as much as possible; 

(3) · Facilitate the evacuarion of the proteCted asset to safe areas; 

(4) Secure the protected asset aDd contain the threat; 

· (S) . Contain the threat, prevent additional hostile resources from arriving, and 
prepare to apprehend the threat and relieve the protected asset. 

b. Specific methods to accomplish these response goals are discussed in Clapter 
15. In general, physical security design elements included in DoD installations and 
facilities can aid response forces in accomplishing these · 

1.. Barriers are an integral pan of all physical secmity systems. They are used at the 
perimeter of DoD installations to perform several functions. Barriers establish boundaries. 
They deter and intimidate individuals from attempting unlawful or unauthorized entry. 
Barriers become platforms on which more sophisticated sensors can be placed to aid in 
threat detection and classification. Some bmiers at the perimeter of a DoD installation help 
shield activities \Vithin the insta]Jarion from i•••nr.diate, dRct observation. 

- 2. Barriers are also used at the perimeter of DoD installations to facilitate pedestrian 
and vehicle entrance and exit control Use of barriers channels traffic through designated 
access conaol points, where pedesuians and vehicles can be monitored and searched for 

. contraband, explosives, or other threats as circumstances warrant. 

3. Barriers are used within individual buildings on DoD installations for similar 
purposes. In addition, use of high secmity doors, window glazings, and walls can provide 

. building occupantS with protection against ballistic penetrations-small arms fire, bomb 
fragments, broken glass, eiC. 

4. Figure 8-3 presents an illustrative list of both natural and man-made barriers of 
potenlial ~ to secmity program planners. . 

5. Specific permanent, .teiDpOiaty, and expedient barrier materials are discussed in 
Chapters 9 and 10. 
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BARRIER Natural Obstacle Man-made or Result of 
FUNCTION Naturally Occurring Human Endeavor 

. Establish Boundary River,_vaJiey, forest line wau, fence, hedge 
Isolate Activity, Mountains or hills, jungle, Walls, fences 

Discourage VIsitors dense growth, desert Berms, canals, moats 
Aid Detection of Electronic detection devices 

Unauthorized Entry, mounted on boundary 
Intrusion Sand strips at boundary of 

areas to be isolated 
Electronic Devices 

Impede Pedestrian Rivers. swartl)S, natural Fences and walls wlh or 
Passage terrain features without doors or gates 

Impede Vehicle Rivers, swartl)S, natural Fences, walls, Jersey Bounce 
Passage terrairi features barriers, 

Specially designed vehicle 
barriers 

Aircraft arresting cable 
Prevent External Forests, natural terrain features Benns, earthwod(s 

VIsual Observation Walls, solid fences 
Masonry block screens 

Translucent glass ~ 
polycarbonate sheet 

Shutters, awnings, draperies 
Minimize Ballistic High berms, earthworks 

Material Penetration Steel reinforced concrete 
or masorry waits 

Blast shields fabricated 
from steel-ply materials 

Ballistic resistant glazinas 

Figure 8-3. Security Barrier Functions and Illustrative Ex~mples 

E. INTRUSION DETECTION SYSTEMS (IDS) 

1 • IDS Overview 

a. Inausion Detection Systems (IDS) are used to accomplish the following: 

(1) 

(2) Provide additional conttols at critical areas or points. 

(3) Substitute for other physical security measures which cannot be used 
because of safety regulations, operational requirements, building layout, cost or simUar 
reasons. 

( 4) Provide insurance against human error. 

(5) Enhance the security force capability to detect and defeat intruders. 

(6) Provide the earliest practical warning to security forces of any attempted 
penetration of protected areas. 
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(7) There are four types of IDS: 

(a) Local Alann 

In this system, the protective circuits and alarm devices actuate a 
visible or audible signal in the immediate vicinity of the detected intrusio~ usually on the 
exterior of the building. The alarm ttansmission and/or communication lines do not leave 
the local security forces that may be in the area when the alann is 

(b) Ccmral Station 

In this type of system, the operation of alarm devices and electrical 
circuits are automatically signalled to, recorded in, maintained, ·and supervised from a 
central station owned and managed by a commercial firm with guards and operators in 
attendance at all times. These personnel monitor the signals and provide the response force 
to any unauthorized entry into the protected area. 

(c) Police Connection 

In this type of system, the alarm devices and electrical circuits are 
connected via leased telephone company lines to a monitoring unit located in nearby civilian 
police stations. An agreement with the local police deparanent must be arranged prior to 
establishment of this type of system. 

(d) Proprietary IDS Station 

1 · This system is quite gmjlar to a Central Station operation, except 
that the IDS monitoring and/or recording equipment for all IDS at the installation is located 
within a constantly manned DoD civilian or military police, or security force 
communications center. maintained and owned by the Government U&~'Wi~A.&4-.&~ 
inmJJarion police or security force responds to all IDS activations. 

~ DoD facilities equipped with IDS should utilize Proprietary IDS 
Station systemS where DoD personnel monitor and teSpOild to all alarms. 

2 • IDS Sensors 

Intrusion Detection Systems have several components including sensors, data 
transmission subsystems, displays and assessment subsystems, power subsystems, 
communications subsystems, and maintenance systems. Intrusion detection system (IDS) 
sensors are divided primarily into two groups, exterior sensors and interior sensors, 
depending upon their environmental capability. 
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a. Exterior Sensors 

(1) Exterior sensors are those that function in an outside environment These 
sensors, and their associated processing equipmen~ are weatherproofed and less sensitive 
to changes in climatic conditions. Exterior sensors are used for early detection of intruders 
before they reach a protected structure. They are designed to provide fairly uniform 
protection coverage over outdoor areas. Exterior sensors are used to establish an intrusion 
detection line along fences, walls, and water or other land boundaries surrounding a 
protected stnicture. 

(a) Perimeter Sensors 

Perimeter sensors are· exterior sensors normally installed on fences, 
walls, or gates. They detect different types of fence movement resulting from an inttuder 
climbing, cutting, lifting up, or otheiWise violating the fence. They can also be used within 
sttuctures to establish inner security zones or to moni~ movement within a large, open 
structure. 

(b) Line Sensors 

These exterior sensors form an extended boundary through which 
intrusion can be detected upon breaking or interfering with the sensor line, passing through 
a magnetic field, or changing the pattern in a electronic field . 

(2) Figure 8-4lists various types of exterior sensors. 

·Figure 8-4. Exterior IDS Sensor Types 

b • Interior Sensors 

(2) Sensors use various methods of detection. Among the most common, 
exterior sensors use seismic, magnetic, microwave, ~ electric fiel~ electromagnetic, 
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and vibration detection methods. Interior sensors primarily use capacitance, magnetic, 
ultrasonic, shock and/or vibration, and infrared techniques. Combinations of these 
methods may also be designed into individual senSors. They can· be configured in 
electro~c tiers, requiring an intruder to pass through each tier in progressive succession, 
thereby maeasing the likelihood that the intruder will be detected. 

(a) Penetration Sensors 

These interior sensors are designed to react to mechanical or 
acoustical vibration,. sensor movement, or sensor destruction. 

(b) Volumetric Sensors 

Volumetric sensors are interior interior type sensors are designed to 
react to the motion of an intruder. They may based on infrared, seismic, acoustic, or 
senSing technologies. 

(c) Duress Switches 

Duress switches, like those used in banks, set off an alarm at the 
touch of a button. They allow individuals to communicate situations of duress to forces 
that can render ~e. Both fixed and ponable Switches can be used in this application. 
FIXed duress switches are normally wired to the IDS duress circuit and are permanently 
mounted for activation of the duress alarm when needed. Ponable hand duress switches 
electronically ttansmit to a receiver that is wiled to the IDS duress circuit. Upon activation 
of a switch button, the small, wireless ttansmitter ·sends a radio signal to the receiver, 
triggering a duress alarm. Tnmsminers are designed either to be carried or mounted in 
suitable locations. 

(3) Figure 8-5 provides a listing of several different types of interior intrusion 
detection sensors, the pmposes for which such sensors are appropriate, the principles by 
which each sensor operateS, common false alatm causes, and appropriate applications. 

3 • Data and/or Signal Transmission 

This subsystem links sensors with control and monitoring consoles. The 
transmission medium is used to send control signals and data to and from all sensors, 
control points, and annunciator panels. This subsystem may be hardwired land lines, radio 
frequency links, fiber optic cables, or any combination thereof. Most recently, 
transmission of dala-encrypted alarm signals via satellite has been developed and is now 
available OJIIID § cially • 

. 4 • Annunciator, Control, and Display 

Annunciator, control, and display subsystems provide equipment for central 
operational control and monitoring of the IDS. Through this equipment, security force· 
personnel are instantly alerted to the status of any proteCted area. This subsystem should 
be located in a restricted area and closed off from public view. Alarmed spaces should be. 
designated by zones to facilitate identification of penetrated areas, assessments of 
vulnerability resulting from intrusions, and dispatch of response forces in a timely manner. 
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Figure 8-5. Selected Interior Intrusion Detection Sensors (continued) 

· ·S • Primary Power 

a. ID the selection process, a planner must ensure that an IDS is capable of 
operation on the pc)wer (flequency and voltage) that is available. Within the United States 
60Hz (cycles) aDd 110 volts altemating current (ac) is the staDdard. Outside CONUS, 
frequencies may be SO Hz or 60 Hz aDd voltages can range from 110V to 440V, in any 
c:ombinatioa. 

b. In many overseas areas, liile vol~ges can fluctuate widely and voltages for a 
240-volt system can drop to 180V then surge to near 300V. Where this occurs, surge 

· mestars and line conditioners wiD be~ to protect the JDS equipmenL If the system 
selected is DOt capable of openting on available power, then some means of converting the 
power to a usable form must be provided. Sufficient power must be available ·to operare 
the equipment in each area to be protected as well as the conttol monitoring station. The 
power required by each item of equipment must be included in determining the total system . 
load. 

c. ·Many sensors and display units operate on direct current (de). When these are 
used, it is necessary to provide sufficient de power rectifiers at each location to conven 
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locally available ac power to the de power required by the sensors and display units. Many 
of today's control units and sensors use microprocessors to accomplish their function. 
Although powerful in performance, they are susceptible to damage from electrical transients 
such as surges or spikes that result from interference or noise on the power line. This 
VUlnerability can be reduced through the incorporation of surge protectors and/or lighting 
3ITeStOrS in the design. . 

6. Emergency Backup Power 

a. The IDS must be capable of providing protection even when the primary power 
fails or is cut off. To ensure this, an alternative power source must be provided. If there is 
an uninterruptable power supply (UPS) available, then connecting the IDS to the UPS 
should be a prime consideration. Most ·systems contain a back-up battery that is 
continuously trickle-charged by the primary power system. An 8-hour battery backup is 
mandatory. However, if the primary power is subject to being out for longer periods, a 
16- or 24-hour backup should be procured or arrangements made tc;> provide a guard force 
as additional protection. 

b. Use of an emergency backup generator can provide the necessary power when 
the primary power fails. Battery backup is still required to keep the system up until the 
generator is staned. Expected power outages, system load requirements, and fuel 
availability will determine the capacity and type of generator required. 

7. Tamper Protection 

Protection from tampering with the IDS, the access system, and the assessment 
system should be designed into components of these systems so their effectiveness cannot 
be compromised. In typical applications, a switch is located within equipment covers or 
doors that are vulnerable to unauthorized entry~ A tamper alarm is registered at the 
annunciator panel when a cover or door is pried off or removed. 

8 • Alarm Assessment 

a. Alarm assessment is an essential function of a physical security system relying· 
on inttusion detection systems. IT IS IMPERA 1lVE lHAT THE CAUSE OF 1HE ALARM BE 
INVESTIGATED. Accurate and rapid assessment is ~ntial to prevent the commitment of 
response forces as a result of false or nuisance alarms. 

b. When an intrusion alarm is received, security . personnel must assess the 
validity, severity, and nature of the event causing the alarm. Visual methods are commonly 
used, either by direct sighting or by the use of Qosed Circuit Television (CCIV). 
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a. Requirements 

Proper maintenance of an IDS is essential. SystemS not properly· maintained 
may fail to detect intrusion or yield a high number of false and/or nuisance alarms, thereby 
losing credibility and demoralizing the seCurity force to the point where almn activations 
are often ignored. As a RSU!t, security may be less than that obtained without an IDS. The 
more complex an IDS, the more highly skilled and 'trained the majnrenance technicians must 
be. The number of technicians · IDS the nre!1~PY'n 
complexity and reliability. 
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b. IDS Testing Frequency 

individual tested to determine the continued adequacy mtended 
application. All transmission devices will be validated to ensure proper operations. 
Testing should be conducted in concert with the security officer. Tests should include 
temporary interruption of AC power to ensure ACIDC transfer and that. batteries or other 
alternate power sources are functional. Test result recotds should be retained consistent 
with Service~ Agency~ or Inspector General requirements. 

F. LIGHTING SYSTEMS 

Protective lighting should enable guald farce personnel to observe activities around or 
inside an installation without disclosing their presence. Adequate lighting for all 
approaches to an installation not only discourages attempted unauthorized entry~ but also 
reveals· persons within the area. However~ lighting should not be used alone. It should 
supplement other measures _such as fixed security posts or patrols, fences, and alarms. 

1 . Protective Lighting Approaches 

a. Good protective lighting is achieved by adequate, even light upon bordering 
areas, glaring lights in the eyes of the intruder, and relatively little light on security patrol 
routes. In addition to seeing long distances, security forces must be able to see low 
contrasts, such as indistinct outlines of silhouettes, and must be able to spot an inttuder 
who may be exposed to view for only a few seconds. All of these abilities are improved by 
higher levels of brighmess. 

b. In planning protective lighting, high brighmess contrast between intruder and 
background should be the first consideration. The volume and intensity of lighting will 
vary based on the smfaces to be illuminated. Dark, ditty surfaces, or surfaces painted with 
camouflage paint require more illumination than installations and buildings with clean 
concrete, light bric~ or glass surfaces. Rough, uneven terrain with dense underbrush 
requires more illumination to achieve a consram level of brightness than manicured lawns. 

2 • Types of Lighting 

a. Continuous Lighting (Stationary Luminary) 

.• :1 • ... • ' 

It consists of a series of 
fixed lights e hours of darkness with 
overlapping cones of light. Two priipary methods of employing continuous lighting are 
~ proteCtion aDd controlled lighting: 

( 1) Glare Projection Lighting 

Glare projection lighting is useful where the glare of lights directed across 
smrounding territory will not be annoying to neighbors or residents and not interfere with 
adjacent operations. It is a strong deterrent to potential inttuders because it makes it 
difficult for them to see the inside of the area. It also protects guards by keeping them in 
comparative darkness. Such lighting allows guards· to observe intruders at considerable 
distance beyond the perimeter. 
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(2) Controlled Lighting 

Controlled lighting is best used where it is necessary to limit the width of 
the lighted strip outside the perimeter because of adjoining propeny or nearby highways, 
railroads, navigable waters, or airpons. In controlled lighting, the width of the lighted strip 
can be controlled and adjusted to fit the particular need, such as illumirwion of a wide strip 
inside a fence and a narrow strip outside; or floodlighting a wall or roof. This method of 
lighting often illuminates or silhouettes security personnel as they patrol their route. 

·b. Standby Lighting (Stationary Luminary). 

The layout of this system is similar to continuous lighting. However, the 
luminaries are not continuously lighted, but are either automatically or manually turned on 
only when suspicious activity is detected or suspected by the security force or alarm 
systems. 

(1) Building Face. Perimeters 

· Building face perimeter lighting illuminates the faces of buildings on or 
within 20 feet of the propeny line, or the area line to be protected, and where the public 
may approach the buildings. Guaids may be stationed inside or outside of the buildings. 
Doorways or other insets in the building's face should receive special attention for lighting 
to eliminate shadows. 

( ~) Active Entrances 

Active enttance lighting for pedestrians and vehicles should have two or 
more lighting units with adequate illumination for recognition of persons and examination 
of credentials. All vehicle enttances should have two lighting units located to facilitate 
complete inspection of passenger cars, aucks, and freight cars as well as their contents and 
passengers. 

( 3) Semiactive or Inactive Entrances 

Semiactive or inactive enttances should have the same degree of 
continuous lighting as the remainder of the perimeter, with- standby lighting of sufficient 
illumination to be used when the entrance becomes active. Garehouses at entrances should· 
have a low level of interior illumination to enable guards to see better, increase their night 
vision adaptability, and avoid making them targets. -

c-. Movable Lighting 

A movable lighting system (stationary or portable) Consisting of manually, 
operated searchlights that may be lighted during hours of darkness or as needed. This 
system is normally used to supplement continuous or standby lighting. · 

d. Emergency Lighting 

Emergency light may duplicate any or all of the above systems. - Its use is 
limited to times of power failure or other e~ergencies that rerider the normal system 
inoperative. It depends on -alternative power sources, such as installed or ponable 
generators or batteries. 
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3. Wiring Systems .. , ·· -' · i. 
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4 • Power ·Sources 
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·' (bj l.oca~ed Within a ~~Y~ ·~-f<?Ea&;\iqo~~·i·. 

(c) Generator or battery-po\Vel'ed ~l~:~·~gr ~PnarJ! lights: 
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S • Control Systems 

Controls and switches for protective lighting systems should be inside the· 
protected area and locked or guarded at all times. An alternative is to locate controls in a 
r.entral station similar to or as a pan of the system used in intrusion detection alarm central 
monitoring stations. High impact plastic shields may be installed over lights to prevent 
destruction by stones, air rifles, etc. 

G. THREAT DELAY 

1. Several specific baniers can be employed to delay specific types of threats. 

2. A number of techniques can be used to harden perimeter barriers with modest 
resistance to penetration. For example, erecting a ballistic barrier on the interior side of 
unreinforced masonry building walls can increase the wall's resistance to penetration by 
bullets, grenade fragments, and hand tools. While this type of structure would be likely to 
fail were explosives detonated immediately at its face _or within a few feet to tens of feet, a 
ballistic liner can be used to inaease resistance to penetration. 

3. Doors and windows can also be hardened to increase their resistance to 
penetration. Techniques for hardening are discussed in Chapter 10. 

4. Ceilings, floors, and roofs, particularly in residential structures, may require 
hardening in order to enhance the protective value of sUch structures. Techniques to 
aamnplish such hardening are discussed in Chapter.lO. 

5. Other entrances, openings, or penettations into installations, facilities, and 
structures can be hardened to make them more resistant to penetration. The effect of such 
haniening is three-fold. · 

6. Increasing the ~ce of facilities and structures to ~ce forces terrorists to 
change their mode of operation. It requires terrorists to spend more time conducting 
smveillance of their ·targeL Hardening targets may force terrorists to acquire new tools, 
postpOne their attac~ and inaease their risk of exposure. 

H. ASSESSMENT AND INCIDENT RESPONSE FORCES 

security system. 

2. First, they function as barriers. Their presence is a visible and often tangible 
reminder of harm that could befall an intruder who ventures on to a DoD military 
installation without ptoper authorization. 
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3. Secon~ guards are an essential element in the intrusion detection system. 
Typically, they are responsible for making an on-the-spot assessment of initial alarms. 
Their judgement will figure prominently in installation responses. The ability to assess an 
intrUsion alarm as real or false is an important skill. The ability to determine that a real 
intrusion is benign or hostile is a life-threalening decision. Either the inauder or the guard 
force, or both are at risk if a miscalculation occurs. 

4. Third, guards are usually the initial response force and are therefore 
responsible for initial incident control and containment in the event of a terrorist incident. 
The desire of terrorists to generate as much publicity as possible can be fulfilled or 
minimized depending upon the knowledge arid skills of those guards who make the initial 
on-scene determinations surrounding a terrorist incident. · 

5. Guards are an essential element of the physical security system. Therefore, · 
consider implementing the following measures when employing military personnel, civilian 
personnel, and civilian contractor personnel as pan of a physical security system. 

. a. EXAMINE GUARD DUTIES AND RESPONSIBILITIES CAREFULLY; 
COMMUNICATE TilE REQUIREMENTS OF THE JOB CLEARLY. 

~ec=ou12 the guard force informed, focused, 
reqwrements expectations will help the force do a better job and keep 

morale· high. Identify surveillance, intruder deteCtion, classification, and assessment 
problems and conduct regular as well as unscheduled exercises to keep the guard force 
sensitive to events and aware of their own environment. 

b. PROVIDE GUARDS WITH TRANSPORT AND COMMUNICATION APPROPRIATE 
TO THE SJZE AND TERRAlN OF THE AREA TO BE KEPT UNDER SURVElLLANCE. 

Consider supplying bicycles, mopeds, and motor scooters where foot • 
are especially long, difficult, or tedious because of local environmental conditions. 

c. USE PERSONNEL DRAWN FROM MIDDLE ENLIST.ED RANKS AND CIVD..IAN 
GRADES AS WELL AS JUNIOR ENLISTED AND CIVILIAN PERSONNEL AS PART OF TilE 
GUARD FORCE. 

& V .. ~I.Liil~ -·U-£UA"' m 
na•~.,,.J1 personnel are required to stand at least some period of guard 

duty each month. 

d. KEEP GUARD PERSONNEL INFORMED OF THE THREAT. 

One of the most frustrating aspects of being a guard is not knowing what one 
should be looking for. Consider arranging for special briefings for guard personnel on 
local dueat matters. Even if the material is the same material available to others, brief guard 
personnel separately. Build esprit de corps wherever possible. 
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e. PROVIDE FREQUENT TRAINING OPPORnJNITIES FOR THE GUARD FORCE AND 
ENCOURAGE THEIR PARTICIPATION IN EXERCISE PLANNING, IMPLEMENTATION, AND 
EVALUAnON. 

'ertJtlelc~s, it can mean the 
sa of DoD assets or the loss of assets, 

capability, and innocent lives. Guard force training, accompanied by other security forces 
who would operate jointly with the guard force during an incident, should be a recmring 
part of physical security system exercises. 

(2) Guard personnel and other security personnel frequendy bear much of the 
burder in standing inspections and partiCipating in exercises. _They often have insights 
based on their experiences that can improve physical security system response to stress and 
to specific tbn:ats. They also have concerns about command and control viewed &om the 
petspective of those who receive orders. Including guard personnel in exercise planning 
and evaluation reinforces the value and imponance attached to guard responsibilities by 
management and command. It also affords security planners additional petspectives that 
can result in improvements in the performance _of guard and secUrity forc:cs. 

.1. SUMMARY 

1. This chapter has described the basic components of the physical security system 
tbat protects DoD assets in accordance with DoD policy. The system must correctly detect, 
classify, and identify threats; it must issue warnings to protected assets to take additional 
meas~ while meeting, containing, and resolving the threat. The physical security 
system relies on a combination of sensor technology, civil engineering techniques, barriers, 
and humans to perform tbese functions. 

. . 
2. The purpose ·of a physical secmity system is to protect assets; it should be 

popm donate in acquisition and operating and maintenance costs to the value of the assets 
that it is protecting. High value assets-assets that are· critical, make accomplishment of 
DoD missions vulnerable if they are successfully attacked by terrorists, aDd at_ risk-~ 
greater levels of protection than low value assets.· Physical security systems must be 
designed with specific threats in mind; excursions from anticipated threats to assess system 
level sensitivities and capabilities should and must be made to design a cost-effective 
physical security system. The existence of multiple technical and human physical security 
system components creates options to mix and match components against security needs. 
AD components need not be used in all circumstances to creare an effective physical security 
system. 
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CHAPTER 9 

PHYSICAL SECURITY MEASURES FOR AN INSTALLATION 

. A. INTRODUCTION 

1. The DoD Combatting Terrorism Program concept introduced in Chapter 1 
emphasized preventive measures designed to reduce the likelihood of terrorist anack and 

. mitigate its effects should it occur. 

cha1oter will integrate the DoD combatting terrorism program concept with 
DoD physical security policy requirements to illustrate the application of a generic physical 
security system to common aspects of DoD installations and facilities to protect DoD assets 
against terrorist attack. Physical security planning should consider physical security threat 
as well as the integrated terrorist threat estimate. Care should be given to ensure plans are 
drawn broadly enough to be responsive to radical changes in the physical security threats. 

3. Again, prudence must be exercised in the implementation of a physical security 
system design. While systems can be designed to meet the most stressful, conceivable 
physical security threats tetrorist might attempt, the actual measures implemented should 
be selected on the basis of threa~ ris~ vulnerability, and criticality of assets to be 
protected. Sensitivity analysis should be performed to verify that the elements of the 
design to be implemented can respond to some growth in either the terrorist thre~ the 
criticality of assets to be protected, or both. Planning for future growth and investing in 
facility infrastructure to support future growth at low incremental cost is prudenL 

B • INSTALLATION. AND FACILITY DESIGN 

1 • General Physical Security Considerations 

a. The effectiveness of a physical security system depends on at least three 
factors. It depends upon the careful planning, development, and installation of physical 
security hardware and security procedures to: 

(1) ·Provide early detection of an intrusion. 

(2) A layered system of baniers that delay the intruder. 

(3) An effective, timely, and practiced response force. 
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b. Major considerations for tailoring a secmity system to an individual installation 
or building include: 

(1) Location of the installation and/or building 

(a) On or Off Government property. 

· (b) Near perimeter or near center of installation and/or propeny. 

(2) Availability and capability of local military and/or police and ~ 
department personnel · 

(a) Maximum response time. 

(b) FD"epOwer capability. · 

(c) Dependability. 

(3) Availability and proximity of U.S. Govemlnent response force personnel. 

( 4) Reliability of utilities service for the protected location. 

(5) Access routes in the vicinity of the protected building. 

(a) Response force requirements. 

(b) Escape routes for attackers. 

(6) Cost of secmity system components. 

(1) Status of Forces agreements, host-nation restrictions~ lease restrictions, 
and legai considerations related. to the safeguarding of DoD facilities overseas. 

c. Questionnaires and smvey instruments identified in Appendix C for use in 
·facility vulnerability assessments are also useful in identifying physical security strengths 
and weaknesses for each installation. Portions of the smvey instrument can be repeated as 
often as necessary to cover each building or special facility within each building as 
necessary. 

d. The purpose of a physical security survey is to pinpoirit the ability of an 
existing sttuCtUJe to SUpport current or future DoD activities, given the range of threats that 
might be foreseen on the one hand, and type of assets to be installed in the facility on the 
other. 

2. Functional Physical Security .Objectives 

a. In general, however, facilities and structures, whether built new for ~ by the 
Department of Defense, modified to meet new requirements, or simply occupied "as is," 
should meet the following functional security objectives: · 

(1) Physical and psychological boundaries (signs, closed doors, etc.) should 
establish four areas with increasing secmity controls beginning at the propeny boundaries. 
1be areas are defined as: (a) perimeter--propeny boundaries; (b) exterior security zone 
(which may include building lobbies and loading docks or other work areas); (c) interior 
secmity zone (which may include general workspace for DoD personnel and contractors); 
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and (d) Category m or High Security (restricted and/or exclusion) areas (which may 
include executive offices, armories, communications facilities, computer rooms, etc.) 

(2) Vehicular traffic signs should clearly designate the separate entrances for 
trucks and/or deliveries and visitors and employee vehicles. Control points should be 
provided near the site boundaries· where feasible. Sidewalks should channel pedestrians 
toward conttolled lobbies and entrances. · 

(3) All areas of the site should be either supervised or secured so unobserved 
access is not possible. 

b. The physical secmity SlD"Veys should draw attention to specific, pragmatic 
issues which can affect the utility and cost of providing physical security to DoD personnel 
and DoD contractors. 

c. The following are specific issues that can arise during the course of a physical 
security survey that can have ttemendous impact on the dollar and operational cost of 
providing security: 

3 • Industrial Safety and Hygiene Considerations 

a. There is a close interaction between installation physical security design and 
installation indusaial safety and hygiene considerations. As a general rule, activities 
involving the utilization of hazardous, toxic, or explosive materials should be isolated from 
all other activities; they should be separated from each other as well. Fuel depots, storage 
sites for ammunition, medical waste, agricultural and industrial chemicals, and toxic and 
hazardous waste processing activities should be isolated from unrelated activities and from 
each other wherever possible. Utility service to hazardous, toxic, or explosive materials 
handling facilities should be redundant and isolated from other utility service to the 
installation or ~acility if at all feasible. This will ensure unintenupted operation of systems 
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essential to the maintenance of health and safety and for the annunciation of emergency 
conditions. · 

b. Inm11ation design and operations should be reviewed to ensure that day-to-day 
activities do not create situations in which the effects of a terrorist attack cannot be 
multiplied because of the ind~strial safety or hygiene implications of such an attack. For 
example, special antiterrorist protection may be necessary for facilities storing toxic or 
hazardous materials while awaiting removal or destruction. · 

4 • Security Considerations For New Construction at New DoD Sites 

Consolidation of DoD activities at home and abroad creates new opportunities to 
· build some new facilities at entirely new DoD installations. Under such circumstance~ the 
following general security considerations should be born in mind: 

a. Topography 

~. Siting 

(6) Sufficient space for construction of an outer perimeter banier or wall~ 

c. Future and Alternative Use Considerations 

Although the type of assets to be installed in a new facility and the peteeived 
physical security threat may not require all of the security measures identified above, it is 
important to remember that the Department of Defense typically erects structures which 
must stand for 25 to 100 years. During the life-cycle of such structure~ their use may 
change radically. Accordingly, site selection should bear in mind the possibility that 
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stringent physical security measures which are land and/or sttucture intense may be 
required in the future. Land acquisition, soil tests, foundation plans, and major structural 
member plans should be examined from the perspective of potential, physical security 
equipment intense use to ensure that acquisitions and initial designs contain sufficient 
expansion capacity to adjust to changing uses and/or changing physical security threats and 
countermeasures. 

d. Environmental Considerations 

(1) New DoD facilities should be selected from sites that are located in areas 
where local vehicular traffic flow patterns do not impede access to or from the site. In 
seeking overseas site~ it is suggested that DoD activities be housed in a semi-residential, 
semi-commercial area where traffic is only moderate in volume and can be monitored 
without highly visible surveillance systemS which might be offensive to the host-country 
neighbors. · 

(2.) New DoD facilities should be located away from known natural hazards 
such as active geological· faults, flood plains, steep hillsides known for mud slides and/or 
brushftres. Similarly, care should be taken to avoid sites suspected of severe 
environmental contamination, directly beneath usual takeoff and/or approach paths to 
civilian airports, adjacent to rail yards, locks, dams, large fossil fuel or nuclear power 
plants, or other structures that could endanger the facility were there to be a major accident 
or terrorist incident at the neighboring facility. 

5 • Security Considerations for Existing Structure$ 

a. Consolidation of DoD assets has 

orgamzanons. 
may previously haye been used by other U.S. Government agencies and 

deparunents. Still others may have hosted commercial activities unrelated to the U.S. 
Government. The following issues should be addressed as plans are made to relocate a 
DoD facility, activity, or organization to an existing structure. 
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2 • Permanent Structures 

Several permanent structures can be used as perimeters around an entire DoD 
installation, around enclaves within a DoD installation, or around an isolated building used 
solely to house DoD activities. Among the favored approaches are the following: · 

a. Walls 

tences can serve many 
more of the following: 

(a) Provide a legal boundary by defining the outermost limit of a 
protected area.· ' 

t' 
(b) Assist in controlling and screening authorized entries into a protected 

area. 

(c) Suppon deteCtion, assessment, and other security functions. 

(d) Cause an intruder to make an oven acti()ll that will demonstrate intent 
to penetrale the protected area. 

(e) Serve as a ballistic shield against small arms ftre, deny visual 
.. observation of activities being conducted within the enclosed area. and add an increased 

deterrence to scaling. 

(f) Serve as a "stand-off' barrier to protect the structure from .vehicle 
bomb blast effects. 

(g) Channel visitors through an opening providing better access control. 

(3) 
additions to DoD or 

be worthwhile physical security system 
Jovemme1nt installations at home or abroad. 

( 4) In using exterior walls to enhance security, several considerations must be 
addressed: 
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c. While each of the arrangements described above can be made reasonably 
secure, those ·at 'the ·top of the list can be made more secure {better surveillance and 
detection of intrusion, longer delay times, better protection of DoD personnel) at 
comparable or lower .cast than those at the bottom of the list. 

C. INSTALLATION PERIMETER BARRIERS 

The first line of defense in any physical security system is usually some form of 
perimeter protection syste·m. The perimeter of a facility is the outermost area over which 
the facility has control In many cases, a simple sign defining an intangible boundary is 
sufficient to delimit the'" boundary of a DoD installation. This approach is often used where 
the expanse of the· facility makes physical demarcation impossible or economically 
infeasible. In other cUes, elaborate sauctures, such as fences or ·walls, are used to mark 
the outer boundary of a DoD installation. The following discussion is intended to· introduce . 
readers to the range of options available. 

1 • General Guidelines 

An unobsttucted area or clear zone should be maintained on both sides of 

b. Perimeter protection systems can assume a wide r.mge of forms, in addition to 
fences and walls. Waterways, forestation, ditches, berms, barricades, vehicle barriers 
(active and passive), difficult approach and/or exit routes, and lighting systemS, are often 
used effectively in perimeter barrier systems. An IDS should be considered for the exterior 
perimeter to provide the earliest possible notification and identification of an intrusion. 
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(b) Walls should be built in a manner such that vehicles cannot park 
immediately adjacent to them, thereby affording potential intruders a platform from which 
to mount an attack. 

CONSIDER THE USE OF ADDmONAL TOPPINGS ON WAllS SUCH AS 
CONCERTINA WIRE, PICKET FENCES, MULTIPLE STRAND RAZOR OR . BARBED WIRE, . 
. OTHER DEVICES TO INHIBIT ErFORTS TO VAULT OR GO OVER 1HE TOP OF TilE WAll.. 

CONSIDER INSTALLATION OF BOll.ARDS OR 01liER BARRICADES 
LESS THAN 11IREE FEET IN HEIGHT AT THE BASE OF 1liE W AU. TO INCREASE STAND-OFF 
DISTANCEBE1WEENPARKEDVEHICLES AND THE WALL TO AT LEAST 10 FEET. 

b. Fences 

(1) Fences are frequently used to establish boundaries between a perimeter of 
an installation and its surrounding area. Fences, particularly at military facilities, are 
typically standard metal chain link fences. Barbed wire and field fencing are often found at 
major installations and overseas, as well as wood fences. 

(2) Chain link or woven metal mesh fences can be used to establish an outer 
perimeter. While SUCH FENCES GENERALLY PROVIDE LITrLE DELAY TIME FOR 
TRAINED, WELL-MOTIVATED INTRUDERS, they are iinponant psychological baniers for 
many individuals who might seek to penetrate a facility "just for fun." CHAIN LINK 
FENCES ARE EXCEU...ENT PLATFORMS ON WIDCH TO MOUNT SURV£ILLANCE SYSTEMS 
AND INTRUSION DETECilON DEVICES. 

(3) Chain link or woven metal mesh fences can be stiffened and made 
somewhat. more resident to· · vehicles use· of several techniques. 

tenc::es, thereby adding to the delay in peneaation. 

(4) Chain link fences can be topped with concertina wire, razor wire, or 
multiple strands of barbed wire. SUCH TOPPINGS can be useful in · to tlle 

banier effect of a 

(5) PICKET FENCES are also economical and aesthetic. They may be 
constnlcted of wooc1 iron, or steel. While they are not usually a physical deterren~ they 
will keep a watchdog or other watch animals secured on the grounds while not providing a 
biding place for an intruder. They PRIMARILY SERvE TO. DELINEATE THE PROPERTY LINE 
to intruders and observers alike. Heavy steel picket fences installed with reinforced and 
well anchored concrete piers can provide an attractive barrier aPinst light- to moderate
weight vehicle penetration. Such fences must have properly designed gates to be effective. 
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. (6) Picket fences are also more suitable for residences than office buildings 
but in some cases picket fences may be installed along approacheS w the office building to 
channel ttaffic along selected routes. Like other fences, picket fences provide excellent 
platforms on which to mount surveillance systems. 

3. Temporary Barriers 

a. Vegetation 

· Hedges and natural vegetation are both economical and aesthetic and blend into 
their surroundings. They provide a symbolic but practical delineation of the propeny line. 
Unless hedges are thick and covered with thorns or pointed leaves, they can be easily 
breached. Once breached, they can provide some degree of cover from exterior 
observation. The main disadvantage of hedges is the time required to grow to sufficient 
size, especially if a portion dies, and a continuing requirement for periodic maintenance. 
They are more suitable for residences than office buildings; however, hedges can he used 
in either situation when appropriate. 

b. Portable Fencing 

(1) Ponable fencing can be used as a temporary perimeter to establish 
psychological barriers and to channel pedestrian and vehicle movemenL 

(2) Several ponable fencing materials are available. Among the materials 
available on the commercial market are the following: 

(a) Plastic netting. 

(b) Rolled wooden slat and/or suppon wire fencing (snow fencing). 

(c) Ftxed panels of chain-link fencing materials supponed by temporary 
posts anchored with cinder blocks or other stabilizing materials. 

(d) Fixed panels of board-on-board wooden plank fencing or wooden 
stockade fencing supponed by temporary posts anchored with cinder blocks or other 
stabilizing materials. 

(3) Other materials available within DoD that can be used as ponable fences 
include the following: 

(a) Coils of concertina wile. 

(b) Canvas panels supponed by tent-posts. · 

(c) Plastic sheeting material~ supponed by tent posts, athletic equipment 
suppons, etc. 

c. Temporary Walls/Rigid Barriers 

(1) Several temporary devices can be employed to establish barriers to high 
speed vehicle approaches to DoD installations and facilities. Among the devices available 
are the following: 

(a). Concrete vehicle baniers (Jersey wall segments). 

9-9 

FOR OFFICIAL USE ONLY Ill 



DoD 0~20cio.1_2-H 

(b) Concrete or sand filled oil drums. 

(c) Concrete bollards and/or planters. 

(d) Steel or steel-reinforced conaete posts. 

(2) These structures can be 'installed along approaches to DoD installations or 
facilities within an installation's boundaries in a manner as to force vehicles to make tight, 
slow turns before approaching gates or building entrances. These structures can also be .. 
used as temporary barriers to deny access provided that additional barriers are placed in 
front of areas 10 deny high speed vehicle penetrations. 

4 • Expedient Perimeter Devices 

a. Under cenain circumstances, it may be necessary to establish a perimeter for 
psychological purposes. Several commercially available materials can be used as well as 
other materials often found on DoD installations to accomplish the expedient erection of a 

· perimeter and/or perimeter barrier. 

b. To mark a perimeter, the following materials can be used: 

( 1) Painted line. 

(2) Rope (cloth rope, steel cable, chain, etc.). 

(3) Colored plastic tape (commercially available products come in multiple 
colors and are without_ lettering or contain warnings such as "caution," "construction ~" 
"danger," "police line- do not cross," etc.). 

( 4) A line of _sandbags, one or two bags high. 

(5) Barricades, saw horses, empty oil drums, construction barricades, etc. 

(6) Jersey walls or concrete vehicle barrier segments. 

c. The purpose of establishing Such perimeters is usually to channel movement by 
pedestrians and vehicles as an aid to threat detection. Use of expedient perimeters c~ 
establish security zones within an installation or facility, thereby facilitating threat 
identification, classification, and assessment. Use of some expedient perimeter devices can 
add delay to movement within an installation or facility, channeling vehicles and 
pedesttians through choke points, slowing movement, and giving security personnel 
additional time to smvey and assess pedestrians and vehicles as they apprQaCh and proceed 
through check points. 

d. Under some circumstances, use of expedient perimeters can add delay to 
pedestrian threats by changing the configuration of an approach to a building. Erecting 
"aip wire" barriers in front of doors to be secured after hours, or installing water-tilled oil 
drums in a random pattern along· a vehicle or pedestrian approach to a building can 
disorient or impede an intruder who has been unable to make last moment observations on 
changes to the approaches to the targeted DoD asset. · 

e. Vehicles in all sizes and configurations can also be used as expedient barriers. 
Parked bumper-to-bumper, vehicles provide an effective banier to personnel engaged in 
routine activity. Most people will not attempt to vault a line of vehicles parked such that 
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· their bumpers touch, nor will they. usually attempt to pass underneath such a line. Large 
consauction-type vehicles or armored vehicles can be very effective as supplemental 
baniers behind gates to installations ·or facilities. Vehicles parked randomly on open, 
sttaight expanses of road, aircraft taxiways, or runways can interfere with unauthorized use 
of those facilities. 

D. VEHICLE BARRIERS 

1. In recent years, all agencies and departments of the United States Government 
_ · have taken active measures to restrict the ability of vehicles carrying explosives to reach · 

buildings housing government personnel. The desauction of the American embassies in 
Kuwait City and Lebanon in 1982 and 1983, as well as the bombing of the Marine 
Barracks at Beirut International Airpon in October, 1983, effectively sensitized DoD to the 
need for vehicle barriers to hold potential threats away from critical structures or outside 
critical installations. · · 

a. Vehicle Barrier Types 

Several types of vehicle barriers are avajlable. These include the following: 

( 1) Active Barrier Systems . 
. . 

A barrier is considered active i_f it requires action by personnel or 
equipment to permit entry. Systems that move solid masses, impalers, beams, gates, tire 
shredders, and fences, and those that create pits or ramps, are active barriers. Vehicles 
(ttucks, bulldozers, etc.) are active barriers if used in that mode in the access control 
system. 

( 2) Passive Barrier Systems 

A barrier is passive if its effectiveness relies on its bulk or mass and it has 
no moving pans. Such systems typically rely on weight to prevent entry into a restricted 
area. Sandbags, highway medians (Jersey Bounce), angled posts, tires, and guardrails are 

. examples of passive barrier systems. 

(3) Fixed Barrier System 

A banier system is ftxed if it is permanently installed or if heavy 
equipment is required to move or dismande the batTier. Hydraulically operated rotation or 
retracting systems, pits, and concrete or steel barriers are examples. Fixed barrier systems 
can be either active or passive. 

( 4) Movable Barrier System 

A movable barrier system can be ttansferred from place to place. It may 
require heavy equipment or personnel to assist in the transfer. Highway medians, 
sandbags (large numbers), 55-gallon drums (filled), or vehicles are typical examples. 

( 5) Portable Barrier Systems 

A ponable barrier system is used as a temporary barrier. A movable 
system can be used, but may take more time, money and effon than desired. Examples of 
ponable barriers are ropes, chains, cables, vehicles, or tire-puncture systems. 
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(6) Expedient Barrier.-~·s:;~ie~'~ ·;· ~:·'. ,! 

An expedient barrier system is comprised of one or more articles or 
vehicles normally used for other purposes that have been pressed into use on a temporary 
or interim basis. Use of heavy eanh-moving or engineering equipment, armored personnel 
caniers, or tanks as perimeter gates or perimeter gate barriers are examples of expedient 
barrier systems. 

b • Vehicle Barrier Design Considerations 

( 1) Location 

Vehicle baniers can be located in different areas: facility entrances, 
enclave entry points {gates), or selected interior locations (i.e., entrances to restricted 
areas). Exact locations vary among installations; however, in each case locate the barrier 
as far _&om the critical resource as practical When possible, position gateS and perimeter 
boundary fences outside the blast vulnerability envelope or reposition the resource within 
the installation to a more secure area. It is more cost effective to secure a specific critical 
resomce than an entire facility. However, consolidating critical resources into one central 
area may heighten security, but is also reduces the number of target areas for the aggressor 
to attack. 

( 2) Aesthetics 

The overall appearance of a vehicle barrier plays an imponant role in its 
selection and acceptance. Many baniers are now made with aesthetics in mind so that a 
"fortress effect" can be avoided. 

(3) Safety 

A vehicle barrier system should be respected as a tool capable of wielding 
deadly force. Even when properly installed to perform its intended purpose, it can kill or 
seriously injure individuals as a result of accidental or inadvenent activation caused by 
either operator error or equipment malfunction. ~vide proper warning signs, lights, 
bells, and adequate colors to identify the barrier to ensure personnel safety. Questions such 
as. the following should be addressed to manufacturers and CUI'I'ent users to identify 
potential safety considerations affeCting the selection of a barrier system. What happens 
when power is lost? Is there an emergency stop switCh? Is lightirlg adequate? What safety 
options are available from the manufacturer? Once installed, vehicle baniers should be well 
marked and pedestrian ttaffic channeled away from unsafe areas. 

( 4) Reliability 

others have developed problems not anticipated by 
either the manufacturer or user. Many manufacturers indicate a remarkable willingness to 

resolve problems and worlc effectively with users. Backup generators or manual operating 
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provisions are available. Spare pans and supplies also should be maintained on hand to 
facilitate rapid retmn of the barriers to full operation. · 

( S) Maintainability 

Many manufacturers · provide aesthetics, diagrams, maintenance 
schedul~ and procedures for their systems. They should also have spare pans available 
to keep barriers in nearly continuous operation. Manufacturers should be asked. for 
maintainability requirements in the form of training, operation, and maintenance manuals. 
If these requirements ue not available, the agency that plD'Chases the vehicle banier must 
develop maintenance instructions for the user. In addition, for periods of vehicle barrier 
mBintenan~ the user should consider providing alternate traffic routes. 

(6) Cost 

Traffic in restricted or sensitive areas should be minimized and the number 
of entryways limited. Reducing traffic flow and the number of entryways may provide 
increased security and lowered costs for the vehicle battier system. Installation costs, 
which may be excessive, and the cost of operating the system should be addressed dwing 
the banier selection process. Complexity and lack of standardized components can incur 
higher costs for maintenance and create long, costly downtime periods. Reliability, 
availability, and maintainability (RAM) data on the system also affect costs. 

( 7) Active Barrier Operations 

A barrier is active if it requires action by personnel or equipment to 
operate. ·It should allow for continuous operation with minimal maintenance and 
downtime, so that it may be employed during normal and emergency conditions. 
Emergency procedures must be available to operate the barrier in case of system breakdown 
or power failure. Selecting a normally open or closed option should be evaluated in light of 
experienced or expected traffic. Evaluate system failure modes to ensure that the banier 
fails in either the open or closed position, as. dicwed by · secmity and operation 
considerations. 

( 8) Clear Zones 

Barriers installed in clear zones must be designed so that they will not 
provide terrorists with a protective hiding place or shield. 

( 9) Operating Environment 

The environment of the facility must be considered when selecting an 
appropriate vehicle banier or barrier options. Hinges, hydraulic~ or surfaces with critical 
tolerances may require heaters to resist freezing temperatures and ice buildup, or they may 
require protection from din and debris. If options that protect against environmental 
conditions are not available, the system may become inoperative. 

( 10) Installation Requirements 

The vehicle banier selected must be compatible with the location in which 
it is installed, the available power source and its reliability, and other security equipment. 
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PROTECTION OF PRIMARY AND ALTERNATE POWER SOURCES AND HYDRAULICS MUST 
BE CONSIDERED. 

( 11) Operator Training 

Most users recommend operator training regardless of the simplicity of the 
system. Operator training prevents serious injmy and legal liability as well as preventing 
equipment\ damage caused by improper system operation. Manufacturers do not always· 
pro\· ide information on possible operator problems. The user may have to develop 
individual checklists for normal and emergency operating procedures to avoid experiencing 
serious problems. 

( 12) Manufacturers Options 

Manufacturers offer additional features with their systems in the form of 
options or optional equipmenL Some options enhance system performance while other 

. facilitate maintenance or safety. Options increase system cost and may increase 
maintenance requirements. Because options vary among manufacturers, consulting with 
each company is advised to determinC which options are offered and their cost . 

2. In addition to the foregoing considerations, the following should also be 
considered when assessing vehicle banier requirements and options: 

BARRIER PENETRATIONS AND ACCESS CONTROL 

1 • Vehicle Entrance and/or Exit Barrier Penetrations 

As a general rule, vehicle barriers described above should be placed outside the 
installation perimeter or outside an installation interior perimeter. The following discussion 
addresses vehicle access to an installation or facility once past the vehicle baiTier(s) 
described above: 
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a. Installation Vehicle Access Control Measures 

(1) REslRICT VEHICLE EN1RY POINTS TO A MINIMUM. 

Vehicular entry-exit points should be kept to a minimum. Ideally, to 
maximize traffic flow and security, only two regularly used vehicular entry-exit points are 
necessary. Both should be similarly constructed and monitored. The use of one should be 
limited to employees' cars. The second should be used by visitors and delivery vehicles~ 
Depending on the size and nature of the facility, a gate for emergency vehicular and 
pedestrian exit should be installed outside the perimeter to increase the setback of the 
buildings. In either case, design and placement of bollards or other anti-vehicular devices 
should be in the · stages. 

(2) PROTECT ALL VElUCLE ACCESS POINTS AGAINST REVERSE ENTRY AND 
RAMMING AITACKS. · 

(a)· All entry-exit points should be secured with a heavy duty sliding 
steel, iron, or heavily braced chain link gate equipped with a hea\ty locking device. 
Approaches to all vehicle exit points should be aligned such that high speed approach from 
outside the perimeter is not possible. The goal of such realignment is to ensure to the 
maximum degree possible that intruders could not simply enter the facility by going the 
wrong way against the flow of exiting vehicle traffic. Passive vehicle barriers described 
above can be incorporated into the road and pedesaian access designs to accomplish this 
goal. 

(b) All entry-exit points should be constructed with protection against a 
ramming vehicle attack. Passive vehicle barriers described above can be incorporated in 

I! 

ingress-egress designs to make ramming attacks difficult. Vehicle perimeter penetration 
gates can also be designed to be highly resistant to ramming attack. Additional vehicle 
barriers can be installed behind the gates to provide defense-in-depth against such attack. 

(3) LOCK ALL GATES NOT IN USE AND UNDER DIRECT SUPERVISION; 
VERIFY 11iA T LOCKS IN PLACE BELONG TO AND CAN BE OPERA TED ONLY BY SECURiTY 
PERSONNEL. 

Emergency gates should be securely locked and periodically checked. 
Security personnel should physically lock and relock all gates or other penetrations secured 
with locks to verify that the lock in use belongs to the security department and not some 
other activity on the installation or would-be intruders. Any lock found inoperable by the 
security personnel should be removed immediately and a security department lock 
substituted in its place. Control over keys is essential. 

(4) INCLUDE STORAGE LANES, PROTECTED GUARD . POSITIONS, AND 
HARDPOINTS FOR SECURITY GUARD BOOTHS TO PERMIT MULTIPLE VEHICLE 
INSPECTIONS FOR EXPLOSIVES, WEAPONS, OR CONTRABAND OUTSIDE THE 
INSTALLATION PERIMETER WHEN PREPARING PLANS FOR REVISED VEHICLE ACCESS. 

(a) Some of the measures implemented at DoD facilities in response to 
teJTOrist threat may result in significant ttaffic congestion at vehicle entry gates. Such 
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congestion can be reduced if storage lanes can be included in installation access alignments. 
During periods of rigorous vehicle inspection, security personnel can· inspect vehicles and 
their occupants in groups. Vehicles waiting their tum for inspection can be held in storage 
lanes adjacent to the installation. This approach to vehicle inspection and installation access 
will ease traffic oongestion for those not seeking access to the DoD installation. It will also 
place vehicles and their operatOrs waiting inspection in an area where they can be monitored 
for indications of potentially threatening behavior. 

. (b) Be sure that vehicle barriers, storage·lanes, security booth tie down 
points, and protected pc)sitions for baCkup secmity forces are considered as an integrated 
security package. Doing so will ensure· that vehicle barriers do not obsuuct fields of vision 
and/or fields of fire for the backup security forces responsible for protecting guards 
conducting vehicle inspections. 

b. Vehicle Access Control Systems 

(1) Primary entrances to a facility should have a booth for secmity personnel 
during peak traffic periods and automated systems for remote operations during other 
periodS. 

(2) THE FOLLOWING CAPABILITIES ARE RECOMMENDED FOR VEHICLE 
ACCESS CONTROL SYSTEMS: 

(a) Electrically-operated gates to be activated by security personnel at 
either the booth or security control center or by· a badge reader located in a convenient 
location for a driver; 

(b) CCIV with the capability of displaying full-facial features of a driver 
and vehicle characteristics on the monitor at secmity conttol center; 

(c) An intercom system located in a convenient location for a driver to 
communicate with the garcbouse and security oomrol center; 

(d) Bollards or other ~lements to protect the security booth and gates 
against car cnsh; 

(e) Sensors to activate the gate, detect vehicles approaching and 
departing the gale, activate a CCIV monitor-displaying the gate, sound an audio alen in the 
security oonuol center; 

(f) Lighting to illuminate the gate area and approaches to a higher level 
than surrounding areas; 

(g) Signs to instruct visitors and· employees; 

(h) Road surfaces to enable queuing, tumaro~ and parking; 

(i) Vehicle bypass control (i.e., gate extensions), low and dense 
shrubbery, fences, and walls. 

(3) Vehicle perimeter atXess control barriers and gates should be controlled by 
key card or remote operation by the centtal security office when the gatehouse is not 
manned. An interCom and ccrv camera with low-light and area scan capability should be 
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provided to facilitate communication between the central security office and personnel in 
vehicles seeking entry when the access point is closed. The· access point should· be 
sufficiently illuminated such that all vehicle occupants can be seen via ccrv systems. 

c. Perim"eter Security Office Booth 

(1) At the vehicular entry-exit, a security officer booth should be constructed 
to control access. At facilities not having perimeter w~ the security officer booth should 
be installed i!T1!11r'Aiately inside the facility foyer. 

(2) If justified by the threat the security officer booth should be completely 
protected with reinforced concrete, walls, ballistic doors, and windows. The booth should 
be equipped with a security officer dun=s~ alann and intercom system, both annunciating at 
the facility receptionist and security officer's office. This security officer would also be 
responsible for complete operation of the vehicle gate.. If necessary, package inspection 
and visitor screening may be conducted just outside of the perimeter security officer booth 
by an unarmed security officer equipped with walk-through and hand-held metal detectors. 
Provisions for environmental and personal comfort should be considered when designing 
the booth. 

2. Parking 

a. As a general rulell parking should be restricted to the areas that provide the least 
security risks to DoD personnel. 

b. If possiblell establish a visitor parking facility outside the installation perimeter. 
If space does not permit this, try to restrict visitor parking to an area as close to the main 
installation gate as possible. Conduct pedestrian screening between the visitor parking area 
and other sections of the installation if possible. 

c. All parking within the perimeter walls should be restricted to employeesll with 
spaces limited to an area as far from the building as possible. Parking for patrons and 
visitors, except for predesignated VIP visitors, should be restricted to outside of the 
perimeter wall. If possible, parking on stteets directly to · · 
those forbidden. 

d. When establishing parking areas, security of visitors as well as DoD personnel 
should be considered. 

(1) AVOID EXTREMELY REMOTE PARKING FOR VISITORS. 

(2) INSTALL AN EMERGENCY COMMUNICATION SYSTEM (INTERCOM, 
TELEPHONES, ETC.) INSTAllED AT READU..Y IDENTIFIED, WELL LIGHTED, CCfV 
MONITORED LOCATIONS TO PERMIT DIRECT CONTACT WITH THE SECURITY 
DEPARTMENT. 
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(3) PROVIDE PARKING LOTS WITH CCTV CAMERAS CAPABLE OF 
· DISPLAYING AND VIDEOTAPING LOT ACTIVITY ON A MONITOR IN THE SECURITY 
CON1ROL CENTER. 

Lighting must be of adequate level and direction to suppon cameras while, 
at the same time, giving consideration to energy efficiency and local environmental 
concerns. 

(4) CHANNEL PEDESTRIANS TOWARDS A PEDESTRIAN ACCESS CONTROL 
CHECKPOINT AND/OR INSTALLATION, FACILITY AND/OR BUD.J)n-JG ACCESS CONTROL 
POINT. 

(a) Fences, Jersey wall segments, low, thorny hedges, and other baniers 
may be used to guide pedestrians and maintain conttol over their movements. 

(b) Although in-building or underground parking is to be strongly 
discouraged, there are circumstances in which there is no alternative. The following 
recommendations are made to enhance the security of building occupantS. 

(5) PROVIDE A COMPLETE VEHICLE CONTROL SYSTEM FOR THOSE 
BUILDINGS IN WHICH THE PARKING GARAGE IS INTEGRAL TO THE Bun..DING ITSELF. 

Provide nondescript vehicle ID that must be displayed before entering the 
garage; CCIV surveillance should be provided for employee safety and building security. 

(6) ACCESS FROM THE GARAGE OR PARKING STRUCTURE INTO THE 
Bun.DING SHOULD BE UMITED, SECURE, WELL LIGHTED, AND HAVE NO PLACES OF 
CONCEALMENT. 

Elevators, stairs, and connecting bridges serving the garage or parking 
saucture should discharge into a staffed or fully monitored area. Convex mirrors should 
be mounted outside the garage elevators to reflect the area adjacent to. the door openings. 

3 • Pedestrian Access Controls 

a. Access conaol is primarily directed at decreasing exposure to criminal activity. 
Criminal opponunity can be reduced through design of a facility that restricts persons from 
areas where they do not belong. Access to an installation, a group of buildings, or a single 
building can be designed so that smveillaricc, control, and segregation of traffic by function 
are facilitated. Depending on the functions to be accomplished by the occupants, access 
points can be designed either to be closed during non-duty hours, or to be subject to 
smveillance and conaol for all-hours entry. 
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Figure 9-1. GeneriC Pedestrian Access Control Point 

4 • Utility Penetrations and Security 

a. The installation physical security survey should identify all utility service to the 
DoD insra11ation, as well as all utility lines, storm sewers, gas transmission lin~ electricity 
transmission lines, and other utilities that may cross the installation perimeter. Detailed 
knowledge of such service is imponant for public health and safety considerations as well 
as installation security conc:ems. 

b. All penetrations of the installation's perimeter should be clearly marked. All 
· penetrations in fence~ walls~ or other perimeter structures should be screen~ seal~ or 
secured to prevent their use as access points for unlawful entry into the installation. H 
access is required for maintenance of utilities, secure all penetrations with screening, 
grating, lattice ~ or other similar devices such that no opening is greater than ten inches 
in diameter. Attach inttusion detection sensors and consider oven or coven visual 
surveillance systems if warranted by the sensitivity of DoD assets requiring protection. 

c. Under some circumstances, it may be necessary to insen a large sleeve 
composed of multiple sections of pipe each no IllOte than 10 inches in diameter into large 
storm sewer culvens or tunnels. This approach is illustrated in Figure 9-2. 
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Figure 9·2. Installation of a Sewer Pipe Plug 

d. This approach should be employed to block all other penetrations through the 
perimeter banier that are large enough for· a person to crawl through (i.e., more than 
10 inches in diameter), but cannot be sealed closed for any reason. All such penettations 
should be equipped with inausion detection sensors or placed under smveillance. 

F. EXTERIOR· SURVEILLANCE AND/OR INTRUSION DETECTION 
SYSTEMS 

1. As noted in Chapter 8, the physical secmity system's initial task is to detect the 
presence of threats to Do~ personnel and materiel protected within the facility. A \Vide 
range of surveillance options should be considered, based upon the following: 

a .. Identified threats to the facility; . 

b~ The types, function, operating characteristics, and missions of DoD assets to 
be protected; 

c. Legal and diplomatic limitations on surveillance activities; and 

d. Overall resource constraints. 

2. Technology offers physical security system planners a wide range of sensors and 
phenomenology from which external surveillance systems can be assembled.· Figure 9-3 
indicates that SUrveillance systems readily available tO local military installation 
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commanders capable of providing detailed visual images are somewhat less abundant than 
systems that detect the presence of a target but may not be able to repon back the full 
particulars on the detected target As the target of smveillance moves closer to the facility, 
it becomes possible to use guards with binoculars, ccrv or other electrooptical systems, 
,..,. ;~~cnna ;nm.TP.tt ~~~~ to detect the me.~nce of tenmist threats. 

Figure 9·3. External Installation Surveillance Technologies 

3. Electromagnetic energy sensor systems use radar to detect aircraft, sonar to detect 
water vehicles and swimmers, and laser radar to detect humans or vehicles. These systems 
can repon surveillance targets in digital or analog fomws. Suchrepons usually require 
additional interpretation by operators. Visual smveillance systems repon data in image or 
photographic f~ requiring less intetpretation by surveillanCe system operators before 
surveillance information is assessed as threatening or benign. Visual surveillance systems 
are usually more limited in detection range than electromagnetic sensors. Many visual 
surveillance systems are passive devices. Their use does not require the emission of 
energy which could alen an intruder to the presence of surveillance systems. Visual 
surveillance systems have performance limitations due in pan to ambient weather 
conditions that may require use of additional passive sensors. Such systems repon 
information in a form dw may necessitate more complex analysis before the detection of an 
intrusion can be classified as a threat. 

4. SURVEILLANCE SYSTEM MONITORS NEED TO BE PROVIDED INFORMATION OR. 
DECISION RULES THAT THEY CAN USE TO INTERPRET DATA PROVIDED BY ALL 
SURVEILLANCE SYS1'EMS IN USE.. 

S. Figure 9-4 indicates some of the surveillance problems that installation guards and 
security officials routinely confront External surveillance may detect the presence of 
general activity hostile to DoD assets; it may also detect the presence of activity or w-gets 
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Figure 9-4. External Installation Combatting Terrorism Surveillance Functions 

7. On tbe other ~ it is clear that if external surveillance detects the presence of the 
threat at the perimeter barrier and is able to maintain contact with the threa~ then 
classification of the threat and preparing an immediate response if the perimeter is 
penetrared is both easier and quicker. 

8. Surveillance systems that combine detection systems registering the presence of a 
threat as well as detection systems that permit direct visual monitoring of the threat provide 
considerable information to installation threat assessment personnel. Multiple sensors 
arrayed in a grid patter from the perimeter barrier stretching in toward the center of the 
facility can provide the s~urity force with much information necessary to classify and 
characterize the threat without forcing the ·guard force to leave secure positions. 
Surveillance systems often have a lower life-cycle cost. They .can be hardened against the 
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elements to a substantial degree. It is not surprising to see more DoD components placing 
greater emphasis in IDS and other technical surveillance systems to meet their physical 
security system protection requirements. The advantages of technical surveillance are lost, . 
however, unless IDS and other systems remain in top notch repair. 

G. INSPECTION AND MAINTENANCE OF BARRIERS AND 
SECURITY SYSTEM COMPONENTS 

1. Security force personnel should check security barriers at least weekly for defects 
that would.faciliwe unauthorized entry and repon such defects to supervisory personnel. 
~ons should look for the following maintenance problems which can have adverse 
implications for security: 

a. Damaged areas (cuts in fabric, broken posts). 

b. Deterioration (corrosion). 

c. Erosion of soil beneath the barrier. 

d. Loose fittings (barbed wire, outriggers, fabric fasteners). 

e. Growth in the clear zones that would afford cover for possible intruders. 

f. Obstructions which would afford concealment or aid entry and/or exit for an 
intruder. 

g. Evidence of illegal or imploper inausion or attempted intrusion. 

2. Locks should be opened and closed to verify that they are in working order and 
that the locks can be opened and closed by the guard or security force. Locks that cannot 
be opened by the guard or security force should be removed immediately and replaced with 
a DoD lock. An investigation should be mtdertaken to determine if apparent substiwtion of 
tbe security deparunent lock was an error, an attempt to maintain security following loss or 
compromise of a lock, or an attempt to create a "ttap door" through which terrorists could 
ingress or egress from a DoD facility. 

H. RESPONSE FORCES 

1. Another element of the physical secmity system that is easy to overlook is the 
response force. As is discussed in greater detail in Chapter 15, the response force consists 
of three elements: 

a. Initial response force.. 

b. Locally available augmentation force (with or without reserves). 

c. Regional and/or national special capability response forces. 

2. It is imperative that response forces be assigned to tasks and otherwise housed in 
facilities that are in close proximity to but not necessarily within or immediately contiguous 
to targets of terrorist attack. While some elements of the response force can be assigned 
responsibilities for day-to-day protection of DoD assets, most members of ·the initial 
response force should be dispersed within a facility so that a terrorist attack cannot 
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eliininate the response force necessary to contain, regain control, and terminate an incident 
with the rescue and release of DoD personnel. · 

3. Consider taking the following specific measures: 

a. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS 
wrm SECURE WORKPLACES. 

Structures in which security personnel work should be hardened to increase the 
likelihood that personnel can survive if anack~ and at a minimum survive long enough to 
~ · !tailed information describing the namre of the attack on their postS. 

b. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS 
WITH SECURE COMMUNICATIONS. 

The ability for security personnel to communicate with the central security 
office and other security units in the field without interception and/or interference is critical 
to the detection, classification and assessment, and response to penetrations of facilities and 
further criminal acts. 

c. PROVIDE SECURm' PERSONNEL wrm PROTECTED QUARTERS AND/OR REST 
AREAS. 

It makes little sense for security personnel to work in a secure environment and 
then return to quaners that leave them wlnerable to attack and unable to respond if called 
While providing seeure quaners to a level of protection comparable to those provided to 
high risk personnel may not be feasible, a relatively secUre area or facility should be 
established so that response forces can remain reasonably protected during off-duty hours 
during periods of extreme threat. 

I. AIRFIELD CO MBA TIING TERRORISM SECURITY 
CONSIDERATIONS 

1. Airfields represent special security challenges because of the unique character of 
the facilities and the DoD assets they suppon. All of the foregoing discussion applies to 
airfields. Airfield security planners may also wish to consider the establishment of multiple 
internal security perimeters, hardening of selected buildings against terrorist attack, 
hardening of petroleum storage, aircrew facilities, maintenance facilities, and other facilities 
collocated on the installation. Security planners are, of course, fully aware of DoD 
Regulations and Insauctions, Service regulations and instructions, and CINC requirements 
for enhanced physical security protection for many types of munitions stored at DoD 
airfields. 
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Figure 9·5. Waterside Terrorist Surveillance and Engagement Zones 

8. It should be emphasized that DoD facilities bordering bodies of water should 
include waterside proteCtive measures as part of the facility physical ~ty plan, even if 
there are no active waterside commercial, military, or teerearioilal facilities at the facility or 
installation. . . 

K. EVACUATION FACILITIES 

1. The purpose of a physical secmity system is to prevent the loss, destruction or 
compromise of DoD assets. Under some circumstances, this purpose can be best achieved 
by withdrawing the asset from locales where terrorist threats cannot be mitigated, or can 
only be mitigated at unacceptable costs. Under such circumstances, removal of assets may 
bewammted. 

2. Security personnel should survey the area adjacent to DoD installations or facilities 
to identify potential sites for helicopter landing zones. If no appropriate· site is available · 
near DoD installations for facilities, appropriate alternatives should be identified 

3. In prep~g plans for evacuation of DoD assets requiring maxinium protection, the 
secmity personnel should consider construction of one or more safehavens in the vicinity 

9-27 

FOR OFFICIAL USE ONL'! 





DoD 0:2000.12-H 

of the emergency evacuation site. Such structures should be well camouflaged and 
knowledge of their existence kept on a saict "need-to-know" basis. · 

4. Erecting or constructing special safehavens near emergency evacuation sites should 
be consideled when circumstances are such that helicopter evacuation might require several 
hours to execute after requested. Plans should be prepared that would pennit dispersal of 
DoD personnel to several safehavens including those adjacent to emergency· evacuation. 
sites before local travel became too dangerous. Relocation of DoD personnel to remote 
safebavens to await evacuation may be an effective alternative in some circumstances, 
especially tbase in which the number of DoD personnel and dependents is small 

L. DoD 'INSTALLATION SECURITY SUMMARY 

1. In this chapter, the components of a physical security system outlined in Chapter 8 
have been assembled to form the outer layer of security at the level of a DoD installation. 
General physical security considerations and functional physical secmity objectives have 
been discussed. Incorporation of good industtial safety and hygiene practices has been 
emphasized. Security plaimers and facilities planners must coordinate their effons to 
ensure that all activities involving the handling of hazardous materials, POL, ammunition 
and explosives; and toxic waste are well separated from other installation ~vities and each 
other. · 

2. The chapter bas also examined the use of perimeter barriers and methods to ensure 
their continued integrity. Application of surveillance systems to provide early warning of 
attempted intrusion detection has been discussed. This chapter has also emphasized the 
importanCe of continuous physical security system maintenance and training activities. The 
importance of the guard and security forces to the effective operation of the entire physical 
security system has been addressed. The chapter also addressed three areas of special 
security considerations: airfields, pons, and evacuuion sites. 

3. As in foregoing discussions, the design and implementation of a physical security 
system for an inm11ation must look outward at the tiRat and inward at the types of assets, 
the risks of auacks against those assets, the importance of those assets to successful DOD 
mission accomplishment, and the criticality of those assets to the Department of Defense. 
Protection systems combining components of physical security systems outlined here 
should be constructed in relationship to requirements. The existence of physical security 
system components docs not mandate their use in each and every case; the wide range of 
physical security components allows security planners to mix and uwch them to achieve an 
optimum level of security within the available financial, materiel, and human resomces. 

9-28 

FOR OFFICIAL USE ONLY 

'"' 



DoD 0-2000.12-H 

CHAPTER 10 

PHYSICAL SECURITY FOR A FACILITY 

A. INTRODUCTION 

1. In Chapter 8, components of a physical security system for each DoD installation 
or facility were discussed. ~ Chapter 9, these components were integrated into an 
insta11arion-level physical security system. The installation-level physical security system 
provides a .basic level of physical protection for all DoD-affiliated personnel, individual 
facilities or activities, and materiel on the installation. 

2. In this chapter, the application of the physical security system concept will be 
extended to individual DoD facilities. For purposes. of this discussion, a DoD facility can 
be one or more of the following: 

a. An entire building. 

b. One or more floors of a building. 

c. One or more contiguous suites within a building. 

d. A residence belonging to a DoD High~Risk Person or provided to a person 
occupying a DoD High-Risk Billet 

3. The balance of this chapter considers physical security system application to DoD 
facilities other than residences. Chapter ll will consider residential security as a special 
case of facility protection. 

4. The basic concepts of the physical security system remain valid. The security 
functions of threat detection, threat classification and identification, threat annunciation, 
threat delay, and threat response must be performed. The principal differences between the 
performance of these security fWlctions between an installation and a facility is the distance 
and speed with which they are performed. An installation perimeter is usualiy well 
removed from assets to be protected. A facility perimeter may be only a maner of inches 
away from the assets to be protected. Under th~se circumstances, the security system 
functions must be perfonned precisely, accurately, and very quickly. 

5. 
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available may never materialize. As a result, the Departtnent of Defense might be unable to 
perform. Force protection takes on new imponance from this perspective, but not at the 
expense of protecting assets of greater importance faced by larger, more menacing threats. 

B • BUILDING PERIMETER BARRIER SELECTION AND HARDENING 

1. Building Perimeters 

· ·a. Perimeters surrounding buildings loeated off Government propeny vary from · 
those with industrial-type perimeter fences to those composed of little more than 
aesthetically attractive landscaping. 

b. Exterior IDS sensors are not recommended for the Perimeter Protection System 
of most office buildings unless either personnel and vehicle access is to be controlled at the 
perimeter enttarice gate, or the building is required to be secured dming non-duty hours to 
protect sensitive assets. Where access control is to be administered at the entrance gate, 
exterior sensors should be activated around the remainder of the perimeter during working 
hours .. 

provided to allow secmity personnel · iO ··evaluate ·iiii1ns am1una 
perimeter of the residence. Even residences without Perimeter Barrier System IDS sensors 
should be provided with CCIV that will provide coverage of all of the residence's doors, 
windows, and other openings that could allow penetration· of the Building Protection 
System. These cameras should be slaved to the sensor system to immediately position 
themselves to view the area protected by the violated sensor and force this view to the 
security guard's monitor for rapid evaluation. With today's solid-state CCTV technology, 
cameras are considerably smaller than the older tube-type cameras and thus can be mounted 
in a myriad of coven locations. 

2 • Exterior Doors 

a. LIMIT NUMBER OF DOORS TO BARE MINIMUM NECESSARY FOR EMERGENCY 
EV ACUAnON; PERMIT NORMAL EN'mY AND EXIT 111ROUGH ONLY ONE DOOR. 

Because of their functional requirements, construCtion, and methods of 
attachment, doors are less attack-resistant than adjacent walls and frequently provide a "soft 
spot" in an otherwise auack-Jesistant sttucture.- For this reason, the number of doors to a 
facility or residence should be reduced to an absolute minimum and, in cases where more 
than one door exists, only one should be provided with outside mounted locks and. entry 
hardware. All others should, where practicable, present blank, flush surfaces to the 
outside to reduce their wlnerability to attack. 

b. STRENGniEN AND HARDEN DOOR JAMB. 

The strength of the door jamb must be considered when planning the secure 
door system. Hardening of the upright smfaces into which the door is fitted will resist 
jamb attack. ' 

. . 
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c. USE HIGH SECURITY LOCKING SYS1EMS ON All DOORS. 

(1) The weakest part of a door system is the latching component of the lock or 
locking device. Typical delay times for defeat of locking devices range from 9 seconds to 
3 minutes. Because of this, priority must be given to protection of the locking system 
when' selecting components for a door system. 

(2) LOcking systems can be divided into two basic groups: surface-mounted 
or mortise systems. Externally mounted locks and hasps are used for securing utilities 
openings, etc. These should be replaced with intemally locking devices. Internal locking 
systems are always preferred for applications where high security is desired 

d. LOCATE HINGES TO REDUCE TIIEIR VULNERABILITY TO ATIACK; HARDEN 
HINGES IF EXPOSED. 

Hinges should be on the inside of the door where possible. If exposed, hinges 
become wlnerable to aaack by removal of the hinge pin or by cutting or sawing the hinge. 
barrel from the hinge. A number of measures involving positive interlocking hardware for 
coupling the hinge sides to the door and the door frame are available to increase their 
penetration resistance. 

3. Windows 

a. Wmdows of various sizes and configurations are required in the walls of most 
structures for the passage of light, ventilation, and observation. Wmdows are always a 
significant weak paint in the Building Protection System because of their low penettation 
xesistance. Standard construction window assemblies provide penetration resistance of less 
than 10 seconds. 

b. Several steps can be taken to harden windows in offices and residences. 
Among these are the following: 

(1) STRENGmEN WINDOW FRAMES AND SASHES. 

For maximum penetration resistance, window frames should be 
constructed of steel and securely fastened or cement grouted to the surrolDlding structure to 

prevent easy removal, separation, or penetration at the · where the window frame and 
building meet. 

event of a bomb blast. 

(2) INSTAll HEAVY DUTY WINDOW LOCKS ON ANY WINDOWS WIDCH CAN 
BE OPENED. 

(a) Wherever possible, windows should be stationary (non-opening). 
Common latching devices found on both residential and commercial window systems are 
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susceptible to manipulation from the outside .. Several techniques can be used to enhance 
the security of movable windows. · 

~. ~·~!·: ~ .. v:~ '•·• ~·~·,~~~ .. ··:::-~.·· .. ~~~-:~!"::·.;~~-~~:, ~~:':..,.. . 
(c) Sliding glass doors and windows should .. be ,J:Onstru·:~-Ytith the 

movable. section on the iliside of the fixed section. ~ ~~J~tNt.Rli.·tij;·:~$g~i!aSs·· doors 
should be glazed with laminated safety glass and equi~2eYloc£1iaVing a sturdy 
D()()Jr-rvne bolt that binds the door and frame· together when secured. 

(d) French doors and any double doors opening out should be equipped 
with proteCtive hinges and a mortise-type lock that is key operated from both sides. The 
inactive half of the double door should be equipped with flush throw bolts 

.. . --- -- . - .. -

(3) CONSIDER SUBSTITUTING BURGLARY-AND BALLISTIC-RESISTANT 
GLAZING, ACRYUC GLAZING, OR POLYCARBONATE GLAZING FOR CONVENTIONAL 
GLASS OR SAFETY GLASS GLAZING MATERIALS. 

(a) Burglary- and ballistic-resistant 
glass but bas a thicker inner 
panes of 

(b) Acrylic glazing is lightvieight, heat treated or "tempered~ plastic. It is 
17 times more impact resistant than a comparable thickness of conventional glass. 

E,&G.w.&IJ!.~ where 
maximum resistance to penetration and attack are desired. These compound glazing 
materials withstand environmental effects of ulttaviolet light, cleaners, and normal wear 
aDd tear better than simply polycarbonare glazing A&VII~el 

(c) The following observations are unponant 
polycarbonate materjals for window glazings: 
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can substantially increase penetration time 
spalling aud flying glass injuries resnlring..from.cxplosive attacks. 

(S) INSTALL HIGH SECURITY GRILLS, SCREENS, OR MESHWORK OVER 
WINDOWS AND SKYUGHTS. 

(a) All skylights should be screened to prevent access to buildings via 
these routes. Otber wiDdows that might be used to gain access to a sauc:ture including all 
windows on the ground floor and other windows accessible froln nearby buildings, walls, 
parked vehicles, tree~ or utility poles should be screened or grated in some manner. 
W'mdows of a size sufficient to permit entry or l"CCDDval of arms should be either screened 
arbam:d. 

(d) Care should be given to the manner in which grillwork. screens, or· 
bars ~ affixed to a sauct~R. Auackers often aaack the screens, bars, or grillwork by 
prying the treatments away from the window rather than by aying to saw, cut, or buni their 
way through them. All bolts used to connect grillwork, screens or bars to the structure or 
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1D other pans of die window ftalment should be welded so· that they caunot be manipulated 
by an intruder 10 gain access. · 

(e) When grillwork is installed in buildings or residences where 
windows ate designed as emergency escapes, be sure to binge the grillwork and equip it 
with a proper release. Ensure the emergency release docs not become a weakpoint in the 
window security system. 

4 • Utility Access 

a. A careful iDspection of the strur::mre exterior must be made to locare ~ utility 
openings. In conventional building designs, utility openings, manholes, tiiDDels, air 
coDdidoning ducrs, filters, or equipment access panels can provide a vulnerable entrance 
route with no significant delay. If such openings cannot be eliminated. their delay timeS 
must be iDclascd. 

(1) INSTALL SECURITY SCREENS OR GRATES OVER UTILITY ACCESS 
OPENINGS. 

The techniques described above to secure a window or skylight using 
86--~ or mesh can be used to restrict access to a sttuctme via utility penetrations. 

(2) An ACH IDS SENSORS TO UI'ILlTY OPENINGS. 

All utility openings greater than 10 inches in diameter should be equipped 
with IDS sensors incorporated· into the facility's IDS system. 

5 • Duress Alarms 

a. · Duress alarms are devices that can be activated manually in the event of an 
unauthorized penetration attempt. An audible alarm can be. SOUDded locally in an attempt to 
frighten off the intruder. Altemalively, a silem alalm can also be sent to the organization's 
security center, orotberlocation where the alarm would summon immediate assistance. 

b. Duress alarms can be placed in inconSpicuous locations, aDd can even be 
disguised as common office objects or home dec:ora.tQr items. Duress alarms can also be 
iDcorporated into home or ~ffice furnishings. 

6. Communication Systems 

Telephones are needed at all times and secure means of communication are 
essential between a secured area and its dedie2:ed response force. Telephones in many 
pans of the world are unavailable, unreliable, and, as iD many CONUS locations, exposed 
and vulnerable to terrorist attack. The security planner often has liale knowledge and no 
control over _where or how the telephone lines are routed or if they are even minimally 
secured. Telephone systems required for security and safety of executive personnel must 
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a high security passageway u equal or less cost than the consttuction ·Of a reinforced 
masonry waD to accomplish the same pmpose. . · 

Table 10.1. Selected Facility Barrier Materials 
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of proteCtion and security teSOurces, access control points as illustrated can be established 
in serieS. The greater the value of the protected asset, the larger the number of checkpoints 
that must be passed before access is granted. 

Recaption Anla 1· 

Figure 10.1. Reception Area to Access Controlled FacUlty 

c. This figure illustrates several important features of a secure area access control 
point. door 

. to the 
waiting area is hardened, 
from the waiting area by ballistic resistant glass and an electrically controlled. ballistic 
resistant door. The guard also bas a bidden duress alarm. 
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2 • Access Control Proeeclures 

The sysums approach 1D physical security includes an assessment of day-to-day 
operadoas witbiD the secured area. In order to maintain adequa~e security tbrougbout a 
DoD iJlm11arion, within a facility, within an activity, and within an organindoa without 
DDdDly interfering with day-to-day work. it is aecessary to pczmit personnel to move 
about. OD 1be other baDd. tbe physical security system bas a responsibility 10 ensure tbal 
protected assets remain protected throughout the regular workday. Accordingly, the 
following measures can be implemented to maintain positive eonttol over access to 
protected DoD assers. 

a. Pass and Badge System · 

Where. the area is large or where the number of persoanel exceeds a number 
that can be recognized personally by the guard or persons charged with security 

I 

responsibility of the ~ a pass and badge identification system should be used. Security 
badges will be used_ primarily for access control Badges should contain a picnue of the 
individual authorized access, and may contain additional information about tbe individual 
Such information sbould be communicated through badge borders, badge color, 
identification photograph background color, etc. Information dW should not be printed on 
the badge includes home address, specific work location address and telephone number, 
security infomwioo, and in smne areas, information identifying 1be badge bolder as a DoD . 
or U.S. Government employee. 

b. Aecess List System 

Admission of personnel to very high security an:as (Level Three RestriCted 
Access AJeas, fcauc:rly tamed exclusion areas) should be granted oDly to those persons 
wbo a~e positively identified. One approach is to ptepae access lists comainiDg the names 
of those individuals specifically authorized access to a facility. Access lists should be 
maintained under Slringent conttol of an individual who is formally designated by the 
commanding officer or manager of tbe facility. That person should be responsible for 
updating IDd confirming the need for access on a regular, frequent basis. Admission ~f 
persons other tbaD those on the authorized access· list should be approved by the 
commanding officer, manager, ar designarM representative. Access lists shoUld always be 
controlled carefully and never displayed to public view. If a computerized access list 
system is used. the computer files used to generare such a list must be safeguuded against 
rampc:riDg. 

e. Exchange Pass System 

The exchange pass system is an identification system that may be employed in 
highly sensitive areas to ensure suingent access control It involves exchanging one or 
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more identification media (badges, passes. etc.) for another separate type of identifier 
(badges, passes, etc.). This system is particularly useful where Visitors must gain access 
to a high security facility. The precess of exchanging passes is an intimalc one, permitting 
security personnel an oppormnity to examine all personnel both upon entering and upon 
existing the secured facility. 

d. Escort System 

c • Escorting is a method to conttol visitor personnel withiD secured facility. The 
. escOrt must remaiD with the visitor at all times while within the JeStticted areas. If local 
wriUeD policy detamines tbat an individual does not require an escon withiD the area. the 
individual must meet all the entry requirements for unesconed ac=ss. Escon personnel 
may be civili.aD or miliauy employed by or aaacbed 10 dle visi1l:d activity, 8lld will normally 
be ''from the office of the person being visited. A major objective iD escorting visitors 
aroUDd a facility is to easme that all material brought into the facility by the visitor is left 
with someone who can open and examine the contents, and that visitors leave no packages 
or otha' ma.lerials behind upon their ciepaniR. 

E. SAFEHAVENS 

1. The innermost layer of protection withili a physic31 security system is the 
safebaven. Safehavens are not intended to -. · ·- c • • attack 
fea1milll explosives and 

m 
and righL :rfecaically operated deadbolts are acceptable provided that in the 

event of power failure, the bolts slide into their locked condition and a bacJICUp ftnUJ·~ 
source with automatic switchover is available. 
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7. Consider installiDg a maiD power switch in the safehaven that would allow· 
occupants in an emergency to intenupt powc:t to the entire office bujJding or residence with 
the exception of emergency services circuits (emergency lighting, emergency 
communications, emergency computer power supplies, etc.) Interruption of electrical 
service in the building can interfere with the use of power tools to gain access to individuals 
takingurefuge in· the- safehaven.. Funhe1 more, darkness C8li mate· it more diffiCUlt for tbc 
imruders to press their attack. 

10. Safehavens can remain functional areas of an office use of 
the space is not n~sary. It is necessary, however, to regulate use of the space so tlw 
tbase individuals whose protection is essential can be insc:ned into the safebaven in a 
timely manner in the evem of warning of a u:umist attack. 

11. The following listed equipment should be provided inside tbe safebaven. 
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Figure 10.2. 5afehaven Concept Implemented an a 
Hlgh·Aise Office Building ........ --

tb0tt12b a safehaven is DOt int~nded or designed tO provide penetration 
protection over an extended period of time, it may be necessary for occupants to remain in 
the safehaven for several hours while response forces converge on the site, contain and 
resolve the terrorist incident, and verify that no threats to the safehaven occupants remain in 
the area. Under such circumstances, occupants of the safehaven may be more secure and 
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less likely to be injured or to Q)mpromi.se crisis management by remaining in the safehaven 
1mtil tbe on-scene commander directs them to evacuate or leave tbe facility. 

F. FACILITY PHYSICAL SECURITY SYSTEM SUMMARY 

1 .. DoD facilities draw their basic security infrastructure from the insta11arion physical 
security system. Threats to a particular facility on an insra11ation will usually originate 
outside the iDstallation. Dercction and warning will come in most instances as a result of an· 
aneJupt to penettale the insraDarion. 

2. Facility security enhancements are intended 10 augment the basic physical security 
posture of an These enbanc:ements take into account real limitations oo secllllitY 

~~M;Oa..!o must 
'-'&&IOL~U.J to the support of specified forces, or in 

some instances. because of the grave harm and danger to persoDDeL facilities, and mareriel 
· as· a consequence of. huptoper use or misuse of the asset. 

3. The basic tenets of good security planning at the installation level extend to 
individual facilities. To wit: 

a. Utilities providing power, communications, and cooling to security systems 
should be isolated from other utility service to the facility; utility connections 
should be prOtected and alarmed; 

b. Good industrial safety and hygiene practices should be followed without 
exception; toxic, and materials should be isola!ed from all 
other facilities as 

c. equipment including fire extinguishers, first aid kits, emergency 
communications, and emergency lighting equipment should be installed and 
kept in ptoperly v.uk:ing condition at an times. 

d. Facility vulnerability assessments and protective measures implemented in 
response thereto should consider terrorist threat from all dimensions where 
tcuorist group history and capability demonstrate such threat or in.m11arion and 
facility wlnerability assessment reveal security weaknesses in basement level 
and/or roof level perimeter barriers, ballistic penetration bairi~ Qr sttuctuial 
~~ . 

4. The concepts of a physical security system can be expanded to include facilities 
that are not located on DoD iJJsraDarions but bouse DoD assets that must be protected. Such 
assets might include distributed DoD offices, or the residences of military officers or DoD 
civilians serving in High Risk Billets or who have been designated High-Risk Persons. 
Olapu:r 11 illusttatcs how the concepts outlined and described in Olaptcrs 8, 9, and 10 can 
be applied to these circumstances. 
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-cHAPTER 11 

RESIDENTIAL PHYSICAL ·SECURITY CONSIDERATIONS . 

A. INTRODUCTION 

1. The DoD Physical Security Reluwion (reference (cc:)) mandates the protection of 
all DoD assets to the degree necessary to preserve mission capability. DoD personnel are 
valuable assets, just as are weapon systems, facilities, and bases. Many of the concepts 
and specific techniques used to make DoD installations and.facilities more secure can be 
applied to residences as well. 

2. _;This chapter highlights security matters to be considered when .selecting a 
residence. It describes techniques used to enhance the basic level of physical security 
provided by personal residences. 

· 3. Many senior military officers and DoD officials (rdemd to below as "executives") 
are assigned to overseas posts. Because of their specific aSsignments or positions of 
visibility and terrorist threat conditions, th · s.l 

4. Residential security should be examined just like the secUrity of a DoD installation. 
A layered defense or defense in depth should be prepared. This chapter outlines specific 
steps that can be taken by all DoD-affiliated peisonnel. The chapter concludes a discussion 
of supplemental security measures for High-Risk Persons. 

B • SELECTION OF RESIDENCES 

l. General Considerations 

a. 1bere are a number of factors that are often considered when a family residence 
is being selected. Among these factors are the following: 

(1) Employment locations for DoD personnel and any workiilg dependents 
accompanying them. 

(2) Recreational facilities. 

(3) Schools for dependents. 

(4) Shopping. 

1 See Cbapcer 13 below for further discussioo of these designations. 
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(5) Inter-uiban, regional. and international transponation facilities. 

(6) 

rt> 
b. It is sttongly suggested tbat some security considerations be added to this list 

of n:sidemial site selection factors iDcluding the following:· 

2 • Geaeral Security Atmosphere Indicators 

a. A Dumber of observable cbaracteristics caD provide clues about the general 
security anmspbere. 

(1) When selecting a Deigbbarbood in which 1D coDSiderresiding, OBSERVE 
THE GENERAL SECURITY ATMOSPHERE as iDdicaled by tbe followillg typical iDdicaiDI'S: 

(2) The geueral character of stteets. sidewalks, lighting, pedestrian and 
-vebicular a:affic patterns; 

(3) The presence and condition of parkS, playgroUDds, m:reation areas; 

(4) The existence of public or comme&cial enterprises intermingled with 
residential dVJellings; and 

(S) The existence and condition of fire hydrams and police call boxeS. 

b. ~the saeets •pl):-~~ Ji;~;-~ for at.least two cars to pass 
· . . . . · with sidewaJtstt'i1111 with:-a .. ··'·-·"'·· -""i .. · . lc, there is a strong 

· is fairly sec~t~':tWfi6i'@~!k .. ~£ble impressions can 
be reiDforced by a · through clean, well utili:zelf~ playP,unds, an recreational 
areas, a walk through cl~ amactive mixed use ~~eigbbarboods, aDd a walk through areas 
with visible presence of police and fR ~ the initial impression is likely to hold up to 

fw dler scrutiDy. 

c. In genenl, tbc ovc:rall appearance of the area may often serve as an indicator of 
crime levels. Where property lines are well defined, homes appe8f well maintained, and 
the landscaping shows an obvious pride in the popeny, crime raleS are likdy to be low. 
While tbat may not elinrinate the threat. of terrorist auact. it does suggest an attractive 
general security atmospbc:re. 

3. Specific IDdicators of Geueral Security LevelS 

a. Several observable security measures taken by n:sidenzs of a neighborhood can 
provide specific indicalioos about local security condiboDs: 

(1) Look for specific indicators of security precautions taken by local 

(2) Presence of bam:d windows, security grills on doors; 

(3) Security walls and fences; 

(4) Security lighting; 

(S) Large dogs or other watch animals; and 
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(6) Presence of privaze security guards. especially during the day. 

b. Observe or make inquiries about tbe frequency and type of police pattols in a 
given neighborhood. Fmd out what type of police or which police jmisdiction responds to 
calls for assistance. Observe the general appearance of police security personnel on the 
street. Police who take pride in their appearance, the appearance of their vehicles, and who 
make themselves visible to the public in the performance of their duties can usually be 
relied upon to provide dependable police coverage throughout the community. 

c. Try to dctermiDc tbe attitude of the government and the populace toward other 
, nationals, aDd particularly Americans. A strong anti-American attitude could be cause for 

you to have diminished faith in local police responsiveness. 

4 • Background IDformation Oil Local CrimiDal Activity 

a. Investigate local crime activity iD tbe area to which you are considering 
moving. 

(1) The level of criminal or terrOrist activity throughout a cmmnunity is rarely 
UDiform. Street crime can be expected to occur in lower income, crow~ and congested 
areas. It is generally recommended -mat tesidences not be selected in downtown, 
commercial, or especially isolated areas,· especially when local data iDdicare that such weas 
are high crime areas. -- -

10 mmnae 8Dt.rot'l181te 1rllfOrma1tlOD geDe:rai.IY 

who ask for such information. 

5 • Utilities Service and Protection 

EXPLORE THE REUABn..rrY OF LOCAL UTIL.riY SERVICE in order to determine 
whether or not emergency or backup power and utility service will be required. The 

. availability and reliability of utilities in any given locarion should be a primary factor in the 
selectioo of a teSidential site. Reliability of utilities should be determined and in cases were 
they are erratic, acquisition and use of backup S)'SICIDS should be assumed. Disruption of 
utilities service (particularly electricity and telephone) would facilitate unauthorized access 
to a residence by an intruder. 

6. Fire Protection 

CONSIDER 1BE AV AILABn..rrY AND EfFECTIVENESS OF LOCAL FIRE PR01'ECTION 
services in each neighborhood being investigated for potential residence. The proximity of 
prospective residences to and the effectiveness of the fire protection services is a major 
consideration in residential site selection. The availability of water or other substances to 
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fight a fire should be determined. The locations of fire hydrants or other water sources and 
means by which they can be accessed and brought to the residence by its occupants before 
the anival of the local fire brigade should be considered. 

7 • Physical Environment Considerations 

a. Investigate potential hazards in the physical environment in and around 
neighborhoods of porcotial residential imerest. 

(1) Residential areas under consideration should be well removed from 
known c:nvimamcntal hazaJds such as flood plains, active geological faubs, steep slopes of 
bills._subject to mud slides and/or brushfires. Residential areas close 10 breeding areas for 
disease vectors such as insects or rodents should also avoided if possible. 

(2) Sometimes, housing availability restricts resideatial selection to areas at 
risk from at least some of tbe eavimamcntal hazaJds noled above. If placed in this 
situation, take the following measures, plan additional, necessary precautions to JRVent 
loss or injury from environmental disasters in addition to potential terrorist actions. 

b. Be iure to include access to aDd storage of emergency ratioas, lighting, power, 
:md communications, as well as backup or altematives to any other sysrCms that could be 
disrupted as a result of an environmental disaster as part of your moving plans. 

8. Residence Access Routes 

a. Select candidate residences with access routes that allow many choices of 
approach or departure. 

(1) It is essential that access mutes to and from residences allow occupants 
maDY choices of approach or departure to make detection of arrival and departure paaems 
difficult aDd to avoid ambush or attack once it is spotted. Some considerations should 
iDclude: 

(a) aear delineation of dle meet c:r roadway. 

(b) Sufficient street width to allow two cars to pass, even if vehicles are 
parked on both sides of the roadway. 

(c) SufficiCDt Deighborbood lighting at iligbt. 

(d) Unobstructed view of the mad from the residence. 
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9. Parking 

a. Consider the location and availability of parldng for privately owned vehicles, 
motorcycles, and bicycles when examining candidate residences and their surrounding 
neighborhoods. 

(1) In selecting a residence, considemion must be given to securing personal 
propeny including means of transporwion. Bicycles, motorcycles, mopeds, and other 
two-wheeled vehicles are usually relatively cast to secure. Often they will fit in a storage 
shed, or can be locked close to the residence where they can be observed. 

(2) The family automObile, and in some cases, official vehicles that have been 
approved for transpOrtation between home and office, present another problem. The best 
solution is to SIOI'e the vehicle in a garage that can be kept locked at all times. Carports and 
driveways within a fenced or guarded area are the next best alta'DIIive. Off-stttct parldng 
alternatives represent still ailother althougb far less desirable alternative. Personal or 

. official vehicles should not be parked on the street overnight in the vicinity of personal 
residences. 

C. SECURITY COMPARISONS BETWEEN SINGLE AND MULTIPLE 
FAMILY RESIDENCES 

1 • General Recommendation -

a. Aftt:r a careful teView of the general security atmosphere and specific indicators 
of local crime, there may be an opponunity to choose either a single family or a multiple 
family residence. Overall housing costs, availability of dependent care or playmates for 
dependents, and location convenience factors noted above can be imponant determinants of 
residential choice. There are some specific security considerations, however, that should 
also be evaluated in choosing between multiple or single family residences: 

b. In most cases, APARTMENTS ARE GENERALLY PREFERRED TO SINGLE 
FAMILY DWEUJNGS WHEN SECUIUI"Y IS A PRIMARY CONSmERAnON. Apartments above 
the first floor are more difficult to get to, usually have only one emrance, and provide some · 
degree of anonymity for the residenL Thus, they pxcsent a more difficult target for the 
terrorist or burglar, and are often less expensive to modify with security hardware. Living 
in an apartment provides benefit of close neighbors. In the event of an emergency and loss 
of communications, neighbors can often be relied upon 10 provide assistance. At the very 
least, they can call the • if American occupants of apa1 UDCDts cannot. 

; . -
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~ _-Common in many overseas areas, a number of separate homes are 
the same general area. These are often occupied by American or other foreign families. 
Such ammgements offer excellent opportUnities for cooperative secmity arrangements. 
These enclaves may or may not be fenced and the families may share the costs for guards, 
lighting systems, and alarm systems described in the pteceding chapter on physical security 
atrangements. 

c. A separate residence in a suburban nctJgDDorn~ooa 

2. Apartment Selection Sugaestions 

a. The following features of apanment living are recommended as pan of a good 
security foundation far a private n:sideuce: 

(1) Find an apartment which: . 

(a) FeaDRS lobby aDd parking area security provided by guards, closed 
circuit television, or lockiDg deVices which can only be operalCd by the tenants; 

(b) Does not bave fire escapes, balconie~ or overhangs that could be 
used to gain sw1eptitious emry to the building; 

(c) Has only one door for general entry and exit and one door for 
services and deliveries,_ both of which have eonaolled access via guards, keys, or key-ca!d 
devices; 

(d) Has well-lit hallways and stairwells, preferably monitored by closed 
circuit television, which cannot conceal inttuders. _ 
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. c. If adequate security measures are not present, apartment living affords. the 
oppommity to provide necessary Security at a reasonable price, as a shared expense. · 

3 • Single Family Home Selection Suggestioas 

a. Although a well-designed and well-managed apartment is more secure than a 
separate house there are often other reasons that result in the selection of a single family 
~dencc by DoD-affiliated personnel Need for three or four bedrooms to accommodate 
children or other dependents, an exercise area for pets~ or large areas for official 

· entertaining are examples of considerations that may eliminate an apartment as a residential 
choice. 

b. The main ingredient to be used in selecting a single dwelling residence is 
finding an established residential development or neighbOrhood where income levels and 
lifestyles are compatible. Neighbors routinely looking out for each other are a critical factor 
in a well proteCted residential area. A good overview of the entire neighborhood such as 
streets, sidewalks, lighting, and adjacent homes is necessary. Each of these features affect 
the security of the neighbo~ood and therefore, the natural protection afforded the 
residence. 

c. In selecting a single family residence, seek out residences with the folloWing 
cbaracteristics: 

(1) Find a single family residence that: 

(a) Has arcbitectural and natural features which provide opportunities for 
occupants. to observe activities on the street, the sidewalks, adjacent yard~ and.public 
areas; 

(b) Is plaCed in the neighborhood such that a $U'Onger or potential 
intruder will be readily observed by neighbors; and 

(c) Is situated within clearly defined boundaries, making an inadvenent 
intrusioo virtually impossible. 

4 • Apartment Security Enbancements 

a. The apa1 anent should possess a good solid door and the door frame should be 
well-constructed. Most residential security hardware that is suitable for single family 
dwellings is also suitable for apartments. Most essential of these is a 190-degree optical 
viewer and a strong secondary deadbolt lock. In the absence of a fire escape, there are a 
variety of devices sold commercially that will facilitate eXiting an apartment from a 
window. The devices include rope or chain ladders, and mechanical rope slings that 
provide a controlled descent to the ground. 
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b. A&iitional security measures employed in single family residences described 
below can be added to apa1 tments as well if necessary. 

· 5. Single Family Residence Security Enhancements 

. a. Most of the Common enhancements to.single family residence security focus on 
J .• 

improving resistance tO inausion and penetration. Following the general approach 
presented above with respect to enhancing the security of an installation or a facility, 
coosider the following measures: 

(1) Ensure the single family residence is surrounded by a banier clearly 
detineating the piuperty from adjacent homes. 

An aesthedcally acceptlble banier sucb as a picket fence can provide a 
good psychological dereueut to inttusion. Odler fencing Dwerials such as split rail, board· 
on-board, decorative wire mesh, decorative walls consttucted. of masonry or stone can 
serve the same purpose. · 

secure 
ecmaparabJle m their resistaDce to penetration as the perimeter barrier 

itself. It mam no sense 10 build a high security fence and use a SO cent low-security hinge 
. on a pedesttian gate. Installing a high security cypher lock on a common exterior door 
through a decorative wall will.add no more security than the security value of the door 
itself. 

(3) INCREASE THE RESISTANCE OF DOORS, WINDOWS AND EXTERIOR 
W All.S TO PENETRAnON. 

stten2tltlenc:d and made tl1(ft resistant to penetration using 
W'mdows can also be made more resistant to 

Depending on the nature of the terrorist threat 
restSWlt to penetration. 

. 6 • Common Sec:urity Enbaacemeots for Residences · 

a. Whether selecting an apartment, a single or multifamily dwelling in a seCured 
~ or a single family dwelling, the following considerations should be addressed: 

(1) DO NOT LEAVE UTILITY CONNECI'IONS 'INCLUDING TELEPHONE 
TERMINAL BOXES, ELECTRICAL SERVICE WIRING, POTABLE WATER CONNECTIONS, 
NA 1URAL GAS CONNEC'I10NS, ETC., ACCESSmLE FROM THE EXTERIOR OF THE HOUSE. 

Consider relocating utility service or placing the utility connections inside 
secured enclosures to prevent tampering or unauthorized access. Add internal backup 
systems such as batterie~ bottled gas, and two-way radios. Consider finding an alternative 
residence as w~. 
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(2) Select a residential structure that is not wlnerable to fire. 

Residences should be c~nstructed from materials that are not readily 
combustible. Furthermore, electrical wiring and fixtures as well as natural gas and/or 
propane ovens, ranges, water -heaters, and other appliances should be in good condition. 
Be sure that the residence bas spfficient number, location, and accessibility of. potential 
emergency exits which can be used in the event of a fire. If necessary, acquire hinged high 
security window grills to permit use of windows as a fire escape. Be sure to keep ·fire 
extinguishers charged and available; install a smoke detector-in the residence if it does not 
already have one. 

D. SUPPLEMENTAL RESIDENTIAL SECURITY MEASURES FOR 
WGB-RISK BILLETS AND HIGH-RISK PERSONNEL 

1 . Overview 

The balance of 
aaaress spec:mc seauitv measures that may be m the residence of 

a HRP or a person assigned to an HRB. · 

b. Before supplemental security measures are provided, an integrated tCrrorist 
threat estimate must be prepared. This document examines the terrorist threat as analyzed 
by the intelligence community. The dOcument will also include an assessment risk of a 
terrorist attack by the Service, CINC Service component commander, the local command, 
and for DoD personnel assigned to the American Embassy, the State Department's 
Regional Security Officer. The document should include an assessment of the wlnerability 
of DoD missions as supponed by the local activity in the event of a terrorist attack. An 
assessment of the criticality of the HRP or HRB should also be prepared. The vulnerability 
and criticality assessments dealing with DoD personnel assigned to the CINC or a 
component command should be coordinated with chain of command through the CINC to 
ensure that assessments of wlnerability and criticality through all echelons of command are 
fully informed if not in full agreement 

c. If sUpplbentai secmity measures are warranted by the. integrated terrorist 
threat assessment, several steps should be taken at government expense. Many of these 
measures may also be taken by personnel at their own expe~ should they feel a need for 
additional security in their residmce 

2 • Enbaaced Protective Measures for High-Risk Personnel Residences 

a. InsW1 high security perimeter barriers equipped with high security locks and 
inausion detection devices. 

(1) As noted above, a single family residence should be surrounded by a 
perimeter banier to define the boundaries of the property. Residences housing HRPs may 
require high security perimeter barriers such as reinforced masonry walls, high secmity 
steel fen~ etc. 
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(2) All barriers in the perimeter should be gated. 'Ibe gates should be 
operated either by a key-type device (either a physical key or a cipbef.lock) or by a remote · 
control lock by someone in the residence. The gate and its supporting hardware should be 
able u) withstand the same type of attack that might be mounted against the residence 
perimeter. If the residence is smrounded by a metal picket fence designed to withstand 
vehicular assault, then so too should pres be capable of withstanding vehicular assault 

b. All residential docn should be haniened to wilbsund peneaation. 

(1) Depending on the type of door CODSttDCtion used, several approaches can 
be implemenll:d. Consider methods outlinl!d in Fi PmP. 11-1 

Figure 11•1. Door Hardening Techniques 

(2) Door frames, door jambs, door hinges, and door locks should be 
examined and bardened as oqtli!Wi above aud in Appendix E. 

(3) In addition, consider building a screened vestibule in front of each door. 
Such vestibules should be equipped with doors, security hardware, and intrusion detection 
sensors to provide early warning of an auempted intrusion aDd to ·increase delay of an 
attack. 

2 Tbe NaliODal AssociaboD of Ardiliecwral Me&al Manufacturers is loaued at 600 S. Federal Street 
Suite 400. Chicago, IL 60605-1895. It may be reached by commercial telephone at 3120966-6222; its 
FAX telephone number is 312-922-2734. 
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c. Make sliding glass doors as resistant to forcible entry as possible. 

(1) Consider lad oohrcartX>Dalte 
panels in the door. 

(2) Wmdows should be secured as Consider 
replacing windows in areas where family members will spend large amounts of time with 
glass-clad polycarbonate plates. 

' • ' : • • • • I . I . ·" Any window accessible from th gro y 
accessible platforms (e.g., parked cars) should be protected with a high security screen, 

--grillwork, or bars. In addition, such windows should be equipped with IDS sensors. 

d. INSTALL AN INTRUSION DETECTION SYSTEM PROVIDING COVERT 
SURVEILLANCE OF ALL EX'IERIOR OPENINGS IN 1liE RESIDENCE, ALL GATES 111ROUGH 
THE EXTERIOR PERIMETER, AND All UTILI1Y CONNECI10NS TO 11IE RESIDENCE. 

Depending on the nature of the threat, the relations between the U.S. 
Government and the host govemmen~ and the security resources available to U.S. forces, 
consideration should be given to installation of IDS annunciators both in the home and in 
the central security office at the appropriate U.S. military installation. Local annunciation 
would alen all the HRPs in the residence to immediate action in their own defense; remote 
annunciation at the appropriate U.S. military installation would permit notification of local 
authorities of a possible incident and dispatch of U.S. security personnel to assistance host 
national law enforcement and security personnel in accordance with SOFAs and other 
MOUsineff~ . 

e. Consider installation of a secondary secmity wall equipped with a medium 
security door separating family sleeping areas from the rest of the residence. 

In addition, install IDS sensors in hallways, entryways, and stairways. The 
secondary security door which forms a barrier between the sleeping areas and the rest of 
the residence should be equipped with a vitntion type sensor to detect inttusion attempts. 

f ~ Consider adding approprialc external security lights. 

Such lights should provide. sufficient light to facilitate functioning of coven 
ccrv or other surveillance systems. They may also be aimed in a manner that creates 
glare in the eyes of those outside the perimeter of the residence~ complicating terrorist 
surveillaDce and intelligence collection. Lights may be either automatic (tmned on and off 
by timer or photoelectric cell), motion detector initiated, or both. 

CONSIDER INST AUJNG A ""' .......... ,c.cll,.,. 

(1) Safehavcns can be applied in residences as well as offices. Figure 11-2 
illustrates the installation of a safehaven in an apartment or single family residence hallway 
area. 
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Figure 11·2. Safeturven Concept Including Residence Hall 
Security Barrier 

(2) Safehavens installed in residences should be supponed by coven ccrv 
cameras scaucrcd arouud the house conDCCUd to CCIV moaitars insta11ed in the safehaven. 

/ The use of coven ccrv cameras provides survei1laDce information to tbe occupants of the 
safebaven regarding the presence of intruders, law enforcement personnel, or both. 
Occupants of tbe safehaven may also be able to provide additional information about the 
presence, location, and armament of intruders based on. observations by coven ccrv 
cameras. 

(3) It is possible to link CCTV displays in the safehaven to a centtal station 
along with other IDS sensors. In normal situations, the ccrv signal would not ·be 
transmitted to the central station. If, however, the occupants bad to retteat into the 
safehaven, the IDS might be equi~ with a device permitting either manual or automatic 
relay of CCIV data. IDS and CCIV information is vitally imponant to response forces. 
They need to know whether or not inttuders remain in the residence, if the intruders are 
armed or injureci and if there are other persons in the residence that might have a bearing 
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3. Residential Security Guards 

In ccnain high threat meas· overseas, residential security guards are recommended 
In some cases, the namre of the threat and DoD presence in counuy will be such that the 
U.S. Embassy will provide residential guaras. 

4. Animals 
- . 

a. A variety of animals have been used a one time or another in different pans of 
the world as living alarm and security protection systems. While geese, ducks, and 
monkeys can be depended upon to create a racket when disturbed, the most commonly 
used animal bas been the dog. 

b. A dog possesses many security assets. A dog's greatest asset is his alertness 
to danger. His senses are far more highly developed that those of a human. For example? 
his sense of smell is one hundred ·times greater than that of a human. A dog can 
discriminate between odors which seem to a human to be identical. A trained dog can 
deteet an intruder's scent in excess of 250 yards. A dog's ability to hear surpasses a 
human's in both range and pitch. His upper frequency limits are.lwice that of a man. A 
dog's senses of sight and touch for the most pan are no greater than a man's. In fact, his 
vision is generally considered to· be weaker than man's. Dogs are believed to be color 
blin~ and all objects appear blurred and out of focus to a dog. However, they are 
generally m~ cognizant to movement despite other visual weaknesses. 

c. The dog's sensitive and discriminating senses of smell·and hearing enable him 
to quickly detect a stranger who is not normally present in the residential area, and the well 
trained dog will normally bark when approached by an intruder. Thus, they can be 
classified as living audible alarm systems. Like all alarm systems, dogs are sometimes 
subject to false alarms. A nervous or high strung dog barking at almost any distraCtion 
negates his effectiveness. To avoid the wrath of neighbors and for the owner's peace of 
mi~ the dog should be trained to react only to the inttoduction of strangers into the 
neighborhood, and trained to stop barking at the command of the owner. 
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E. RESIDENTIAL SECURITY SUMMARY . 

1. Functional analysis of the physical security system applied to DoD insral1ations and · 
facilities can also be applied to residences of DoD personnel. All physical security system 
functions peiformed in defense of an installation are performed in defense of a residence. 
While resource limitations may constrain the level of protection available, the principles do · 
not change. If tamrist tbreals can be detected, classified and identified, and annunciated, 
residential physiCal security systemS can be designed to delay terrorist auacks long enough· 
to permit local law enforcement and DoD security· forces to provide relief. . 

2. Residential security is an important facet of protecting DoD personnel assets. 
Protection is provided by DoD and the DoS on the basis of the terrorist threat to DoD 
personnel, the risk of attack, the probability that if an auack is undertaken at the DoD 
persons ~nee, it will be successful, and the impo1 ranee of the DoD personnel to the 
successful accomplishment of DoD and U.S. Government policies. Provision of 
residential security services to DoD personnel is unusual. 

3. DoD personnel should not feel helpless in the face of a terrorist threaL There are 
many measures to be undertaken by individuals and their families to reduce their risk of 
becoming the victim of a terrorist attack. 
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CHAPTER 12 

INDIVIDUAL PROTECTIVE MEASURES 

A. INTRODUCTION 

DoD Directive 0-2000.12 (reference (a)) declares DoD policy "to protect DoD 
personnel and their families, facilities, and other material resources from terrorists acts." 
Physical security measures to enhance the security of DoD-affiliated personnel have been . 
examined. In this chapter, attention turns to steps that can be taken by each and every 
·person affiliated with DoD to reduce or mitigate the dangers of becoming victims of 
terrorist auack. 

B • GENERAL APPROACH TO INDIVIDUAL PROTECTIVE MEASURES 

1. Personnel Protection: Plan and Leadership 

a. U.S. Government civilian and military personnel, as well as civilian 
contractors associated with the U.S. Government are often targets for terrorist activity. 
Heads of DoD components have two major antitenmism rCsponsibilities: 

(1) Provide as much security for personnel under their authority and control 
(to include dependents) consistent with threat, ~ vulnerability, criticality assigned roles~ 

·missions, and resources; and 

(2) Provide awareness information and educational materials to assist Service 
mem~ DoD civilians, and contractor personnel prepare themselves and their dependents 
to reduce their individual risk and vu1ncrability to terrorist auack. 

b. Security managers or others designated by Heads of Defense Agencies, the 
Military Services, the Unified and Specified Commands, commanders of military 
installatio~ and commanders at all echelons should develop a personnel protection plan. 
An antiterrorism personnel protection program has three phases. 

l • Planning Phase 

The Planning Phase has four steps as outlined below. 

a. Threat Analysis 

(1) All civilian managers or military commanders should obtain a 1ERRORISM 

THREAT ANALYSIS from counterintelligence, intelligence, and l•w enforcement 
organizations to identify the presence of terrorist threats to security in their respective areas 
of operation. Such assessments should include data on threat factors as existence, history, 
capability, intentions and targeting. 
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(2) As pan of the threat ~sessment, ·~formation on terrorist intelligence 
collection and targeting methods used against past victims should be obtained. Such 
information is essential in the development of awareness and education plans, programs, · 
and activities. 

b. Risk, Vulnerability, and Criticality Assessments 

(1) A RISK ASSESSMENT examining the likelihood of terrorist auack on DoD 
personnel and their dependents assigned at each DoD post should be undertaken. Those 
personnel who meet the definition of "high-risk personnel" or who occupy "high-risk 

· billets" should be specifically identified and individually assessed. 

(2) A CRI11CALITY AND VULNERABn.ITY ASSESSMENT of all individuals 
who are at risk should be assessed to be at higb or even moderale risk should also be 
undertaken. The purposes of such assessments is to identify those individuals who are 
mission-essential and who therefore may beCause of their vulnerability to tenarist attack, 
wammt special protective measures, including but not uecessarily limited to the following: 

(a) Augmentation of security devices used in the office, home and 
vehicle environments; 

(b) Assignment to DoD antiterrorism resident or mobile training course; 

(c) Provision of Protective Security Details for periods or tasks at which 
the risk is highest; and 

(d) Assignment ofttansportation an a domicile to duty basis. 

(3) Other individuals may be identified as being vulnerable because of high 
visibility, because they are assigned to remote locations far temOVed from security suppon, 
or because the nature of their work brings them into close contact with others who are 
considered to be at high risk. Even if such individuals arc not mission critical, special 
security provisions including some of those outlined above may be appropriate. 

c. Resource Requirements a ad Availability . . 

After completing assessments of threat, risk, criticality, and vulnerability, an 
assessment of available personnel security resources must be completed. In pelforming 
this assessment, it is essential that planners consider those cases in which resources usually 
available for personnel security are allocated to other tasks. The personnel security plan 
should have preplanned alternate security arrangements to take such considerations into 
~O~L , 

d. Continuing Review 

The last step in the planning process is the periodic review of all planning 
inputs. TCI!Orist threat levds change almost daily in certain pans of the world; rapidly 
changing missions and responsibilities may alter assessments of personnel criticality and 
vulnerability. Hence, antiterrorism personnel protection planning is best conceived as a 
continuing, iterative process, not an annual exercise. It must be performed in light of daily 
or weekly programs of assigned missions and functions at . each installation, facility, 
activity. 
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3 • Personnel Protection and/or Terrorism Awareness 

a. The second phase in a personnel protection program is to increase awareness 
of the possible threat of terrorism. Officials responsible for AT programs should inform all 
DoD personnel including dignitaries, civilian employees, and dependents of the terrorist 
threat in general, as well as tbe perceived threat level in the general area of the installation 
or area of operations of the DoD activity. This can be accomplished . through peri~c 
briefings and through the preparation and disseminaiion of printed marerials. 

b. The need. for personnel security procedures should be explained during the 
awareness stage of the personnel proteCtion program. The specific procedures to be 
followed are presented during the education phase of the personnel protection program. 
Since it is logisrically impossible to proccct ~ possible tc:mJrist targets, SEL:F-PROlECTION . 
AND EFFECI1VE CRIME PREVEN'IlON PROCEDURES WILL DETERMINE mE OVERAU.. 
EFFECTIVENESS OF THE AN"ITIERRORISM PROGRAM. 

c. All personnel including dependents and contractor personnel should receive 
. crime prevention training. 0UME PREVENTION IS THE CORNERS10NE OF A PERSONNEL 
SECURITY PROORAM. Military personnel and dependents alike should be encouraged to 
participate in crime-watch programs. They must know how to repon suspicious activities. 
Checklists which can be used in crime prevention sUl'Veys are included in AppencUx .Q and 
Appendix P. A self-proteCtion guide can be found in Appendix F. People who carry out 
crime prevention procedures in their homes, their offices, and their day-to-day operations 
will significandy decrease their possibility of becoming a tenorist targeL 

d. Terrorist threat information should be included in briefings on security and 
espionage directed against the DoD personnel and DoD conttactor personnel. The public 
affairs office for each DoD component should routinely keep track of open source 
information on terrorist activities and assist in the development and presentation of 
awareness briefings. Presentations can be made in schools and. to social and sefvice 
organizations. The pmpose of these briefings is not to scare participants, but to make them 
aware of the personnel security threat in the area. Such briefings should present fac~ 
information about the strategies and tactics being used by terrorists and the types of 
facilities and/or personnel that have been targeted. In addition, such presentations should 
make DoD audiences aware of changes in the overall security environment. 

4 • PerSonnel Protection Education and Training 

a. Tbe third step in the personal security process is the acquisition of specific 
knowledge and education which can be applied by DoD-affiliated personnel to reduce the 
likelihood of becoming the victims of terrorist or other criminal acts. In the sections that 
follow, several specific antiterrorism measures that can be used by all persons to reduce the 
risk of attack are presented. Additional material appears in Appendices F through S. 

· b. Commanders and managers have a continuing responsibility to ensure that 
DoD-affiliated personnel receive comprehensive security awareness briefings. These 
security briefings, which should include such topics as hostile intelligence service threats, 
pro~ction of government propeny, crime watch, and physical security as well as 
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information on terrorist threa~ are an essential ingredient in reducing the risk of harm to 
DoD-affiJiared personnel from all potential sources. · 

5. Leadership by Example 

a. THE AmnJDE DISPLAYED BY MANAGERS AN)) SENIOR Ot=FICERS TOWARDS 
PHYSICAL SECURrrY, INFORMAnON SECURITY, AND PERSONNEL SECURI1Y IS MOST 
IMPORTANT. The example set by senior officials and officers at each organizational level 

· will send an •mmisrakabJe message to all personnel assigned to or coming into contact with 
tbe organization. Those leaders who view the threat of terrorism seriously, who heighten 
awareness of the threat, aDd who acti~y practice amilerrorism measures in their daily lives 
will eucourap odlers to do the same. 

b. While some antitenorism precautions are more appl:icable overseas than in 
CONUS, development of good security IDd antiterrOrism habits is the key to personal 
safety fo:- DoD personnel and their dependents. Practice of antiterrorism measures even in 
countries or xegions where the terrorist dRat lml is considered NEGLIGmLE is excellent 
preparation for deployment, tempormy duty assigDmen~ or other activities where the 
tenorism threat level is MEDIUM or HIGH. 

c. Information on specific personnel security topics appears in Appendices E 
through S. Local reproduction and distribution to DoD personnel, their dependents, and -
.DoD contractor personnel is encouraged. All DoD-afliliated personnel and their dependents 
should review these precautions on a regular basis. 

C. PERSONAL PROTECTION MEASURES FOR DoD PERSONNEL 

1 • General Guidance 

a. As noted iD Chapter 2 of this Handbook, terrorists frequently emulate military 
organizations as they develop, plan, train, &ad cury out terrorist attacks attacks against 
DoD assets. Like all military or paramilitary organizations, terrorists have a critical need 
for information regarding the whereabouts, habits, working environments, home 
environments, and other potential points of leverage against their targets. Intelligence 
collection and ~is tbelefore a major function within tenorist orgaaizations. . 

b. Three intelligence collection methods used by terrorists against· their potential 
targets have been noted: 

(1) Human Intelligence (HUMINT)- Tenorists attempts to use people to 
gather information about military capabilities and intentions can be coun=ed by adhering to 
physical and information security pmctices. HUMlNT collecting can include seemingly 
unimportant bar or restaurant conversation canceming operations or the release of 
telephone numbers and addresses of key personneL 

(2) Photographic Intelligence (PHOTINT) - Terrorists attempts to gather 
information through photography of surveillance procedures. Established patterns provide 
information to a terrorist, to counter, eliminate routines and/or when possible use deception 
to mask an established pattern. 
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·· (3): ··:Sign·a1s~ lln-tclligencei:(SICiiNF) -~·.Terrorist.) attempts: tox·in:ter.cept 
communication signals; to counter this acti'Wty~ .classified,maleriak~tAl».~;.di$e.ussed only 
on secure lines; other sensitive material including ~~--sc~~~~.~v~l)tpler.arles, and 
VIP visits, should also be discussed onl on secuie linei:' "' ""-- \ · . _, · .. } . '' ~ ·.• . . 

··o·; -~<L:::·;···· <.=·~'·,~';,: -~~r: r''·'' .. ,· ,. • ::.'\'' · 

· ~.· . .-Qn~. of.dlc;,most ~~in.~~~ pro~veJn~s tluu can ~ ~~n by 
. DQD-~.~ns ~·)~_.qey~!~,·P5=fSOnal habi~ ~ -~2~s.tiW frustra~ ~t 

· · ·~P~'!lP~ .:~o ~,~ie!E~rpjll~ .- ~~H:~.J1ati911.a~~ ~ ~the¥': ~?f~s.~i~~~~~-}9:~¥: Jn4.ivi~~ai.._ job 
.:::1;:; ~~n$i~q~s~ . ~~!r~ .~e~. ~v1~-; ;dJ.~vl?eP~gp.!: ~f,J?c;l~n~,::.~~ ·me~ · ~verall 
. ··~ce ,tQ ... ,Jh,e ReP~n_t,q(,Defc~~~·Th~ f()llowmi . .,.e ~·few genetal :obser-Vations 

tiW · ··•·· ro ~..~~ ~--? ~-~;ma toat{~llt:ra&.1rs;anct .,.~ndertis:a:~: : ·-r ·;;~· ·· · ·. · ·. app y perso .. ,.~~; ..... ~ "'· '.. ···, •' 
' . ' ~ .~• . . ~' ' ., ,._ ·: 

• ,_.:I ·. -~;:·r.:-,O:verqt~r~· ~o'~lD~,: : .. _.. .. ~~:t.:t,· "·· y ,· • 

:r''·.~ ·.:r ·;MdSt-persODS~aild:erga·nit;irions:fall ~to habits.~.mutine.~~vi~ W:mt begills 
· liV'8JiQ~cn'is~at die·· same1.fi:J:DC('revao/ day; mealS.;~~ eaten inl.tbc :same,~cafettria; cxerci~ takes 
~:p~ &t ... the saB··time~tlnd~a(~tbe same location.ievery da}!i~and,indi¥iduals,follp~~tb~ same 
· ·route ftb•iNJ ~ frOur~Uie~omc::e·~e~etj day;.· ·Te~rists n~y.rplan·::tbeir -a~ons carefully. 

They will observe the potential target's routines:~in ordetrto ~r~~j!,;fJDdJ: rislcs apcJ in~ 
~;~~~~>or,~c:cc~; .. T.l\~~~tf..~-~ ~~~~~~:~~-~:~~to terroris.ts 
,a,nd. ~~ly ,9~s .~~ chan~~ Qf ~-~ll' ~uccess. "'~educeo· ~baoipry.'o{ success m 

, .. ,, . -... . ... , ..... ~. ... • ... ._. . . .· : ~-;~ ..... 1 .· t;. t.. .r .~,. . . .~·:I·-·~-;;£_:·~·-.!·~ .·•~ J•< ·. cr .... ~ ~-r-:! 

k:idqapp~,g Of: ~g a. mrget ~~~ Jarget far Jess ~le. · ., ~ · · ·. ·" ·· · · · 
'· .. 1· -.· ,. • ;" ~ .......... · ~~- : •. ~ •.. ... :~: ........ .-· ." ·:· . ~ # • .:4. .... 'r::!_~·~·.r;:\~::t~~:,..~; . 

a. _VARY YOUR ROlTI'E Te ANitFR()M WORK, ~"~~~~.YOU AJUUy,E AND "' .. . . . ... , ... 

LEAVE.,· . ., , .•. ~ 
- .r , -~ · >I •'l ·~ · ··: _, 

b. Exercise on a varying schedule, utilizing ~~nt._ro,p~ _and dis~ces. It is 
best not to exercise alone. · ~- ~tH' ..- .. _ .. " 'l • • ' ·' · 

1 :, 

, •••• :~· ·~4 .t::~, .. \J.;, ·:'··.,l;,i•, ,.F ... .": • .;r'"·~~·.}~!'}::) .-~\., •· .,~ ~~: : .· . ') .<:~ ·:,, .),r .. :./' •. • i __ ~L .. • 

, .·.,. c.. . AVQid.JP\1~ (qnjf ..00 location I for shopp~g~ lunch, etc. 
~:L,'{_,. ·· .... !,... f - ·.· ..'f'.· '-: .. -~: .., ~H/.:· ·~:·,; .,, ; :- ·. 1"j_:~i -~~ ... ~ ... · / ~:!;(~··~. ,•::~:"ot:.~J .. " .. ;~~i.: , : .' .... -_, ... 

, ' d·. ··::I)e,:not:1ctiwlge family9f;personal1info.rmati~B.JQ.~~~~ .. 

·e~ ':Eiier~a!Id· eiit buildings throU·~:different doors~ if;possible.·· · .. 
'!.; ;4. .. :·" . • .. • ~:-l~~- ·-~'~t .. ~~J_~···~ .. --. . t" ~~1 .... .; ·: ~ _;·~ ~-.. - : i ··::· ._ •• ;·~.· ~~·-~~~-

.3 •. ~ Maintal.n~. ~· ~w .. ~rofile .. 
a~~.· -~~·areJagi)f~ .to ide~. in an o~~~ 

(1) DOD PERSONNEL, IX>D CONTRACTORS~)JJm ;mH£1R' DEPENDENTS 

S,~OlJLD D~·S ··~1~EaAVE ~ P~:I;.~S: .IN ~ ~-r£Q~SIS.~ WITH LOCAL 
. OW~MS.: ~ :l~~ ~-~-.~~fYely. ~~ .. ~hou}~.Jl~~~f?e ~~~ o/'~' ~~la~~ outside 

.,A ~~.9.CJ~po~ ~ess"·~~ to:~~plish ~ff~ b~~· .. ,_ ... ~ ... ,., 
· (2) ··· &arnptes of~sueli}itemS include: · :; .. · ... 

(a) Cowboy Iwi, oowboy"·bc>ots, \ves&rn·t>eits.:· J:.~i .-.. 

, ... : ····;~'· ;, .. ~)_., 6J~~~~~~~-\-~~i;:~~-~P~~()i''·~~~~-~tio~ ~ymbols 
d:,{~~~te,~f.Li~).,,filr~;~~~~~~~c).s,~ ·' · ·,·· ..... ), ': '· .,_ .,_, ·,., ·u· 

(c) Suitcases, backpacks, brief case$, ~c~e. c~~~~:~~~. shQP;ping bags 
with stickers, decals,_ or other distinctively American symbols. 
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(d) Ta- ~h~·· . .;;,,.ji~-~ &Jf~ bags, or mjlitary style clothing, with 
cr witbo1it UDit cr American identification marldngs. · 

(3) SHOW RESPECI' FOR LOCAL CUSTOMS. 

Refrain from smoking in public; wear ptoper attire when visiting national 
monuments, houses of warship and other religious shrines or institutions, public buildings; 
and limit public displays of affection to the maDDerisms used by local residents to show. 

· affection and respect for spouses, elders, and cbildren. 

(4) REDUCEVISIBJL.l1YINTBELOCALCOMMUNI'lY. 

DoD-affiliated persmmel are good citizcm and often desire to participate in 
all community activities. Reducing the visibility of DoD-affiliated persons within a 
con •muaity sbou1d DOt mean that Dol).affiljatcd persons should give up active community 
life as PTA members, Scout leaders, memberships in religious or educational 
organizations. It does mean that DoD-affiliated persons should reconsider running for 
elected leadership positions in community organizations. They should shlDl publicity 
whcR possible, aDd avoid serving in civic positions where publicity cannot be avoided. 

(5) DO NOT FLASH LARGE SUMS OF MONEY, EXPENSIVE JEWELRY, OR 
LUXURY ITEMS. 

4 • Be Sensitive to Changes in· the Security Atmosphere . 

Security awareness should be encouraged at all times. Specifically, watch out for 
the following: 

a. BE ALERT FOR SURVEIU..ANCE ATI'EMPTS, OR SUSPICIOUS PERSONS OR 
, ACTIVmES, AND REPORT THEM TO THE PROPER At.TI'HORITIES. 

Trust your gut feelings. If you think something is wrong, you are probably 
righL Repon suspicions and concerns to the installation or unit security officials 
immc'Jtiately; if they are not available, repon such information to the nearest intelligence 
activity 

b. WATCH FOR UNEXPLAINED ABSENCES OF LOCAL UIIZENS AS AN EARLY 
WARNING OF POSSIBLE TERRORIST AcrJONS • 

. c. Avoid public disputes or confrontations. Repon any trouble to the proper 
authorities. 

d. Do not unnecessarily divulge yom home address, phone number, or family 
w~~ . 

5 • Be Prepared for Unexpected Events 

Even though DoD personnel, DoD contractors, and their dependents may do 
everything recommended above and elsewhere in this Handbook, they may still be 
threatened by or become victimized by a terrorist act. Therefom, all DoD personnel, DoD 
conttactors, and their dcpc:ndents should implement the following general measures. 

a. Get into the habit of "checking in" to let friends and· family know where.you 
are or when to expeCt you. 
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b. KNOW HOW TO USE TilE LOCAL PHONE SYSTEM. Always cany "telephone 
change." 

Know the emergency numbers for local police, fire, ambulance, and hospital. 
Memorize the phone numbers for local military police, the nearest U.S. Embassy or 
consulare, or other U.S. Government missions who might be in a position to summon aid 
should assistance be needed. 

c. KNOW THE LOCATIONS OF CIVILIAN POLICE, MILITARY POLICE, 
-GOVERNMENT AGENCIES, THE U.S. EMBASSY, AND OTHER SAFE LOCATIONS WHERE 
YOU CAN FIND REFUGE OR ASSISTANCE. . 

d. Know cenain key pluases in the Jocallanguage. 

Such phrases include "I need a policeman," "Take me to a doctor," "Where is 
the hospital?," and "Where is the police station?" If such phrases are difficult to learn or 
time is too shan, have someone write them down on small flle cards. A 3 x S card can 
contain several phrases written out phonetically that can be read to summon assistance; 
alternatively, they can be written down so that a person in need of assistance can merely 
show a card 10 someone competent in a local language, thereby summoning help. 

e. SET UP SIMPLE SIGNAL SYSTEMS THAT CAN ALERT FAMILY MEMBERS OR 
ASSOCIATES THAT 1liERE IS A DANGER. Do not share this information with anyone not 
involved in your signal system. · -- · 

f. Carry identification showing your blood type and any special medical 
conditions. Keep a minimum of a one week supply of essential medication on hand at all 
times. 

g. Keep yom personal affairs in good order. Keep wills cmten~ have powers of 
attorney drawn up, take measures to ensure family financial security, and develop a plan 
for family actions in the event you are taken hostage. 

b. Do not cany sensitive or potentially embarrassing items. 

6 . Wor~ing Environments 

a. The working environment is not immune from attempted acts by criminals or 
terrorists. DoD installations in CONUS and U.S. Government installations outside of 
CONUS usually provide a level of basic security comparable to or superior to the basic 
level of security provided in the surrounding community. Nevertheless, it is important that 
a sense of COJ;Dplacency not set in merely because the office is located in a nominally secure 
area. 

b. The following are general practices that will aid in reducing the likelihood of 
1ClTOrist aaack: 

( 1) General Suggestions for Office Security 

(a) Establish and support an effective security program for the office. 

(b) Discourage use of office. facilities to store objects of significant 
intrinsic value unless essential for the mission or fuDction of the activity (such items include 
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petty cash boxes, firearms, ~rkJ -stereaL-; biri~, negotiable securities, original 
artWOrk of potential commercial interest, etc.). · 

(c) Ensure tlw all persons working-in an office are trained to be alert for 
suspicious activities, persons or objects. 

(d) ARRANGE OFFICE. INTERIORS SO THAT STRANGE OR FOREIGN -
OBJEcrS LEFT IN THE ROOM WD.J.. BE IMMEDIATELY RECOGNIZED. Consider removing 
obvious obslructions behind which or within which improvised explosive devices could be 
concealed such as draperies, closed waste baskets, uusecwed desks BDd filing cabinets, 
llld planters. -

(e) Provide for security systems on exleriar doors aDd windoWs. 

(f) Ensure tbat access control procedures are rigarously observed at all 
times far access to: 

1 The installation. 

Z Buildings within an insta11arion. 

l Restricted and/ar exclusion areas wilh a building. 

(g) USE AN IDENTIFICATION BADGE SYSTEM CONTAINING A 
PHOfOORAPH. 

Photo badge systems faciliwe security by making it easy to identify 
employees, visitors, maintenance personnel, and facilities management and/or security 
personnel. Badges should be renewed periodically; badging systems should be modified 
every two or three years to preclude use of altered, expired or stolen badges. 

(h) Locate desks in a way that persons entering the office or suite can be -
- observed. 

(i) IDENTIFY OFFICES BY ROOM NUMBER, COLOR, OR OBJECT NAME, 
and not by rank, tide, or name of incumbent (room 545, the gold ~ tbe Berlin rootn. 
the maple room, not tbe General's office, the Assistant Attache's office, or the S-2's 
office). 

G) Do NOT USE NAME PLATES ON OFFICES AND PARKING PLACES. 

(2) omce Procedures 

-Day to day activities within an office can help establish an environment in 
which it is more or less difficult for terrorists to gain knowledge needed to successfully 
attack DoD personnel, facilities, material, or DoD contractors. The following steps can be 
taken to make intelligence collection and targeting IJlOie diflicult for tc:rrorisls, fcrcing them 
to spend more time collecting infOrmation, leaving them exposed and visible for detection 
by counterintelligence aDd law enforcement efforts, and leaving them more wlnerable to 

countenenorism as well as antiterrorism actions. 

(a) Telephone and Mail Procedures 

1 Rank or title should not be used when answering telephones. 
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l. When taking telephone messages, do not reveal the whereabouts 
or activities of the person ·being sought unless the caller is. Personally known to the 
individual taking the message. 

l COLLECT TELEPHONE MESSAGES IN UNMARKED FOLDERS; do 
not leave exposed for observers to identify caller names and phone numbers, persons 
call~ and messages left. 

! Observe caution when opening mail. In particular, be on the 
lookout for letters or packages which might contain improvised explosive devices. A 
check1ist to aid in letb:r bomb or packaged IEDs appears in Appendix Q. 

(b) Visitor Control Procedures 

1 Access to the executive office area should be sttictly limited; 
during periods of increased threat, access to additional office, shop, laboratory, and other 
areas within the installation should also be controlled. 

~ Doors from the visitor access area to executive offices or other 
restricted areas of a facility should be locked from within; there should be only one visitor 
entrance and exit to a restricted access or exclusion area. . 

l Have a receptionist clear all visitors before- they enter inner 
offices. 

~ Permit worlanen or visitors access to restricted areas or exclusion 
areas only with escon and only with proper identification; confirm work to be done prior 
to admitting workmen to restticted areas of the facility. · 

~ Limit publicity in public waiting areas to information that does not 
identify personnel by name, position, or office location. 

6 DO Nar POST UNIT ROSTERS, MANNING BOARDS, OR PHOTO 

BOARDS WHERE THEY CAN BE VIEWED BY VISITORS OR LOCAL CONTRACTORS 
PROVIDING CL.EANING SERVICES, FOOD AND BEVERAGE SERVICES, DELIVERY OF OFFICE 
SUPPLIES, REMOVAL OF TRASH OR WAST£, CARE OF PLANTS, ETC. 

1 Restrict use of message boards, sign in-out boards, and other 
visual communications to general statements of availability; do not list publicly local ttavel 
itineraries or phone numbers where visitors have easy, ~nrestricted access to such 
w~~ . . 

( 3) General Working Procedures 

(a) A void carrying attache cases, brief cases, or other courier bags 
unless absolutely necessary. 

Brief cases and attache cases have become symbols or power and 
prominence in many cultureS. Individuals canying such items are often assumed to be very 
imponant persons. Use satchel, bag, or other locally obtained book bag instead. 

(b) Do not Carty items that bear markings which identify the owner by 
rank or title, even Within the office environment 
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. :·.· ;· #:-: ' ... 

Coffee umgs labdc:d "Gen~ Aaachc, Boss" may be seen in use by 
a visitor sent 1D gadler inlelligeuce to aid in targeting. · 

(c) Avoid working alone lale at night and on days when the remainder of 
the staff is absent. 

(d) IF LATE NIGHT WORK IS NECESSARY, WORK IN CONFERENCE 

ROOMS OR INTERNAL OFFICES WHERE OBSERVATION FROM THE OUTSmE OF THE· 
BUILDING IS NOT POSSIBLE. 

Persons working at night should tum lights on and off iD several 
offices before going to their own offices 1D disguise tbe pwpose of their acdvi1ies to outside 
observers. 

(e) Oflice doors shouJd be locked wbeD vacant for my lengthy period, u 
night 8Dd OD weekends. 

Keys to the office should be mained by the secmity office and the 
incumbent 

(0 Papers, correspondence, communications materials, and other 
documents should not be left unattended overnight. 

Maintc:niltice activity and janitorial services in key offices, 
production. maintenance or other areas installation areas should be performed under the 
supervision of security personneL 

(b) Removal of p1openy, materiel, or information stcm:d on auy media 
from the facility should be prohibited without ptoper wriaa1 authorization. 

(i) Consider prohibiting the imponation of propeny, materiel, or 
information stored on any media into the facility UDless such items have been properly 
inspected. 

IDspection of boxes, briefcases, baudbags, and other containers 
should focus on improvised explosive· devices,· fire arms, iDcendiary devices and 
accelerants, and information collection devices. Inspection of electronic media sho~ 
focus on computer viruses or other programs which might be used to modify operating 
systems or applications programs permitting unauthorized access to infoimation stored on 
or accessed tbrough the facility's computers. 

G> Offices not in use should be locked to prohibit unauthorized access or 
the storage of material which could be used to bide improvised explosive devices or 
intelligeuce collection devices. 

(k) Use of vehicles or vehicle marldngs which make it possible to readily 
identify the vehicle and its occupants as U.S. Government or DoD conttactor personnel 
should be minimized. 
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(1) ALL PERSONNEL SHOULD HAVE ACCESS TO SOME SORT OF 

DURESS ALARM 10 ANNUNCIA1E AND WARN OF 1ERRORIST ATtACK. 

(m) Secretaries and guard posts should be equipped with coven duress 
alarms which can be used to alert backup forcesy summon assistancey or otherwise alen 
critical personnel for the need to take special actions to avoid a terrorist incident 

(n) Placement of office furnishings directly in front of exterior windows 
is to be avoided if at all possible. 

(o) Armed Forces Radio and Television broadcasts should refer members 
of tbe AmericaD community to written announcements of public events, recreational 
activities, town meetings, etc.y and refrain from annoDDCing specific times, dates, and 
places where DoD-affiJiared personnel might be expeaalto congrqare. 

( 4) Special Proc:edures for Exec:utive Assistants 

Many critical personnel will have secretaries or executive assistants 
·assigned to their offices to provide additional clerical and professional suppon. These 
assistants can be significant security assets if properly trained, and can represent the 
difference between a successful or unsuccessful terrorist attack. The following suggestions 
are intended to be a guide for secretaries and executi~ assistants who may find themselves 
perfonning peuonnel . , . duty~ 

(a) Request barriers such as electromagnetically 
. operated doors to separate offices of senior executives from other offices. 

(b) REQUEST INSTALLATION OF A SILENT TROUBLE ALARM BUTTON, 
with a signal terminating in the Security Deparunent or at another the secretary's desk some 
distance away to ensure that in the event of an emergency it will be possible for someone 
other than the executive to summon assistance. 

(c) Do not admit visitors into the executive area unless they have been 
positively screened in advance or are known from previous visits. 

If the visitors arrive without appointments, they should not be 
admitted are until satisfactory identification and valid reasons for the visit have been 
esrablished. In such insamces, instaJJarion security should be notified and a security officer 
asked to come to the scene until the visitors establish legitimate reasons for being in the 
office. If tbc visitors cannot do so, the security officer should be asked to escort the visitor 
out of the building. 

(d) Unknown callers should not be infOrmed of the whereabouts of the 
executi~ his/her home address, or telephone number. 

(e) A fire extinguisher, first-aid kit, and oxygen bottle should be stored 
in the office area. 

(f) When receiving a threatening call, including a bomb threat, extortion 
thrcat, or from a mentally disturbed individual, remain calm and listen carefully. 
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Each sccmary and/rz receptionist should have a tbrealcQing telephone 
call checklist which should be completed as soon as possible. A recoinmeDded checklist is · 

· attached as Appendix Z. . 

(g) Do not accept packages from sttangcrs until satisfied with the 
iDdividual's identity IDd the nature of the parcel. 

(h) TRAVEL 1TINERAlUES FOR AU. PERSONNEL SHOULD BE KEPT 
ABSOLUTELY PRIVATE. Distribution should be limited strictly ·to those with a need tO 
know. 

(i) DAILY SCHEDULES FOR SENIOR omCERS AND CIVlLIAN OITICIALS 
SHOULD BE DISTRIBUTED ON A LIMITED BASIS AND SHOULD CONTAIN ONLY THAT 
INklRMA110N NEEDED BY EACH RECIPIENT. 

For example, if the Defense Attache is scheduled to meet with his 
staff aDd the Embassy's foreign military training staff, the schedule distributed within the 
Embassy should only indicate that the Attache will be in a meeting during the scheduled . 
block of time. Those participating in the meeting should be given specific, supplemental 
information in a separate package. 

7 • Safeba veo 

Although substantial physical security, personnel security, and operational security 
measures can be promoted aDd implemen~ there always remains the possibility that a 
terrorist incident will transpire. DoD personnel who are identified as mission critical to a 
unit, an installation, a coJDJDalld, or an activity, should be familiar with the location of 
safehavens available within U.S. Government and DoD installations~ They should be 
briefed on emergency routes to and from their scheduled locations to such safebavens. 
Executive assistants and security personnel should regularly train and exercise ptocedures 
to be used in the event that it is necessary to evacuate mission critical personnel to 
safebavens. · 

8. At Home 

DoD personnel, DoD contractors, and thea dependents spend approximately. half 
of each day in and around a primary residence. Almost everything done from day to day 
stans or ends in the vicinity of this residence. The following discussion is intended to 
assist personnel in formulating plans to obtain housing outside U.S. Government 
compounds or DoD facilities. However, given varying degrees of threats to life and 
ptopeny from common street crime as well as terrorist acts at home or abroad, even 
personnel assigned to government housing may find antiterrorism and security tips 
JeSeDted below to be helpful in reducing the threat of violence aDd loss of property. · 

a. DoD Member General Residential Security Routines 

DoD personnel should SET AN .EXAMPLE FOR AN11TERRORISM AND CRIME 
PREVENTION A W AR.ENESS FOR THEIR FAMILIES AND FRIENDS. It is imponant that the 
DoD member explain how carelessness by any family member can place the DoD member 
and all other family members at risk of terrorist attack. Such discussion should be 
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appropriate ~the _f~~ ~~ber aucL.te~. ~-~~.{~y members the imponance ;·C)f:> · · \. n .tt , - :_.\) ·• .; . ,i(, i ., , _ ' ·. '" ·"·', .. ·: . -~&..J. . _ 

·'''•-' :,· 
'.··,';,.. 

l, :,, .. {t>:.~:·;Blt:~&1jn with;the l~,~viroDI11.CDL 
(3) A voiding unneces~ar.y, ~publicity: .. anCi : p·ltoi&jrllp·hs ·whicJ1· · identify 

J~di~~~~.:~~¥;·~ .~which-.~~~ family~~ anGl·DoD personneL . 
• ' . . ' ' : . ' . ' ~ . . . fl . . ..... ': .. ~ t ' · •• ">: .: ~ ; l ·::. : . . ' 

.;;:>.~ .~4) Bem:g.alm :,to the·-ptesenee ofindividi.Ws, Parkecf cir abandoned v~hicles, 
unusual utility work, or gatherings of people inconsistent with the residential envfrOfunenL 

... _ , -~"-b ~- -~Seau~itjF~P~raetices at,. Rome ·· · · · ·~~ /:~ ~. 
')r..~· ·:~_,.:~~- ... ~-::ll·-.~:~~?! __ !·_.- .. ·. _..· ... ';J_· ,.: .... r .1 ~~-.,.-'"*'"·t:'t:··· .. :~ ' 

· · '·' 'The f()llowmg· measures ~·~~ifi~Yy~~-tllPJen~¢ for .residential 
implcmenwion as an extension of offiCe aDtiu:irrorism security practices: 

·'t,, '•. '": -· .· _.' .. :i;i~-i·~~'i·~~.,· ... ·~ ·_::.~ '::.;·.'.-:\;-, '' ~~\ II"> , :> • \;~ •' •' ,..,~';- ,i, ,: ·;t)··:~ 

_,., :, . · ,:;··. · (~) :~i~~-.~~~··~ ~!J'~ pl~lfi$ pr~q~ely ~~q,~?.m:P~ls ~n~t!l~ ·~xtqior of 
_ • __ :~_ .. _ de_. n~_:_,~_ oc. _. ~~J?Y ~P .. ~nn~~~~Y~ Ho,u~,~~~~alone shoulc;Jrbe.::used to 
·''identifyrresiaen~s- .,, · · ·· i~cfb~ DoD ."'. · .~el. · · :;! · 
. ''.!~" .::. ·: ·-.·-~.:.~· ·;;,~. _Y_ ~., ···;;:<~ -~:· 

(2) Do not u$e name plates on parking' ··places;Jiavoid" parking prl~ate or 
government vehicles in the same location day after day. · .~ .. ~~-

.• ~~· , . •• . • ... , ··i . (3) . All; f~.wny.~c:Jl1~ -:~o~_ld, a11swet ~~- .,~lepbqfl~ pq~~ly but ~hould 
~4nO ~~~di(~ to th~ name of tJte occupant$ ~U~til~-tl:le -~d~~Qty ~qt.tJte ~~er .has 

!. . ~iftst.ai:)JBhect~~£.?~'' tf >:. , • . ·. l..i . , - .,_. 1.: . . . 

;)!- ::~) ).tlO t-~-G. < ~ -~ ,, -r ,,.~, ··-: ·r~ 1. 

· .. (4), ~x~l.; ·FA.MlLY M·EMBERS :SHOULD· TREAT 'ALL TELEPHONE 
~ tl ! ;, CQ~A~p~~i~~ ~OUGH ANYONE WHQ·WANTED TO IJ$I'EN IN: wAS OOIN~ :so.' 

- : <. , (5) ~{All~miiJ-~ iO··!he ~ shoUJd b;~y paD1in~~:.~y mail 
· mr,pae~ges··from ~seridett"who.'canfich\·btfim&diarelyL~ntffic.ir $boutd be sci aside for 

, .. dpeitiiig:by··tiie ooBilfiemfX:r: · ·-~ ·:'-> ~: · ,·.::·;> • "~ ···~ '~- "· · · ; :., ·. 

c • At Social and Recreational Activities 

DoD personnel me enco~ged to panicipa~:~ ~.Y,~ ~ recreational 
':~fi \':acti'vides.r:n~Gipatiolf'm~·such)acttVi~e.s·~does not ii(ahd 1of'Jueit 'aild.to, th~-Jisk or 

·?~ ~iliry of~DoD''prer5orm~l 'Or dieit~deptridents·'id·~~~toritt 1m6k. :.HowevCi, _some 
~ri~precauiions:are noteworiliy:· '+ •;:·r: . . . .; . . . . ,., '.· ' : ;~·r' . -~ ~~( · .. · . ~; •t 

,.:,,.~~-·.<~_'io,f;o.~';'~ ~:~ ·~· ... ' Jr::.~.J~ ' -~.~«W~ ~·· '.• t .. ,:~-·~ L• • 

'· ,. :·. · ,. _ , : . _ •. :: : .(lJ. R.espgnd, tpJ~1~ i.p~~ons b.Yi ~nal visit W:bere possible, or 
.. , , ... !~·~~lJP~::~~(~ ~~".pr~{u:i~ •xoid ·~~;)UI~tt.oll~d~on o_f 

.. SOCial ar luZational plans.. · ~~ ~ .. Hr:··:- ;;,~:,:; ~:! · ,:· · .. ,;: ... " ':.'' -. ·.· 

(2): ,j Be :attentive t0 the-· secUritY environin~ht or~5ocial ·gatherffigs(do not 
remain at ~~~!JD· i(il:dqes n~ .~~ :~.:~ ~uate·y ·~.~ , 

·~'. _. c _ ... ;:.: . \g)': .. :~~o,i4. m«::l ~~~}9J?~i;U :Pf·.~pa~· wj.~,J~~t:]9:".~~ of arrival or 
_•,; .•.. ~~1'J ~al ~'.!!~;. ~O;IJ~~ -.!~~r@llll!t;~P~¥~qD;9J?!~.~~be ~n~ste,ntl¥difteen 
. . . - mi~~~ ~-~ ~; ~f ~~~}~y~~~~Y.: ~ ~1 thtr~;~ pet'S9Q,::~~~~-~~ f\mctl9~ ,· ' 

··:.}._; 
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(4) Try to avoid prolonged presence· at social functions where there is a high 
concentration of persons thought to be terrorist targets; try to limit knOwn exposure to risk. 

(5) REFRAIN FROM EXCESSIVE USE OF ALCOHOL AT SOCIAL FUNcnONS; 
REMAIN CLEAR HEADED AND UNIMPAIRED; BE READY FOR THE UNEXPECTED. 

(6) Vary routes to and from social events held at a centtal facility; use 
different emrances and exits. 

(1) Minimize~ in uniform or formal attire. 

(8) DEQJNE INVlTATIONS TO APPEAR IN PUBUCTY PHOTOS; if photos are 
taken. discourage publication of names associated with persons appearing in the photo. 

(9) Part:icipaiC in m::reationai activities within the American compound or at a 
DoD installation whenever possible; try to select playing fields or recreational areas in 
securM installations or within easy reach of such insunations if it is thought that terrorist 
activity is particularly likely. 

D •. FAMILY MEMBERS OF DoD-AFFILIATED PERSONS 

All family members of DoD-affiliated persons should become informed about personal 
security measures. Whether they become victims themselves, or must respond to the 
victimization of another family member, each individual within the family unit should be 
a~ of basic security procedures. DoD personnel should cultivate an interest in and 
attract panicipation from all family members in the security effort. This should include a 
predetermined plan for responding to potential criminal or terrorist acts. The following tips 
are provided for a more effective family effort: 

1 • General Guidance 

a. Develop a family oriented antiti=rrorlsm a~ education, and training plan 
as pan of preparing for each new assignmcnL 

(1) Family members require awareness, education, and training in personnel 
security antiterrorism techniques just as DoD personnel do. The DoD members should 
begin by devdoping a plan for personal protection, acquiring and maintaining information 
on terrorist tbrQts operating in the vicinity of their assignment and their family members, 
aDd developing specific personal security measures and other precautions appropriate for 
their dependents. 

(2) Preparuion should begin prior to departure far a new assignmenL All 
family members should try to learn about the customs, culture, history, and geography of 
the area to which the DoD member has been assigned. Study effons need not be confined 
to "book lcaming." Use videos, museum trips, travel magazine articles, and visits with 
friends who have been assigned to the same or a nearby location. Family security and 
awareness briefings may be available upon request of the unit, installation, ·comman~ or 
other security or intelligence office. All the family members can begin to. scan the 
newspapers for current events coverage of the region to wbich they are going. Learning 
about the area of assignment, its cultl.Ue, its people, and its customs, whether in CONUS 
or overseas, is an imponant pan of becoming aware of the security environmenL 
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Investment in education will pay large dividends in all facets of a new assignment, not 
merely in laiucing the risk of beooming a terrorist's victim. · 

~ 

(3) The general antiterrorism security measures discussed in Section B, 
above, apply equally to family members as well as DoD personnel The key elements 
noted earlier ate the following: 

(a) Overcome Routines 

1 Vary routes, anival, and dcpanure times to and from school, after 
school activities, day care, religious school, music lessons, and other regular, recmring 
family member activities. 

Z Vary times and places for shopping, lunch, and other 
appointmcniS. 

l Go to church or synagogue at different locations, at different 
times, and even on different days. 

(b) Maintain a Low Profile-

DoD Personnel should explain the risks and benefits of high profil~, 
high visibility lifestyles to their dependents. 

·- - ... ··- .. . . .. .. . 

1 It is sometimes very difficult f~. many families to go from being 
highly visible members of a community to being nearly invisible;_. Yisibility is often 
especially imponant to adolescents and non-working spouses of DoP_ personnel. The 
differences and distinctions among participation in commwlity events such as school plays, 
spans, and social clubs as opposed to high profile participation should be discussed. DQD 
personnel should explain to their dependents the benefits and risks associated with high 
profile, highly visible lifestyles in certain environments. 

l Ttps on reducing the distinctly "American" or "U.S. Military" 
profile discussed above apply equally to family members. · 

(c) Be Alert to and Changes In the Security Atmosphere 

All DoD personnel and their dependents should be. alen to their 
security environment and changes that may occur in iL Dependents should be told: 

1 Be alert for surveillance attempts, or suspicious persons or 
activities, and repon them to the proper authorities. 

~ Watch for unexplained absences of local citizens as an early 
warning of possible terrorist actions. 

l A void public disputes or confrontations. Repon any aouble to 
the ptoper authorities. 

! Do not unnecessarily divulge your home address, phone number, 
or family information. 
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(d) Be Prepared- fo~··;i)~~P~~ :Events 

Dependents of DoD should be instructed on steps they can take to · 
deal with unexpected events. Measures listed below should be adapted to meet the needs of 
each family member: 

1 Get into the habit of "checking in" to let friends and family know 
where you are or when to expect you. 

Z Know how to use the local phone system. 

3. Know the locadons of civilian police. milimry police, government 
agencies, the U.S. Embassy, and other safe locations where you can find refuge or 

.as$istance. 

~ Know certain key phrases in the ~e language such as "'need a 
police::1a11," "Take me to a doctor."~ is the hospital?" and "WheR is the police 
Slation?" -

S. Set up simple signal systems that can alert family members or 
associates that there is a danger. Do not share this information with anyone not involved in 
your signal system. 

~ Carry identification showing your blood type and any special 
medical conditions. 

l. Routine Family Security Precautions 

a. Develop a family duress code so that family members can warn each other 
when they are in danger. 

b. Develop emergency p1CRdures aDd practice them. 

c. Maintain emergency telephone numbers for all family members. 

d. Never leave house or trunk keys with your ignition key wbile your car is being 
serviced. 

e. Do Nar "HIDE" KEYS OR GIVE THEM TO VERY YOUNG CHILDREN. 

f. NeVer leave young children at home alone. 

g. Never admit strangers to your home without ptoper identification. 

h. TEACH CHILDREN HOW TO CAlL THE POUCE AND ENSURE TilEY. KNOW 
WHAT TO TELL THE POUCE (NAME. ADDREsS, ETC.). 

i. Carefully screen all potential domestic help. 

j. Use off street parking at your residence, if at all possible. 

k. A void frequent exposure on balconies aDd in windows. · 

1. Do not store items of high inainsic value in your home unless they are 
frequently used; e.g., keep heirloom jeweby, rare stamp and coin collections, negotiable 
securities, etc .• in bank vaults or safety deposit boxes. 
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m. Do not tack notes on the door for family and friends to read; remember, 
criminals and ·terrorists can read too. · 

n. Keep tools, particularly ladders, under lock. 

3 • Family "Operations Security" Procedures 

Families can improve their security posture by bringing to bear operations security 
concepts. The purpose of operations security is to frustrate adversary collection of 
information activities. 

iKft.I'U.IU be implemented to 
make it harder for terrorists to le8m the nationality, specific identity, position, and 
responsibilities of DoD personnel, as well as the day-to-day activities of DoD families. 

a. Do not place your name on exterior walls of residences. 

b. Do not answer your telephone with your name and rank; children and domestic 
employees should be instructed not to identify the name, title, or affiliation of the 
occupants when answering the telephone 

c. Do not list yom telephone number and address in local directories. 

d. ~TE THE-APPEARANCE THAT THE HOUSE IS OCCUPIED BY. USING 1lMERS 
TO CONTROL UGHTS AND RADIOS WHILE YOU AREAWAY. 

e. Personally destroy all envelopes and other items that reflect personal 
information. 

f. Cosc draperies during periods of darkness. Draperies should be opaque and 
made of heavy material 

. . 

g. Don't let your ttash become a source of information. 

4. Potential Tbreats 

Even after implementing all of the measures outlined above, there is always a 
possibility that unexpected events will occur. Some may be strong indicators or warnings 
of an imminent terrorist incidenL The following steps should be implemented when 
appropriate: 

a. Any unusual occurrence such as anonymous phone calls, threats, etc., should 
be reported immediately. 

b. CHILDREN SHOULD BE ON GUARD AGAINST ANY APPROACH OR 
INTERROGAnON BY STRANGERS; effons by strangers to pick up children, engage them in 
long conversations about their home life or find out what their parents do for a living 
should be reported to law enforcement and intelligence activities immediately 

c. Never accept unexpected package deliveries. 
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d. &amine all mail cafefuriy" arid look' for SiPs tlw an improvised explosive or 
incendiary device has been received. See Chapter 16 and Appendix Q for additional · 
information on detection and idenrifi~tion of IEDs. 

e. REPoRT FREQUENT WRONG NUMBERS OR NUISANCE TELEPHONE CALLS TO 
THE m..EPBONE COMPANY AND THE POUC£. Someone may be attempting to determine 
the presmce of family members. 

f. REPORT ANY INTERRUPTION IN TELEPHONE OR ELECTRICAL SERVIcE, 
STRANGE NOISES ON TELEPHONE LINES, OR ANY .UNUSUAL INI'ERFERENCE wrrB RADIO, 
TELEVISION, OR HOME COMPUI'ER OPERAnONS TO 1BE NEAREST INTELLIGENCE OR 
LAW ENFORCEMENT AC11VIT1ES. In the event lbat such utility service problems ~ unique 
to residences occupied oaly by DoD personnel, ·DoD contractors, or their dependents, 
lejxJrt such disruptions jmtnediareJy to the local security aDd law enforcement agencies as 
well as DoD law euforceaem ar imelligence activities. 

g. Do not automatically open your door to strangers; use the peephole and always 
check c:n:dcndals. · 

h. Be wary of talking to or admitting poll-takers and salespersons to your home. 
Terrorists ue known to have gathered substantial infonnation relative to their victims Using 
these ruses. 

i. Be alert to peddlers and all strangers. 

j. Be alert to public utility crews or other workmen who request access to your 
residence. · Check identities. If there is any doubt, refuse them admiaance. 

k. Repon the presence of sttangers in the neighborhood to military law 
enforcement or military intelligence activities as soon as their preseuce is detected 

1. Watch for sttange cars cmising or parked frequendy in the area, particularly if 
one or more occupants remain in the car for extended periods. Make a note of occupants~ 
license numbers and province designatorS of suspicious velUcles. 

m. If you come home aDd suspect that an unauthorized person is inside~ do not go 
in to investigale and do not call out to the possible intrUder. Contact the p>lice or your 
security patroL · 

n. Do not accept unsolicited paCkages. All mail should be muted through normal 
office channels. 

5 • Kidnapping and Hostage Issues 

DoD-affiliated persons and their families should discuss steps to be taken if a 
member is kidnapped or otherwise becomes the victim of a terrorist attack. Families should 
understaDd the U.S. Government makes every effort to effect the rapid, safe release of any 
U.S. citizen held hostage. The importance of family cooperation in such a situation should 
be stressed. See Chapter 14 for additional discussion on techniques to survive kidnapping 
and being held hostage. 
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' 6 ~ ·S~pecial_ G:ph~~c~~:Jo~J'~!Jj~!~~~~ .<.. _ ~ .. :t•'' ,.. . . • , "·· :; 

, , · :-·, · a~ ·Pare'i\s.:'havc speeial':\fe'spolisibilities (when._::J'l1Qviclli.l,g~~PCI'SRP:al' security 
iilsauction for children. There are several~chiadren onenwd·or ~hilQr'en ~c. ~ures 

.. , :: tdl31 ean ,tJe:~p ~-·~ ~-anq,.f¢uce.~ risk of~ ~k against them: 
'4r ,,,,....,.<.~ ,, , ·~,,... '··• ~f. ~-( ·:::.; .r~-~~ • '~:'~-.,-. :. ~ 

'.~tW··: :.£~. ' · · (F) ·. Never leave young children alone or ~nclecL .. ··Be. ~.when they are 
_left, they are .in the care of a trustwonhy person. , .... · .. 

·:.:."'> ·_ '·· · ·• :, '(2)-. 'lrlsttuc:tcbildteri to~keep;dedrS~:and W.indows loc~~;and never to admit 
'stran. ' ····g·~: • ':• --;~ ' . . ' ' . !!{_. ·--~ 

'-'&eh .. "Jiill·· :. . ."']:; 

··:; ~ ~ _,. . · \.~.~~-~ --~. · · -~ ~r .. _ _ · :"' __ , . ._.t<r-·.> · __ __,. r. . _··r .,._ ·- · --- .. , ·· · ·.- .· ,..,_ .. _., 
, . . ... _ -:' ._ (3) ... 1:nr toltprc ~~·s I'OOID.(s) in apartof'dte iesidence-~that'iS,·not easily 

'T' .,_ aazssiJ~~ ~.;~~~tSi-~~' : .. . ··:· ,;, c:• ~- . -~l· } ... ,;·t:.· .).•. _··:!··.:: ,·; , ·~:l -.'.~:~. > . 

(4)- Make>~-tiW~Q.Qt$i.Qe dQOJ'S -~ ·9~~J~?;RSPJO~f.~~~s. rooms 
are kept locked, especially in the cveniJlg.> :"''' . • . -, 'n· _, ( ,, ., . ~ .· , i · .• . 

· (5) Keep -the: doors .tQ·your children's rooJ;tlS Q~.· so that unusual noises can 
•, ', ~ -, :1(.~ • . t: : ~· ' . -~ .~"'. 

be heard. 

· -~ ., · (6):-::::reaeh.children'bQ~;to GQll.~t(the pqp~.or;-~.~~gh?or iq an emergency; 
· : .also• ·teacW·themrbow tOiCODtact DQD. ~ty or _inteJlig~p.~- ~~yj~#s.,ne¢~ .~h them 

how to contact the U.S. Embassy if overseas. · · ·· .' . · 

\1) If it is necessary tQ _lcav~;·ch.jldren at, llp~., ~,~ the house well lighted 
:" .. . and notify the n~igbQ.ors. · 

\~, -~· • •• •• ot, ~ ... ~ .... • q. :. 

· : (9) ~,Be· -~ure that anybQdy with whom cbQ~q, ~ l~h.J~r day care, evening 
baby 'sitting, tutoring\ Of companions~- is responsiblei~4 ·~Qnfiy ~- ·· . . . 

(lO)'·,:ADVI-S£ SCH~~~~<?Ffl~ :THAT CHIJ:P~~ ~}~lOT 'f,O BE RELEASED 
. 1'.; -TO Sl'RANGERS UNDER.:ANY CIR~~~~ . , . , __ ,.:j;_,_. 

b. Preadol~~~rits ·and''ieenagersoshowd be tabghtrand ettcouraged. to. take the 
-· -~following·;~_security steps: . .- 2F _ ·+: 

· · , ·.: .. ' (i)""Nev~leave hOmeWiihoufadvising their·paren-ts;wherethey .. will be and 
wbo will accompany them. -· -~~- "· 

• i ·\ ·(2)::_; Travel in pam: ar grOups. '> · 

(3) Walk along busy streets~ avoid isolated areas. ·· 
;.·. ,:·.':}/" .,. ··~ :~ . ,. ::' j,' .··,... . : :·~~' i. '·. ... . . ' ' ~. .. 

... _ _ . . _ . (4) Use locally _ approvCd . play. ·areas wh~ 'ieeteational activities are 
_ .. ~· -~-~~~ by'~bl~ adultS lrld~~beft-p6lice proteetidn,is.;ieadiJy available. 

It <",, ., -f.·.; ".f· ' ' '·: ~ •. ,,' •' .:• (·.;·~-~· -~·~ .• ;,,/·~~"(>:,~J-oi~~:~ \~ ~I ·W" ~ • •- >~~ ,' ~· ~~-, 

! ' ' (5)- R_efuse .automobile~.,ri_des,l from strlllg~r.S and 'refuse""tO ~ccompany 
' ... ~ ..,..\:.,,..._.,-'1 ~ ~ , '~.· .... ..,_1~ 

strangers anywhere· on .. foot,.eVten.if the.toktby strangers" that' mom or dad s'Cnt them or said 
.it was okay:,;· .-: · . ·· ' · -~ '~ .. ~. '·',_,_,~c .. , .. ~.. ' ' : '''~"' .: · · · .! .•. :,_ · ·T~ • 

• -~~-- :·1<· ' .•• ,.t~.•.'.'\: ' 4.· -'i.t -~ 1 -~ 

( 6) Report immediately to the nearest person::gf •ll1h~ty ~~h~~':\police) if 
anyone tries to pick you up or insists that you go for a ride with them. 
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c. DoD· personnel should j·~in ~th other parents involved with American 
community schools overseas, DoD Dependent Schools, and local public and private · 
schools to enhance security. Ask schools to help provide security. Schools should be 
asked to do the following: 

·(1) To refrain from disseminating any information whatsoever about students. 

(2) TO AVOID ANY KIND OF PUBUcrrY JN WIDCH SnJDENTS ARE NAMED OR 
THEIR PICTURES ARE SHOWN. 

(3) TO RELEASE A snJDENT TO SOMEONE 01HER THAN HIS/HER PARENTS 

OR .~.JSTODIAN ONLY AFIER RECEIVING WRITI'EN At.rrHORJZATION AND THEN ONLY 
AFI'ER CONFIRMING AUI'BORJZA nON BY TELEPHONE. In high-risk situations it is a good 
idea to allow the child to speak to the parent on the phone before authorizing the release. 
This practice provides protection against a lddnapper who calls and claims to be the child's 

pareD~ 

(4) Torepon to the police if any strangers me seen loitering around the school 
or talking to students. If such strangers are in a car, the teacher should note its make,· 
color, model, and tag number and pass this information on to the j,olice. 

(S) To have teachers closely supervise outside play periods. 

E. TRAVEL SECURITY 

1. The following section outlines several measures that when applied to official and 
recreational ttavel can decrease the likelihood of tenorist auack on DoD personnel and their 
dependents in ttansiL Such measures are intended to reinforce the general philosophy 
UDderlying personal protective measures: 

• avoid routines, 

• mal1lain a low profile, 

• be alert. and 

• be prepared tor unexpected events. 

Figure 12·1. General Approach to Personal Travel Security 

a. The number of specific measures individuals and groups can take to implement 
this general approach to personal security while traveling is limited only by the imagination 
and creativity of the travelers. Use of the security measures should be tempered by the 
nature or purpose of their travel, the time and fiscal resources available, as well as the 
means and circumstances under which travel is to be made. 

b. Readers are encouraged to expand the list of measures outlined below, as well 
as to consider the specific circumstances under which a proposed measure might diminish, 
not increase the security of DoD personnd and their dependents in travel swus. 
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l • DoD Travel Security Policy Implementation 

a. Official travel by DoD personnel DoD contractors, and their dependents is the 
subject of the DoD Travel Security Policy. This policy document issued periodically by the 
Office of the Assistant Secretary of Defense (Special Operations and Low-Intensity 
Conflict) sets forth special considerations, protections, and authorities to deviate from DoD 
Joint Travel Regulations in light of the risk of terrorist attacks against DoD personnel or 
their dependents in travel to or through high risk or high potential physical threat countiies. 

b .. DoD Travel Security Policy authorizes the following deviations from lhe Joint 
Travel Regulations when security precautions are deemed necessary by OASD(SO/LIC): 

(1) Reimbursement for DoD personnel purchase of U.S. Tourist passpons 
aDd visa application fees for visits undertaken on official business; 

(2) Authority to travel on nOll-U.S. flag cmiers; 

(3) Authority to travel via indirect route at :greater cost to the U.S. 
Government to avoid high threat or high potential physical threat airpons or other pons of 
entry. 

c. DoD Travel Security Policy further directs tickets issued to DoD personnel and 
their dependents shall not be marked in any way to indicate that the traveler is affiliated with 
tbe U.S. Government. The Travel Security Policy funher states itineraries for General 
Officers and olher senior DoD Officials shall be marked "For Official Use Only" and shall 
be handled in accordance with command regulations for the dissemination of information 
so identified. 

d. OASD(SOJLIC) staff, who review countries assessed by the intelligence 
community as having ffiGH or MEDIUM Threat Levels, consider additional factors in 
determining whether or not waivers available under the DoD Travel Security Policy should 
be provided. Among the factors considered arc the following: 

(1) The risk of terrorist activity directed at personnel who ue on TDYffAD 
status in a country and who will be resident for less than 72 hours; 

(2) The risk of terrorist activity directed at personnel who are on TDY rr AD or 
are merely itinerant passing duough an airpon with stopovers less than 12 hours; 

(3) The ambient level of street crime and violence 

(4) The ambient level of anti-American violence. 

e. As a result of such assessment, OASD(SOJLIC) may determine that a country 
or region which has been assessed as having a CRITICAL or IDGH threat level does not 
qualify as a High Physical Thieat or High Potential Physical Threat Country for purposes 
of application of the DoD Travel Security Policy. 

f. It is possible, for example, that a country is assessed to have a HIGH Terrorist 
Threat Level because of attacks on government outposts, including attacks on American 
military personnel serving~ advisers. However, on further review, it might also be 
shown that there is very good security ai the major international airpon, that the 
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international in-transit lomge and VlP waiting areas are especially well ~ 8Dd there 
is liule or no histOry, evidence of intention, or capability infonn&tion to suggest that · 
American personnel passing through the international airport are at HIGH risk. 

3 • FAA Security Bulletins 

a maDDer this policy. If FAA 
sew;Mty information deals with dm:als to DoD persoDDC1 only, thcD such information will 
be disseminaled in accordance. with DoD COilDDCtDelllt IJlroQ::clU:res. 

4 • Department of State 

a. The DoS monitors security conditions in counaies with U.S. Embassies and 
Consulates. It provides a wide variety of security related information and advice upon 
requeSL It is the releasing authority for all unclassified· and uulimited disttibution 
information on international terrorism. · 

b. DoD-affiliated personnel seeking the most current public information 
on international terrorist threat concerns may call the DoS in Washington, DC, 
(202) 647-5225, to obtain the most recent unclassified unlimited information regarding the 
intemational u:norist threat and international ttaveL 

S •. General Travel Security Suaestions 

The global ctisttibution of DoD~~ facilities, 8Dd conttac1DrS ordains much 
international and long-haul domestic uavel far DoD personneL Even local travel is not 
without its security risks. The following arc some general comments that apply to all 
official ttaYd. . Additional travel security tips are to be foUDd in Appeudices I through N~ 

a.. DC' not assume tbat acts ~f temxism "can't happen to me." 
A common thread among acco11DtS of individuals held hostage by Hizba11ah 

terrorists in Lebanon after their release was their own cavalier attitude towards warnings 
. issued by the DoS and other governments' foreign minisaies reguding aavel to Lebanon. 

Consider the security implications of destination, routing, and timing of travel 
and allow extra time for investigating, planning, and using alternative, more secure 
itineraries. Allow extra time between connections, if any, to allow far security inspections 
at airpa ts, pons of entry, and other inspection points. · 

c. Avoid routine schedules. 

Whether planning a trip or executing a plan assembled by others, avoid 
following travel routines used by others. Select unusual departure and anival ·sites; 
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schedule personal time and business activities at odd hours, during evenings, or on 
weekends. Be particularly sensitive to the possibility of suiveillance. Attival and 
departure times, as well as routes taken to and from work and/or home, should be varied as 
often as possible. Different vehicles should be used to make urgeting more difficult For 
official bUsiness, consideration should be given to using unmarked Government vehicles 
where available.. 

d. Travel in groups when possible where appropriate. 

Isolated ttavelers make easy targets; small groups provide a sufficient number 
of eyes aDd ears to be alert to local security matters. 

e. Avoid wearing military clotbiDg. 

Wearing militaty uniforms during periods of nvel and ~on coUld attract 
unwanted at~ention. Even wearing "miliuuy style" clothing may arouse mare attention than 
desired. 

f. Carry identification. 

When asked for identification give only the information requested. Never 
smrender your entire wallet or purse or leave your wallet and/or purse unattended. Carry 
identification that gives your blood type, as well as any special medical condition or 
medication requirement Keep on hand at least a one-week supply of essential medicines. 

g. Carry extra medication, eyeglasses, and other medical necessities. 

If you take any medication regularly, take at least one week's extra supply with 
you. If you wear glasses, take an extra pair along. Keep all medication in its original 
container for customs inspections. if. your medication is a narcotic, make sure you have a 
letter from your doctor in your possession. Carry all nccessaey medication with you in 
your purse or briefcase; do not put it in checked luggage. 

6 • Travel Arrangements 

The process of making travel aiTallgements can provide terrorists copious 
quantities of infortpation about travelers, their authorities and responsibilities, their 
importance to the Department of Defense and the U.S. Government, and their personal 
tastes in matters of lifestyle. Such information· is of incalculable value for purposes of 
targeting The ·steps outlined below are intended to deny ~ss to such information by 
terrorists. Other measures may be equally helpful in preserving the anonymity of DoD 
travelers, thereby complicating detection, identificatiOn, and targeting of such personnel for 
terrorist acts. 

a. If available, consider using U.S. Transportation Command and/or Military 
Airlift Command flights or militaty contract carriers. · 

b. Try to arrange international travel through American military air terminals if 
possible. 

c. Avoid travel through high threat areas, if possible. 

d. Travel wt~er an assumed name. if appropriate. 
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e. ~ travel mangements at the last minute, or alternatively, make last minute 
changes in uavel plans at minimal additional cost, to foil cffons at ratgeting based on data 
stored in aavel reservation computers. 

f. Do not discuss military affiliations with strangers. 

g. Consider using a tomist passport. 

j. Do not u5e that clearly labels its owner as a DoD civiliaD employee or 
military member; e.g., B-4 bags, duffel bags, and sea bags. 

k. REMOVE AU DESTINATION AND BAGGAGE a..AlM TAGS FROM LUGGAGE, as 
well as decals, stickers, and other markings which unambiguously identify the luggage as 
having been through the United States (e.g., U.S. Customs stickers). 

1. Use baggage identification tags that require some manipulation before the name 
of the bag owner is visible; try to use baggage tags that allow airline officials and customs 
inspectors to identify the owner of the bag by name, but otherwise do not provide 
information on the owner's address or country of origin. 

m. Do not include controversial or inflammarmy ~g material in carry-on bags 
or checked luggage on intc:malionil travel 

7. Vehicle Travel Tips 

a. DoD personnel mike millions of trips each year by automobile. Most occur 
without any incident. Automobile Dips have become so integrated with official business, it 
is easy to ctismiss use of vehicles as much more dangerous than a walk down a corridor 
from one office to anotba'. 

b. Indiscriminate use of automobiles for the conduct of official business can be a 
major.weakness in personal ~ty efforts. As in the foregoing discussion of travel 
arrangements, consider steps to be taken to reinforce efforts of DoD personnel and their 

1
, dependents to make identification of DoD personnel difficult, to make detennination of the 

prominence or importance of individuals by direct observation difficult, and to reduce the 
vulDerability of DoD personnel to $Uccessful attack while they are in a vehicle between two 
secure facilities, between a security facility and their homes, or between a secure facility 
and a secure transfer point for a change in travel mode. 

c. Appendix L contains several tips on reducing terrorist risk while operating a 
vehicle. 
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8 . Precautions While Flying 

In most instances, the safest, most reliable, and least risky mode of transportation 
&om the perspective of tetrorist attack is by air .. U.S. TRANSCOM and Military Airlift 
Command flights are the most secure means of flying between two points. DoD charted 
aircraft flights are also unlikely wgets for highjacking or assaults on passengers. 
Appendjx K offers several tips for "defensive flying." . 

9 • Rail Travel 

a. Travel by rail is the least secure means of commeJ cial travel possible. Rail 
schedules and routes are highly· regular and predictable; they afford terrorists multiple 
opportunities to board and leave tbe. train without arousing suspicion. Rail travel is 
strongly discouraged in high risk areas or high physical threat aDd/or potential physical 
threat countries. 

b. If rail travel is necessary, the general precautions outlined above for air travel 
are equally appropriate. In addition, the following measures should be implemented: 

(1) Avoid travellbrough high-risk areas; leave the ttain and switch to foreign 
flag airlines if to avoid such areas. 

(2) Select a window seat in the middle section of open coach (U.S. style) rail 
cars; select a compartment towards the middle of a rail car in multi-compamnent European 
rail cars; avoid taking seats near passageways between two rail cars if at· all possible. 

1 o. Travel at Sea 

a. Although DoD personnel and their dependents do not frequently use ferries, 
transoceanic ~ger ~ or cruise ships for ofticial ttavel, there are many international 
waterWays for which these modes of travel are appropriate for recreational travel. 
Unfortunately, there have been several instances of either terrorist attack or aimina1 assault. 
on international passenger travel The purpose of personal .security precautions at sea 
remains unchanged: · 

(1) Frusuale intelligence collection and targeting. 

(2) Camouflage affiliaDon and importance. 

(3) 

(4) Mitigate the effects of an anaclc should it occur. 

b. In addition to the travel precautions appropriate for flying outlined above., some 
additional precautions should be considered: 

(1) Select ferry lines, cruise lines, or transoceanic passenger lines noted for 
good safety and public health records. 

(2) Avoid travel through high-risk areas; avoid sailing on vessels which made 
pon calls in high-risk areas. · 
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11. Hotel ·Procedures 

a. It becomes readily apparent tbat security pn:cautions taken by DoD personnel 
and their dependents at home have direct counterparts when staying in hotels, motels, or 
guest quarters on U.S. military installations. The approach taken, from site selection, to 
installation of additional physical security precautions, to family "operations security" 
tDeaS1ftS are quite similar. . 

·b. ·As in the case of other travel-oriented antiterrorism~ tbe goals remain 
as outlined m Figure 12-1. 

c. The list of measures that follows is long, but by no means exhaustive. DoD 
travele~ ~ho-.!!d use their own imagiurion and develop additional measures that address the 
goals of antiumuism measures spelled out above. 

(1) . Stay at DoD facilities while oo 1DY ffAD whenever possible. 

(2) Avoid staying in hotels ·with distinctively American names or 
predominantly American guests. 

(3) Make teservations in two or more hotels and use an assumed or modified 
name. 

(4) AVOID TAKJNO STREET-LEVEL ROOMS, TERRACE LEVEL ROOMS wrrH 
DIRECI' ACCESS TO HOTEL GROUNDS, OR STAIRwELLs. 

When checking into guest quaners and hotels, avoid taking a street-level 
room if at all possible. Similarly, seek out alternatives to tetrace, veranda, or other rooms 
that open directly on to areas that can be easily accessed from other rooms, common areas 
of the hotel, the street, or walkways along seawalls, beaches, lakes, etc. Use elevators in 
buildings rather than risk attack in stairwells. Stand near the elevator conttol panel; if 
threatened, push the alarm buuon. . 

(5) Retain control over all luggage upon anival in a hotel lobby. 

Upon anival at a hotel, the family should move all their luggage inside 
promptly. In some countries, it may be customary for bellboys to carry their guests' 
luggage from the car and deliver it later to their room. However, it is again recommended 
that the family never let the luggage out of their sighL This will ensure that no explosive 
device bas been added to a bag and timed to detonate laler in the family's room. 

(6) When in a~ note all escape routes. 

Shortly after arriving iD a sttange horel or other public place, try to find 
out the locations of fire escapes, emergency exits, fire alarms and fire extinguishers that 
you may need in an emergency. 

(j) Vary your pattern of entering and leaving your hotel. 

Alternate entrances and exists to the building should be used if they are 
available to avoid setting an identifiable pattern of coming and going. 

(8) Do not discuss travel plans over hotel phones. 
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(9) Use extra caution .in hotel lobbies and other public places where bombs 
may be placed. 

Public lavatories have been favorite sites for terrorists to hide bombs in 
the past. Use of public rest rooms should be avoided to the maximum extent possible. 
Discovery of objects such as shopping bags, briefcases, boxes and items wrapped in 
newspaper which have been left unattended or which look out of place, should be reponed 
to someone in authority. Exposed wires or noise, such as a hum or ticking should ilso 
~~ an object to be considered suspect. DO NOT TOUCH SUSPEcr OBJECTS. Notify 

··au~~ties. 

(10) Bellboys and other sttangers in hotel lobbies should not be asked 
directions for specific places you intend to go. 

Preserve anonymity and camouflage the nature of your business travel. 
Ask directions from local police or from U.S. miliwy personnel, if possible, not hotel staff 
or other guestS. 

( 11) Do not conduct official business nor meet casual acquaintances in your 
temporary living quaners; do not diwlge the location ·of your quarters. 

(12) Discourage effons to enter your room while you are gone by presefvmg a 
"lived in" look in your room. 

Leave a light and radio or television on in your room when you go out. 
This will give the appearance that the room is occupied. A light will also make it easier for 
you 10 see what or who is in the room when you return. Keep your hotel room key with 
you at all times as well. This, too, will make it more difficult to determine when the room 
is occupied and when the room. is vacant. 

(13) Keep your room neaL 

Neamess will make it hard for things to be placed in your room without 
your knowledge. Luggage, briefcases and packages that appear to have been moved or 
otherwise dismrbed should be treated wi1h caution. A light dusting of talcum powd4:r can 
be spread on the surface of suitcases, a dresser, or a desk just before you leave the room. 
A package that appears to have been opened and resealed should not be touched. Repon 
such things promptly to military or civilian police. 

(14) Hallways should be checked before exiting from an elevator or your 
room, for out of place objects or for persons who seem to be loitering. 

The management should be asked to remove any boxes, ttash cans or 
other ~tacles near your room which may be used 10 hide a bomb, or which might get in 
your way in case of a fire or other emergency evacuation. 

(15) PACKAGES SHOULD NOT BE DELIVERED TO YOUR ROOM. 

Pmcbases should be picked up in person and wrapped in your presence.· 
Suspicious deliveries to your room should be refused and the article removed from the 
building until it can be checked oUL Doors should not be opened for sttangers or to accept 
an unexpected delivery. 
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(16) Unexpected mail left for you at the desk or slipped under the door of your 
room should be viewed with suspicion. · 

(a) Mail, packag~ or other articles with any of the characteristics listed 
in Figure 12-2 should be treated as pou:ntial improvised explosive devices. 

(b) Suspect letters or packages should be isolated. They should not be 
put in warer, ~use this could weaken wrappings, allowing mechanical devices to operate 
(or otherwise cause detonation) if the letter or package is in fact a bomb. DO Nor OPEN OR 
TAMPER wrrH THE SUSPECI' ITEM IN ANYWAY. Notify military or civilian authorities and 
follow their advice. 

• Excessive postage or no postage. 

• No retum address. 

• Incorrect tile or titles. without name. 

• Hand printed or poorty typed address. 

• Postage cancelation stafl1> doeS not 
match location of return address. 

• Rigid envelope. 

• Excessive securing materials, 
such as tape or string. 

• Lopsided or urwven envelope. 

· • Oily stainS or clscolorations. 

• Protruding wires or tinfoil. 

• MisspeDed words. 

• Presence of peculiar odor of 
shoe polish, almonds or marzipan. 

• Restricting markings, such as 
· -personal,• ·eontidentiaJ,• and so forth. 

Figure 12·2. Indications of ·Package or Letter Bomb 

F. SUMMARY 

1. Tbe Department of Defense acknowledges its responsibility to protect its own 
assets and resources from temJrist attack. Toward that end, tbe Depanment of Defense has 
expended substantial resources to improve physical security at Department of Defense and 
other U.S. Gov~nt facilities around the world. h has developed extensive residential 
and mobile ttaining courses. It has incorporated blocks of insttuction in accession training 
aDd general military training carried out by the Military Services. The Deparanent of 

-Defense has expanded professional military ttaining opportunities that address personal 
security issues. 

2. UJrimalely, however, teSpOnsibility for personal protection is in the bands of each 
aDd every member of the Department of Defense, whether they R in uniform or in the civil 
service. Toward that end, readers are reminded that the. goals of personal protection 
measures are as follows: 

a. Frustrate effons by terrorists to collect information necessary and sufficient to 
identify· American personnel as Americans, to determine their position, their prominence, . 
and their importance~ and translate such informaiion into effective, executable targeting 
plans; 
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CHAPTER 13 

EXECUTIVE PROTECTION 

A. INTRODUCTION 

1. DoD Directive 0..2000.12 (reference (a)) recognizes a need to provide ptottdion to 
those military officers and DoD civilians who are assigned to higb·risk billets, who are 
by tbe nature of their work, bigb-risk personnel, or who are assigned to facilities 
identified' a$ high-risk targets. The Directive defines these terms as follows: 

a. - High-Risk Billet. Authorized personnel billet (identified and recommended by 
appropriate authority) that because of grade, assignment, travel itinerary, or symbolic value 
may make personnel filling them an especially attractive or aa:essible terrorist target .. 

b.· High-Risk Personnel. U.S. personnel and their family members whose grade, 
assignment, travel itinerary, or symbolic value may make them an especially atttactive:-ar 
accessible terrorist target. 

c. High-Risk Target. U.S. material resources and facilities, because of mission 
sensitivity, ease of access, isolation, and symbolic value may be an especially attractive or 
accessible terrorist target. 

2. The following material is intended to supplement infonnation provided in the 
preceding chapters. Readers are encouraged to exaarine Chapter 14, Hostage Survival, as 
well. For purposes of this chapter the term "executive" will be applied to all persons 
requiring additional security protection wbo are: 

a. Assigned to High-Risks Billets; 

b. Designated as High-Risk Pasonnel; or 

c. Identified as High-Risk Targets persons who me assigned to High~Risk Billets 
or designated High-Risk Personnel 

3. The specific supplcmenlal security measures that may be fumisbed to executives is 
subject to a wide nnge of legal and policy constraints. U.S. law establishes saingent 
requirements that must be met before certain security measures may be implemented. DoD 
Component regulations, insttuctions, and legal opinions may funher constrain 
implementation of some proteCtive measures described in this chapter. SOFAs and MOUs 
between the U.S. Government and a foreign government will also limit use of some 
supplemental security measures. Leases and other conditions imposed by contraCt for 
purchase of land or buildings by the U.S. Government for use by the Departtnent of 
Defense may also limit application of certain security techniques. All of these. constraints 
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should be carefully considered when conducting security survey~ developing plans, and 
implementing additional. security measures to protect high risk pcnonilel. 

B • EXECUTIVE PROTECTION GOALS 

1. In the discussion that follow~ several measures are outlined that can afford senior 
military officers and DoD personnel additional protection against terrorist acts. The 
purpose underlying these measures is to: 

a. Increase the interval of time between detection of a threat and the onset of 
hostile action against executives and their dependents, or 

b. Increase the amount of time required by terrorists to gain physical access to 
CA~es from the onset of bosble actioos whether executives are at home, at the office, or 
in ttansit .• 

2. Implementation of supplemental security measures should strive to achieve the 
following prioritized goals: 

a. Enhancements should hold the terrorist threat at bay until a response force 
arrives (Delay at a Distance). 

b. Enhancements in physical security should enable executives to flee to safety 
(Delay to Permit Flight). 

c. Enhancements should permit the executive to retreat into a safehaven of 
sufficient strength and survivability such that a response force can wage an effective . 
counterattack to liberate executives and others accompanying them tO' a safehaven, 
including dependents at home and colleagues and visitors at work (Delay, Hol~ and 
Counterattack). 

3. All measures discussed below should be applied with cue. nERE IS A TRADE

OFF BE"IWEEN INCREASING THE LEVEL OF PHYSICAL SECURrrY AT THE OFFICE AND AT 
HOME AND PRESERVING THE ANONYMI"IY OF EXECUITVES, thereby avoiding telltale signs 
of activity that point JO prominence or aiticality. 

4. Supplemental physical security measmes described below can be expensive. 
Expense can be measured not just in tmns of dollars, but also in tenDS of changes to 
organizational routine. Therefore, two questions must be resolved before implementing . · 
bold, disruptive, and expensM supplemental security enhancements: 

a. What are the most cost-effective means of enhancing the security of executives 
at risk? How many changes in organizational routines and personal behaviors will have to 
be made in order for security measures to be effective in reducing risk of terrorist attack 
aDd tbe vulDerability of executives to such attacks? · 

b. What ue me anticipated costs of additional security measures in terms of 
dollars, organizational functionality, and mission capability? 

S. Security enhancements can be made to improve the security of executives. But 
security enhancements can be even more effective if executives and their families take full 
advantage of and reinforce the security measures described in Sections C, D, and E, below. 
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If executives do not change their behavior to accommodate additional security and 
protective measures, then the behaviors can eff~tively defeat the purpose of additional 
protection. 

6. The second issue is cost. Additional increments of security can be obtained 
sufficient to defeat virtually any threat However, there is a point at which it is simply no 
longer economical to add layer upon layer of protective measures to defeat a threat that.is 
either more potent than available protective means or can be evaded by adopting an 
alternative security posture. · 

C. SUPPLEMENTAL PHYSICAL SECURITY MEASURES 

1. omce 
The office environment sh~ in principle, afford executives the grearcst degree 

of physical security. The office environment usually places executives in facilities where 
attackers must pass by guards, · check points, office workers, aides, and/or 
secretaries before· them. 

a. Pbysical Security Suney 

(1) A thorough physical security survey should be undenaken. Offices of 
Defense components attached to U.S. Embassies abroad should have such surveys 
performed by the DoS. Other DoD faciliti~s should have such facilities performed by the 
cognizant physical security and facilities engineering staffs. Appendix C contains physical 
security survey materials that can be used to verify assessments of physical security 
generated by use of other survey insttuments. -

(2) The best way to approach a physical security site survey is to think like an 
intruder. Consider bow approaches to the installation or facility could be made; how access 
to the building housing executive offices could be gained, and how attacks on offices or 
other frequently used facilities could be mo\Dlted. 

b. Technical Tbreat Assessment 

(1) The next step in evaluating the need for supplemental physical security 
measures is a thorough and detailed assessment of the weapons and tactics terrorists might 
use to a!laCk the saucmre in which DoD executives work. Security engineers and architects 
need tecbnical threat data or assessments containing the following information: 

(a) Mode of attack. 

1 Standoff weapons {mortar, rocket grenade, man-ponable anti
tank and/or antiaircraft weapon, sniper rifle). 

~ Oose combat (sub-machine gun, pistol, knife, garotte). 

J Contact weapons (bombs, incendiary devices, mines). 
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~ With or without perimeter penetration aids such as power tools, 
handtools, or explosives. 

(b) T1n1e of attack. 

(c) AnacJdng force size. 

(d) Anticipated degree of outside support or au~nomy. 

(2) Such assessments are used to develop engineering design requilements. 
The data are used to: 

(a) Calculate forces to be withstood by bearing sttuctures in buildings; 

(b) Identify appropriale: security. window glazing materials and calculate 
tbe thickness necessary to achieve desired penetration resistance times for anticipated 
1hreals; 

(c) Calculate the total amount of delay time that must be achieved 
through use of camouflage, deception, banierS, and semi-active security devices to permit 
response forces to reach the scene of a terrorist attack in time to thwart the auack, capture or 
eliminare the tcrroris~ and ~ executives and their staffs or dependents. 

c. Technical Assessment of Responses 

(1) Having established a basic design threat, engineers need data on the 
anticipated performance of response forces to be arrayed against the design threat and the 
expected or desired behavior of the protected executive(s). Some specific information 
needed includes but is not necessarily limited to the following: 

· (a) Response force. 

1 Size. 

z Capability • 

.l Supporting weapons. 

~ Response time. 

~ Estimated effectiveness against range of attacks. 

· (b) Desired options for executive protection. 

1 Evacuare on warning. 

2 Evacuate on detection. 

.l Evacuate only if attacked. 

~ Evacuare only if forced to capitulate. 

~ Do not evacuate. 

(2) Security planners need to know the duration of an attack the structure 
housing executives must withstand before help arrives. Matching threat capabilities on the 
one hand and anticipated operations by tesponse forces on the other, establishes significant 
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physical 'secmity system performance parameters. These can be quantified and used to 
develop detailed plans, drawings, and physical security equipment· acquisition plans. 

d. Pbysical Security Enhancement Measures 

(1) Several physical security measures intended to provide additional 
protection for executives can be considered based· on the requirements defined through 
detailed analyses outlined above. The primary purpose of such measures should be to 
increase time required by persons outside an installation to teaeh the executives housed at 
an installation. A secondary purpose of such meas~s should be to reduce or eliminate 
hazards to executives that might result from violence in the vicinity. Examples of physical 
security mc:asures to be considered follow: 

(a) Increase Threat Detection Time by Installing Sensors on 
Perillieters and Barriers 

1 PROLIFERATE SURVEILLANCE SYSTEMS including seismic, 
acoustic, and infrared sensors at or beyond the outer perimeter; supplement with closed 
circuit TV /imaging IR systems tied into the alert response force staging area. 

. -

Z EX1END RES1RIC"I'ED AREAS OR EXCLUSION ZONES and relocate 
access control points from the executive office area to a point closer to the boundary of the 
installation; 

l Enlarge, proliferate, and extend inttusion detection sensors from 
· the within the installation or facility perimeter to the installation perimeter, allowing IDS to 
collection additional data necessary and sufficient to classify and identify an intrusion 
before response fcm:e mives at scene or ttaek of the inuudc:r; 

! PROLIFERATE 80111 TilE NUMBER AND THE PHENOMENOLOGY 
OF SURVEILLANCE AND DETECI10N SYSTEMS within the executive office area as well as 
approaches leading to and from it in conjunction with measures listed below. 

(b) Increase Threat Delay Time Between Perimeter and _ 
Executive Omce Building 

1 Install vehicle baniers and realign roadways to eliminate straigh~ 
level stretches of road in excess of SO meters in length; 

Z. Proliferate concenaic rings offences, Jersey barricades, planters, 
bollards, and vehicle and/or personnel baniers; 

3. Proliferate access control areas supplemented by fire doors and/or 
security doors kept in a closed condition between the enttance to the building housing 
executive offices and the executive office area itself. 

(c) Confuse, Camounage, and Deceive Observers by Hiding 
Executives' Locations 

1 Consider relocating executives to buildings not usually associated 
with office activities, e.g., barracks, .motor pool, R&D facilities. 
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~ Consider constructing office areas in baJrack, motor poo~ R&D 
. facilities, etc. 

l Add executive style, decorative lighting and window trearments to 
several different areas of office buildings to MINIMlZE DIFFERENCES IN EXTERNAL 
APPEARANCES BE'IWEEN E.XECUI1VE AND NON-EXECUI"iVE OFRCES. 

(d) Increase Delay Time Betweea tbe Entnmce to the 
Building Housing Executives and tbe Esec:utive Omc:e 
Area 

1 Add fire doors, access control points, dead-cad corridors, and 
mid-colridar physical barriers to complicate access to executive office areas. 

I . . . 

2 Consider tbe addition of security devices which when activated 
disrupt the ability of intruders to retain their thought processes such as flashing strobe 
lights, fog generators, noise generators, silens, fire extinguishing syslCIDS, etc. 

(e) Increase Delay Time ancllor Make Access More Difficult 
Within the Executive Office Structure 

1 Substitute high security doors and door &ames for standard doors 
in areas Ieiding to or from executives offices. 

a Install high security gratilig, wire mesh, or other materials to bar 
access to executives office area through utility tunnels or conduits. 

l Strengthen walls, floors, and ceilings against improvised 
explo~·. "e devices, small ·arms fire, incendiary device~ and powered hand tools by 
substimting steel plale, concrete filled, steel reinforced cinder blocks, or other ballistic 
resistant marcria1s for plaster and/or lath or wallboanl mom dividers. 

~ Add steel plates or other ballistic materials in crawl spaces above 
dropped ceilings; extend walls separating eXecutive office area from other portions of an 
office building from floor to floor, thereby peventing unobserved and Wldetectcd access to 
space of dropped ~ilings. · 

(f) Increase Protection for Building Occupants Agaiiast 
Ballistic Threats Against Windows and Exterior Walls 

SUBSnn.TI'E POLYCARBONATE PANELS FOR GLASS WINDOWS; 

a Add exterior screens and/or plates to cover window areas and 
protect against gunfire and grenade and/or bomb fragments. 

l Properly install blast curtains, metal blinds, metal shutters or· 
other window treatments in executives offices to protect interior space from glass shards 
aud other small projectiles. 
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(g) Increase Hold Time to Contain Penetrators 
. ...,·~;." . . ·· . ·:~·r·- : .. v . , "~··" , . ·P''. •. 

1 Add pcisitive aetloii'contr61S~-ic)- facility and doors and gateS such 
that gates default to a_closed and locked condition unless manually releaSed: ·: '·-~ 

. :z. ."Add. PosiiiY,~ ~ ~tion contr.ob U, access control areas such that 
• • ' '•• 'Jc-~\. - ' . !' ·~): .•.•:J'{,. __ :.: . ' • . .•. !:''1 ~: :~ 

persons mside. an ~ contr'()l area ·cax,fneJJher adv~~)ior~~diaw"without·~atfirmative 
action by a secUrity o,fficer pOSted outside tliC' accesS caildof~· ·. ·, '. . ' 

tenorists. 
__ , · ~~·f;~' . Th~,p~se· ~ftbese ~ts to~faciliwe apprehension of 

· · , . . . . .·~: 12 ... 1bere may be 59me instances, however, when the security of 
the ~tiYrF:~8Jiq --~~ ~~~~-~prc:e_ iS ~aJiccd ·t,y·.¥~C?9~~ ~ attempts. to gain 
access to the executive and theri channelirig the tcndtists'lo~t·of''tlle W:iliiy arid. mstallation 
alopg one routc~:;Ieavlrig~arfeii•ative routeS ;available·:te: evacu@JC the executive and other key 
personneL:· · · · · ·· , . . : . _, .,

7
, 

. . 

(h) InStill ·Emergency ·Executive ··support Fa ali ties: IDduding 
· ·:a~tS~fehaven. and: an Emergency ~Evacuation Facility 

1· jConsider installation of heli~ineiJlanding·aids on ihe roof of a 
structiJre or OD aD adjacent fie}d·far I'CD10Ved from parking ~ 

-

·''%. SU:pplenien~tal~~Residentiat. Security MeasQr~" 
. \) ~· : . ·_ .r .... . ~ i ~ . . . ,.. . 

. a. . Site ~S~electiou. . · ·· . 
'. ' --~ ', • • • • ' '· •. . . .. • ~ ' •• J . :.J.; ' 

. .·· (1). -~ Q~ in Chapter 11 on residential physical security meaSures, site 
. selecti~)s an, ~R"#Jtt aspecfof p6ySieid iecurity1., · · 1 

• !\ ::~ 

.. . (~) .... Avoid; sel~~g_,·~~dences ~~oqsly .. us¢d by .ow~· s~~ior U.S. 
Government or foreign government offiCials. · · · · · · 

(b) ~wid: selecting ~~nc;es ~~~r-.nacked by ten'Orist groups. 

(2) · ·Wbil~ ~ groups conduct intellig~nci operations to identify targe~ 
:· . ..• JDistakes have been~ ;made in the; ~::: poJ? ~~Fl s~oUld avoid leasing residences 

~\.~~:·.-.:/:~~~)' ·. :. · ..... ···:·,: __ :•··. · _·•---.· ·. __ ·_._. :.,..:. ~~~!t~J~i~etsof . .. . ·. ,,, =~~$ Qf $U.C~ g~nts may ~ placing themselves un~ltrr~rat~ ':,>; 
being anacked.as ·a n::~r9t~Mik~lifla~iitity. ~ · · \. .·. · ~ · 

b. Suppi~JPeD·~~-:~Phy~~ ;~~airity · -~M~~~res 
· · · ~ '· · '1 .:r · ·· ""DJ ·. -~ ,~., • : ; ±.,s rc t' • ·:..: ;itr. < · ... . . 

(1) .Anse~ecQtiv~·~:· e~~ ~«;stYle ~~'lf!S}~ .~9~R~~ iJ1 ~~~ty surveys used 
to assess the need for supplemental physical secwj~ ~-IP.~sure~ ~(th~ ()ffice. The 
executive's home and transportation from home to office and 'ba.ck ~fioilicfal~ be examined 
for risk and vulnerability. 
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(2} The same principles used 10 identify supplemental security improvements 
in an office environment apply to executives' home environments as· well. Recall that the · 
purposes of physical security enhancements ~= 

(a) Increase the amount of time terrorists nCed to initiate and complete an 
attack on executives' while at home, thereby giving response forces more time to rescue 
executives and their dependents. 

(b) Reduce potential harm that could result to executives and their 
families as a consequence of a terrorist assault JDOUDted against the ~nee. 

(3) As in the case of providing physical security enhancements to an office, 
the goals of enha.na:d residential physical secUrity measures mnain the following: 

(a) Increase the amount of time between detection of a threat and the 
onset of hostile actions. 

(b) Delay the terrorists as long as possible; prevent their access to the 
executives aDd their dependents on the one hand, and make departure from the seene to 
escape prosecution difficult; provided that in so doing, the lives of executives and their 
depeudents are not further jeopardized. 

.... (4) The following are measures that can be implemented selectively, which 
may help security personnel achieve these objectives: 

(a) Increase Time Interval Between Detection of a Threat and 
the Onset of Hostile Terrorist Acts 

1 Ensure all door locks and/« window clasps ae· working . 

. 2 Ensure tbat all doors and windows are prc;»perly secured to their 
frames and the frames are p1operly ancbored to ~residential sttucture. 

prevent entry. 
l Consider locking the driveway gates with a security lock to 

~ Consider installing a through-door viewing device or visitor 

~ Consider jnsralHng security lights to aid in viewing entrarices. 

(b) Increase the Num.,er of Pbysical Barriers Between tbe 
Outer Perimeter of the Residence and tbe Interior of tbe 
Residence 

Senior officers and DoD officials deemed to be at high risk or 
occupying high-risk billets may with to consider the following. physical security measures 
for their homes: 
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1 . Add heavy, remotely operated gates to all fences, w~, and 
perimeter barriers, consistent with the penetration resistance ofthe barrier, between the 
residence, the street, and adjacent neighbors. 

z 

(c) Increase Time Required to Penetrate Exterior Structural 
Walls by Explosives, Band-Held Power Tools, and Hand 
Tools 

· 1 Consider the addition of additional atmOr covered by aesthetically 
pleasing marerials to exterior walls. 

1 Consider . the addition of a separate reinforced masonry wall 
around the residence. 

· (d) Increase Surveillance of Residence and Decrease 
Response Time 

· l Consider installing closed circuit TV systemS to permit remote 
viewing of all doors and windows accessible from the ground, nearby stru~ trees, or 
easily acquired platforms (e.g., van parked next to a wall). 

l. Consider installing area intrusion detection systems between the 
residence perimeter and the residence itself; proliferate number and typeS of sensors; add 
backup communication channels between the inausion detection system and a surveillance 
assessment and/or response dispatch center. 

(e) Increase the Durability and Survivability of tbe Residence 
to Terrorist Attack 

1 Consider fitting windows with either Venetian blinds or thick 
curtains to reduce the observability of activities within the residence and to reduce hazards 
of flying glass in the event of nearby explosions or gunfire. 

l INSTAU BACKUP POWER SYS1'EMS FOR SECURITY DEVICES, 
e.g., surveillance systems, communication systems, and access conttol systems. 

l Have backup communication with the installation or embassy 
security department via secure 1andline or two-way radio. 

~ Consider the fitting of a panic alarm bell to the outside of the 
house with swih;bes upstairs and down. Such an alarm should also annunciate at the local 
police 8Dd cognizant DaD or DoS security office. 
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c. Transportatioa 

High-Risk Personnel are most often at their peak accessibility to terrorists 
. when they arc in transit in official or privately owned vehicles. In this section, some 
specific steps that can ·be taken to reduce the vulnerability of executives in ttansit are 
discussed. Implemenwion of measures to enhance the security of DoD personnel at high 
risk must be undertaken in full compliance with U.S. laws and DoD Directives. 

• 
( 1) Domicile to Duty Transportation Policy 

(a) As a general rule, Congress has strongly opposed provision of home 
to office (domicile to duty) transportation by the Federal Government to its officers and 
employees. 

(b) Congress did, however, grant authority 10 the President and the 
beads of executive agencies and 10 provide domicile to duty transportation 
under cenain Cin:UDlStancc::SJ 

1 See Sedion 1344 of31 U.S.C. Armowed (reference (ee)). 
2 See U.S. Congress~ House Commiuee on Government Operations, House Report 99-451 on 

H.R. 3614. To Resaict the Use of Govenunent Vehicles for Transportation of Officers and Employees 
of the Federal Government (WashingtOn, D.C.: U.S. Government Printing Office, December 19, 
1985), p. 8. 

3 Ibid., p~ 9. 
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( 2} Statutory Authorities and Limitations 

(a) 

(b) The Secretary of Defense and the Service Secretaries also have 
statutory authority to provide ttansponation from home to· duty stations and back on a 
Hmited basis. Such authority is usually implemented by providing to protected persons, a 
nontactical armored vehicle as desaibed below. · 

( 3) DoD Policy 
. . . 

(a) It is DoD policy to make nontactical armored vehicles available where 
necessary to enhance the security of DoD personnel, consistent with the requirements and 
limitations found in statute. DoD issuances, Service regulations, and CINC guidance 
stipulate detailed procedures by which the Department of Defense manages non tactical 
armored vehicle programs. - · · 

(b) Swute also establishes a procedure for Presidential waiver of the 
"buy American" requirement; DoD and Service Regulations provide for delegation of 
Presidential Authority from the President, to the Secretary of Defense, to the Director, 
Defense Security Assistance Agency and the Director, Defense Intelligence Agency. 

( 4) Non-Tactical Armored Vehicles 

(a) The Departtnent of Defense recognizes two classes of nontactical 
armored vehicles (armored limousines or sedans). 

4 Ibid., p. 9, emphasis added. 

S See Sedion 2637 of 10 U.S.C. Annolared (refemx:e (ft)). 
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1 Heavy nontactical armored vehicles are fully armored vehicles 
intended to protect occupants from attack by bombs, improvised explosive devices, 
grenades, and high velocity small arms projectiles. 

z. Light nontactical armored vehicles are less than fully armored 
vehicles intended to proteCt occupants from attack by medium velocity small arms 
projectiles and at least some types of improvised explosive devices. 

(b) The dividing lines between heavy and light nontactical atmored 
ve'": have become less distinct over time as anDOring techniques and materials have 
givel. :4ier capability to vehicles that· are not classified as heavy nonractical armored 
vehicles. As a practical mattrz, add-on vehicle umoring kits are now in production tbal 
when ptoperly iDstaUed in an appropriarely powered and suspended vebiclc provide a level 
of protection approaching dw of tbe heavy nonmcticalaxmared vehicles. Far purposes of 
discussion tbat follows, tbe distillCUon will be made between heavy aDd otber nonmctical 
annored vehicles. 6 

($) Heavy Non-Tactical Armored Vehicles 

(a) 

(c) Each of the Services manages a portion of the DoD Non-Tactical 
Heavy Armored Vehicle Program. Each Service has issued supplementary mandatory 
guidance on pnxessing of requests for, as well as allocation and Usc of these scarce assets. 

(d) Heavy nontactical armored vehicles are complex systems requiring 
specialized maintenance and operation. As a general rule, heavy nontactical armored 
vehicles will be assigned to DoD personnel with a driver who bas been properly trained in 
the operation and maintenance of the vc~clc. The operator is not a chauffeur; he or she is 
an inte~ pan of a supplemental security package provided by the Depanment of Defense · 
to meet its obligations to protect its key assets. 

6 1bis is also 1be distinction used in DoD lDslruaion 5210.84 (refen:nce (dd)). 
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(6) Light Non-Tactical Armored Vehicles 

(a) 

afford substantial proteCtion to occupants against a Wide 
variety of threats. New developments in after-manufacture armoring kits for vehicles is 
occurring at a rapid pace, increasing the number of vehicle manufacturers and models for 
which "other NTA Y' modifications are suimble. 

( 1) Privately Owned Vehicles 

(a) High-Risk Personnel may wish to consider foregoing use of privately 
owned vehicles completely during periods of extreme risk.. If this is not practical, then it 
may be appropriate to consider some of the measures identified in Appendix J. 

(b) In general~. 

l Select measures which deter surreptitious_ -entry, making 
undetected placement of lEOs in or under the vehicle difficult for terrorists to accomplish. 

2 Select measures which--enhance the ability of ~e vehicle to 
increase distance between the vehicle and pursuers. 

l Select measures which can assist response forces come to your 
assistance in the event of an incidenL · · 

! Select measures which when implemented make the vehicle 
appear little different than its standard models. 

D. SUPPLEMENTAL INDIVIDUAL PROTECTIVE MEASURES 

The procedures outlined below should be employed in conjunction with generally 
applicable persOnnel security procedures discussed above iD Chapter 12 and in conjm1ction 
with physical security equipment described in Chapters 10 and 11 and in the preceding 
section of this chapter. The pmpose of adopting these procedures is threefold: increase the 
time that elapses between the detection of an imminent terrorist attack and the actual onset 
of an attack to permit the arrival of response forces or the successful evacuation of 
executives; increaSe the amount of time to \yithstand an attack and teJTOrist access to 
executives to permit the arrival of response forces or the successful evacuation of 
executives under ...... '!~.,..,.. 
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1 • Office ·security Practices and Procedures 

Refer to and implement measures discussed in Chapter 12. In addition, implement · 
the following additional measures as appropriate: 

a. Discourage staff from disclosing executives' whereabouts or activities when 
taking telephone messages. · 

b. Observe caution when opening mail. In panicular, be on the lookout for letterS 
-:packages that might contain improvised explosive devices. A checkHsr to aid in letter 
bomb or packaged IEDs appears in Appendix Q. 

c. ;....mm access to the executive ~ uea strictly. 

d. LIMITPUBIJCTY ABOUI"TBEEXECU'I1VETOABAREMINIMUM; keep official 
biographies shan; provide minimal information that would reveal executives personal 
interests aDd hobbies, and consider using outdated photographs if a publicity photograph 
is absolutely essential. 

e. Avoid working alone late at night and on days when the remainder of the staff 
is absent 

f. If late night work is necessary, work in conference rooms or internal offices 
where observation from the outside of the building is not possible. Notify security officers 
tbat you will be working lare and ask tlW they look in periodically. Executives should 
enter and exit several offices, turning lights on and off before going to their own offices to 
disguise the purpose of their activities to outside observers. 

g. Avoid placing of office furnishings directly in front of exterior windows. 

2. Official Business Away From The Office 

The following suggestions reiDforce effons by executives to maintain the high 
level of security provided in the home or office environment while on official business 
outside these locations. 

a. ~ security requirements with the person planning the function. 

b. Travel to aud from tbe function with escorts. 

c. Cloose the route carefully. 

d. Do not publicize planned atteodance at official functions unless required. 

. c.· Attempt to sit away from both public areas and windows. 

f. Encomage the sponsor(s) of the function to close the curtains to minimize the 
likelihood that anyone outside will be able to see _inside and determine who is attending the 
function and where they arc located This is extremely important for an evening function, 
when a well-lit interior can be easily viewed from a darkened exterior. · 

g. Request external floodlights be used to illuminate the an:a around the building 
where an evening function will occur. 
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3 . Local Official and Unofficial Travel 

a. General Practices 

(1) Vary your daily pattern as much as possible. ~ve and return at different 
times. 

(2) Consider escorts to and from wmk, or travel with a neighbor. 

(3) Establish a simple duress procedure between executives and drivers. 
Any oral or visual signal will suffice (i.e., something that the executive or driver says or 
does only if something is amiss). 

(4) When using a taxi service, vary the company. Ensure that the 
identification photo on the license ulatches the driver. If uneasy for any reason, simply 
take aoother taxi. 

(S) When attending social functions, go with others, if possible. 

(6) E.Yamine car before entering to see if there has been any interference. A 
small miiTor on a rod is a cheap and effective method to inspect underneath cars. Do not 
touch the vehicle until it has been thoroughly checked Oook inside it, walk around it, and 
look under it). 

rl) Do not leave personal items exposed in the car; e~g., uniform items, 
service issued maps, official briefcases, etc. -

(POV). 

,.. 

(8) Use the same precautions when you drive a privately owned vehicle 

b. Security Practices While Driving 

(1) Keep car doors locked. Do not open windows more than a few inches. 

(2) Never overload a vehicle, and all persons should wear seat belts. 

(3) Always park vehicles in parlcing areas that are either locked or wa~ehed 
aDd never park overnight on the street. Before entering vehicles, check for signs of 
tampering. 

( 4) Keep the trunk locked. 

(5) Where feasible, drive in the inner lanes to keep from being forced to the 
curb. 

(6) Use defensive and evasive driving techniques. Drill with your driver by 
watching for suspicious cars and taking evasive action. 

(7) Avoid driving close behind other vehicles, especially service ttucks, and 
be aware of activities and road conditions two to ~hree blocks ahead. 

(8) Beware of minor accidents that could block traffic in suspect areas; 
especially crossroads because they are preferred areas for terrorist or criminal activities as 
crossroads offer escape advantages. 
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(9) Actions to take if attacked· 

4 • IDterurban, National, and International Travel Security Practices and 
Procedures · 

. a. Book airline seats at the last moment. Consider using an alias. 

b. Restrict the use of rank or title. 

c. Do not allow unknown visitors in hotel room or suite. 

d. Keep your staff and your family members advised as to your itinerary and 
subsequent changes. However, clearly and emph~cally restrict this information to those 
having a need to know. 

S • Home Security Practices and Procedures 

a. Cltec:k persons entering the premises; e.g., electri~ plumbers, telephone 
maintenance personneL If in doubt, call their office to verify their identity before allowing 
them in your home. 

b. Do not open the door to a caller at night until the caller is identified by 
examination tluougb a wiDdow or door viewer. 

c. Oose curtains in a room before turning on lights. 

d. Consider placing the telephone where you will not be seen from doors. or 
windows when answering. 

e. lnvestiptc household staff (especia11y tempOrary staff). 

f. Always be on the lookout for the unusual. Ensure home is locked and secure 
whenever the residence is unatteudcd. Be cautious upon return. 

g. Note and report suspicious persons. 

h. Saictly control house keys. 

i. Place car in a locked garage. 

j. Be alen for the unusual; e.g., the movement of furniture or the placing of 
unusual wires. 
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k. Consider the fitting of a panic alarm bell to the outside of the bouse with 
switches upstairs and down. 

1. aear the area arowtd the house of dense foliage or shrubbery. 

m. Test your duress alarm if available. Make certain the members of your family 
understand how they wmk as well as the imponancc of their use. 

n. Cooperate with law enforcement personnel and abide by their security 
n:commendations concerning your home's security. 

(; • Security at Social and Recreational Activities 

The risk of terrorist incidents is always ·present for high-risk personnel or 
personnel assigned to high-risk billets. Life must go on nevenbeless. The following 
measures ~ intended to permit executives to continue living as close to a normal life as 
possible. while still remaining mindful of the risks to their security. 

a. Ensure the host is aware of your need for security and takes appropriate 
measures. 

b. Have your personal staff assist a civilian host if required. 

c. Anange for visitors to be subject to adequate security control. 

d. Screen the invitation list, if possible. 

e. Vary times of sponing activities~ e.g., golfing, jogging, etc. 

E. COMBATTING TERRORISM TRAINING FOR EXECUTIVES 

1 • Higb-Risk Billets andlor High-Risk Personnel 
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2 • Travelers to Higb ancllor Potential Pbysical Threat Risk Areas 

Personnel en route to potential physical threat risk~ (as identified by the 
Assistant Secretary of Defense for Special Operations and Low-Intensity Conflict), should 
atteDd one of the following courses: 

--&&& .... this one-week course . 
... 54~on.a ................ ,~. MKIQle ~ Latin America, 

Asia/Pacific, and Africa), the history, and psychology of terrorism, personnel combatting 
temrism measures (vehicle, personal, aiJtiDe, aDd physical securiry), and bosrage survival. 

miHtaiy, and individual security factors associared with 1he ~gion. 

c. Training may also be given by installation security personnel who have been 
traiDed at the Antiterrorism Instructor Qnatification Course (AIQC) at Fort Btagg, NC. 

F. PROTECTIVE SECURITY DETAILS 

1 . General Discussion 

a. Each Service can provide proteCtive service teams for key senior military 
officers, DoD civilians, other U.S. Government officials or foreign dignitaries requiring 
personal protection. 

b. Assignment of Protective Security Details (PSDs) to Service members is made 
by each Service Secretary upon recominendations of their counterintelligence and/or law 
enforcement investigation staffs. PSDs are assigned to DoD personnel ·who meet 
~ts esmblisbed by Service ~gulations. 

· 2 • General Security Concept 

3 • Maintenance of Low Profiles 

a. Protective Secmity Details are ttained in the art of maintaining low., .. "' ..... ' 

b. Toward that end, PSDs will strive to keep ttavel routes and means of 
· ttansporwion to be used by the protected person from being publicized If this cannot be 
accomplished, the PSD may suggest editorial changes to the itinerary scheduled for release 
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to limit details of planned :travel fmn1 pu~ijc disclosure. For exaMple, routes to and from 
announced. appointments usually need not bC revealed. . . . ' 

• ~ :_ ,- ' ~ " '< ,., 

4 • PS·D . Mission. Dut.ies. 

. . a! . During the course of a PSD mission, members of the PSD 
. . ·_ ,J)etfoifll.:~~, diff~~l' · · ··· · . · ·.·.· · ..... · · 

· b. The.~attitude of the plo~ pefson.·is critiCal· to the success:of the PSD 
mission. Proteaees do have. a.rigbt and ~ 'responsi~ty to·~- the~ wiShes ·known with 
respect to theiJ' pcrsonal.~ty; tl:ley also have an .obligation to listen carefully to the head 
·of the PSD .who ~-traine4.~d mglilfqualified to assiSt the prt;tcctee in making reasonable 
judgments about alanag~le riSks. PSD ·members-'Uil'derstand their function is inherently 
intrusive, and that protectees can easily resent the l9ss (l)f privacy that ~companies the 
proteCtion offered. On the other hand, PSDs have jobs to do, not merely to protect 
executives, but to help safeguard ~ssion critical assets•-seniar ·;militarY and civilian 
leaders. · 

c. One of the most demanding functions placed on PSDs is- to· ~t th~ ~~ty of 
individuals to circulate and approach the protectee. 

d. DoD personnel who are provided PSDs and- ~ust· conci~ct official business or 
.· ~ld_.;~.en~~n~ ~.b,fge ~~· tm ·:~~·~·tp mi~imi~e the disruptions 
. tl>:i~~ ~tmons ~~IPY oceur _.· . . ' · 

.... r ... , . ··"-:' _., ,_,, , 

.. · ' ' l' . ;~ 
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G. EXECUTIVE PROTECfiON SYSTEM INTEGRATION 

1. This chapter has focused on supplemental security mcastires used to address 
temJrist threats to senior High-Risk Personnel within the Depanment of Defense. 

2. Various methods and measures have been discussed that provide increments of 
security over and above the base level of security provided to all DoD personnel assigned to 

. an inm11ation, a facility, an activity, or a UDiL In uWdng decisions to allocate: proteCtive· 
· •urces to enhance the security of senior officers and senior DoD officials, it is essential 
. u) bear in miDd such measures must be applied systematically. · 

: . .., 3. Additiooal security measures implemented 10 poteet high-risk persons in tbe office 
environment must be canied over to official functions conducted outside the office. The . 
security measures must also be extended to the protected persons' private lives, and 
depeoding upon the nature of the 1bft:al, the lives of their depcodcnts as well. 

4. The ~onver.~ 

IH01tectc~ persons, their staffs, 
colleagues, and families, it may be prudent to radically alter living and working 
ariangemen~ than to try to augment security in a piecemeal manner. For example, it might 
be prudent to bouse high-risk personnel within a DoD installation rather than to tty to 
secme a detached, private residence at substantial distance from the operations base of a 
response force .. 

S. Tbe key to successful executive protection is to ensure the level of protection 
afforded, by physical security measUres, operational procedures in the office and at home, 
aDd proteCtive security details, is constanL The level of proteCtion must be matched to the 
threat, and must be sustainable. 

6. Executives have a special responsibility to set a personal example of combatting 
terrorism awareness, of auention to personal, family, office, information and operations 
secmity concerns,. and of combatting terrorism security measures implementation. By · 
doing so, they make their colleagues and subordinates more aware, more conscious of their 
security environment, aDd less likely 1D be victimized by u:mmt attacks. 
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CHAPTER 14 

HOSTAGE SURVIVAL 

A. INTRODUCTION 

1. Despite implementation of a DoD-wide combatting terrorism policy and pro~ 
DoD personnel may still become Jc:idnap hostage victims. This chapter provides techniques 
helpful to hostage and kidnap victims in surviving their onieal with dignity and self respect. 
Kidnappings and hostage-taking affect ~amily members as well ~·the victim. This chapter 
discusses several measures families may wish to implement to help them through their 
ordeal. 

2. All DoD personnel, both military and civilian, have special obligations as 
representatives of the U.S. Government and as professionals in the field of military affairs 
and international security, to conduct themselves in captivity in accordance with domestic 
and international rules, laws, and policies. This chapter concludes with a discussion of 
DoD policies on behavior during peacetime detention. 

B. HOST AGE SURVIVAL 

Several specific measures can be implemented in the event that DoD-affiliated 
personnel become the victim of a kidnapping or hostage-taking episode. While preventive 
measures taken may have postpOned an incident, eventually it may occur. If so, the 
question then occurs: now what should be done? 

1 • Measures to Be Taken During Capture 

a. During the initial moment of capture, the victim must make an instant 

c. The specific circumstances of a kidnapping or hostage seizure may dictate the 
answer to these questions with no additional analysis being required on the pan of the 
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(1) Resist panic; remain calm; MAKE NO SUDDEN MOVEMENTS. 

(2) Regain your compos1l1'e as quickly as possible after capture, face your 
fears, and tty to master your emotions. 

(3) yom captors of _ 
your intention to ~,~,a,~, ~lo'~ULU 

( 4) ANI'ICIP ATE ISOLATION AND TERRORIST EFFORTS TO CONFUSE YOU. 

(6) Try to prepare yourself mentally for the situation ahead as much as 
· possible. Stay mentally active. 

e. After the initial shock Qf capture wears off, both the kidnappers and the victims 
stabilize their emotions and begin to plan for the fu~. The terrorists may divulge 
information about themselves,. their organization, their goals and objectives. They may 
share their demands, and they may even begin to discuss roles and responsibilities the 
victim or victims will have in the future. 

f. Those taken hostage also should begin to make an emotional transition from 
being a "victim" to being a "survivor." The following actions help in this process: . 

(1) Take mental note of the direction, time in ttansit, noise, and other 
environmental faCtors that may help you identify your. location. 

·(2) Note the numbers, names, physical characteristics, accents, personal 
habits, and rank structure of your captors. 

(3) Carefully consider the requirements for and consequences of escape. 

·2 • Surviving Detention 

a. Being held hostage is one of the most stressful and difficult circumstances 
conceivable. Several factors make this situation especially difficult for many victims. 

·b. First, there are often few or no relationships between actions of the victims and 
their hostage· status. Unlike prisoners of war who are captured and incarcerated as a 
consequence of their participation in a war, hostages are almost always innocent victims of 
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circumstance, at least in their own thinking. Hostages have a difficult time imagining or 
-~- understanding why anyone would want to kidnap them or hold tbem hostage. · · 

c. Second, kidnappings and hostage-taking events occur as ugly surprises, tot3by 
_!, disrupting plans and activities for-.an unknown period of time. Surprise is often very 

. stressful; for those individuals who take special pride in making and fulfilling 
commianents, such events can be emotionally shattering. These mdividuals are easily 

i, rattled when thrown off schedule or when their daily, weekly, or monthly plans are upset 
Being kidnapped is the ultimate surprise pany-no one knows in advance (except the 
kidnappers, and even they might not have planned for so many "guests") and no one 
knows when or how the episode will end. For victims, but especially those who are 
especially schedule conscious, tbe s=ss level can be life-threa!cning in and by itself. 

-d. Third, kidnap victims and hostages are usually isolated from all outside 
contact. While they may have access to radios and televisions, they are never allowed to 
call their families, friends, or colleagues. Even if seized in large groups, victimS are often 
separated and held individually or in small groups. In some circumstances, separation 
from the grOup can compoamd anxiety and ·fear, especially if the

1
victims are separated from 

their children, elderly parents, or spouses . 

.. e. Fourth, and perhaps most imponant, victims must come to grips with a whole 
host oftintangibles and unknowns. Once the ttauma of initial capture has subsided and the 
victims have adjusted to the total loss of freedom and being placed in a position of complete 
dependence on their captors, other uncenainties begin to -manifest themselves in ·the 
victims' behavior and demeanor. Victims wonder who knows of their predicaments, what 
is being done to bring the episode to a close, who will take care of "things" in their 
absence, what is going to happen next, and perhaps most imponantly, when is this episode 
going to end? 

f. Kidnappers· will frequently undertake certain actions to increase the degree to 
which victims become dependent upon them. Victims can expect to be stripped of 
wristWatches, calendars, and even eyeglasses. These actions are all pan of a concened 
plan by tenorists to exacerbale the psychological hazards associated with being kidnapped 
or taken hostage: claustrophobia, loss of sense of time, and isolation from society. 

g. Victims ofkidnappings and hostage situations repon they were often placed in · 
dark, confined surroundings for prolonged periods. The victim must be able to 
compensate feelings of depression, adjust to living alone, and offset the demoralizing 
realization that human contacts they may have for the foreseeable future are likely to be 
quite hostile. 

h. To maintain a sense of order, personal dignity,-and personal functionality, the 
following measures should be implemented by each kidnap victim or hostage: 

(1) Try to prepare yourself mentally for the situation ahead as much as 
possible. Stay mentally active. -

It is difficult to avoid speculation on what lies ahead, but victims of 
kidnapping and long-term hostages seemed to handle periods of captivity by building 
elaborate plans for their future upon release. Americans held hostage in Lebanon during 

14-3 

FOR OFFICIAL USE ONLY 



..;-,..-·•, •l ·•• • 

.. :).'r 

DoD 0-2000.12-H 

the 1980s, for example, taught each other collegiate-level courses from memory, designed 
plans for a dairy farm to the smallest detail, played chess on a self-made board with self
crafted pieces, and studied one another's religion. 

(2) Be a role model 

If the victim remains calm during captivity, it is easier for terrorisiS also to 

remain calm. If you treat yourself, your fellow hostages, and yom captors with respect,. 
you can often expect sbTJllar tm~nnent from your captors. 

(3) Be extremely couneous aDd polite to me ~ 

Polite aDd courteous behavior extended toWatds captors emphasizes tbe 
nonbelligerent attitude of victims towardS captors. In so doing, such behavior conveys 
information tba1 reinforces earlier and continuing messages that the victim is not ari 
j1 hi I O"fiaJe dJrcal fD their wclfue Of security • 

( 4) Try to build hmnan relationships. · 

Identify those captors with whom you can communicate and .attempt to 
establish a relationship with one or more of them. Do not debate or argue, but try to 
discuss neutral issues. 

(5) Talk in a normal voice. 

Avoid whispering when talking to other hostages, or raising yom voice 
when talking 10 a terrorist Whispering suggests conspiratorial behavior, plots of escapes, 
and the possibility that victims might tmn on captors. Whispering among hostages can be 
perceived as quite threatening to terrorists and result in further emotional or physical 
harassment of hostages or worse. Similarly, loud conversations with terrorists can be 
·m~tcd as an indication of dangerous, belli~ and tbrearening behavior by hostages. 
Such an intrzpreration might leSUlt in further deterioration of oondirions for hostages. 

(6) Read anything you can fiDd 1D keep your mind active. 

While the library available to kidnapping victims may be quite limited, 
reading is. still an excellent activity to keep one's mind active while maintaining vigilance, 
offering no overt acts of opposition, but no overt acts of cooperation with captors eidler. 

\1). Eat whatever food is offered to you to maintain your strength. 

IGdDap victims rarely gain weight during their captivity. However, eating 
enough to maintain body weight and sustain proper functioning of the immune system is 
importanL If kidnap victims lose too much weight by not eating available rations, they can 
become seriously ill. In so doing, they may develop medical conditions which exceed the 
medical resources and skill of the kidnappers and their external somces of assistance, if 
any. 

($) Exercise daily. 

Prisoners of war and long-term hostages emphasize the imponance of 
maintaining as fit physical condition as possible. Exercise not only strengthens the 
physical durability of the victim. it gives added mental strength as well. Exercise and good 
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physical conditioning also increase resistance to disease which may be a by-product of 
dietary changes or inadequate food, poor living conditions, ·and general emotional 
deprivation associated with victim status. 

(9) Establish a slow, methodical routine for every task. 

It is impmunt that hostages and kidnap victims develop routine behavior. 
Such routines are helpful in many ways. First, routine behavior helps to reassure guards 
that the hostages pose no immediate threat to their welfare. Having survived the aauma of 
initial capture, hostages and kidnap victims need to avoid provoking their captors into 
physical violence against them. Second, routine behavior.helps to pass time on the one 
band, and maintain a sense of time, space, and purpose on the other. Third, routines help 
ensure dle health and safety of victiJm if their conditions degrade over time. 

(10) Obey terrorist orders or commands. 

Victims of kidnappings or hostage-taking are often put into very 
dangerous, onerous, humiliating situations. Under such circumstances, victims should 
obey terrorist orders or commands. Obedience to orders or commands need not be s~ 
cheerful, or overtly enthusiastic, but it should be sufficient to maintain a balanced 
relationship between the hostages and their captors. 

(11) Be alert always for signs or signals from outside ~or rescue effons. 

(a) One of the haJlmarks of the DoD Combatting TeiTOrism Program is 
the well-ttained DoD member or dependent who remains sensitive to his or her security 
environment at all times. Even in captivity, victims must try to remain alen for changes in 
the environment, to expect the unexpected. 

(b) Listen for unusual sounds that seem out of place or· inconsiStent with 
usual activities. Such sounds might include helicopter ·blades beating in the air, high 
performance aircraft overhead, diesel engine sounds in the neighboring street. Watch for 
unexplained changes in guard behavior, unexplained increases or decreases in ciVilian 
traffic observable from one's place of detention, or other signs of unusual activity on the 
pan of the terrorists. 

(c) There are also some discrete measures victims of kidnappings and 
hostage-taking should refrain from taking because such measures generally increase the 
risk of physical violence to the victim without increasing opportunities for escape. 

(12) Do not aggravate your abductors. 

Terrorists oftentimes have low thresholds for dissent and argument. 
When aggravated, they can become abusive and violent. 
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Given the emotionally charged aanosphen: surrounding a kidnapping or 
hostage situation, discussions of politics and religion are likely tO be e-Ven more emotionally · 
charged than normal. Under the stressful conditions of a terrorist kidnapping or hostage 
situation, find other topics to discuss with the terrorists, at least .until some degree of 

. mutual respect bas been established. Even then, try to steer conversations away from 
topics which arouse strong emotions in other victims or the =mrists. 

(14) Do not complain, act belligerently, or be uucooperative when dealing widi 
tbc tc:rmrist or other hostages. 

(15) DO NOT LET YOUR BODY LANGUAGE SEND UNJNTENDED MESSAGES OF 
HOSTJin"Y AND AN"11PATBY TO THE TER.IlORISTS. 

When many people speak, they 1a1k not only with their voices but with 
their J,octies. The way people tilt their heads. move their bands, aDd hold their bodies arc 
oftal ~Wlt cues about emotions and f11tiR actions. Placing bands just above each hip 
and leaniDg forward while speaking is often interpreted as defiant or aggressive speech, 
regardless of the words and tone of voice used. Turning away from a speaker is often 
interpreted as an insult or an act of hostility. Victims must become sensitive not only to 
what tbey say, but also how others might hear and view such conversations. 

(16) Do not refuse favors offered by the terrorists if 
further harm to the health and safety of all nos:tagle$ 

This includes offers of food, beverage, tobacco, etc. Such gestures may 
· indicate nothing at all; they might indicate an interest in building a relationship which can 
1 :er be used to win release or bring an end to the episode. 

(17) Do not hesitare to answer questions about yourself. 

Dming informal couversations with terJOris1s aDd captors, victims can 
. sometimes develop human relationships by cooversing widl their captors aDd ~g to 
personal questions that do not require discussion of the victims' positions. responsibilities, 
purposes of ttavel, ~xcept if your position, post, or purpose of travel poses an additional· 
~ to tbe 1CrrOri.sts or to their ideologies. 

(18) Do not worry about your family. 

One of the advantages of being a DoD employee is being pan of a large 
organization with substantial resources on call to provide suppon to families in crisis. In 
tbe event t1w DoD personnel are involved in a kidnapping or hostage-taking episode~ their 
families arc DOiified and kept informed of the situation. In the event DoD personnel had not 
completed some of·the preparations suggested above with regard to wills, powers of 
attorney, and other legal matters, DoD personnel and their dependents will be assisted, 
either by DoD activities, semcc activities, or other rdief organizations. The Depai anent of 
Defense docs not knowingly abandon families of DoD personnel or dependents caught up 
in a hostage or kidnapping situation. . 

. . 
: ~ 
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3 . Conduct During Interrogation 

Depending upon the personality of terrorists holding the victims· hostage, the 
pmpose of seizing hostag~ and the prominence or position of the hostages, the terrorists 
may elect tO interrogate victims. DoD personnel should bC guided by the following 
principles in responding to questions posed during such interrogations: 

a. Be prepared to explain all information in your luggage and around your seat at 
the time of capture. -

b. Take a simple position that you feel comfortable with, and stick to it. 

c. Do not discuss or divulge any classified information that you may possess. 

d. KEEP YOUR 'IEMPER UNDER CONTROL AND BE POLnE. 

c. GIVE SHORT ANSWERS, TALK ABOtrrNON-ESSENTIAL THINGS. 

f. Do not be lulled by a friendly approach. 

g. If required to make a public starement, identify your stuement as being ~ in 
response to the demands of your captors. · 

h. Retain a sense of pride and faith in yourself, your government, and your 
. religion. 

4. Release 

Episodes of kidnapping and hostage-taking do en~ and often with no loss of life 
or physical injury to the victims. The psychological casudties suffered by kidnapping 
victims are difficult to assess, as are the casualties incurred by victims families, friends, 
and colleagues~ Nevertheless, hostage and kidnapping episodes can end as a result of 
fatigue on the pan of the terrorists, negotiations, or terrorism counteraction. The manner 
by which an episode comes to an end will have considerable bearing on measures that are 
most appropriate; since victims cannot predict the outcome of a hostage situation 
beforehand, the following measures to aid hostages at the end of an episode should be 
reviewed and implemented as appropriale: 

· a. Rescue 

(1) Do not run, because the terrorists may shoot you. Even if you can, do not 
pick up a gun to assist rescue forces. You will probably be handcuff~ searchecL and 
possibly gagged and/or blindfolded. As a common procedure for rescue forces, this must 
be done wttil everyone is positively identified. 

(2) In the event an armed rescue effort is moun~ victims should be alen to 

their surroundings and be prepared to follow instructions of rescuers. The following 
specific measures should be implemented at the first indication of a rescue attempt 

(a) DROP 10 1BE FLOOR AND REMAIN SmL. 

During the rescue attempt, both the hostage and the rescue force are 
in extreme danger. If the facility confining victims is.breached by rescue forces, drop to 
the floor ilJUI1CII1'tiately, and lie as flat as pOssible. 
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(b) AVOID SUDDEN MOVEMENT OR MOTION. 

Rescue forces are trained to assume that tctrorists will .(a) resist 
rescue efforts or (b) will attempt to flee in a rescue auempt is undertaken. The trained 
response ·of such forces to any movement is to shoot first, ask questions lau:r.· 

(c) W Arr FOR INSTRUcnONS. 

After order has been restored by rescue forces, there may·be some 
· moments ~hen the victims may be handled roughly or ordered up against the wall Victims 
may be handcuffed. searched, and even gagged until the rescue forces have positively 
identified all persons. This procedure is common to special response teams and hostage · 
teSCUe IC3lDS and is employed for their safety as well as the safety of hostages upon release. 

b. Voluutary or Negotiated Release and Episode Termination 

(1) Many kidnappings and hostage-taking episodes end as the result of 
successful negotiations between the kidnappers and law enforcement authorities or because 
the kidnappers and/or hostage-takers exhaust their sources of supply and wish to terminate 
the episode without additional risk of injury to themselves or anyone else. While these 
endings to hastage situations are less dramatic than those brought to conclusion as a result 
of forcible rescues, the termination of the episode has much the same effect on hostages 
and kidnap victims. 

· (2) The following discussion applies to all victims, regardless of the manner 
b) which the episode was brought to an end. 

(a) Be pepaied to face the media 

Terrorist events. have become media even~ even if tbe terrorists and 
the families of kidnapping or hosrage situations would prefer otherwise. As survivors of 
difficult ordeals, the victims will be encouraged to speak out on their experiences.. Just as · 
tbe terrorists stripped away vinually all privacy and dignity during the victims' captivity, so 
too will some members of the press seek out answers to the most demeaning, bllD'riHating, 
or private questions conceivable. Many victims want to share their stories, but are · 
shocked, angered, aDd humiliated by their treatment at the hands of the press. Therefore, 
·victims need to recognize that press interviews can be very difficult; many survivors of 
· terrorist incidents return to normal life more easily by minimizing their interaction with the 
press. Many are simply ill-prqJami for interviewS. 
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l A good general response to all press inquiries is to note the 
simple joys of freedom and that given a choice between being free and being a hostage, 
being free is far superior. 

(c) Understand that feelings of guilt and a closeness to your captors are 
normal psychological results of a hostage experience. (See Appendix U.) 

1 The reentry of a terrorist incident survivor is a difficult 
experience. Several problems must be overcome. First, former hostages must reacquaint 
themselves with the world in general and their little piece of the world in particular. It does 
not matter bow long hostages may have been held, the fact that they were in circumstances 
on which they were totally dependent on the largess of others has a profound impact. 
Virtually everything changes for hostages upon tb~ir release, and it takes some time for 
them to adjust to the world 

~ Hostages also experience a wide range of emotions, exaggerated 
in all dimensions if the survivors were pan of a larger contingent in which there were some 
casualties and deaths. Survivors typically must confront several questions: 

Why me? Why did I become a victim and not some other person? 

l Where casualties or deaths occmred-and the survivor was not 
killed or severely injured, the question is often inverted. 

Why not me? Why was I allowed to live while others were 
chosen to die? 

i · Often there is anger directed at the U.S. Government or the 
Department of Defense. 

Why did you allow this to happen to me? Why did you not 
rescue me sooner? Why did you let me suffer? 

~ These are difficult questions to answer, and smvivors and their 
families may benefit from psychological suppon and social services in the aftermath of 
surviving a terrorist incidenL Chaplain, medical and law enforcement victim assistance 
offices located on DoD installations can provide assistance to DoD personnel and their 
dependents; the U.S. Embassy staff can also provide assistance to DoD persoMel and their 

< ~dents assigned to embassies. 
.. '~-

.C. THE ROLE OF THE FAMILY 

DoD personnel can help their families deal with the trauma of kidnapping and hostage- · . 
taking by preparing them for what might happen. Such preparations include 
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implemenwion of the secuqty measures DOted in earlier chapters as well as the formulation 
of specific famDy security contingency plans. 

.,i 1 • Family Contingency Plans 

a. Every famDy should develop its own system of communi~ring duress. 

Notes from parents to children should include a code phrase, ~ or set of 
alphanumeric characters that can be understood by the children as authenticating the· 
message. Telephone c:Onverwions should begin or CDd with similar codes so that parents 
aDd children _kDow whether c:r not the discussion is voluntary or is occurring under duress. 

b. All family members should assemble a personal history and/or infonDation . 
sheet, preferably in thc:ir own baDdwriting, which can be used as an aid to law enforcement 
aDd imelligeace officials in tbc event of an incidalL · 

(1) Tbis sheet should contain information ill:ms identified in Figure 14-1. 

• Name 

• Nickname 

• Place and dale of birth 

• Address of principal residence 
and telephone number 

• Address of secondary residence 
and telephone number 

• Precise physical description 
(e.g., height. weight, scars, tattoos 
prostheses, dentures, etc.) · 

• Other identifying characteristics 
(e.g., bil1hmatks, physical handicaps, 
etc.) 

• Prescription for eyeglasses. if used 

• Chronic illnesses 

• Special medicines and instructions for 
their use 

• Pharmacies regularly used 

• Vehicles (types and license) 

• School (type, class. address, names of 
teachers) 

• Recent infonnation on educational 
qualifiCations, specializations, hobbies, 
etc. 

• lnlonnation about friends residing 
in diverse localities, including their 
·tele ne numbers 

Figure 14-1. Personal History and/or Information Sheet 

(2) The preparation of a brief family member oral history· on a standard 
cassette n:auding might also be a helpful item to include in every DoD famDy's combatting 
tenOrism and security plan. Reading aloud the information written down on the family 
member personal history/information sheet ~ provide a sample of the family member's 

. voice. This sample can be ·used to help identify voices on recordings mailed to the 
authorities or media outlets in the event of a kidnapping. 

c. Family legal documents including wills and powers of attorney should be 
updaled at least annually; keep copies at bmDe and the originals in a secure place. 
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CODE OF CONDUCI' 
ARTICLE I. I AM AN AMERICAN, FIGHTING IN THE FORCES WHJCH 

GUARD MY COUNTRY AND OUR WAY OF LIFE. I AM -PREPARED TO GIVE MY 
UFE IN THEIR DEFENSE. 

AKTICLE II. I WILL NEVER SURRENDER OF MY OWN FREE WILL. IF 
IN CQMMAND, I WILL· NEVER SURRENDER THE MEMBERS OF MY COMMAND. 
WIDLE THEY STILL HAVE THE MEANS TO RESIST. 

ARTICLE ID. IF I AM CAPI"URED I WILL CONTINUE TO RESIST BY ALL 
MEANS AVAILABLE. I WILL MAKE EVERY EFFORT TO ESCAPE AND AID 

·OTHERS TO ESCAPE. I WILL ACCEPT NEITHER PAROLE NOR SPECIAL 
FAVORS FROM TB~ ENEMY. 

ARTICLE IV. IF I BECOME A PRISONER OF WAR, I WILL DEP FAITH 
WITH MY FELLOW PRISONERS •. I WILL GIVE NO INFORMATION OR TAD 
PART IN ANY AC'DON WHICH MIGHT BE HARMFUL TO MY COMRADES. IF I 
AM SENIOR, I WILL TAKE COMMAND. IF NOT, I WILL OBEY THE LAWFUL 
ORDERS OF THOSE APPOINTED OVER ME AND WILL BACK THEM UP IN 
EVERY WAY. 

ARTICLE V. WHEN QUESTIONED, SHOULD I BECOME A PRISONER OF 
WAR, I AM REQUIRED TO GIVE NAME, RANK, SERVICE NUMBER, AND DATE 
OF BIRTH. I WILL EVADE ANSWERING FURTHER QUESTIONS TO THE 
UTMOST OF MY ABILITY. I WILL MAKE NO ORAL OR WRITTEN 
STATEMENTS DISLOYAL TO MY COUNTRY AND ITS ALLIES OR HARMFUL TO 
THEIR CAUSE. 

ARTICLE VL I WILL NEVER FORGET THAT I AM AN AMERICAN, 
FIGHTING FOR FREEDOM, RESPONSIBLE FOR MY ACTIONS, AND DEDICATED 
TO THE PRINCIPLES WHICH MADE MY COUNTRY FREE. I WILL TRUST IN 
MY GOD AND IN THE UNITED STATES OF AMERICA. 

Figure 14-2. Code of Conduct 

3. DoD Directive 1300.7 (reference (ii)) prescribes three levels of training in the 
content and application of the Code of Conduct: 

LeYdA! AD Members of the Armed Forces. 

LeYd B: Personnel whose militmy role entails moderate risk of capture. 

LeYd C: Personnel whose roles entail a relatively high risk of capture or make 
tbem vulnerable to greater-than-average exploitation by a captor. 

4. Appendix W contains dew led. education objectives associated with each Article in 
the Code of ConduCL Level B training with particular emphasis on conduct during periods 
of confinement or detention by terrorists is recommended for the following DoD military 
and civilian personnel: 
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a. Defense attaches and their staffs. 

b. Individuals assigned to High~Risk Billets. 

c. Members of Military Assistance Advisory Grou_ps assigned to countries 
assessed as Threat Levels CRITICAL, HIGH, or MEDIUM. 

1.. • 

d. Members of Mobile Training Teams assigned to countries assessed as Threat 
Levels CRmCAL, lDGH, or MEDIUM. · 

e. Civilian employees of the Department of Defense assigned to countries 
assessed as Threat Levels CRITICAL, lnGH, or MEDIUM. 

f. DoD Personnel assigned to units with responsibility for Personal Security 
Detachments or counterterrorism policy' implementation. 

S. The Department of the Air Force and the Department of the Army have several 
excellent films and video tapes that can be used in conjunction with this HandboOk to 
improve understanding and application of the Code of Conduct by DoD personnel and their 
dependents to terrorist hostage and kidnapping situations. 

6. Specific guidance for DoD personnel in implementing the Code .. of Conduct in 
terrorist captivity sinwions is as follows: 

1. If assigned in, or traveling through, areas of known terrorist 
activity, U.S. military personnel shall· exercise prudent antiterrorism· · 
measures to reduce their vulnerability to capture. During the process of 
capture and initial internment, they should remain calm and co\D'teous, since 
most casualties among hostages occur during this phase. 

2. Surviving in some terrorist detentions may depend on hostages 
conveying a personal dignity and apparent sincerity to the captors. 

· Hostages may discuss nonsubstantive topics such as spons, family, and · 
clothing, to convey to the terrorists the captive's personal dignity and 
human qualities. They shall make every effort to avoid embarrassing the 
United States and the host govemmenL The purpose of that dialogue is for 
the hostage to beCome ·a "person" in the captors eyes, rather than a mere . 
symbol of his or her ideological hatred. Such a dialogue also should 
strengthen the hostage's determination to survive and resist. A hostage also 
may listen actively to the tem:Jrist's feeling about his or her cause to suppon 
the hostage's desire to be a "person" to the terrorist. However, he or she 
should never pander, praise, participate, or debate the terrorist's cause with 
himorher. · · 

· 3. U.S. military personnel held. hostage by terrorists should accept 
release unless doing so requires them to compromise their honor or cause 
damage the the U.S. Government or its allies. U.S. military personnel 
must keep faith with their fellow hostages and conduct themselves 
according to the guidelines of this enclosure. Hostages and kidnap victims 
who consider escape to be their only hope are authorized to make such 
attempts. The hostage must weigh carefully the unique circumstances of the 
terrorist situation and all aspeCts of a decision to attempt escape. 
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E. HOST AGE SURVIVAL SUMMARY 

1. Although the DoD Components have implemented tbe DoD Combatting Terrorism 
Program, there is always a possibility that a DoD-affiliated person may be taken hostage or 
kidnapped. This chapter bas presented specific steps io be taken immediately to ensure 
survival as a hostage. In additi~ implementation of tbe measures described in this chapter 
will allow hostages to survive with dignity. Preservation of dignity, a senSe of self-worth, 
and a sense tha1 behavior during the period of confinement was honorable is critical to the. 
long-u:rm memal aDd physical healtb of the victim. Implementation of measures by DoD 
dependen1S is essential so that family members can provide support to hostages during and 
after a terrorist episode. Family members, too, must be prepared so that they, too, can 
maiD a sense that their behavior during the crisis was honorable and helpful. 

2. Terrorist episodes do end. Implementation of hostage survival measures outlined 
in this chapter is the foundation upon which life after the conclusion of kidnapping and/or 
hostage will be builL 
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CHAPTER 15 

TERRORISM CRISIS ·MANAGEMENT 
PLANNING AND EXECUTION 

A. INTRODUCTION 

1. Chapter 1 inttoduced the DoD Combatting Terrorism Program concept as having 
both a preventive and reactive phase. Chapters S through 14 have dealt with many 
elements of prevention. The DoD Combatting Terrorism Program concept builds on a 
foundation of teri'orist threat analysis and the preparation of an integrated threat estimate. 
The integrated threat estimate examines the interactions among the following e~ts: 

a. Terrorist threat (provided by ·the intelligence community); 

b 0 Risk of terrorist aaack (provided by the DoD Component military and civilian 
staff at each echelon); 

c. Vulnerability of DoD Components to terrorist attack (provided by the DoD 
component military and civilian staff at each echelon); and 

d 0 Assessment of asset criticalitY ·u, DoD missions and functions (provided by 
DoD component military and civilian sraff at each echelon). · 

2. On the basis of the Integrated Terrorist Threat Estimate, military commanders and 
civilian managers as appropriate develop and implement a plan to reduce the likelihood of 
terrorist attack (terrorism prevention) and mitigate its effects should it occur. Preventive 
measures include terrorism awareness, education, and ttaining; physical secmity 
enhancements at the inmDarion, facility, and DoD personnel tesidence level (if necessary); 
and personal protective measures including education, training, and even classroom or 
residential insttuction for DoD-affiliated personnel and their dependents. 

3o NotWithstanding effons to prevent ten'Orist incidents at· DoD facilities or involving. 
DoD-affiliateD personnel, military commanders and civilian managers must also include the 
development of a teri'orism crisis management plan to cover such contingencies when 
.preventive efforts do not succeed. The purpose of this chapter is to review elements of a 
terrorism crisis management plan and examine implementation of the plan in the event of a 
terrorist anack on DoD-affiliared persons or DoD facilities. 

B • TERRORIST INCIDENT CRISIS MANAGEMENT PLANNING 

The establishment of a mechanism to respond to a terrorist incident is an essential 
clement of the DoD Combatting Terrorism Program. ·Normally, the installation, base, or 
unit commander identifies an office or section, or designates personnel from various 
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section~ who act as the priucipal planning agency for special threats and wbo comprise the 
operations center during an actual crisis. This office cn:ates a crisis. management plan to 
meet the threat. Developing a Terrorist Incident Crisis Management Plan will probably 
draw on plans for other emergency situations which may arise on or near ·a DoD 
installation. In some instances, planning for disaster assistance, emc:rJency evacuation of 
an installation or facility because of a hazardous materials incident, or criminal incidents. 
such as bank robber and/or hostage-barricade will provide a good emergency planning 
andlar incident management planning baseline. 'Ibe following elements enter into the 
piCpataD.on of a tcmlrist incident crisis management plan: 

1 • Iatelligeuce 

Crisis management plans should consciously allow for the gathering of 
information befme, during, aDd after an incident. This is vital, both to the tailoring of 
preventive measures and for implemenwion of crisis management operations. The 
intelligence collection plan should nore teStrictions on collection and storage of infarmarion, 
ptoperly segregating intelligence, counterintelligence, and law enforcement information. 
The plan should include identification of persons responsible for liaison and coordination 
of information regarding the threat of terrorism among local, State, Federal, and host
government authorities. 

2 • Integrated Terrorist ·Threat Estimate 

a. The terrorist incident crisis management plan should identify terrorist threat 
groups thought to pose problems in the near, mid~, and long term. The plan should 
indicate whether or riot these groups are operating adjacent to the installation or facility, or 
represent threats to units or personnel deploying from the installation 10 other locations. 

b. As pan of tbe integrated ten'Orist tbrea1 estimate, issues of risk, vulnerability, 
and criticality should be addlasecl. The mtegrared threat estimate should identify those 
types of ten'Orist weapons which might pose the greatest risk to DoD assets on the facility. 
It should assess the ability of the facility to maintain mission capability in the event of a 
terrorist attack, identifying recovery and reconstitution of assets available within the 
installation, from adjacent DoD installations or facilities, from nearby host-government 
facilities, and from the local economy. The integrated terrorist threat estimate should also 
identify which assets are critical to which missions supported by the installation and 
personnel assigned to iL It should also identify critical assets. 

3. Security Countermeasures 

a. The tcmlrist incident crisis management plan should identify dements from tbe 
DoD Threat Condition System (THREA TCONs) appropriate for employment as pan of its 
ten'Orist incident crisis management execution. The THREA TCON System is discussed in 
greater detail iri Olapter 17. 

b. The plan should also identify a variety of security countermeasures that might 
be employed in response to an incident, storage locations of dedicated security 
countermeasures equipment, and the usual availability of expedient security equipment 
needed to implement the plan. For example, first aid kits, traffic control flaresl' traffic 
conttol cones, and tactical police radios are usually stored in law enforcement vehicles, gate 
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·houses, and security checkpoints just inside the main entrance to an installation. Portable 
floodlights, traffic barricades, and auxiliary power generators that might be necessary to · 
contain or resolve in incident are usually stored in a civil engineering or facilities 
maintenance yard. 

4 • Operations Security 

The terrorist incident crisis management plan should address the various 
mechailisms by which terrorists can collect intelligence regarding activities or personnel at 
an instaJJarion or facility. The plan should identify specific operations security measures to 

· be taken to offset as many collection techniques as possible. 

S • Personnel Security 

The plan should outline affirmative steps that should be taken to provide additional 
prOtection to critical DoD assets assigned to an installation or facility in response to terrorist 
threats, the risk of attack on those assets, and the wlnerability of missions and capabilities 
to the loss of such assets. DoD personnel who are "mission-critical" should be made aware 
of the terrorist threat in general· and their impOrtance to missions in particular; additional 
educational and training requirements for such personnel should be addressed by the plan . 

. 6 • Physical Security 

The terrorist incident crisis management plan should be closely incorporated with 
overall installation and facility physical security plans. The plan should be coordinated 
with all military construction plans as early as possible to determine whether or not 
additional antiterrorism measures should be included in the design and construction and/or 
modification of existing or new facilities. The plan should also review facility intrusion 
detection sys~ their usual mode of operation, maintenance schedules and history, and 
planned upgrades in the face of identified threats. 

7 • Security Structure 

The plan should identify key DoD, local, State, Federal, and host-government (if 
any) agencies, offices, or departments that should be contacted in the event of an 
emergency. In addition, the plan should identify points of contact with the Staff Judge 
Advocate or General Counsel office as appropriate. , The plan should specify points of 
contact among military, civilian, Federal7 and host-nation law enforcement organizations 
for routine sharing of information, routine joint security activities, joint training and · 
exercises, and joint or c:Ombined responses to incidents as appropriate. The plan should 
include copies of all law enforcemen~ fm services, and public health mutual aid 
agreements between the iDsraJJarion or facility and other local, state or federal agencies. 

8. Operations Center Training 

a. The tenorist incident crisis management plan should identify an emergency 
operations center that will be activated in response to an emergency or terrorist incidenL 
The plan should include an inventory of communications, computing, and intelligence 
information collection and dissemination capabilities within the center. The plan should 
also note the location of the media center to be established in the event of an incident. The 
plan should note fuither the location of a dedicated crisis intelligence staff facility. 
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b. 1be plan should also discuss trailiing and exc:rcises to be completed by the 
emergency operations center staff as pan of the terrorist incident crisis management · 
process. Training goals and objectives should be identified, and plans to 1emedy problems 
uncovered in previous exercises should be presented. 

9 • Reaction Force Training 

a. The terrorist incident crisis managetpent plan should include a detailed
assessment of response for training and readiness. The assessmeat should address the 
kDowledge of laws and policies governing the use of force IDd use of deadly force in the 
protection .of DoD assets. The plan should identify specific training =tuin.,ouents which all 
members of tbe response force should meet, as well as additional functional training. 

b. For example, members of the reaction force; i.e., Special Reaction Team 
IDd/or Emergency Service Team (SRT/EST), hostage negotiators, protective services, 
drivers for high-risk personnel, inm11ation and/or base and/or unit antiterrorism planners, 
aDd personnel responsible for the terrorist analysis input to the installadonlbaselunit threat 
analysis, cannot perform their mission without specialized training. In addition, 
appmpriale members of the installation planning team should be trained in mstalJadon and 
facility physical secmity planning such as those offered by the U.S. Army Corps of 
Engineers and the U.S. Army Military Police School (USAMPS). 

c. Where training h8s not been completed, the plan should identify resource and . 
schedule requirements necessmy and sufficient to complete such training. 

1 0. General Observations 

a. The terrorist incident crisis management plan should also address the following 
issues: 

iDcidenL 

(1) Incident reporting =tuirements (e.g., logs, journals, afu:r-action report). 

(2) Appropriate management and support of news media. coverage of an 

(3) Adequacy of communications within the installation or facility, between 
the insr;a11ation and local law enforcement resources, and the adequacy of communications 
between the facili~ and the appropriale DoD COIDponent head. 

· (4) Potential requirement for foreign language and or hearing and/or speech 
. interpreler. 

(S) Identification of personnel with various foreign backgrounds to provide 
cultural intelligence on foreign subjects and victims, as well as to assist with any 
negotiation effons. 

(6) Explosive .ordDance disposal (EOD) support. 

m Purchase and/or use of civilian vehicles,- supplies, food, etc., if needed 
(mcluding use to satisfy a hostage demand). 

(8) Payments to civilian employees for overtime if required. 

(9) Messing, billeting, and transportation of civilian personnel. 
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b. Appendix X provides a ~heckJist. ~f issues to consider ,~hen developing or 
'revieWing a~tCrrorist mciderii- criSiS;tDailigement·plari. <~'ppendiX ·~y coiltain.s a sample 

' : ' 't " . ·.. '., ' ··: ·.:• . ., ' ' '• • '.• · ,· I• ~ · · ' . · .. , . • 

. terrorist inci~ent "CrisiS "management plan format that may be used as a.n~··aia· in the 
deVd~ment·of:d~ed plans outliDCd hc:te; . ,, .. l '~t c ' 

... c; .. ·. ,j' 

C . INITIAL RESPONSE 

, ~ . On~t of a Terro~t Incident .. . . . 

a.:.: The: Opsel ofa. ~ ~~ ~gi.n~ ~th:f.be,~~oD~Of ~.~~act of 
. . viol~~~~ vial~. -Pe~~·.~Y result. ~H:~s~-~~~·~anncd 
. ~by ·•'::~~!orJaciljty in~q~ ~~~ ~-· ~:.9!·:~~fgl'9t;~···qr, aware 

Doi)...affiJia.tM.~ .·Once.~~-~~:-~ act~"~ •1~~t must 
be per{QDDCdbY the first responding security or law entorc;ement ~nncl. Four critical 
·quemons -~ 1)e ·liiswertd irn!Detii~~e.JY.~ · · . ., .. ·\. , · .. 

i ' " ' • . ~·. ·; ~/ ; ' . ' ' .. ; . ' . .. ; 

. ~~ 
. ·~'. 

~v t ...... ' 
.J.w IJ,J,., 

' . ' 

.. ~ ' ' . 

r .,~ ... ..··;. 

~ ;- . ' 

.. 
' . ~ .. , 

Figure 1s-1. anttaaa secur~:.Forhe··r.sltuatldri~ ~fiissmem -crtd!raa··' · 
· ·· at Onset of:CrlmlnaLor· .TerrQrtst lnc;tdent.i 
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2. Initial Response Force 

3 • Installation ancllor Base Commander 

The installation and/or base commander, depending upon established standard 
and/or samding operating procedures (SOPs), activates the installation's command center, 
notifies specialized response forces, and immediately repons the ~cident to the appropriate 
superior military command operations centers, military investigative agency, FBI, civilian 
authorities, and if a fmeign inciden~ to host-nation authorities and the U.S. Embassy, as 
requiled 

4 • The Operations Center 
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a. Since jurisdiction depends on whether the crime is a tcnorist inciden~ it is 
imponant for the response force to identify the type of incident as quickly as possible. If 
the FBI or host nation assumes control, then the response force must be prepared to 
coordinate the opetarional handover and assist as needed. 

b. The initial or specialized response forces may be required to provide only outer 
perimeter secmity or be prepared to manage all aspects of an event 

ms:m.Lijauc•n and/or base response forces must therefore always be prepared for the most 
resource-demanding contingency. This level of readiness requires considerable 
sustainment training. 

D. FOLLOW-ON RESPONSE 

The response to a tcnorist incident varies depending on tbe .nature and location of the 
incident. Recognizing that many incidents do not develop beyond the first phase, there are 
generally three distinct phases through which an incident may evolve. 

1 • Phase 1: .Locally Available Resources 

Augmentation of Initial Response Force 

Phase D is the au~entanc,n 
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3 • Phase m: Commitment of Specialized Counterterrorist Resources 

4 • Response Sequence 

a. A typical response sequence to a terrorist incident for which DoD personnel 
remain responsible for containment and resolution is shown in Figme 15-2. 

b. Figure 15-2 iddresses the straightforward case within the United States, its 
territories, and its possessions where DoD components perform all three phases of terrorist 
incident crisis management-initial response, containment, and crisis resolution. The 
process outlined here applies to those instances overseas where SOFAs permit DoD 
components to manage terrorist crises on their own authority. The following section 
addresses those situations in which host governments or the FBI assume responsibility for 
managing the containment and resolution phases of a tmorist incident. 

E. TERRORIST INCIDENT RESPONSE: SHARED AUTHORITIES 
. AND JURISDICTIONS 

a. As noted in Chapter 4 above, it is customary aDd usual far military commanders 
and civiliaD managers to assume responsibility for initial response, containment, and 
resolution of criminal incidents dw occur on DoD ~4~ .. 1~ -w'itllliD 

territories, and its possessions. 

b. uiilitary commanders and civilian managers have responsibility 
and authority for making an initial response and containing and ~'1'"•u~ ~~~ '",.,,",..,,,~ 

occmrm2 within their installation. 
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Figure 15-2. DoD Management of Terrorist Incident From Initial 
Response Through Resolution Phases of Crtsts 

F. SPECIAL CONSIDERATIONS 

The following special considerations apply in implementing crisis management. 

1 . Establishing Communications 

~nm:umcaclons personnei must to to changmg needs 
mc:aa.eJDI and be able to main~ over a prolonged period. the communications 

channels included in the antiterrorism plan. 
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2. Evidence 

Although the primary goal is ending a terrorist incident without injmy, another 
goal is the successful prosecution of terrorists. Witness testimooY., photographic evidence, 
ere., are impoi'Wlt in achieving a successful prosecution. Maintaining the continuous chain 
of custody on evidence obtained during an incident requires documenting the location, 
control, and possession of the evidence from the time custody is established until 
pn:senting the evidence in court Failure to mainmm the chain can result in exclusion of tbe 
evidence. Types of evidence far which the chain must be esaablished iDclude: 

a. Photographs taken during the incidcnL 

b. Physical evidence, including IDY item(s) used by tbe temJrisls. 

c. Tape recardings of conversations between terrorists aDd hostage negotiators. 

d. Reports~ by the military police wbo iJJiriaJJy responded to the incident 
scene. 

e. Eyewitness testimony. 

f. Demand notes or other written messages prepared by the terrorists. 

3 • Disposition of Apprehended Personnel 

Apprdlcnded military personnel must be handled according to Service regulations 
and applicable illstallation SOPs. In the U.S., civilian detainees must be released to the 
FBI or U.S. Federal Marshals for disposition. In foreign incidents, civilian detainees will 
be processed according to the SOFA with that particular country. The Staff Judge 
Advoca1e (SJA) should be consulted prior to releasing any individual to host-nation 
amborities. 

4. Reports 

Reporting to higher headquarters is an imponant element in any special threat or 
terrorist situation. Each Service and command have a reponiilg procedure that requires a 
timely report of the incident to higher military autharilies. The crisis management plan 
should dictare nquired repons aDd rimelines for notification. An after-action report should 
be prepared within seven worldDg days afler termilwioo of the evcnL This should include 
all staff journals and other documentation to include detailed information concerning 
disposition of evidence and captured individuals. The SJA 8Dd law euforcement personnel 
should ensure tbis ·lep(X"t is in sufficient detail to meet prosecution requirements. 

S • Public Affairs 

Principal public affairs objectives of an temJrist incident crisis management plan 
are to ensure accurare informalion is provided to the public (mcluding news media) and to 
CQMcncmnicate a calm, ~aDd n:asnnahle reaction to the ongoing eveDL Public affairs 
pmgrams are designed to: 

a. Identify terrorist activities as criminal acts not wcxthy of public support. 
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b. Reiterate U.S. policy on tcJrorism that identifies all terrorist acts as criminal 
acts, mandates no concessions to tenmists, refuses to pay ransom, and isolates those 
nations identified as encouraging, supporting or directing terrorism. 

c. Suppon DoD public affairs strategy on releasing information penaining to 
antiterrorism plans, operations, or forces involved in antiterrorist operations. · 

(2) When U.S. military antiterrorist forces are employed, the Department of 
Defense provides a spokesman for dealing only with antiterrorist military operational 
matters. On military insraJJarions, the Department of Defense may delegate the public 
affairs responsibility to a designated DoD representative. 

(3) The DoS coordinates public affairs during tctrorist incidents overseas. 
The DoS may delegate the public affairs responsibility to a designated DoD. representative. 

(4) The Office of the Assistant Secretary of Defense (Public Affairs) is the 
single point of contact for all public affairs aspectS of U.S. military antiterrorist actions. 
While there is no mandatory requirement to release information, installation commanders 
are adVised to exercise prudent judgment on such matters. 

(5) When the operations center is acti~ it Should include the activities of 
the Public Affairs Office (PAO) and media center. The media center should be located in a 
separate location away from the operations center. The PAO will prepare media.releases 
and conduct briefings at the media center during the incident. The PAO will use 
information obtained from participating operations center activities. Information released 
by the PAO will be cleared by the operations center and the commander. The PAO must be 
fully apprised of the situation as it develops. The media representatives should not have 
direct access to hostages, hostage takers, communications nets, or anyone directly involved 
in a terrorist incident unless the PAO has cleared such contact with the operations center. 
DoD experience with media representatives has shown that bringing them in early under 
reasonable conditions and ~ons commensurate with the risk and gravity of the event, 
providing them ·thorough briefings, maintains DoD credibility and preserves freedom of 
information. Appendix AA provides additional guidance. 

6. Immediate Post-Incident Actions 

During the i1111J1t1itiatc post-incident phase, medical and psychological attention, 
along with other suppon services, should be given to all personnel involved in the 
operation, including captured terrorists. A final briefing should be given to media 
personnel; however, they should not be permitted to visit the incident site. Because of the 
criminal nature of the terrorist event, the site must~ secured until· the crime scene 
investigation is completed by the appropriate investigative agency. It is also imperative to 
record every action that occurred during the incident. 

7 • After-Action Reporting 

a. In the aftermath of a terrorist incident, the operations center personnel review 
all the events and actions to revise the threat estimate, if necessary, and determine the 
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effectiveness of the antitel'J'OliSm :plan." .. ~An· J;ersonnel involved in the antitemnism 
operation should be debriefed and the dcbriefings recorded in accordarice with Service OSD 
Agency requirements pursuant to DoD 0-2000.12 (refereuce (a)). 1bis infOI'IIWion will be 
used to develop lessons learned and after-action repons. It is· the responsibility of the 
military inmJJarion commander or the civilian manager of a DoD agency activity to ensure · 
all required after-action repons are prepared and subsequently reviewed with 
representatives of the Staff Judge Advocate's and/~ General·Counsel's office as· 
appropriate. 

b. The after-action report should be prepared in a format that is compatible with 
~he Joint Universal Lessons Learned System (lUlLS) operated for the Chairman of the 
Joint Cliefs of Salff.l A sample format appears as Fig~R 15-3. 

Joint . Universal Lessons Learned System (JULLS) 
JULLS Repon Format 

JULLS Number 

Exercise/Operation 
Keywords 
Title 

Discussion 
Lessons Learned 

Reco,.,mendec:l Actions 

Com:.ents 

r181d Codes 

Unique 10 Digit Nurmer, Point of Contact, Phone# 

Name 
Quick Database Searches 
Title of Individual Lesson. Learned· 

Detailed Narrative 
How to Succeed; Problems Encountered; Solutions 
Implemented 

lnlonnation Other Commanders Can Use! 

Suggested Changes in Procedures, Organization, Equipment 

Recommended Disposlion 

Subject: e.g., personnel, logistics,· doctrine, etc. 

lrteroperabilily; planning, training, organization, etc. 

Echelon: joint staff, major conmand, field unit, etc. 

JUUS is operated by the Joint Certer for Lessons Learned 
Joint ~. J-7 EvUJ8tion and Analysis Division 

in accordance with MCM-86-90 dated 12 June 1990 

Figure 15-3. Sample JULLS Repon Format 

c. It is also impolmnt to capture information on terrorist events that may have 
bceD averted due at least in pan to dlc successful implementation of antiterrorism measures. 
~ all Do:J activities sbould rcpon on incidents which appear to have been averted as a 
result of or at least are cmrelated in time and in place with antiterrorism measures put into 
effect. Following the lUlLS format, the repons should include information on the threat, 

1 · Tbe Joint Universal Lessons Learned Sysaem and its use by DoD Components is prescribed in Joint 
Chiefs of Staff Policy Memorandum 53, "Mililary Capability Reponing." March 28. 1991. Operatim 
of abe JULLS is exempt from abe requiremems of DoD Directive 7750.5, "Management and Control of 
IDformalion Requiremen1S. • August 7, 1986 (reference (ij) pursuant to tbe waiver provided in parag!3pb 
E.4.b). 
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its estimated capability, its estimated intentions, its history, a description of measures 
adopted upon receipt of warning information, and an assessment of the results ·of 
antiterrorism measures. 

G. TERRORIST INCIDENT CRISIS MANAGEMENT SUMMARY 

1. The purpose of this Handbook is to provide information necessary and sufficient 
to reduce the risk of terrorist attack on DoD-affiliated personnel, facilities, materiel, and 
assets, and mitigate the effects of such attacks should they occur. This chapter has 
emph.asized the importance of planning, preparing, and training inStallation, facility, and 
unit security personnel to respond to criminal incidents. Such incidents may or may not be 
politically motivated, and may" therefore be, or not be, terrorist in IWllre. The intent of the 
perpetrator(s) at the initial onset of an incident may be ambiguous at best; the jeopardy or 
potential danger to DoD asseu will be much clearer. 

2. Notwithstanding the apparent motivation of perpetratorS of criminal acts on DoD 
installations, in DoD facilities, or against DoD personnel, the incident must be J·c •u· 1ec1, 

contained, and resolved. 

3. There are two different sets of special concerns related· to crisis management 
planning as the result of terrorist acts. The first is the specific security problem for civilian 
managers and military commanders posed by bomb threats. This is addressed in Chapter 
16. The second is the challenge of maintaining an installation's day-to-day operations and 
routines at an advanced level of preparedness directed by the DoD Terrorist Threat 
Condition (1HREA TCON) System. This subject is discussed in Chapter 17. . 
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CHAPTER 16 

BOMB THREAT AND BOMB RESPONSE PROCEDURES 

A. INTRODUCTION 

1. Terrorists have frequently used homemade explosive devices (Improvised 
Explosive Devices or lEOs) in canying out their attacks against DoD personnel, facilities, 
and assets. These are ideal terrorist weapons. They ~ made at relatively low cost; the 
components of many IEDs arc common items which can be obtained from many sources 
and are difficult to trace. IEDs can be large or small, and can be designed so that they are 
transported to the site of attack in components for last-minute assembly. 

B • DISCOVERING BOMBS 

1. One can ask tbe question: "Where have teJTOrists placed bombs in the paSt and 
where should we look for them?" There is no easy answer. Figure 16-1 lists a few 
obvious locations that should be examined; terrorists using bombs as their weapons of 
choice can be very creative in designing and placing their weapons; the list is illustrative, 
not exhaustive. 

2. Bombs can be found anywhere people can place them. Without becoming 
paranoid-and seeing a bomb under every rock and behind every tree, the practical answer 
is: "Where they can be easily placed without the bomber being caught" 

C. DAMAGE AND CASUALTY MECHANISMS 

1. IEDs and other explosive devices inflict casualties in a variety of ways. Figure 
16-2 summaries the mechanisms by which explosive devices cause casualties. 
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F1gure 16-2. Damage and casualty Mechanisms from Bombs and lEOs 

farther away from a bomb. the safer the intended 
""" ..... ~8.\ targets are. Blast effects. fragmentation injuries. and injuries resulting from 

flying debris diminish greatly as the distance between a bomb and possible targetS increase. 
The amount of material in the device. the type of explosive material the manner in which 
the device is constru~ and the location or container in which it is placed all have a 
bearing on the specific desttuctive poremial foi each IED. 

· 3. There are. however, four general rules to be followed: 

a. Move as far away from a suspiciOus object as possible without being placed in 
further danger from other hazards (traffic, secondary soUJCcs of explosion such as POL 

· srorage in the event the device~ c=.) 

b. Stay out of "line of sight" of object. thereby reducing hazard of injury as a 
consequence of direct fragmentation; 

c. Keep away from glass windows or other materials which could become 
additional flying debris; and 

d. Remain alert for additional or secondary explosive devices in the immediate 
area. especially if the existence of a bomb threat evacuation assembly area has been highly 
publicized. 
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5. Others have used a real or simulated device to force evacuation of a facility, only to 
detonate a much more substantial device in identified bomb threat evacuation asseulbly 
areas. Such attacks are especially harmful because the evacuation assembly areas often 
concentrate government or commercial office workers more densely than they are when 
dispersed throughout their usual workplaces. 

D. RESPONDING TO BOMB AND/OR IMPROVISED EXPLOSIVE 
DEVICE THREATS 

Appropriate responses to take when a suspected. improvised explosive device (lED) is 
discovered are outlined below. 

1. Telephonic Threat 

Suspicion that an lED is within an establishment often stems from a threatening 
anonymous telephone call. Treat the call seriously even though subsequent investigation 
may prove it to be a false alarm or hoax. Appendix Z provides advice on handling 
anonymous telephone calls. 

1 . Response to Telephonic Threat 

a. Upon receiving an anonymous warning or threat, notify the Provost Marshal's 
Office (PMO), Security Police, Sccmity. Forces, or other law enforcement and/or security 
offices ·immediately. Local standard and/or standing operating procedures (SOPs) 

. delermine subsequent actions. Immediate action may include search without evacuation, 
movement of personnel within the establishment, partial evacuation, or total evacuation. 
Appendix A offers two approaches to the collection of information from a person reporting 
a bomb or uttering a threat. 

b. Figure 16-3 provides some criteria to ·be used in evaluating a bomb threat. 

Figure 16-3. Bomb Threat Evaluation and Facility Evacuation Criteria 
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c. The criteria outlined above are mleDded 1D bC an aid 1D miliauy commander and 

civilian management judgment, not a substitute for iL Each situation must be carefully 
assessed. 

3 • SearChing for a Suspected. lED 

a. Figure 16-4 summarizes. the types of searches may be employed when 
sean:hing for a suspected improvised explosive device. 

Figure 16-4. Searches In Response to Bomb and/or _lED Threats 

b. Searches can be undertaken in response to a telephonic threat or a repon of an 
unidentified object on or near premises occupied by DoD personnel 

4 • Search Procedures 

a. Figure 16-5 outlines procedures that should be followed if a search for 
explosive devices must be conducted before qualified Explosive Ordnance Disposal (EOD) 
teams arrive. Such circumstances might arise in the event of a very short warning periOd. 
In other instances, a threat of a bomb against some faciliti~ if ~ might necessitate 
evacuation of a very large area. In such cilcumstances, seaJChing for the presence of an 
explosive device for the purpose of identifying its location, . appearance, and possible 
operating characteristics may be warranted. 

Figure 16-5. Expedient lED and/or Bomb. Search Procedures 

b. In general, personnel· who have not been trained in IED search and identification 
techniques should · · 

.lJepetlCWllg upon the devices used to arm and trigger an lED,_ the search 
3ctually result in an explosion. 

c. EOD teams are generally best prepared to conduct effective searches and 
identification of IEDs and explosives. 
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5 • Search Organization 

. The person conttolling the search should possess a means of tracking and recording 
the search results; e.g., a diagram of the area. Delegate areas of responsibility to a search 
team leader who should report to the person the has been 
cleared. 

(; • Evacuation Procedures 

Evacuation procedures depend upon circumstances. Prepare, publicize, and 
rehearse evacuation plans in advance, Address alarm systems, assembly areas, routes to 
assembly areas, personnel evacuation response, building and area clearance, and 
evacuation drills. · 

7 • Alarm System 

The bomb threat alarm system should be easily distinguished from the fire alarm. 

8. Assembly Areas 
-·· - .. 

a. Assembly areas are preselected and well known to personnel. Establish a 
· clearly defined procedure for the conaolling, marshaling, and checking of personnel within 

the assembly area. If buildings or establishments are in a public area, coordinate assembly 
areas with local police. Assembly areas are selected using criteria illustrated in 
Figure 1~. 

Figure 16-6. Emergency Assembly Area Selection Criteria 

b. As discussed below, efforts should be made to preserve location uncenainty for 
key personnel who evacuate a facility upon notice of an emergency. 

9 • Routes to Assembly Areas 
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bunching, and avoid potential hazards; e.g., plate glass, windows, and likely locations of 
additional IEDs. . 

1 0. Personnel Evacuation Response 

Upon hearing the alarm, personnel should lock up or secure all classified materials, . 
conduct a quick visual search of their immMiare working area, open windows wherever 
possible, leave the building taking only ~uable ·personal belongings, leave doors open. 
and i"""Cdiarely p1oceed to tbc assembly area. Opening the building will reduce internal 
damage as a consequence of blast effects and will mitigate to some degree the extent of 
delKis flying out of or falling from tbc building should a detonation occur. 

11. Building and Area Cleanmc:e 

Establish ptocedures to ensure threatened buildings and areas are clean:d and to 
prevent people from reentering tbe building. Establish a cordon to prevent persounel from 
entering the danger area. Establish an initial conttol point (ICP) as tbe focal point for the 
PMO and for military police controL 

E. EVACUATION DRILLS 

Periodically practice evacuation and search drills under the supervision of the 
installalion or unit senior officer. Hold drills in cooperation with local police if possible. 
Avoid UDDCCCSSarily alarming personnel and civilians in adjacent premises. 

F. INCIDENT CONTROL POINT (ICP) AND CORDON 

Cordon suspicious objects to a distance of at least 100 meters and cordon suspicious 
vehicles to a distance of at least 200 meters. Ensure no one enters the cordoned area. 
Establish an ICP on the cordon to control access and relinquish ICP responsibility to the 
PMO or local police upon their anival. Maintain 1be cordon until the PMO and/or Security 
Policy and/or Security Fon;es or local police have completed their examination or state that 
tbe cordon may staDd down. 

G • DISCOVERY OF A SUSPECTED lED 

When a suspicious object has been found, its locaD~ and general description should 
be reponed i~ately to the nearest law enforcement or supervisOry person. Do not 
touch or move a suspicious object. Figure 16-7 summarizes steps to be taken following 
discovery of a suspicious object. 

H ~ REACI'ION TO AN EXPLODED lED 

1. Figure 16-8 summarizes action to be taken in the event that ·an explosive/ 
improvised explosive device deumates at a DoD facility. 

2. Civilian management officials and subordinate military conimanders continue to 
have important personal roles to fulfill during a bomb and/or lED aaack on DoD personnel, 
facilities, and assets. These responsibilities are summarized below in Figure 16-9. 

3. Execution of steps outlined in Figure 16-9 will provide substantial assistance to the 
crisis management team and give other personnel constructive, suppomve actions to be 
taken to assist resalution of the crisis. Care must continue to be exercised, however, that 

16-6 

FOR OFFICIAL USE ONLY 



DoD 0-2000.12-H 

additional explosive devices are not concealed to be detonated during the midst of rescue 
operations. Such anacks add to the physical damage and emotional devastation of bomb 
and/or IED attacks. 

Figure 16-7. Actions In Response ·to Dlscov~ry of a Suspicious Object 

Explosion Without casualties 
(1) Maintain the cordon. Allow only authorized personnel into the explosion area. 
(2) F.ght any fires threatening undamaged buildings if this can be achieved witnout risking 

personnel. _ 
(3) Report the explosion to the PMO anci'or Security Police and/or Security Forces or local police 

if they are not yet on scene. · 
(4) Report the explosion to the instaDation operations cemer even if an EOD team is on its way. 

Provide as mJCh detail as possible; -e.g., ·time -of explosion, r11mber of explosions, color of 
smoke, and speed and spread of fire. 

(5) Ensure a clear passage for emergency vehicles; e.g., fire trucks, ambulances, etc., and 
corresponding personnel is maintai1ed. 

(6) Refer media inquirieS 10 the Public Affairs Officer. 
(7) Establish a ·separate Information Center to handle inquiries from concerned friends and 

relatives. 

Figure 16-8. Actions Following Detonation of Explosive Device 
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• AD persomel should pass available information to the operations center 
• Do not delay reports becaUse of lack of information-report what you know. Do not take risks 

to obtain information. 
• Include the following information in your report: 

(a) Any warning received and il so, how il was received. 
(b) Identity of the petson(s) who discovere_d the device. 
(c) How the ~vice was disQOverecl; e.g., casual discovery, organized search. 
(t!) Location of the device-give as niJCh detail as possl)le. 
(e) Time of discovery. 
(f) Estimatecllenglh of time the device has been in ils location. 
(g) Descq)tion of the device-give as II'IJCh detaD as possible. 
(h) Safety measures taken. · 
(i) Suggested routes to the scene. 
Q) Any other pertinent information. 

Emergency Assistance to Authorities 
• Upon arrival, ensure PMO and/or Security Policy and/or Security Forces, and other 

emergency response units from local police, fares and rescue, and EOO are not i~ from 
reaching the ICP. Help maintain aowd a>ntrol and emergency services access to the site. 

• Evacuate through the doors and windows of buildings . 
• 

• Locate, identify, and make 
when they arrive on scene. Wdnesses include the person(s) who discovered the device, 
witnessed the explosion, or possesses detailed knowledge of the buDding or area. 

Figure 16-9. Assistance to Crisis and/or Threat Management Team 

I. TERRORISM AND BOMB AND/OR lED RESPONSE SUMMARY 

Use of boinbs and IEDs in the COIDIIJission of tcrmrist auacks against DoD personnel, 
facilities, aDd assets is an all too common ocCurrence. 1be pocedures outlined above arc 
intended to help a DoD facility respond to an auack before an explosive device ~· 
The ptocedures discussed are also intended to help mitigate the consequences of an attack 
in the event that ·efforts to find an explosive device and render it inoperable are not 
successful. Incurring the costs to DoD facilities and insta11ations of detecting an explosive 
device and terminating a terrorist incident before the device can detonare are almost always 
preferable to exercising plans and options to respond to a detonation. Several of the 
security measures discussed in preceding chapters will help reduce the likelihood of a 
successful bomb and/or IED attack against DoD assets. 
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CHAPTER 17 · 

DoD TERRORIST THREAT. CONDITION SYSTEM 

A. INTRODUCTION 

1. As pan of the Department of Defense's comprehensive approach to combatting 
terrorism, a common framework of protective measures against terrorist threats has been 
developed for implementation by all DoD Components. The purpose of this chapter is to 
expand on terrorist incident crisis management planning by describing the general 

· framework of the DoD Terrorist lbJeat Condition System and its implementation among 
various DoD Components. ~efore doing so, however, it is impottant to differentiate three 
different concepts: 

a. Terrorist Threat Level; 

b. Terrorist Threat Condition System (1liREA TCONS); and 

c. Defense Readiness Conditions (DEFCONS). 

2. While there is a relationship among the three concepts undetpinning these ~ it 
is not a linear one. 

B • ENVIRONMENT AND FORCE READINESS DESCRIPTORS 

Terrorist Threat Level, Terrorist Threat Condition System, and Defense-Readiness
Conditions are very different concepts. Although somewhat interrelated, the purposes 
these concepts serve are very differen~ and their specific use has vastly different 
ramifications for the DoD Components. 

1 • Terrorist Threat Levels . 

a. As noted in ChapterS above, Terrorist Tiuea1 Levels are one word descriptors 
which summarize the DoD-level intelligence analysis of the .threat of terrorism to DoD 
personnel, facilities, materiel, and assets on a country-by-country basis. There are five 
Terrorist Threat Levels: 

(1) Qitical. 

(2) High. 

(3) Medium. 

(4) Low. 

(5) Negligible. 
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b. Using the six threat factors deScribed k Chapter 5, intelligence analysts assign 
terrorist threat levels to individual countries based on assessments of information obtained · 
from all sources. Figure 17-1 illustrates the application of these threat analysis factors to 
generate terrorist threat levels. 

Threat Analysis Factors 
THREAT Existence Capability History Intentions Targeting 
LEVEL 

CRITICAL • • a a • 
HIGH • • • • 
MEDIUM • • • a 
LOW • • a 
NEGLIGIBLE a a 

• _Faaor must be present a FaciDr may or may not be present 
The factor, Security Environment. which assesses the ability of police, paramilitary, and military 

institutions to preserve social order. may be a mitigating faclor. Countries which have effective internal 
securitY institutions may be assessed at a lower threat level on that basis. 

Figure 17·1. Terrorist Threat Analysis Factors and Terrorist Threat Levels 

2. Terrorist Tbreat Condition System 

a. The Terrorist Threat Condition System (TI{REATCONs) describes the 
progressive level of protective measures implemented by all DoD componentS in response 
to terrorist threats in accordance with DoD Directive 0-2000.12 (reference (a)). The 
terminology, definitions, and specific recommended security measures are designed to ease 
inter-Service coordination and support of DoD Component combltring terrorism efforts. 

b. There are five Terrorist Threat Condition (TI{REATCON) Levels. The 
circumstances under which and the purposes of each protective posture are as follows: 

(1) NORMAL. Applies when a general threat of possible terrorist activity 
exists but wmants only a routine security posture. 

(2) ALPHA. Applies when there is a general threat of possible terrorist _ 
activity against personnel and installations, the nature and extent of which ·are 
unpredictable. 

(3) BRAVO. Applies when an increased aDd more predictable threat of 
terrorist activity exists. 

(4) CHARLIE.· Applies when an incident occurs or intelligence is received 
indicating some form of terrorist action againSt personnel and installations is imminenL 

(5) DELTA. Applies in the immediate area where a terrorist attack has 
occmred or when intelligence bas been received that terrorist action against a specific 
location is likely. Normally, nmEA TCON DELTA is declan:d as a localized warning~ 

c. Declaration ofnmEA TCONs is the prerogative of the military commander or 
· ihe head of DoD Components. As a general rule, lower echelons within each DoD · 
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Component should adopt terrorist threat measures. consistent with the THREA TCON 
dcclmd by the CINCs, their subordinate component commanders~ or the heads of the DoD 
Components:. 

d. Specific THREA TCON measures appropriate for land installations, ships, and 
airfields aDd included in Appendix BB, DoD THREA TCON System. Local commanders 
tetain authority to implement tmorist threat measures (1HRE.A TCON measures) to defend 
against a grearcr than expected terrorist threat; local commanders should not implement 
JDCaS1JI'eS less rigorous than those appropriate for declmd THREA TCON level for their 
particular facility. LocAL COMMANDERS MAY AOOPTHIGHER THREATCON MEASURES 
THAN ORDERED BY CHAIN OF COMMAND IF LOCAL CONDMONS WARRANT GREATER 
PROTEC'IlON. 

3 • Defense Readiness State 

Defense Readiness States or DEFCONs ~ mobilization and deployment states of 
the entire U.S. defense establishment' including but not necessarily limited to DoD · 
components, other U.S. Government agencies and departments assigned ·specific 
responsibilities to assist the Departtnent of Defense during times of war, and elements of 
the Defense Industrial Base. DEFCONs refer to wartime postures. DEFCONs. are. 
declmd by the National ~~ Autho~ 

4. Comparisons· - ··--- --· -

a. Figure 17-2 offm.-a tmef comparison and contrast among Terrorist Threat 
Level, Terrorist Threat Conditions;uctDefense Readiness Conditions. 

b. As Figure lj~2 ~t;$_clear, there. is no direct correlation between threat 
information, (e.g., Intelligence Summaries, Warning Repons, ·and Spot Repons), and 
1HREA TOONs. Threat Level Declatations ~ probabilistic statements; they do not contain · · 
judgments with respect to timing of terrorist attacks. Terrorist Threat Level declarations 
ARE Nar warning reports. However, dissemination of Threat Level Declarations and 
supponing country-by-country threat analyses, coupled with the guidance provided below, 
assists commanders in making prudcnt1HREA TCON dcclararions. 

c. DEFCONs rarely figure directly into the implementation of THREA TCONs 
except that under some circumstances, accelerated DEFCON state · 
imiUCDlell1:aticm of high levels of 1HRE.A TCONs. 
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TerroriSt Terrorist 
Threat Threat Conditions 
Level (THREATCON) 

Description political environ
ment surround DoD person
ne~ facilities, and assets 
or interests and the degree 
tD which they .,. • risk of 
terrorist attack; used in 
in peacetime, crisis, and 
mobiiZatiM periods 

A system of protective 
measures intended 1D aid 
in the consistent aDocation 
of security resources ~ 
DoD componeniS, facililala 
inter-s.mc. coordination. 
and enhance overal .....,_Italian cl DoD 
combaaing terrorism .r. • 

Defense Readiness 
Conditions 
(DEFCON) 

A shon·hand desa 4Jtion 
of measures taken br 
U.S. forces to mobilize 
from peacatime 1D war· 
time postures. DEFCON 
system generaDy applies . 
to General War Mobiliza
tion. 

Declared By Intelligence components 
or organiZations 

Miilary commanders at 
aD ec:helot.s. heads of 
DoD Agencies; other DoD 
components 

NalignaJ Command 
Authorities 

Implemented Not appicable 
By 

Results In Further studies bV DoD 
components with respect 1D 
a need tD implement Combat· 
ting Terrorism Measures 

L.Gwest to highest eche
lons wlhin DoD Compon
ents; 

Combatant Commands 
and alher DoD com
ponents as required; 
may be extended to 
other U.S. Government 
agencies and depart· 
ments by Executive 
Order 8nd declaration of 
National Emergency by 
the President, or declara· 
tion of War by the 
Congress 

Ab:alion of security Mobilization of Active 
·resources in accardance Forces; mobilization of 
wth a schedule of protective Reserve Forces; forward 
measures based on terrorist deployment of combed 
threat. risk of terrorist nits, combat service and 
vulnerablily of DoD assets, combat service suppon 
and ability to accomplish una. mobiiZiftic'KI of 
asigned missions as a war raserw fleet; CRAF 
rasult of terrorist attack. Air Cargo Fleet; and 
and c:rU:alty of DoD industrial base. 
asset{slto be DrOteded. 

Figure 17·2. Functional Differences Among Terrorist Threat Level, 
Terrorist THREATCON System, and Defense Readiness States 

d. ·Although there is no direct relationship between Terrorist Threat Level 
declaraiions and 1HREA TCONs, it is clear dw u:rrc:xist tiDat plays a large role in bringing 
about tbe declaration of1HREA TCONs. The relationship between TemJrist Threat Level 
and 1HREA TCONs is explored below. 

C~ SELEcriON OF THREATCONS 

1. The DoD Combatting Terrorism Program relies heavily on the concept of an 
integrated thteat assessment in which military commanders and civilian manalers routinely 
and continually examine terrorist threat analyses prepared by the intelligence comrminity as 
well as assessments of terrorist attack risk, the wlnerability of their missions to such 
attacks, and the criticality of DoD assets enausted to them for safekeeping. DoD Directive 
0-2000.12 (reference (a)) reminds commanders: -
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A COMMANDER, AGENCY, OR ORGANIZATION DIRECTOR DE1'ERMINES 
which 1HREA TCON level is to be designated and which security measures 
are appropriate. Actions should be based on all information, and command 
liaiso~ AS TEMPERED BY BEST JUDGMENT AND KNOWLEDGE of the local 
situation. 

2. Some of the concepts inttoduced in earlier chapters of this Handbook may be 
helpful assessment guides in declaring a terrorist threat level or in implementing ten'Orist 
threat response measures dictated by the selection of a THREATCON by higher 
commands •. 

3. Figure 17-3 suggests an analytical process to be carried __ out"by _each level miliwy 
command and each installation management to recommend or to select an appropriate 
1HREA TCON level when the combination of factors discussed below exceeds the ability 
of the usual physical security system (barriers, surveillance and detection· systemS, security 
forces, and dedicaled response forces) to provide the level Qf asset protection required by 
operational considerations, mission and functions, or DoD policy. 

4. Figure 17-3 draws heavily· from analysis presented in prec~g ·chapters to 
illusttate the utilization of the Integrated Terrorist Threat- Estimate. Selection of 
1HREA TCONs makes use of information and analyses used ·~o _as~te· ~~h estimates .. 

a. Integrated Terrorist Threat Estimate Elements 

( 1) Figure 17-4 illuminates the use of information and analysis performed in 
the process of preparing integfated_Terrorist Threat Estimates at the unit or installation, the 
CINC and his subordinate component command, Service, and DoD levels in the process of 
assessing the need for and the selectioti of appropriate Terrorist Threat Conditions. 

(2) Figure 17-4 reinforces earlier discussion in which it was assened there is 
no ctirect relationship between Terrorist Threat Levels and Teuarist Threat Conditions. As 
tbe figure illustraleS, Terrorist Threat Level declarations are only one input into a command 
or management decision to allocate supplemental security resources to the peacetime 
defense of an insra11ation, facility, «DoD asset. 

(3) Furthermore, the figure is incomplete to the extent that it suggests 
integmcd terrorist threat esrim;nes are static and insensitive to change. Just the opposite is 
au e. 

(4) Terrorist threat analysis inputs are updated frequently; each change in the 
history of capability of a terrorist threat group may have implications for the physical 
secmity threat it presents to an installation or facility. Use of new weapons, employment 
of weapons against new types of targets or in a new mode can have serious implications for 
the capability of an existing physical security system to withstand and defeat terrorist 
assaulL 

(5) Assessment of terrorist attaCk risk is an examination of DoD practices and 
procedures. These are subject to frequent change based in part on evolving roles, 
missions, and functions assigned to DoD installations and facilities, and the personalities 
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F1;ure 17·3. General THAEATCON Selection Process 
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and experiences of military commanders and civilian managers in solving operational 
problems. Olanges in day-to-day operations require reassessment of ten'Orist attack risk, 
even if the basic nature of the terrorist threat to an installation or facility does not change. 

( 6) Similarly, changes in deployment of units or activities from one instaUarion 
tc another may radically alter assessments of risk, vulnerability, and DoD asset criticality. 

(7) The basic or initial integrated terrorist threat estimate provides a nominal 
· · aseline from which deviations can be examined. 11 is the tempcnmy increases or decreases 
m terrorist aaack risk, terrorist aaack vulnerability, and DoD asset criticality that must be 
examinC41 carefully 1D ensure p10per allocation of protective resources. These concerns are 
described as Situational Risks, Vulnerability, aDd Criticality in Figure 17-3 above. 

b. Pbysi~ Security Protection Level 

(1) 

( 4) All DoD assets are not equally critical; even some critical assets are 
"critical". for altogether different reasons. Given limited security reso~ selecting DoD 

·assets for priority protection can be a difficult. challenge. Guidance in reference ( cc) 
coupled with an integrated terrorist threat estimate can help military commanders and 
civilian managers identify priority assets for additional proteCtion in light of known terrorist 
threats. 
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c. Costs of THREATCON Implementation 

(1) Implementation of Tenorist THREA TCONs does not come without costs 
that can be measured and described both quantitatively and qualitatively.· 

(2) Figure 17-5 offers some illustrations of these costs associated with various 
THREA TCON measures. 

Figure 17·5. Example of Quantitative and Qualitative THREATCON Costs 

( 4) In view of the costs of nmEA TCONs on the one hand and the need to 
, enhance secmity in the face of terrorist threat on the other, several DoD components have 

developed their own Random Antiterrorism Measures Program. This innovative approach 
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addresses trade-off's ~tween security benefits ·of TIIREATCONs and financial and 
operational COSIS. . 

~. RANDOM ANTITERRORISM MEASURES 

l. _The underlying principles of Random Antiterrorism Measures (RAM) have 
already been introduced in preceding chapters. RAM effons seek to deter terrorist attacks 
on DoD facilities and personnel by: -

a. Varying routines. 

b. Being sensitive to changes in the security atmosphere around DoD facilities aDd 
personnel 

2. The basic approach is to identify at any 1liREA TCON a set of measures extracted 
from bigber 1HREA TCONs that can be employed to supplement the basic niREA TCON · 
measures aRady in place. This is illustrated by Fi~ 17-6. 

3. At TIIREATCON Alpha, certain measures from higher 1HREATCONs are 
implemented in addition to TIIREATCON l4easures 1-10. In the example illustrated, 
selecrai BRAVO, CHARLIE, and DELTA measures have been selected far implementation 
that convey an external impression of greater vigilance and awareness to the presence of 
observers outside the facility. ~dom searches of vehicles seeking. to enter the 
iJlm11ari~ proliferation of foot pattols, removal of trashcans and waste receptacles around 
buildings imply that the security forces are aware of the possibility of an intrusion into the 
facility, or worse. 

4. Implementation of RAM programs have three purposes. First, military 
commanders can use RAM as a tool to test which measures have higher costs to an 
installation or facility in terms of productivity than others. A RAM program can help 
identify those measmes that security personnel and the installation infrastructure are more 
capable of sustaining and those that will be unduly sttessful on human and materiel 

· resources. 

S. SecoDd, RAM programs provide secmity forces with training and stimulation. 
This makes their job more challenging, but also more interesting and more exciting. By 
keepmg the guard force interested and alert, RAM programs appear to increase secmity, 
even if they do so only by making the security forces more attentive to their regular 
assignments. 

6. Third. RAM programs change the security atmosphere sunounding an installation. 
Such programs, when implemented in a truly random fashion, alter the external appearance 
or security "signature" of an installation to terrorists or their supponers who be 
"'"Wrr1Rnr'll"'nv SID'Vcillance assistance. 
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terrorists have introduced uncertainty in planning, organizing, training, and movement of 
DoD resources throughout the warld. · 

1NREAn:oN 1HREATCON 
STA1US MEASURES 

;c&.C.~~Jc.u ADOrnoNAL ANI II EAAOAISII M£*5'11£5 

--=---filii~-+-+--+-~~ ITNIEAT'CI~ALPHAIIEASI'RES lloiPLEMENm ~-

~~--+--+---+--+--+--+..-.! IMIEATCON MAYO MEASURES MUMENTE I1J}J 

~~--+--+---+--+--+--+..-.! lnREAT'CiaNOWU IIEASI 'RES IMPLEIIENT'E ~ 

Figure 17-6. Illustration of Random Antiterrorism Measures Implementation 

· 9. On the other hand, RAM programs offer military commanders an excellent 
alternative to full implementation of all THREATCON measures when Terrorist Threat 
Estimates suggest THREATCON ALPHA or TiiREA TCON BRAVO may not be ~uate 
protection in view of the risk, wlnerability, and criticality of DoD assets at the installation 
for the momenL Selected RAM measures extracted from THREA TCONs CHARLIE and 
DELTA supplementing a 1HREA TCON ALPHA or 1HREA TCON BRAVO posture might 
be a more economical, susW.nable response to a terrorist threat • 

E. IMPLEMENTATION OF DoD THREATCONS 

1. This chapter has focused on· the differences among Terrorism Threat Levels, the 
DoD Tenorist Threat Condition (THREATCON) Sys~ and the DoD and/or National 
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Command Authorities Defense RCadiness COndition (DEFCON) . System. All three 
concepts are descriptive termS which in shonhand notation describe Considerable analysis 
(for Threat Levels) or allocation and expenditure of resources (THREATCONs and 
DEFCONs). There is no diiect connection among any of these concepts. 

2. Threat Level is an intelligence judgment about tbe likelihood of terrorist attacks on 
· DoD personnel and facilities. It is not a warning. Tbreat levels do not allocate protective_ 
resources. Such decisions are ptopcrly in the domain of commanders, not the intelligence 
commamity. 

3. 11IRBA TCONs are a series of protective measures whose implementation is 
eW by mi1itaJy commands aDd civilian. managers of defense agencies wbae appropriate. 
TIIRBATCONS are selected by assessing the terrorist~ its capability to penetrate 
existing physical security systems at an insta11ation, the risk of terrorist attack to which 
DoD facilities and personnel expose themselves, the ability of the inmJJation or units to 
carry on with missions even if the to DoD missions of assets to be 

4. DEFCONS refer to Defense Readiness Conditions and are changed only by diiect 
order from the National Command Authorities. 

5. This chapter concludes with an illustration of an innovative technique to the 
implementation of DoD combatting terrorism policies and programs nat previously included. 
in DoD issuances. The RAM implemented on the initiative of individual DoD installations 
are good examples of effective combatting terrorism measures not always included in DoD 
issuances. The RAM programs offer three clear benefits: a low-cost approach to testing 
the ability of individual installations or activities to implement DoD combatting terrorism 
measures; an excellent vehicle for training security personnel aDd keeping awareness of the 
threat of terrorism high at DoD installations; and a serious complication in the collection of 
intelligence against DoD. installations in advance of terrorist attacks. 

6. Th~ next.chapter of this Handbook turns to the application of DoD combatting 
terrorism measures to forces deployed far training or as pan of expeditionary farces. 
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CHAPTER 18 

COMBATTING TERRORISM PRACTICES. FOR 
EXPEDITIONARY AND DEPLOYED FORCES 

A. INTRODUCTION 

1. The material presented in this chapter is most applicable to Service-unique 
.situations when fcm:es are deployed as part of training exercises under the control of a 
Semce and not under the operational contrOl of a CNC. The p1uccdlm:s described below 
are identical to those found in Joint Publication 3.07 {reference (kk)). 

2. Combatting terrorism measures should be taken by military units and individual 
service tneiDbers to protect themselves and ensure their ability to accomplish assigned 
missions during deployment and expeditionary operations. The installation, base, port, or 
unit combatting tenorism plan provides the mechanism to cnsui"e readiness against terrorist 
attacks while the unit performs its niission during deployments. The degree of the 
protection required depends on the threat in a given location. Commanders must 
continually evaluate installation and/or base and/or pon and/or unit security against the 
terrorist threat in· order to evaluate secmity n:quirements effectively. This responsibility 
caDDOt be ignored. 

B • PROTECTING DEPLOYED FORCES IN HIGH-RISK AREAS 

The following are antiterrorism tactics, techniques, and procedures for high-risk 
missions; they represent worst case procedures. Security for units performing security 
assistance, peacekeeping, mobile training teams, and other small unit activities Can be 
derived from these measures. 

1. IDstallations, Bases, Sites, and Non-Urban Facilities 

Forces are frequendy employed for security operations or other shon-term, 
corivemional, combat-related tasks. Easily defended locations are often rare in areas due to 
the density of buildings, population, or lack of proper cover and concealment. Political 
restrictions may also limit the military's ability to construct fortifications or disrupt areas. 
This requites military planners to adapt existing structures to provide protection based on 
the missi~ potential for attack, and ability to use surroWldings effectively. · 

a. Estimate Situation 

The commander and staff should complete a thorough estimate of the situation 
using mission, enemy, temlin, and troops-time and political planning factors in developing 
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a security assessmeuL The questions outlined in Figure 18-1 aid in developing an esrimare 
of the terrorist situation. · · 

Figure 11-1. Estimating the Combatting· Terrorism Situation 
for Deployed anct Expeditionary Forces 

b. Develop Plan 

Defenses should include a combination of law enforce:ncnt and/or security 
~ fartific:alicms. seDSOI"S. obstacles. local hire security forces (if applicable), unit 
guards. deceptio~ and on-call support from reaction forces. Each simarion requires its 
own combination of abilities based on available resoun:es and perceived need. 

( 1) Fortification Considerations 

Figure 18-2 provides gene:al guidance conceming fartiflCation mau:rials. 
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Figure 18-2. Fonlflcatlon Materials 

(2) Obstacles 

( 3 ) Local Security 

Local security must be around-the-clock to provide observation. early 
ancL if necessary, live fire capabilities. 

Figure 18-3 presents a list of equipment items which should be available 
to security police and/or security forces as pan. of installation antiterrorism programs. 
training activities.,tand intimidalir: shows of force intended to discourage outbreaks of 
violence against DoD f~ equipment. personnel or otbc:r assciS. 
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Flguna 18-3. SpecialiZed Equipment for Local Security 

( 4) Establisb Defense 

Measures zaken to establish the defense must be reviev.'ed continually and 
progressively updated to counter the changing threat and add an eles:nent of unpredictability 
to the terrorist's calculation. Defensive measures include: 

·Guam duties are detailed iD Service regulations and in local general and special 
orders. Heads of Defense Agencies should use the Service regulations for the Service. or 
Agency providing law enforcement support to the Agency· for detailed elaboration of guard 
duties. However. in a tc:rrarist high-risk environmen~ special orders should address at a 
minjmm• 

·a. Details of awborized passes; provide samples of passes. 

b. Procedures far searching people and vehicles. 

c. Response to·approach ~unauthorized personnel or hostile crowds. 
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3 • Road Movement 
. "·~ 

Road movements are always wlnerable to terrorists attacks "in--high-risk areas. H 
possible, alternate forms of ttaDSp0l181ion; e.g., helicopterS, should be utilized. If road 
movemeiit..JStitq:uired: .. 1':: ' ·..::,.:.~s.~ . ~~~4::':fK4 . ·:, "' 

a. Avoid establishing a regular pat~h-~::t ;, , ~ 

b. ~~,vary·routcs\ andJiming•".::i :· 
' .t~ : i .. ,:.11\ : -i ..... 

;1. ·~ , .. c. ; N~~:tti\teibil ~·~~gte~'vttiele~~ri 
. ~· .. ~~;"·;,: ·:~ri; ;.: ·~:· ~ r 

,,TP."ft' 
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S. Convoys 

a. In extremely high-risk areas, consider using armed escons for convoy 
protection. 

(1) Develop and rehearse irnrncdiare action drills before movement. 

(2) .Perform route clearance prior to movement. 

(3) Establish aDd maintain c:omm,micaJions duoughout tbc route. 

(4) Develop dcccpboD plans to couccal or change movement timing IDd route; 
deploy false convoys to contribute to the convoy's security. 

(5) If possible, include host-nation police assets in the convoy. 

(6) When selecting routes, avoid entering or remaining in dangerous areas. If 
ambushed. gauge response by enemy strength. Counter ambushes by accelerating through · 
the ambush area, counterattacking, withdrawing, or withdrawing and staging a deliberate 
aaac~ 

(7) Convoy escon composition depends on available forces. Light armored 
vehicles, high mobility multipurpose wheeled vehicles (HMMWV), or trucks equipped 
with M2 50-caliber and MK19 40-DDD machine guns are extremely effective. Overhead 
helicopters and AC-130 gunships can also be utilized as air escon if available. Escons 
should be organized into an advance guard, main body escort, and reaction or strike group. 
Planning considerations are as follows: 

reserve. 

(a) Derc:rmiDe concept of Operation. 

(b) Identify available ttansponation. 

(c) Identify ardcr of march and road organiz;nion. 

(d) Identify disposition of advanced guard, main body escon, and 

(e) Designate assembly area for convoy. 

(f) Determine rendezvous time at assembly area, departure time of first 
and last vehicles, and expected anival of first and last vehicles at destination. 

(g) Identify action upon anival. 

(h) Determine required coordinating insuuctions for: speed, spacing, 
halts, i!11TDfl'4iate action drills, breakdowns and lost vehicles. 
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precautions should be considered: ·i '··· - ·· ,.,r,~·, ' 

b. Search for explosives or possible hijackers before departure and· after every 
halt (rrgjlj~ :w~g dogs ~s) are papi~y SU:ttm.!~,~-~ J$sion); 

c. Ensure the ~way is free of obstru~ons o~ ~losives. 

~.d. ~~ rpe raiJ~y area. 

·. e .. ~ anned security ~nnel on duty ~ghog~ -~~ ~to include engine 
room and trail car. 

f_. Patrol and_~·:pepanure_ and, arrival ~OQS. 

. :::: .. g.t 'Used~t;i,qn~ ~.;_':.· 

. > 11~ ·PrOVide air cbver (AC.;130~ helicopters, etc.) .. · 

i. Maintain cormnwrications ~thin the tt3.in &rtd' with ootside' agencies'. 

. j. PI:PyjPe ~on force to be moved by air or.coordiilate host-nation suppon (if 

availal?!~ )~ 

7 •· Sea Movement 

...... .o:o.JUl-....... ,... targets. Crews of ships in harbors· need to eval~ eaGb new pon and determine 
possible terrorist threats. Crew members must be aware of host-nation suppon and 
responsibilities while in pan or anchored iriforeign ~-- The ship's captain is solely 
responsible for thC 1sbip and an those embar.ked.. As a minimum, the captain: 

;_, ., a. •-Estabishes. methods of embarkation and/or· debarkation and pattol activities for 
all pe!'SODileL 

b. Identifies vital areas oftbe:ship (f~example, .. engine room, weapons storage, 
. . cop "''1'nd ~ ~nt19~ bridg~), and;. assjgn~ security guanis. 

' :- ..... . ,., ... '"-, 

c •. -Coordinalcs above and below waterline te$p9psibilities. .: 

d. Establishes a weapons and/or ammunition-_policy_;_and rules of engagement 
(ROE), appoints_:~~~()~ fo~e; -~~g), ;~ecurity Ale,rt, Force (S_AF), Backup Alert Force 
(BAF), Reserve Force. (RF).. · 

e. Drills all personnel involved. 
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8 • Air Movement 

For tbe most ~ while a unit is being traDSpOited by air it is under the purview of 
the Air Force or air movement control personneL Troop commanders and Air Force 
personnel coordinate duties and responsibilities far their mmual defense. Personnel must 
remain vigilant and leaders must provide adequate security. Uilit security personnel 
coordinate with airfield security personnel, assist departures and anivals at airfields and 
while en route, and determine weapons and ammunition policies. Special considerations: 
include the following topics: 

a. Road ttanspon security when driving to aDd from airfields is critical. Keep 
anival amngements low proffie. Do not pre-position road transport at the airpon far 
ex1eJlded periods before arrival. · 

b. IfJR-positioned ttanspart is required, attach a security element and station it 
within the airfield perimeter. Security at the arrival airfield can be tbe responsibility of the 
host Dation and require close coordination. Maintain an open communications net betweeD 
all elements mttil the aircraft is loaded and reestablish communications upon mival. 

c. All personnel (air crews and transported unit) must be cautioned concerning the 
ttansponation of souvenirs and other personal items that could be containers for 
e:-~plosives. · · 

9 • Patrolling 

Units outside the United States may be called upon to conduct pattols in urban or 
rural environments. Individuals or small groups assigned to various Defense agencies 
0\·~ may also be called upon to assist or advise host governments on security matters. 
These patrols will normally be planned and executed in conjunction with host-nation 
authorities and should be coordiDaled with 1he representatives of the appropriale staff judge 
advocate office. · Pattols suppon police operations, expand the area of influence, gather 
information, help maintain order at clubs and restaurants, detain individuals as required, 
conduct hasty searches, and emplace hasty roadblocks. Patrols must understand the rules 
of engagement (ROE). Patrolling units should avoid patterns by varying times and routes, 
using different exit and entry points at the base, doubling back on a route, and using 
vehicles to drop off and collect patrols and change areas. Base sentries or guards, other 
vehicle paaols, helicopters, observation postS (OPs), host nalion assets and reaction forces 
provide additional support. 

1 0. Roadblocks 

a. There are two types of roadblocks: deliberate and hasty. 

b. Deliberate roadblocks are permanent or semi-permanent roadblocks used 
borders, outskins of cities, or the of conttolled areas. 
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lS within 
•ewJlD!ocn can consist of two vehicles placed 

diagonally across a road, a coil of barbed wire, or other portable obstacles . 

. d. Roadblocks must not unnecessarily disrupt the travel of innocent ·civilians. 
Personnel manning roadblocks must know their jobs thoroughly, be polite and considerate, 
act quickly and methodically, usc the minimum force required for the threat, aDd promPtlY 
relinquish suspects 10 civil police authmities. General principles considered in eslablisbing 
roadblocks are concealment, secmity, construction and layout, manning, equipment, 
CODDDunications, and legal issues. 

11. Obsenatioa Posts (OPs) 

Observation Posts (OPs) provide prolonged observation of areas, people, or 
. buildings._ OPs allow observation of an area for possible terrorist activity (avenues of 
approach); observation of a panicular building or ~ ability to photograph persons or 
activities; ability to observe activity before, during, or after a security force operation; e. g., 
house search; and ability to provide covering fire for pattols. Special factors apply to OPs 
located in urban areas. The OP patty and reaction force must know the procedure, ROE, 
escape route~ emergency withdrawal procedures, rallying point, casualty evacuation, and 
password. Cover occupation and withdrawal of an OP by normal ~perations (e.g., house 
searches, roadblocks, pattOls to leave people behind), flooding an area with pattols to 
disguise movement, using civilian vehicles and/or clothes, and using deception. Any 
compromise of an ·op location should be reponed immediately. 

12. Civil Disturbances 

a. Crowd violence can either be a spontaneous emotional eruption or a planned 
event. In the latter case, its purpose is to draw police or troops into a target area or away 

· from some other event. Crowd violence may also involve violence within the crowd or 
from opposing groups. Crowd violence is characterized by excitement and violence; both 
are highly contagious. 

b. Riot conttol aims to restore order with minimum use of force. 
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13. Bomb Explosion or Discovery 

The initial terrorist bomb may not be the end of the incident. The initial bomb may 
be designed to draw forces into an area as targets for a shooting ambush or another 
explosion. T_Tpon discovery of a bomb, or upon entering a bomb site, response forces 
should proceed with exaerne caution and contact the BOD team immediately. Refer to 
Clapter 16 fcx- ptocedures to be followed in handling bomb situations. 

14. Individual Protective Measures 

reqmres to areas troops 
ind reaeation. Coordination between military law enforcement and 

intelligence agencies and host nation ·forces is critical. The deployed military member must 

also understand the dRat and requind personal security measures. 

C. TACI1CAL FORCE PROTECI10N 

During unified, joint and combined operations U.S. units. bases, and contraCtor 
suppon personnel and facilities in the joint tear area (JRA) are still vulnerable to terrorist 
attacks. The same procedures identified in the ~eding paragraphs and in preceding 
chapters of this handbook apply. Commanders will be advised by the Joint Rear Area 
Operations Commander (JRAC) of potential terrOrist threats and subordinate commands 
will report any terrorist activity to the JRAC. Units passing tbrough the JRA are still 
teqUired to maintain antiterrorism measures commensurate with the JRAC's guidance. 
Specific tactics, techniques and procedures for operations in the JRA are contained in the 
Joint Cliefs of Staff, Joint Pub. 3-10, "Doctrine for Joint Rear An:a Operations" (reference 
(11). . 

D. SUMMARY 

1. This chapter bas illusttated the incorporation of combatting terrorism protective 
measures drawn from iusta11arion-, facilities, and personal protection measures discussed 
earlier in this handbook into combatting terrorism plans and programs for military units as 
they are deployed for or as they become pan of expeditionary forces. The fundamental 
principles of combatting terrorism remain unchanged: 

a. Avoid Routines. 

b. Maintain a Low Profile. 

c. Be Sensitive to Changes in the Security Atmosphere orEnvironmenL 

2. This Handbook has presented courses of action that apply these principles to 
individuals; the principles also apply to military units as well. 
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CHAPTER 19 

SPECIAL CONSIDERATIONS 

A. OVERVIEW 

1. No discussion of efforts by the Depmtwent of Defense to combat tmorism would 
be complete without at least some diso,ssion of two iwponant DoD functions: 

a. Public affairs.. 

b. Acquisition. 

2. DoD combatting terrorism policies and programs depend heavily on DoD and 
Service public affairs officers for dissemination, interpretation, and feedback. The entire 
acquisition community, from RDT &E activities to procurement, to maintenance and 
logistics, must evaluate its activities to ensure DoD perSonnel, facilities, and materiel are 
not made victims of terrorist attack. The responsibility of acquisition executives and their 
represenwives-contracting officers and contracting officers' technical representatives-for 
antiterrorism efforts do not end at the Department of Defense boundary .. 

3. In addition to these topics, there still remains one last element in the DoD 
Combatting Terrorism Program concept introduced in Chapter 1 to be discussed. This 
Handbook will therefore conclude with a brief discussion of the concept and methods of 
operations securily as pan of the DoD Combatting Terrorism Program. 

B. ANTITERRORISM AND DoD PUBLIC AFFAIRS 

1 . General Public Affairs AT Responsibilities 

a. All DoD activities strive to fulfill the DoD goal of providing as much 
information to the public about the DoD activities as possible, consistent with the 
requirements of operations security, technology security, and information security. DoD's 
approach to the provision of information on its combatting terrorism effons is no 
diffcrenL1 

1 Multiple DoD issuances govem abe dissemination of information from DoD 10 the general public~ 
Among those most relevant 10 antilm'orism relaled public affairs activities are the following: 
DoD Directive 5230.9 (reference (mm)); 

DoD Direaive 5410.1 (refaeoce (nn)); and 
DoD Diri:aive 5105.35 (refezenc:e (oo)). (coot'd) 

( 
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b. However, unlike many public affairs activities, the audience for DoD public 
information on antiterrorism efforts is composed of as many members of the DoD · · 
community as the general public at large. Indeed, DoD public affairs officers have a 
special, prominent role to play in the DoD Combatting Temxism Program. 

c. All DoD installations, facilities, organizations, and commands should have an 
ongoing· program intended to reduce its risk and vulnerability to tciTOrist attack. A Public 
Affairs Annex should be developed in suppon of all Major Command and Unified or. 
-::pccified Command Operations Plans. lnsta.llation commanders and heads of DoD 
agencies should develop an antiterrorism public affairS plan as well. 

d. Detailed public affairs guidance, specific for dealing with incidents on DoD 
facilities is provided in Appendix BB. . 

2 • Combatting Terrorism Pub6c Affairs PlaD 

a. There are four objectives for the Combatting Terrorism Public Affairs Plan: 

(1) Increase· awareness of DoD-affiliated personnel and their dependents of 
the threat of tenorism and assist secmity, intelligence, counterintelligence, and law 
enforcement organizations by providing information about measures to reduce risk of 
lmOrist anack; 

(2) Maintain good communications with -the smro1llnd:ing 

Public affairs programs should also provide feedback about 
Uiw:mts and understanding of the DoD Combatting Terrorism 

(3) Provide timely, accurate, and authoritative information on terrorist attacks 
to counter rumors or iDaccurate news stories about temJrist accomplishmems; and 

( 4) Provide authoritative information to news media repreSentatives in the 
event of a terrorist incident, consistent with guidance provided by the on-scene U.S. 
Govcmment official in charge, DoD policies, and specific guidance issued by the senior 
DoD officer. responsible for~ Components on scene. 

In ~ lbe foDowing DoD DirecliYes address specific public affairs issues associated with nuclear 
weapoas or incidents allegedly involving nuclear marerials. 1be guidance on clissemiDation of 
iDformalioo found in these ctireelives may be helpful iD dealing widl ocber lei1'0rist incidents of 
sil"ifit::ant drama: 
DoD Directhe 3150.5 (refeaeace (pp)); 

DoD Dilec:live 5230.16 (refen:nce (qq)); aDd 
DoD Manual S 100.52-M (reference (rr)). 
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b. The news media may interview DoD officials, commanders, senior leaders, 
and knowledgeable individuals. DoD interviewees are allowed to discuss the general 
subject of antitenorism as it pertains to their areas of responsibility. 

c. The Office of the Assistant Secretary of Defense for Public Affairs 
(OASD(PA)) approves all requests for media coverage of antiterrorist training exercises on 
a case-by-case basis. OASD(PA) also approves in-house photos of antiterrorist training 
forwarded through PA channels before release. · 

d. In response to queries regarding a possible or actual tetTorist threat at a 
particular base, installation, or activity, the PAO may acknowledge increased secuiity 
generally. PAOs may comment more specifically on those security measures taken that can 
be readily observed. For example, the PAO may acknowledge increased gue guards or 
additional patrols, if obvious to the public. PAOs should, how~ver, exercise care and 
prudent judgement in discussing these or other security measures which have been or will 
be implemented. 

3 • Planning Considerations 

a. Public affairs planning for antiterrorist actions must include numerous 
considerations: 

(1) The information needs of all audiences such as military personnel, DoD 
civilian employees, host-nation employees, their family members, news media, and local 
civilians. 

(2) The current OSD public affairs policies regarding release of combatting 
terrorism infolmation. 

(3) The deterrent value of releasing information about seCurity measures 
versus the possibility that releasing this information could benefit terrorists. 

( 4) The severity of the local terrorist threat and the tactics and techniques 
used. 

(5) The i~tities of the terrorist leaders and other groups involved 

( 6) The balance between too little and too 

b. No matier bow detailed, complete, and aggressively pro~~ the Department 
of Defense's combatting terrorism and antiterrorism education, training, and exercises may 
not prevent a terrorist attack. Such an attac~ however, may be more difficult for the 
terrorists to lamcb and may result in fewer casualties. 

4 • Terrorist Incident Response: Public Affairs Role 

a. Once a DoD installation, activity, organization, or senior person is attacked, the 
PAO participates in the response implementing the Crisis Management Plan discussed 
earlier in this Handbook. 
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b. The Pubtic Affairs Incident Response Plan to support response to tem:Jrist acts 

co•• .. •dttrd on DaD i.Dsrallations or against DoD personnel must be developed JO suppon · 
both the DoD Operations Plan aDd the needs of the mcdja · h sbouJd include as much detail 
~egarding news media and public affairs crisis operations as can be determined in advance. 
General considerations of bow to handle issues With respect to the observing, filming, and 
reponing of a tmorist incident aDd its aftermath should be cuefully considered. Among 
1be key elements are: 

·~~.··;l~}f~::t . (1) ·Identify the senior U.S. Government representatives and their agencies 
who will be responsible far managing an incident. 

(2) Identify senior state, municipal, aDd local authorities (as well as host 
govet'IUDellt representatives IDd their ageucies, if overseas) who will be teSpODSible for 
managing an iacidellt. 

. (3) lden.;~ the lead'PX01 ;zmoa --~M" assume res .bili ~ .~3 . •. . . ,...... OIJI'L . .. ~~,.~ ~ ty or 
organizing and managirig publiC ·attim IDiuers in ail'~· . · 

. (4) l~en~,~-~~.~~~2 .... !!P.:~sri~Y.: ~~.? ... ~~ be assigned duty in the 
auergeDCy operatlODS cemer •. '· ~ .. "·' ,;.,.: -~~:··.· '" ··: ... , ·~ :. · 

(5) Determine potential locations for the pn:ss center and the resources needed 
to quickly put it into operation. · 

(6) Establish controls to limit media access to the scene of the incident. 

(7) Establish rules governing photography of the incident and interviews with 
personnel involved. · 

"f·-··""'t;t·;v--.~~· ·.,~;.~~-.~~:~~~-~~.;; .::.· . 

(8) Determine the fiatuency of~''&fiefin~·· l;_''·.ftf·!ilfi1' 

(9) DeacrmiDe the responsibilities aDd ldaticmships of all ageucies involved. 

(10) Establish coordinuion of iDfarmadon fer Jdeue. 

c. Oucc the Public Affairs Incident ResponSe Plan is developed, the PAO should 
coordinate it with installalion,· Service, DoD, other Federal, local, state, and host 
govc:mmcm staff clements wbo may be involved in its execution. 

d. The Public Affairs Office should participate when combatting terrorism 
exercises ue conducted. PA Slaff teaches an participants wbat to expect and bow to react in 
areal-life situalion. Exercises also provide the PAO an oppommity to solidify his position 
as pan of the crisis management team and demonstrate bow an effective PA operation can 
support the mission. 

e. PAOs must know what their organizations or units will do in response to a 
terrorist incident. They must know the roles and responsibilities of the other involved 
governmental agencies and how these agencies interface. They must also know the 
clicm nuances 1mdcr wbicb telritorial RSpODSibilitics ttansfc:r from One agency to another. 
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The local PAO is the initial release authority. He and/or 
mmw incident until it is deu:rmined tb be a terrorist act. 

. agency 
act a suppon role. The primary 

Federal Agencies that may assume responsibility for teSOlving terrorist incidents &e: 

(1) 

DoD may be as the 
~--~~ .. .- ~) is the sole spokesperson for DoD whenever such forces are 

deployed._ OASD(PA) will provide guidance to the localPAO. Basic guidance covers the 
following situations.. 
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d. The senior Service PAO will continue io serve as the release authority for 
infmmation about tbe Sezvice-specific involvement in the incident 

e. All iDformation for release will be coontinaled with aD tbe agencies involved. 

6. Incident Management: PAO Objectives 

The major objectives of DoD Public Affairs Officers dealing with a terrorist 
incideut and its immediate aftermalh are as follows: 

a. Identifying and reporting terrorist incidents as criminal acts unwonby of public 
suppon. 

b. Protecting information concerning possible reactions of law enforcement 
agencies. 

c. Providing accurate and timely information to the news media to minimize 
speculation and dispel the inevitable rumors that spread during any such situatiOn. 

d. Preventing the terrorists from using DoD assets to manipulate the media and 
achieVe their goal of massive publicity. . 

e. Preventing members of the media from in~ering with or influencing 
operabODS in leSpOilSC to 1be incident 

f. Preventing information. about the preparation and deployment of Special 
Response Teams, Hostage Rescue Teams, or other DoD units being released through PA 
channels. 

g. Ensuring, to the maximum extent .possible, that all official information 
originates from a single source, thereby reducing the possibility of compromising key 
information and of teleasing conflicting or iDcoosistem information. 

7. PAO Role in DoD Combatting Terrorism Program 

a. Public Affairs Officers can play a major role in the DoD Combatting Terrorism 
F ,-ogram. They are educators, making audiences within and outside DoD aware of the 
threat of terrorism. They are communicators, explaining to DoD ·personnel, their 
dependents, and the communities in which DoD components are present, the measures 
taken to red~e their risk and vulnerability to terrorist attack. They are "pollsters," taking 
the pulse of the community and reporting back to the DoD components the concerns and 
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fears of the community generated by DoD presence and/or DoD activities in their 
commmities and the risks of terrorist attack that may ensue. · 

b. The challenge facing PAOs from the terrorist threat is great To succeed in 
their mission, PAOs must exercise constant · and to the needs of their . 
audiences. 
- to the news·media. must aetlcalteiY 
~legitimare infomwion requirements of their DoD and civilian audiences ag3inst 
the intelligence requirements of the tc::rrorisls. PAOs must constantly coordinate with Other 
members of the installation, activity, organization, or command staff. · 

C. ACQUISITION AND DoD COMBATI1NG TERRORISM PROGRAMS 

1. No part of DoD is immune from the risk of terrorist attack. The wlnerability of 
the entire DoD acquisition system, from RDT &.E laboralaries, to production facilities, to 
key transponation routes, to logistic bases and supply points, are all PQtential targets 
waiting to be struck by one terrorist group or another. Furthennore, from the perspective 
of many terrorists, there is little· difference between installations or activities owned, 
operat~ and manned by DoD civilian personnel, military personnel, or contractor 
personnel. 

2. 

a. Key Assets Protection Program 

(1) E.O. 12656 (reference (ss)) requires tha~ each U.S. Government 
department and agency assess the vulnerability of facilities critical to the national defense. 
Not only must the program analyze facility wlnerability, it must develop plans to ensure 
the continued operation of critical facilities in time ofnational security emergency. The 
Federal Emergency Management Agency (FEMA) coordinales compliance by all Federal 
agencies, including the Department of Defense. 

(2) DoD Directive 5160.54 (reference (bb)) implements the Executive Order 
within the Department of Defense. KAPP sets fonh a planning process that res~ts in the 
development of military plans to suppon civil law enforcement effons to ·physically secure 
certain facilities identified as "Key Assets." Key Assets are industrial and infrastructure 
facilities that are not owned by the Department of Defense, . but are essential for the 
Depat aueut of Defense in mobilizing, deploying and sustaining military forces in a crisis or 

b. Key Asset List Nominations 
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their designees should _consult with their parent Services to determine whether or not 
contractol'S participating in their specific acquisition programs have had facilities listed on 
the ,. ~-"ice Critical Industries List. Afttr identifying key industrial facilities, it is then 

· posSl~te to dctcrmiue the irreplaceable couunercial and public infrastructures that suppon 
the key asseL These infrasttuctures, too, may. require protection in addition to the key 
iDdusuial asseL 

(2) AcquisiDon aDd logisdcs executives in tbe Services aDd DoD Agencies, as 
well as their contracting officers and contracting officer's technical representatives, identify 

· potential DoD Key Assets. Those nominations are forwarded through tbe heads. of DoD 
components to the Commander-io-Clief, Forces Command (CNCFOR). CINCFOR 
coordinates KAPPas an Executive Agency for the Seaerazy of Defense. 

(3) Other U.S. Government agencies may also nominate contractor facilities, 
public utilities, or other public assets for inclusion on the Key Assets List (KAL). 
Nominations may be made through FEMA in accordance widl the DoD-FEMA MOU. 

~· Key Asset Protection Plans 

(1) Once a facility, utility, or other public asset has been placed on the Key 
Assets~ CNCFOR notifies the Army National Guard State Area Command (STARC) 

uaners in each state of the presence of a DoD AsscL 

(2) A PhySical Security Plan (KA-PSP) is prepared for each identified Key 
Asset. Each KA-PSP bas two major pans· supponed by annexes as appropriate. The 
specific plans are classifi~ and are not usually available to state Governors and their 
iJDtJHdiate civil staffs. The existence of KA-PSPs is not classified; the ST ARCs brief dleir 
swe government coumerpans to maintain awareness of the KAPP plalis. 

(3) Part I of tbe KA-PSP deals with protection requirements necessary for 
each iDstaJJarion. It discusses specialized equipment needs, secmity force size and 
composition, aDd security ·force training. 

(4) Pan U ·of the KA-PSP addresses specific remedies to security deficiencies 
to be undertaken ·if tbe PSP is implemented. The first section of .Pan D deals with 
expedient measures that can be taken at the cti=:tlon. of the Task Force Commander within 
the first 24 10 48 hours of arrival oo scene to redress the most pressing security problems. · 
The second section of Pan D addresses lll<R involved measures to be implemented by the 
Army Corps of Engineers or security contractor staff to implement a complete, physical 
security enhancement package. 

(S) Key assets located adjacent to navigable waters may require the 
development aDd implementation of an annex to the Physical Security Plan prepared by the 
Coast Guatd to address issues of Waterside security. 
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(6) For purposes of physical security planning, Key Assets are divided into. 
two classes: 

1 Simple Assets, consisting or·small facilities, few buildings., covering 
six acres of land or less; and 

h Complex Assets, consisting of large facilities, multiple buildiligs, and 
complex production paths. 

(1) The STARC staffs undc:nake vulnerability analyses of DoD Key Assets in 
their respective states with the assistance of personnel from the Defense Investigative 
Service and ·the Army Corps of Engineers as needed. DIS and Army Corps of Engineers 
undertake assessment of Complex Assets; the STARCs tackle Simple Assets, obtaining 
Corps of Engineer review to eDSUJe the cmriplcteness of vulnerability analysis scope. 

(8) The primary focus of these vulnerability analyses is the potential harm to 
Key Assets that might result from wartime sabotage. However, these assessments apply to 
peacetime terrorist attackS against Key Assets. After all, the methods of attack, weapons of 
auack, and the degree of harm to the facility, its surrounding environment, and the ability 
of DoD to perform missions and execute assigned functions might be equal from the 
paspective of a Combatant Commander and his subordinate Service acquisition or logistics 
chain of command. 

(9) The pmpose of KAPP is to ensure continued operation of the Key Asset 
in the face of any threat. STARC-prepared physical security pl~ represent a major line of 
defense for DoD Key Assets in the event of an outbreak of domestic and/or international 
terrorism. Cooperation with private sector and state or local governments is essential in 
order to obtain access to facilities or adjacent areas to ensure proper physical protection of 
DoD Key Assets. 

d. KAPP Crisis Response Capabilities 

(1) KAPP planners benefit from close working relations among the 
CINCFOR, military intelligence, and FBI intelligence staffs. As a resul~ KAPP receives 
threat information and panicipares in DoD terrorist threat warning systems. 

(2) KAPP war plans can be implemented only on the order of the President or 
the Secretary of Defense in time of a declared national security emergency or war. The 
general physical security assessments and judgments of consequences resulting from an 
attack on a.Key Asset developed by each STARC are available to each Governor and his 
state's National Guard. This general information is provided to suppon state and local law 
enforcement agencies should a Governor elect to implement selected KAPP plans on his or 
her own authority. If authorized by the President, specific plans could hasten the use of 
fcdcral forces to respond to a Governor's request for federal assistance~ Such assistance 
could be provided under terms of the DoD-DoJ MOU on military assistance in suppon of 
efforts to cimaol civil disturbances. 

e • Antiterrorism Measures and DoD Industrial Security Practices 

(1) DoD contracting officers (COs) and their technical representatives· 
(COTRs) should review the risk of tetTOrist attack.on contractor facilities, personnel, or 
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materiel. They should also assess the consequences for the Depanment of Defense of such 
attacks. They should also consider the criticality of contractor facilities, personnel, 
maJerie1, aud supporting public andlar commeacial infrasuucmrc. If their assessment leads 
to tbe conclusion that a mission critical or mission essential facility, person, or materiel 
exists, then strong consideration should be given to ncminating the facility to the ~ Key 
Assets List. 

(2) In order to make more informed judgments, COs and COTRs are 
encouraged to discuss their concerns with the Service Acquisition Executive or his 
designee, as·:wc~~~~~:lep~~~~:responsible forp1epa&ation aDd maintenance of 
the CiviliDdustries List. .. ·, . :~ 

of their facilities being 
nominated to the DQD Key Assets List is a report or the results of the 

. physical security survey. Since tbe survey focuses predominandy on levels of threat that 
exceed the current environment, most of the recommendations will be targeted towards 
remedies to problems anticipated in that extreme, stresSful environment.. Some of the 
solutions identified may have relevance or applicarion in lbe near lenD. 

(S) Those DoD contracttn performing work UDder terms of a DoD Industrial 
Security Agr=ment me required to develop emergency plans 1D ensure poper proleCtion of 
all classified information, ma=iel, and equipment. Conuacting Officers and their COTRs 
should work closely with the Defense Investigative semce to ensure that such plans are 
developed, tested. and tefiDed. Tbose facilities which are Key Asset List nominee and 
performing DoD work UDder a DoD IDdUS1rial Security Agreement should be examined 
with special care. · 

f. Key Asset Protection PrOgram and the DoD Combatting 
Terrorism Proaram 

(1) The DoD Key Asset Protection Program was conceived to heighten 
awareness and build plans to protect tbe defense industrial base from enemy special 
operations forces and sabote1D'S during times of war. The highly inte~ specialized 
economy of the United States in general, and the DoD industrial base in particular, bas 
increased tbe wlnerability of DoD to terrorist acts within tbe'United States. Attacks on 
telephone networks, electric grids, highway, rail, and warerway facilities dming a aisis 
could substantially limit the ability of DoD to move personnel and materiel. Attacks on 
DoD contractor facilities could substantially affect the ability of deployed forces to continue 
operations. 
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(2) KAPP therefore can play a vital role in preserving DoD's capabilities in 
the face of the terrorist threaL While KAPP is far from glaDiorous, it is a small but 
iwpal rant facet in the DoD's efforts to protect our forces in peacetime. In doing so, KAPP 
helps ensure no matter what missions are assigned by the National Command Authorities, 
the De~~t of Defense can deploy and sustain operations for the duration of the 
mission. 

D. OPERATIONS SECURITY AND DoD COMBATIING TERRORISM. 
EFFORTS 

4. Terrorists hold much of the initiative in their attacks on DoD personnel, facilities, 
and assets. In large measure, DoD assets are fixed urgets; they operate within relatively 
predictable paacms desaibed in terms of geography, time, and space. Specific targets 
amc:m2 DoD assets are discernible. · 

This Handbook has therefore measures 
collection of detailed intelligence necessary and sufficient to 

translate a general intention to anack American targets into specific acts against DoD assets. 
The key recommendations stressed throughout are the foundation of combatting terrorism 
OPSEC for DoD personnel: 

a. A void routines. 

b. Be sensitive to changes in the security atmosphere. 

c. Be prepared for mexpected events. 

6. This Handbook bas identified a variety of measures that if implemented will help 
DoD-affiliated personnel avoid establishing routines~ These measures rcmge from practices 
at work, to practices in transi~ to practices at home. 
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7. This Handbook has described indicators of potential terrorist violence in the 
atmosphere or environment around an iD.m11arion. 

8. This Handbook has outlined a wide variety of measures that can be taken to ensure 
· the ability of iDdividuals and the DoD Components to~ to unexpected events. 

9. At the outset of Chapter 2, it was noted that terrorists in general, and the terrorist 
- leadership cadre in particular, arc not usually psychopaths, sociopaihs, or "crazy." They. 
~ determiDed, highly motivated individuals p1epated to employ force and violeuce as tools 

· to achieve their goals and objectives. In this respect, they resemble adversary military 
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WEAPONS OF MASS DESTRUCTION (WMDt 

ctlon (WMD) · terrorists 
STANDARDS 31, 32, and 33. 

B. DEFINITIONS 

1. Biological Agent: A microorganism that causes disease in personnel, 
animals, or plants, or causes the deterioration of material. 

2. Chemical Agent: A chemical substance which is intended for use in 
military operations to kill, seriously injure, or incapacitate personnel through its 
physiological effects. 

3. Nuclear Weapon: A complete weapon assembly in its intended 
ultimate configuration which is capable of producing the intended nuclear 
reaction and release of energy. 

4. Radiological Material: Radioactive material usually found in research, 
industrial, or medical applications or radioactive waste from such operations. 

5. . Toxin Agent: A poison formed as a specific secretion product in the 
metabolism of a plant or animal organism as distinguished from an inorganic 
poison. Such poisons can also be manufactured by synthetic processes. 

6. Weapons of Mass Destruction: Biological and chemical agents or 
material, plant and animal toxins, radiological material, and nuclear devices used 
as weapons against personnel, animals, plants, material, or facilities. 
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· C. CHALLENGES 

.. ' ··, 

against warned. and protected military personnel. The threat has 
expanded in recent years as terrorist organizations have grown in sophistication 
and now have the ability to acquire and employ WMD. This growing threat now 
means units must plan for the possible use of WMD against peacetime forces and 
noncombatants. In 1995, President Clinton signed Presidential Decision Directive 
39, U.S. Policy on Counterterrorism, underscoring the nations concern regarding 

· possible terrorist use of WMD. In this document, the President states: 

The United States shall give the highest priority to developing 
effective capabilities to detect, prevent, defeat, and manage 
the consequences of nuclear, biological, or chemical (NBC) materials 
or weapons use by terrorists. 

2. Several recent events have demonstrated the reality of terrorist 
s of 

1ng 1ght a few 
grow1ng concern over terrorist use of WMD: 

a. Biological Agents: 

( 1) The only documented use of a biological agent in the US 
. occurred in Oregon in 1984. Two followers of the Rajneesh Bagwhan produced 

and dispensed salmonella bacterium in the salad bars of local restaurants for the 
purpose of impacting the outcome of a local election. A total of 715 people were 
infected and required treatment; fortunately no deaths were caused as a result of 
the attack. Had a more lethal agent been employed, the consequence would have 
been much more severe. The attack occurred without any advance indicators of 
the capability or intent of the cult to use such tactics. 

(2) In 1995, the FBI confiscated samples of plague bacteria from 
a white supremacist group. A member of the group. posed as a researcher who 
requested and received three freeze dried samples of the plague from a 
commercial lab. The material was recovered by the FBI and the member was 
arrested and convicted. 
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b. Toxins: 

( 1) In 1992, the FBI arrested four members of the Patriots Council, 
an anti-government group based in Minnesota," for manufacturing the toxin 
"ricin" from castor beans. The group intended to use ricin to kill a Deputy US 
Marshall who had served them with papers for tax violations. The members were 
the first persons convicted under the Biological Weapons Antiterrorism Act of 
1989. 

(2) In 1995, the Canadian Customs Service detained a US citizen 
attempting to enter Canada from Alaska. The Canadians confiscated 130 grams 
of a white powder later confirmed to be ricin. The individual was suspected of 
being affiliated with white supremacist groups operating in Arkansas. 

c. Chemical Agents: 

( 1) The 1993 World Trade Center bombing may also have been an 
unsuccessful chemical attack. Traces of sodium cyanide were found in the van 
containing 1200 pounds of explosives. The terrorist group responsible for the 
bombing was very interested in chemical and biological weapons and possessed 
several manuals describing their manufacture and use. They had also threatened 
the Philippine government with a chemical attack ·in an effort to secure the 
release of jailed members in that country. 

(2) The 1995 Tokyo subway attack by the Aum Shinrikyo cult is the 
most well known example of a terrorist organization using WMD. Approximately 
ten liters of the non-persistent nerve agent Sarin were placed in vinyl bags on 
trains on three different subway lines and resulted in 12 fatalities and over 5000 
casualties. An important aspect of this attack is the unplanned and unprotected 
response by first responder personnel. A total of 1 ,364 firefighters responded to 
the attack and 135 were among the injured after becoming exposed to the agent, 
either directly or indirectly. 

d. Radiological Material: 

(1) In 1987, Brazilian thieves took a package containing Cesium 
137 and later abandoned the material. It took ten days to recover the radioactive 
material. Before the radioactive source could be found, a total of 244 victims 
were contaminated--resulting in 4 fatalities and 54 hospitalizations. These 
casualties were the result of inadvertent exposures. Had terrorists obtained the 
material and used it in a deliberate manner, the results would have been far more 
severe. 
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(2) In 1995, a Chechen insurgent leader threatened to turn Moscow 
into an eternal desert. The Chechen rebel planted a small amount of Cesium 137 
in a container in a Moscow park. The material was recovered and would have 
posed a significant hazard if it would have dispersed with an explosive charge. 

D. CONSIDERATIONS 

1. WMD.Threat. As the previous examples demonstrate, the use of WMD 
has grown in number and lethality in the past -15 years. Many different types of 
groups and organizations have determined that acquiring and using WMD may 
further their cause. Para-military groups, antigovernment organizations, political 
splinter groups, religious cults, and terrorist organizations have all attempted to 
use some type of WMD against US interests or those of our allies. 

2. WMD Planning Considerations. Existing military doctrine addresses 
the use of NBC weapons and their effects on personnel and facilities. Planning 
factors for battlefield use of these weapons may have direct application when 
planning for terrorist use of WMD. A. list of current publications that address 
NBC weapons, their effects, and planning factors is at References. Table 20-1 
summarizes planning considerations in existing doctrinal publications on the use 
of nuclear, biological, and chemical weapons. Section H contains factors that 
address ·planning considerations for possible terrorist use of WMD. · · 
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Table 20-1. Doctrinal NBC Planning Considerations 

3. Chemical Agents: The traditional categories of chemical agents includes: 
blister agents, nerve agents, blood agents, and choking/respiratory agents. These 
agents have been studied extensively and their physical properties, medical 
effects and treatm.ent, and employment options are well documented in military 
doctrinal publications. It is important to remember that most military planning 
concerns lar scale use of the we · st · · t. 

e most common military chemical agents and 
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Table 20-2. Examples of Chemical Agents 

a. W:hile much is known about these categories of chemical agents, 
terrorists are also capable of using a wide variety of industrial chemicals and non 
standard ts. 

assessmen 
vulnerabilities is essential. 

o minimize the uncertainty of these situations, a 
range of possible threat agents and potential 

· b. For any type of chemical agent attack, procedures must be in place to 
allow for the rapid recognition and warning of the incident .. Unlike biological 
·agents, chemical· agent exposure generally results in the sudden onset of 
symptoms. Emergency response and medical personnel should be thoroughly 
trained in the recognition of symptoms and the treatment of agent casualties. 
Unless chemical agent detectors are in use prior to the attack, detection and 
identification of the agent will be done by first responders to the attack or while 
treating casualties at the scene. 
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4. Biological Agents: A major problem posed by biological weapons is the 
lag from employment to the time of detection. Most of the biological agents have 
an incubation period of one to seven days before the onset of symptoms. 
Potential agents ~.uch ... as anthrax,, cholera, plague, tularemia, and viral 
hemorrhagic fevers'· (Ebola virus, Lassa fever, Yellow feyer, etc.) have delayed 
symptoms following initial exposure. The lag from use until detection has the 
pe>tei1 tiaJ to allow for widespread 'co ' .. aJion and the " ' of affected 

· · · area.· 

-· 
- - -- - • __:. - - J: - - -: • - - ... ~ • :.'":._' ~:.._ _ _. • - • 

b. Two key factors that help mitigate the effects of a potential biological 
agent attack are a comprehensive vaccination policy and the active medical 
support pro · 

it is iniportant to ne In 
rea Indigenous diseases · establishing an active 

preventive medicine program. In contrast to naturally occurring diseases in 
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which incidence of the disease increase ·slowly over a period of weeks or months, 
a deliberate biological attack will peak in a few days. Timely identification and 
communication of the attack is essential in treating and controlling the disease 
and limiting the effect on personnel. 

c. Preventive medicine services will be in great demand upon the onset 
of an attack. 

~ing safe food and wat~t: sources and in determining when to use 
treatment, imp1unization, and other preventive ·measures. Preventive medicine 
personnel must be continually aware of the biological threat in the areas in order 
to update their data base on diseases, potential vectors, and the susceptibility of 
troops to diseases. · · 

--

Table 20-3. Example Biological Agents 

These agents are a relatively new threat 
As with biological agen 

'u"'''._,fying and treating personnel that are exposed to 
toxin agents. Botulinum toxin and ricin are two types of agents that are in the . 

----
. - . 

r-
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a. Toxins are defined as any toxic substance of natural ongtn 
produced by animal, plant, or microbe. They are non-volatile and tend to be more 
toxic than chemical agents. For example, botulinum toxin is 15,000 times more 
lethal than nerve agent GB. Their lack of volatility means that they would not be 
a persistent battlefield threat and would -not likely be spread by secondary or 
person- to- person exposures. 

b. For toxins, incapacitation, as well as lethality, must be considered. 
Several toxins cause significant illness at levels much lower than the level 
required for lethality and are militarily ificant in their ·ability to i itate 
military force and civilian 

Table 20-4. Possible Toxin Agents 

ar researc act s, nuclear react<:!rs, medical research and treatment 
centers, and construction engineering activities are all potential sources of 
radioactive material. 

ess 
fects on unprotected personnel. Effects may be the result of external 

exposure to a radioactive source or inhalation or ingestion of radioactive particles. 
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7. Recent events have forced a greater awareness of the vulnerability of US 
personnel and facilities to attack from terrorist elements, both in the US and 
abroad. The suddenness and severity of the attacks has reinforced the need to 
anticipate and plan for the threat and consequence of terrorist attacks against US 
personnel. The remainder of this chapter addresses the standards to assist in the 
analysis, planning, crisis management, and consequence management of the 
possible use of WMD by terrorist organizations. 

E. Potential Threat of Terrorist Use of Weapons of Mass Destruction 
(Supports DoD Standard 30) 

1. The potentially devastating effects of terrorist use of WMD mandates 
organizations conduct a tho analysis of the threat in their AOR. 

unique aspects of the terrorist 
acquire and employ WMD should be considered as a distinct element of 

the overall threat assessment. 

2. Combatant ·commanders should ensure an integrated collection and 
analysis program is established that draws detailed threat data from all available 
sources. The use of integrated terrorist threat estimates is discussed in Chapter 
6, para 6E. Deployed forces should also establish close relationships· with 
diplomatic missions and supporting country teams within their AOR; they are an 
excellent source. of information on the political and psychological background of 
local terrorist organizations. 

3. Collection plans should address the Essential Elements of Information 
(EEl) of the terrorist capability to acquire and use of WMD. EEl should be 
integrated into subordinate elements' collection plans and reviewed as new or 
evolving threats emerge. The plan should consider terrorist threats from 
commercial, industrial and medical source material as well as the traditional 
military nuclear, biological and chemical weapons and agents. 

~-· 

4. New or changing terrorist capability to acquire or employ WMD must be 
rapidly disseminated through command . channels. Units should include 
procedures for immediate reporting of changing terrorist threats or actual use of 
WMD. Notification should be sent through chains of command, lines of authority, 
intelligence agencies and similar organizations. As appropriate, it must also be 
passed to diplomatic missions or local US authorities to assist them in their 
preparation and response for a potential incident. 
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F. Vulnerability Assessments for Terrorist Use of WMD (Supports DoD 
Standard #31) 

1. Organizations will assess the vulnerability of installations, facilities, and 
personnel in their AOR to terrorist use of WMD. Vulnerability assessments will 
be based on the threat assessments derived from DoD Standard #30 and on the 
principles ofvulnerability assessments discussed in Chapter 6, para 6C. 

2. As a minimum, assessments should include information from 
intelligence, logistics, medical, physical security, facility engineering, 
meteorological, explosive ordnance disposal, and NBC staff elements. The entire 
range of potential terrorist WMb use should be considered· when conducting 
assessments. As previously mentioned, threats from commercial chemical, 
biological, nuclear, and radiological sources should be included as as 
traditional military agents. 

a. Individual protective clothing and equipment, 

b. Collective protection equipment and facilities, 

c. . Medical response and emergency services capability, 

d. Training of personnel, 

e. Physical security and protective barriers, 

f. Facility design and construction, 

g. Early warning and detection, 

h. Alarms and attack warning, 

1. Threat Intelligence, 

j. Sustainment operations and follow on support, 

k. Preventive medicine and vaccination programs, 

1. Storage of bulk hazardous material, and 

m. Explosive ordnance disposal response capability 1 availability. 
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G. Mitigation of Terrorist Use of WMD (Supports DoD Standard #32J 

j 1. Units will take appropriate measures to prot~ct personnel and facilities 
anq reduce their vulnerability to terrorist use of WMD. Mitigating the 
consequences of the actual terrorist use of a WMD is critical to reducing the loss 
of 1:ife and property. This includes actions taken prior to use as well as actions 
tak~n subsequent to the attack. Actions may be physical improvements such as 
installing an integrated large area siren and warning system, or procedural 
improvements such as· exercising and validating the WMD emergency response 

I 
anl)ex or plan. . 

! . 
i . 

I 2. Commanders should develop a plan to address the threat a WMD and 
exdrcise the plan to determine effectiveness in mitigating the effects of an attack. 
In a.ddition to providing crisis action and consequence management procedures, 

I . 

planning should include pre-attack measures and consideration for the. collateral 
daiPage a WMD may have on adjacent facilities and surrounding communities. 
Plaps should provide sufficient detail to permit organizations to rapidly recognize 
anql respond to any terrorist event·using WMD. 

I 

I 3. Chapter 15 contains detailed crisis planning and execution guidelines 
for! dealing with a terrorist incident. In addition to the items contained in Table 
20~ 1, the following contains additional planning considerations that should be 
indluded in addressing terrorist use of WMD: 

I . 
i a. . Commander's estimate of the potential for use of WMD: 
I 

This forms the basis for all facts and assumptions that drive the planning and 
prejparation for any use of WMD by potential threat organizations. As such, the 
corpmander's estimate is the cornerstone of any successful program and must be 
reviewed frequently to incorporate any new or emerging threats. 

I 

b. Type/number of threats: Accurate identification of the WMD 
th~eats posed by terrorist organizations provide a mechanism to determine the 
re~ources needed to counter the threat and respond effectively if they are used. 
Plq.nners should also factor in the magnitude and diversity of the threats 
th~oughout an AOR. · 

an vu era targets ena 
pl~ning, which then drives responsible organizations to improve security 
m~asures. Further,· responsible organizations can take measures to improve the 
security for these areas. . . 

I 
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d. Target Value Analysis: Certain areas pose different challenges 
from those above due to their specific value to terrorists. These targets may not 
be mission related or of high military value, but their value to terrorists may be 
very high. 

organization. 

This analysis must 
information on the terrorist 

e. Coordination with local authorities: Coordination with local 
authorities is essential when planning for terrorist WMD use. It is likely that'an 
attack on either the DoD facility or the local civilian populace will affect bot 

orou 
~~·u~·~uons a means to 

improve the response time and offers the opportunity to share critical resources 
needed to mitigate the effects of an attack. · 

Attack recognition and agent 

1rst respon rs or medical personnel. 
Planning must address this potential vulnerability and incorporate procedures 
that minimize the delay from attack initiation until detection. 

g. Warning systems: Because WMD attacks can cover large areas, 
timely warning can . reduce the number of personnel who would otherwise be 
exposed to agent effects. A combination of outdoor warning sirens, telephonic 
notification, and broadcast announcements provide redundant warning systems 
that will reach a large portion of the population. Special consideration should be 
given to unique populations, such as the visually or hearing impaired, to ensure 
effective warning systems are in place to provide for their safety. 

h. Response levels: Different agents require different responses. 
Plans should include details on the appropriate response for the agents identified 
in commander's assessment and the equipment needed to implement that level of 
response. 
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i. Hazardous Material Response Teams: Host nation, federal, 
state and local regulations have specific requirements for personnel responding to 
hazardous material and substances. Commanders must be aware of these 
requirements and emergency responders must have the equipment and training 
necessary to protect themselves, treat casualties and decontaminate the site. 
Planning should include adequate time and resources to ensure response teams 
have the appropriate equipment and level of training. 

. , 
j. Reporting procedures: Because of· the sensitivity of terrorist 

use of WMD, many agencies require formatted reports on the nature of the event. 
Plans should include pre-formatted templates for reporting requirements and 
message addresses and phone numbers for the cies and commands that 
must be notified. 

s, estab s action 
ned local reporting requirements will 

all assist in the management of a crisis by providing timely and accurate 
information to the emergency operations center. 

k. Crisis action team responsibilities: Emergency operations 
centers normally have only a small staff on duty and will require immediate 
augmentation when an attack occurs. Staff elements should be fully trained and 
prepared to implement the appropriate plan to reduce the effects of the WMD 
attack. It may be necessary to operate in protective equipment during the initial 
stages of the crisis. Training on the use of protective equipment and their specific 
duties as part of the emergency operations center staff should be regularly 
exercised to maintain proficiency in crisis action responsibilities. 

1. First responder responsibilities: First responders will be called 
on to perform critical functions during a WMD attack. 

planning an 
training is needed to address spec ne s o ese groups. The. actions they 
take during the initial stages of an event will have a very important impact on the 
consequence management steps that follow. 

m. Medical support, treatment and transportation requirements: 
As discussed earlier, pre- and post-attack medical planning is crucial. Prior 
coordination with host nation, state and local medical facilities is necessary to 
ensure medical plans include procedures -to treat and care for contaminated or 
infected personnel. Medical teams require special training in the "treatment and 
handling of contaminated casualties and remains. Medical facilities should have 
areas designated to treat and segregate contaminated patients. Preventive 
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medicine specialists and pathologists need to have a data base of naturally 
occurring diseases and procedures to quickly assess and identify suspicious 
illnesses and diseases. Antidotes and treatments for potential agents from 
commercial or industrial sources should be considered in the casualty 
management plan. Contaminated patient transport and contamination control 
measures should be incorporated into litter and ambulance operations. 

n. Evacuation routes and care centers: Tpere _will always be a 
requirement to clear an area and provide orderly evacuation to safe areas when 
WMD is used. Evacuation routes, safe areas, and care centers should be 
identified during the planning process. Law enforcement and security personnel 
need to determine traffic control points to facilitate evacuation and prevent 
personnel from entering potentially contaminated areas·. Copies of the routes and 
locations of care centers should be available to installation workers and residents. 

o. Public affairs: The demand for information from the public and 
the media will be intense at the onset of an event. Public affairs planning should 
include background information on the potential agents and materials that pose a 
threat. Basic information on the properties, effects, treatment, duration, and 
decontamination· of likely threat agents should be included in the public affairs 
reference materialS brought to the emergency operations center and joint 
information center. Rapid and accurate information on the hazard during the 
early stages of an event will assist in protecting civilians from hazard and foster 
confidence in DoD's ability to safely manage the crisis. · 

p. Crime scene procedures for agent material: Terrorist use of 
any WMD material is a criminal act. Local plans should include procedures to 
control a. crime scene in a contaminated environment and provide for the recovery 
of evidence tha~ may be hazardous. For domestic events, the FBI will be 
responsible for investigating the criminal incident. Law enforcement and security 
plans should provide procedures to facilitate the transition of responsibility when 
the FBI arrives on site. Overseas facilities should include similar procedures that 
are required under host nation or status of forces agreements. 

q. Follow on assistance: Any WMD event will generate the 
requirement for some form of external support or assistance. Plans should · 
determine the type, amount and time frame for follow-on assistance. The logistics 
of managing a large contingent of external support organizations has the potential 
of overwhelming the ability of the local commander to control its effective 
employment. 
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r. Hazard prediction: When an event occurs, there is an immediate 
need to predict the size of the potential hazard zone. Reports from first 
responders will contain the location of the incident site; but the initial estimate of 
the hazard area should be· made by emergency operations center personnel. 

-Procedures should be incorporated into emergency operations centers that allow 
for a quick initial hazard prediction and methods for its rapid dissemination. 
Detailed predictions can be made when more information is provided on the agent . 
type and dissemination means. 

s. Meteorological support: As indicated above, hazard prediction 
must be done quickly. Current and reliable weather data is critical to providing 
accurate hazard predictions. Updated weather data should be routinely provided 
to emergency operations centers so that it is available at the onset of an event.· 
Organizations providing data should be part of the planning process so they can 
develop weather products that support hazard prediction models or programs. 

t. Contamination control: Containing and limiting the spread of 
contamination is essential in reducing the effects of a WMD attack. Procedures 
for personnel responding to the attack site should in~lude methods that minimize 
their direct contact with contaminated material. · 

u. Decontamination and hot line operations: Decontamination 
procedures should be developed using the resources locally available. 
Decontaminating exposed personnel, first responders, and site work teams 
requires the rapid establishment of a decontamination site. Plans should 
consider the requirement to maintain decontamination operations for extended 
periods and the potentially large personnel and logistics need generated to 
support this type of operation. 

v. Sampling and analysis: Sampling will be required at the attack 
site and in the predicted hazard areas to establish the presence or absence of 
contamination. Plans should include procedures to determine sampling 
requirements and protocols for the collection of agent material. Analysis of 
samples may be done locally at the onset of an attack, but may be shipped off-site 
for confirmation or for detailed analysis if local facilities cannot identify the 
material. 

w. Monitoring operations: Monitoring plans should include 
procedures to employ detection equipment to known or suspected hazard 
locations. Detection equipment intended for military tactical level employment 
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:does not detect agent-concentrations ·that .are con~i.ci:er<:fd::;:~~ardqus by the EPA 
and the Occupational Safety· and ·Health AdminisJ.ration. ~.nY:ironm~ptal and 
safety planner.s· must' be aware of the· hazardous~ mc:;tteri~ 1e~posur,~., U.~its for 
civilian populations·, and understand the limitations ,pf:u;sing~ rnilitary eq~ip,ment 
to· determine when areas are considered: free of conta_minatiQfL. 't~ d. 

t . , .... • 'J ' ! I. 

· x. ··Reentry and remediation operatio~~:.: , . Pr~Mmineuy .. , planning 
should address the considerations for these operation~~-,, ;R~e11try ~iai:Juqes aqtioris 
required to permit personnel to safely enter an area following an attack. 
Remediation: includes actions· to remov~ all coptam!ip~atjgtW\ from the site and 
restore the environment· to its original condition. Bot-1.1~ o.C thes~ prq:c~;sses can 

· potentiaHy take several days to weeks t:o complete~ ~:xte~at ~:Uppprt \Y;ilL probably 
. be needed: to ·ensur.e these tasks are properly accornP.li:~h~:{)t.·. ··i' · .. 

~. ~ ,j.~"! .: ) ·~ ' ' .~ ' ~ .. -:- t' • '.: • ; ~ ... ( _i~ •• ', J J. ~ f, ·' 

. ~- Training programs should provide··. a ~qolJlpt;e~}flensi.y~, ... appro~s:h to 
meeti.ng the needs identified in. mitigation efforts. Actions required to reduce the 
vulnerability .to attack and to respond as ·the result :o.f a7 p@~rrorist WMD incident 
involve many: different .tasks . and ~levels of training. , At a rn\nim.~m.,. training 
programs-·shotdd: in(dti.de individual, first respon.d~r,, fu1;1.e)tio~~:: respon,se, .team, 

~·: '~~)·:t:';~!m~i,!:l:~em:elfge;hc~·~0,f2e4!hat£0l?i.'s center training. : .,, 

. ·:' "~·t:.·~:~~g~U:=~==~::~~queD:~~;f~nag~~·(D~~~~fiifi-~~j$}~~~' , 
Planning For Terrorist Use of WMD ' ~-- . 

1. Pre-deployment -and garri~on. o~erations~1 .,. 

a. Comma~nct, control, comm~n.jcatiQ~;$; coll:lpu:le·:t~; and 
·., intelligence (C41): ·;.: .. ' ... 

· ·: lj · t , • . · • ~ L ,--~. ~ ; 
Review and update operational plan.~ ba~ed·o·~:PfQ~~ab~e threats. 

:b. ';Activedefense: ~· .. 
..., ·~ 

j 

Gather intelligence on ,pote·ntial terrorist·9apabUi.ty.1 ~ < '.: : , · 
Identify essential elements· of enemy i.ptopm~tjQJl ;On<te.r:1)or!st~· 
capability. . . . . · ,,, .r,J · r. 

< " :'' 

•·.· '.!. 

c. Detection and Identification: 

(Gather meteoro'logicahdata f<;>r area .of..op~raHQns. 
Gather in teUigence r:egarding, terrori~st W-M~D·]cap>abilities.~<~
.Conduct refreshe:r trruning on all d~t~ction e.quip,ment.; 
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Identify threats that require laboratory analysis for identification. 
Develop specific identification techniques and acquire materials 
to conduct analysis. 

d. Hazard prediction, warning, and reporting: 

Conduct training for all personnel in the warning and reporting 
chain. 
Exercise the warning and reporting system and communications 
nets. 
Identify hazard prediction models and exercise procedures. 

e. Reconnaissance, survey, and monitoring: 

Develop sample collection, packaging, transportation, 
documentation, and analysis procedures. 
Conduct training for reconnaissance and survey teams. 
Identify laboratory locations to support agent identification. 

f. Individual Protection: 

Conduct training for individual defensive procedures and 
equipment use. 
Issue individual equipment as appropriate. 
Stockpile replacement items. 

g. Collective protection: 

Identify and quantify requirements. 
Conduct operational checks of on-hand equipment. 
Stockpile replacement items. 

h. Medical: 

Conduct medical threat analysis. 
Provide medical input to medical force development planning. 
Train in medical aspects of WMD defense. 
Review medical logistics support. 
Implement vaccination policy. 
Review individual procedures for hygiene in a contaminated· 
environment. 
Review individual and collective procedures for general defense by 
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i. Contamination control: 

Identify assets and rehearse procedures. 

j. Logistics: 

Review planning factors for operations in contaminated 
environment. 

_-Identify resources to support sustained operations in contaminated 
environmenL 

.2. ·Pre-attack procedures. 

a. C41: 

Pre-plan for WMD event. 
Issue mission orders and directives. 
Activate WMD reporting chain. 
Order appropriate WMD protective actions and posture. 
Enforce counter-surveillance measures. 
Coordinate with local civilian or host nation governments. 

b. Active defense: 

Allocate resources to active defense mission. 
Monitor terrorist offensive actions. 
Disrupt terrorist planning cycle and C4 I means. 

c. Detection and identification: 

Conduct routine background analysis and periodic monitoring. 
Conduct refresher training for detector operators. 
Position detectors . 

. d. Warning and reporting: 

Conduct refresher training in WMD warning and reporting. 
Initiate and maintain disease and non-battle injury reporting 
system. 
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e. Reconnaissance, survey, and monitoring: 

Position assets. 
Stockpile sample collection and transportation equipment. 
Stockpile agent identification equipment. 
Conduct routine sampling in accordance lAW the threat and 
detector capabilities. 

f. Individual protection: 

Implement unit standard operating procedures for WMD 
operations. 
Adopt protective level appropriate to the threat. 
Prepare to take additional protective measures when warned of 
possible or actual attack; 

g. Collective protection: 

Post sentries on entrance to collectiv·e protection shelters. 
Adopt increasingly defensive posture in line with threat level. 

h. Medical: 

Provide medical input to Commander's estimate of the threat. 
Review and promulgate medical treatment protocols. 
Identify specialist medical teams. 

i. Contamination control:· 

Identify water sources and decontamination solutions. 
Position equipment and supplies. 

j. Logistics: 

Confirm availability of equipment and supplies for operations in a 
contaminated environment. 
Identify host nation, federal, state, or local resources that may be 
available to augment unit assets. 
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3. Actions during attack. 

a. C41: 

Transmit appropriate reports. 
Synthesize attack information. 
Notify local/host nation government. 

b. Active defense: 

Disrupt terrorist delivery systems. 

c. Detection and identification: 

Collect samples. 
Coordinate and analyze intelligence, meteorological, medical, and 
detector system input. 
Prepare and forward samples to lab for further analysis and 
identification. 
Conduct downwind hazard analysis and disseminate predictions. 

d. Warning and reporting: 

Implement warning and reporting procedures. 
Report and forward evidence of attack to command, medical and 
law enforcement authorities. 
Make and disseminate alarm/ protective action decisions. 

e. Reconnaissance, survey and monitoring: 

Implement collection and survey plans. 
Collect any aerosol, environmental, plant/ animal, and medical 
samples. 
Report results of field surveys and monitoring efforts. 

f. Individual protection: 

Implement appropriate protection for personnel. 
Implement evacuation plans for non-essential personnel and· 
civilians. 
Provide resupply of expended items and contaminated equipment. 
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g. Collective protection: 

Activate collective protection shelters for key assets. 
Maintain strict control over access to collective protection shelters. 

h. Medical: 

Initiate treatment of contaminated casualties. 
Confirm detection system results. 
Characterize agents. · 
Monitor outbreaks. 
Maintain integrity of medical collective protection. 

i. Contamination control: 

Determine extent of attack location. 
Control access to site and establish designated routes to and from 
the area. 
Have first responders attempt to provide hasty decon of the known 
hazard area. 
Implement decontamination plan. 

j. Logistics: 

Issue replacement items. 
Replace expended supplies and contaminated items. 

4. . Post-attack actions. 

a. C4I: 

Assess result of terrorist attack. 
Assess terrorist intention for any further attacks. 
Ensure continued operation of WMD warning and reporting 
system. 
Update threat based on latest attack information. 
Order implementation of specific post-attack control measures. 
Identify resource and capability shortfalls. 

b. Active defense: 

Target any residual capability. 
20-23 
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Execute appropriate military response. 

c. Detection and identification: 

Relocate detectors to any predicted agent locations. 
Continue sampling and monitoring until agent levels are below 
permissible exposure levels. 

d.· Warning and reporting: 

Disseminate decisions on ·protection, hazard avoidance, and 
countermeasures. 
Collect and forward casualty and di~ease reports. 
Continue to report unexplained illnesses or agent symptoms. 

e. Reconnaissance, survey and monitoring: 

Identify contaminated areas for environmental remediation. 
Continue to collect samples to verify initial results. 
Provide agent samples to law enforcement authorities. 

f. Individual protection: 

· Initiate controlled down dressing for protected personnel. 
Redistribute supplies of individual equipment. · 

g. Collective protection: 

Decontaminate as necessary .. 
Replace filters. 

h. Medical: 

Implement strict field hygiene measures. 
Review treatment protocols and agent symptoms. 
Characterize out breaks. 
Deploy specialist teams. 
Institute quarantine as necessary. 
Document and treat casualties. 
Analyze and distribute medical intelligence. 
Ensure medical protective measures for follow-on support is 
complete. 
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Ensure safety of food and water supplies. 
1. Contamination Control: 

Restrict movements of personnel and equipment into the hazard 
zone. 
Establish multiple sites to speed the decontamination of personnel 
as appropriate. 

j. Logistics: 

Replenish contingency stocks. 
Reissue decontaminated equipment. 
Review accuracy of planning factors. 

I. SPECIFIC WMD REFERENCES 

1. Department of Defense: "Handbook of DoD Assets and Capabilities for 
Response to a Nuclear, Biological, or Chemical Incident" 

2. Joint: Joint Publication 3-11, "Joint Doctrine for Nuclear, Biological 
and Chemical (NBC) Defense" 

3. Multi-Service: 

a. FM 3-6 I AFM 105-7 I FMFM 7-11H "Field Behavior of Chemical 
Agents" 

b. FM 3-10-1 I NWP 18-1 AFM 355-4 I FMFM 7-11 "Chemical 
Weapons Empl~yment" 

c. FM 8-285 I NAVMED P-541 I AFM 160-11 I "Treatment of Chemical 
Agent Casualties and Conventional Military Chemical Injuries" 

4. Army: 

a. FM 3-3, "Chemical and Biological Contamination Avoidance" 

b. FM3-3-1, "Nuclear Defense" 

c. FM 3-4, "NBC Protection" 
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d. FM 3-5, "NBC Decontamination" 

e. FM 3-7, "NBC Handbook" 

f. FM 3-100, "NBC Defense, Chemical Warfare, and Smoke and Flame 
Operations" 

g. FM 8-10, "Health Service Support in a Theater ofOperations" 

h. FM 8-10-7, "Health Service Support in a Nuclear, Biological, and· 
· Chemical Environment" 

5. Navy 

a. NSTM, Chapter 070, "Shipboard Radiological Defense" 

b. NSTM, Chapter 470, "Shipboard BW /CW Defense and. 
Countermeasures" 

c. NBC, "Warfare Defense Ashore" 

6. Marine 

a. MCWP 3-37.2, "NBC Protection" 

b. MCWP 3-37.3, "NBC Decontamination" 

c. MCWP 3-37, "MAGTF NBC Defense" 

. d. MCWP 3-37 .2A, "Chemical and ~iological Contamination Avoidance" 

e. MCWP 3-37 .2B, "Nuclear Contamination Avoidance" 

f. MCWP 3-37.4, "NBC Reconnaissance" 

7. Air Force 

a. AFR 355-1, "Disaster Preparedness and Planning Operations" 

b. AFR 355-3, "Air Force Personnel Shelter Programs"· 

c. AFR 355-8, "Mission Oriented Protective Posture" 
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J. WEAPONS OF MASS DESTRUCTION CHAPTER SUMMARY 

The range o pot en agents an 
'"' ......... ,v:o.:o.S 1nc s previously known military sources and unconventional attacks 

using materials from industrial and medical sources. 

2. Existing doctrine provides useful information that assists in planni 
for defense ·nst ssible use of WMD terrorists, 

1r p n1ng process and 
capabilities in their AOR. 

po g s 
g pro res and resources necessary for detection, 

warning, and response to terrorist use of WMD. It is es·pecially important for 
medical support staffs to be integrated into the planning process to establish 
medical support considerations for planning and conducting operations to 
mitigate the effect of WMD use. 
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APPENDIX A 

SELECTED TERRORIST INCIDENTS AGAINST DoD-AFFILIATED 
PERSONNEL AND INSTALLATIONS IN PUERTO RICO 

AND ABROAD, 1972-1991 

INTRODUCTION 
The following summary of selected terrorist incidents against DoD-affiliated personnel and 

iJistaDarions was piepaaed from previously published Depanmem of Defense. Depanment of Swe, and FBI 
snmmaries of domestic and intemalioaal terrorist iDcidems. 1bis summary is povided to illusttare &be wide 
variety of aaacks to wbic:b DoD-affllialed pcnonnel and facililies may be subjecl.ed. 
Date Event 
(Year-Moatii·D•J) ------------------------
72..()5 Red Anny Faction members carried out 6 separa1e bombing auacks in which 1 was killed 

and 13 were injured at a U.S. officers' club in Frankfurt; 3 were killed and 5 wounded in a 
blast at the U.S. Army European Command Headquarters in Heidelberg. 

74-04 

75-06 

75-11 

76-06 

76-12 

78-01 

78-01-09 

78-01-25 

78-02-14 

78-02-18 

78-04-16 
78..()5.31 

78.{)5-31 

18-09-16 

18-09-16 

Members of the New People's Army of lhe Philippines Communist Party murdered three 
U.S. Naval personnel near Subic Bay Naval Base. 
Members of the Popular Sauggle Front kidnapped a U.S. Army colonel in Beirut and 
turned him over to the Popular Front for the Liberation of Palestine General Command 
after food was deliVered to Palestinian refugee camps in Beirut. 

Members of the Greek terrorist group, Revolutionary Popular Struggle (ELA), fU"e
bombed the U.S. Air Force Commissary in Athens. 

Revolutionary Cells members were credited with a bomb attack on U.S. Army V Corps 
Headquarters in Ftankfun. Gennany, in which 16 personnel we= injured. 

Membcn of lbe terrorist group. RevolutioDary Cells, were blamed for a bomb auack on 
die U.S. Air Fon:e Officers' Club at Rhein Main Air Base. Seven personnel were injured 
in the blast. 

A U.S. Air Force uuck· was bombed in lswlbul. Turkey. 

Cars belonging to two U.S. Navy personnel were fuebombed in Nea Makri. Greece. 

During an ambush of a U.S. Air F<xce II'UCk. an airman was wounded in the vicinity of 
Izmir, Turkey. 

Approximately 200 anned urban guerrillas attacked the U.S. Embassy and beld U.S. 
Ambassador William B. Sullivan and 101 members of the Embassy s&aff for more than 2 
hours in Tehran, Iran. 

Car belonging to a school teacher at the DoD Dependent School was firebombed in 
AlheDs. Greece. 
A DoD communications facility was fued upon in the vicinity of Pirinclik. Turkey. 

A bomb explosion damaged the U.S. Air Force transient family quaners in Ankara. 
Turkey. 

A bomb explosion damaged a U.S. Army hotel in Wiesbaden, Gennany. 
A man hurled two Molocov cocktails in front of the U.S. Marine Corps Headquaners at 
Camp Butler, Okinawa. Japan. The devices failed to detonate. 

A machine gun attack was made at dawn on the U.S. Embassy by the Popular Liberation 
Forces in San Salvador, E1 Salvador. 
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Date 
(Year·Moatii·D•J) -------------------------
78-10-15 A U.S. Air Forte depot~ attacked by machine-gun fire and robbed of weapons in Izmir, 

Tmtey. 

78-11-30 

78-12-30 
~-01-28 

79-01-30 
79.(Y.' 

79-02-20 

79-02-28 

.79-03-12 

79-05-01 

79-05-11 

79.()6..25 

~-25 

79-09-16 

79-10..30 

79-11-24 

79-12-03 

79-12-14 

80-02-11 

8().03 

80-03-12 

Tbe apanment of a U.S. military member wa bombed, resulting in &be wouading of two 
peaozmel in Tehran. Iran. 
U.S. Anny Team House was rcbbed and burned in~ Iran. 

A U.S. Air Force ofru:er was shot and wounded as be was returning 10 his home in 
TeluaD.lraD. 
NATO's Allied Fc£es Soudlem Command compound was firebombed in Naples.llaly. 

UDbowD people poured keroseDe on tbe Jear panioD of a U.S. Army officer's Jeep 
Waaoaeer parbd in froal of bis,J"iclem: aDd set it OD fire in Tebnm.llan. 
UDidenrified iadividaals fired from a passing Cll' atlbe lzmir apanmau of a U.S. service
man aaached 1D 1be Soatbeast NATO Headquanas in lmlir, Turkey. 

Two U.S. Navy sbore paD'OI vehicles wae firebombed in Naples, llaly. 

U.S. Air Force mocor pool, the APO building, and lbe mililary exchange office wCR 
damaged by an explosian aDd filebombing in 1zmir ,Turkey. 

Tblee masked maa firing pistols &om a·SIOieD automobile killed a u.s. semceman and 
wounded anocber before speeding off down a side stteet. Tbe leftist Turkish People's Lib
eratioo, after spending 8 years undetgawnd. claimed credit for die aaack in Izmir, Turkey. 

A bomb exploded at the Marine Security Guard Residence in Bogora. Colombia. Damage 
was exuane. Four U.S. MariDes aDd two Colombians were injured. 

A U.S. Army soldier was killed and two otbezs were wounded by a machinegun auack at a 
bas SlOp in Isranbul, Turkey. 

RAF members attempted to assassiute General Alexander Haig, Supreme Allied 
Commander, NATO; wilb a bomb ccmcealed under a bridge in Obourg, Belgium. Tbe 
bomb exploded between General Haig's car aod an escort vehicle. Two guards wCR 
WOUDded in 1he auack. . 

Police aided a First of Ocrober Group of Ami-Fascist ResiSI3"'¥ (GRAPO) safebouse aDd 
foulld plans 10 kidaap or till a bigh-rankiDg U.S. Air Force off"JCer in the Royal Oaks 
Military Housing Community in Madrid. Spain. 

A U.S. Army soldier was wounded by • explosion at an Amly barracks in West Berlin. 
GelmaDy. 

About 300 lefDsls employing small arms auempred _,take over 1be U.S. Embassy 
localed in San Salvador, El Salvadcx'. Two U.S. Marine Guards wae sligbdy wounded. 

A Puerto RicaD temJrisl group claimed c:redil ·for a Digbt bombing ·at two Chicago, 
mms, mililary recruiliog offices aad lbe Naval AnDDry. No injuries were reponed 

Two sailors were tilled aDd 10 ochers injured when a U.S. Navy school bus carrying 13 
eali•ed men aod S enligrd womea was ambusbed by Puerto Rican terrorim at 6:45 a.m. 
iD lbe viciaity of SabaDa Sec:a, Puerto Rico. 

A U.S. Army sOldier and lbree DoD coaii3CUJI'S were shot lo deadl in an ambush near 
lbeir suburban lsambul, Turkey bomes as they were arriviDg bome from work at the 

' Calamkli Milliary Base at 5:40p.m. 

A U.S. AnDy offica"s car ~ damaged by arsao ·near Viceaz, llaly. 

Members of lhe terrorist group, Macbe=os.. fired oa a U.S. Navy bus in Puerto Rico, 
killing tWo. 
A Pueno Rican Popular Army amorist shot at a government car carrying three Army 
ROTC insuuc&ors in San J~ Pueno Rico. Minor injuries were sustained. 
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Date Event 
(Year-Moatii·DaJ) -------------------------
80-04-16 Three Turkish terrorists shot and killed a U.S. Navy chief peuy officer and a Turkish 

friend as they left lhe peuy officer's apartment to get into bis vehicle in Istanbul, Turkey. 

80-05-31 The NATO Rod and Gun Club was damaged by an explosion in Izmir, Turkey. No in· 
juries wae reponed. The Revolutionary Way claimed responsibility. 

80-07-31 Unidentified t.etrori.sts fire-bombed the first floor apartment of an Air Force staff sergeant. 
Two bombs were lbrown. Tbe sec::ond one SU'UCk lhe sergeant. causing second and third
degree bums. Tbe aaaa toot place in lzmir, Turkey. 

80-09-26 Five U.S. Air Force members were among 213 persons injured by a bomb delo!Wed at 
tbe Okroberfest festival in M&mich. CiermaDy. 

80-1~ 

80-11-07 

80-11-15 

80-11-22 

81-01 

81.00-02 

81-03-15 

81.()3-25 

81-04-12 

81-04-25 

81-06-17 

81~ 

81-08-01 

81-08-31 

81-09-01 

81-09-15 

Two U.S. Naval persoanel were among len persons injured by bombs that exploded at six 
hotels aDd a &bearer in Manila. Philippines. 

A_pipe bomb, lbroWD over lbe perimeter feoce. exploded oo1be roof of a civil engineering 
building at a U.S. mi1ilary base in Ankara. Turkey. No injuries were repcxted. 

A U.S. Air Face member was killed while anocher escaped injury in a terrorist aaack at a 
U.S. Air Forte facility in lbe vicinity of Adana, Turkey. 

Two fuebombs were thrown into a U.S. Army compound causing minor damage in 
Esslingen. Germany. 
Terrorists belonging to Macbeleros desrroyed eight aircraft and damaged two others in a 
carefully execu&ed multiple bombing atcack on the Pueno Rican Air National Guard 
airfield. Damage was estimated co be $40 million. 

Two incendiary devices were discovered inside two LOH-58 helicopters at lhe U.S. Anny 
Airfield near Beudingen, West Germany. 
Three U.S. Marines were wounded in a rocket attack on an embassy vehicle in San Jose, 
Costa Rica 

Pueno Rican National Guard soldier w~ wounded in an assassination auempt in Ponce, 
Pueno IUco .. 
A U.S. military train on the Bremen-Hannover, West Germany, line wu balled by a cable 

·1ha1 bad beeo placed over the rail eJedrifation wiring. 

A U.S. Air Force member was wounded by a lone gunman near tbe Incirlik. Turkey, Air 
Bme. . 

A bomb at lbe NA10 Arms Depot in WabraldallL West Germany (17 miles southwest of 
Hanover), exploded and caused appro~ly $130,000 damage 10 a facility under 
CODSIIUCtion. No injuries wae reponed. · 

Red Army Faction members bombed lbe U.S. Air Force headquarters in Ramsiein, 
Germany t injuring 18 Americans and 2 GamaDS. 
Two, and possibility four, men armed with automatic weapons opened fiJ'e on a U.S. Air 
Force pickup cruet, but none of the truck's occupan&s was injured. The auaclc took place 
in abe vicinity of Malatya City, Turkey. 
A large car bomb exploded in lbe parking lot at U.S. Air Force Europe Headquarters, 
Ramslein Air Base, West Germany, injuring twenty people, including two senior U.S. 
Air Fm::e offic:ers. 
Arsonisls destroyed seven automobiles belonging to U.S. military persQnnel in ~ 
American housing complex in Wiesbaden. West Germany. No injuries occurred. 

Red Army Faction members credited with an attack on U.S. Army European 
Commanding GeneJ3l Kroessen's car with two RPG-7 grenades. The Genetal arid his wife 
were slightly injured. 
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Date 

{Year·M••~·DaJ) -------------------------
81-09-23 Memben of me terrorist group, Lorenzo Zelaya Popular Revolutioaary Forces (FPR-LZ), 

ambushed five members of a U.S. Mobile Training Team; lbey also exploded a time 
bomb on lbe second floor of the Honduran Nalioaal Assembly building. 

81-10-06 

81-10-21 

81-12-0'7 

81-12-17 

82-01-18 

82-04-17 

82-0S 

82-05-16 

82-05-21 

82-0(M)l 

82-07-02 

82-08-12 

82-1~ 

82-10-19 

82-10-31 

82-12-13 

EDJ)tian soldiets assassinated Egyplian President Anwar Sada1 as be was observing a 
parade oUISide Cairo, Egypt. Tbree U.S. military officers observing the parade were 
wounded. 

Two unidentified persoas, cballeDged by mililary police in tbe viciriity of military 
boasing, opeoed file on lbe MPs with a baDd gun. Tbe MPs reaumed fire aDd the indi

. viduals Qed. No oae was WOUDded.. 

A mililary policeman was sbot aDd wounded at Fon BocNm;m aear San Juan, Puerto 
Rico • 

. UnidenrifiNI •meters dlrew a bomb duougb the window of &be U.S. Army aDit com
maDder's offa aear Kassel. West Germany. Oaly tbe detoDIIOr of tbe bomb (a fire 
exringuim packed wilh explosives) exploded aad iDjlnd two soldiers. 
Red Brigades members kidnapped U.S. Army Brigadier Geoeral James Dozier from bis 
home in V~ Italy. ·He was beld far 42 days UDtil freed in a rescue operation by 
1l:alian countatmorisl fcxces. · 

Terrorists belonging 10 &he Lebanese Anned Revolutionary Faction (LARF) murdered 
Assislant U.S. Army Allacbe, LTC Qarles Ray, while be SIOOd oo a Paris sidewalk. 

An assislant U.S. Army aaacbe was wounded by small arms f"Jre as she drove ·in· the 
vicinity of lbe Beirut. Lebanon, port area 
Macheaeros terrorislS killed one sailor and wounded diree others in an ambush outside a 
San Juan nightclub. 

One U.S. sailor was killed and three were wounded in an ambush by the Macbetaos in 
the vicinity of San Juan. Pueno Rico. · 

A bomb exploded at Hellenikon Airbase, Greece, damaging lbe dairy plant inside lbe base. 
No injuries 'lr'ae reponed. 

~lutionary Cells members wae blamed for a bicycle bomb delivered 10 a U.S. Army 
COIIUIWDic:alioas center in Frankfurt. The bomb was detonated, but DO casnalries were 
Jepatll!d. 

A bomb exploded between two vans used by a compuzer dala processing unit of the U.S. 
Army, bat DO injuries were reponed. ReYOlulioaary CeDs claimed responsibility for tbe 
bombing, wbicb toe* place in·Frankfun. West Germaay. 

A small bomb exploded in a U.S. mi1ilary bousiDg area in Frankfurt. West Gennany, 
damaging a car. No injuries were rqJCX'Iied. · 

A device exploded UDder a vaD belooging 10 a U.S. Army soldier, deslroying it and 
causing minor damage to four Olber vehicles aDd wiDdows iD an adjacent building iD 
Fnmkfun. West Germany. 

AD illceudiary device _damaged two cars in the U.S. military leased housing area in 
Fnmkfun. West Germany. . 

A bomb exploded in lhe Dulles Housing Area in Giessen, West Germany. 1be bomb. 
which bad been placed under a vehicle iD lbe parting lot. damaged approximately 15 
vebicles and sbaDaed wiDdows in .Sjoining apaa auent buildings. Tbere wae ao injuries. 

A file extinguisher-type bomb aaached to lhe car of a U.S. Anny soldier exploded outside 
of BDIZbach, WeSt Germany. 1be soldier received second aDd third degn:e bums and 

. intemal injuries. · · · · 
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Date Event 
(Year·Moatlt·Day) ---------------------------
82-12-14 A U.S. Anny soldier enraed his car and discovered a fire extingu:isber-type bomb behind 

82-12-15 

82-12-28 

83-10 

83-11 

84-12 

84-12 

84-12 

85-01 

85-01 

85-01 
85..()6 

85-11 

the driver's seat in the vicinity of Fechenheim, West Germany. The device, which 
contained approximaldy4 lb of explosives connected ro a prasure fuse, did not deunale. 

A U.S. Anny offJCer was injured on emering his car near Cambrat FrilSCh Kaseme, near 
Darmsladt. West Gc:nnany, wben he <Jetmared a bomb. 

A van assigned to U.S. NATO forces was set on fire while it was parked on me street in 
Ostia.l&aly. 

Hizhallah members commiacd a suicide car bomb aaack on cbe U.S. Embassy in Beirut. 
Tbe operation was acknowledged by IslaDUc Jihad. Forty-nine persoas were killed and 
120 were woqnded 

Suicidal rerrorisls drove two aucks carrying explosives iDto lbe U.S. and French military 
banacks in BeiruL 241 U.S. MariDes aDd 46 Freuch military personnel were killed. 
Islamic Jibad claimed ~ponsibilily. 

Terrorists belonging ro 17 ~ovember auassinaJed Navy Caprain George Tsantes and his 
drivezo in Albens, Greece. 
Red Brigades claimed responsibility for the assassination of Leamon Hunt, I)ire(:tor 
Genelal, Multinalioual Force and 0~ respoasjble for monitoring the peace accord 
between Egypt and Israel. - - - - - -- - -- - - . 
Revolutionary Cells was identified as the organization responsible for the bombing of a 
NATO fuel pipeline near Lorth in Baden-Wuruemberg. 

Combatant Communist Cells terrorists claim credit for simultaneous bombings along 
NATO fuel pipeline, forcing temporary shutdown in operaticm. 

. ~ ---
Members of the Popular Forces 25 April (FP-25) claim credit for a four-round mortar 
auack on NATO's Iberian Allanlic Command Headquarters ncar Lisbon. A car and several 
buildings were damaged in dle aaack. 
A U.S. military office building was bombed in Duesseldorf. Members of the Terrorist 
Group. Revolutionary~ were &bought to be~"ble. 

Combatant Communist Cells members claim responsibility for bombing at NATO sup
port facility in suburban Brussels in which two American miliwy policemen were 
inj1Rd. 

Terrorists belonging 10 the Popular Forces 25 April (FP-25) fired du= mortar rounds at 
NATO $hips anchon:d in Lisbon harbor. None we1e biL 

Red Anny Faction Members firebombed lhe U.S. airfield atHeidelbetg. 

lfizhaiJah renorisls hijacked 1W A tligbt 847 eo rowe lO AlheDs from Beirut. U.S. Navy 
diver, Peuy Officer Raben Slelbem. was murden:d by che hijackers. 39 U.S. citizens 
were beld boslage in Beirut fer 17 days. 
Red Anny Faction claimed responsibility for a car bomb detonated at Rhein Main Air 
Base. The bomb killed two and injured 17. In addition. tbe terrorists killed an off-duty 
U.S. serviceman the night before the auact and used his military identification to gain 
access to lhe base. 
Macheleros claimed responsibility for an auack on a U.S. Anny recruiting officer in an 
ambush while he was on his way to wort. 
Red Army Faction was c:rediled with a bomb auack on the NATO fuel pipeline near . 
v oiJersode. 
Red Army Faction was blamed for an aaack on a U.S. mililary fuel pumping station. In 
addition ro the damage 10 the pumping swion. the bomb destroyed two fuel trucks and 
iDitialed a rae dw consumed more than 1000 gallons of fuel. 
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Event 
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86-10 Explosives were disco~ at sewzal mililal'y and miliwy-related facililies throughout. 

Puerto Rico. 

86-11 Macbeteros members were believed responsible for a bomb discovered in the National 
Guard Building in Okl San Juan. Puerto Rico. 

86-12 Macbeteros terrorisls were believed ID be respcmP"Ne for a bomb tbat desa'oyed a vehicle 
ill die NatioDal Guard Cauer at Yauco, Puerto Ra. 

87-00 Members of the Greek terrorist poup, Revolutionary Popular Suuggle (ELA), rsre
bombed tbe U.S. Air Farce Commissary iD Albals. 

87-h .. · Terrorists belonging 10 1be New People's Army (NPA) murdered two American 
~ an American ~and a FilipiDo bysaander. outside Clark Air Bae in the· 
PbilippiDes. 

88-04 

89-02-19 

89-06-19 

89-10-22 

~3-31 

9().05-13 

Hizballab members kidnapped UDiled Nalioas Miliary Obsener LL Col. Richard 
Higgins. USMC. In July, 1989, Higgins videoaaped remaiDs were aite4: bis remains 
wa-e idliioed 10 tbe 1JDiled StaleS iD 1991. 
Japmese Red Army members wc= beJd responsible for a bomb lbal was placed in frcat of 
the U.S. servicemea's club in Naples, llaly. The bomb blast killed five people, in
cluding a U.S. servicewoman. Two JRA members were the main suspectS in the 
bombing tba1 coincided with the aunive:sary of the U.S. raid on Libya in 1986. 

A bas canying U.S. milil3ry perscxmel ncar Comaya~ Hoadmas, was bit by a bomb 
blzt, injuring three U.S. military and two Honduran civilians. 1be Morazanist Patriotic 
Front (FPM) claimed responsibility. 

An improvised explosive device deiDnared early iD tbe morning at tbe Puerto Rico Army 
National Guard ReauiuneDt Cenler, in Bayamoo. Tbe ~losive device bad bCen pl3Cecl 
in lhe front doorjamb. 1be blast caused damaged ID tbe exterior of the building, shat- · 
tering a pla&e glass window and door. No injuries or ·loss of life occurred. EPB
Macbeteros claimed responsibility. 

The New People's Amly killed two U.S. civilian Depanmem of Defense coillr3C10rS in 
their vehicle 10th of Clark Air Base, apparaWy limed to coiDcide wilb abe arrival of the 
U.S. V"sce Presidelll in Manila. Pbilippines. 

Revolutionary Popular SII'Uggle firebombed three cars belonging to U.S. Air Force 
penonnel iD AlbeDs, Greece. The aeu day, an inceDdiary device was found under anoda 
airman's car. · 

Tbe anlicapiaalist Amiesrab'isbmeat Suuggle OrpDizaDon claimed ~sibility for &be 
filebombiDg of a U.S. Air Fon:e ~ iD Palla, Greece. 

An anidelllifled assailant dlrew a grenade inlo tbe My Place nightclub in Panama City. 
Panama. ODe U.S. soldier was killed: sewnl Olbers were injured. ·An eyewiiDess ~ 
paned 1bal tbe suspect sboured "Viva Noriep• before duowiDg die device aDd then es
capiag iD a aearby vebide. Responsibility for 1be allaCk was claimed by two previously 
aDialown groups. Tbe Organizarion for die LibaarioD of Panama aDd the M-20. Bolh 
poaps wae believed 10 be comprised of Noriega loyalisls. 

A bus canying 28 off-duty U.S. Air For= personnel was marked by unidentified gunmen 
iD me. vicinity of~ Honduras. SeveD airmen were WOUDded in lbe ambush. two 
of whom requited bospilalizalioo in Tegucigalpa. Tbe uoops. wbo wae assigned to Soco 
Cano Air Base, were anacked as lbey rewmed from a Raea1ional outing at the pcxt city of 
Tela. Responsibility for the auack was laler claimed by tbe Morazanist Front for the 
Liberation of Honduras (FMLH). 

The New People's Army. me mililary wing of the Community party of tbe Philippines 
was teSpOIW"ble for abe slaying of two U.S. airmen near Clark Air Base and may have 
been responsible for abe assassilwion of a Marine sezgeant earlier in abe month. 
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Date Event 
(Year·Moatla·DaJ) ---------------------------
9().()5.27 On May 27, 1990, an unknown number of individuals cut through a chain-link fence 

surrounding the Puerto Rican Anny National Guard (PRANG) compound at Mayaguez, 
Puerto Rico. They set fire 10 two PRANG uucts, which resulled in the destruction of 
one vehicle and considerable damage 10 abe adler. No claims of m;ponsibility were made. 

~ Radicals threw more cban SO fuebombs at the rear door of a U.S. Almy office in Seoul, 
causing minor damage. 

90-10-18 Six U.S. crewmen from the U.S.S. Saratoga were auacked by 12-14 SIDdems from tbe 
Teclmical University wbo were armed widl sticks IDd clubs. Ooe crewman was replned 
injured. The oaly identifiable word spokeD by abe aaactas was •Sararoga." Accmling to 
JRSS repons. lbe aaacms bumed a cardboard American flag aod sboult.d "damn Amtlican 

90-11-03 

90-11-10 

91~)1-02 

91~1-04 

91~1-13 

91~1-20 

91~1-21 

91..01-21 

91~1-29 

91~1-29 

91-02-07 

imperialism •• 

A111:SO p.m .. a bomb wem Off OUISide a l'eSiaDI3IU in ViDa Del Mar, OWe, injuring 
eight people iDcluding 3 persoanel from dle U.S.S. Abraham Lincoln. Responsibility 
for the iDcidcmt was claimed by the Manuel Rodriguez PaJriotic Froot (FPMR). 

At approximalely 6 p.m., five 10 six youdls lhrew two boales at a Turkish bus trans
paning U.S. naval personnel from the Guzelbache dock to Izmir, Turkey. A1 the time of 
the auack.lhe aircraft carrier U.S.S. Kennedy and the cruiser U.S.S. Gates were in port. 
The following day. leaflets were found in the parking lot of an apanment building 
occupied primarily by U.S. military personnel, as well as on the windshield of some 10 
cars (with foreign civilian license plales) parked in the lot. 1be leaflets read; "Yankee go 
home, condemn American Imperialism," and were signed by a heretofore unknown group 
c:aJJed Sncialisr Y ouah. 

Two U.S. crewmen, Lt. Col. David Pickett and crew chief PFC Eamesi. Dawson, were 
execuu:d afier rheirbelicopier was dowued by Farabundo MarUNalimal Liberation-Front 
(R&.N) militams iD CanlOil San Francisco, El Salvador. A third America.11. Chief 
Warrant Officer Daniel Scou. died of injuries he received when the belicopcer was shot 
down. 

FMLN guerrillas rued upon a team of American military personnel in Canton San 
Francisco, El Salvador, 'who were invesligating the deaths of rhe wee u.s. -airmen lost in 
the January 2 downing of a U.S. aircraft. 

AD UDblowD individual poured flammable liquid oa the rear of a car owned by a U.S. 
citizen at lncirlik Air Base, Adana. Turkey, and set it OD file. 

A molorov oocktail was -duown mao lbe sareet of an American housing area in Osterbolz· 
Scharmbeck. Gamany. No damage or injuries occuned. 

An .incendiary device was placed inside the car of an American soldier in Luebbersledt. 
Germany. The car was parted in an American housing complex at the time. Only miner 
damage and DO injuries oc:cuued. 
The U.S. Mililar)' TJaflic Management Command Outpost (MTMC) in lstanbu19 Turkey, 
was ~ly damaged followiDg delooarioo of a bcmb. 
A bomb exploded outside the U.S. militaty's engineering warehouse in lz1Dir9 Turkey, 
causiDg extensive damage to a number of cars, one of which belonged to a U.S. 
serviceman. 
UDkDown individuals poured flammable liquid on dlree vehicles owned by U.S. military 
pcnoune.', in Ankara, Turkey, casing extensive damage to two of the three cars and miner 
damage 10 the third. · 

Dev Sol shot and tilled a U.S. civilian conuactor Bobbie Mozelle,~ he was getting into 
his car to ttaveiiO wart a1 Incirlik Air Base in ~ Turkey. 
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91-m-16 Terrorist members of the Manuel Rodriguez Palriolic Fronr/Dissidents (FPMR/D) 

anacted an armored U.S. Embassy van wilb a ligbt antitank weapon (LAW) and awo
matic weapoas·me in Santiago, Chile. A. u.s. Embassy MariDe security guard was in
jured by flying Plexiglass from die VIIL 

91-02-21 A bomb exploded on tbe U.S.-Spanisb pipeline Dear Cordoba. Spain. The pipeliDe sup
pons U.S. Air Force operalioos at Moran Zarragaza 8Dd Torrejon Air Base. The expJo. . 
sian caused miD« cfama&e aDd DO injuries. 

91-02-23 Cbukatu-ba anacW a U.S. Navy boasillg compoaDd ill Yokobama, J~ widl ~ 
jecdles, cansjng miDar damage. 

91 ~2-'1:1 Tbree cars belonging to American persoDIId assiped to SaD Vito Dei NormaDi Air Bue 
oear BriDdisi.llaly, were set afire. Tbe cars were palkcd iD a JeSidenrial area wbele many 
of 1be base pel'SOIIDd 1M. All die cars bad U.S. Forces' regisuaboo liccase plales. 

91-02-28 Two Dev Sol gumneo shot aDd wouaded a U.S. Air Force offJCer as be enla'ed his 
p:sjdence in lmlir, Turkey. 

91.03-12 U.S. Air Force Sergeant Ronald Odell Stewart was killed by a remoce control bomb 
cletmated atlhe emr.tc:e of bis apantneDt building iD Albens, Greece. The RevolutioDary 
Orpniralion 17 November claimed tbe aaack was in response to •me genocide of 13,000 

91-03-22 

91-03-28 

91-04-13 

91-04-25 

91-05-04 

91-05-17 

91..Q6.05 

91-06-18 

91-10..28 

llaqis.. 

Three members of Dev Sol assassinated Jolm Gandy, a U.S. civilian conttacUJr, in his 
Isranbul. Tmtey' office. 
Three U.S. Marines were sbot at and injured by 8D Arab iDdividual while driving near · 
Camp Tbree, Jubial. Saudi Arabia. _ . · 

An eslimaled 100 SbJdents from nearby Dankuk University aaempced 10 block the road in 
front of Hannam Viallage, a U.S. miliary residential compound. in Seoul. Korea. The 
SbJdems scaumd anti-U.S. Jeaflels and duew firebombs befcxe being dispersed by police. 
About SO radical SIUdents anacked the twO-SIOry U.S. Army EngiDeering Corps building 
ill clowDtoWD Seoul, Korea. . 

A small group of smdeniS Slaged several random ami-U.S. aaacts OUISide the Loae Hocel 
iD Seoul. SoUib Korea. wbere a U.S. mi1ilary group was boldiDg a soc:ial galhering. SUI-
deals ased rocks to bRat windows of a U.S. mili1ary veiUde 1bal was approacbiDg tbe 
holel. injuriDg the driver. Olber U.S. mili&lry persaauel were pbysically acc:osfed. Two 
U.S. miliaary bases wailiDg iD abe partiDs lou &uued brokeD wiDdows during abe 
dislurbaDce. 
AD tsrimarM 400 smdellts tbrew firebombs roward HaDDam Village, a U.S. mifuary 
bnqsjng compound in dowDiowD Seoul. Korea 

Six U.S. mili1ary ins1nlclors uaining Colombian mariDes on liRe Bost Whaler craft on 
die MagdaleDa and Sogomoso Rivers, Colombia. came UDdrz boslile fire. 

An explosive device was clisc:overed about IS feet from tbe side of an apanment building 
iD Lima, Peru, boasiDg bolb &be chief of lbe U.S. Embassy's Military AssistaDCe 
Adviuy Group (MAAG) 8Dd lbe MAAG's seaiar U.S. Army rqnseowive. The device 
consisaed of five kilograms ofanfo and SOO grams of dynamile. 

U.S. Air Forte S&aff Serpant Vic&or Marvick was killed aDd his wife was injured wben a 
bomb placed undrmealh lbeir pickup 1n1Ck exploded uear Ankara. Turkey. 
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Date Event 
(Year·M.o•Ut·DaJ) . ., .... 

.. . 91-12-06 · ;•Unknown .individuals thr.ew: Diolocov cocJaails·at~a:.building. that houses U.S. military 
. personnel'·and their. families• i{l· Ansbach, Geaman~~ ;Minor:~rdamage and no injuries 
- occurred in the.adack. · -~· .· • · 

91-12-m A privarely owned vehicle of'a'u~s. Naval ofrm wa5';5et ab~·'arid deslroyed during the 
early moming··homs·while parked·at--.the offu:er's re:sidence.on,.the.·'Yokosu.ka Naval Base, 

·Japan .. 

91-10..28 Two car bombings killed a U.S. Air Force sergeant and severely ·Wounded an Egyptian 
diplonw in Turkey· •. Turkish Islamic Jihad claimed responsibilityr; 

91-1()..29 A rocket struck tbe edge of the U.S':~ Embassy m•·Beilut,:;:uoanon. Thete were no 
. injUries. .. . i. . 

91-12-22 The remains of Amen~·:hOS~aget!ol. William·.R~·Higli~:weterecovered and flown 
bact ao"the Uniled swes:'fcr·'&Urial~ai Qualitito·NatiOnal Cemetery~ 

; .... 

.. ' 

··i ... 

'i ,;>; 

'.<: ..... 
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APPENDIX B 

DoD COMBATTING TERRORISM-RELATED ISSUANCES 

A. GENERAL 

Ageacy, or CINC documems cauaining specific implememarm measures appropriale for each DoD 
component «activity. 1be following table identifies key DoD issuances which direct. regulale, or provide 
supplementary guidance bearing on lhe organization, development. formulalion, implemenwion, and 
ovasigbt of activities comprising tbe DoD Combaaing Ttnorism Progr.un. 
B. TABLE NOTES 

1. 1be following commeolS are intended to aid inretpre&alion of the cable. 

2. Column 1, Prefa, identifies any administration conttol or security marking applied to lhe DoD 
document identified by undtJssijied title. The following scheme is used: 

0 Official Use Only_ _ _ 
c Confidential 
s Secret 

3. Column~ Number, identifieS the DoD doc:wnenL Numbers followed by (D) are DoD Directives; 
all Olber issuances are either DoD Instructions or DoD Publica1ions. 

4. Column 3, Sub~ is self-evideDL -

5. Column 4, Date, is the publication dale listed in the annual index to DoD issuances. DoD 
5025.1-1 (refemlc:e (uu)). 

6. Cobunn 5 lists the Office Symbol and commercial telephone number for DoD Action OffJCerS 
assigned to each DoD issuanc::e. 1be following Offices and their relaled Office Symbols are found in the 
Table B-1. 

7. Column 6, AT Relevance, is a brief description of material included in the DoD issuance of 
poaeotial interest to AT program participantS. 

-
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8. Tbe DoD issuances generally faD into six broad ca~egories: 

a. DoD Persoaoel. including directives bearing on tbe assignment, training, and support of 
individuals assigned to high-risk billets or potential high physic:al threat counlries; 

b. IDtenaatiODal Policy, including· adherence to and uaining with respect to me inrenwional 
conventions goveming lbe conduct of milliary insriwtions in war; 

c. Security, including information security, physic:al seemity of DoD facilities, arms and 
ammunition of all caaeg~ and DoD-relared induslrial infraslrudure; 

d IDtelligeace, including limiwions and procedures governing tbe collection, storage, and 
dissemination of illfonnaricm, especially oa American~ in CONUS or abroad; 

e. Law Eaforcemea~ including use of military resources 10 assist in abe enforcement of 
Jocat ~ and fedelal annes: use of selectecl iDvesliptive tools. iDiriatiml of c:rimiDa1 invesligarions, 
esllblisbmeat of jurisdiction by tbe Depanmeot of Justice in certain crimiDal matters arising oo DoD 
ir.sta»;nitm, JJid 1be use of force or deadly force by'DoD securUy pasamael; and · 

f. Pablic Affairs, iDclgcting geoezal iespoasibililies of CINCs for public affairs acaivities, 
specific public affairs guidance on selecrcd ropics. and support by DoD public affairs officers ID news media 
representali~ 
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,, .. Number Subject D•t• Action AT Aelev•nce ... 
Office & 

Phone 

1030.1 (D) Vidim and W11nea Aaliatance wilt! 20Aug GC 0~ of DoD ID M wilneuM m 
Change 1 64 (703) and vic:Drna of c:rimm.l ec1:1 indud".ng 

61~·7676 acts of~. 

1300.7 (D) Training and Educa1ion t.llal&ns 23 Dec FM&P Training requirements and~ tar 
Necessaty m Support lhe Code of 18 (703) DoD penonnel an behavior while 
Conduct wilt! Change 1 697-3387 confined ~ ~rists. 

1342.6 (D) Oepanrnent of Defense Dependents 17 Ocs DA&M EJigibitily requiNmen&s m uu OOODS. 
Schoob (DODDS) wilh Changes,_. 78 (703) iniii'UC:Danal stlndatda. requirwd raac:Nr 

697-1142 training. 

1~.5 (0) DoD Pobcy tor c;-.n Personnel 21 Mar FM&P DoD apeccarions ot c:iWian em~: 
83 (703) DoD obligations 1D Civili8n ernpoyeea 

697-5421 

1400.6 (0} DoD Civilian Employees in Overseas 15 Feb FM&P .. Aui;nment of OoO c:iYilian personnet; 

Areas 80 (703) poten1ial impact on assignment to high 
695-2330 riM bille&s or tigh ris« areas. 

-

0- 2000.12 (D) DoD Comoamng T etrOrism Progr~m 27 Auo SOIUC Basic:~ ouUining DoD anti· 
90 (703) terrorism policies .ncs responsibilities. 

693-2898 

0· 2000.12-H Protection of DoO P.rSOI a .. , Against Pending SO'UC PI'IMdes backQraUnd rna.na& on ....,. fD 

Terrorist Al::ls Revision (703) entww» 1N MCUrity of DoD personnel 

693-2899 and depencs.nts .,_t tltn'Orist ltVNtl. 

3025.1 (0) Use· of Militlty Aesaun:es During 23W., USDP ,,.,._,calion of Posse Comialus 
PMC8time CMI Emergencies Within 1te 10 (703) SIII!UII: describes end limi1s use of 
United saa.s. Its TerriiDries. and 697-5454 rnilitlry resources to M tocaJ law 
Possessions enforcement IICtivrties. 

3025.12 (0 Employment of MiliQiyR8ources in 1M 19 Aug USDP OutinM Ulft and limits ol mililary 
Evaru of CMI Oislurbances (reprint) 71 {703) fotca to protKt DoD property and 

697·5454 personnel in the ewnt of civil 
disrurtaanc:.s 

3025.13 (0, Employment of Oepanment ot Oetense 13 Sep ES lmplementlliOn ot DoD-Seaet Serw:e 
Resources in ~ of lhe lnted 15 (703) MOU tor protection of the President and 

Stales Seaet SeMce 697-3133 olher U.S. andlor foreign dignitaries in -
the u.s. 
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~r•• Number Subject Date Action AT Retawance ... 
~ .. Office • Phone 

3150.5 (0) DoD p Ifill = 1M ID ~liPID liMd Nuclear 2~ War AE Oulinu ODD ,._.,._. ID .....-. 

O.W. (IND) lncidlnla 17 (703) lerroNt incideftt 
695-7836 

322~..3 (D) PttpaJ Security Equipment (PSE): 17 Feb USDA · acs.Mfies ODD orprUalionl ilwaMd in 
••=gnment Dl Aelponlibiily IDr 19 (703) ROT&E. acQUilitiDn effana retalld 1D 
Rnurc:ta, O.lllliopiMtd. Testing. 695-1536 phyaic:aJ MCUrity equipment UNd in AT 
EvaluDon. Procanmen%. De~ prvgrarna. 
and SUpport 

s- 3315.1 Ccoclilaalion and Reponilg Dl Foreign Z3Mar C3l lnletligence PDtiey 
. tnrelligence and -..a~ReJ&~M "' (703) 
CofdKis and Afrwj ....... (U) 697·3159 

~.50 <Mt8Ns Alas ~ From Prohiti1ion 21Aug FU&.P Policy l'8te¥MI D UM of incigenaul 
on Sliprnent of Ffnign I lade 16 (703) '**'- br DoD periOf'IMI in high risk 
P~ Vttlic::les a1 Go•mrnenr 613-~068 billeiS cw pocemial high physical 1hrMt 

PD8ftM wid\ a-. 1 countries 

c~ 4500.51 DoO Non-IKDc:al Armcnd Veftide 'May 87 SOJUC AT Poicy. 
Policy (U) (703) 

6a3-2898 

C· 5030.~ &onificanr Milary Earciaes (U) with 2&Mar USDP See document tor aelails. 
Changes 2 and 3 70 (703) 

614-4660 

5030.7 CoordinaliDn of Sio« ·r; c•ll U1igarioft and 22Aug GC Coan:linalian with DOJ Of'l ~ of 
Oltw ....... IMaMng .. ~~~ .. (703) filmHilt incident~. proHCU1ions of of-- &85-3657 petpelraln, and. DoD support ID OoJ. 

5100.52 (0, ODD AN~ ... D _. Aclcident or 21 Dec USDA ODD. fiiJl l 19M 1D llmlf'ill inc:iOent in 
$9dCanl lnc:iden1 DaMno Ariel en. II ('103) which radioacti'M ~ .,.. alleged ....... 615-7G& cw .. .:IUallr imatwd: Pubic An.irs 

.,..,_ included. 

5100.52-M NuaMr W...., Amdent A liP Q .. Sep 10 AE Qullil-. ..,.afic ,.....,.... ID M 
Prac:IN&ns (NAAP) (703} IDIDwed in ·1M ewnt of a nudAt weapon 

695-7136 accident pnx:8dures may be used in 1M 
evMt 1hal a weapon is tar;et of wronst 
altiCk. 

5100.7& (D Physical Secwi- ... Board wil'l 10 Feb C3l a.w of DoO ...,.. ~ ReVIeW 
Chlngl1 11 (703) ao.rd; responsibilities - *" IOiog) 

617·5561 supportive . of AT effons oU11ined. 
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~, .. Number Subject o ••• Action AT Relevance ... 
Ofllc:e & 

Phone 

5100.77 (0, DoD Law ol W.r Program 10 Jul GC lnf8mali0nal 1eoaJ proteaions tot 
7D (703) non-combatants outined inducting 

697-0248 ~wf'torNyhave 

CDmmia.cl c:MI crimes ag&Nt 
American peraonnel. 

5100.76-M PftrlicaJ s.amty of s.nsiliva HD83 C3l Pnmcles tpeCific IIC:Miques to harden 
ConwnHnal Anna. Ammunitions, and (703) weapons and Ml'nunitton stara;e 
~ cn..s3and4 697-5568 facilities against artac:k: ~~ 

have appicalions 1D other facilities and 
... ,... against tetrotists. 

5100.78 (D, Uni&H Statu Pon s.curity Program 25 Aug C3l Func:sional requirements tor AT 
16 (703) c:apaDiities in u.s. Pons UMd b¥ 1he 

697-7641 Depanmem of Defenae 

5105.35 (D) Atlsponsitlilitiea ot Unified and Specified 7 May 65 PA Public Atlairs responsiblilies assigned 
eomrn.ncss in Public Aftairs MaD8rs wilh (703) 1D CINe$. 
ChanGe 1 697-1254 

5148.11 (D, Auisaaru IG 1M s.cr.auy of Detenae 2D Jut DA&M. . Oudines inltllioence oversignt 
(lnteWgence Owelaigft1) wilt\ Changes , 19 (703) responsibilities inc:tuding collection and 
anc:l 2 695-4281 reporting 1DUChing upon AT and related 

.naners. 

5160.54 (D, DoD Key Auell Protec:DOn Program 26 Jun USDP Oit.cD use of DoD assets tD p&an 
(KAPP) 89 (703) prof8Ciian tar assets not owned by the 

697-5491 Depanment of Defense but critical to tl'le 

Oepanment of Defense's operational_ 
and logistic requirements. 

5160..54-A lnduslrial Facilities ProiKion Aegu&ation Mar77 USOP Outlines NqUiremem:s 1D proled 
Changes 1 and 2 (703) indus1rial taciities of aigniicanc:e 1D 

617-5454 DoD: proW:tes rneas&ns ID be used 
aeainst ¥Mety of dadLs . 

5200.1 (D) DoD lntormuon Security Program wil'l 7·""'" 12 C3l Basic c:iaSiificall:l ~; eSiablishes 
Change 1 (703) policy gowming protection of national 

695-2686 security information. 

5200.24 (0) lntercePDOn of Wire ..s Oral 3Apr71 C3l Ouainea cin::umslancn ~r whicn 
CommunicUons lor Law Entocement (703) eMicVonic aurwiMance and telephone 
Purposes wilt Changes 1-3 697-9586 surwilanct may be used in AT 

investigations. 

5200.27 (D, Acquisi1ion of lnfannaJion Concerning 7 .an 80 IG Ouaines pracadutes under which 
Persona and Orpnizalians Not Afiliared (703) c:aileC:Iion of infonnalion on American 
with 1he Oepanment of Defense F14·8163 c:itiuns is au1horized. 
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.-r•• Number SubJect . ·~~~ Date Aetlon AT Relevance ... 
Office a 

Phone 

5200.a (0) ~ of DoO IM'eM•tana Md 25A,w C3l 8uic ,..._..1111 tDr ,.,_.Cion of 

~ .11 (703) DoD UMtS tram d .... ae.-s . 
617·5568 

5200.8-R ~~Prapn Mlyl1 C3l Speciles Phylic:al ~ Spllm 
~ (703) ~ 1D be wed 1D Jlr'OIICt DoD 

697·5508 ..... ..,. wide,... of phpical 
lnals; apecifie8 prolldi¥eayst8mS 
for c:aa.QDI iH of DoD .... tl. 

5210.41 (0, s.curily ~ tor Proleding NueiMr 23 Sep C3l Specifies ~ of nudear ....-. 
w._ •• {703) ao-inst all 1hrNIS induding lln'ariall 

687-$568 

5210.4& (D, DoO BuiMl1ng Secuily tor 1M Nallonai 28.11n DMM s.-Dn Pf'OC*Iures ID be UMd 1D 
Capi1al Region 12 (703) pra~~e~ DoD aMI:I in 1M NaliDnal 

685-5052 Clpital AIR. 

5210.56 (0 u.. of Deadly Force and 1M Carrying 25 Feb C3l OulliMs cirannslanCU under whiCh 
of Firearms br DoD Pefsomel Enoaoed 12 (703) fata Md deadly force ~My bl &Md 1D 
in .... emorc.m.m Md Security Duties 617-5568 defend DoD auel:l: outlines 

~ &nMr which WINPOftl 
may .. cam.cs abocd CIOfiVNtCiaJ WCraft 

5210.63 (D) Securi1y of Nudear Reac:lars aiid 6Apr90 C3l Specifies proiKiian for nuciNr 
SpecaiNudNr ....... (703) tUCDs and IPKilll ~ rna~ 

&97-5568 against ttnals cumpa able ., 1hole 
J"Mnted t~r wrons1:1. 

5210.14 Sean, of DoD ,. ..... Ill u.s. Z2 .1M Cll llnplenltnls Do().O()S Memaran~Un 

116aian1Abrolld 12 (703) of UndetS181dnv on HCUrity teMces 
697-5568 1D be DnMcied ID DoD persoftNt 

aaigned 1D or IIZiaCMd ID U.S. rniUions 
owrMU. 

5220.22 DoO lnduslrial Security Program I DeclO C3l OUIIines rapansibihes of DoD 
(703) c:ann=rs 1D Pf'OIKZ DoD infanna1ion 
615-5171. & ~tCMD~ogJ 1rom a wide rqe 

of ~nat~. 

5230.16 (D) ...... Aa::iclent Md Incident Public 7 Feb 13 PA l)isn='ft prafMr disMminaDon of 
NIMaGe'idt"lCiiJ (703) inbmalion in .._ ewnt of an incident 

693-6163 inwMng nudNt wupons •. 

-

5230.17 ~ for Oildos&n of Quailed 17 Feb USDP EslaDUMs ptQCledures unclet wniCt'l 
Mili-.ry lrdDnndon 1D Foreign IS (703) daaified inb1naDon ,..., .. provided 

Go¥8I'IVMfttl and lnlemdonal 695-0122 ID friends .nd -..: irnportlnt with 
Orpnizalions raped 1D snaring of ..,.,..rist ~nat . 
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..... Number Subject Date Action AT Relevance ... 
Office ' Phone 

~·- . 

0· 5230.22 Sec:wity eon...- on 1M DisMminalion 12 Jul C3l Eslilatillws lirnildDna an ftl 
of lnl8iligenc:e lntonnalion •• (703) diuermnation oJ ~ 

6SS.2686 intannation: can im.-=z ciiMmiM!ion 
of terTorism ttnaz infonnaaion. 

5230.9 (0) Clearance of DoD lnformalion for PuCbc 2Apr82 PA Specifies pi"'CCCCnS Dr Which 
Release wi1h Change 1 (703) infomaa1ion can be a...d tor public 

697-4768 dissemination: relevant 10 writing and 
discu&sion of AT JftO"ImS in media. 

52.0.1 (0) DoD Intelligence Activities 25Apr C31 Defines DoD campo~...,.. pattic::ipaZing 
88 (703) in int8tligence camrnunitr. .tloc:aln 

695-0822 responsibilities tor infafmUon 
c:ollecliGrl and ~s. much of which 
is retated 10 •rrotiam. 

52~.1-A Proc:llduta GoweninG IN AciMties Ole 12 C3l Oulina proceoans 1D 11:1e ~lOWed wun 
of DoD ln .. ligence Componems !hal (703) respect to baSanc:ing ri;hll of Americana 
Artect United Slates Persons 695-0822 with requirements of national Ma6ity. 

5240.10 DoD CounlannteUigenc:e Sul)pOft to 18May C3l ~ DoD assas~anee tD CINCa in 
Unified and Specified ~ 90 (703) counterintelligence INeat briefin;s. 

697·9586 
--

5240.2 (D) DoD Counterintetbgence 6 .am 83 C3t Defines countenn•lugence adlviles 
(703) and assigns du1Mis and responsibilities, 
697·9639 many of whidt ntiated 1D DoD AT efforts. 

5240.4 Reporting of Counterinllfligence and 22Jun C3l DeacriDes .... 1ftal INIUid De l:iiUn 
Criminal VIO&alionl 87 (703) 1D ~ unau1Mrized ~Ot ilteoaJ 

697·9639 counterintelligence adiWift. 
IG 
(703) 
614-1163 

52~.6 (D) Counlerintdgenca ~ and 26 Feo C3l EmDiilnn requiNments tDr c:ount81• 

8rie6no Program. Reprint 16 (703) intalligence briefing and defensive 
697·9639 measwes trai~ for DoD personnel 

at risk from hosti&e inte&rag.nce semces 
and tneir agents. 

5'00.11 (D) Depanment of Delense PrNacy 9 Jun 12 OMM OuUines procedures ., tie used t.o 
Prcgram (703) safeguard priwle. ~rsonal 

614·3027 intomwion of DoD persomel. 

5400.11·R Depanment ot Defense PrNacy Aug83 OA&M Spec:rfles procedures ., De toiiOwing 

Program (703) reOarding control and retease of pnvate 
614-3027 inforrMiiOn relating to DoD personnel 

and their dependents. 
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~, .. Numb•r ... 
s.&00.7 (D) 

I 
$1&00.7-R 

s-&10.1 (D) 

5410.15 

5505.1 (D) 

5505.3 

5525.1 (0) 

5525.5 (0) 

5525.7 (0) 

SubJ•ct .·tl Dat• Action AT R•l•vance 
Office • Phon• 

DoD Ff'MdOm of ~fofmalion Ita 13 May PA Describft cin::a.l'nazances under whic:tl 
Pragrwft 88 (703) infamlalion may .,. wittNid from the 

697·1180 put!Uc fallowing a FOIA request 
ou1lines FOIA proc»dur.s. 

DoD Ff'MdOm of ~fotmalion Al:l. Od 80 PA PrcMdel detailed guicSanca on 
ProgrM1 Change1 (703) prDCissing of FOlA requus:s. 

697·1180 

~ of tnfotmaDon eonc.m;ng 7:1 Sep PA UMfUI oen-aJ guidMce an oea1ing 
~.,.., ee ...... ~rMaMn; 73 (703) with cuuatty infonnalion .,....,. 
Militaty ,..... ... at Equipment 683-1076 NIUiting tram Wrarist ft:idefiiS 

as if 1Ny ..,. IICCidenlal ir1uries. 

DoD Public A1airs ~ 1D 21Mar PA Prowidn guicSanCe on aur:1P0ft ID be 
Non-Gowmment. Non-Ent811ainmens- 88 (703) giwn,.... media during ca-.rqe of 
OrieniH Print a Eledranic Media &S$-0168 t8rrOrilt inc:idem:a. attilllmMism 8ftd 

counterterrorism lraining. 

DoD CrirniMI lrweatigalion ScancsarGs. 13 Feb IG Policies gcwemtng DoD criminal inw1D-
Policies and ProcN&ns 15 (703) ga21on1 including c:riminal acs 

614-8163 Wiiiiliawd against DoD personnel. 
faciities. at mar.eriet by potitic:ally 
molivar.d perpelraiDra. 

lnitialion of lnwsligalion by Miliwy 11 .Jul IG Outiftes c:irc:umsrances undet'Which DoD 
Criminal lnws1igative Organizalion 86 (703) military inwsigaliw organiZations 

61 ... 163 initiare criminal irwes1igaliofts. 

Stalua of Foraa PolicH anc1 7 Aug GC .oaaetibes ~and~ of 
lnfonnalion with a.noe 1 79 (703) S.... of Forces ~...,..ms Md 

617-7215 allocllion of ~~ under 
tMm. 

DoD CoopaariOt wilh Civilian &... 15.,. DEP&S Oe1ailed discuuion Gf DoO support 
Enfolcernent OllcMia _wilh Change 1 .. (703) 1D ._ enforcement ...., Poue 

113-1120 Comi&alus sta!Uie. 
FM&P 
(703) 
687-3317 

lmplementalon of 1M Memonutdum of 22Jan CG Ou1tittes basis & procedureS lot diViding 
Undeiltlnding 8etwMn 1M Oepat~nent 15 (703) jurisdiction beiWMn 1M Oepanment of 
of Jullice ~ lte Department of 613-0270 IG Justice and IN ~~ of DelenM 
0...... Aeialing 1D 1M lnwstiga1ion (703) tor irwestiplion and proaec:ution of 
..S Prosecution of c.n.in Crimes 614-8163 crimes. 101M of which may 1» 

commiaad by t8rrorists. 
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APPENDIX D 

PHYSICAL SECURITY MEASURES FOR DoD FACILITIES AND 
INSTALLATIONS ADJACENT TO BODIES OF WATER 

A~·:_ l'l\"fRODUCI10N 

1 . DoD facilities mel iDsaallalioas localed 
.SjKaatiD bodies of Wai.er, such as p:rns. lirficlds. 
RAD facilities. Uld trainiDg ueas face all of 
the rarorist dlrea1S as laDdlocked facilities or 
msianatiolls. ID ldditicm. they must be dcfe:Ddcd 
agaiDst wuaside asaulL 

~-..... ---~ 

2. Measures diseussed iD this appendix 1rc 

inlmded to lddn:ss the following types of terrorist 
dlrea&s ad pou::ntial CODSCqUeDCa. 

.. 
~ . .. . - ~ 

Figure Appendix D-1: Waterborne Terrorist Threats to DoD Assets 

3. The Appendix presents material in a 
JDmDa' ~ tD c:ta..pr.ers vn dlrough IX. building 
on the ccmcept of a pbysic:al sec:urity system 
incmded CD proaea a broad rmge of DoD assets. 
inc:luding those shown in Figure Appendix D-2: 
DoD W ataside Assels. 

4. Terrorist altiCks from lbe warerside of DoD 
facilities are not fmuiamentally different than 
terrorist attKks from the landside or such as an 

mstallllion or f&c:ility. 

. .,__~-- -

. ..... . -~' i;• . • I'• ' - ---- . 

physical sccunty sysiC:IIl f1mc:tions arc reviewed. and 
soaie of the diffcrmc:es between wacerbome and 
landside terrorist anac:ks are identified and 
disc:ussed. 
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DoD Wateralde 
Aaaeta 

B. SECURITY SYSTEM FUNCTlONS 
1 . Secarily IystaD f1IDC1iaDs performed iD the 

protection of a ladlocbd DoD iDsaaJlalicm or 
facility mu1 also be performed when lhe 
inst.Ueriaa bls m. iDtcrf-=e wilh a body of water or 
is illelf SUDO'IDldcd by Wiler. Threat de&ection. 
classificaWm ad idcDtificaticm. respcmsc. delay. 
ad iDcidc:al raolmioa IDIISl be pcrfarmed. 

2. The medi1Uil of waaer prescms unique 
cb•'""•• llld IOIDC oppar1IID.ilies for lbc physical 
security 

surveilliDcc syaems do 
:uc;~umry weD a& laDdlocted iaslal

latiODS ca be applied wilb Joocl success on the · 
war.ersidc of DoD izlst•DMicms. facilities, or assets 
afloa&. 

4. Fipre Appmdix D-3 below identifies some 
of 1hc spcc:ial CODCaDS relalecl ID securily sysacm 
funcrinns ad acb of 1be mr-s jdc:gri6ed aboYc. 

In die seaiaas that follow. 1bc clisc11Ssicm 
will identify waaersiclc physical secariry system 
compoDmiS, the iDiesntioa of 1hc compcmaau 
mro a physical security systaD. ad 1hc opeiaticm 
of lhe physical security system. iD respoasc 10 
Ylrious 1brals idemificd above. 

C. WATERSIDE PHYSICAL SECU· 
RlTY SYSTEM COMPONENTS 

1. Barriers 
a. Baricrs on &be warasidc of a DoD 

izW•lJ•ticm. fiCility, or asset afloat perfcmn mmy 
basic functions performed on land: establish 
bolUIICbry; isolale activity aDd discourage visitors; 
ad impede pasaae by boal or swimmer • 

. b. 

2 • Boaadarles 
a. Seven! cleYiccs can be used to cs&ablish 

bounduics separating the DoD msullation. 
facility. or ISSCl from lhe sv:rroimdm& or boa c:lerin& 
watas. .Amcm& the devices that can be used 10 
cmblisb a bolmdary .n the following: 

(1) Buoys or floals. 
(2) Ncas. 
(3) ADchorcd or pile mounted 

navication aids md sipalling 
deYice:s. 

(4) Loa booms. 
(S) Barps. 
(6) Gia-boals. whale boa1S. md other 

small work boas a1 mcbor. 
(/) Rovmg pmols by security boats. 

b. Oace CS11blisbed boUDdaries can be 
used 10 provide areas of opera1icm for floating 
sccariry patrols as well as Ccmtact and Escort 
savic:es mel Tactical Reacticm Klivilics. 

· c. It III1JSt be emphasized dw rules of 
uviawoa allow for iudvcrtall IDd imaoccnt 
peDetration of ccrtaiD iypes of bmicrs, as may 
occa:r wirh small craft euzmc failarc. sailbom. ad 
iD some waters, •weckmd• sailon whose 
enthusiasm for sports exceeds · 
I&YlilaDDDIJ aiid skills. 
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3 • Isolate Activity aad Restrict 
Access 

a. Some of 1be barriers noted in C.l.a 
above can be Used to leSD'ict 

creaae a pb~rsiCII 
of considerable peoenrion resistance 10 

small craft. Tbe barges sbould be secured bow ID 
SaaD wilb lbe lead aad aft harps beiq secured ID 
.&be pier or sboreside mooriDg poiDL Tbe 
pillw y purpose far cleployiDg a barrier or Ibis · 
type is 10 absolb a laqe ponion of tbe blast fmm 
an ~w laden vessellbal manapd 10 elude 
illidaldef~ 

b. Use of paii'OI bollS is probably the 
most effecliw means of isolaling a DoD aclivity 
aDd cli.scoaraginc aninvited visiG &om benign or 
curious iDirudels. 

c. llapede Passage 
L. Several or abe barriers desciibed 

above can be used to slow or impede access to 
Do~ facililies by bam or SWi"mmas. 

devices sboald be emplaced 
e:xbaustne ~••talions wilh. apprQ

priale lepl audlorilies. 
b. Apia, palrOI acdvily by Coalact aDd 

Escort bollS ar Tac:lical Reactioa Boals can be a 
very eifec:lne 

5. Saneillaace a•dlor latrasioa 
Detectioa Systems 
a. 1bere are a number or surveillance 

sysrems tba1 are appropriate for use iD connecticm 
wi1b waltZSide security A paniallist is found in 
Figure Appendix 1).4 below. 

b. As suggesred .by this figure. there is 
a substantial difference in surveillance or wau:r
side activities during tbe day and during the 

DigbL During hours of dad:Dess, a subsamtial 
reduction iD surface activity occurs. As a result. 
nigbaime surveillance of wa&erside activity can 
rely on active measures such as radar with 
·comparatively good success in locating and 
partially ideluifyiDg porenrial problems. 

6 • Classificatioa aadlor ldeati
licatioa 
L As iD lbe case or Jandsjde security 

systems. cmce a potenlial intruder bas been 
detecred, i1 must be classif"aed aad idemified iD 
order to easure tbal p-aper security measures are 
anda1akal. Waraside security mea5IRS respood 
10 tbe .cleledioD of lbreat uyiDg to pin !DOle 
inf011D81ioo. 

b. Tbele may be many benign reasons 
to account for tbe presence of a swimmer or 
vessel in u· area which is not usually open for 
such imrusioas. Lost sailors and swimmers.. me
c:banical faibR, curiosity ~ c:unmts. tides, 
winds. eac •• can be as macb teSpODSible for a 
banier peneuation ~ hostile intent. BeiDg able 
to classify del.ected targets quickly iD lenDS of 
hostilility and/or benignancy is critically 
imponaDL 

7. Respoase 
a. EstablislameDt or Security 

Zoaes 
(1) Waraside .security is eaforced 

~lb.J,i:Sbnlaem or 8l least two zones of 
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cmry of boslile aaft or vessels iD&o this zone: 
lfxal defenses may be engaged if hostile craft or 
vessels enaer Ibis zone. Techniques described 
below may be used 10 disrupt swimmer anacks 
within this zooe. 

b . Respoase Forces Generally 
(1) Three types of waterborne 

security forces are employed 10 maintain 
perimeaer security and enforce ~~ 

(6) It is also recommended lhat a 
shore patrol force equipped with vehicles. 
communications equipment~ and personal 
proaection equipment be deployed 10 paarol the 
land-wm:r ilut.rface. 

(1) It is essential that command~ 
control. ad communications systems used by 
waterSide seeurity forces be .fully integrated with 
laDdside setUrity forces. 

(8) Appendix Figure D-S provides 
a list of equipment which should be provided lO 
all boals performing supporting security forces: 
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(10) Tbe primary source of small 
boat communicalion is, of coarse, die VHF-FM 
radio. If available, secure communications 
sboald be asecl. If not available. aulbenticalion 
tables mast be used 10 avoid compromise. Also, 
wbeD wortiDg with DoD fon:es. additional or 
alternate commanicatiOD equipment must be 
shared 10 provide a compatible means of 
communication between forces. A single 
primary tacrical frequeocy' sboald be desipwed 
for small boat security operations. This 

.. ~~~~~ ':e c:a_ routinely used by 

~.;NIUUILU be COft-

. · il:·~~::.tNft1·~~;t"~';.,,,g~~::···: 

.f,'·· '.· .·./r:\\~7(1-;JJ~!~~:rs 

otber 
If a 

be 

Divide lbe wala' appoacbes 10 
lbe asset iDio secrors utilizing sector boundary 
liDcs that ·coaverge at tbe asset. Each sector . 
sbould be leaerr.d.. 

·\:: .. ·~~-.::: ~~!.~ .. ·t~t·~.:::_:~~-~-~j4t.ll· ... : ·1 ··l Number Of Sectors 
,; ·~· ,~._. ... .., .,.t, ,, .. , .::~ Required 

RZ. h may V11rJ accardingly wilb lbe number of 
small bam available for pauol. 

(3) Patrol Areas 

. (a) latercept Procedures 

(b) MaaeaveriDI 

c. Two-Boat SKllritJ Zoae 
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d. Moviag Security Zoae 

(2) Duties 

e. Security Zoae Eaforcemeat 
At Aacborage 
Tbe tactics previously discusrd in 

these paragraphs may be adapted for 36(kieg 
coverage of asseas at ancborage. ln heightened 

.~may also 

"Tactics 
1ICtics provide a 

rapoase mecb;mism f~k:ti1velv intacepling aDd 
aeuualizing aD identified. iocoming bostile 
1hn:aL 1bis section will provide guidaDce ou 
how small boats can be used 10 prorect a 
des:ipued asset. be a ship, pier. 

~~r~ ~~~~~~·:a or object vital to 
l'J~~-~. procec:tion from a 

waraborDe were developed 
for use primarily in a Low-Intensity Conflict 
(lJC) eaviroDmeDL However, lbe I3Cbcs may be 

~':·J~:~··t~~~~! 
1#.:~·:/'.>'ipf'fi(W'f"i# -.A Rn1- ,af,Enf'ement (ROE) to meet tt;,;--: .....•... , ~;~~~w;--·-·!" ''"'· . . ~~~:~-~~- ~~ \·: :lbe~·airciif~ :~li~J~~ .. :/}.:·:~ 

fit~-:~~ , .. ·_ .. ·· ~;·0ff~~ht*·~w~ in a hostile 
·..'~ · envirOPIDeilt Without -r:detlared war require 

~!~;~ex~=:~~ro~r:vt: ~1~£-~'as well as other U.S. 
Goverament agencies·· and departments 
participating in security operations must 
continually mainlain a law enfort:ement poswre 

tha1 recognizes the constitutional rights and 
privileges of the citizenry &o use the waterways 
of abe IWion. 

(3) P=lcerime and/or wartime secu
rity operations against aD adversary, once 
idemified. are the easiest pan of lhe equation. 
Tbe following tactics are designed to assist 
frieadly forces in delaminiDg frieDd from foe: 

(4) The filst level of respoase with 
this tactical doctriDe is 10 aotify_ traDSitiDg 
¥eSSds of lbe security ZODe aDd 1D deermiDe &heir 
inteDtioas. Nooaggressors will simply be 
escorted out of lbe area. Tbe utilizalion of these 
taedcs iD security zoae enforcement will eos.n 
dLil a system will be iD place 10 effectively 
respooclto a wide range of tbn:alS. Wid:aout 
&hem, lbe DoD and otber U.S. Govemmeot 
seaD'ity farces and the proteCted asset may suffer 
unnecessary casualties with devastating 
c:oasequeuces. 

2 • Boat Iatrasioa Respoase 
Boats will respond 10 an inanmon into 

the security zone, as follows: 

( 2) ScreeD V esse I Tactics 
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( 3) ScreeD Vessel Move
meats 

1iDe of pogressioD ID abe asset 
is lllOiber melbod of screeaiDg out tbe 

ilmoceat boater aDd a fanber saep iD tbe 
ideDiificalioD of lbe iDirudcr vessel • baviag 
baaile iiuaaL 

(b) Tbe obvious acdoas of a 
fully marked and ideotified U.S. Coast Gaant 
boat or similar bost·DalioD vessel if overseas 
wilh blue lilbl.· weapoas at tbe ready' and siren 
and/or louclbailer and/or radio calls in the 
bloc:kiDg of an illcomiDg vessel's ll'aCk1iDe is a 
positive iDdicalioD of Coast Guardlbost aatiaa 
~fiDrCC:me:at or interdiction action. 

Respoue To latnasioa 

( l) laitial ReadieD 
While tbe screeD vessel is 

If any degree of·doDbt exists as 10 lbe swus of. 
tbe imruder, be can be kept under observabon of 
tbe TRB aDd fired upon if hostile inrent is 
CODfirmed. Keep iD miDd lbat at Ibis poiDt lhe 
po~a~tial aggressor bas beeD well screeoed aDd 
beeD giYeD ample warning. If lbe scReD vessel 
mast break off. boslile iDteot by lbe inbound 
vessel is likely. . . 

(2) TRB Respoue 
Tecbaiqaes 

(a) TRB Aspect 

Tbe aspect lhat dle TR.B 
•ssumes iD relalioa ao me imnins vessel will 
vary ckpating apaD abe type of small boat used 
(i.e.. bead oo for smallulilily boa&. bn-'9de for 

utility boat or pa&rol boiL). 

(b) TRB Movemeats 
Once iD positioo, lbe TRB 

sbould come dead in tbe wa&er (DIW) aod 
maaeuver oaly to majnrajn a position betweeD 
tbe iDcoming wsse1 and lhe asset. This is 
simplified by lbe fact tballarpr coarse changes 
by lbe incoming vessel c:aa be compensated for 
by ldalively tbe moe 

c. CoaJUDd TRB Respoue 

r 
; 



corurolled by a cenD"al command radar sysaem; 
e.g .. ship's radar. 

(2) 

SDC~~~ at SU'ategic 
aggress;QQ.~~~m making 

eoa&act along &be sboreline. vessels 
sbould be equipped wilh parachute Wuminalioo 
Dares for use during boslile activity 10 illumiDale 
aggressors_ Night vision devices should also be 
used to assist iD visually acquiring incoming 
vessels. 

3. Swimmer Deterreace ud 
Coaattr'~,.~~~~~: 
The tluea1 10 ' vessels. waterfront 

facilities. pan complexes. bridges. and other 
asseu in lbe maritime hostile 
swimmers is a viable 

' -

• • - , ' • "4 ;a -- • - ,.. It :.:'::.,.- ... _-

Capabili· 

~,~::~~~ ... . for a=~ 
one knot. Even a minor current will cause lhe. 
swim-mer to limit his auack direction. 
Swimmers wiD &ate advantage of currents to 

~~-:-~~~ 'Ibis should be taken into 
·~?· ~~.~,. 'c6islattillon wheD orienting a defense. 

However. if intelligence indicates that hostiles 
are sophisticated enough to have swimmer 
delivery vehicles or swimmer propulsion uniiS. a 
360-degree defense {including under pier areas) 
should be mainlaiDed. 

b. Swimmer CoaatenDeasares 
Security pattOls in suppon of 

swimmer defense should be conduc:rm as foUows: 
( 1) Sboreside Patrols 

Tbe alert pon security pattOl 
is an imponant element in defending against a 
swimmer auack. Properly equipped,. the pon 
security pauol offers tbe most sophisticated 
detection. classification. and neutralization 
CIJltabl.llty yet .developed. They can operate in 

··~=~i]ll~~~~c~:ap3ble of kill or capture ( Engagement) and can 
dlreaL 

....... ~ ..... L.I, .... use 
defense may only be authorized by the area or 
dislria canmander. 

·. '· .,' {l)•'!"~t~lll!~~;;e.;JI 

avaJllabJle, many 
and state police agencies have similar 
capabilities. Throughout lhe vessel's pon stay 
and eslablisbed security zone, the pier area and 
the ship's hull should be inspected periodically 
by both landside personnel and Coast Guard 
wau:rside paD'Ols. 
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(b) Other SII"UCUII'eS lha1 may 
be 11 risk of tmorist auact such as navigation 
aids, bridges, utility cable lOWerS, DJDDels, etc., 
$ouJd also be illspected for underwala' explosive 
a,vices on a periodic basis. Frequency of 
inspections should be iDmased on lbe basis of 
lq)tftd dRals. 

( 4) Use Of Coacussioa 
Greaades 

(5) AdditioDal Measures 

If lbe pror=ed asset is a sbip, 
or if a sbip is mocnd near lbc procected asset. 
IDrlliDg tbe ship's screw, maiDcaiDing sea 
suaioa. aDd sbif1iDg tbe rudder oo a I3Ddom basis 

Enclosure: Waaaside Security Evalnarion Guide 

~ 

can be an effective delerrence. However. these 
me&bocls are generally effective ooly against 
unsophisUcalcd swimmers. Eslablishinglighl· 
ing around the protected asset tha1 does not 
interfere with tbe security personnel's vision or 
give away their positions or movements is 
effeclive iD locariog surface swimmers and 
,ubble uans· from •open circuit• SCUBA 
divers. Portable ligbtiDg, search and/or spot 
JjgblS, aDd illuminarioa Oares sboald be available 
for cmerpacy responses Periodic ICiivalioa of 
lbe ship's soaar can be an effecaive derareat 
lbrougb cldMry of ils bigb pilcbed •Jrioi• 
E. SUMMARY 

1bis appeodix outlines some ~ that 
caD be lakeD 10 pro&.ecl DoD iDsta11arioas and 
facilities apiDst warerside assault by taroris&s. 
Tbe measures oadiDed above are a subset of 
measures clevelopecl primarily by lbe U.S. Coast 
Guard, wbicb bas lead agency responsibility for 
protection of DoD assets in U.S. -pons. 
Additioaal iDformatiOD and tecbDicaJ assistance 
can be oblained from tbat agaacy. 

f.nc:losure 1 is an evalualion guide tbal can 
be used 10 assess lbe wa&erside security of DoD 
installatioDs aDd facililies iDcluding but not 
limil.ed 10 pons, facilities wilh an active land 
anc:llor waaer interface, and facilities lhal have 
navigation aids or support activities afloat in 
adjacalt walciS. 
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APPENDIX E 

LOCK SECURITY 

A. GENERAL 

1be fim 1iDe of defense iD aay sec:uriry 
system is locks or locking devices. Locks are 
delaying devices of perime&cr security aDd sbouJd 
be effectively iDaegra&ed iDao Olha' security aad 
protection sysleiDS; e.g., alarms, elec:uoDic 
c:oa1r0ls. 'l"beR ~ five map caregories of locks 
available for use iD residences or offices: 
cyliDdrical, mortise. cyliadcr dead boll, rim, and 
cylindrical lock seas with dead bolt functions. 
Residence, office, and vehicle security rely 
heavily upon locking devices that vary in 
appeaaance, function. and applicalion. 

B. ENTRYWAY SAFETY FACTORS 

1. Wiadows 

placed, it cao make vulnerable areas 
UDObservable. lnl:rudcn use wiDdows to eJUer a 
buildiDg usually only as a last resort. They 
avoid breaking glass due to lbe noise made by ils 
shaaering aDd potential injury to themselves. 
The following techniques can be used to upgrade 
wiDdow securi1y. 

b. 

Key-opaaaed locks are also 
available, bat they pose a safety bazard iD the 
event lbe window is needed for escape in an 
emeageaa::y. 

c. Other melhods of window securi1y 
iDclude abe iDslallation of steel bars, mesh. or 
griDwork. 

l. Doors 

a. As imponant as the locking device 
is, lbe security afforded is only as good as the 
CODSttUCtion of the door and frame. There are 
four major typeS of doors: flush wood doors, 
tumsJile, and rail (panel) wood dOOI'S, and metal 
doors. 

b. 1'b&= are two typeS of fiusb doors: 
boUow-c:are and solickare. A bollow-a:R door 
is made of two sbee&s of IbiD veneer overlayiDg 
bollow cardboard suips. A solid-core door is 
made of two sbeeu of wood veueer overlapping a 
solid woodeD core. Solid<are doors aot only 
provide a substantial security advantage over 
bolJow-core doors. tbey also add sound iDsuJatiOD 
aDd 6Je n:;sislance 

iowever, breaking·lhrough a door is 
DOt the most common me&hod in defeating a door 
syslaD. 

d A far more significant .huard is a 
door that fits loosely to the frame, thereby 
allowing it to be pried or forced open. Most 
wooden door frames have solid w~ 314 inch to 
1 inch in depth. Beyond this. there is usually a 
4-incb 10 6-incb pp of air between abe frame and 
&be fust stud. This CCJGSII'UCtion provides very 
liule resis1aDce to forced ·entry. 

plales 
are mortised or 

surface-moUnted locks. A close fit between the 
lock and tbe Slriker plale reduces door movement 
when the door is closed. If the saiker plate is 
not securely aff'axed to a sturdy door frame, it is 
easily forced 

A weD-secured hinge 
out of its frame. From a 

security standpoint. the most important feanue of 
a binge is whether it is located on the inside or 
outside of lhe door. If the binge pins are on the 
outside, they can be removed and the door 
removed from the frame. There are several 
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solutions to this problem. One of the most 
effectiVe is 10 weld the pins to the hinge. 1bis 
medlod is effective. requires drilling a small bole 
through the binge and into the pin, and then 
inserting a secoad pin or small ~ flush wilh 

sizes aDd are desiped widl 
44~-- .x no ~ougblco security. Many factors 
affect 1be ability to secure this type/of eoU'3DCC. 
It is DOt eaougb to prevent die door from being 
moved horizoacally, it mast also be secured 
vertically. The dwmel in which the door rides 
provides wide 101elances and fadlilaleS vertically 
liftiag lbe door out of i&s channel. Most locks 
designed for sliding glass doors take into 
coasideralioa bolb types of movement and 
prevent tbe door from being lifted oat of the 

3. Lockiag Mecbaaisms 
a. Cylindrical locks (key-in-knob 

locks) are the most widely used lock iD 
residential coasttuction. 1bese locks are boch 
inexpensive and simple to rekey. Cbeap 
cylindrical locks have serious sboncomiDgs. 
~ c:yliDdrical locks may DOt have a dead 
lar.cb aDd may be slipped open wida a credil card 
or celluloid SDip. From a security point of view. 
lbese locks are the least desirable. 

b. Monise locks rn mao a cavity cut 
into the oula' edge of lbe door. SiDce tbe 
imrodudioD of cylindrical locks. the ase of 
monise locks bas dec:liDed.. M~ locks are 
mare expeasi~ 10 iDslall tban cyliDdrical locks 
because laqe sections of dae door aad jamb have 
to be. man:ised 10 fit me lock. A quality mortise 
loct sboukl bave a dead bolt wilh enough throw 
to fit securely iDio the door frame. 

are oae of the 
most secure locks.. Usually. rim 
locks are DOt used· as the primary lock. Irwall 

rim locks on the inside of the door above the 
vulDerable primary jamb. U a venical dea4 bolt 
is used. lbe rim lock makes an excelleot auxiliary 

. lock and is very diffiCUlt to defeat. . 

d. Cylindrical lock seas wilh dead bolt 
fUDCtioos are comparative newcomers to the 
security hardware market. They ccmbine tbe best 
feawres of a good security lock-a dead bolt 
function with a dead bolt ·lock. Tbe beucr 
designs iDclude a 1-iDch throw dead bolt. a 
recessed cylinder 10 disCoarage forcible removaL a 

· concealed armor plal.e co resist drilling, and a 
cylinder guard dW spiDs freely wben the dead 
boll is iD abe. locked position. 'Ibe last feawre 
makes it vinDaDy impossible for aa imruder 10 
wn:adllbe cyliDder ar cyliDder guard off the door. 
These· loc:t seas illclude a paDic feature that 
assures me blob tams freely from • inside to 
permit rapid exit in case of emerzeac:Y. 

e. CyliDder dead boll locks are rapidly 
becoming &be most popular auXiliary lock. They 
are inslalled above me primary lock. Tbe best 
designs bave aeel bars and cylinder guards so 
they cannot be twisted. pried. or broken off. 
Doubk-cyliDder locks are under anack as a safety 
bazard where rapid escape is essential; e.g •• iD 
the case of fire. aad are prohibited by many 
municipal codes because rae officials are 
conccmed dw tbe need to find a key delays 
escape ·in ID emeiJaiC)'. 

· 4. Lock Selectioa GaideliDes 

L Consider loctiDg hardware as a 
loag-&enn invesaDeDt that requires. planning and 
exc:epcional quality. 

b. Malcb locks 10 lbe door and door 
frame 10 aeaae a SIJ'Oilg in&qral UDiL 

c. Easure eonnce door locks have a 
1-iDcb dead boll. a RA:•ssed cylinder to di.Eourage 
fon:ible removal. aDd a cylinder guard that spins 
fledy. 

d. Consider magnetic alarms if 
wiDdow or door glass is widlin arm's reach of a 
1ockiDg device. 

e. Coasider alarm foil. resident alarm 
~·and magnetic concaas if residence has 
large picmre wiDdows or sliding glass doors. 

f. Consider using padlocks to provide 
security proccction to critical areas of the home. 
Padlocks should meet the following minimum 
~ 

('2) A double-locking mechanism 
thatloc:ks the heel and toe. 
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(4) A key retaining feature that 
prevems removing the key unless the padlock is 
1ocktd. . 

g. Use rim locks 10 provide additional 
proteCtion. 

h. Lock all vulnerable windows and 
doors at nigbL 

i. Ensure enuance door hinges are 
heavy duty 9 pilmed in the binge, and equipped 
widl door pills (meral pins or saews). 

j. Cmsjdtr the possible safety hazards 
of using double-cylinder dead bolt locks which 
require key action on bolh sides. 

k. Check local rue safety codes before 
using double-cylinder dead bolt locks. 

1. Fill hollow metal door frames 
behind the striker plate with cement 10 prevent 
forcing lbe frame. 

m. Resaict home and off ace keys. 

n. Restrict distribution and duplication 
of keys. 

o. Keep spare keys in a locked drawer 
or filing cabinet. 

p. Incorporate heavy-duty, double
cylinder door locks on office entrance doors if fue 
and safety regulations permiL 

5 • Legal Protectioa for DoD Locks 

a. In response to requests by the 
Depanmem of Defense. Congress adopted section 
1090 of the "Na&ioDal Defense Authorization Act 
for FISCal Years 1992 and 1993• (reference (uu)), 
making it to unlawful for any person to know
ingly duplicale a key or keyway used in a DoD 
security lock. This provision applies to key and 
keyway bolders, as well as lockSmiths or other 
vendors of duplicale keys and keyways. 

b. Punishment upon conviction for 
violation of this stabile may include fine and 
imprisonmenL 
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APPENDIX F 

GENERAL GUIDANCE FOR INDIVIDUAL PROTECTIVE MEASURES 

A. OVERCOME ROUTINES 
1. Vary your roua.e to and from work. and the time you arrive and leave. 

2. Exercise on a varying schedule, utilizing different routes and distances. It is best not to exercise 
alone. 

3. Avoid routines (time and localioo) for shopping, bmc:~ ·etc. 

4. Do not divulge family or persooal infcxmation to suangers. 

S. EDta' aDd exit buildings 1brougb different ~ if possible. 

B. MAINTAIN A LOW PROFILE 
1. DoD ~el, DoD con~ and their dependents should dress and behave in public in a 

manner consistent with local cUSIOmS. Items lhal are distinctively American should not be worn or 
displayed owside American compounds unless necessary to accomplish offac:ial business. 

2. Examples of such items include: 

a. Cowboy hats, cowboy boots, Western belL 

b. Clothing adorned with American flags or other national symbols (Stawe of Liberty). city,« 
commercial logos. 

c. Suitcases, backpacks, brief cases, auac:he cases, or shopping bags with stickers, decals, or 
orher distinctively American symbols. 

· d Tattoos, patches, military duffel bags, or military style clothing, with or with unit or 
American identification markings. 

e. Sbow respect for local customs. 

f. Shun publicity. 

g. Do not flash large sums of money, expensive jewelry, cr luxury items. 

C. BE SENSmVE TO, AND CHANGES IN, THE SECURITY ATMOSPHERE 
1. Be alert for surveillance auemptS, or suspicious persons or activities, and report theril to &he 

proper authorities. 

2. Waldl for unexplained absences of local cilizeus as an early warning of possible r=rorist actions. 
3. A void public disputes or confronwions. Repon any trouble r.o 1be proper authorities. 
4. Do not unuecessarily divulge your bome address, phone number, or family infonnalion. 

D. BE PREPARED FOR ·UNEXPECTED EVENTS 
1. Get iDio the babit of •checking m· to let friends and family know where you are or when to 

expect you. 

2. KDOw bow to use &be loc:al pbone sysaem. Always cany •telephone change. • 

3. KDow tbe locations of civilian police, military police, government agencies, the U.S. Embassy, 
and ocher safe locations where you can find refuge cr assislanc:e. 

4. Know certain key phrases in the local language. 
Such phrases include •1 need a policeman,· "Take me to a doctor,· ·Where is the hospital?.· and 

"Where is dle police s&ation?• If such phrases are difficult 10 learn or time is too shon. have someone write 
lhem down on small flle cards. A 3 x S card can contain several phrases written out phonetically that can 
be read to summon assistance; altemalively, then can be wriuen down so that a person in need of assistance 
can merely show a card 10 someone competent in a local language, thereby summoning help. 
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S. Set up simple signal sys&ems tba1 can alen family members or associales that there is a danger. 
Do not share dUs iDfonnalion with anyone not involved in yoar signal sySEem. 

6. Carry identification· showing your blood type aDd any special medical conditions. Keep a 
minimum of a one week supply of essential medicarion on band at all times. 

7. Keep your persoaal affairs in good order. Keep wills cunent. bave powers of aaomey drawn up. 
take measures to ensure family _financial security. and develop a plari for family actions in the event you are 
taken hoslage. 

8. Do DOt carry sensitiYe or pocenrially embarrassing items. 
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APPENDIX G 

OFFICE SECURITY TIPS 

A. GENERAL PRACTICES 
1. Eslablish and support an effective ~urity program for me office. · 

2. Discourage use of office facilities to store objects of significant inainsjc value unless essential for 
tbe mission or function of the activity (such items include peuy c:asb boxes~ firearms, personal s&ereos, 
binoculars.. negotiable securities.. original artwork of potential commercial interest.. ere.). 

3. Ensure lhat all persons working in.an office are ttained to be alert for suspicious activines, 
perscm or objeas. · 

· 4. Arrange office interiors so dW strange or foreign objecu left in me room will be imn;wtiately 
recognized; e.g'"9 remove obvious obsttuctioos behind which or within which improvised explosive devices 
could be c:ooceaJed, such as ~ closed waste baske1S, unsecured desks and filing cabinets. and planrers. 

S. Provide for security systemS on exteriCI' docn and windows. 

6. Ensure that access control procedures are rigorously observed at all times for access to: 

a. The iDsraJJarion. 

b. ·Buildings within an inslallation. 

c. Restricted and/or exclusion areas with a building. 

7. Use an identification badge sySiem containing a phocograph. 

8. ~ desks in a way that persons entering the office or suite can be observed. 

9. Identify offices by room number, color, or object name, and not by rank, title, or name of 
incumbent (room 545, the gold room, the Berlin room, the maple room, not the General's office, the 
Assiswu Allache's office, or the S·2's office). 

10. Do not use name plales on offices and parking places. 

B. SPECDnC O~CE PROCEDURES 
1. Telepboae aad Mail Procedures 

a.. · Rank or tide should not be used wben answering telephones. 

b. When taking telephone messages, do not reveal the whereabou1S or activities of the person 
being sought unless dae caller is personally known 10 the individuallaldng the message. 

c. Collect telephone messages in unmarked folders; do not leave exposed for observers to 
identify caller names and phone numbers. persons callecl and messages lefL 

d. Observe caution when opening mail. In particular, be on me lookout for leuers or packages 
that might contain improvised explosive devices. A cbecklist 10 aid in leuer bomb or packaged lEOs 
appears in App=dix Q. 

2. Geaeral . Working Procedures 
a. Avoid carrying auacbe cases,txief cases, or ocher courier bags unless absohnely necessary. 

b. Do DOl carry. items dlal bear markings that identify abe owner by rank or title, even within 
tbe office environment 

c. A void working alcme late at night and on days when the remainder of abe sWf is absent 

d If late night work is necessary. work in conference rooms or internal offices where· 
observation from the outside of the building is not possible. 

e. Offx:e doors should be locked when vacant for any lengthy period. at night and on weekends. 

f. ~correspondence. communications materials. and other documents should not be left 
unaaended overnight 
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g. MainleDance acnvity and janitarial services in key offices.. production. mainaenance or other 
aRaS jnsrallatim areas should be performed under the supervision of security persmnel 

h. Removal of ptoperty, materie~ or information siOred on any media from the facility should 
be prohibited without proper wriuen autllc:xmltion. 

i. Consider prohibiting the imponation of property, materiel. or information scored on any 
media iJuo the facility unless such ilems haw been properly iDspec&ed 

j OffiCeS DOt in use sbould be locked co prohibit unaanborized access or tbe sunge of nweria1 
d131 could be used ro hide improvised explosive devices or inl.elligeoce collection devices. 

k. Use of vehicles or ~e markings lbat make it possible to readily identify lhe vehicle and 
i1S ocxupaniS as U.S. Govenuneat or DoD contnctor persoa~~el sbouJd be minimized. -

I. All personnel sbould have access to some son of duress alarm to annunciate and warn of 
renorist aaact. 

m. Seaealries and guard poas sbouJd be equipped wilb cown dmas alarms which can be used to 
alat backup forces. summon assistance, or otberwise alert critical personnel for tbe Deed to take special 
actioas 10 avcid a lm'Orist inc:ideoL 

n. Placement of office furnishings direc:dy in front of exterior windows is to be avoided if at all 
possible. 
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APPENDIX H 

TIPS FOR EXECUTIVE ASSIST ANTS 

A. INTRODUCTION 

The following recommendations are suggested for the consideration of executive assistants, 
admiDisttative assisrants, and sec:rewies assigned to senior miliW"y officers or senior DoD officials who 
may be &be target of terrorist auack. These measures may be valuable aids to preserving the security of the 

priDcipal; in addition, adoption of these measures may assure assistants they are not likely to become 

col1aletal casualties in an aaack on tbe pincipal for whom they work. 

B • SECURITY TIPS 

1. Request ins1allarion of physical barriers such as elecD"'ODagDetically operared doors 10 separa1e 

· offices of senior executives from adler offices. 

2. Request installation of a silent trouble alarm b~ with a signal terminating in the Security 

Department or at another the secretary's desk some distance away 10 ensure that in the event of an 

emergency it will be possible for someone ocher than the executive to summon assistance. 

3. Do not admit visila'S into the executive area unless they have been positively screened in advance 

or are known from previous visits. 

4. Unknown callers should not be infcxmed of the the whereabouts of the executive, his or her bome 

address, or telephooe number. 

5. A rue extinguisher, first-aid kit. and oxygen boule should be stored in the office area. 

6. When receiving a threatening calL including a bomb threat. extortion threat, or from a mentally 
dismrbed individual, remain calm and listeD carefully. 

7. Do not accept packages from strangers until satisfied wilh the individual's identity and the nature 

of the parceL 

8. Travel itineraries for all personnel should be kept absolutely private. Disaibution should be 

limited saictly to persOns wilh a need 10 know. 

9. Daily schedules for senior officers and civilian officials should be distributed on a limited basis 

and sbould contain Only dw information needed by each recipienL 
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APPENDIX I 

GENERAL TRAVEL SECURITY TIPS 

A. INTRODUCTION 

S&atistics indicale that &errorist actions are most oflen pc:rpettated against victims during periods of 
movemenL Traveling from home 10 work and reazm provides the move vulnerable IDne for a po&ential 
victim. This vulnerability comes from a number of fadors lbat dec:n:ase lhe risks to tbe terrorist. The 
victim can more easily be identified. can be taken by surprise, can be aaacked UDder conditioas most 
favorable to the terrorist when the victim tends 10 be isolated from known surroundings. The following 
tips are provided 10 decrease your vulnenbility during aam 
B. VEIUCLE TRAVEL TIPS 

1. Vary the mutes and die times that you frequeady aavel. 

2. Use an inconspicuous vehicle that bas DO special idemifying license plales or stickers. 

3. Do a complete walk-around inspeaion of the vehicle befme beginning aa~L 

4. Lock doors. gas tanks. and storage areas at all times. 

S. Ensure that all keys are accoumed for regularly. 

6. Park in secured areas whenever possible. 

7. . Remain alert and ·aware· at all times while driving. 

8. Never pick up hitchhikers. 

9. Know the locations of safehavens. 

C. TRAVEL ARRANGEMENTS 
1. If available. consider using military air or MAC milicary contract carriers. 

2. Avoid aavel through high threat areas. if possible. 

3. Do not discuss inililary affiliations wim snngers. 

4. Consider using a tourist passpor .. 

3. Do not wear distinctive military clothing. such as military shoes, organizational shirts and/or 
jackeu. or sunglasses. 

4. Anive at the airpon early and watch for suspicioas activity. 

S. Do not liliger near the ticket couruers. security areas, or luggage check-in. Go directly to the 
sea=! boarding arm. 

6. Beware of uilaDended luggage. 
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APPENDIX J 

PERSONAL VEHICLE SECURITY TIPS 

A. INTRODUCTION 

An extremely imponant aspect of personal securitY is the need for regular vehicle inspectioas. Many 
larOrist actions are accomplished by placing bombs in individual vehicles. This provides tbe ICnOrist less 
risk and iDaeases the chance of "hiaing" tbe appropriate l3rgeL The following are some relatively simply 
sreps dw every driver of evt:ry DoD Priva&ely Operaled Vehicle can take r.o reduce the likelihood of being 
burt by a tanrist a:t cen=ed around a personal automobile. 

B. VEHICLE INSPECTION TIPS 
1. EVERY TIME YOU USE YOUR AtrrOMOBD..E. YOU SHOULD MAKE A PRECAtmONAR.Y 

INSPECTION. Bomb emplacement by tenorisls is often rudimentary or hastily done. thereby providing tbe 
oppcnmity far easy detcc:tiaL MAKE A HABIT OF CHECKJNO 1HE VEHICLE AND THE SURROUNDINO AREA 
BEFORE ENIERJNG AND STAJmNG 1liE veua.E. 

a. Check interior of the vehicle for incrude:s or suspicious items. 

b. Check elc:cuonic tamper device. if insl3lled. A cheaper option is to use transparent tape oo the 
hood, IIUDk. and doors to alen you to any tampering. 

c. Cbec:k unde:mealh the car and in the fender weDs fa any foreign objeas. loose wires. e&c. 

d. Examine tires for slress marks and any evidence of tampering. 

e. Check wbeellug nuts. 

f. Check exterior for any fmgezprints9 smudg~ or other signs of tampering. 

2. YOU MAY CONSIDER THE FOUDWINO SUGG£STIONS IN AN EFFORT TO "HARDEN" YOUR 
VEHICU.: 

a. Lock the hood with an additional lock and ensure that the factory la1ch is located inside. 

b. ~ ovezsized minors installed. 

c. Utilize a locking gas cap. 

d. Put two bolts through the exhaust pipe. perpendicular to .one anolher. This prevents the 
insenioo of explosive devices in the tail pipe. 

e. Use szeel-belted radial tires. 

f. lnsrall an irurusion alarm sysu:m and an extra battery. 

g. In high-threat~ it may be appropriate to: 

(1) IDswi car armor .. 
(2) Ha~ an interior escape latch on the trunk. 

(3) Use fog lights. 

(4) lnslal1 bullet-resistant glass. 
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APPENDIX K 

TIPS FOR DEFENSIVE FLYING 

A. INTRODUCTION 

Air travel. particularly through high risk airpans or counaies. pOses security problems different from 
those of ground uansportalion. Here are some simple precautions dw can reduce tbe bazards of a u:rrorist 
assaulL · 

B. MAKING TRAVEL 4. 
ARRANGEMENTS 

1. _ Use office symbols on orders or leaYe 
audlorizations if the word descriptioo 
denoles a high or sensilive posiliOD. 

2. _ Get a lhreat briefing from the ~ 
priale counter intelligence or security 
organization prior to uavel to a higb 
risk area. 

3. _ Use military air. USTRANSCOM. 

4. 

MAC military contraCt. or U.S. Oag 
carriers. 

A void scheduling through high-risk 
areas: use foreign flag airlines and/or 
indir~t routeS to avoid high risk 
airports. 

5. __ Do not use rank or military address em 
tickets. uavel documenlS. or hotel 
reservations. 

6.-

7.-

8. SealS at an emergency exit may 
provide an opportunity to escape. 

9. A void off-base bcxels, use govern
ment quaners « ·sare· betels. 

C. PERSONAL IDENTIFICATION 

1. Do not discuss your military affili
ation with anyone. 

2. You must have proper identification 
to show airline and immigration 
off~eials. 

3. __ Consider use of a tourist passport, if 
you have one. with necessary visas. 
providing it is allowed by the counlr)' 
you are visiting. 

S. _ If you must carry these documents on 
yoar person. select a hiding place on 
board the aircraft 10 .ditch. them in 
case of a hijacking. 

6. _ Do not carry classified documenlS 
imless they are ABSOLUTELY 
mission~riaJ -

D. LUGGAGE 
1. __ Use plain. civilian luggage; avoid 

military-looking bags. B-4 bags. 
duffel bags. ele. 

2. _ Remove all military patches, logos. 
or dec:als from your luggage and 
brid'c:ase. 

3. _ EDsure luggage tags do DOt show your 
I3Dk or military address. 

4. _ Do not carry official papers in your 
briefcase.. 

E. CLOTHING 

1. Travel in conservative civilian 
-- clothing when using commercial 

lr'aDSpOrWion or when traveling mili
tary airlift if you are to connect wi1h a 
flipt at a commercial terminal in a 
high-risk area. 

2. Do not wear distinct military items 
such as organizational ~ caps, or 
military issue shoes or glasses. 

3. Do not wear U.S. identified items 
such as cowboy bats or boots. 
baseball caps. American logo T
shins. jackelS. or swea1Sbirts. 

4. _ Wear a long-sleeved shirt or bandage 
if you have a visible U.S. affiliated 
tauoo. 
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F. PRECAUTIONS AT THE 
AI~PORT 

. 1. Arrive early; watch for suspicious 
activity. 

2. Look for nervous passengers who 
maintain eye contact with albers from 
a dislance. Observe wbat people are 
carrying. Noae behavior Dot consis
t.ent wi1h that of others in tbe area. 

3. __ No mauer where you are iD &he 
cermiDal, identify objects suilable for 
c:over in the event of aaack. ~ 
uash cans. luggag~ large plamers.· 
coumers.. and fumiaue can provi~ 
poteaioo. 

4. _ Do DOt linger near open public are& 

Quickly uansit insecure ticket 
COUDlerS, waiting rooms, commercial 
shops, aDd~ 

S. __ Avoid processiug wilh known target 
groups. 

6. __ Avoid secluded areas that provide 
conceaJment for anackm. 

7. Be aware of uoauended baggage 
anywbere in the terminal. 

8. Observe the baggage claim area from 
a disrance Do not reuieve your bags 
until the crowd clears. Proceed to 
customs .li.Des at the edge of the 
aowd. 

9. _ Report suspicious activity to airport 
security personuel. 
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APPENDIX L 

GROUND TRANSPORTATION SECURITY TIPS 

A. INTRODUCTION 

Criminal and terrorist ac1S against individuals usually occur ~ide the home and after tbe individual's 
habi&s have been estlblished. Typically. dle most prediaable habit is the route of uavel from home to duty 
swion or to commonly fiequemed local facilities. 

B. VEHICLES 
1. _ Select a plain car. minimize tbe •rich 

American. look. 
2. __ Consider not using a govemment car 

tbataDDOunces owuerSbip. 

3. Safeguard keys. 
4. Auto maintenance: 

a. Keep vehicle in good repair. You 
do not want it to fail when you 
need it most. 

b. Keep gas tank at least 1/l full at 
all . times. 

c. Ensure tires bave sufficient tread. 

C. PARKING 
}._ __ Park in well lighted areas. 

2. __ Always lock your car ,even when it is 
outside your house. 

3. __ Do not leave it on tbe street over
night. if possible. 

4. __ Never get out without checking for 
suspicious persoos. If in doubt. drive 
away. 

S. __ Leave only the ignition key with 
parking auendan1s. 

6. __ Do not allow· entry to tbe trUnk 
unless you are lbere to waiCh. 

7. __ Never leave garage doors open or 
. unlocked 

8. Use a remote garage door opener if 
available. Enter. and exit your car in 
the security of the closed garage. 

D. ON THE ROAD· 

1. Before leaving buildings to get inlO 
your vehicle. check the surrounding 
area 10 determine if anything or a 
suspicious nature exists. Before 
leaving your vehicle, look around 
carefully to be confident you are not 
headed directly into a threatening 
siwation. 

2. _ Before entering vehicles. check far 
suspicious objeas oa the sealS. You 
may also look.undemealh the scm. 

3. __ Guard against the establishment of 
routines by varying times. routes, aDd 
modes of travel Avoid lale night 
uaveL 

4. __ Travel with companions or in convoy 
when possible. 

S. Avoid isolaled roads and dark alleys. 

6. Know locations of safehavens along 
mutes of routine uavel. 

7. Habitually ride with sealbelts buckled, 
doors locked. and windows closed. 

8. · Do not allow your vehicle to be 
boxed in; maintain a minimum 8-foot. 
interval between your vehicle and the 
vehicle in front avoid the inner lanes. 

9. _ Be alert while driving or riding. 

· 10. Know how to react if surveillance is 
. suspeaed or confirmed. 

a. Circle the block for continuation 
of surveillance. 

b. 

c .. 

d. 

e. 

Do not stop or cake other actions 
that could lead to confronwion. 

Do not drive home. 

Get description of car and i&s 
occupants. 

Go to nearest safehaven. Report 
incident to the nearest DoD 
counterintelligence. security. or 
law enforcement organizalion. 
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d. 

e. 
r. 

g. 

h. 
12. 

a. 

b. 

c. 

d. 

e. 

r. 

· E. COMMERCIAL BUSES, 
TRAINS, AND TAXIS 

1. _ Vary mode or commercial trans
portation. 

2. ~ Select busy stopS. 

3. _ Do not always use the· same taxi 
company. 

4. _ Do DOt let someone you do DOt kDow 
em= you 10 a specific cab. 

S. _ Ensure taxi is liceased.. bas safety 
equipment (seat bells a1 minimum). 

6. _ Ensure race of driver and picalre on 
license are &be same • 

. 7. _. Try 10 aavel wilh a companion. 

8. _ If possible. specify the route you 
want taxi 10 follow. 
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APPENDIX M 

SUPPLEMENTAL SECURITY CHECKLIST FOR DRIVING 

A. INTRODUCTION 

The following items are suggested procedures to be used in operating penonal and government mour 
vehicles in areas where terrorist activity is a conc:em. While adhering 1D tbese practices will not n=essarily 
~t a tarorist iDcident. continual p3Ctice and aaentim 10 delails demanded by 1he procedures below will 
enable many potential victims to escape to safety. 

B. CHECKLIST 1 
1. Keep tbe gasoline tank of your vehicle 

fuD or Dear fulL 

2. Keep the vehicle locked at all times. 
Do Dot park on the . street at nighL 
Vehicles in locked garages should also 
be kept locked. Use parking lots with 
aaeodaDts and where lbe vehicle can be 
kept Jocked. Lock unauended vehicles, 
DO matter bow short the time. 

3. Check up and down the street before 
moving out of a bouse and/or building 
into your vehicle. 

4. While approaching vehicle, check its 
OUlSide for evidence of tampering. Look 
for wires. sttiogs. or objects attached to 
or haDgiog &om vehicle. 

S. Do DOt touch any unusual items 
. protruding from the vehicle. 

Imnwtiarely caD for assistance; i.e._ the · 
Regicoal Security Offker (RSO). 

6. Before entering me vehicle, chect the 
floor (front and rear) ·ID make catain the 
vehicle is DOt occupied. 

7. As you drive away from the curb, be 
immedialely alert for surveillance of 
your vehicle. Loot for multiple vehicle 
surveil-laDce, as most auacts on 
vehicles bave included two or more 
vehicles. 

8. Slay alen and be prepared to take 
evasive actions. Keep noise level 
within vehicle low. Eliminate loud · 
playing of the radio or unnecessary 
conversation. 

9. Keep the vehicle locted while driving 
and tbe windows closed. If open, keep 
tbem rolled to within two inches of the 
tap. This practice prevents objects from 
being thrown into your vehicle. 
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11. If you eucoun~ a road block manned by. 
uniformed police or military personnel, 
you sbould SlOp and remain seared inside 
your vehicle. If asked for identification, 
roll the window down enough to pass 
your identificatiOn to the officer. Do 
DOt unlock tbe doors. 

12. Avoid suspicious road blocks. Do not 
SlOp. Tum and go back, or tum a comer 
to leave the area • quickly as possible. 

13. A good driver is conswuly aware of 
possible routes of escape or evasion 
wbile bebind abe sreer_ing wheeL 

14. In tbe event of a firefight between local 
auaborities and tmorisls, get down and 
Slay low. Unless you are in the. direct 
liDe of fll'e, it is suggested dw you do 
not move. Experience bas shown that 
oftentimes anything that moves gets 
shot. 

15. 



17. Speed as an evasive laCtic is functioaal 
only 10 the point of gaining time to 
allow you 10 take otber evasive action 
and to put distance between you and 
yoar pursuers. Excessive speed reduces 
your ability to take evasive action aDd 
iDcreases your chances of a falal crash. 

a. 

• ' ~- • • • ,. \o-.t J 
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b. 

(8) Seal belt fas&eoed 
(9) Hands at the "10" 10 "2" 

o'clock position. . 

(10) Arms reladvely Sll'aigbL 

(11) Do not use brakes until 
steering control is 
mesaNished 

(12) Use care in applying power
. majnzajn CODIIOl. 

(13) De-clutcb if you are driving a 
maaual sbift car. 

if yoa are 

, . -
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12:. •··. A~id stay:ing:in hotels with distinctively 
Im1:1.11:".i.:~ ::;k.Jt.r.·;:lii . :· 

3. Make resen-ations in two or more hotels 
'·· · t' 4.!io:;;-r ::· tl-~~"·J~"··;·. ' n I~ 

4. A!void'taJC;ngfmeet-level rooms. u:rr:Ee··ac: 
j ·. •:.:. ,,:;;~I 4.?->: :~·~.r.') ~j.f.·1 

S. Retain CX?P~l q,ver all luggage upon 

for persons who seem to be loitering. 

15. Packages should not be delivered 10 your room. 

be placed. 
: ..,_.;. ~ 
~ \ I 

'for specific places you 

living quarters; do 

·.\:'lived-in" look in your 

16. Unexpected mail left for you at the desk or _slipped under the door of your room should be viewed 

with suspicion. 
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APPENDIX 0 

FAMILY SECURITY QUESTIONS 

A. INTRODUCTION 

The following are questions tbal caD be asked to help identify practices that may iDc:rease the 
likelihood that a DoD person or dependc:Dt will become a viaim of a lddDapping or other terrorist aa. 
B. HEAD OF HOUSEHOLD 

1. Is your teJepbooe DDIDber aDd addzess in local diredaries? 

2. Do you. your family members, or your domestic employees answer your telephcme with your 
Dame aDd JaDk? 

3. Have you bad a a sec:urity cbeck nm on aD domestic employees? If overseas. did you ask the 
Embassy co screen prospective employees' records? Did you conract the local military police 
and/or c:ounleriDidligence office or Jocal police to oblain p~eemployment screening assislance? 

4. Have you maintained a rue on eacb household employee including the full Dame, address. 
. desaipcion. dare and place of birlh. current pbolograph and a full set of fmgerpriius? 

S •. Have ouuide fuse boxes and/or circuit breakers been modified so lhat they can be locked at all 
times. unless access is specifically required? 

C. FAMILY 

1. Have you adopced a family security program including duress codes and alarms, crime wa&ch 
ptaCtices. and cooscious effons to avoid pauans in daily activities? 

2. Have all family members learned emergency telephone numbers? Have they been able to 
memorize them? Do all family members mow bow ro summon police in the local language? Do 
they carry 3 x S nocecards wilb iDsauctions on bow 10 work local telephones and ask for 
assistance? 

3. Have emergency numbers been posted near each telephone? Do these listings give away the uawre 
of lbe family's assigmnent (Ambassador's home pboDe should not be listed, e~e.)? Have all family 
members been given a sanitized list of pboDe numbers &bey can carry with them at all times? 

4. Do you have a system for keeping family members infcxmed about each other's wbereabows at all 
times? Ha~ you included a family duress or uouble signal as pan of your family check-in 
sysrem?· 

S. Have you removed an symbols or signs from lbe OUISide of your residence indicating nationality. 
rank or grade, tide. aDd name? 

6. Ha1e you unnec:essarily disseminated ~ family. and travel plans 10 casual acquaintances or 
domestic employees wbo do not Deed to kDow your personal schedule on an hourly or daily basis? 

7. Have you learned and praaiced emergency phrases in dle local language such as •t need a 
policeman. ·a doctor, belp. ac."'? Have you wriaeD lhese down in ttansliteralion as well as in the 
nab~ language SO you could sbow a 3 X 5 card.IO oblain assislance? 

8. Do you and your family members know bow 10 work local pay telephones? Does each family 
member carry a small quantity of money necessary and sufficient 10 operate local pay telephones at 
all times? 

9.- Are residence doors and windows locked? Have additional security devices been added 10 door and 
window locks co increase resistance to imrusion and· penettation? 
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10. Do you and your family mem~ c~·diaperl~-dunng periods of darkness? Ale tbe dlapeaies 
made of~ heavy aweriallhat provide maximum privacy (and can reduce the disuibutica of 
glass shards in 1he event wmdows are broken). 

11. Have you considered Obtaining a dog for protection or your house and grounds? Have you 
consideftd geese as an all.emative guard ~ if commoaly used for lbat purpose in your loc:ale? 

12. Have you or your family members left a spare key in the mailbox or in a similar insecure place? 

13. Are tools used by the family. particularly ~ under Jock? 

14. Do you have a private place to leave noces for family membezs or do you &aa aoces OD tbe door 
for family. friends. criminak, aDd rmorisls 10 read? 

15. Have you developed a response plan for yourself and falnily members iD the evem tbal an 
unauthorized person is suspected ro be inside your home upon your return? Does yoar plan 
emphasize tbe need 10 coacact 1he police or die security office immediar.ely and discoarqe pe&DJal 
investigadon of dae possible iDrrusion? 

16. Do you or family members awomabcally open the residence door 10 strangers? Do you or your 
family members· use a peephole or Closed Circuit TV moniror ro identify c:al1ers? Do you ~ 
10 see aDd verify aedenrials from ulility. service. or Olber pezsoas. seeking 10 ~your n=sideDce? 

17. Do you or your family members admit poll-takers and salespersons to your home? Ate you aware 
of lhe presence of peddlers and an suangers in your neighborhood? Are yoar family members 
equally aware? (Terrorisls are mown 10 have ga1bered subSWltial infomwion relative ro their 
victims using these ruses.) 

18. Have you and your family members reponed frequent wrong numbers or nuisance telephone calls 
to the telephone company and the police? Have you considered that someone may be aa.empting 
to delermine the~ of family membels? · 

19. Have you reponed the presence of strangers in the neighborhood? Does it appear that someone cr 
some group may be trying 10 gain an inrimate knowledge of the your family's habits? 

20. Do you and your family members waiCh for strange cars cruising or parked frequendy iii the area. 
particularly if one or more occupants remam iD tbe car for extended periods? Have_you made a no&e 
pf occupants. license numbers. and proviDc.e design•m of suspicious vehicles? 

21. Do you discuss family activities widl saangers? 

22. Do you discuss family p1aDs OYeZ lbe lelepbaoe? 

23. Do you ·discuss detailed family or offu:e plans over tbe telephone with people you do 110t 
· personally know or know well? 

24. Do you mail letters conc:eming family nvel plans ftom your house or ofl1ce? Aze you·sure that 
DO one is intercepting your outbound mail. opening it. and then resealing it for delivery after 
coDecring desired iDformarioD enclosed in it? 

2S. ~ you or family membezs accepr.ed delivery of unordeled or suspicious packages or letters? 

26. Have you personaDy desaoyed an envelopes and other items which reflect your name and rant? 

27. Have you limited publicity concerning yourself aDd your family that may appear in local news 
media? 

28. Do you and your family member sbop on a set schedule? Do you and your family members 
always shop and the same SUJreS? Do you and your family members always use &he same routes to 
tbe office. 10 shopping. to school. and to after school activities? · 

29. Do you have a coordinated family emergency plan? Have you ensured that all family members 
know who 10 contact if they suspect anolher family -member is in danger? Have you reviewed 
procective measures with all family members? 
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30. Have you made sure that each family member is prepared 10 evacuate the area quk:kly in tbe ~ 
of an emergency? Do you know where all critical documents such as passpons. ~ 
immunization and other medical records are kept? Are these current. and can you or other family 
members exttact them from their secure SIOI'age place on '¥ely shon notice? 

31. Do you fmd yourself in disputes with citizens of the host country over traffic:, commercial 
113DSaaions. or other subjecu? Have you or your fa.mily members precipilaled any iDc:idelus 
involving hoSl-counuy nationals? 

D. CHILDREN 

1. Have school ofticials been advised lha1 children are not 10 be released to sttangers under any 
cin:ulm1ances? 

2. Have the children been iDsD:uc:ted not only 10 refuse rides from mangers, but also 1D stay out of 
reach if a suanger in a car approaches lhem? 

3. Have you loc:aled the c:hildren's rooms in a pan of the residence that is not easily accessible from 
tbeowside? 

4. Do you keep the door 10 your children's rooms open so lhat your can hear any.unusual noises? 

S. Do you ever leave your childrm at bane alone or unanenclecf? 

6. Ale you sme that &he person with whom you leave your children is responsible and trustWonhy? 

7. Are you sme lhat outside doors and windows leading iniO the children's rooms are kept locked. 
espec:ially in tbe evening? 

8. Have you caught your children the following? 

a. N~ let suangers into your bouse. 

b. Avoid smmgers and never accept rides from anyone that be or she does not know. 

c:. Refuse gifts from strangers. 

d NeYer leave home wilbout telling an adult where and with whom you are going. 

e. How to call the police. 

f. To call the police if ever you are away and they see a suanger around the home. 

g. Wbele possible, walk on main thoroughfares. 

h. TeD you if he « she notices a stranger hanging around your neighborhood. 

i. Play in established community playgrounds radler than in isolated areas. 

j. Give a false name if ever asked theirs by a suanger. 

E. SCHOOLS 

Have you asked scbools aaended by your children to: 

1. Not give out any information oo your students 10 anyone unless you specific:ally authorize them 10 
do so in advance? A void any kind of publicity in which SIUdents are named or their pic:wrcs are 
shown. 

2. Not release a smdent to someone other &han rus·or her parents without fust receiving authorizalion 
from a parent. 

3. Allow children 10 call parents on the telephone in the presence of school officials before allowing 
an authorized release 10 ac1Ually oc:cur. (1bis practice provides proteCtion against a kidnapper who 
calls and claims 10 be the c:hild's pareDL) · 

4. Report to tbe police if any strangers are seen loiteritlg around the school or talking 10 smdents. If 
such strangers are in a car. the teacher should note its make. color. model. and tag number and pass 
this information on 10 the police. · 

S. Have leaChcrs closely supervise outside play periods. 

Appendix 0-3 



·' . ~ 

F. NEIGHBORS . 
-:' ,•. \. ·', .':i. ,' !. ·.! .~ .. •• 

1. Have you met your aeigbbors? Have you goaen lbem iD&eresled in mainlaining and improving 
aeigbbcxbood security? 

2. Have yea exchanged teJepboDe numbers? 

3. Have yoa established some sort of system for aleniDg one uodler to II'OUble in aeigbborbood? 

G. STRANGERS· 

1. Have aD family members beeD wamed ID keep SU3Dgas from emering ~ resideoce? 

2. Have all family. members aDd domesdc employees been insttucted oo · the reqairemeat dw 
maintenance wort is 10 be performed oaly OD a S:hcduled basis unless a Clear emcqeucy exisls? 
Do yoa bave proc:edwes eslablisbed oo bow to be contac1ed iD dle event that a alilily emergeacy 
occurs· and maiJuenance persoaDel mast auer your n:sidenc:e? Do your family members aDd 
drmest;ir employees mow bow 10 verify"lbe idenrity of mainrenauce ~ 

3. Have you aDd your family discussed lhe kiDd of assiaance you can offer to a p:noa wbo comes 10 
your door claiming 10 be lbe vidim of an auiOIDObile accident, a mechanical breakdown. or some 
ocher tiDd of accident! Have you explaiDed to your family that they can offer to caD the police. 
tbe in depaument. or an amhnl;mre. but UDder no ~s&ances should they allow lbe victim into 
1be resictmce? . 
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APPENDIX P 

HOUSEHOLD SECURITY CHECKLIST 

A. EXTERIOR 

1. If you have a fence or tight hedge, have you evaluared it as a 
defense against ilnrusioo? 

2. Is yoor feuce or wan in good repair? 

3. Are dle pres solid and in good n:pair? 

4 o Are the gates properly locked cluriDg 
0

1be day aDd at night? 

5. Do you check regularly 10 see dW your pieS are loc:ked? 

· 6. Have you eliminated trees, pol~ ladders, boxes. ~ that 
might help an inauder to scale tbe feac:e, waD, or hedge? 

7. Have you removed shrubbery uear your gare9 ~or 
front doer which cculd conceal an inl:rude:r? 

8. Do you have lights to illuminate all sides of your residence, 
garage area. patio. CIC.? 

9. Do you leave your lights on during bours of darkness? 

10. Do you check regularly to see that the lighiS are working? 

11. If you have a guard. does his post properly position him to 
have the best possible view of your grounds and residence? 

12. Does your guard pa1r01 your grounds during me hours of 
~? 

13. Has your guard been given ~ or written insauctioos and 
does he uDdersland them? 

14. Do you have dogs or other peas lhal-will sound an a1ann if 
they spot an inauder? 

B. INTERIOR 

1. Are your perimeter doors of metal or solid wood? 

2. Aie me door frames of good solid coasttuetion? 

3. Do you have an interView irill or optical viewer in your 
main enaanc:e do«? 

4. Do ·you use the interView grill or optical viewer? 

s. 

6. Are the locks in good working ordet'? 

7. Can any of your door locks be bypassed by breaking lhe 
glass or a panel of light wood? 

8. Have you permanently secured all unused doors? 

Appendix P-1 · 

Yes No 

Yes No 

'CII 



B. INTERIOR (coatiaued) 

9. 

10. you close all shuaers at night aDd wben leaving your 
residence for atmded periods of lime? 

: _-e unused windows pennanauly closed and secured? 

12. Are your windows locked wben they are sbut? 

13. Are you as careful or second Boor, or basement windows as 
you are or dlose oo me grouDd tlOCI'? 

14 

15. your a skyliglu. roof latch. or 100f ~ ~ 
lhey ~y secured? 

16. Does your residence bave an alarm sysu:m? 

17. Have you briefed your family and servan~ on good security 
~? 

18. Do you know the phone number of the police security force 
tbat seMces your neighborbood? 

C. GENERAL 

1. Are you and your family alert in your observaticm of persons 
who may haVe you under surveillarx:e, or who may be 
casing your bouse in preparation for a burglary or adler aime? 

2. Have you verified the references of your scrvams. and bave 
you submiaed their names for secUrity chec:ts? 

3. Have you IOld your family and servams wbat to do if they 
discover an iDiruda' breaking in or already in die bouse? 

4. Have you resaicled tbe aumber house keys? 

S. Do you know wbere all your bouse keys are? 
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APPENDIX Q 

' -
' ·• 

A. INTRODUCTION 

The foBowing informatioo ~ aseful in detecting ~-~ of l~aer or package bombs sent through 
U.S. and inu::nwional mails. While by DO means cO~plete or f~1Pr00f,leuers and packages exhibiting 
tbe charaaerisaics below sbouJd be viewed wilh ememe cautiofl;:;: _.·· 

B .. RECOG~ON CHART 

WEIGHT 

Weight unevenly disaibuled. 

Heavier than usual for ils size. 

Heavier than asual for i1s postal class. 

THICKNESS 

For medium size envel~ the 

thickness of a small book. 

Not uniform or has bulges. 

For large envelopes.~ an inch 
or more in thickness. 

ADDRESS 

No remm address. 

Poorly typed or bandwrilten address. 

Hand-prinled. 

Title fc.- lhe executive (recipient) 

incorrect. 

Addressed to a higb-ranking recipiem by 

nam~ title, or deparunenL 

RIGIDITY 

Grea1er than normal, particularly alcmg 
i~ center length. 

STAMPS 

~ . M()re than enough pos~age .. 

POSTMAR'K 

Foreign. 

Ftom an Wlusual city or town. 

WRITING 

- ,n 

· Foreign writing style. 

Misspe~ed words. 

Marked .• Air Mall.· ~giste~. 
·c~fied.~. or ·.s~ Delivety .• 

Marked ~na1·. •Confidential. 
"Privile~ •·· or "Eyes Only. • 

ENVELOPE 

Peculiar odor. 

Inner sealed enclosure. 

Excessive sealing material 

· Oil stains. 

Springiness. 

Wares. string. or foil Slicking out or 
auached. 

Ink stains. 
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APPENDIX R 

FAMILY "OPERATIONS SECURITY" TIPS 

1. Do not place your name on exterior walls of residences. 

2. Do not answer your telephone wiJh your name and rank; children and domestic employees should be 

instructed not to identify the name, title, or affiliation of the occupants wbeo answering tbe 

telephone 

3. Do not list your telepbone DUJilb=' and address in local directories. 

4. Creale the appearance lhat 1he house is occupied by using timers to collU'Olliglus aDd radiOs while 
you are away. 

S. Personally destroy all envelopes and other items that reflect pe:sonal information. 

6. Safeguard financial records and other maJerials dw could be used 10 identify bank aa:omus.. aedit card 

accounts, or brokerage acoun~. 

7. Cose draperies during periods of darkness. Draperies should be opaque and made of heavy material. 

8. Do not let your aash become a source of infamwion. 
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APPENDIX S 
' . 

BODY ARMOR STANDARDS, SPECIFICATIONS, 
AND SELECTION 

A. INTRODUCTION 

The National Institllle of Justice bas publishedND Standard 0101.03, "Ballistic Resistance of Police 
Body Armor." which provides standards to judge personal body armor capabilities to provide protection 
against various typeS of lbreals. 1be following iS a brief summary of lbe staDdard and tbe various lhrea1s 
agaiDst which each type of procecDve body armor .bas been teSred. 

. . . ~ . . ·. 

B. BODY ARMOR STANDARD 

C. BODY ARMOR SELECTION 

1. Although designed primarily to provide protection against handgun assualt. soft body armor has 
prevented serious and potentially falal injuries in craffic accidents, from physical assault from improvised· 
clubs.. and to some extent from knives. 

2. The famdamental considerations guiding selection of body armor are the threat to which proteaed 
pezsons will be exposed. 
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AS A BUUET-PROOF 
sipiracaatly reduces the likelihood of fala1 injury. 
impossible. Body armor selection is to some ex1e01 a mK~.e-au 
The weight and comfort of soft body armor is invenely ~pot1tXmal 
it JX'Ovides. 

Proper ftbg caD make mare capable body armor 

D. ADDITIONAL INFORMATION 

For additional information on body armor and law enforcement equipment appropriate for 
consideration in combatting terrorism applicanons. contact the National Institute of Justice, National 
Criminal Jupic:e Reference Service, W~bingtan. DC . Specific infomwion published by tbe Law 
Enforcemeti Standards Laboralory and the Technology Progsau Information Center may be of 
~ interest and assisrance to personnel involved in Combaaing Terrorism Programs. 
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APPENDIX U 

KIDNAPPING AND HOSTAGE-TAKING: 
·MOTIVATION AND PARTICIPATION 

A. INTRODUCTION 

1. . Hoaage-W:ing has been used to gain 
control and influence over the behavior of 
societies for centuries. Tbe entire foundation of 
modem diplomar:ic practice rests oa tbe concept 
of legitimaJe hoscage-caking. Ambassadnts and 
other emissaries wa-c exchanged among feudal 
kingdoms to easare daeir mutual beallh and 
safety. Modem legal coocepts surrounding dle 
practice of diplomatic immunity reflect the 
lladitioDal practice of legitimare hostage-caking 
by modem Dation ~baDge of diploaws. 

2. Contemporary inl.emationallegal DOI'IDS 

clearly bold kidnapping and holding diplomats, 
civil servants, military personnel, corporate 
0~ independent business persons. scholars, 
teachers, and students hostage in pursuit of 
political goals and objectives by individual 
groups 10 be a form of tarorism. Sucb behavior 
is criminal under U.S. law. 

3. The United States bas enacted a 
domestic statute which makes assaults, 
kidnappings. murders, or conspirac:ies to commit 
such .against American citizens abroad a crime 
subject to die jurisdiction of U.S. couns. Under 
Ibis statule, the United Swes asserts a right 10 
seek cooperative or coercive exttadilion from 
foreign jurisdictions for the purpose of 
prosecuting lbose individuals accused of such 
crimes. 

B. MOTIVES KIDNAPPING AND 
HOSTAGE· TAKING 

1 • hblicity for a Caase 

a. Kidoappings and taking of hostages 
caD generar.e massive news media coverage. 
While the scope, iD&ensity, and amount of 
coverage is diffiCUlt to predic~ terrorists know 
that successful, dramatic tidnappings of 
newswonby people, as well as hijackings of 
airplanes. ferries, crains, and cruise liners can 
geDeraJ.e huge volmnes of publicity. Terrorists 
have been mown to capitalize on lbe initial 
uewswortbiDess of a kidnapping or hijacking by 
implementing a media campaign. lruerviews 

with selected hostages. guards, terrorist group 
supporterS, and even lelTOrist group members are · 
allowed for privileged members of the press. 

b. As a general rule, to which there are 
many exceptions, the more newsworthy a 
pncenrial victim is. lbe greala' tbe likelihood that 
an auempt may be made against that persoa. 

c. There is aotewonby corollary to 
this general rule. Same terrorisls elect ID kidnap 
and bold hostage individuals who are not 
especially newswonhy in and of themselves. bu1 
represent newsworthy interests, causes, or 
organizations. Terrorists, for example. have 
captured and beld hostage Peace Corps workers. 
junior American diplonws. and because they 
were U.S. Government representatives. These 
kidnappings were far less newsworthy than the 
kidnapping of American Ambassadors in 
Uruguay, Sudan, or Afghaniswl. Nevertheless. 
these actions illusttar.ed 10 host-country nationals 
thallbe U.S. and host governments could 
safeguard U.S. Government employees. 

l. Publicity for a Group 

a. Some terrorists seek· to use 
kidnappiDgs and bOSlage-laking .to generaze press 
coverage for lheir own group. This tactic is 
COUDteriDIUilive because it is inconsistent with 
the oeed for la'rorisls 10 operaae covertly and to 
obtain their suppon through claDdestine means. 
Oil the ocher band. it is enlirely consistent with 
tbe taaicalgoal of lm'Orism: induce dysfunc
tioaallevels of fear in the target group, society. 
orcowury. 

b. Terrorist auacks incended solely to 
promote dysfunctional f~ in lhe target 
population tend 10 be especially violent and 
deadly. There are few, if any, compunctions· 
among tcmJriSIS which might mitigate the sc:ope. 
magnitude, or intensity of such attacks if the 
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principal goal is to scare as many members of 
lbe mrget audieuce as possible. Violeot. deadly 
auacts on persons wi&h liule or no obvious 
imponance, carried out in especially visible and 
pidUreSQue ways, send powerful messages to an 
unsuspecting populace. These actions say in 
effect-we the temJrisls are all poWerful; we can 
decide who will live and wbo will die; the 
government is DO looger able to pocect you. 

3 • Source or FaDcls or Supplies 

Sometimes victims are selected for 
tidDapping because they are valuable to indi
viduals or orpnizarions; e.g., families, bome
IDWD friends, or employers. Families bave paid · 
nnsoms. ComributioD drives were saait.ed iD the 
hostage's hometoWn to collect tbe raDSOIIl. 
Civilian films are forced 10 pay raDSOmS because 
if lhey do DOt pay, employees will DOt want t 

wart overseas. Sometimes. victims can be ra; 
somed witb supplies including food., medicine, 
weapoas, and ammunition. 

•. Symbols or Hated Authorities 
a. Some terrorisu develop world 

views thal effeaively dehumanize individuals and 
· give buman-like (andu'opomorphic:) qualities to 

societal institutions. For example, the 
"Government" or the "Church" becomes the 
enemy. These instiwtions, according to the 
aarorists, engage in repression, sw.e-sanctioned 
violeoc:e against the people, robbing and en
slaving the people, denying lbe people human 
rights. aud so fonh. AS a c:oosequeoce, human 
represeowives of tbe eoemy, be tbey police 
officers, mail carriers, civil servaDIS or priesu, 
moats, DUDS. DOviliales iD the c:ae of a dlmch, 
~fair quaay. 

b. American government represezua
tives are ofteo selected ·as IIJ'gets by terrorisls 
opmring from Ibis anti-authorilarian pe~sj;ective, 
because the U.S. Government is flequeluly allied 
or associated wilb govemmems tbat are trying 10 
deal wilb widespad social violeoce in a IDaiiDel' · 

tba1 appears 1D tanJrists aDd their suppone:rs to 
be repressive, violent, corrupt. aDd inconsisleat 
with their peaspectives on human rights. In 
ccmflicu based QD such fundamenlal discrepancies 
in perc:epcions of right and wrong,· proper and 
improper roles for social institutions. DoD 
personnel and their depeDdeniS are by their simple 
associalion wilb tbe U.S. Govenunent at risk for 
kidnapping aod ·being taken hoslage. 

c. On many occasions, hostages have 
been seized as symbols of haled authorities with 
tbe expressed intent of trading the boslages. dead 

or alive, fcx- lenorist conuades. inc:arceraled by the 
authorities. 

S. Specific Tbreats to Terrorist 
Support or Activities 
a. TerrorislS will kidnap individuals 

identified as specific threats to &heir political 
aDd/or economic activities. As noted in 
Chapter 2, many tarorisl groups openue within a 
tightly discipliDe4, cellular $U'UCture to proteCt 
the identity of its memberShip. Terrorist 
imelligeace networks collect information about 
poteaaal larJeiS aDd defeud me tarorist organi
mioas apiDSt law enforcemeDt efforts to amst. 
prosecu~e. aDd iDcarc:erale or punish membas of 
. tbe tenarist orpnizarioa 

b. Temxist orpnjzarioas will kidnap 
and bold hoslage iDdividuals believed to be a 

to the survival of the ~~~.~iQn. 

are 
perceived &o be a tbrea1 to abe long-cam survival 
of a tenorist organization are in subsuntially 
greater peril than individuals taken hostage 
merely because they were praeat atlbe scene of 
a tarorist iDcident and might be able 10 identify 
members of lbe group. 

·C. TYPES OF HOSTAGE-TAKERS 
Dr. Frederick Hacker, author of CnisiJ/Jers, 

CrilninDls a1lll CraziQ: Te"or tmd Terrorism in 
Ow Time, divides hostage-takers into &he three 
main groups. 1bis is an easy way 10 remember 
broad, somewlw stylized c:aregories of hostage
takas. . As with all stereotypes, tbey are useful 
as an aid to~~ problems and ))OSSlble 
remedies, bat asuaDy are of liUle help in dealing 
with specifiC simatioDs. 

· 1 • Cnasaders 

a. Many hostage incidents involve 
political or religious extremists. Such ex
ll'eiDisls are labeled "crusaders." 

b. "Crusaders". are highly motivated. 
They are capable of planning exteDSive. intticacc. 
and very complete actions based on extensive 
intelligence collection against potential targets. 
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Tbey organize their activities in a· manner tba1 
mates detecUon difficult if DOt impossible. They 
~y bring 10 bear kDowledge, professional 
abilities,. and social skills reflecting their middle 
10 upper middle class upbringing. 

c. "Crusaders" vary widely in person
ality, but seem to share certain common charac
teristics. They tend 10 be highly if not 
abDarmally idealistic and inflexible.. Somelimes 
dley are p-epared to die far tbdr cause because of 
their dedicarioa. They are DOt likely to give up 
boslages unless dleir own escape is guaranleed to 
their satisfaction. 

d. Procecting DoD persaaoel and their 
dependems agaiDst JadDappiDg aDd boslage-lakjDg 
efforts by temJris&s wbo are "crusaders" is most 
chaUenging. When such tmorisls are aDied wilh 
stares which provide logistjc support, informa
tioa, weapoas, ttaining, and even direclioil. DoD 
persoDDCl may face a duea1 as formidable as one 
posed by special operating forces of potential 
adversary SlaleS. 

2. Crimiaals· 

a. Common sueet criminals can 
become kidnappers or bosrage-lakers. Kidnap
ping and bos.\:a&~ .. Qking are usually the result of 
a bungled crime, not a politically inspired ter
rorist plan. Kidnapping or hostage-taking can 
occur in the midst of another crime. Kidnap
pings and hostage-taking are common, for 
example, in robberies or larcenies where tbe 
perpeuaaors commingle with innocent civilians 
aDd are caught on the premises by law eo
fOK:emeDt offJCerS. 

b. Kidnapping and hoslage-laking by 
criminals in the midst of a crime puts the 
victims in immediale dangu. Tbe criminal, tbe 
victim(s), and law enf~ent pezsoanel are vir
tually without scripc; tensions are high; fears and 
the ability to predict behavior on the pan of 
adYeisa&ies is exceedingly low. 

c. Vid:ims in such circumstances have 
at least ooe factor that works in their favor. 
Tbey have utility 10 their c:apiOI'S as bargaining 
cbips for freedom. Victims who are injured or 
tilled have DO value to aiminals; tbele is shared 
interest on die part of both the victim and lbe 
kidnapper in avoiding bodily barm. While this 
sicuation docs not mean the victims are not at 

. risk,. it does suggest dW tbe longer a hOSlage 
situation continues witbout violence, the greater 

· the likelihood that hostages will eventually be 
released without fw1ber injury. 

d. There is, however, an equally 
sobering corollary: In the event that a h051age 

simation becomes violent. it is possible, if DOt 
likely. tbe c:rimiDals will inflict injury or deadl 
upon the hosuges as reaibutioa against law 
enforcement authorities before the fact of their 
~ 

3 . • Crazies• or Mentally Disturbed 
· ladividuals 

a. Although individuals with diag
oosed psydlialric or psychological cooditioas are· 
not usually associated wilh organized terrorist 
groups, meDially diswrbed iDdividuals figure 
promioeDdy iD kidnappings aDd bos&age-taking 
iD the Uni&ed Swes. Hostage-taking by men
tally UDSiable individuals may be sponlaM)US or 
planned 

· b. Victims · of tidnappings and 
hostage-ratings by menially ill iDdividuals may 
find themselves iD extraordinarily difficult cir
cumstances because of extteme difficulty in 
c:o~~~gMth~ki~.m~oo 
to language and culiiU'al baniers. the victim must 
also fiDd a vehicle or patb around or through the 
kidDappers psychiatric and psychological impair
ments. Delusions and ballucinations charaaer
islic of many mental illnesses probably will not 
impair the kiclnappe:rs ability 10 use bOSlageS for 
personal gain or otbcr purposes. These 
c:ooditions will, however, make it maich more 
difficult for victims to reason or negotiale with 
"crazy" kidi121JP1S. 

c. KV'nappers acUng out facets of their 
menial illnesses usually act alone. While 
capable of Slalking potential victims,. the ·so~e
piOi*ielor" c:baraclcr of a mentally ill tidnappets 
modus operaDdi faciliwes de&ection and c:ounter
aaioD against this type of kidnapping lbreaL As 
is often the case. however. caution must be 
cxcrc:ised iD dealing wilh mentally iD kidnappers. 
They usually are as capable of committing 
violent acts against hostages as frightened 
c:rimiDals or c:aknlaring ausadets seeking press 
or raDSOm for tbcir causes. In addition, &be 
memally ill hostage-taker may also have a dealh 
wish tba1 can be satisfied by the murder of the . 
hostages.. suicide, ar bodt. 

D. MULTIPLE HOSTAGE-TAKING 

1. Taking multiple hostages offers 
terrorisls tactic:al advantages that may be offset 
by logistical disadvantages. Capture of multiple 
bos&ages; e.g., hijacking an airplane. or seizing 
and holding a building, places uemendous pres
sure on governments to respond to terrorist 
demands. 1"hel'e seems 10 be a threshold of pub
lic concern and sympalhy for hostages and a will
ingness to respond to terrorist demands. 
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Individual hostage$ and grou);s of. hostages, 
greater lban several hundred to sevaallhousand~ 
evoke relatively little concern. Groups of 
bosaages numbering in the lO's 10 lOO's seem to 
evoke tremendous public concern that can be 
mobilized as pressure on govemmen&s to assent 

. 10 rrnOOst demands. . 

2. Groups of hostages are auractive to 
terrorists for several reasons including tbe 
following: 

L Po&ealtial for fmding a person of 
DeWS iDtaesl (media). 

b. Potential for fmding a person of 
proaUnence (ransom) •. 

c. PocaWa1 for fiDdiDg a person who 
aeptw "the eoe:my• (reaibutioa). 

cL Potential 10 commit especially 
terrifying aclS (airplane bombiDgs, wholesale 
ClCCUDOOS, etc.) . 

e. On the other band~ even if one 
boslage is good. more may DOt always be beUer 
&om a terrorist's peaspective. More hostages 
may mean lbe foDowing: 

(1) More people to f~ to water~ 
an~ to pvvide for hygiene. 

('2) More opportunities for 
boslage-led couruaaaiaD. 

(3) More opportuDities 10 make 
mimkes and genc:raae sympalby for the hostages 
OD lbe ooe baDd and opposition to lbe cause oa 
lbeOiber. 

. f. For .some pocential. kidnappers~ 
especially tbose terrorist groups operating 

. wilboat state suppon or swe ~safety for 
poceatial victims can be found iD numbers. 
Being part of a large group while traveling or 
woatmg makes it difficult to be siDgled out .for 
kidnapping or being held hostage. Tbe logistic 
requiremeniS for such operations exceed the 
1ogislic support available to awi••s, •crmes• 
aDd even many reanxist groups. 

g. For other potenbal kidnappers~ 
however, lbe:re is liale or no safety 10 be found 
iD numbers. Terrorist organizations operating 
wilb state support or swe direction bave the 
means~ the opponunity; and the logistic suppon 
necessary 10 seize a large number of people. 
They~ for eump~ hijack an~ land at 
a field conii'Olled by a sympathetic if not ~ 
opetative govemm~ provide minimal logistic 
suppon to sustain the terrorisu 8nd their 
boslages. aad go lbrougb a c:areful review of lbe 
passeogrn umi1 penoas of value to tbe lemlrisls 
me found. 
E. SUMMARY 

UDderstaDdiDg the possible motivation 
llilderlyiq a t:idnappiDg ar boslage simatjm em 
. be very iwpolwat ill helping victims develop 
Sll'ategies and laCiics to minimize funber risk of 
bann aDd ro aid law enforcement authcxities in 
bringing about a swift end to lheir situation. 
This appeDdix preseniS a broad overview; IJDdtz
sranding lbe bislory ~ capability, and intentions of 
terrorist lhreat group operating in an area of 
concern combined widl beUer understanding of 
possible kidnapping or homge-tak:ing motives 
may belp combaaing terrorism program mana
gers design more effective measures to proaect 
·DoD-aflilialed personnel. 
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SECTION I 

ARTICLES OF THE COPE OF CONDUCT (E.O. 10631) 
AND IMPLEMENTING INSTRUCTIONS. 

1. Aftic}e I. I AM AN AMERICAN. FIGKTING 
IN THE FORCES WHICH GUARD MY COUNTRY 
AND OUR WAY OF LIFE. I AM PREPARED TO 
Gf; -· "fY llfE IN1HEIR DEFENSE. 

a. Emlanarion 

( 1) Article I of the Code of Ccmduc:t 
~refcrace (b)) applies 10 all Scrvic:c mcmbe:s at all 
limes. A m:mbcr of die Armed Force bas a duty 1D 
support u.s. iDiaats ad oppose u.s. cncmiu 
reaardless of the circumstances. wbclber iD active 
. plrtic:ipaicm in C:ombal or in c:aPcivil)'. 

(2) Meclical pe:rsoDDC1 ad cbaplaiDs are 
pmr.ed.. by vinwe of their special retained swus 
under the Geneva Convcnticms (reference (h)). 
cenaiD laliiUde UDder 1be Code of Ccmduct (ref~ 
(b)). That flexibility is directly related to the 
polic:ies of tbe c:apcars as t.o wbelber tbey adhere 1D 
the requirement of the Gmeva Conventions 
(reference (h)) ID let medical personnel md 
chaplains perform their professional duties. All 
personnel should underslmd the lalilude and limits 
of thiS flexibility (see section C.. below. of this 
CDCiosure). 

b. Tmining Gujdance for Levels A B and C. 
Familimty widl the wording ad basic meaning of 
Article I is necess.ry to undas&and lha1: 

(1) Past experience of capture Americas 
reveals tbat boaonbk survival in captivity requires 
thai. a Service member posses a high degree of 
dedication and motivation. MaiDWDing these . 
qUalities requires mowledge of md a S1rOn& belief in 
lhe foUowma: 

(a) The advantage of American 
democratic instimticms md CODCCpiS. 

(b) Love of and faith in the United 
Stares and a convicUon dw the U.S. cause is just. 

(c) Faith m ad loyalty t.o fellow 
POWs. 

(2) Possessing the dedication ud 
motivuion fosr.aed by such beliefs ad crust sbaD 
enable POWs 10 survive long md s1rCSSful periods 
of captivity. ad re111m 10 lbeir coancry ad families 
honmably wilh self-esteem imacL 
2. Anisle D I WILL NEVER SURRENDER OF MY 
OWN FREE WIU.. IF lN COMMAND. I WIU
NEVER SURRENDER THE MEMBERS OF MY 
COMMAND WHD..E THEY snu. HAVE THE 
MEANS TO RESIST. 

a. EJplanaticni. Members of the Armed Forces 
may never surreuder vohmuri: Even when 
isolar.ed mel no longer able to ir :asualties on 
lhe euemy or odlerwise defenc . .selves, it is 
their duty 10 evade capture aDd ~""m the nearest 
friendly force. 

( 1) It is only when ev asioli by Service 
manbcrs is impossible ad funber figlu;iD& would 
lad ID their dudl with DO sipificmt loss ID the 
euany that lhe meas to resist .or evade might be 
CODSidered ab•nsted 

(l) 'I1ae rapcmsibility and aulhority of a 
c:ommande:r never exte:Dds 10 lhe surrender of 
CDIIIIDaDd. evca if ilolaled. C1l1 off. or llln011Dded. 
wbik lhc aail has tbe power tD resis&. brat out. or 
evade to tejoiD frieDdly forces. 

b. TgipingGuidjnce 

(1) kveJ$ A. I md C. Trainiq should 
msure that each iDdividual is familiar with lhe 
wording meaning of Article fi. as Slated iD 

·paragraph B.l.a... above. 
(2) l&vek B and C. Training should be 

oriented tow•d .clcliticmal depch of bowledce on 
the following topics. Specifically. Service 
members must: 

(a) Undastmd tha1 when they .recut 
off. shot down. or orherwise isolawi in cnemy
conaolled larirDry. dley must make every cffon to 

avoid capture. The courses of action available 
include concealment until recovered by friendly 
rescue f~ evasive a-avel to a friendly or newral 
territory, and evasive uavel to olber prebriefed 
areas. 

(b) UDders Wid that capmre ·does not 
coaslimte a clishaDorable act if all reascmable mems 
of avoidiDg it have been exhausted md die only. 
alla'D&Iive is dealh. 
3. Anisle m. IF I AM CAPTURED I WILL 
CONTINUE TO RESIST BY ALL MEANS 
AV AD..ABLE. I wn.L MAKE EVERY EFFORT TO 
ESCAPE AND AID 01liER.S TO ESCAPE. I WRl.. 
ACCEPT NEITHER PAROLE NOR SPECIAL 
FAVORS FROM 11IE ENPMY. 

a. Explanation. The dUty of a member of the 
Armed Forces 10 continue resistance to enemy 
aploiwion by all means available is not lessened 
by the misfomme of c:apcurc. Comnry 10 &he 1949 
Gaeva CanvemioDs (refen:ncc (h)). cncmics whom 
U.S. force$ have mgqed siDce 1949 have reg.-ded 
the POW compound as an extension of the 
baDJef~eld. The POW must be prepind for Ibis facL 

(1) · Ill disregud of the Geneva Conventions 
(refermce (h)). &be enemy has used a vuiety of 
tiCtics to exploit POWs for propaganda purposes or 
10 obtain military information. Resistance 10 
c.pcar exploiwion effons is required by the Code of 
Conduct (reference (b)). Physical and mental 
harassmcn&. general misttcaunent. torture. medical 
neglect. ad political indoc:aination have all been 
used against POWs in the past. 
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(2) The enemy has aied to tempt POWs to 
accept special favors or privileges DDt given r.o 
other POWs in return for swcmaus or information 
desired by the enemy or for a pledge by me POW not 
10 aaempt escape. 

(3) A POW must not seek special privileges 
or accept special favors at the expense of fellow 
POWs. 

( 4) The Geneva Conventiom (refen:uce (h)) 
recopiz.e lhal the regulations of a POW's c:oumry 
may imP* the duty 10 escape ad tbal POWs may 
aucmpt ~~escape. Under the guidance md 
·supemsion of the semor military person md POW 
or1mizaticm. POW s must be prepared to take 
advata1e of escape opponwaities wbalever chey 
arise. In comm111l11 delmlioD. tbe welfare of ·me 
POWs wbo remain behind must be coasidlzed. A 
POW must "lhiDk esc~pe. • D111St ay to escape if able 
to do 10. ad must usist olbers to escape. 

(5) 1be Gcaeva Conventions (refermce (h)) 
amborize the release of POWs· on parole cmly to lhe 
exlellt ·authorized by the POW's coauy, and 
prohibit compe11ing a POW to .ccept parole. Parole 
apeemaus •e promises given lbe capcor_by a POW 
to fulfDJ swed c:onditiODS. such as not 10 bee mns 
or. ~ot to escape. in consideration of special 
prsvileJes, such as release from captivity or 
lesscDed restramt. The United Swes does not 
mtbo~ any Military Service member to sign or 
eDia' miD my such paole agreancm. 

b. Tmninc Guiciance 
(1) leyeJs A B and C. Training should 

ensure tha1 Service members ue famili• wilh &he 
wording md basic meaning of Article m. u swcd 
iD paagnph B.3.a.. above. 

(2) J...eyels B pd C. TraiDing should be 
orialted towud Ill .clditional deplh of bow ledge on 
tbc foDowing topics. Specially, Service members 
must: 

(a) Understand that captivity is a 
situalicm iDVoJving COIUimaous COIIII'Ol by a c:apcor 
wbo may aaempt .10 use &be POW as a source of 
miligry infomwicm. for political purposes. md as 
a potmtial subject for political iDdoctrinaliaD. 

. (b) Be familiar with the riglus md 
obligations of bcnh lhe POW ad c:apror under me 
Gmeva Caavauioas of 1949 (rderc:Dce (h)) and be 
aw•e of abe increased signifiamce of resistance 
sbould 1be c:.ptDr refuse to abide by the provisions 
of lbe Gaeva Ccmvations (refermce (h)). Be 
aware thai lbe resistance required by the Code of 
CODduc:t (refercace (b)) is directed al capc.or 
exploiwion effons, because such effons violale lhe 
Geneva Conventions (reference (h)). Unclcrsand 
dial resistance beyond 1he identified above subjects 
1be POW to possible punisbmau by die capcor for 
onlcr mel discipline violaboas or c:rimiDa1 offenses 
qaiDst die cklainiDg power. 

(c) Be familiar with. and prepared for, 
the implications of the Communist Block 
Reservation 10 Anicle 85 of the Geneva · 
Conventions (reference (h)). Anicle 85 offers 

prorection to a POW legally c:cmvicled of a crime 
commiued before capture. UndersWld that 
Communist captors oflCD threalell to use their 
resc:rvalian to Anicle as u the basis for adjudging 
all members of opposing mncd forces as "war 

· c:rimiDils." As, a raul1. POWs may fiDd tbanselves 
accused of beiDg • .... c:rimiDals" simply because the 
wqed war qaiDst lheir Commaist_ capror before 
capwre. The U.S. Government does DOt recopiz.e 
me validity of lhis l.lfeaDCDL 

(cl) Ulldaslad thal a successful escape 
by a POW causes the aacmy r.o diven forces dw 
might olherwise be fighting, provides the United 
Swa valuable iDfonDalion about the e:aemy aDd 
oda POWs iD c.ptivity, ad serves u a positive 
eump1c ID Ill m.cmbas of die Azmcd Forces. 

(e) Ulldastmd the .tv~ma~es of early 
acape i:D dW IDCIDbers of lhe poad forces are 
usually relalively IIUJ' friGidly forces. For all 
~ individuals. and ecly escape attempt takes 
advauace of lhe fact that lhe initial cap10rs are 
~Y. not trained pards, thal the security system 
JS relatively lax. and tlw the POW is not yet in a 
debiliwed physical condiciOD. 

(f) Be faniliar with the complication 
~f ~ after mival al m established POW camp. 
mcluding. sec:are f~ties md m experic:nced guard 
system. mcreased distance from friendly forces. 
debilitated physical condition of prisoners. 
psychological factors that reduce escape motivation 
\b•bed-wire syndrome"). and the of~en differing 
edmic ch.lnderistics of lhc escapee and lhe enemy 
population. 

(g) Undersland lhe imponmce of being 
alert for escqe oppoaawities. especially for POWs 
jmmecfj•tcly alta' capcure. or when confined alone. 

(h) Understand the command 
sapervisary role of the saior military person md 
the POW orglllizalicm iD escapes &om established 
POW camps. Understand lhe responsibilities of 
escapees to tbcir fellow POWs. ·· 

(i) Understand that acceptance of 
pm* mam a POW bas agreed not to engage in a 
specified ac1. such as to escape . or r.o bear mDS, in 
exchage for a sw.ed privilege. md that U.S. policy 
forbids a POW 1D KCCpt such parole. 

(j) UndcrsuDd the effects on POW 
OflaUzaDOD ad. morale. u well as lhe possible 
legal consequences. of ~ a favor from the 
memy dw resulu in 1ainin1 beDdi&s or privlle&es 
iDclude .::cepunce of release before &he release of 
sick or wounded POW s or lhosc who have been 
captivity loqer. Special favors iDclude improved 
food, recreation. ud living conditions not 
available to olber POWs. 

(3) Level C. Training should be oriaued 
towad ldditional dc&ails md the r.opics set fonh m 
subparagraph B.3.b.2.. above. as well u under
stmding the DCCCSSity for and lhe mechanics of 
coven orgmiulions in captivity. Those organiza. 
lions serve lhe captive ends. such as effecting 
escape. 
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. ·: , .;~rJ:).',;: .. ){·':~.:~:N·:~;~;;;,.:·; .... : · 
4. Anic;1c IV. JF I BECOME A I'RISONFJl OF WAR. :, .. . , Gad .help mqthal a POW's will to resisL Each 
I WIU. KEEP FAITH wn"H MY PELLOW POW. immctli"•ly upcm c:.pazrc. sballuy to make 
PRISONERS. I WILL GIVE NO INFORMAnoN OR c:am.ct with fellow POWs by my meas available 
TAKE PART IN ANY AC110N WHICH MIGHT BE ad. dlaafler. shall ccmtiDue t.o c:ammUDicale IDd 
HARMFUL TO MY COMRADES. IF I AM SENIOR. participate vigorously as pan of the POW 
I WILL TAKE COMMAND. JF Nar. I WD.L OBEY orgmizar.icm. 
111£ LAWFUL ORDERS OF 1110SE APPOINTED (8) AJ v.iJh ocbe: provisioas of the Code of 
OVER.MEANDWDJ..BACK1HEMUPJNEVERY Ccmduct. E.O. 10631. (referace (b)). CGDUDOD 
WAY. scue aDd 1he ccmditiODS in rhe POW camp will 

a. f .. ~Ian at j 0 n. Officers &Dd DOD· derennine the way in wbicb me sezUar POW mel the 
CO!IIlr.: ::! offieers sbaD cxmtimlc t.o _....., out OU. POWs SII'Uc:lllre lbeir orgaizadaD IDd carry 

-·;, oallbeir ~1rilhie:s. his _iwwwwl-r thaz: their ~.~--:-:uibililies ad exercise their arhority ill ·-r--· -,-·-
captivity. (a) The ICDiOr POW establish an 

(1) IDfonuiD&. or ay other acaicm delri- orgmiz&licm. 
IDCD1Il t.o a fellow POW. is despicable ad is (b) The POWs iD thai orgmization 
expressly farbiddm. POWs especiaUy 1111JSt avoid · 1IDdas&IDd lbeir dulies ad blow ID wbam tbey are 
belpiq the aemy to ideDiify fellow POWs wbD respoDSible. 
may have blow)edp of Vll1le ID lbe 1111111)' md wbo b. Ipjnigs Guiclap 
may be m* ID suffer coaeive iDIInopliaiL (1) Levels A. B. ad C. Traillift& should· 

(2) StroD& leadership is essential t.o aasarc thal Service members ~ familiar with the 
discipliDe. W"llhoat discipline. camp cqaizalicm. wordiDg ad basic maain& of Article IV. u staled 
rcsis&aDcc. IDd even smvivalmay be impossible. in plnll'lpb B.4.a.. above. ad UDdasiiDd dw: 

(3) Pencmal bygicDc, camp saiWioD. ad (a) Leadcrsbip laid obediace ID those 
; care of the sick mel wounded .rc impenliYC. in CDIIIIIImd lrC asmri1J to 1be discipline requhed 

( 4) Wherever Joc:aled,. POW s. for &bcir OWD- to effect S'GCCCSsful organization agaillst captor 
bale&. r.bavld or&miz.c in a IDi1iwy mmnc:r UDder cxploiwion. lD capcnrity siDJalicms involvin& two 
die seDiar ll1ili*)' POW elipDk far c:GIDJDmd. 'Ille or more POW s. the senior rmtmg POW shall 
senior POW (wher.la officer or alisred) in lbe POW assume CI011I1MDd: an others shall obey tbe orders 
c:map or among a aroup .of POWs shall assume ad abide' by 1be decisioDS of the senior POW 
c:ommaDd ICCOI'd.iD& to rut wilho111 regard 10 reJardless of differences iD Military Service. 
Military Service. That responsibility and affiliations. Failure ID do 10 sball result in the 
acmuntability may not be evlded. (Sec seclion C. weakeniDg of org&Diution. a lowering of 

·below. of this mclosare.) resislallce.. ad. af&cr rcparriation. may result in 
(S) Wbm 1akiag mfnmmd tbe scmor POW lepl tn ceertinp UDder abe UCMJ (refamcc (i)). 

sball iafcmn the ocber POW s md shall clesipaae 1bc · (b) Fai&b. tnJS&. IDd illdividual poup 
c:haiJl of coDUDmd. If the ICDior POW is loyalties have lfUl value iD establisbiDg md 
iDcapacitated, ar is otberwisc aaable to .ct for ay mm,tmq a effcaive POW orpniz.alion. 
rcucm. cammmd shaD be ISSUIDed by die nat (c) A POW wbo vol'IIDI8ily informs ar 
seaior POW. Every effort shaD be JUde t.o iafODD collabonles with tbe c:apcar is a niror t.o tbe Unia.ed 
all POWs in abe camp (or poup) of 1bc manbers of Swcs ad fellow POWs md. after rcpalrialion. is 
the c:blin of command wbo sbiD represcnt them iD subjccl to pmisbmar UDder tbe UCMJ (refcnmce 
clea]jq wilh many authorities. The responsibility (i)) far such IICiioDs.. 
of S1lbordiJwes ao obey the lawful orders of I'IDkin& (2) Levels B ad c. T-mm• should be 
America militay perscnmc1 remaiDs uncbanpd iD arieDted aoward lldditiaul clcplh·~ledge on 
captivity· · &be followiq topics. Specifically. Service 

. (6) U.S. policy an POW camp cqminriml mcmbcn must: 

requires dill the ICIIior milia.ay POW sball ISS1IIDC. (a) Be famililr wilb · tbe principles of 
cammmcl The Galeva Ccmvall:ions (refe:re:DelC (h)) byJiac. Ulliwicm. health maiDieDance. fnt aid. 
an POWs pnMdc lddUicmal pidace to lhe effect phvsical conditioDiD&. 1Dd food utilization, · 
1bat m· POW ~ .... --'-"'"'• ealist.ed --• ,~ -...- ---. ..--- iDctndin& recopitiaa ad cmcrgaacy self-uuanent 
cmly. a prisaaas' represemative will be elected. of typicll POW camp iDraesscs by cmc:rgaacy use of 
POWs sbDuld 1llldcrs&ad that sadl a npresmwive primilive materials mel available subs&IDces (e.a .. 
is regarded by U.S. policy cmly IS a spokespcrsan taotbpule. salt, ad cbarcoaJ). Such kDowledge 
for 1be semar POW. Tbe priscmas' repramwive acns a imporulat iDfbacace on POW abil.Uy t.o 
docs DOt have commad. unless the POWs elect 1be resist md ISSisls a effective POW cqaizalion. 
SCDior POW ID be abe priscmcis' rqnscnwive. The (b) lJDdcrscad lbe imponance of. and 
snior POW shall assume uacl retain actual the basic proccclures for. establishing secure 
c:ommmd. covertly if ueccsury. communicalions bawecn scparaaed indivicluals and 

(7) MlincaiDing commlmicalions is one of poups of POWs aucmpting to establish and 
the most imponml ways that POWs may aid cme maiDiain • effeclive orgiDizalion. 
anocher. Commllllication breaks down the barriers 
of isolation tbal a many may aucmpt to consuuct 
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(c) Be famili• widl the major edmic. 
racial. and uticmal cbanclaistic:s of 1be acmy that 
may affect POW -captor relationships to the 
detriment of iDclividual POWs and the POW 
orgmization. 

. (d) Funhcr understand 1hat: 
1. An informer or collaborator 

should be insulated from sensitive information on 
POW organization. but that c:ontiDuiJlg efforts 
sbould be made by members of the POW orgmiza
ticm to acouraae ad persude the collaboralor to 
case such adivities. 

. 2. Weicoming a repeDIIDl collab-
orator '"bact to the fotd• is gaaerally a more· 
effecdve POW oralllization resistmce tedmique 
thaD contiDued isolation. which only may 
encourage the collaborator to contmue such 
ll'eUODOUS ccmc:lucl. 

3. There is a significant differ-
. ence betweeu the collaborator who must be 
pcnudcd 10 rerum md the resister wbo. having 
been physically or mentally tortured into 
complying wilh a captor's unpaoper demmd (such as 
to provide informa&icm or a propaganda s&atrment). 
should be helped to galbcr suenglh mel resume 
resisamcc. 

(e) UnderstaDd that. in situations 
where military and civilian personnel are 
imprisoned together. the senior military POW 
s~uld make every effon to persuade civilian 
pnsoners lhat the Military Service member's 
assuming overall command leadership of the entire 
~ J!01IP- baed upcm experience and specifiC 
traUUDg. IS advantageous to the aatire prisoner 
coiluDUDity. 

(3) Level C.UDderslad the Deed for. ad the 
mechmics of. establisbing aD effective coven 
orglnizaaion iD simatioDs wbae lbe captor aaanpcs 
to prevent or frustra&& a properly constituted 
orgmiz.aticm. 
S. Article v. WHEN QUESnONED. SHOULD I 
BECOME A PRISONER OFW Alt. I AM REQUIRED 
TO GIVE NAME. RANK. SERVICE NUMBER. AND 
DATE OF BIRTH. I WD.J.. £VADE ANSWERING 
FURTHER QUES'llONS TO 111£ UTMOST OF MY 
ABD.JTY. I WILL MAKE NO ORAL OR WRm"EN 
STATEMENTS DJSLOYAL TO MY COUNTJtY AND 
ll'S A1JJES OR HARMFUL 101HEIR CAUSE. 

. a. Eapi8narica, Wba question~ a POW is 
required by the Geneva Convmtions (refcrace (h)) 
ad dac Code of Candnc:t .. E.O. 10631 (reference (b)). 
ad is-pamilled by the UCMJ (rcfcicncc (i)). 10 give 
name. rat. Savice number. ad clalc of birth. 
UDda' 1be Geneva Conventions (refereDCe (h)). the 
aany has no riJ}u to uy 10 force a POW to provide 
my additional iDformation. However. it is 
aaralislic to expect a POW 1D remain confined for 
years reciciDg cmJy JLIIDe. rmk. Service DUmber. md 
dale of birth. ~ ue many POW C8l11p sinw.icms 
in which certain types of conversation with the 
enemy are permiued. For example, a POW is 
allow~ but not requited by the _Code of Conduct. 

lbe UCMJ. or the Geneva Conventions (referenc:es 
(b). (i), ad (h)). tO fill out a Geneva Conventions 
"capture card" to write leuers home. and to 
communicaze with c.pc.ors on maa.ers of health ad 
welfare . 

(1) The senior POW is required to represau 
fellow POWs in maw:rs of camp adminisaation. 
health. welfare. and grievances. However. it must 
be borDe constantly in mind that lhe enemy has 
oftell viewed POWs as valuable sources of militlry 
iDfozma&ion md propaganda thal may be used to 
furtba' die ar.my's we effort. 

(2) ~ly. each POW must exuc:ise 
pal cawicm wbaa fil1iDa out a "capmre cmt• wbal 
agaamg in authorized coiDIIUJDication with tbe 
capiDr. ad wba wriciDg leu.crs. A POW must 
resisl. avoid. or ev-. even when physically ad 
maually coerced. all enemy efforu to secure 
u•temenlS or acliaDS thal may funhcr the enemy's 
cause. 

(3) Examples of swcmeDU or aetions 
POWs should resist iDclude givin& oral or wriucn 
confessi~ answering questicmnaires. providing 
personal hislory statements. making propaganda 
recard.iDp md broadcast tppeals 10 other POWs to 
comply wi1b improper c:apcor demands. appealing 
f~ .\!·S· surren~ ~r parole. engagiDg in self
cnl:ICISIIIS. or providing oral or writu:D sweme:nts 
or communications on behalf of the enemy or 
hmDful to me Uni&ed StaleS. its allies. me Anned 
Forces. or olber POW s. 

(4) A POW should recognize th&L any 
confession or swc:mmt may be u.soo by the enemy 
as pat of a false accusation dw &be c:apcive is a war 
criminal r&lber than a POW. Moreover. c:cnain 
couzuries have made reservations to lhe Geneva 
CoaYCillioDs (referaace (h)) in which they assert 
lhal a war crimi.aal conviction has the effect of 
dqaivill& die c:ouvicl.ed iDdividual of POW swus, 
dms rcmoviD& 1he POW from proccc:tion under lbe 

· Gaaeva Con•emioDs (rcfereuce (h)); The right to 
rcpazriaticm is thus revoked until a prison smcence 
is served. 

(5) If a POW finds that. 1mder inu:nse 
cocn:Xm. liiWIIhorized information was unwillingly 
or accidaatally . disclosed. the Service member 
sboukl aa.empt to recover md resist wilh a fresh line 
of mcmal defcmc. 

(a) Experience bas shown that. 
although euemy imarogatiou sessions may be 
hush and cruel. it is usually possible to resist. if 
tbcre is a will 10 resist. 

(b) The best way for a POW 10 keep 
faicb wilh the Uni&ed Swes., fellow POW s. md 
oneself is tG provide the enemy with as liule 
infar'IIWion as possible. 

b. IrainingGuidance 

(1) Levels A. B. and C. . Training should 
ensure that Service members ue familiar wilh lhe 
wording and basic meaning of Article V. as swed in 
paragraph B.S.A., above. 
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(2) Levels B ad C. Additioftal UDder· 
~UDdin& of me followmg topics sbDaJd be acquired 
at levels B md C. Specifically, Service members 
must 

(a) Be f~ wilh the various aspecu 
of the . UUarogatiOD process, its phases, the 
procedures, methods and t.eclmiqucs of i:Dicrrop
ticm. ad the immoguor's pals. streDgths. llld 
weaknesses. 

(b) Undastllld that a POW is required 
by the GmeYa C:oavauicms and the Code of Ccmduct 
(refermca (h) ad (b)) to disclose 11a11e. nat. 
Service DIIIDber. IDd clare of birth. whr:D questioued.. 
u~ ·· · · ~tiDd lbat answe:riD& fanber questians IIIDSl be 
ah· -ed. A POW is eacaaraaed to limit fanber 
disclosure by ase of sach resiscace tecbiUques as · 
claimial iDability 1D fmDisb additioDal illfGI'IIIAiiall 
b~:aue of previous orders. poor memory, 
i1· ·-~. or 1ac:t of ccmqxclaca:sicm. . 11ae POW 
may Dever williDJly aive lhe cap&or additicmaJ 
iDfomwicm. bat must resist doiq so evm if it 
iavolvcs witbstancting mc:a&a1 and pbysical duress. 

(c) Understmcl dw. sbart of death. it 
is 1JDiib1y 1hat a POW may prevent a stiDed eDall)' 

iDimoJIIOt, asing .all available psychological ad 
pbysic:aJ melhods of coaciaa. from obuiDing some 
degree of compli&nce by the POW with captor 
dr:m..cts. However, undcrstad dw if lab:n past the 
point of muimmn Clldurmce by lbe capror, the 
POW must recover as quickly is possible ad resist 
each successive capaor exploiWicm effan to the 
atmosL UadentaDd lhai a fcm:ed IDSWer on cme 
point does DOt authorize coadnaed compliaDce. 
EYeD 1be same aswer mast be resisted again at dle 
DGt imarogiDon sessiaD. 

(d) tJndemmcllhat a POW is adlar
ized by lbe Code of Caadact (refen:ace (b)) ID 
01 mu w•iC8&e willa 1be c:.prar em illdividual beallh ar 
welflft JDalrers ad. wbal apprapriare.. Oil routine 
maaas of camp ~ Caaversatioas aa 
tbose matters are DOt coasidered to be JiviD& 
aDauthorized illformatioll, u defined iD 
subpanpapb B.S.a(3),. above. 

(e) Undemmd that the POW may 
famish l.imiwi iDfomwiGil Oil famDy SWIIS ad 
addras iD f"Ulin& oat a Gaeva CODYeDticms 
(rcfcralce (h)) CllpCIIrC c:ml. Be ~ lbal a POW 
may wrile pc:rsGDa1 canesp crnden ;c Be aware lhal 
the captor sball have fuD access 10 both the 
illfamwiall 011 1be ClpiJR cml ad abe cmrmts or 
personal OJDVF ca Amce 

(f) Be familiar widi lhe captor's 
reasons for ad methods of aac:mptiD& to involve 
POW s in both iDiernal ad extaDil propaganda 
Klivilies. UudeaSIUDd lhala POW ID1ISt utilize every 
meaDS available lO avoid pcticipadon in such 
activities ad IDD$l DOt make oral or wrincn 
"""""m disloyal10 lbe Ulli&ed Swes or its allies. 
or dca1mCDial ID fellow POWs. 

(&) Be familiar with &he cap10r's 
reasons for and methods of auempting to 
iDdoclriJwe POWs politically. Be familiar wi&h lbc 
meahods of resisting· such iDdoctriJwion. 

' .. . . ~ 

(3) Level C TrainiDg should provide 
eddjrjonaJ details, IDd Service members specifically 
should: 

(a) UDdastiDd dw. C¥e:D wbm coerced 
beyond name. rmk. Savice DUIDbcr, dale of binh. 
md claims of jnahilitjes, it. is possible to lhwut m 
iD&a'rogaiOr's eaons to ob&aizl useful iDfOI"DWion 
by the use of cc:naiD additional·· ruses ad 
sua&qems. 

(b) UDdas&ad IDd devdap ~ 
in the ability to use properly lhe ruses IDd 
suatagems designed to prevCDt successful 
interrogation. 
6. AnjsJe VL I WILL NEVER FORGEr 111AT I AM 
AN AMERICAN. FIGHTING. FOR FllEEDOM, 
RESPONSIBLE FOR MY ACI10NS, AND 
DEDICATED TOniE PRINCIPLES WHICH MADE 
MY COUNTRY FREE. I WILL TRUST IN MY GOD 
AND JN'IHE UNn'ED STA'IES OF AMfJUCA. 

a. EmJan•Dsm A member of abe Armed Farces 
remains responsible for penoaaJ actioas at all 
times. Anic1e VI is desiped to asill JDeiDbcrs of 
tbe Armed Forces to fu1fi11 their NSpUDSi.Dililies ad 
survive c.pcivily with bcmor. The Code of Cancfpct .. 
E.O. 10631 (tdere:ace (b)), docs DDl coaf1ict with 
the UCMJ (refermce (i)), ad me 1aaer comiD.ues to 
~~pply to each militlry member during captivity or 

. Olhcr bosti1e detallian. 
(1) When repa1ria&ed. POW s can expect 

their actioas tD be subject 10 rc¥iew, bodl as 10 
circumslmces of c:apmre ad • 10 ccmduct during 
detaltion. The purpose of such review is 10 
recopize meritorious performance ad, if 
Decessary, iJlvestiiate aDY allegatiODS of 
. misccmduct. 

(2) Sacb teViews will be conducted wUh due 
reaard for the ~Jilts of tbe iDdivicbaal &lid 
c::aDSideraliaD far tbe COIIdiDcms of cqciYily ~ 

(3) A member of the Aimed Forces who is 
~ has a CDDtmlliJI& oblia.uon to resist all 
ettemp'S at iDdoclriDaliaD ad n:maiD loyal 10 the 
thailed S&ala. 

(4) The life of a POW IUY be very hmd. 
POWs who aDd rinD ad 1111ited apiDst enemy 
presnres sbal1 aid aae aodlcr immeasurably iD 
sa:rviYin& Ibis ordal. 

b. Tpjping Gnidpq; fw LcvcJa A B md C. 
TniDiD& should msare that members •e familiar 
wilh tbe wordiD& md. buic mnnin& of Article VI. 
ad: 

(1) UndastaDd the relatiombip between the 
UCMJ ad the Code of CoDduct. E.O. 10631 
(rcfcn:DCCS {i) ad (b)). md realize that failure 10 
follow &he guidance of the Code of Conduct · 
(refcre:ace (b)) may result in violation of reference 
(i). Every manbcir of lbe AmlOd Fcm:es of the UDiled 
Swes should UDdcrsWld that Service members 
legally may be held accountable for persODal 
.caians while deWned. 

(2) Be kDowledJe&ble of the national 
policy expressed by the President in refercuce (b) 
pnmwlgumg the Code of Conduct: 
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· No American prisoner of we will be 
forgoaa by &be Uuiled Swcs. Every 
available meaDS will be" employed by 
our aove:mmcnt to establish c:ontact 
with. to support md 10 obWn the 
release of all our prisoners of war. 
Funbamore. the laws of lhe UDiced 
Swes provide for the support ad cce 
of depcndmts of lhe armed forces 
incluc!iug those who become 
prisoDcrs of war. I assuze dependents 
of such prisoDcrs tballbese laws will 
conlimle r.o provide for their welfare. 
(3) UadcrstaDd lhat bolh the POW aDCI 

depcadeats sba11 be tlbD care of by the Armed 
Forces IDd lba1 pay ad allowaces, eligibility ad 
proc:edures for promotion. ad bcacfits for 
depe n =Ients caminue while lbe POW is dM•inecl 

(4) Uadas&md Che impaniDce of mi1i&.ry 
members asuring lha1 lhcir pencma1 affairs md 
family matters (pay, powers of auorney. will. car 
p8YIDCDIS. ad childrm's scbootin&) are kept c:mrmt 
lhrough discussion. counsclin& or filing of 
cia nunents before being exposed to risk of capmre. 

(5) UnderstaDd that failure 1D .ccomplish 
the maa.ers set fonh in subparagraph B.6.b.(4) 
above. has resulted in m almo5t overwbelmina 
sease of guilt aa the pat of lhe POW s and has 
placed mmc csscy bardsbip on family members. 
C. SPECIAL ALLOWANCES FOR MEDICAL 

PERSONNELANDOiAP1AINS 
The additional ficxibilicy afforded medical 

periOIIDC1 ad chaplaiDs under lhc circumstance 
cired iD the cxplaalion 10 Article I is further 
clarified. as follows: 

1. · Anjcle I 

a. Medical pcrscmncl and c:haplaiDS are 
grated. by vinDc of their special re&aiDed swus 
UDder dle Gaeva Conventions (referCDCC (h)). 
c:atain 1atiiDde 1IDdcr lbe Code of Coaducl (refcraace 
(b)) if dac policies of tbe capcors adhere to the 
requircmcDl of dle Geueva conve:mions (rcfaeDCC 
(h)) permiuiDg &bose pcrscmncl t.o · perform their 
professional ciulics. 

b. u lbe capiGrS allow medical pcrsoand 
ad cUplaiDs tD perform their professional duties. 
tbose pcaormcl may cxcn:ise a dcpee of Oaibility 
with tepid 1D 10111e of tbc specific provisiaDs of lhe 
Code of CaaciDc1 (referace (b)) r.o perform dleir 
professicmal duties. 

c. This dcpee of flexibility only may be 
auployed if it is iD lhc best iDicrals of die medical 
md spirimal Deeds of fellow POWs ad cbe UDited 
Stares. Lib all members of tbe Anned Forces. 
medical pcrsonDC1 mel cbaplaias ce -=c:oan.rable for 
their ldiODS. 

2. Artis)e n. . No .tdi&ional Oe1ibilicy. 

3. Anjslc m Under lbe Geneva Conventions 
(refermce (h)). medical personnel and chaplains 
who faD iniD the hDds of lhe enemy are cntilled r.o 
be coasidered ·retamed persoru.er and are not 110 be 
CODSiderecl POWs. Tbe enemy is required by the 

Gcaeva Conventions (refermce (h)) to allow such 
pencms &o continue to perform their medical or 
religious duties, preferably for POWs of their own 
co1111D')'. When the services of those "retained 
persaiiDCf' ce DO loqa' Deeded for tbcse duties. the 
CDaDY is obli&aled to recum . them 10 their own 
femes. 

a. The medical pcrsozme1 md chaplains of 
tbe U.S. Armed Forces.. who fall into the hmds of 
lhe cuemy, must assert their ri&lUs as "retained 
pc:rsG~D~~et• ID perform their meclical ad religious 
dDiia for lhe baldit of &be POWs IDd must take 
~ opparami1y tD do 10. 

b. If tbe c.ptor pcrmils medical pcrsmmel 
ad chaplains to perform their professional 
f1mclicms for lbe wdf.e of tbe POW community. 
special 1adlude is atbariz.ed lbose peno~~~~Cl under 
die Code of Ccmdpct_.. E.O. 10631 (rdermce (b)). as 
i1 lpplies tD escape. 

c. Medical periOIIDC1 ad chaplains. as 
iDdividuals, do DOl have a duty to escape or to 
acrively aid olbas iD escapina as km& as they ce 
lreaaed as "re&aiDed pcrsozme1· by lbe euany. U.S. 
experience siuce 1949, when the Geneva 
Caavenlioas (raaax::e (h)) were wriam. reflects DO. 

comp1iance by c:apcan of U.S. persollDd wilh those 
provisions of lhe Geneva conventions (reference 
(h)). U.S. medical ad chaplain pcrsoanel must be 
prepared 10 be subjected to dle same lreabDeDl as 
odaPOWs. 

cl. If me captor does not permit medical . 
pcrs011nel ad chaplains to perform their 
professiaaal fuDcticms. they are considered identical 
to all other POWs with respect to their 
respcmsibilities muter the Code of Couduct 
(refaeDCC (b)). UDder DO circumstances sball the 
laliiUde pared medical pcrscmne1 md c:blplaiDs be 
iDiapreted co authorize ay actions or conduct 
ddrimalW to lbe POWs or &be iDiaat of lhe Uniled 
States. 

4. Anis1c IV. Medical pcrsozmelaacrally arc 
prohibi1Cd from usWiliD& commuad over 
DCJIIIDedical pcrsozme1 ad chaplains acnc:rally ce 
prahibit.ed &om umming COIIIm.IDd OVa' militay 
pcrsoucl of ay branch. Military service 
reaulalious that restrict eliaibility of those 
paso~~DCl for COIIIJDmd shall be explaiDed' co all 
pasoanel at a appropriale level of 11Ddcrst1Dding 
to predude lal.er CODfusioD iD a POW camp. 

S. Anic)e. V. Tbis Article and i.u e~on 
also apply t.o medical pe:rscmncl IDCl chaplains 
("retained perscmnel""). They are required t.o 
communie&IC with a c:apc.or in CODJICdicm. with their 
professional respcmsibilities, subjec:t to the 
resnims discussed in Anicles L 'above. and VI. 
below. 

6. Article VI. No .&libonal Oexibility. 
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SECTION n 

GUIDANCE FOR INSTRUCTION TO ASSIST U.S. MILITARY 
PERSONNEL IN CAPI'IVITY OR HOSTILE DETENTION 

DURING PEACETIME 
A. fOlJCY 

Tbis policy on the ccmduct of U.S. mi1il.ay 
J: ·>ODDeL isolared from U.S. coanl. .pplies a all 
~· ·u.s. miliary periOIIDd fiDdiDa tbauetva 
uolaled &om U.S. CODirOl. are Jequired 10 do 
nerytbina iD tbcir power 1D follow DoD policy. 
The ~- policy iD Ibis sjm•rinn is too 1111\'ive wilh · 
hcmor. 
B • .s:am 

The Code of CoDduct. E.O. 10631 (teferc:Dee 
(b)) is a moral pide desiped 10 assist military 
pawl ill combal or being bdd as POWs to live 
up 1D lbe ideals in the DoD policy. The guidmce ill 
this eaclosare shall assist U.S. military persoiiiiCl 
wbo ~nd lhanselves isolaled from U.S. c:amrol in 
pc-=erjmr, or iD a silDabaa not relaled specifically 
iD 1he Code of Conduct (reference (b)). This 
aclosure is tbe special pidance referred 10 in 
pmqnph A.3.b. of eaclosare 2. Procedures shall 
be established by the Military Oeparunems r.o 
aa.care &bat all U.S. mili&ary perscmnel UDder lbeir 
comrol .re made aware of the pidmce in this 
nclosure. Oissemiutiou procedures should 
paaDel tbose used 10 eDS1IR proper educalion ad 
traiJUD& iD support of the Code of Ccmduct 
(rcfereace (b)) lbroupoat lhc Depanmalt of 
Defa.e. 
c. BAT1QNAIA 

held for cxploiwicm of the capciva. or the U.S. 
Gove:rmDCDl or boch. Thal exploiwian may take 
may forms. bat each fonD of exploiWiou is 
dcsiped 1D uaist lbe foreip JOVcrmDCDt or the 
tcnarist ~· 1D lbe pal. det•inees have beal 
exploited for iDfomwion ad propapDda efforcs. 
illc1udia& caafessiaDs ID crimes Dever c:omminrd 
all of wbich usisled or Jat credibility 10 ~ 
de&aiur. QcwmpnenCJ; also have beeD aploiled iD 
such sjmeticw tD mate ct.m•P.a~t~r.emm~~ abaat 
tbaaselva ar to force tbem 10 1ppar weak iD 
rel&ciOD tD other JOYerDJDCDts. R.IDIOIDS for 
captives or terrorists have beeD paid by 
10"'~· md ncb. paymenlS have improved 
canmst fDLIDCCS. sapplies. stabJS, ad openlicms. 
oflal prolcmgini the terror carried oa by such 
groups. 
E. WfONSJBnnY 

U.S. JDi1ia.y ·persomld. whedler der•;,...M or 
aqxives. may be assured 1hat 1he U.S. Govcmmau 
shall make every &ood faith effort 10 oblain their 
earliest release. Faith in one's c:oamry ad ils way 
of life. failh iD fcUow detainees or captives, md 
failh iD ODe's self arc c:ribcal 10 surviving with 
hoaor &Del raistiDJ exploitation. Resisting 
a:plcrit•rian IDd baYiDg faida in tbae mas arc the 

· respuasibilily of all Amcriclas. OD tbe odlcr hmd. 
-dae desncdaD of such faidl IIIIISt be tbe assumed 
coal of aD capcan determiDed 10 maximiu: their 
piDS &am a cfetcnrioa ar capcive siiUaliaa. 
F. W& 

U.S. llliJil.ry penaiiDd. becmse of their wide 
rmae of activities. are subject 10 peacetime 
d.etauiOD by DDfricDcDy aoverameacs or captivity 
by tararist poaps. The pid.Dce iD Ibis mclosv:re Evcry rascmable step mast be lakeD by U.S. 
seeks to bdp U.S. militcy peuoDDEilsamve those military pcrsoDDel to preYeDt exploitation of 
situboas wilh hoDor mel does DOt caastia1J.e a themselves ad the U.S. GoveramcnL If 
maas for judpleDl or zepl8ce 1be UCMJ (Jefennce aploiWiOD may DOt be prevaded completely. 
(i)) as a vebiclc for cafarc:cmeal of proper CODduct. every step mast be tlkea ID limit aploiwicm as 
The pid.Dce iD Ibis mclosare. a11hoap eucdy lbe 11111Cb as possible. Daeinect U.S. militay penoDDd 
same as lbe Code of Coaduct (refcaeaw:e (b)) iD 10111e . ott. .-e calalysas far tbeir OWD release. based an 
mas. -wlies oaly duriD& pe.cetime. The lenD their ability 1D became 1111AU:netive soarccs of 
•peacetime• maDS that armed canfJjct does DOl apoitet,jm i.e.. GDe wba resists PICC:essfully may 
exist or wbae lrJiled CGDflict does aisl. bat 1bc ezpea cleWDcrs to lose iDtcrest iD further 
UDil.ed Swa is~ involved clirecdy. Far specific aploiwicm aa.cmpu. J)er,jnecs or Cllptives very 
missions or iD areas of assipmaat where U.S. ofu:D mast make lbdr OWD judgmems as 10 which 
military pcriOIUICl may have a bip risk of ac:&ioDs sba11 iDcrease their chmces of reDlrlliD& 
peacetime cleU:Dlicm or &crrorist captivity. the bomc widl laoDor md dipity. Wi&bout exception. 
MDilary Sc:rvices ae obligared 10 provide hiDiD& the miliaary member who may·· say baneslly that he 
ad detailed guidmce 10 such personnel 10 msure ar sbe bas daDe his or ber wmost iD a deu:Dtion or 
their adequate preparation for the situation. capcive sim•rion ID resist exploiwian uphOlds DoD 
Tramma shall be reviewed ad monitored for policy. me founding priDciples of dle United Swes. 

aDd &be bi•'-- -.a:.,;_ of miJi'r~ ._._ 
adequacy md c:cmsislaley widl Ibis guidmce by me ..-· u--.uwu..... -~ - ··-

&eculi¥e Aaeal for the ASD(FM&P). · 0. MJUtARYBF.ARJNG AND COURTESY 
D. QfNfltAL R.eaardless of lhe type of detention or 

_u.s. ~cary personnel capaued or de&aiDed by captivity. or~ ~f uea~ea~. U.S. mill~ 
basti1e fore1an aovc:rDJDCDlS or aarorisls oftt:D arc pasomael shall mamwn lheu mililary bearing. 

Appendix V-8 

FOR OFFICIAL USE ONLY 



They should make every effort 10 remain calm. 
couneous. ad project pasoul dignity. 11w is 
pmicularly inlpanmtt during tbe process of capaue 
ad lhe arly aages of ill~t wba the capcars 
may be uncenaiD of dlcir conaol over tbe captives. 
Discourteous. 1IDIDi1.itlry behavior seldom serves 
the long-tam intaest of a detainee. captiv~ or 
hostage. Additionally, it often results in 
UDDecessary punishment that serves no useful 
purpose. Such behavior. in some linwicms. may 
jeoplrdize survival ad severely comp1icale effons 
to pill release of lbe der•jrwt eatG~«L or hastage
bdd mili&lry member. 
H. Q,ASSIEDiDINB)RMADON 

1'hae .re DD cin:umStmces iD which a detainee, 
or captive. should vobmcarily give classified 
iDformalioD or materials to those who are 
1IIIIWlaized ID receive dian. To lbe UlmOSt of lbcir 
ability, U.S. military pcrsozmel held as cleuinees, 
captives, or hosuges shall protect all classified 
iDformatiOD. AD UDauthorized disclosure of 
classified informalicm. for whateVer reason. does 
DOt justify further disclosures. De&ainees. captives, 
ad bosuges must resist. to the uanost of their 
ability, each ad every a.ttempt by their captor 10 

obllin such information. 
I. CHAIN QF COMMAND 

In group de&eDtioD, captivity, or hostage 
situat:i~ military detainees. captives or hostages 
shall orgmizc.. to the fullesl extent possible. in a 
military manDCr under the senior military member 
prescut ad eligible 10 commad. The imporr.anc:e 
. of such or&aizalian may DOt be overemphasized. 
His10rically, in both peacetime and wartime. 
cstablisbmmt of a mililat)' chain of COIIIDWid bas 
been a trcmCDcloas source of strength for all 
captives. Every effort shall be made 10 establish 
ad sustain communications with odler detainees. 
captives, or hostages. Milliary der•inees. captives, 
or hostages shaD encourage civilians being held 
with them lO participate iD the military 
orgmization ad accept lhe au&horil)' of &be senior 
miliwy memba'. In some c::ircumsraDc:c such as 
embassy duty. mililat)' members may be under the 
direction of a senior U.S. civilian official. 
NotwithstmdiDg such circums~ the senior 
military member still is obliga&ed 10 establish. as · 
a emily, a mi1itay orgmiwiOD and to f:mure 1bal 
&be guideHnes iD support of the the DoD policy 10 

survive wilh baDor are DOt compromised. 
J. QUIDANCE FOR pmNllON BY GOVERN· 

Mfl1I1 
O.:C in the cus&ody of a hostile govamnent. 

regardless of abe circumstaDCeS lhal preceded the 
delmticm situalicm. derainMS are subject to the laws 
of that govemmenL Detainees shall maintain 
miliury beariDg ll1d should avoid any agressive, 
combative. or ille&al behavior. The Iauer might 
complicare their siawion. their legal swus. and 
my efforts TO uegotiare a npid release. 

1 . ~ American citizens; detainees should be 
aDowed to be piKed in conw:t with U.S. or &iendly 

embassy periODDCl. Detainees should ·ask im· 
mediuely ad CODtiDually 10 see U.S. embassy 
penoDDel. or a repnscawive of a allied or neunJ 
govemmCDL 

2. U.S. military perscmnel who become lost 
or isolated in a hostile foreign comury duriDg 
peacetime shall DOt act u combawns cbzriDg 
evasion mempts. Since a swe of amed c:cmflict 
does DOt Ws&. lhcft is DO proccdian afforded UDder . 
die Geana Convcmiaas (rcferace (h)). 1be civil 
laws of &hal coUDtry -wly. Delays ill cxmcat:tiDg 
local au&barUics may be caucd by injuries affectmg 
the milita:ry member's mobility, disorienr•ricm fear 
of captivity, ar a desire 10 see if a n:sc:ue aa.empt 
miaJu be made.. 

3. Since .the delliDer's goals may be 
muim11111 political uploiwicm. U.S. militay 
pa10IIDd wbo arc deWDed must be exuemely 
c:amious of lbeir Clipcon iD everytbiD& they say ad 
do. In addiliaa TO asking. for a U.S. represenwivc. 
cSet•mrs sbould provide Dillie. rank. social security 
accoUDt JWIDber, dale of bi.nb. ad the imloce:nt 

cin:umslanccs leadiDg to their ciaauion. Further 
di.sc:ussiODS sbould be limiled 10 IDd revolve aound 
beallh ad welfare maners, conditions of their 
fellow detaillees, md going bome. 

a. Historically, the detainers have 
au.empced to engage military capaves in what may 
be called a ·baale of wits" about seemingly 
iDDocCDt md useless IOpics as well as provoca&ive 
issues. To engage my detainer in such useless. if 
not clmge:rous. dialogue only enables a captor 10 
spend more time wi&h the detainee. The det&inee 
should C011Sider dt:aliDgs wilh his or her captor'S as R 

'ballle of wills;• lbe will to restrict discussion to. 
those i&aDs lhal relal.e 10 the detainee's lreatmml 
md remni bome against lhe cle&ainer's will to discuss 
irrelevan&. if DOl dmge:rous. ropU:s. 

b. Ju lhcre is DO rason to sip my form 
or docamau in peKetime delauion. delainees shall 
avoid sipiDg my document or m~g uy 
S"trment, on1 or cxhawise. If a detainee is forced 
to .make a swemCDt or sip ~ be. or sbe 
mast provide as lia1e information as possible and 
lba contimae to resist to the uzmost of his or her 
ability. If a delaizlee wri&es or sips mydling, such 
ICCiDn should be measured qainst bow it reflects an 
die UDi&ed Swes and the iDdividual as a member of 
the military. or bow it could be misused by the 
deuinc:r to funhcr the det.ai:ner's ends. 

c. Detainees ue DOt likely 10 am their 
release by coopcnlian. Release may be &lined by 
the mililat)' member doing his or her best 10 resist 
aploiWion. thereby reduciDg his or her value 10 a 
detaiDer. md thus prompting, a hostile 1overmnent 
1D necotiate seriously wilh the U.S. GovemmcnL 

4 . U.S. military de••inre:s should not refuse 
to accept rel~ unless doing so requires them 10 
compaomise dleir honor or cause damage 10 the U.S. 
Gove:mment or its allies. Persons in charge of 
detaiDed U.S. mi1iwy personnel shall authorize 
release of any personnel under almost aU 
c:ircumstmces. 
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s. Esclpe aaanpts shall be made.' ODJy atter >'' ·'·· 

ClrCfu1 ccmsidcnriOD of tbe rilk or violeacc. c:b.mce 
- of success. ad clclrimmw effects on detaiDees 

remaining behiDd. Jailbreak in most coantrics is a 
crime. Escape IDelllpU would provide lbe delaincr 
with further jusrificatiOD lO prolong de&cntion by 
charging addiciODal violalious of iu c:rimiDal or 
civil law ad mi&ht result in bodily ham or even 
deadl t.o lbe de••jnee 
K. QUIPANCE RlR CAP'JMTYBY'IDRORIST$ 

Capture by tarorisiS is ICDerally the least 
predictable ad IU'IIctared form of peacetime 
captivity. Thr -~tmr qualifies IS a iD&enwional 
c:rimiDal. 1'he possible forms of capciviry v.ry &om 
spoD&aeous hijackiDg lO a carefully planed 
tidDappiDa. ID ncb captiviaics. bas&qes play a 
paler role iD detamiDiDg lbeir OWD far.e liDce the 
ICI'I"'risss Da IUIIY ills&IDCH ezpect or receiYe DD 
rewmls for pm¥idiDI pod lralmcal or reJasiDa 
viaims .~ed. U U.S. military perscnmeJ G'e 
ancenaiD whedler captars G'C gaaaiae ta'larists or 
su:rropr.e:s of JOYG'DIDCDl. lhcy shoald assume that 
they are laiVrisls. 

· 1 . If ISSiped in. or nveJin& through, areas 
of known renorist activity, U.S. militay pe:rscmnel 
shall exercise prudeDt antiterrorism measures 10 
reduce their vulnerabiliry r.o capture. During the 
process of capt1lre ad initial intmunenl. they 
should remain calm and coUJ'IeOus, since most 
casualties among hostages occur during this phase. 

· · · · •: 2. ~- S11J'Yiwmg iD some terrorist dete:Dtions 
may dcpad OD hos&ages conveyiq a personal 
clipity ad apparCDt siDcerity t.o the capiOrs. 

· Hosaagcs may discuss DDDSUbstmlive topics such as 
sporu. family. and clothing, to convey 10 the 
1a1"0rists che captive's pascma1 dipity and human 
qualities. They shall make every effort t.o avoid 
embarrusiDg the UDi&ed Stales md the host 
JOYCI1IIDIZL 1'he pgrpase of &hal dialogue is for lhe 
bos&aae 10 became a •perscm • iD lhe capcar's eyes, 
ra&bl:r lhiD a mere symbol of his ar her ideological 
band. Such a dialopc also sbould suqtbcn &he 
hos&age's dc&crmiDation to sarvive ad raisL A 
hos&age also may lilteD ac&ively 10 die &.cnorist' s 
fccliDg about his or her cause to suppon the 
bas&qe's claire to be a •pcDOD• t.o &he tamrisL 
However. he or she should never pader, prai~ 
patic:ipll.c. or debll.e the tararist's cause with him 
ar bu. 

3.. U.s:. mi1iury persoDDCl held hostage by 
tcmmsts sbould accept release using guidance iD 
subsection J.4 •• lbove. U.S. military pcrscnmel 
must keep faith with lheir fellow hos&ages IDd 
CDDduct lhemselves ICCOrdiDg c.o the guiclcliDes of 
Ibis aaclosure. Hostqes and kidnap victims who 
CODSide:r escape t.o be cheit only hope II'C awhorized 
10 make such aaempu. Tbe hostage must weigh 
carefully che unique circumstances of the tarorist 
sim&bOD ad aD aspecu of a decision lO lllC:mpl 
escqe. 
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APPENDIX X 

CRISIS MANAGEMENT PLAN CHECKLIST 

<<CRISIS MANAGEMENT PLAN>> 
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APPENDIX Y 

CRISIS MANAGEMEI\7 PLAN FORMAT 

OVERVIEW 

1be format outlined on the following pages highlights areas of concern in crisis management . 
planning. It is not meant to be all inclusive or rigidly followed. 

While the fonnat presented is most aw.licable to the Military Services or organizations under the 

conttol of Unified and Specified Commands, the approach outlined may be helpful to managers of OSD 
Agencies as they consider appropriate mechanisms to proaect activities. organizatioos. personnel, and 
mareriel under lheir conttol. 
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APPENDIX Z 

BOMB AND HOSTAGE THREAT 
TELEPHONE CALL PROCEDURES 

1. Upon receiving an anonymous &elephone call: 

~ Try to keep a w<X'dfor word record of the conve:sation. 

b. Aaempt to obrain the callers name, address, and telephone number. Point out to tbe caller that by 
giving these details be or sbe is indicating his call is a genuiDe warning. 

c. ADempt 10 keep me caller talking and elicit further information if possible. 

d. Summon assis&ance (through a telephone exchange) to aace tbe call and to corroborate facts and 
opinions. 

e. Comply with the caller's request to be connected with another extension. Monitor the call if 
possible. Alert tbe security officer or the officer of the day. 

2. Daring the caD: 
~ Try to obcain answers to the questions 1isu:d on the telephone threat information sheets found as 

attachments 1 or 2 to this Appendix. 

b. Try to determine the type of telephone call by contacting me operatOr immediately after the call 
ends. Was me call operatOr-coruiecled1 If the call wz operaror-connected. can the operaur identify 
lhe source? Was it from a pay phone? If dialed from a pay phone was it direct dialed? 

3. After the call is complete, provide the police dory officer wilh deaills of the telephone call and make a 
full written record of the conversation and your impressions based on the infonnation annowed on the 
telephone threat information sheet.· This could be invaluable to dle local or military police. 

Enclosures - 2 
1. Telephone Threat Informalion Sheet 

2. T'bn:at Infonnalion Sheet 
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APPENDIX AA 

TERRORIST INCIDENT RESPONSE: 
PUBLIC AFFAIRS GUIDANCE 

A. INTRODUCTION 

1. A major goal of terrorist groups is to capture the attention of the news media. During and 
immediarely afta' a terrorist incident occurring on a Defense Depanment installation or involving DoD 
personnel, the Public Affairs OfflCC'Z (PAO) plays an important role in supporting U.S. Government policy, 
. in maintaining the flow of aUlhoriwive information between tbe authorities and the media, and in 
proteCting the in&aeSlS of hostageS or DoD persmnel participabng in the resolution of tbe incidenL 

2. The PAO has specific functions to perform, including saeeaiDg information provided to lbe media 
to ensure opera&ioaal sec:urity, preserving the privacy of hostages, victims, and their families. and advising 
DoD and other U.S. Government or foreign government officials managing tbe crisis on public affairs 
mauers. 
B. BACKGROUND 

1. Risks 

Many aspectS of combatting terrorism operations are inherently sensitive and may involve various 
risks to DoD personnel or their dependents which may be heigbteaed by tbe release of information to the 
public. lbese include (1) risks to the personal safety of law enforcement and intelligence personnel 
involved in &arorism investigalioos. analyses. or other relaled activities; (2) the risk of jeopardizing follow
on activities relaled to a terrorist incident; (3) the risk of jeopardizing the posecution of people arrested for 
leiTOrist acts which inherendy involve criminal acts; (4) risks to the opera&ional security (OPSEC) of on
going operations; (5) risks to intelligence systems and sources; and (6) the risks to relations with other 
governments whose ci~ vessels, tcnitory, a.c., may be involved in terrorist activities, either by pro
viding support or direction. or by being wgeu for future terrorist assaulL These risks can be minimized 
only through a comprebensive coordination pocess before any information is released 10 the public. 

l. Teamwork 

agency be able 10 take full the suc-
cessful reSlOralion of public order. By their nature9 DoD combatting u:mrum and counterterrorism effons 
triggered by a u:nOrist iDcideDt will never be unila1eral. They always will be in support of U.S. law 
enforcement ageucies or cooperaling bost natiooal military, police or security fCKCeS. 
C. RELEASE OF INFORMATION 

1. Policy . Statemeats 

DoD compoaeDlS will not auempt to publicly discuss or interpfet overall DoD policy regarding 
use of armed forg:s in law enforcement mau.ers. ComponelllS may provide copies of speeches and other 
printed mataial originated within OSD, but will refer to OASD(PA) any news media questions on matters 
beyood 1beir purview. 

l. Missioas Statemeats 

Previously approved swemenlS and associaled Q's and A's pertaining to unified/specified com
mand missions in lhe DoD effort may be used by lhe commands concerned in the military departments fa 
public affaiJs purposes as they deem appropriale. 

3. ADDOUDcemeDts of lavestigatiODS aad Arrests 

The announcement regarding a terrorism-relaled investigation or arrest normally will be made by 
the agency/organiz.alion lha1 conducted the investigation or actually made the arresL Such announcemerus 
will indicale that the operation was a ·coordinated federal erron· and will list participating agencies and/or 
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organizations following coordination with each. Although DoD Components will not make 
announcemerus of investigalions and ~ it may be of interest 10 note the general ground rules that the 
law enforcement agencies observe in making such announcements. 

4. 

a. The nonnally will include the following: 
(1) That an investigation has been launched or completed. 

(2) Than an arrest has been made. 
(3) Name and home town of tbe susped 

(4) Description of act for wbich lbe individual(s) is charged. 

(S) Dale, time mid geDel3llocation of lbe arrest. 

(6) List of all ageucies aDd cqanizalioos paniciparing in investigation an4/or amst (unless 
precluded by OPSEC 011 the request of a panicipadng ageacy aodlor organi:wioo) to 
iDclude combiDed operations wilb odler nations or swe and local law enforcement 
agaiCies. 

\1) Wbelba' resiDDc:e or pursuit was involYed. 
(8) Video if it goes through lead agency and/or organization which must clear the release 

with the u.s. ~y handling me case. 
(9) Nmnbers of DoD casualties resulting from a terrorist incident in general tenn~ including 

general discussion of medical condition (grave, very critical, critical, serious, acute, 
ttealed and released from tbe hospilal, tialed as dle scene) 

(10) General swemem as to tbe damage to DoD ptopelty; provided that no swement shall be 
made that would allow terrorists to estimale the resulls of an auack had it been executed 
in a diffelelll mauer. 

a. Approval to provide transpOnation to news media seeking to cover a terrorist incident 
involving DoD personnel shaD be in accordance widl reference (nn). 
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b. Once appnwaJ is granted. the following guidelines apply: 

(1) Embarked media have exclusive rights 10 whatever nwerial they gather unless a prior 
pool agr=nent bas been made. 

('2) Media may not be given access to classified or sensitive law enforcement information, 
but othezwise should be allowed 10 cover all activities. 

(3) Media may, at the d.iscrerion .of the Commanding Officer (in consulwioo with the senior 
U.S. Government official on scene), embark on military vehicles to observe antiterrorist 
JeSpOOses in progress 

(4) Media may DOt iluerview prisoaers. 

(5) Media may be afforded reasonable access 10 document activities of DoD personnel 
respoodiDg 10 a lemX'ist iDcidem; provided &hat in so doing, media represenwives do not 
expose lbemselves 10 bosriJe or fric:ndly fire, oar do dley intetfere in any manner with 
lbe combaaing tamrism pogram response. 

(6) Media may pbocograph UIJ/or videolape prisoDers only as they are moved in dle nonnal 
course of business; e.g., from a vessel 10 a dock, from a building to a vehicle, etc. 
PrisoDers will not be lined up for media pholography. 

m 1be following personnel will not be phOIOgrapbed by media in such a way that they can 
be readily identified: law enforcement. DoD personnel and host-nalion military, policy, 
cr security penonnel. 

(8) All on-scene agencies and/Or organizations will be made aware of media presence and 
wlUch areas media will be in. 

(9) Media must remain with the escort offu:ers at all tim~ until released and follow their 
instructions regarding their activities. These instructions are not intended to hinder 
reponing by media. but are given only to facilitate movement of media and ensure 
safety. 

(10) Media will be cautioned that they cannot repon on: 
(a) Course, speed. estimaled anival times and other similar information on ship· or 

aircraft embarks.. 

(b) Sensilive eqgjpment aDdlor capabilities lhallbey might observe or come in contact 
with. . 

(c) Fuan operations of farces auigned. 

(d) Taaics (m use cr planned) to voice various dlreals of tenorisls. 
(e) Specific locatioas of sbips,. aircraft or ground forces. Instead. media will use "on 

board the U.S.S. (name) in the (name) sa/CXI!:Ill• or •along the southwest border 
wilh tbe (law enforcemeDl agency) and lbe U.S. (brancb of ~ce)." 

(11) Ground IUles may be modified by 1be operarioaal commander to adapt to changing media 
RqUilancau and 'VD''Kmal .coosideratioDs. 

(12) · Media aepaeseuauives wbo do DOt abide by tbe grouDd rules are subject to expulsion and 
jeopudize fu1ure media embaats. 

(13) Media representalives may suggest otba' arrangemenas for consideration and adoption as 
lhe sim;nims change. 

(14) Media particiPation on a combatting terrorism response embark indicates their 
undc'lslaDdiDg of tbese guideliDes and abeir willingness to abide by them. 

D. INTERVIEWS AND PRESS CONFERENCES 
1 • laterviews 

a. Numerous interVieW requesas concerning tbe DoD Combatting Terrorism Program may be 
received at the insl3llation, base or unit levels. OASD(PA) bas DO objection to such interViews if the 
following c:ri1eria are met: 

(1) All interViews will be on the n:cord. 
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{2) lnlerviewees wilf~1~ 'iif~\li'~if~itain their pemmai purview and expenise. 
No cJasSfica.d infonnarioo will be discussed. 

(3) Imerviewees will DOt discuss or interpret overall DoD policy regarding armed fon:es 
suppon of the U.S. Government's Counaenerrorism effons; i.e., preemptive or 
reWialory use of force against terrorist groups, their ·stare spoasors. or swes which 
direct amorist anacts against u.s. iDieresls. 

(4) Respooses giveil during tbe imerview will meet operatioDal security requirements. 
IDia'Viewees wishing 10 proc=t rbeir identity must esrablisb appropriare media ground 
rules prior 10 inaaview. AppropriaJe public affairs offices must be included in planning 
and condii:UIIg all iDierviews. 

(S) JnlerYiewees wiD DOt IDSWt'Z qurstioos Jegarding hypntbelical sibJarions. Fanhennore, 
iDterYiewees will not comment oo maaas penaining to other u.s. federallswellocal 
orprrizarioaslageucies ID4lar lbe military, police or secarily forces of alba' Dati.oas.. 

(6) A sawmary of CCDIJ'Ovasial iDrtrriew disrusbms IDdlor ncdietD<m of iDierview resuliS 
t~--· ~::.-ttt require OASD(PA) ~apoase will be provided lbrougb appropiale command 
c:ba:a."lelS w OASD(PA):DDL 

2 • Joiat Press CoDiereDces 
a. DoD. spokespersoos may be invited 10 panicipale in joiDt press coaferences organized by 

fecballswe/loc:allaw enforcement ageocies following the coaclusion of a tenorist episode involving DoD 
personnel, fa:ilities,_ or nweriel or where DoD suppon contributed 10 tbe success of tbe combauing 
tarorism opezalioo. OAS~ '-.)bas DO objection to such panicipaticm if lbe following criteria are met 

(1) Appropria1e public affairs offJCeS in the chain of cOmmand must be included in tbe 
p)anDing for such pi'ess conftzeDC:eS. 

(2) Spotespersoas will discuss only ·information wilhin their personal. purview and 
expa1ise. No classified informatioo will be discussed. 

(3) Spokespersons will not discuss or interpret overall DoD policy regarding armed forces 
support of abe U.S. Govaument's Counterterrorism policy (use of force against terrorist 
groups, their swe supporterS, or those swes wbid1 direct aaacts by renorist groups 
against u.s. iruaesls). 

(4) ReSJOtseS gMm daring 1be press coofereoc:e wiD meet operaDooal security requirements. 

(S) Spokespersons will not answer questioos oo hypochedcal situalioas. Tbey will not 
commeat oo maaas penaining 10 adler' U.S. federal orpni'zarions and/or ageocies and/c. 
lbe mililary. polic:y or security forces of ada natioas. 

(6) After-acdoo repons aDd/or 1I3DSCripcs of press coaferences will be provided through 
appcpriare rommanct cbanDe1s to OASD(PA)IDDL 

3. TraiDiag Versus Operatioas 
OASD(PA) understands that media may be iDieresled in coveriDg uaining involving the 

Department or Defense and Olber agencies 10 get an idea of 1he type of sappan the Deparanent or Defense is 
providing. OASD(PA) bas no objeaion io Ibis type of coverage as loag as~ Coordination bas been 
completed widl other ageocies and foreign govem-meats wbele foreign persoDDel are involved. and 
opa3lioaal security coosideraDoas have been addressed. 

D. COORDINA TJON PROCEDURES 

1. Iaterageaq PabUc Affairs CoordiaatioD Efforts . 
a. Early c:ootact with local/regional public affairs counterpartS or designared spokespersons in 

other ageocies/organizations is encouraged. This will enable DoD PAO's to establish a working . rela
tionship with lbeir agency counterpartS and mpre importantly. it will identify DoD points of conlaCt for the 
orber ageocies. This becomes important when tbe lead agencies release information or bold press con
ferences regarding combaaing terrorism operations wilb DoD involvemeot. Determining who must be 
coordinaled widl is a process lhat will be unique 10 each command. but tbete are some generalities that can 
be applied to all combalting terrorism operalioos 10 help you make that delamination. 

AppendixM-4 

FOR OFFICIAL USE ONLY 



(1) Qperatiooal CbanneJs 

Start with the comiiWld's operations section. The openrors are probably already dealing 
with these ocher agencies when planning DoD support. They should known which agencies are involved. 
wbo wiD have operational control~ elC. 

(2) Joint Task Fon;es 

Is 1heJ'e an established DoD joint task force in your command area? 
(3) U S Embauy 

In foreign counaies. the U.S. Embassy can put you in touch with appropriale spokes
perscm for combaning tenorism opemions iD bost countries. 

(4) Regpm Cggrdinatinr Inmuctiom 

If you Slill caJUIOl delamiDe poilus of c:omact in participating agencies fa- a particular 
combatting terrorism opc:ralioDs. request ccadiDaliDg iDsu'uctioas when submiaing proposed public affairs 
guidaDc:e for 1bat operation duougb your cbaiD of conmiaDd. Depending on lbe nature of the request. it 
woald even1Ually reach OASD(P A) where abe request for coardiDabng iDslrw:tioDs would be sad'fed with the 
appropia&e fedeml agencies. The respoase would be sent back duougb your chain of command. . 

b. Coordinating deparauents and agencies at the Fedetallevel inciiJde· 

(1) Department of Swe (all ove:seas DoD activities) 

(2) Depaa anent of Jusbc:e 
(a) Federal Bureau of Investigation (all CONUS and selected oveneas DoD activities 

where FBI jurisdiction is asserted) 

(b) Drug Enforcement Administralion 
(3) Department of tbe Treasury 

(a) Bureau of Alcohol. Tobacco and Fueanns 

(b) . U.S. Customs Service 

(c) U.S. Secret Service 

(4) Deparunent of Transportation 

(a) Fedelal A vialion Adminislralion 

(b) U.S. Coast Guard 
(5) UDired SlaleS lnf<Xmation Agerr,y 

(6) Depanment of Energy 

\1) Nuclear Regulaux'y Commission 
(8) General SeMces Adminisaalim 

. c. Each agency l.isted above bas its own medlod of granting approval for release of infonnation. 
It is imponant to underslaDd this when coordinating public affairs activities. All of these agencies require 
that policy issues be forwarded to the nalional level Remember that abe po&ential to aaract national and 
iDtemational media anention 10 the Department of Defense combauing ttnOrism effons bas increased 
signific:andy since ~ desttuctioo of the Marine Barracks in Beirut. the murdez of Peuy Officer Stethem~ 
and continuing assaults on DoD personnel in the Easlem Mediterranean region. Keep the cbain of 
command informed. 

E. SENSmVE ISSUES 
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ENCLOSURE 1 

PUBLIC AFFAIRS CHECKLIST 

A. PAO FUNCTIONAL CONSIDERATIONS 

The following checklist conrains outlines functional considerations for lhe PAO during a crisis 
management siiUation: 

1. Cbeck with d:ae c:em.er commander upon entering the operalioas center. 
2. Establish a public affairs plan ro iDclude a Joc:arina for lbe media. 

3. DissemiDare informalion 10 me uews media in aa:orc1ance with 1be eslablished plan. 

4. Couaol press reltasa. 
S. Coordinate press releases· with commander, other operations center staff and higher 

echelon PAO before release. 
6. Conuol movement of news media personnel with press passes, escorts.. etc. 

7. Obtain approval for the following items from the commander: 

(a)_ News releases. 

B. FOCUS 

(b) _ News media personnel to enter outer perimeter. 

(c)_ Release of photographs of suspectS, victims, and immedi.ale scene. 

(d)_ Imcrviews with anyone ocher than tbe commander. 

(e)_ Direct communicalion with press personnel and suspect(s). 

The major public affairs focus of the antiterrorist plan should be 10 ensure accurate infonnation is 
provided 10 all publics (including news media) and to communicale a calm, measured and reasooable reaction 
10 tbe ongoing event. Commanders should provide the PAO offlCel' complete conttol o~ media activities. 
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APPENDIX BB 

DoD THREA TCO-N SYSTEM 

SECTION I 
BA~C THREATCON PROCEDURES 

A. GENERAL 

1. Tbe threat c:cmditions (THREATCONs) 
outlined below describe the pogressive }evel of a 
&errOrist dueat to all u.s. military f~ilities, 
assets, and persmmel UDder DoD Direc-tive 0-
2000.12 (refereoce (a)). As appRMd by lbe Joint 
Cliefs of Slaff, lbe aerminology and definitions 
are recommended security measures designed to 
ease inter-Service coordination and support of 
u.s. Miliwy antilerrorism activities. 

2. Tbe purpose of the THREATCON 
system is accessibility to. aDd~ disseminaricm 
of, appropriale information. 1be declaration, re
duction, and cancellation of THREATCONs 
remains lbe exclusive responsibility of tbe com
mandas specified in lhe Older. 

3. While dlere is DO direct correlation be
tweeD threat information, (e.g .• Intelligence 
Summaries, W aming Reports. and Spot 
Repons). and 1liREA TCONs. such information, 
coupled widl the guidance provided beJow. assisls 
commaDders in makillg prudent THREATCON 
declarations. THREA TCONs may also be suf
fixed wilb die geogaapbic area deemed at risk. 

4. Once a THREATCON is declared, the 
selected security measures are implemented im
mMiarely. Directive DoD 0-2000.12 (refetenee 
(a)) reo mmeoded measures are: 

B. THREATCON NORMAL 

THREATCON NORMAL exisu wben a 
genenllhreat of possible terrorist activity e~ 
but wananiS ODiy a IOUliDe security J)OSllR. 

C. THREA TCON ALPHA 
· 1. THREA TCON ALPHA applies when 

there is a geaCral lbreal· of possible terrorist 
activity against personnel and facilities. lbe na
ture and extent of which are anprediclable, and 
circmnstances do not justify fuD implementation 
ofniREATCON BRAVO measwes. 

2. It may be necessary. bowever, to 
implement certain measures from higher 
THREATCONS resulting from intelligence 
received or as a delerrenL The measures in this 
THREA TCON must be capable of being main
tained indefmilely. 

j. 
D.THREATCON BRAVO 

. 1. THREATCON BRAVO applies when 
an iDaeased and more predictable threat of ter
rorist activity exists. 
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APPENDIX CC 

PERSONNEL SEARCH TECHNIQUES 

A. INTRODUCTION 
During tbe course of higher alert swes, it may be uecessary to augment tbe security force with 

additiooal personnel wbo have not received as much training in law enforcemeot techniques as their regular 
security personnel COUillelpanS. 1be information provided below is inlalded to be used a refereace maleria1 
in cmjuncbon with additional faeld ~~aiDing fer regular and backup sec:uri1y peiSOIUJd. 

B. GENERAL SEARCH TECHNIQUE (S) Half-cJencbed bands 

1. Position tbe person being searched out (6) Ally medical dressings. 
from a wall (or car) with legs apart and bands (7) AD .__. carried.. 
against tbe wall in a leaning position, m sucb a y ~or cases 
way lhal he cannot move without falling down, · (8) Walking sticks, umbrellas, 
or can be taSily knocked over. auu:bes. ere. 

a The searcher should always work (9) Shoes/bOOtS. 
from behind E. DETAILED BODY SEARCH. 

b. Two searchers should be employed, 
one se3rching and the other covering. 

c. All searches are conducted in a 
hnsiness-like manner with conversation limited 
to requests and/or instnlction necessary for 
conduct of tbe search. Extend proper respect to 
all personnel being searched; the aim is to 
provide security witbout crealing animosities tba1 
could develop into trouble in the fuwre. 

C. TYPES OF SEARCH. 

1. T'bere .-e two typeS of search: 

a Quick body search or frisk. 

b. l')elaj)ed body search. 

D. QUICK BODY SEARCH OR FRISK 

1. Tbe frisk is used either as a preliminary 
search to delect weapons. or as tbe usual from of 
search in a low threat area (perhaps 1 out of 10 
people can be selected for tbe deaailed search). 

a Follow a logical sequence from 
bead to toe. Use both hands and stroke (ralber 
than pal) all clolhing. If possible, for quick body 
searches, a metal detection system should be 
used. 

b. 1be following areas should be care-
fully checked• 

(1) Hair, and in Cl' under hals. 

(2) Armpits. 

(3) Inside legs. 

(4) Groin CX' aocch area. 

1. Where possible, a special room or area 
should be set aside for this; a dOCIOr and female 
searcher should also be in auendance. The 
foUowiDg sequence should be used: 

a Establish identity. 

b. Eslablish ownership to baggage. 

c. Invite person to tum out all 
pockets 

d. Invire person to remove all clothes, · 
jewelry, warcbes. ere.. 

e. Inspect body from bead to foot, 
paying special auention to hair, ears, mouth, 
~ body orifices. ~ groin, between toes, 
e&c. 

f. &amiDe clodling, paying particular 
aaention to linings, ~ buuons, belts, shoe/ 
boot soles and beels. ea.c. 

g. Examine contents of pockets. 

h. Examine baggage and other articles 
(sti~ umbrellas, ere.) 

F. REMEMBER ALWAYS 

1. WOMEN MUST SEARCH WOMEN; MEN 
MUST SEARCH MEN. 

2. . Watch fer facial reactions, nervousness, 
or sweating. 

3. Wart in pairs and seaJdl each individual 
separaaely. 

4. Be councous. 
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APPENDIXEE 

FORCE PROTECTION DESIGN CONSIDERATIONS 

A. INTRODUCTION 

. 1. The following is derived from DOD Security Engineering manuals 
to aid engineers and planners in identifying key parameters that may affect 
analyses of physical security aspects of terrorist threats and measures to 
mitigate threats; Use source materials for detailed investigation and 
preliminary design considerations involving systems security engineering for 
threat remediation. 

2. The material in this appendix is for educational purposes. The. 
intent is to illustrate how creative use of physical security equipment and 
environmental design techniques can enhance security of DOD personnel 
and resources. This appendix is not authoritative and should be used with 
discretion; however, the directivesand technical manuals from which 
information is derived are authoritative in nature. Installation and facility 
physical environments have tremendous bearing on physical security 
designs. Tactics and operational techniques for employing terrorist 
weapons, as well as physical security equipment to defeat such efforts, also 
have significant bearing on detailed design, construction, and operation of 
installations and facilities. 

3. Feedb~ck is encouraged from commanders, and AT /FP, 
engineering, and security staffs to make this material more useful.· 

B. MINIMUM LEVELS OF FORCE PROTECTION CHECKLIST 

1. Table EE-l provides basic facility defensive measures for 
consideration. These measures offer capabiliti~s at low cost through 
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application of effective layout or prudent use of elements not specifically 
required for protection. They also facilitate future upgrades and may deter 
acts of aggression. 

C. MINIMUM THREAT PARAMETERS 

1. The physical threat should be described in terms of tactics, tools, 
weapons, and explosives associated with attacks against DOD assets. 

Table EE-l~ Minimum Levels Checklistl 

Site Work Elements: 

. Data DeriYed from Anny TM 5-853-2. Vol. 2 (SECD). Table 2-1. p. 2-2 
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Building Elements: 
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