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APPENDIX G
WACSOG CUMMUNICALTONS
PART I, INTRODUCTION
A, ) BACKGROUND
This Appendix contains a record of MACSOG's communications
net development including an accounting of the procedures of

operatlons with- the clandestlne agent communications

network.

[b)t1
(h)3)

SCOPE

Since detalled documentary matter relating to the early
development of MACSOG communlcations no longer exists in command
files, COMUSMACV Command Histories from 1964 to 1968 are used

as the maln sources of reference in compllling this record. Further,
this Appendlx 1s arranged in yearly sequence basls 1n order that

the steps involved in establishing a communications network for

a MACS0G type mllitary operation can be more clearly followed.
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PART II. 1964 HISTORY

(hin
[UIE]]

2. Following the establishment of MACSOG, 1in the J-5 section
of "COMUSMACY, in January 1964, one of the unresolved problems

related to the amount of communlcations support CAS would provide

(bln
[hl(3]

b. The military provided:

(1) Operational/administrative circuilts for MACSOG's use
from COMUSMPACV headquarters to Naval Advisory Group (NAD),
Danang, Airberne Trailning Center, Camp Long Thanh, Amerlcan

Embassy, Sailgon, and Tan Son Nhut Alr Base, Salgon.

f ;20_'35 MACSO0G Communlcatlons/Electronic Instructions, dated 21 Nov 6B.

TOP CRET G-2 Appendix G

EEREREREGEEREBERERBIEEIZRIEEIEINIEIE o e v 10 v s 1w e




MORI DocID:

TQP S ET

(2) Maintenance of MAROPS equlpment and radio operators

nroficiency.

D. ASsume ne responsipillity l'or tnhe misslon prleilng of

MAROPS and flight crew communicators.

d, Assumed the responsibllity for communications loglstic

suppopt.

MAGEDG's use from Salgon to NAD, Danang and PFlrst Fllight Detachment, 17

Nha Trang. i8
2. The MACSOG single sideband (S3B) net included SOG Head- 19
quafters, Camp Long Thanh, First Plight Detachment, Nha Trang, 20
and NAD, Danang. 21
22

23

3. (#5Y Unsecure telephone voice hotlines were established betweenzg
MACSOG H quarters, Camp Long Thanh, and Tan Son Nhut Alr Base. 25
c. ) SIGHAL PLANS

MIDRIFF air mlsslons, in late 1964, were supported by plans
vwhich were originated in the Air Studies Branch of MACSOG.

(A S R - A
= o ¥+ o ~J [,

G Communicatlons Officer 1ltr of 1 July 1964, Subj:
50C Comrunications Brief

TOB-SECRET G=13 Appendix &G
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D. } CRYPTOGRAPHY

Literal one-time pads for agent team encryptlon were furnished 10
through CAS, Saigon. No other FOOTBOY erypto requirements were 11

necessary-during thils perlocd.* 12

E. } PERSONNEL 13

The mllitary section of S0G communications wa'.a originally 14
eoncelved as a stalf planning organizatlon with a Joint Table 15
of Distribution (JTD) of two officers and two enlisted men 16
established. Temporary duty personnel were required to operate 17
MACSOG radio circuiltry. These temporary duty personnel were pro- ig

vided by MACV J-1 untll permanent personnel were assigned to MACSOG##1S
20
21
22

03 Communicaticns Brilefing Notes, undated
® CS0G Communications Officer ltr of 1 July 1964, Subj:
5 Communications Brlef

w W [N MM N N N ~N
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PART III, 1965 HISTORY
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y}S) Memo Tor Record of LTC E, T. Hayes, USA, dated 15 Sep 1969

0

1
22
23
24
25
26
27
28
29
30
31
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B. { CIRCUITRY
1, ) Three additional TTY cilrcults were established within the

MACSOG communications network in 1965. These clrcults provided
a multipoint with
direct communications wlth Clark Alr Base;/Command and Control

off the NAD circult;
{C&C) Detaghment, Danang/ and Forward Operaling Base (FOB), Phu Bai.

An SSB net, utllizing DWM-2A radios, was established between
530G Headquarters, Camp Long Thanh, First Flight Detachment, Nha

Trang, and NAD, Danang in early 1965. Later in the year, thls net was
extended to include the newly activated C&C Detachment at Danang.

The COMUSMACYV 1965 Command History lndicates that thls C&C Detach-
ment was also provlided with high frequency transmitters and

recelvers in order to establlish a base radio station for SHINING BRASS
operations, The FOBs at Kham Duc and Dak To were also added to the
55B net with activation of KMW-2A equipment at these locations.

3.( To support SHINING BRASS teams, AN/PRC-25 (Fﬁ)gro;:g;gir
wére procured as well as AN/FRC-6ls i&g)field-base use. The PRC-64
vas issued to replace the bulkier and heavier AN/GRC~109 radio.
SHINING BRASS communications between the CiC detachment, the
FOBs and lesunch sites conslisted of CW and volce radilo utllizing
one time pads or operatlions codes, Communications from the teams to
launch sltes consisted of CW initially. As PRC-253 were introduced,
an FM volce capabllity between the team and base evolved by
utillizing forward air control (FAC) ailrecraft as relay polints.

high points in
Ground relay statlons, establlshed at ASensitive areas lnaccessible
to the enemy due to terraln features, were alsc actlvated to
asslst the.teams in communicating with thelr base.

i, JDesplte 1ts heavy welght, agent teams in NVN continued to use
the GRC~109 in 1965 as it was the only dependable equipment
avallable to meet thelr long-term requirements.

C. ) FACILITIES

FEEEREEREBRERBIEEBISERLEEINEIR @« o wis v
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D. (TSY MAINTENANGE., Maintenance of MACSCr communicaticng egquiprent

was “1nitlally provided by support commands as the result of wverbal
agreements only. This left much to be deslred. Therefore, S0G reguested

that approprlate commands be offlclally tasked to provide these

o =

services. As A result of this request, US Army Vietnam tasked
specific commands to provide malntenance support for S0G radio,
teletypewriter and cryptographic equipment located at 506 Head-

quarters, NAD Danang, and First Flight Detachment, Nha Trang.#

{11]4]]
(h[3)

s s [z |

Appendix III to Annex N, 1965 COMUSMACV Command History
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gfaphic material (one time pads) was transferred -";o soé b3

Communlcatlons 1n December, After making arrangements with the

Natlonal Securlty Agency, SO0G was provided two serles of Dlana

0
1
2
3
4

15

16

17

18

19

20

pads for 1ssue to OPLAN 34A teams, SHINING BRASS personnel, and

the STD for operations and tralning. In addition, one time pads, called

22
Calypso, were furnished S0G for roadwatch reporting. In November, -
]

n
W

Agent Team VERSE was the first team to infiltrate with this
rocadwatch cryptographlc materlal. These pads allowed roadwatch
teams to report contacts by four-digit groups based on numbered
flash cardg.

2. The responsibility for decryptlon of agent team messages
was asslgned to the STD in December. Thls change reduced the time
of decrypticn and the subsequent translation of messages received

from the fleld. 506 Communications continued tc retain the

CRN NN R

responsibllity of encrypting messages addressed to the agent teams.*®*?¥

CS0G Communications Briefing Notes, undated.
Appendix III1 to Annex N, COMUSMACY Commard Rlstory dated
2 June 1966. ~

G-~9 Appendix G
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6. (T8 PERSONNEL 1
¢ The MACSOR .TTD dated 15 Detober 1965 reflected the followinco 2
personnel as being authorized for the 300 Communications Division: 3
Title Grade Service 4
Communications Officer 0-5 Navy 3
Operations/Plans Officer 0-4 Alr Force
Material/Security Officer 0-3 Army &
Comm Center Supervisor E-8 Alr Force
Chief Radio Operator E-5(2 ea) Army 7
Fleld Radlo Repairman Supv E-6 Army 8
Fleld Radlo Repalrman Supv E-5 Army =
Crypto Repalrman E~6 Army
Teletype Repairman E-5 Army 9
Crypto Specialist E-5 Army 1
Comm Center Speecilalist E-4 Army 10
Comm Center Specialist E-3(2 ea) Army
Comm Center Speclalist E-4(3 ea) Alr Porce 1l
Admin Spec E-4 Alr Force
Intermediate Speed Rad Oper E-U(B ea) Army 12
' 13
14
15
16
17
18
19
20
21
22
1
23
24
' 25
26
27
28
- 29
30
31
TOP SELCRET 6-10 Appendix G
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PART IV, 1966 HISTORY

JDuring 1966, the MACS0G Cormunicatlons Center transmitted
and “Peceived approximately 2,500 messages per month. Personnel

continued to encrypt messages by the one-time-pad method and pro-
vided technical assistance to senior officers while they were

monltoring operational misslons.

Restoration priorities for the TTY circuits serving MACS0G
originally on the prlority 2 level. To preclude the S0G

cireuit from beilng preempted, an agreement was worked out wlth COMUS-
MACV Communications whereby a 24~hour, 1ld restoration priority

was assigned the SOG'TTY ¢lreculty during the perlicd operational

mlssions were 1n progress,

) A secure TTY pony eirculty was setivated between the S0G
Headquarters and the MACV J-6 Communications Center. This elrcult
was used to pass: )

a, "Immediate" and "flash" procedence outgoing trafflc

originated by MACS0G.
b. "Immediate" and "flash" precedence traffic addressed
to MACSOG.
¢, Highly perishable intelligence information to COMUSMACY
that had been received on the Project BUGS TTY circuit,
)

B. ) FACILITIES AND CIRCUITHY

1. ) The Khe Sanh, Kontum and Phu Bal leunch bases entered the
50C SSB net in 1966,

2. ) Upon the activation of the Joint Personnel Recovery Center

(JPRC), a polnt-to-point secure volce facility between the JPRC

and the Jolnt Search and Rescue Center at Tan Son Nhut Air

Base was ingtalled.

) MACS0G Communicatilons Division inltlated a proJect which
would add a TTY alternate clrcult from Danang Control to C&C
Detachment, Danang. The purpose of thls new tireuit was to gilve

Danang Control a multi-point TTY capabllity and vprovide a higher

mor _BECRET G-11 Appendix G
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TTY reliability in the Danang area. Addltionally, a RATT
net was in the oprocess of belne established between C&C
Detachment, Danang and associated FOBs and launch sites. At
the close of the year, the project was not completed due to
equipment preturement dlfficulties,
q,

) Naval Shqore Electronics Activity Paclfic was tasked to
provide and install a TTY eircult between NAD, Danang and Cu

Lao Cham Island. The purpose of thils circult was to provide a
timely relay to SOG of perishable intelllpgence and psychological
operatlions Information. The installatlon was not completed in
1966,

c. { EUI

1.
and Began training in 1966, 1t was determined their communications
equlpment would consist of PRC-71 and URC-10 radies,

3 These radlos were dilverted to SOG
from in-co ry sources and glven the teams.

2;/9?§§Bii;ing November and December 1966, 15 PRC=74 radios,

capable ol CW and SSB volee transmission were recelved and

distribute o subordinate units within MACSOG.

MACOSG's use, and 1t was determined they would be highly desirable

for fleld operations. Plans were made to divert a certaln percentage

of these radiocs to 50G when they arrived in country.

b, ( A request was submitted for the VSC-2, jeep mounted radlo

telefype (RATT) to f111 the requirement for a secure RATT circuit

between C Detachment, Danang and the FOBs,
D, ) SIGNAL PLANS
1

. { GADAZ tactitsl signal plans with operating instructions
were“alr dropped to agent teams in NVN, and at the close of the

year all but one team, VERSE, had GADAZ plans in thelr possession.

TQP SEQHET G-12 Appendix G
/

When the Safe Area Actlvation Teams (SAAT) were organized

3) The AN/PRT-4 and AN/PRR-9 sguad radios were evaluated for
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2
The MACSOG Communlcations Division prepared a set of three =
sigmil plans to be used by SAAT personnel equipped with the 4
PRC-71 radfo. 3
EM::P’T‘OGRAPHY 2
1. LP;) A brevity code was devised to furnish agent teams a secure 7
method of passing brief messages by volce to observer aircraft. 8
A similar, but brlefer, code was prepared for tralning and 8
operational.use by SAAT personnel, _ 10
2. ¥FS) The National Securlty Agency developed a specialggquﬁSted 12
code to support SHINING BHASS operations in December 1966. The i2
code, KAC-199, appeared tc be both versatlle and secure by 13
communication personnel, and plans were made to put 1t into use 14
in early 1967. 13
F. (&Sﬁ:AINING 16
1.(FS) It was determined that the newly organized SAAT required e a1
minimum CW communications capability in order to accomplish their 18
mlssion. In response to thls need, the STD 1instituted an 11 19
week CW operator's course at Camp Long Thanh, and the [irst class 20
was in the flnal week of tralning at the close of the year. 21
2. JAs a means of keeplng agent team radic operators proficient 22
3in CW communications while walting to be inflltrated, a refresher 23
training program for these personnel was instituted in 1966, - 24

on

(bl{3}

BREERIEBRRII

z/kS) Appendlx VIII to Annex M, 1966 COMUSMACY Command History.

T0P CRET G~13 Appendix G
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PART V. 1967 HISTORY 1
L. {137 OPEPpTIOVE 2
““1. (TS) The communication activities of MACS0G expanded signifa- 3
cantiy in 1967 with the commencerent of DANIEL EOONE operatilons, In &

respect to communlcatlions support, these operations set a pattern

similar to that of PRAIRIE FIRE. The PRAIRIE FIRE operatlons continued

essentlally as before with the exception of a BATT net which was L
established to link C&C Detachment, Danang with all 1ts FOBs and 8
launch sites, . 2
0
1
2
3

B. ) PACILITIES AND CIRCUITRY

< 1.{T8)N¥akhon Phanom, Dalat Training Camp, STRATA FOB, and the C-F 17

18

Detachment at Ho Ngoc Tau were added to the SSB net in 1967. -
2. ) A RATT ecircuit was establlshed between NAD, Danang and Cu 19

20

Laoc Cham Island. This c¢lrecult provided MACSOG a relay for -
2%

perishable 1ntelligence and psycholoeglcal operatlons information. —
2

3;£g21/;n October 1967, a secure, dedicated TTY circuit was acti- 2

. 23
vated between S0G Communications Center and the DUCK HOOK facility -
24

at Nakhon Phanom., A simllar type c¢ireult was also established -
25

betvween the Center and Ban Me Thuot to handle DANIEL BOONE communi- -
26

cations. -
27

c. ¢ EQUIPMENT =
shippegB

1. ) Six VS8C-2s, a new tactlcal SSB radio, were recelved and / —

to CkC Detachment, Danang for use on the C&C net. -
7/7() Fifteen AN/PRC-Tds were issued to field units. This set 20

transcelver 11
was ‘an improved light weight SSBE 7/  whieh was to serve as an -

interim item between the AN/GRC-109 and the developmental AN/PRC-70.

TOP_SECRET G-14 Appendlx G
7
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Danang

TOP SXCRET
(TSY The (&C Detachment at / received 131 of the new, minlature

3.

[

FM-Banad radios, 8M/PRT-d and 4M/PPR-C_ for the PRAIRILC DINT 2
teams. These radlos were to be used for alr te greound as well 2
as lntrasteam commurlcations, 1
D. ¢ SIGNAL PLANS 3
‘ 1.(95; In 1967, all agent teams in NVN were querled as $o whether 8
or not they held the GADAZ signal plans at thelr locations. As z
a result of this query, 1t was discovered that many of the teams A
had cached the plans in unsecure areas thus making activation.of 2
GADAZ an impossibllity. It was, therefore, determined that the 10
normally used signal plans for these agent teams would continue to S
be employed and improved upon when any deflclencles became apparent. 12

2.4 ¥hen the SAAT program was dlscontinued and the STRATA )
corfecept took 1ts place, 1t was Judged that the AN/PRC-T4 radio was u

15
most sultable for the STRATA teams. A signal plan was developed

in support of this equipment, and 1t was used between
the teams and the new STRATA base statlon establlished at Danang.
E. ) CRYPTOGRAPHY

(NS4}
S)Acting on MACS0G's requesi, the National Security Agency /

devéioped a special code to be employed in croass-border operations.
This code, the KAC-199, appeared to be both versatile and secure
when 1t went into effect in February 1967. After the code had
been put 1lnto use, 1t was discovered that it was extremely difficult
to use slnce the system was not categorized. A revised version,
categorized under subject headings, was introduced, and reparts
from the fleld indicated that it was an improvement over the original
code.

2.1 From the experience of developling locally preoduced codes and
suggesting revlsions to the NSA developed KAC-199, a new code was

develeped by SOG Communications to support STRATA. It was con-~

R R

slidered, by MACSOG, that the code would be simple to use; enable
a Vietnamese to pass messages verbally to English speaking persons;
offer a method of meking messages briaf; and glve 2 messure of

aecu;ity.
Towsﬂr . o G-15 - Apnendix. S,
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3.4 S0G Communications conceived another code, KAC-234. It
wet Irtendsd that LVhis code, wolch Wa: iasued co the [1ela

for implementation in February 1968, would be used for rotating,
on a daily basis, tne call signs and personnel identifiers used
on the S0G SSB net,¥

F. (BY) COMMUNICATIONS SECURITY

i;SQéjz;tlng upon a request of Chief, MACSG0G, the 101st Radlo

Research Company monltored and analyzed the S0G radio net in July

1967 to determine what, if any, informatlon of intelligence -
value could possibly be obtained by the enemy through intercept
and analysls of traffic on the net. Followlng the analysis,

it was poilnted out by the communicatlons securlty actlivity that
securlty and disclpline on the radlc net was extremely loose,
and that the eircuit provided an excellent souree of information

for possib exploitation by the enemy.

2.¢ As a result of thls security check, several actions were

taken by MACSOG to improve communicatlions security. These actlons

included the rotations of call signs on a dally basis, implementation

of an authentication system, and the stressing of the proper use

of operational codes, *¥

rpendix VIII to Annex G, 1967 COMUSMACV Command History
MACSOG Directive Number 105-6 of 9 Sep 1967.

-$9Pz§§CRET G-16 Appendix G

570388




MORI DocID:

TOP SE Hf%f/

Y

PART VI. 1968 HISTORY

CPERATICNME

1
3

[

L

1.¢ IACS0G communicatlons actlvities continued to expand in
1568. A significant factor in this expansion was the establish-
ment of STRATA FOBs at Danang and the NAD FOB at Phan Thiet.

:;ﬁzﬁdﬁ; accommedate the increasing cross-border operations, the
MACS0OG SSB net was divided, with Net A belng dedlcated to

PRAIRIE FIRE and Net B to DANIEL BOONE operations., Communlcations

T 1T B N TIR TR T

|~

support for these programs were simllar, and a RATT net was established

linking Command and Control South (CCS) at Ban Me Thuot with

FOB-6 a;/gp Ngoe Tau.
3. }-As & result of the establishment of the STRATA Monkey

Mountziln ROB (MMFOB) Communications Center at Danang in July 1968,
MACSOG began to recelve more timely repcrts on STRATA missions.

B.{TS) FACILITIES AND CIRCUITRY _

i}ﬂTéglﬁpon relocation of MACSOG to MACV 1 Compound in January
1988, non-secure voice hot lines were installed between 306G
Headquarters, lst Flight, CCN, Ho Ngoc Tao, and Nakhon Phanom.

2,015} In February, a separate SSB net between CCS and MACSOG
was established which eliminated an overload prohblem on the
Command and Control North (CCN) net.

3. ) In July, MMFOB at Danang was added to the TTY eircult as 2
multi-point extenslon. This ecircult then tied MACSOG Headquarters
with CCN, NAD, and MMFOB, Danang.

In September, a secure, dedlcated TMY circuif ;a; aotivated

betWween the MACSOG Communications Center and CCN which provided an
alternate traffic route to the Danang area.

5.( f’;n December, when psychological operations on Cu Lao Char
Is)and were discontinued, the RATT cilrcult between that actlvity

major
6. JA1l / MACSOG fleld units received Terminal Telegraph (TH-5)

and NAzgfggnang was deactivated.

equipment durlng this perded. This equlpment made 1t possible to
nae a volece hotlire to pass teletyne traffizc whiech cruld serve as &
baeckup circult.

TOP CRET G-17 Appendix G
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7. (BS) The CCN RATT net was extended to inelude Hakhon Phaneorm

-

in Deceaber 3260,

8. { The RATT circuit between CC3 and 1ts FOB was established
early in 1368. When CCS8 moved to Ban Me Thuot in July, volce
hotlines were established with FOB-6 at Ho Nhoec Tau and MACSOG

Headquartersg.

} A request was approved by COMUSMACV for TTY and volece
hot-iqe circults between MACSOG and Command and Control Central

{CccC) at Kontum. It was determined that the circuit activation

date would be_15 January 1969.

10, { 7 Actlon was initiated to valldate CCN, c¢Cc, CC3, NAD
MMFOB; Air Operationé Group, and the Jolnt Translatlion Center as
Secure Vpite Systems, KY-3 (AUTOSEVCOM) subscribers.

C. } EQUIPMENT

MACSOG recelved B0 KY-38 FM secure volce units in 1968, This

o ip lu i e l

W W N [SEN N = [T
iH |o im Im - Jon [ |n iu v e o v jo |4 1m u b jw | [ lo (© 10 (2 o [ (& Jw [ [

equipment, which operated in conjunction with the PRC-T7, were
dlstributed to fleld units. They were to be used by PRAIRIE FIRE
and DANIEL BOONE teams to communicate between FOBs, launch sites
and radio-relay polnts.
D./(M/SIGNAL PLANS

In order to occupy the enemy 1n looking for an agent team

that did not exist in NVN, a diversionary‘tactic was inltlated 1n

el IS (I -

October 1968, whereby a non-exlstent agent team in NVN was supplied
with all the equipment a regular team would have. A realistic signal
plan, inecluding crystals, erypto pads and contact schedules for

this diverslonary unit was developed that was similar to the

exlstling signal plans, Thls signal packet was included in the

CI N

resupply bundle for the notlonal teams.
E. (P8) CRYPTOGRAPHY

1. 3) A new MACSOG personnel code, KAC 234, was issued to
the field for use on radio nets, volce hotlines and conventional

telephones. The code was initlally developed as a personnel code

I3
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but was expanded to include locations of MNACSOG actlvitles,
airrraft, and the faentification nf routine reooris.

(

in ebuntry. It was planned that this code, whlch was a combined

2. In late December, a new STRATA code, FDAC-278, arrived
brevity code and a one time code printed and cross-indexed in
Vietnamese and English, would replace the locally produced code
that was then 1n use by the STRATA teams.?*

F ysr)/wma APPING
{ As a means of enhancing the intelllgence colleetion

effort, wire tappling operations were introduced into MACSOG
operations in 1968, In an operatlon plan, Chlef MACSOG provided
the essential information for the integration of wire tap
procedures with PRAIRIE FIRE, DANIEL BOONE, STRATA, and Maritime
acticn team gperational mlssilons.

2. ) The concept of operations in the plan called for the

eross-border teams to be equipped with the MS=1 electronlcs devices

and to conduct wlre taps of active enemy communleations (wire)

when feasible within designated operational areas. When semi-

permanent communicatlons installatlons had been located, i1t was
directed that the more saphisticated device, XRU4=-100, would be

introduced into the operational area by selected teams to

continue wire tap monitoring for extended periods.¥#
1

ppendlx F to Annex F, COMUSMACV 1968 Command Hlstory
} MACSOG OPLAN 374-68 (TOTEM PQLE) (U) dtd 23 Jan 68

“FOP CRET G=-19 Appendix G

S N [ I

'u I N l n lN lH IH ' ol [l (=
l—‘O\Om-}an-h-LHNI—'O‘QCD-JO\UIhNMHO]\ﬂlm]‘Jlm,mlblwl\J'H

g N

seBINE IR

570388




MORI DocID.

TOP SPCRET

PART VII. 1969 HISTORY ¢
Ao | GE!ERAL

‘ Late in 1968, MACSOG published up-to-date cormunications

and electronics instructlons which codified the administrative

and operational concepts of MACSOCG communlcations Since this

publication provides a concise description of MACSOG communica-
tion activities in the beglnning of 1969, the more sipgnificant

sectlions of these ilnstructions are set forth below.

B. (P8) Communlcations Concept

1. (P5) "The basiec concept of SOG Communleatilons is to
provlidé a secure, reliable chaln of command from Chief, SOG to
each of his subordinate commanders. The baslic concept 1s met
in the following manner.

a. "A secure, didicated, simplex, 60 wpm teletype circuit
from S0G Headquarters via a tropo path to First Flight
Detachment at Nha Trang.

b. "A secure, dedicated, simplex, 60 wpm, teletype circult
from S0G Headquarters vla a tropo path to C&C North at
Danang. (Marble Mountain}

¢, "A secure, dedicated, simplex, 60 wpm, multipoint
teletype circult from S0G Headquarters via a tropo path to
NAD and MMFOB, Danang.

d. "A secure, dedicated, duplex, 60 wpm teletype circuilt
to MACY Headquarters via cable through Saigon Tech Control
and Glia Dinh Tech Control.

e. "A secure, dedicated, simplex, 60 wpm teletype circuit
via tropo path and TRC-24 to CkC South at Ban Me Thuot.

f. "A secure, dedicated, simplex, 60 wpm teletype circuit
via tropo to FOB and Launch Slte at Nakhon Phanom, Thalland.

g. "A secure, dedicated, simplex, 60 wpm teletype circuit
via tropo to CCC at Kentum.

h. "An unsecure, single sldeband voice network is used as
a backup for the nets noted above. In addition, all PRAIRIE
FIRE{C) FOBs and Launch Sites and the training camp at Long
Thanh are members of this volce network. This 1s protected
by use of KAC-234, KAC-159 and KAC-140.

1. "Unsecure telephone volce hotlines to CCN, CCC, NAD/
MMFOB, CCS, 1st Flight and Nakhon Phanom. All of the above
except CCS have the capabllity of passing teletype in the
event a regular circuit 1s cut by using a volece frequency
telegraph terminal TH-5.

TOP_SECRET G20 Appendix G
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2. {(Tsf"Additlonal communications concerts essentlal to the
succesglul conauct of SOG operational missions:

¢. "C&C North, Danang RTT Net. A secure, Joint, mobile
radlo teletype net between C&C North, FOBs and Launch Siltes.
Thls provides maximum securlty to sensitive operations.

d. "Intelligence reports from Phoenlx/Dodo. A secure
radlo teletype circult between Phoenlx/Dedo and the Naval
Advisory Detachment, Danang was activated on 15 January 1967
in order that intellilgence reports could be ralayed to
Chief, 800 in a timely manner." *

3. (T8) Plgure_G-1 is a simplified diagram of the MACSOG
mmlnlegtions network.
[ | PERSONNEL
1. (®5) "Personnel for S0G communlcatlons are assigned in
accorgdnce with the current Joint Table of Distribution (JTD)

for the Studies and Observations Group, U.S5. Military Assistance
Command, Vietnam.

3. { YPersonnel asslgned to CCN, CCC and CCS are
contrpfled by the S5th SFG, Nha Trang and, therefore, do not
appgér on the SQG JTD. Personnel assigned to Alr Ops Group
are controlled by 7th Alr Porce." *

MACS00 Communications-Electronic Instructions, dated
21 Novembrr 1968
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MACS0OG COMMUNICATIONS NETWORK

—PoP-BECRET G-22 Appendix G
MACS0G COMMUNICATIONS NETWORK




MORI DocID

TOP, CRET

&£

b. ¢

} Codes. Below listed are cryptograbphic codes that

era used bty varicur MACSOZ 20tiyitieg i1n 106Q.

570388

ceN ¢cs MMFOB NKP NAD
C » USKAC=-190H USKAC-234#% USKAC-23U4% USKAC=-23*
gggﬁc-%gg* UAKAC—?gE* KAA-SERIES KAA-SERIES KAA-SERIES
KAA-SERIES KAA-SERIES XY-QTF KAC=140
VL-OTP KAc-140 ADAC-278 {Draws fm CCN)
Xy-0TP ViL~-0TP
WW-QTP XY-0OTP
Wy-OTP
cLT 200 HQ
USKAC-234# USKAC-234* USKAC-199#% (Radlo)
KAA-SERIES KAA-SERIES KAA-SERIES (Radio)
KAC-140 V1.-OTP USKAC-234% (All Sectilons)
. VL-QTF (Radio/CP-34}
XY-QTP (Radio/OP-34)
WW-0TP (Radio/0P-34)
KAC~-140 (Radlo)}
AKAC-125 (QP-32)
AKAC-132 (OP-31)
2. ¢ " KAA-SERIES (Authentication Table)
USKAC-23% (SOG Personnel Code -~ 50 registers)
USKAC-199 (SO6 Operations Code - 14 regilsters)
KAC-140 (Operations code - uped throughout Vietnam -
B copiles available to SO0G)
AKAC-125 (USAF Operations Code [Pacific Area] =
1 register avallable to SO0G)
AXAC-132 (USH Operations Code {[Pacific Area] -
1 register available to S0G)
VL-0TP (One Time Pad - 2 reglster)
XY-0TP {One Time Pad - 3 reglster)
WW-0TP {(One Time Pad - 7 reglster)

3. FT3) "above items do not include TT keylists, KY-38 keylists
or erical and alpha=-numerical one time pads. The numerical

and alpha<nhumerical pads are on-hand, but have not been implemented."
E. (?5) TELEPHONE SYSTEMS
1. ¢

"TWo common user trunks are installed between BUFFALO

(Long Thanh)} and BEARCAT (9th Inf Div Switech, located
ent to Long Thanh). BEARGAT is connected to the Saigon
Long Distance Bwiteh at Tan Son Nhut via a radio relay at Long
Binh. To¢ reach BUFFALO, dial TIGER operator and ask for BEARCAT.
Ask BEARCAT for BUFPALO or BUFPALO 1 to reach the US Switeh at Long
Thanh, and ask for BUFFALO 2 to reach the VN Switch at Long
Thanh. The circuit number of the US Trunk 1s KRT-7, and
the VN Trunk 1s KRT-8."

Q.ékfgizlA hot line, circuit number, XKRT-9, is instal

betg& n the OP-34 office and the BUFFALO Switéh. Tgisacigguit i1s
routed through the MACV II page microwave to the STRATCOM Phu Lam
Frame to a tropo circuit to Vung Tao, and then up to BEARCAT frame
via tact 1 radic relay, and from there to BUFFALO,"#*

BERERRERREREERERERBEEIKELRIEIERIEIS © @i~ wis win -

'_ ifudicates code peeyliar to 306G,
} MAGSOG Communications-Electronic Instructions,dated 21 Nov 1968.
T
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1. (T8)"The area frequency coordinator 1s MACV (J-6). However,
due to the many Vietnamese and US clvilian and mllitary users,
frequency coordination is almost an impossibiiity. Where
frequencies are not specifilecally assigned for SOG use, they are
selected and used on & non-interference basis.

TOP CRET
T),Pfgg’;gcuna VOICE SYSTEMS L
1.m;T§§/:506 Headquarters has the following Secure Volce 2z
Systaw, KY-3 (AUTOSEVOCOM). Z
a. "DUDV KUM-6, Located in OP-32 (OCC) with an eXtenslon ;
in OP-35, -
b. "DUDV S§JV-6., Loecated in OP-B¢ (JPRC) with an extension 5
in room 300 (Chlef, SOG). 6
2. ) "In mdditlon to the KY-3, Det 14, 30th Weather 2 .
Squadron has 2z secure volce telephone (KY-li to the Tth Alr L i
Forchk COC, Tan Son Nhut, to circuit SJv-6,"#* 8 !
— '}
s |
G. {P&) PREQUENCIES i
10
!
F

e
7 {1%]]

3.( "The following frequencies have been permanently
B&51lgned to S0G by the MAC J-6 frequency coordinator.

R EEEERIERIEEIRE]
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a.

b.

c.

"HF Freguenciles

rrequency

3156.5(3155)*
3493({3494.5)*

3536.5(3535)*
3541.5(3540)*
3118

4pos*

4255

Lagow
4518.5(u517)#*
4900
Lg28.5(4927)
5407.5(5407)
5500

5521%
5715(5721.5)*
6797.5(6796)
6920(6926.5})
7051.5(7050)*
7323.5(7321)*
7425
7620.5(7619)
7638.5(7677)'

7643
8218.5(8217)
9043
9145(9151.5)}*%
10021*

10100%
10121.5(10120)
10142.5(10141)
10891.5(10890)
12700%
12885.5(12884 )+
14651.5{14650)
14961.5(1496Q)%
15711.5(15710)*
16556.5(16555)

"VHF Frequenciles

61.850
63.950
119.
138.
228.
247.
259.
259,

Lo WL

TUHF Prequenciles

336.9
360.6
366.6

TABOO frequencles.
{ MACS0OG Communications-Electrenics Instructions, dated
21 Novemper 19o8.

"3 (DE) ﬁI;;OG Communicationéigxéctronics Instruct

TOP RET

Emmission

3A3J

1.1F1

3A37
1.1F1/3A3J
3A9J

bA9B

1.1F1

123 €TZ

1

All CTZ

1

RVN
RVN

i

1 CTL
1 CTZ

1
1

NKP, Thal

1
1

Adir/Ground
123 CTZ
NKP, Thai
123 CTZ
NKP, Thail
RVN

RVN

RVN

NKP, Thai
RVN

1

DNG
123 CTZ
Air/Ground
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BEARCAT
BEARCAT
SGN/A/G/A
AIR

DNG

DNG

DNG

DNG

Long Thanh

1
1
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H. (T CODEWORDS 1

1 5) "ihe codeword T1Gkh refers to operations conducted urcer 2

OPLAN-3UA ané is consiacered SECRET. 3 (ki)
- (31
4
! messacges orliglnatea by 5
MACV or CINGCPAC to JCS. The codeword DRAGON 1s used in OPLAN-34A =
messages originated by DOD, JCS to MACV (80G), ana CINCPAC. 6
TIGER indicates limited distribution (LIMDIS) of messages which -
concern OPLAN-344A operations and is usea both an common user and 7
sole user circults. (Local "codewords" to indicated limited -
distribution of OPLAN-34A messages alternatively routed to B
NAVAD V DET Danang and lst Fit Det, Nha Trang, 1.e., TOMCAT and -
PUSSYCAT respectively, have been cancelled as being unnecessary.) 9
Alternately routed messages referring to OPLAN-34A operations are -
designated LIMDIS TIGER like all other OPLAN-34A messages. 10
o
11
- [h113)
12
13
li
15
) CALL SIGNS -
16
- (bl
17 (h13)
18
19
2. S) "sog C-123 alrcraft, for administrative communleatlons, 20
use two=-letter call sigh beginning with "W", i.e., WHISKEY -
ALPHA, WHISKEY FOXTROT. 21
22 [hift
(131
23
24
4, ) Tab I contains an alphabetlcal 1list of codewords, 25
nickhames and call signs that were in use during 1968-1969. -
26
J. LOGISTICS "
g responsi- 27
1. ) "Logistic support for SOG communications is the/
bili of the SOG Logistlies Division whieh reguisitions material 28
thrdugh the Counterinsurgency Support Office (CISO), Okinawa.
Crystals ordered through CIS0O take slx to 1l months to procure. 29
[
3 (h1(3)
5S) "Requests for communilcation equipment from the Communi- 31

catlidns Officer, Strategic Technical Directorate (STD) are sub-
mitted via the S0G Communicatlons Officer for approval or dis-
approval. This includes requisitions for communicatlon train-
ing equipment at Long Thanh Training Camp and for STD radio
stations.*

MACSOC Communicatlons-Electronic Instructions, dated
November 1968.
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K }:@Egjfm STUDIES
1;,;E§§/“SOC "Norrunieaticns Brarct monlitoTs tne eommunmicdlicr

a

tralning of agent team, boat end alreraft radio operators by
means of training schedules submittea by STD ana Alrborne
Operatlons, discrepancy reports ana visits
to 300 elements. Direct respons nication
training is as follows:

i
i3]

a. "Agent Teams. Vlietnamese instructors at Long
Thanh Training Camp.

b. "Boat Radlio Operators. Initially by instructors
at Long Thanh Training Camp. FHowever, since these personnel
are seldom replaced, refresher training 1s conducted between
MAROPS mlssions by NAVADVDET Danang communicationz personnel.
This training 1s based on the MAROPS signal plan, good
communications practices and operator dilscrepancles as
reported in contact reports

(i
i3

¢, "“Alrcraft Radlo .
Nha Trang conducts communication refresher training of
ailreraflt radic operators Training 1s based on the AIROPS
signal plan, good communication practices and operator
discrepancies as reported In contact reports

(hm
(h1E3)

3. "The Communication Officer, STD supervisee and monitors

t trainlng of agent team radio operators at Long Thanh and
submits plans of instruction (POI), training schedules, rosters
of sEudents, and reports of results of tralning to Chief,
oP=-34.

(hi
[blE3]

ween the trainees at Long Thanhb.

} COUNTERPART COMMUNICATIONS

1. Si/;n order to obtaln data regarding existing Vietnamese

ElE RN EERREEREEEEREREEBREIERIER ©ie 1w o0 o s 1w m e

counterpart communication networks, equipment being employed,

and adequacy of equlpment avallable to satlsfy communication

<) "ACSCS Comnmunications-Electronsc Instructions, dated
21 November 1968.

%ggzgigﬂgw G=-e7 Appendix G




MORI DocID: 570388

TQP EET

requirements, the NACSOG Communicatlons Materisl Officer, in 1
July 196y, vasited the communications olbtes supper il the -
STD and alson Service, ARVN. 3
2. ) Upor completion of this visit, 1t was determined that 4
a. Two separate radlo networks are maintained. The 5
first is g logistlcs/adminlstrative net whieh links STD 5
with its distant terminals (see Figure G-2 }. The second 7
is a command/control/operations net which links the Lialson 8
Service with the Command and Control Sites (see Filgure G-3 ). 9
b. The STD met predominantly employs the AN/FRC-93 at Lo
its Saigon Headquarters, while the AN/PRC-74 equipment 1s L1
used at distant terminals. The Lalslon Service uses the i2
PRC-T4 and the GRC-106 as basic radies. 13
b. These two nets appear to satisfy counterpart reguire- L4
ments through the use of vocice and CW, off-line encrypted L5
wlth KAC codes and one-time pads where approprlate.® 16
M;(j3§§,;0MMUNICATIONS STUDY 1?7
1. {P%) The MACSOG communications officer conducted a compre=- s
hensfve study of the three SCG Command and Control Detachments' i3
communicatlons facllities 1n early 1969. As & result ol this 20
study, he determined that: 21
a. "The Detachments' communications/electronics 22
inventory contains a complex mix of egquipment which is 23
difficult to support with spare parts and whieh reqguilres =

maintenance personnel wilth uncommonly varled tralning
and experilence. 24
b. "Much of the teletype equipment 1s worn and 23
obsolescent and requires an inordinate amount of 26
nalntenance. L3
€. MMuch of the high fregquency radio equlpment 1is 27
cbsolescent and unstable. It will not support a secure 28
radlo teletype signal from the C&C to the launch site. _—
d. w"pye to the lack of positive management control 22
procedures, some returning reconnaissance teams have been 30
transferring tactical radlo equlpment directly to outgolng =
teams, thereby precluding preventive maintenance procedures a1

which would insure radlos are operating at optimum
efficlency when deployed.

= ZIEJ mACS0OG Communications Materlal OfTicer letter of
21 July 1969; Subject: "Trip Report, STD Communications Sites."

,,,/’
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FIGURE G-3
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2,

m
3

€. YAlthough sufflclent maintenance support agreements
are in effect with anjacent racio and teletybe rapair
units, Tuese units fresaontly &- nzt hove sufficient spors
parts or technical ¥nowlieage to effect rapilr aue %to

obsolescence of C&C eguipment.

-
bew

f. m™iuch egulbment in C&C inventoriles is not peing
used or is in excess aof requlrements.

B. "Test equipment on hand is Inadequate to meet
maintepance requirements."*

(P5) After listinz the above problem areas, the communicatiors

Officer, in his report, discussed equipment and maintenance

difflcultlies 1n detaill as follows

TQP

=3
T 7= Trector. MACS0G-060 LeLLer’or <y Nay

a. Tactlical Radio Eguipment

{1) "The amount of tactical radilo equipment on hand,
including antennas and handsets, appears 1¢ be adequate
1f properly controlled.

(2) "Procurement of 150 AN/PRC-90s has been approved

by the Department of the Army. The PRC=90 1s a 2-channel
plus emergency beacon llightweipght set wlth ear phone that

should replace URC-10, RT-10, HT-1 and PRT-4/PRR-9 for
intra-team comm and the AN/PRC-41 as pack up ailr/ground
radlo,

(3) M"AN/PRC-T77 are being issued in lleu of AN/
PRC-25.

{4) AN/PRC-64 (liphtwelght CW and voice set designed
for U/W) 1s recelving little use now but should be
retained in inventory for intermedliate range {(beyond
range of PRC-T7 but not reguiring PRC-T4) operations.

{5) “AN/PRC~-Tds are used tactically for long-range
cperations (particularly STRATA) and also as backup for
S0G SSB volce net and as volce/CW backup for launch site
to C&C RATT. PRC-74 should be retained in inventory.

b. Command and Control Communications Eguipment

(1) “At this time there are no rellable, secure,
rapid communicatlons between launch sites and CiCs. In
one instance, CCC to Dat To, a strong secure voice 1ink
can be establlshed as soon a5 a small generator can be
procured to furnlsh power. At other sites, greater
dlstances involved require secure, radio teletype (RATT)
communications. Equlpment on hand is old, unreliable
and continually drifts off fregquency. Stable (drift
free) equipment 1s required for secure RATT circuits.

{2) "Most teletype equipment in C&C communication
centers 1s worn and obsolescent. HReplacement with
AN/FGC-25X, which 1s standard equipment for most Army
units in Vietnam, will greatly reduce malntenance and
spare parts supnort nrahlams - -

¥ Director, MACS0G-60 letter of 29 May 1969; Subject. :Communi—
cations Requirements for Command ana Conapol Detachments.
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{3)"Standardlzation of equivment as reflectea ip
(Figure G-4)for wbich aaditinnal inventoripe chauld ho
procurea, vall necescitats the erpentciture of apErc..-
mately $426,800 as follows.

Quantity Homeneclature F3N Total Cost
24 AN/FGC-25% 5815-619-5644 $ 85,000

6 AN/GRC-106 5810-082-3491 43,800

12 MD-522/GRC_,  5815/999-5277,, 60,000

4 AH/GRC-1h2% 5820-788-4515% 238,000

a/ Modified by substltuting AN/FGC-25X as teletype equipment.
c. Malntenance

(1) "Standardization of equipment as reflected in

and ease the burden of tecnnicians, who will be required
to attain expertise in far fewer equipments.

(2 )"CCC and CCS will acqulre additional maintenance
capabllities in July when each wlll receive a Fillpino
radic repairman and a teletype repairman.

(3 J"The maintenance capability at each CiC will be
conslderably enhanced upon procurement of test egulpment
contalned in Figure G.65)."#

3. { To alleviate the communications problem a C&C ‘Detach-
mentsy certaln recommendations were made to Chlef, MACSOG. The
recommendations, whlch were subsequently approved are listed as
follows

a. "That S0G Logistics Offilcer procure the equlpment
specified in paragraph (b{2)(c)) above,for replacement of
obsolescent equipment.

b. "upon recelpt of AN/PRC-90, C&C Detachment turn in
all obsoclete tactical radios.

€. "That C&C Detachments retain only those HT-1 radios
required for camp defense,

d. "That the C&C Detachments turn in all PRT-4/PRR-§
squad radlos to Salgon for turn-in to depot for credit.

€. "That S0C Logistic Officer orocure test equipment
eontained An {Pigure ¢~5) less wnat 1s currently neld.

4, ) In the course of the survey of the C&C Detachment

'g lg ’8 II; lt-: ls"’ lm l: lm ltﬁ lﬁ [g ltg ': |’:‘J |5\' l'; ‘z H.:; Ii!:; ]F‘: Ig v fm (v v i Jn W | S ]

facilitles, thelr communicatlons networks were dellneated ahd

are reproduced in Flgures G-6 G-7and G-3.

¥ (&) Director, MACSQG-50 Letter of 29 May 1969, Subject.
Communicatlons Requirements for Command and Control Detachments.”
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FIGURE _G-1

)

RECO:iiENDED COMMUNICATIONS EQUIPVFENT LIST

MORI DocID-

CCN CCS cCC  Total
Fixed Station
AN/FGC-25X 13 7 ] 24
AN/FGC-58% - - - -
AN/GRC=106 6 4 2 12
MD-522/GRC. 6 il 2 12
AN/GRC-142 2 2 - Y
AN/FRC-93 8 6 3 17
AN/PRC-T4B 7 5 6 18
RT-524 7 6 8 21
Team Hadio
PRC=T7 60 60 60 180
PRC-25 - - - -
PRC-90 60 60 60 180
PRC-64 15 15 15 kg
PRC-T4B 16 5 5 20
TOP S ET Appendix G
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MORI DoclID. 570388

I'IGURE_G-5 (7«7

RECOMMENDED TEST EQUIPIENT LIST ¢

CCN ¢CcsS cce Total

Oscillloscope (AN/USM-1404) 1 1 1 3
Signal Generator, RF

SG/URM-25D (AM) 1 1 1 3

AN/URM-48 (FM) 1 1 1 3
Audic Generator, HP 200CD 1 1 1 3
Multimeter, TS-352 B/U 1 1 1 3
Vacumn Tube Volt Meter

ME~26 1 1 1 3

ME-30/0 {RF) 1 1 1 3
Frequency Counter, AN/USM-207 1 1 1 3
Tube Tester, TF-2/U 1 1 1 3
Transistor Test Set, TS-1836 B/U 1 1 1 3
Capacitor, Analyzer, ZM-T3 A/U 1 1 1 3
Wattmeter, AN-URM-120 1 1 1 3
Dummy Load, DA-75/U 1 1 1 3
Teletype Test Set, AN/UGM-1 1 1 1 3

TOP 3 ET Appendix G
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TOP cr-oT

N. (#3) TACTIBAL RADIO EQUIPMCNT

L. (3&) ns a weans of improvang :=cvuualssauce team

communileations, Chief, MACSOG, in June 1969, submitted a
material requirement to COMUSUACYV for a secure, short-range
tactical communications system capable of operating in the
VHF range {(30-72 MHZ). The overall welght of the system
desired would not exceed 20 pounds lnecludling the security
device, radio and power supply. In submitting thils request,
1t was noted that reconnalissance teams had been comprimised
in the past by the enemy monitoring unsecure tactlcal nets
and currently available equipment was not extensively

utilized due to its excessive welght.®
%;/L267,53ta on the primary tactical radio equipment used

by MACSOG rield units in 1969 is given below.
a. R3-1 (AN/GRC-109) provides rellable medium and
long-range communications over a wide range of climatic
conditlons in a portable package.

(1) Power. 12 watts,

Docl1D

[ | = I T I i T ‘H ‘H (=] IH
@ |~ joo o e Jw o e o o e N o i e W M e

{2) Freguency Range. Transmit, 3-22 MHZ; receive, 3-24 MHZ.
(3, Welgnt. 80 pounds. (Includes transmitter, recaiver,

power supply, and hand crank gererator)

b, AN/PRC-7b is a low-poweredstransistorized, single

medium range
sldeband radic for volce or CW communicatlons.

(1) Power. 15 watts.
(2) Freguenecy Range. 2-12 MHZ.
(3) Weight. 30 pounds.

¢, AN/PRC-25 and AN/PRC-T77 are standard back p&ack

tactical VHF FM radios. The baslc difference 1s that the
PRC-77 is configured to be used with the KY-38 speech
security device.

{1) Power. 2 watts.
(2) Freguency Range. 30-75.95 MHZ.
(3) Weight

PRC-25. 23.5 pounds.
PRC-77. b2 pounds. (with K¥-3B8)

1.
3.

2RI IR IR

: (@) Chief, MACSOG Letter of 6 June 1969, Subject. "ENSURE Reguest."

1-2f8
r ) Chfg;j/;ACSOG Letter of g June 1969. Subject. "ENSURE Reocuest."
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d. AN/URC-10 is a portable raaio transceiver designed

1~

a3 an enc.ogont) clr-sea rooc.e rziic, ¢ if uzed fer

lw

ground-to-alr communlcations, ane transmits ULF voice or a

|&

tone beacon signzl on ons pre~set UHF lrequency.

fun

El; Power 200 mill:-watts
2) Frequency Rance. 240-260 MHZ
(3) Welght. 27 ounces
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TAB 1 TO APPE'CIN O

CODEWORDS, NICKNAI'ES AND CALL SIGHS )

ALLEY CAT. . . . Call sign of ABCCC at night (DMZ, Lacs,
BARREL ROLL area)

ALASKA . . . . Thu Duc

ARC LIGHT. , . . B-h2 Strike

ARIZOKA. . . . . Cambodia

BARRELL RQLL . . Northwest area of Laos

BLUE EAGLE . . . EC-121 flying PSYOP missions out of
Danang/Saigon

BORDEN(C). . . . Diversionary program in NVN (T

BRIGHAM. . . . . Call sign for GCI at Udorn AFE, Thailand

BRIGHT LIGHT . . JPRC recovery mission

BROWN ANCHOR . KC-135% refuellng tracks {also RED, WHITE,
BLUE, TAN and GREENO

CADO . . . . . . Maritime intelllgence, PSYOP and/or cross
beach misslion

CALIFORNIA . . . Russila

CANDLES. . . . . Radio tapes

COLD TURKEY . . PSYOPS material (leaflets, gift kits,
radles)

COMBAT SPEAR . . 15th Air Commando Squadron, C-130s

COMMANDO HUNT . 7th Air Force gram for enemy interdiction
into Laos

COVEY. . . . . . Call sign for TIGERHOUND Forward Alr

Controller (FAC)

Tab 1 to
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CFACAER ZClX.

CRICTET,

DIAIIOND EELC

DUFFEL B£S

DUW¥P TRUCK .

DUST COVER .

DUEL BLADE .

EGGS .
ELDEST SOM

ELPASO .

FOOTBOY(C)
FORAE(C) .

HAILSTONES .

HAWAII . .

HEAVY HOOK .

HEAVY FOW.

HILLSBORO.

HUMIDOR(C)

TOP-SECRET

MORI DocID

C-123 or {~134 assignsc o ST

Call sign of ABCCC aurinz cday (STZEL TIGER/
BARRELL ROLL

Use of people sniffers

Employment of DCPG resources In Southeast
Asia for purposes ctrer tnan te impeae
infiltration from Kva to SVH

Air supportea antliperscnnel sub-system of
IGLOO WHITE Program

Modular transportable sensor data collection
and processing system

Ground obstacle systen to impete infiltra-
tion in IGLOO WHITE Program

. Gift kits :

Contaminated ammunition program (T )

COMUSMACY OPLAN for overt ground operations
across Route 9 in Laos

. SO0G operations in KVH E;SEﬁSZIﬂ

Project assoclated w the diversionary
program in NVN {IS¥D)

. M-UA resupply containers

Camp Long Thanh
S0G C-123s

. Two of the above C=123s on loan from the

GRC

(C-130) an Airborne Command Contrel Center

" wnich directs both FAC (0-1E) and high

performance alreraft auring aaylight hours.

PSYOPS Program under FOQTBOY (T )

Tab 1 to
G-%1 Appendix G
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":Cc CucES.
IG.00 WHITE,
INSISTENCE(S).

INVERT . . . .
IRON HA&D.
IVORY TRURK.
JELLY BEANS. .
MAINE . . .
MIDRIFF(C) .
MUD RIVER. .

[ZUSTARD FLANK.
MINT . . « . .
LKEW YORK . . .
NICKLE STEEL .
OODLES(C}. .

PANAMA - . . .
PARADISE .
PARBOIL{C) . .

PARFAIT(C) .

PEANUTS. . .

TOP CRET

MORI DocID

. Leaflets

DCPG sponsored anti-_rni.ltration program
[IAC30G maritime operztions in coordination
with MARKET TINE to crevent infiltration by
sea 1ntc SVN

Call sagn of GCI radar at NKP, Theilana
Anti-5AM missions

Use of elephants

Melil

Communist China

Alr operations in support of FOOTBOY ﬁ/ﬁggLBT//
Alr supported antivehicular sub-syStefm of the
IGLOO WHITE Program

Call sign for VHF radio located in OP-32.

S50G maritime interdiction misslon

«~ North Vietnam

S0G operations in the DMZ SEEED%’/”’

- Project assoclated with the diversionary
program in NVN (T )

Call sign for GCI radar at Danang AFB,

Cu Lao Cham Island‘SESBﬂT"

Maritime operatioﬂ% in support of FOOTBOY
{TSLD)

FOQ Y SSPL pseude organlzation in NVN
)

. Radlos

Tab 1 to
G-42 Appendix G
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POLLACK{C) . . . Project associated wipa tne alversionary
program in NVL (T3

PRAIFIE FIRE(C). Cross-borcer cperations into Laos‘gTSﬁE;/”q

PROJECT ATHENS . COMUSIIACV operatlon to cut Reute 110 in
Laos

PROJECT BUFFALO. COMUSHMACVY operatlion to cut Route 547 in the
Ashau Valley

PROJECT JENNY. . Airborne (EC-121l) propaganda broadcasts

ROLLING THUNDER..Area in NVN North of Tally Ho area

SALEM HOUSE. . . Cross-border operations into Cambedla (T h]

SANITARIES(C). . Project associated w the diverslonary
program in NVN :Eﬁ;E%ph

SQAP CHIPS . . . PSYOPS booklets

STEEL TIGER. . . Panhandle area of Lacs

TALLY HO . . . . Area extending from southern border of DMZ

to the southern border of Route Package One
TAR HEELS . . . Incapacitating gas
TEAR DROPS . . . Commoditles for the Ho Chl Minh Trail
THUNDER CLOUD. . PW snatch mlssicns in Lacs/Cambodia
TIGER HOUND. . .

TIMBERWORK(C). . operations in Su port of FOOTBEELQd”’~
TS

TOTEM POLE . . . Wire tap missions

TREAT. . . . . . In-country black propaganda

Tab 1 to
TOP SECRET G-43 Appendix G
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ToP 3@

UBANDLIZE}ef//f

UATERBOY
WILD WEASEL

YOUNG TIGERS

TOP SECRET

rrojeet associated v the dlverczicnary
progran in NV (ISZ

Call sign for the CCI rzoar a Tong Ha, RVN

Aircraft emplcying electronic aetection
equipment used to detect and destroy SAM
sltes

SAC program for re-locating KC-135s5 to
Taiwan 1n support of an increased B-52
effort

Tab 1 to
C=4y Appendix G
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