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From: 
Sent: 

Coalition Provisional Authority (OMS) 
18:14:27 10/22/2003 

To: 
!\SHINGTON 
AMEMBASSY 

'SECSTATE WASHINGTON DC'; 'SECDEF WASHINGTON DC'; 'NATIONAL SECURITY COUNCIL 
DC'; AMEMBASSY ANKARA; 'AMEMBASSY KUWAIT'; 'AMEMBASSY DAMASCUS'; 'AMEMBASSY AMMAN'; 
RIYADH'; 'USMISSION US UN NEW YORK NY' 

To Precedence: 
Cc: 
Cc Precedence: 
Subject: 
Message Type: 
Extended Auth: 

Immediate 
'IRAQ COLLECTIVE' 
Immediate 
OIL EXPORTS THROUGH TURKEY 
Other-Organizational 
15:14:00 10/22/2003 (UTC) 
18:14:00 10/22/2003 (Client/Local) 

Security: This message has been digitally signed and encrypted 

eenPIB13nHlt!b////88 

MSGID/GENADMIN/HQ CPA/0217// 
SUBJ/OIL EXPORTS THROUGH TURKEY// 
GENTEXT/REMARKS/10/19/03 
DRAFTED: (b )(6) 
AUTHORIZED: PBREMER 
CLEARED:~ RMCKEE, ~ PKENNEDY 

FROM: HEADQUARTERS COALITION PROVISIONAL AUTHORITY 
TO: SECSTATE WASHDC 
SECDEF WASHDC 

;UN 
lNFO: 

NSC WASHDC 
AMEMBASSY ANKARA 
AMEMBASSY KUWAIT 
AMEMBASSY DAMASCUS 
AMEMBASSY AMMAN 
AMEMBASSY RIYADH 

IRAQ COLLECTIVE 

~ Q 11 F I 8 l!i Ii 'I' I It E HQ CPA 0217 
E.O.: 12958: DECLAS: 9/09/13 

TAGS: PREL, PGOV, PTER, IZ, 

SUBJECT: OIL EXPORTS THROUGH TURKEY 

REF: ANKARA 6302 

CLASSIFIED BY AMB KENNEDY FOR REASONS 1.5 (B AND D) 

---------::eel~iEN=~HiiB&---------------------­
eO'4F1eEP4:rI~b'h'feB 

FOIA 09-826 CPA 000001 



5. (U) CPA BAGHDAD SUGGESTS THAT EMBASSY ANKARA USE THE FOLLOWING 
TALKING POINTS WITH GOT: 

- CPA AND THE IRAQI MINISTRY OF OIL ARE SURPRISED BY GOT CONCERNS 
THAT OIL EXPORTS WOULD BE SUSPENDED FOR THE NEXT SIX MONTHS. THE 
IRAQI MINISTRY OF OIL HAS NOT SUSPENDED EXPORTS THROUGH THE 
IRAQ/TURKEY PIPELINE FOR THE NEXT SIX MONTHS. THE PIPELINE HAS BEEN 
SHUT DOWN TEMPORARILY DUE TO SECURITY REASONS AND WILL BE RESUMING 
EXPORTS AS SOON AS POSSIBLE. 

-WE ASK THAT THE GOT CONDUCT ALL DISCUSSIONS OF OIL TRADE WITH THE 
MINISTRY OF OIL, RATHER THAN WITH LOCAL IRAQI OFFICIALS WHO CAN NOT 
NEGOTIATE OVER OIL THEY DO NOT CONTROL. 

-THE CPA WILL ENCOURAGE SOMO TO IMPROVE COMMUNICATION WITH BOTAS IN 
ORDER TO STRENGTHEN THEIR RELATIONSHIP AND TO ADDRESS IMMEDIATE 

CONCERNS. 

-WE ASK GOT'S ASSISTANCE IN PREVENTING ILLICIT SMUGGLING OF CRUDE 
OIL OR ANY OIL PRODUCTS FROM IRAQ INTO TURKEY. 

-REGARDING THE POTENTIAL SALE OF ELECTRICITY TO IRAQ, THE MINISTRY 
OF OIL NOTES THAT OFFERS FOR $20 PER TON OF FUEL OIL ARE HARD TO 
CONSIDER AS SERIOUS WHEN $140 PER TON CAN CLEARLY BE REACHED ON THE 
OPEN MARKET. 

(b)(1 ) 

-TO ENSURE EFFECTIVE COMMUNICATION WITH IRAQI AUTHORITIES, WE 
ENCOURAGE YOU TO COMMUNICATE AS APPROPRIATE WITH THE IRAQI MISSION 
IN ANKARA OR THE IRAQI MINISTRY OF FOREIGN AFFAIRS IN BAGHDAD. 

END TEXT . 

. (EMER 
BT 
0217 
/1 

OOtJFI BEtJTIALtmBB 

FOIA 09-826 CPA 000002 
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From: 
Sent: 

Coalition Provisional Authority (DMS) 
21:42:23 02/06/2004 

To: 'SECDEF WASHINGTON DC'; 'SECSTATE WASHINGTON DC'; 'NATIONAL SECURITY COUNCIL 
'AMEMBASSY SOFIA' 

Immediate 
WASHINGTON DC'; 
To Precedence: 
( 

<- .:'recedence: 
'DEPARTMENT OF RESOURCES AND ENERGY' 
Immediate 

Subject: 
Message Type: 

CPA HQ 0560: FORMER REGIME OIL SCANDAL AND BULGARIA 
Other-Organizational 

Extended Auth: 18:36:00 02/06/2004 (UTC) 
21:36:00 02/06/2004 (Client/Local) 

Security: This message has been digitally signed and encrypted 

98tlPIBBIlTI}t~;'//;'8e 

MSGID/GENADMIN/CPA HQ/0560// 
SUBJ/CPA HQ 0560 FORMER REGIME OIL SCANDAL AND BULGARIA// 
GENTEXT/REMARKS/cONFIDENTIAL 
PROG: 5 
DRAFTER: 
AUTHORI 
CLEARED: RMCKEE, _ RDAWES,_ 

FROM: HEADQUARTERS COALITION PROVISIONAL AUTHORITY 
TO: SECDEF WASHDC 
SECSTATE WASHDC 
NSC WASHDC 
EMBASSY SOFIA 
INFO: DEPARTMENT OF ENERGY 

e e Ii FIe B Ii ? I It t; HQ CPA 0560 
E.O.: 12958: 02/05/09 
TAGS: PREL, PGOV, ETTC, ENER, IZ 
s[rc,JECT: CPA HQ 0560: FORMER REGIME OIL SCANDAL AND BULGARIA 

R.t.t'S: (A) SOFIA 228; (B) SOFIA 198 

CLASSIFIED BY CPA EXECUTIVE SECRETARY 
(B AND D) 

(b )(6) 

2. (U) BEGIN EXISTING CPA PRESS GUIDANCE. 

FOR REASONS 1.5 

OIL FOR FOOD: AL MADA STORY ON OIL BRIBES BY SADDAM TO INDIVIDUALS 
AND COMPANIES 

0: HAS ANYONE AT THE CPA EXAMINED THE DOCUMENTS OBTAINED BY AL MADA 
TO VALIDATE THEIR AUTHENTICITY? DO YOU ANTICIPATE THAT CPA WILL BE 
REVIEWING THE DOCUMENTS? 

A: THE CPA HAS ASSISTED THE GOVERNING COUNCIL TO SET UP THE 
COMMISSION ON PUBLIC INTEGRITY, AN IRAQI-RUN GOVERNMENTAL BODY WHICH 
WILL EFFECTIVELY ENFORCE EXISTING ANTI-CORRUPTION LAWS, PROPOSE 

ITIONAL LEGISLATION AS NECESSARY AND HEIGHTEN THE IRAQI PEOPLE'S 
.AND FOR HONEST LEADERSHIP. 

'l'HE COMMISSION ON PUBLIC INTEGRITY HAS JURISDICTION TO HEAR CASES OF 
CORRUPTION DATING BACK TO 1968, WE EXPECT THE COMMISSION TO BE UP 
AND RUNNING SHORTLY AFTER THE GOVERNING COUNCIL NOMINATES CANDIDATES 
FOR THE POSITION OF COMMISSIONER. 

WE BELIEVE THAT ALLEGATIONS OF OIL BRIBES PAID BY SADDAM HUSSEIf'OIA 09-826 'CPA 000004 

- . --- - -- - - - -,--.. --'ii~.' ;"y;~~iO,;";';;· ~iii;;;i;;;;;o,;;;;;;oOiilooii·~ _OC2,n=,==,,,rc. a 



WOULD BE A SUITABLE ISSUE TO BE: INVESTIGATED BY THE COMMISSION. 

Q: BUT ISN'T CPA GOING TO TACKLE THIS ISSUE? 

THE ALLEGATION BEING MADE IS THAT SADDA~! ENGAGED IN BRIBERY OF 
INDIVIDUALS IN SEVERAL COUNTRIES. THE AUTHORITIES IN THOSE 
r ~TRIES WILL BE THE ONES TO DECIDE WHETHER THESE ALLEGATIONS MERIT 

iSTIGATION AND/OR PROSECUTION UNDER THEIR LAWS. THE CPA OIL FOR 
FOOD CO-ORDINATION CENTRE HAS NO MANDATE TO INVESTIGATE DIVERSIONS 
OF OIL FROM THE OLD UN OIL FOR FOOD PROGRAM. ITS ROLE IS TO 
ADMINISTER EXISTING CONTRACTS FOR IMPORTS OF FOOD AND OTHER GOODS, 
PAID FOR FROM OIL REVENUES ALREADY COLLE:CTED BEFORE THE CPA WAS 
ESTABLISHED. 

Q: WERE THE OIL BRIBES ILLEGAL UNDER THE OIL FOR FOOD PROGRAM? 

A: IF ALLEGATIONS ARE TRUE, SADDAM'S BRIBERY DEPRIVED IRAQ OF OIL 
REVENUE WHICH SHOULD HAVE BEEN USED TO PAY FOR HUMANITARIAN SUPPLIES 
FOR THE PEOPLE OF IRAQ. 

BACKGROUND 

ON 2B JANUARY THE IRAQI NEWSPAPER AL MADA PUBLISHED A LIST OF 270 
INDIVIDUALS AND ORGANIZATIONS ALLEGED TO HAVE RECEIVED MILLIONS OF 
BARRELS OF OIL FROM SADDAM HUSSEIN IN RETURN FOR POLITICAL FAVORS. 
AL MADA COMPILED THE LIST FROM DOCUMENTS IT SAID WERE RETRIEVED FROM 
THE IRAQ STATE-OWNED OIL MARKETING ORGANIZATION SHORTLY AFTER THE 
US-LED COALITION ENTERED IRAQ IN 2003. THE LIST INCLUDES PROMINENT 
POLITICIANS AND COMPANIES ACROSS THE WORLD, INCLUDING IN THE US, UK, 
RUSSIA, FRANCE AND THE MIDDLE EAST. 

END EXISTING CPA GUIDANCE. 

BREMER 
B'I' 

// 

FOIA 09-826 CPA 000005 
lei •• ,_lei •• "'. ,;;tIBlA 
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From: c~US;a=DMS;p-DMS+GOV+SIPR;o=DTH2;ou1=HEFL21;dda:ACP-PLAD=AMEMBASSY 
KUWAIT;dda:msxcxSOO=c:US,o:U.S. GOVERNMENT,ou:DOD,ou:DMS COMPONENTS(S),ou:MFI,cn:DKMFIHEFLS04 
Sent: 12:05:00 12/03/2003 
Cc: COALITION PROVISIONAL AUTHORITY (SC) 
Cc Precedence: Priority 
Subject: (U) IRAQ: KUWAIT WANTS TO INCREASE "HUMANITARIAN 
Message Type: Other-Organizational 
Extended Auth: 09:07:00 12/03/2003 (UTC) 

12:07:00 12/03/2003 (Client/Local) 
Security: This message has been digitally signed and encrypted 

PTTCZYUW RUEHKUA5454 3370907-CCCC--RHMFISS. 
ZNY CCCCC ZZH 
P 030907Z DEC 03 
FM AMEMBASSY KUWAIT 
TO RUEHC/SECSTATE WASHDC 
INFO RUEHAM/AMEMBASSY AMMAN 
RUEHAK/AMEMBASSY ANKARA 
RUCADHQ/USCENTCOM FWD 
RUCAACC/USCENTCOM MACDILL AFB FL 
RUEKJCS/SECDEF WASHINGTON DC 
RUEHAM/USDAO AMMAN JO 
RHEHNSC/NSC WASHDC 
RUEOEGA/COMCFLCC KUWAIT DOHA KU 
RUEATRS/DEPT OF TREASURY WASHDC 
RHMFISS/HQ COALITION PROVISIONAL AUTH BAGHDAD 
BT 
e e If FIe !!l If l' I It fJ SECTION 02 OF 02 KUWAIT 005454 

STATE FOR NEA/FO, NEA/ARP, NEA/NGA, EB/ESC, EB/ESC/IEC 
STATE FOR EB/ESC/IEC/EPC, EB/TPP/BTA/ANA 
NSC FOR THEROUX 

E.O. 12958: DECL: 12/02/2013 
TAGS: ETRD, EAID, EPET, PREL, PGOV, MOPS, KU, IZ 
SUBJECT: (U) IRAQ: KUWAIT WANTS TO INCREASE "HUMANITARIAN 
FUEL" DELIVEREIS TO IRAQ, NEEDS DETAILS ON QUANTITIES 

THERE IS INSUFFICIENT LOCAL STORAGE SPACE THAT COULD BE USED 
IF PRODUCTION OUTPACES DELIVERIES. ALTANMIA CAN LIFT UP TO 4 
MILLION LITERS/DAY OF BENZENE WITH NO ADDITIONAL INVESTMENT. 
WITH INVESTMENTS IN CONTAINMENT VESSELS, KUWAIT CAN INCREASE 
BENZENE SUPPLIES TO 9 MILLION LITERS/DAY (KUWAIT LIFTED UP TO 
15 MILLION LITERS/DAY DURING THE IRAN-IRAQ WAR) . 

-- DIESEL: ALTANMIA CAN PROVIDE 1-1.5 MILLION LITERS/DAY 
WITHIN 7-10 DAYS (WITH SOME MODIFICATIONS NEEDED, SIMILAR TO 
THOSE FOR KEROSENE DELIVERIES). THEY CAN RAMP UP TO 4 
MILLION LITERS/DAY WITHIN 2-3 WEEKS. 

5. ~ ALTANMIA OFFICIALS STRESSED THAT THEY NEED A CLEARER 
IDEA OF IRAQ'S LONGER TERM FUEL NEEDS. THEY ASKED WHETHER 
KUWAIT WOULD SIMPLY BE SURGING TO MEET SHORTER-TERM, SEASONAL 
SUPPLY SHORTFALLS, OR IF THE PROVISION OF HUMANITARIAN FUEL 
SUPPLIES WOULD BE A LONGER, CONTINUOUS OPERATION. 
AL-HUMAIDHI UNDERSCORED THAT THE KUWAITIS ARE WILLING AND 
ABLE TO DO EITHER. IF THE US SAYS THAT ONLY A SURGE IN 
PRODUCTION IS NEEDED FOR THE WINTER MONTHS, KUWAIT CAN CAN 
PROVIDE 5-7 MILLION LITERS/DAY OF MIXED FUELS WITHIN DAYS, 
INCREASING TO 9 MILLION LITERS/DAY OF MIXED FUELS WITHIN 
WEEKS. IF, ON THE OTHER HAND, THE US PROJECTS THAT THERE 
WILL BE A LONGER-TERM NEED, ALTANMIA WILL MAKE SEVERAL 
INVESTMENTS AT THEIR OWN EXPENSE. AL-HUMAIDHI OOTLINED 
ALTANMIA'S TENTATIVE PLANS TO REVAMP THE ABANDONED KAZlMA 
LOADING DEPOT, LOCATED NEAR THE IRAQI BORDER. THE DEPOT 
WOULD BE LINKED BY PIPELINE TO LARGE-CAPACITY STORAGE BARGES 
OFFSHORE, WHICH WOULD SOLVE THE CONTAINMENT DILEMMA THAT 
KUWAIT WOULD FACE AT HIGHER PRODUCTION LEVELS. AL-HUMAIDHI 

OO'oIFIBE.4'TI"'b'f,.fBB 

FOIA 09-826 CPA 000006 



__ 11_- ________________ _ 

SAID 'THAT THE PRIME MINISTER HAS INDICATED THAT FAST-TRACKING 
APPROVAL OF THE KAZlMA RENOVATION PROJECT WITHIN 48 HOURS 
COULD POSSIBLY BE UNDERTAKEN ON AN EMERGENCY BASIS, WITH 
FURTHER DISCUSSION. THE RENOVATION CAN BE COMPLETED WITHIN 
45-60 DAYS USING LOCAL CONTRACTORS, OR LESS WITH US MILITARY 
SUPPORT. AL-HUMAIDHI REITERATED THAT ALTANMIA WOULD MAKE 
THESE INVESTMENTS AT NO/NO COST TO THE US, AND WITH NO NEED 
FOR A US COMMITMENT ON QUANTITIES OF FUEL TO BE DELIVERED TO 
IRAQ. HOWEVER, ALTANMIA WILL NOT UNDERTAKE SUCH A LARGE 
FINANCIAL COMMITMENT IF IRAQ ONLY NEEDS INCREASED FUEL 
SUPPLIES FOR THIS WINTER. AGAIN, AL-HUMAIDHI EMPHASIZED THAT 
THEY SIMPLY NEED A CLEARER PICTURE OF WHAT QUANTITIES AND 
TYPES OF FUELS ARE NEEDED, SO THAT THEY MAY MAKE THE 
NECESSARY LOGISTICAL ARRANGEMENTS. HE NOTED THAT THE 
GOVERNMENT OF KUWAIT SUPPORTS THE US OPERATION IN IRAQ "110 

b 1 
(b)(1 ) 

6. ~ COMMENT. IT IS CLEAR FROM BOTH MEETINGS THAT 
ALTANMIA IS UNDER FIRM ORDERS FROM THE HIGHEST LEVELS OF THE 
GOK TO PROVIDE IRAQ WITH WHATEVER FUEL IT NEEDS. ALTHOUGH 
HTE VOLUMES AND TIME LINES FOR PROVISION OF THE SEVERAL FUELS 
SHIFT SLIGHTLY FROM ONE SCENARIO TO ANOTHER, THE INTENT IS 
CLEAR. THE OVERRIDING GOAL OF THE GOK IS TO ENSURE THAT 
THERE IS NO HYDROCARBON SHORTAGE IN IRAQ, AND THE GOK 
BELIEVES KUWAIT IS BEST POSITIONED TO EASE IRAQ'S FUEL 
CRISIS. HOWEVER, ALTANMIA NEEDS TO KNOW WHAT QUANTITIES OF 
EACH TYPE OF FUEL ARE NEEDED, AND FOR HOW LONG. ALTANMIA HAS 
ALREADY DEMONSTRATED ITS DETERMINATION TO MAKE THIS WORK -­
FOR EXAMPLE, ALTANMIA HAS ABSORBED PENALTIES LEVIED BY THE 
KUWAIT PETROLEUM CORPORATION WHEN KBR DID NOT ORDER THE 
QUANTITIES OF FUEL IT HAD INDICATED IT WOULD. BUT IT IS 
IMPERATIVE THAT CPA PROVIDE THE KUWAITIS WITH A CLEAR OUTLINE 
OF QUANTITIES AND TYPES OF FUEL THAT IRAQ NEEDS, AND AN 
ESTIMATE OF HOW LONG IRAQ WILL REQUIRE FUEL EXPORTED FROM 
KUWAITI, SO THAT THE KUWAITIS CAN INCREASE FUEL DELIVERIES. 
END COMMENT. 

7. (U) MR. MCKEE DID NOT CLEAR THIS CABLE. 

8. (U) BAGHDAD MINIMIZE CONSIDERED. 
URBANCIC 
BT 
#5454 

NNNN 

--- ------------ ~----
8ef4F1BEf4TIAb/flBf! 
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From: c- US ; a-DMS;p=DMS+GOV+SIPR;o=DTH2;ou1=HEFL21;dda:ACP-PLAO- AMEMBASSY 
KUWAIT;dda:msxcx500=c:US,o:U.S. GOVERNMENT,ou:OOO,ou:OMS COMPONENTS(S),ou:MFI,cn:DKMFIHEFLS04 
Sent: 12:05:00 12/03/2003 
Cc: COALITION PROVISIONAL AUTHORITY (SC) 
Cc Precedence: Priority 
Subject: (U) IRAQ: KUWAIT WANTS TO INCREASE "HUMANITARIAN 
Message Type: Other-Organizational 
Extended Auth: 09:07:00 12/03/2003 (UTC) 

12:07:00 12/03/2003 (Client/Local) 
Security: This message has been digitally signed and encrypted 

PTTCZYUW RUEHKUA5454 3370907-CCCC--RHMFISS. 
ZNY CCCCC ZZH 
P 030907Z DEC 03 
FM AMEMBASSY KUWAIT 
TO RUEHC/SECSTATE WASHOC 
INFO RUEHAM/AMEMBASSY AMMAN 
RUEHAK/AMEMBASSY ANKARA 
RUCADHQ/USCENTCOM FWD 
RUCAACC/USCENTCOM MACDILL AFB FL 
RUEKJCS/SECDEF WASHINGTON DC 
RUEHAM/USOAO AMMAN JO 
RHEHNSC/NSC WASHOC 
RUEOEGA/COMCFLCC KUWAIT DOHA KU 
RUEATRS/DEPT OF TREASURY WASHOC 
RHMFISS/HQ COALITION PROVISIONAL AUTH BAGHDAD 
BT 
e 8 Ii Ii' I B B !I T I .Tt b SECTION 01 OF 02 KUWAIT 005454 

STATE FOR NEA/FO, NEA/ARP, NEA/NGA, EB/ESC, EB/ESC/IEC 
STATE FOR EB/ESC/IEC/EPC, EB/TPP/BTA/ANA 
NSC FOR THEROUX 

E.O. 12958: DECL: 12/02/2013 
TAGS: ETRD, EAID, EPET, PREL, PGOV, MOPS, KU, IZ 
SUBJECT: (U) IRAQ: KUWAIT WANTS TO INCREASE "HUMANITARIAN 
FUEL" DELIVEREIS TO IRAQ, NEEDS DETAILS ON QUANTITIES 

CLASSIFIED BY: CHARGE D'AFFAIRES FRANK C. URBANCIC, REASONS 
1.4 (B) AND (D) 

'" .. ~ . .j ~/: " .~~--
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FOIA 09-826 CPA 000008 
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*** e e " p ! ~ ~ M ~ I A ~ *** 
***** This Message Has Been Altered ***** 

Page 1 of 3 

OAACZYUW RUEOMF03272 29S1S29-CCCC--RUEKNMA. 
ZNY CCCCC ZUI RUEOMCE0342 2951538 
o 0 221514Z OCT 03 
FM HQ COALITION PROVISIONAL AUTH BAGHDAD 
TO RUEHC/SECSTATE WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEHAK/AMEMBASSY ANKARA 
RUEHKU/AMEMBASSY ~AIT 
RUEHDMI AMEMBASSY DAMASCUS 
RUEHAM/ AMEMBASSY AMMAN 
RUEHRH/AMEMBASSY RIYADH 
RUCNDT/USMISSION US UN NEW YORK NY 
INFO IRAQ COLLECTIVE 

e eMF I B B M • I A ~ 

QQQQ 

SUBJ: OIL EXPORTS THROUGH TURKEY 
eeJ'Pf~!lf'l'!M1;' / IIDB 

GENTEXT/REMARKS/IO/19/o3 
DRAFTED: (b )(6) 
AUTHORIZED, PBREMER . 
CLEARED: __ RMCKEE, __ PKENNEDY 

FROM: HEADQUARTERS COALITION PROVISIONAL AUTHORITY 
TO: SECSTATE WASHDC 
SECDBF WASHDC 

NSC WASHDC 
AMEMBASSY ANKARA 
AMEMBASSY KUWAIT 
AMEMBASSY DAMASCUS 
AMEMBASSY AMMAN 
AMEMBASSY RIYADH 

USUN 
INFO: IRAQ COLLECTIVE 

CLASSIFIED BY AMB KENNEDY FOR REASONS 1.5 (B AND D) 

(b)(1 ) 

OSD - SECDEF CABLE DISTRIBUTION: 

(b )(6) 

SECDEF: ----:./'~",.,-_ DEPSEC: ,....,..=- EXECSEC: ..,....,.. 
C&D: /' CCD: .4C"'- CABLE CH: FILE; ____ _ 

USDP:_~/--::>,, __ DIA; OTHER: CfII'A ~t!L.t:;,C X" 
USDI : /" PER -=S=EC=--: --- COMM: _.=.L-=-=-'=':!_"--_~".---__ _ 

*** e 8 " FIB B " • I A & *** 

ef/!5t) 1)(/-tJ ~ 
FOIA 09-826 CPA 000010 



*** 9 8 H FIB B H ~ I A ~ *** 
***** This Message Has Been Altered ***** 

Page 2 of 3 

5. (U) CPA BAGHDAD SUGGESTS THAT EMBASSY ANKARA USE THE FOLLOWING 
TALKING POINTS WITH GOT: 

- CPA AND THE IRAQI MINISTRY OF OIL ARB SURPRISED BY GOT CONCBRNS 
THAT OIL EXPORTS WOULD BE SUSPENDED FOR THE NEXT SIX MONTHS. THE 
IRAQI MINISTRY OF OIL HAS NOT SUSPENDED EXPORTS THROUGH THE 
IRAQ/TURKEY PIPELINE FOR THE NEXT SIX MONTHS. THE PIPELINE HAS BEEN 
SHUT DOWN TEMPORARILY DUE TO SECURITY REASONS AND WILL BE RBSUMING 
EXPORTS AS SOON AS POSSIBLE. 

-WE ASK THAT THE GOT CONDUCT ALL DISCUSSIONS OF OIL TRADE WITH THB 
MINISTRY OF OIL, RATHER THAN WITH LOCAL IRAQI OFFICIALS WHO CAN NOT 
NEGOTIATE OVER OIL THEY DO NOT CONTROL. 

*** @ e " ~ I 8 e " ¥ I A b *** 
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*** e e " FIe E " T I A ~ *** 
***** This Message Has Been Altered ***** 

Page 3 of 3 

-THE CPA WILL ENCOURAGE SOMO TO IMPROVE COMMUNICATION WITH BOTAS IN 
ORDER TO STRENGTHEN THEIR RELATIONSHIP AND TO ADDRESS IMMEDIATE 

CONCERNS. 

-WE ASK GOT'S ASSISTANCE IN PREVENTING ILLICIT SMUGGLING OF CRUDE 
OIL OR ANY OIL PRODUCTS FROM IRAQ INTO TURKEY. 

-REGARDING THE. J='OTENTIAL SALE OF ELECTRICITY TO IRAQ, THE MINISTRY 
OF OIL NOTES THAT OFFERS FOR $20 PER TON OF FUEL OIL ARE HARD TO 
CONSIDER AS SERIOUS WHEN $140 PER TON CAN CLEARLY BE REACHED ON THE 
OPEN MARKET. 

-TO ENSURE EFFECTIVE COMMUNICATION WITH IRAQI AUTHORITIES, WE 
ENCOURAGE YOU TO COMMUNICATE AS APPROPRIATE WITH THE IRAQI MISSION 
IN ANKARA OR THE IRAQI MINISTRY OF FOREIGN AFFAIRS IN BAGHDAD. 

END TEXT. 

BREMER 

0217 
II 

BT 

SECDEF V2 
ACTION 
INFO CHAIRS(*) CHAIRS TESTBED'·) CHAIRS DA(·) 

SECDEF-C(1) SECDEF-C(*) C3I-DASD-DCIO(*) 
AUTODINC3I-DASC-SIO-IIA(*) USDAT:STS(*) 
ASD:PA-SMTP(*) ESC-SMTP(*) 

+HQ 497IG AMHS 
+JCP EMAIL CUSTOMERIICHAIRSII 
+USDP:ESC 

(U) 
1 

TOTAL COp·IES REQUIRED 1 
#3272 

NNNN 

*** e 8 " FIe 8 " T I A b *** 
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From: 
Sent: 

Coalition Provisional Authority (DMS) 
21:42:23 02/06/2004 

To: 'SECDEF WASHINGTON DC'; 'SECSTATE WASHINGTON DC'; 'NATIONAL SECURITY COUNCIL 
WASHINGTON DC'; 
To Precedence: 
( 

c.. .:'recedence: 

'~~EMBASSY SOFIA' 
Immediate 
'DEPARTMENT OF RESOURCES AND ENERGY' 
Immediate 

Subject: 
Message Type: 

CPA HQ 0560: FORMER REGIME OIL SCANDAL AND BULGARIA 
Other-Organizational 

Extended Auth: 18:36:00 02/06/2004 (UTC) 
21:36:00 02/06/2004 (Client/Local) 

Security: This message has been digitally signed and encrypted 

eeUFIBI3UTV:15;' // /88 

MSGID/GENADMIN/CPA HQ/0560// 
SUBJ/CPA HQ 0560 FORMER REGIME OIL SCANDAL AND BULGARIA// 
GENTEXT/REMARKS/CONFIDENTIAL 
PROG: 5 
DRAFTER: 
AUTHORI 
CLEARED: (b )(6) 

FROM: HEADQUARTERS COALITION PROVISIONAL AUTHORITY 
TO: SECDEF WASHOC 
SECSTATE WASHDC 
NSC WASHDC 
EMBASSY SOFIA 
INFO: DEPARTMENT OF ENERGY 

8 9 n F I Q I!l II i' I n 15 HQ CPA 0560 
E.O.: 12958: 02/05/09 
TAGS: PREL, PGOV, ETTC, ENER, IZ 
srT1~,JECT: CPA HQ 0560: FORMER REGIME OIL SCANDAL AND BULGARIA 

Rt.r'S: (A) SOFIA 228; (B) SOFIA 198 

CLASSIFIED BY CPA EXECUTIVE SECRETARY 
(B AND D) 

(b )(6) 

2. (U) BEGIN EXISTING CPA PRESS GUIDANCE. 

FOR REASONS 1.5 

OIL FOR FOOD: AL MADA STORY ON OIL BRIBES BY SADDAM TO INDIVIDUALS 
AND COMPANIES 

Q: HAS ANYONE AT THE CPA EXAMINED THE DOCUMENTS OBTAINED BY AL MADA 
TO VALIDATE THEIR AUTHENTICITY? DO YOU ANTICIPATE THAT CPA WILL BE 
REVIEWING THE DOCUMENTS? 

A: THE CPA HAS ASSISTED THE GOVERNING COUNCIL TO SET UP THE 
COMMISSION ON PUBLIC INTEGRITY, AN IRAQI-RUN GOVERNMENTAL BODY WHICH 
WILL EFFECTIVELY ENfORCE EXISTING ANTI-CORRUPTION LAWS, PROPOSE 

ITIONAL LEGISLATION AS NECESSARY AND HEIGHTEN THE IRAQI PEOPLE'S 
AND FOR HONEST LEADERSHIP. 

THE COMMISSION ON PUBLIC INTEGRITY HAS JURISDICTION TO HEAR CASES OF 
CORRUPTION DATING BACK TO 1968. WE EXPECT THE COMMISSION TO BE UP 
AND RUNNING SHORTLY AFTER THE GOVERNING COUNCIL NOMINATES CANDIDATES 
FOR THE POSITION OF COMMISSIONER. 

WE BELIEVE THAT ALLEGATIONS OF OIL BRIBES PAID BY SADDAM HUSSElJlIlOIA 09-826 CPA 000013 
- _._-- ---- -----_. __ . vi_ 



WOULD BE A SUITABLE ISSUE TO BE INVESTIGATED BY THE COMMISSION. 

Q: BUT ISN'T CPA GOING TO TACKLE THIS ISSUE? 

THE ALLEGATION BEING MADE IS THAT SADDA~l ENGAGED IN BRIBERY OF 
INDIVIDUALS IN SEVERAL COUNTRIES. THE AUTHORITIES IN THOSE 
,. ~TRIES WILL BE THE ONES TO DECIDE WHETHER THESE ALLEGATIONS MERIT 

~STIGATION AND/OR PROSECUTION UNDER THEIR LAWS. THE CPA OIL FOR 
FOOD CO-ORDINATION CENTRE HAS NO MANDATE TO INVESTIGATE DIVERSIONS 
OF OIL FROM THE OLD UN OIL FOR FOOD PROGRAM. ITS ROLE IS TO 
ADMINISTER EXISTING CONTRACTS FOR IMPORTS OF FOOD AND OTHER GOODS, 
PAID FOR FROM OIL REVENUES ALREADY COLLECTED BEFORE THE CPA WAS 
ESTABLISHED. 

Q: WERE THE OIL BRIBES ILLEGAL UNDER THE OIL FOR FOOD PROGRAM? 

A: IF ALLEGATIONS ARE TRUE, SADDAM'S BRIBERY DEPRIVED IRAQ OF OIL 
REVENUE WHICH SHOULD HAVE BEEN USED TO PAY FOR HUMANITARIAN SUPPLIES 
FOR THE PEOPLE OF IRAQ. 

BACKGROUND 

ON 28 JANUARY THE IRAQI NEWSPAPER AL MADA PUBLISHED A LIST OF 270 
INDIVIDUALS AND ORGANIZATIONS ALLEGED TO HAVE RECEIVED MILLIONS OF 
BARRELS OF OIL FROM SADDAM HUSSEIN IN RETURN FOR POLITICAL FAVORS. 
AL MADA COMPILED THE LIST FROM DOCUMENTS IT SAID WERE RETRIEVED FROM 
THE IRAQ STATE-OWNED OIL MARKETING ORGANIZATION SHORTLY AFTER THE 
US-LED COALITION ENTERED IRAQ IN 2003. THE LIST INCLUDES PROMINENT 
POLITICIANS AND COMPANIES ACROSS THE WORLD, INCLUDING IN THE US, UK, 
RUSSIA, FRANCE AND THE MIDDLE EAST. 

END EXISTING CPA GUIDANCE. 

BREMER 
B'l' 

/1 

FOIA 09-826 CPA 000014 

no' IFIs::.F'ITI .. ' "'CAA 



---------------------_.-....... . 

.. 
(b )(6) 

From: Bent, Rodney (SES-4) 

Sent: Saturday, February 21, 2004 6:23 PM 

To: Executive Secretary 

Cc: (b )(6) 
POLICY; McKee. Robert E. (SES) 

Subject: FW: OMB oil revenue forecast 

Page lOfJ1 / 
07"OZ~( _ 2J V 

Vogler. Gary. CIV. OSO-

Ambassador Bremer wanted the latest estimate of oil revenue. The attached table reflects up-dated expon 
projections. 

(b )(6) 

(b)(6) 

2/2112004 
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(b)(6) 

..... 
From: (b )(6) 

Sent: Thursday, February 12,2004 9:59 AM 

To: (b )(6) 

Subject: FW: Deputy Ministers 

_ please pass this to runW •. I can't find him in the directory. 

(b )(6) 

Executive Assistant. CPA Administrator 
Head of CPA Executive Secretariat 
-----Original Message-----
From: McKee, Robert E. (SES) 
Sent: Thursday, February 12, 20049:56 AM 

----.. ," , 

(b )(6) To: Kellogg Jr, Joseph (SES-6); Jones, Richard CAMB); 
SUbject: Deputy Ministers 

AlI-

(b )(6) 

The following is probably blindingly obvious to each of you, but perhaps the information can be useful to you, at 
least anecdotally. 

-;lhe people themselves are patently ~d are apparently being placed in the Ministry for 
religious, political or personal reasons, all such influence we are trying to eliminate within the oil industry. 

• It is incomprehensible why Deputy Ministers have to be named at all because there is nothing for them to 
.92.: Also, there is no rationale to naming people to fill an organization before the organizational structure is 
decided. 

_ The same people who IJ~~II through S'd~am'~ ~ and who brought it back to life after 
the liberation, as well as many trained professionals, are a sys ematicallY being pushed to the sidelines. 
This is just another step in that process. It appears that people with no refigious or geographic 
identification will have no place in the structure. 

Besides these major problems, there are other pieces of information that are relevant. 

• People in the ministry have onlv heard of three of the six. Only one of six worked in the oil industry before. 
• One nominee, worked as an economist for SOMO in the late 'SOs. He left 

in '91, never reached the level of supervisor and was considered ''very poor" by people that knew him. 
• Another, is a Kurd appointed earlier as an Advisor wlo portfolio to the Oil 

Ministry by GC Member Talibani. He has done nothing since that time. 
• Sahib Qotub is currently the Upstream Advisor in the Ministry and has been appOinted as the Senior 

Deputy Minister. He has been retired since the first Gulf War, when he ran Kuwait Petroleum Company for 
Saddam during the time Kuwait was occupied. He is considered weak. 

• Although you have been consistent in saying that we in CPA cannot get involved in backing one person 
over another, the situation with Thamir Ghadbhan is unique in my mind. When there was no water, no 
lights, no police, no services, etc, it was Ghadbhan who stepped forward to achieve CPA's oil goals, unified 
the Oil Ministry and led them back to where they are now. Yesterday's action irritated and demotivated 
almost ail of the current DGs, particularly on Thamir's behalf. They know that since he is being treated that 
way, their own efforts over the months have been minimized and that those efforts are not valued as much 
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as cronyism and religious leanings. I do not have any basis to defend Ghadbhan's character pre-liberation, 
but if people like Qotub were as close to Saddam as he apparently was, what basis is the GC using to 
select or eliminate candidates? 

• I would question how much of this GC, and how many of the ministers, will be in a permanent government. 
Why would we let what could be a temporary body put in place something that guarantees connectivity to 
them and which Is patently not even necessary at the present time? 

I appreciate that you don't like to have problems presented without recommendations. I don't pretend to know 
how to solve this one, but all else being equal, we should veto yesterday's nominations and Insist that the Minister 
of Q.H. restructure his ministry priQ!: tOJhe right people (b~ on merit) being placed in the resulting organization. " -._ --____ _-0-.- _ -==-

Rob 

2113/2004 
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Johnson, Susan R. (SES) 

From: Johnson, Susan R. (SES) 

Sent: 

To: •• 

Cc: Executive Secretary 
- \ :" .: '! ..... " , ... "", 

Got them - thanks much! No problem, we will use them for discussion tomorrow at our Hall/Border mtg. 
Did I copy you on the meeting? SJ 

----Original Message----
From: (b )(6) 
Sent: Wednesday, November 19, 2003 2:29 PM 
To: Johnson, Susan R. (SES) 
Cc: Executive Secretary 
Subject: RE: Borders Working Group - Recap and Next Meeting! 

Yes, we brought down to you, I think. If not, I will certainly will. Mention toomw 
memos didn't come In until last night. My oversight if you didn't get them. 

(b )(6) 

Executive ASSistant, CPA Administrator 
Head of CPA Executive Secretariat 

-----Original Message---­
From: Johnson, Susan R. (SES) 
Sent: Wednesday, November 19,20032:00 PM 
To: Trent Darrell (SES-6); WiJlis Franklin K. (SES) 
Subject: RE: Borders Working Group - Recap and Next Meeting! 

please. The 

wnWM. I need to have copies of these memos - I can't chair these things if the memo's we 
(which includes me) don't come to me. I will also ask MOT. Thanks Susan 

1112112003 

----Oriainal Messaae-----
From: (b )(6) 

Sent: Monday, November 17, 200311:49 PM 
To: Executive Secretary 
ee: Johnson, Susan R. (SES) 
Subject: FW: Borders Working Group - Recap and Next Meeting! 

Thanks Susan. Let me know if you need me to task anything out - the security 
assessment request went out formally. I gave them an extra day, as you will notice from 
the email. 

E/S: Will one of the morning group of you get the list from Susan of the CPA Hajj 
Support Committee. We need it. Peter, please track the security assessment tasker 
durlna the dav tomorrow .. 
(b )(6) 
Executive AsSistant, CPA Administrator 
Head of CPA Executive Secretariat 
----Original Message-----
From: Johnson, Susan R. (SES) 
Sent: Monday, November 17, 2003 11:24 PM 

(b )(6) 
(b )(6) 
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(b )(6) 

McKee, Robert E. (SES); • • --SUbject: Borders Working Group - Recap and Next Meeting! 

All, 

To recap what we covered at our November 15 meeting: 

• Bilateral Relations Papers. The meeting noted that apart from CJTF7's contribution 
covering security, there had been no responses to note of 6 
November asking for inputs for papers for each of Iraq's neighbours. MFA had been 
given sight of the skeleton paper and were keen to work up there own version for 
each country. It was agreed there would be another meeting of the drafting group on 
Wednesday 19 November,leading to a meeting with Ministry officials soon after Eid. 
Action: addressees of previous 6 November memo (attached) to provide 
contributions by close of play 19 November. 

• IGC Delegation to Syria, Turkey and Iran. This had been postponed until Monday 
and may skip Syria. It was agreed that it would be useful to work up a short paper for 
each of the countries visited to set out Iraq's key pOints for each neighbor. Action: 
Susan Johnson to ask each Ministry represented on the delegation to submit 
one or two key points that the Minister would wish to make In each country 
visited to (b )(6) 

• Revision of Order 16. Many comments had been offered and the order was almost 
ready for submission to Amb Bremer. It was agreed that there would be one final 
circulation of the draft. Action: CPA MOl to circulate. It was agreed that we would 
need a plan to explain the order to the IGC (for agreement) and to foreign 
governments. This would be helped if a short commentary on the main features of 
the order (and the key changes from the orevious version) were drafted. Action: 

(b )(6) CPA MOl and General Counsel to draft commentary. 

• The Haji. There was more or less acceptance that numbers shouldlwould be limited 
to around Iraq's previous quota (24,000) and certainly no more than 30,000. MFA 
Minister Zubari would speak to the GC President Talabanl. It was now worth working 
up road and air travel transport plans on this basis. 

I propose that the CPA Hajj Support Committee meet on Thursday, Nov 20 at 1430 
hours. Let me know If you cannot make it. With the exception of (b )(6) 
please consider yourselves all action addressees even if your name is on the cc 
linel 

Please forward to any addressees that I have missed because we neglected to get 
an attendance list circulated and let me know. Thanks muchl 

Susan Johnson 

FOIA 09-826 CPA 000019 
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(b )(6) 

From: (b )(6) 

Sent: Saturday, December 13, 2003 11 :41 AM 

To: (b )(6) 

(b )(6) 

Subject: INSPECTOR-GENERALS - informal draft paper 

Colleagues 

I had intended to distribute this morning the attached informal draft - which is, as it says, a 'working draft - for 
senior advisors only'. I suggest that you do not copy further. 

As you know, Ambassador Bremer asked about strategies for an 'anti-corruption program (establishment of an 
Inspector General)' in his letter to all ministers dated November 27. He has received back a good deal of 
supportive comment from ministers and from senior advisors at their strategic planning interviews. Bremer 
thought that it would be a good idea to provide some further guidance to senior advisors. Robert Dawes has 
already given a couple of talks on the subject. Bremer asked me to circulate a note. He has In fact already 
seen this draft and has asked us to provide a template which would be forwarded to senior advisors for action in 
consultation with their ministers. We are now working on that. 

Pending the issue of a formal paper, you may find it helpful to see the attached draft note. If there are 
any queries or comments that you would like to raise at this stage, please contact Robert or me . ... 
Office of Poliey Planning and Analysis 
(b)(2) 
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(b)(6) 

From: 
sent: 
To: 
Cc: 

(b)(2),(b)(6) 
Thursdav. November 13. 20036:10 PM 
(b)(6) 
(b )(6) 

Subject: RE: SUPPLEMENTAL BUDGET PROCUREMENT PLAN 

A. Witness Protection 

The witness protection program is designed to relocate witnesses in high profile terrorism 
and related cases. The funding for this program contemplates both relocation costs and 
security arrangements for cases brought before the central criminal court as well as 
crimes against humanities cases. 

In order for the program to be properly executed advice will need to be obtained from the 
United States Marshal's Service which is responsible for the program in the United States 
and has provided technical assistance to other countries in establishing a witness 
protection program. 

'I'he funds needed for this program must be handled in such a manner as to both ensure 
accountability of funds as well as preserve the identity of the protected witness. Expert 
advice from the Marshal'S Service is needed in determining the manner in which the funds 
should be handled. CPA will contact the Marshal's Service in order to make these 
arrangements. 

B. Other Technical Means 

This refers to the use of electronic recording devices and other technical measures to 
preserve evidence of criminal activity for use in court. This procurement process needs to 
be executed in close cooperation with the Ministry of Interior (MOl) and United States law 
Enforcement and other coalition agencies with the needed expertise. According, MOJ will 
contact those agencies and the MOl in order to determine the appropriate specifications 
needed to solicit bids from vendors for the equipment and to ensure that the equipment is 
used for law enforcement purposes. 

-----Original Message-----
From: (b)(2) 
Sent: Tuesday, November 11, 2003 1:46 PM 
To: (b)(2),(b)(6) 
Subject: FW: SUPPLEMENTAL BUDGET PROCUREMENT PLAN 

Maybe one of these addresses will work. 

-----Oriqinal Messaqe-----
From: (b )(6) 
Sent: Tuesday, November 11, 2003 9:36 PM 
To: (b)(2) 
Subject: FW: SUPPLEMENTAL BUDGET PROCUREMENT PLAN 

Let me try this address as the other one did not go through. 

-- ---- --Oriainal Messaae-----
From: (b )(6) 
Sent: Tuesday, November 11, 2003 9:22 PM 
'ro: (b)(2) 
Subject: SUPPLEMENTAL BUDGET PROCUREMENT PLAN 
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.. 
Here are the materials we spoke of on the telephone. We need your input on the 

"Witness Protection Program" and the "Other Technical Investigative Methods' by 13 
November so we can roll it into our response for the other items. 

Thanks. 

--
-----Original Message----­
From: Nash David (SES) 
Sent: Tuesday, November 

teel , Steven W. 

(b )(6) 

Subject: 

PM 
(b )(6) 

williamson M. (SES); Bent, 

The recent. signing of the United States legislation Emergency Supplemental Appropriations 
for Defense and Reconstruction of Iraq by president Bush brings a much needed infusion of 
funds to our efforts in CPA. CPA must now deliver a financial plan to Congress to enable 
the apportionment of the funds. Here is the timeline for accomplishing 
that; 

* 14 Nov - Produce procurement schedule and list of grants 

* 20 Nov - Consolidated list of projects with first cut on who 
the execution agent will be 

* 30 Nov - Submit draft plan to Bremer 

* 10 Dec - Submit plan to OMB DC for apportionment and Congress 
for notification 

I Feb - Contract awards 

lIRO needs your help to succeed. We must build a procurement and execution plan for both 
construction and non-construction dollars. This plan must provide descriptions and 
locations of projects to be performed. estimated costs, when each project is needed (when 
must it be completed, thus when must it start to meet that deadline), !llhat must be 
procured and who should procure it, and when the procurement needs to occur. While we're 
preparing the plan we are authorized to obligate up to 20% of the total. so lIRO, in 
coordination with the ministries. must also establish priorities within each ministry and 
across CPA. Your input to the plan is critical to our success. 

We have broken non-construction dollars into two categories: things that have to be 
procured and things that don't, like salaries, grants, etc. Attachment A is our best 
guess at t.he breakout of these dollars. The Baker/Stanley Team, supporting the lIRO, has 
been working with your representatives to determine the detailed requirements for the 

2 

FOIA 09-826 CPA 000022 



construction dolla.rs. I have tasked Darrell Crawford to help CPA OMB do the same thing 
for non-construction money. Attachment B is what they need from you to accomplish that. 

Rodney Bent and I will be setting up a meeting soon to discuss with you our plans and our 
progress. Hopefully you will be able to join us as we move forward on this daunting but 
worthwhile task. 

Thank you in advance for your cooperation and assistance. We look forward to working with 
you on this very worthwhile effort. 

ATTACHI1ENTS: 

A - Itemization of supplemental 

B - Required information 

Dave Nash 

Director, 

Iraq Infrastructure Reconstruction Office 

(b)(2) 
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(b )(6) 

From: (b )(6) 

Sent: Wednesday, December 24, 2003 3:45 PM 

To: (b )(6) 

Subject: FW: Way Aheed on Supplemental - How to get things for your Ministry 

FYI 

--<>riginal Message-
(b )(6) ... 

'Sent: Wednesday, December 24,20033:33 PM 
To: (b )(6) 
A. (5ES); Bartlett, JoseDh T. 
Steven W. (5ES-06); (b )(6) 

(b )(6) 
(b )(6) 

• • 
(b)(6) 
(SES)i Willis Franklin K. (SE5) 
Cc: Smith Jr., William F. SES); 
(b )(6) 

(b )(6) 

b)(6) Arsht, Leslye 
caroenter. Scott CIV MinIstrY of Governance: Casteel , 

Trent Darrell (SE5-6); (b)(6) 
Wethington, Olin L. 

~."Ic.t:WIY Ahead on SUpplemental - How to get things for your Ministry 

Greetings: Forgive the shotgun approach. A lot of principals are out of the country for Christmas leave and I 
need to start working the detaDed requirements identification and definitization process required to prepare for the 
arrival of funds. So I'm sending it to a number of people In each office to ensure all who need to know (and help) 
get the word. 

Several weeks ago, you and your staff(s) pulled together the overall program descriptions for the IT,Ioney about to 
be provided under the supplemental appropriation. This information was forwarded to PMO orattSheets. 
Darrell Crawford compiled the data, built a spreadsheet and forwarded the package to OMB. -C'O'figress will 
receive this data, along with a report being built by OMB on 5 January. Assuming all goes well, we will receive 
notice to proceed within a week. The next step is to tum these plans into goods and services that contribute to 
meeting our Objectives in Iraq. However, the necessary step towards this end ;s to tum the broad collection of 
plans and programs embodied in the PPA sheets into a series of procurement packages. 

"vetaken the data in Darrell's spreadsheets, along with data provided by POCs within the ministries to break 
down the projects into a series of requirements. This breakdown, along with the projected costs of each 
requirement is shown in the attached document "Rollup w lineitem detail". Ideally, the totality of these 
requirements would equal the total of the construction, non-constructlon procurement, and nor"'''OiliPf? 7"". I'll 
listed alongside the project code. Additionally, the sum of construction costs, urgent, and non-urgent 
requirements would also balance with the amounts on the project line. At this point, the requirements breakdown 
as I understand it does not capture all the requirements of each project. Additionally, I do not have complete 
visibility on which of these requirements are "urgent" and which are non-urgent. My task is to reconcile all these 
figures such that they add up to $18.68. To do this I need your help, and that of your project officers to capture 
the totality (requirement, cost, delivery (urgent, non-urgent» of each project in the supplemental. 

In any bureaucratic request for infonnation, one should always be able to answer - "What's in it for me?" In this 
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case, the answer is easy. PMO has overall program management responsibility for the supplemental. We are 
the intermediaries between your plans, the contracting agencies, and delivery of the goods and services required 
to implement your projects. Additionally, Admiral Nash has to be able to report to Ambassador Bremer, OSD, and 
the Congress on our plans and progress on how we're spending the taxpayer's money. In order to do this, I need 
thisinfonnation. 

Moving on to the implementation phase, we need to tum these requirements into a series of packages that can be 
given to a contracting office who In turn will buy exactly what we tell them and send It on to Iraq. There's a lot of 
worit that needs be done to make sure what you want is what is delivered. lIM! ces:"'f"~t!i'dl'ftlllfi!C:t'tnf 
1'2 I t. ".' 2M rlallll. 

There are several activities that are necessary to move forward: 

a. Need to fully define the actual requirement. In many cases we'l need to coordinate contract action. We will 
need to develop sufficient data to allow contractors and suppliers to bid. If the procurement is highly technical, 
we'l need to identify a source of technical expertise to ensure that what we procure, is what you wanted. 

b. Establish key information required to properly manage the acquisition - For instanca when do you need the 
item delivered. This includes identifying submittal information requirements. One category of submittals would be 
for the design Infonnation or catalog sheets needed from suppliers to allow a review prior to the item being 
fabricated or Shipped. 

c. Develop a government estimate of expected delivered cost. 
d. All procurements using Supplemental funds are required to use "full and open competition". However, if 

there are reasons for requiring a particular source, we'll need to know that as well. 
; e.' We'll need to understand required delivery dates, as well as locations. In particular, our procurements need 
to tie in with overall project milestones. 
. f.we~1 receive a lot of scrutiny/auditing in this program. We'll need to understand the metrles of success, and 
to have away of showing that the funds expended were utilized for the purpose originally described. 

2. The ideal POC is someone who understands the original request. and will be available as a POC for the time 
Ifs expected to take to finish the acquisition process. Understanding we have rapid turnover of staff, we'll ask that 
you identify altemate POC's. 

land my vast staff (myself) are standing by to worit this problem and answer questions. 

Merry Christmasl 

COL, USAF 

(b)(2) 
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Johnson, Susan R. (SES) 

From: Johnson, Susan R (SES) 
Sent: Wednesday. October 22. 2003 2:27 PM 
To: • • 

Cc::: 
I'm'!'m! Me ee. Robert E. (SES); Carpenter. Scott CIV Ministry ot Governance 

Keefe. Daniel J. (0-7); (b )(6) (b )(6) 
• • Kennedy. Patrick Amb; Executive Secretary 

Subject: RE: BORDERS 

idea. 

Sorry - my computer is quicker than I and auto-sends before I can get a word in. 

I spoke to Ambassador Bremer about establishing a CPA Borders Working Group and he strongly welcomed the 

Having a first meeting on Friday afternoon would work for me and I propose 2pm and invite feedback. Once we 
have agreed on a time. I will check on venue and which conference room might be available. At our first meeting 
we can decide on frequency of meetings and other procedural paints. 

The Borders Working Group would focus on Issues such as the following: 

1 . Border/Port of Entry policy 
2. Border Security issues 
3. Border agreements or arrangements. formal and informal, with neighboring countries 
4. An Iraq Visa regime 

MFA is willing to chair the group unless one of the other participants really wants the job. 

Participants would include MOl. CJTF·7. MOT, Governance. MFA and possibly Oil and Migration and 
Refugees. Suggestions as to participants and agenda items are welcome. I would like to develop a participants 
list and to that end am sending this message to Senior Advisors of the relevant ministries or entities on the list for 
further input. 

Susan R. Johnson 
CPA Senior Advisor to the MFA 
(b)(2) 

-----Original Message-···· 
From: (b )(6) 
Sent: Wednesday, October 22,200312:21 PM 
To: Johnson. Susan R. (SES) 

(b )(6) Cc: Keefe, Daniel J. (O-7) 
SUbject: BORDERS 

Susan, 
We spoke about borders. Thank you for your initiative on the Borders working group.Both BG Keefe and 

II'Jrm-. ~"'W"".-should attend. BG Keefe's C5 team have identified a number of policy Issues that require resolution. 
These have arisen from their work on border security. It might be helpful if we presented these to the WG. 
How about Thursday or Friday 23 or 24 Oct afternoon? 
(b )(6) 
DCG(PH) CJTF·7 
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Johnson, Susan R. (SES) 

From: Johnson, Susan R. {SES} 
Sent: Thursdav. October 23. 2003 7:31 AM 
To: (b)(6) 
Subject: RE:BORDERS 

Fantastic' Would love to have you! Susan 

(b )(6) 

·····Original Messaqe-----
From: (b )(6) 
Sent: Thursday, October 23, 2003 7:26 AM 
To: McKee, Robert E. (SES): Johnson, Susan R. (SES); (b )(6) 
(b )(6) r",.""".,h ... , Scott CIV Ministry of Governance _ •••••• iiii. Keefe, Daniel J. (0-7); (b )(6) 

Susan, I will also try attend. 

Before I was detailed to Treasury, I had accepted a job with Gov Perry of Texas to head the Texas border affairs 
policy office., and with Bremer, in counter-terrorism, had worked on the EU Schengen accord and the EU Trev! 
group. I have too many responsibilities with my current job to be an action officer, but I may be able to provide 
occasional inpul. If I am not able to attend, I will have a rep from the ExecSec there. 

(b )(6) 
Executive Assistant, CPA Administrator 
Head of CPA Executive Secretariat 

---·-Original Message---­
From: McKee, Robert E. (SES) 
Sent: Wednesday, October 22, 2003 4:59 PM 
To: Johnson, Susan R. (SES); (b )(6) 
(b )(6) carpenter, Scott CIV Ministry of Governance 

(b )(6) Cc: Keefe, Daniel). (0-7); 
• • Kennedy, Patrick Amb; Executive Secretary 

Subject: RE: BORDERS 

(b )(6) 

Susan-I would like to participate from the Oil perspective, at least until we decide whether it is value­
adding for me to continue to do so. Much of the so-called border issues we have are related to political 
decisions that have to be, or could be, made relative to imports (ie trade with alt neighbors instead of just a 
few). However, good trade might then have favorable implications for border security etc. l'Ulook forward 
to attending the first meeting. 

Rob McKee 

-----Original Message----­
From: Johnson, Susan R. (SES) 
Sent: Wednesday. October 22, 2003 2:27 PM 
To: (b )(6) 

Subject: RE:BORDERS 

(b )(6) 

Sorry - my computer is quicker than 1 and auto-sends before I can get a word in. 

I spoke to Ambassador Bremer about establishing a CPA Borders Working Groop and 
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he strongly welcomed the idea. 
Having a first meeting on Friday afternoon would work for me and I propose 2pm and 
invite feedback . Once we have agreed on a time, I will check on venue and which 
conference room might be available. At our first meeting we can decide on frequency of 
meetings and other procedural points. 

The Borders Working Group would focus on issues such as the following: 

1. Border/Port of Entry policy 
2. Border Security issues 
3. Border agreements or arrangements, formal and informal, with 

neighboring countries 
4. An Iraq Visa regime 

MFA is willing to chair the group unless one of the other participants really wants the job. 

Participants would include MOl, CJTF-7, MOT, Governance, MFA and possibly Oil and 
Migration and Refugees. Suggestions as to participants and agenda items are 
welcome. I would like to develop a participants list and to that end am sending this 
message to Senior Advisors of the relevant ministries or entities on the list for further 
input. 

Susan R. Johnson 
CPA Senior Advisor to the MFA 
(b)(2) 

Keefe, Daniel J. (0-7) 

Susan, 
We spoke about borders. Thank you for your initiative on the Borders working 

group. Both BG Keefe andlltW_should attend . BG Keefe's C5 leam have identified a 
number of policy issues that require resolution. These have arisen from their work on 
border security. It might be helpful if we presented these to the WG. 
~ay or Friday 23 or 24 Oct afternoon? 

~ 
DCG(PH) CJTF-7 
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Johnson, Susan R. (SES) 

From: Johnson. Susan R. (SES) 
Sent: 
To: 

Cc: (b (6) 

Subject: 

idea. 

Sorry - my computer is quicker than I and auto-sends before I can get a word in. 

I spoke to Ambassador Bremer about establishing a CPA Borders Working Group and he strongly welcomed the 

Having a first meeting on Friday afternoon would work for me and I propose 2pm and invite feedback . Once we 
11ave agreed on a time. I will check on venue and which conference room might be available. At our first meeting 
we can decide on frequency of meetings and other procedural paints. 

The Borders Working Group would focus on issues such as the following: 

1. Border/Port of Entry policy 
2. Border Security issues 
3. Border agreements or arrangements, formal and informal, with neighboring countries 
4. An Iraq Visa regime 

MFA is willing to chair the group unless one of the other participants really wants the job. 

Participants would Include MOl, CJTF-7, MOT, Governance, MFA and poS$ibly Oil and Migration and 
Refugees .. Suggestions as to participants and agenda items are welcome. I WOuld like to develop a participants 
list and to that end am sending this message to Senior Advisors of the relevant ministries or entities on the list for 
further input. 

Susan R. JOhnson 
... or to the MFA 

Susan, 

Keefe, Daniel J. (O-7) 

We spoke about borders. Thank you for your initiative on the Borders working group.Both BG Keefe and 
I'JW)-' WJWJ>:Io -.- should attend. BG Keefe's C5 team have identified a number of policy issues that require resolution. 
These have arisen from their work on border security. It might be helpful if we presented these to the WG. 
How about Thursday or Friday 23 or 24 Oct afternoon? .,. 
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Johnson, Susan R. (SES) 

From: 
Sent: 
To: 

Johnson, Susan R. (SES) 
Wednesday, October 22.20036:29 PM 
McKee. Robert E. (SES) 

Subject: RE: BORDERS 

Great - We will feel our way a bit at the beginning, but we need to gather people with something of a big picture 
view on this issue. I will let you know what time and place on Friday afternoon as soon as I gel a few more 
responses. 

Susan Johnson 

-----Original Message---­
From: McKee, Robert E. (SES) 
Sent: Wednesday, October 22 20034'59 PM 

Susan R. (SES); (b )(6) 
r"'r'nor,h:.r Scott CIV of Governance 

Keefe, Daniel J. (0-7); 
Kpron4'>l1v, Patrick Amb; Executive Secretary 
: BORDERS 

(b )(6) 

Susan-I would like to participate from the Oil perspective. at least until we decide whether it is value-adding for 
me to continue to do so. Much of the so-called border issues we have are related to political decisions thaI have 
to be. or could be. made relative to imports (ie trade with all neighbors instead of just a few), However. good trade 
might then have favorable implications for border security etc. I'll look forward to attending the first meeting. 

Rob McKee 

-----Orlginal Message----­
From: Johnson, Susan R. (SES) 

McKee, 

(b )(6) 

Sorry - my computer is quicker than I and auto-sends before I can get a word in. 

t spoke to Ambassador Bremer about establishing a CPA Borders Working Group and he 
strongly welcomed the idea. 

Having a first meeting on Friday afternoon would work for me and I propose 2pm and invite 
feedback, Once we have agreed on a time. I will check on venue and which conference room 
might be available. At our first meeting we can decide on frequency of meetings and other 
procedural points. 

The Borders Working Group would focus on issues such as the following: 

1. BorderiPort of Entry policy 
2. Border Security issues 
3. Border agreements or arrangements, formal and informal. with neighboring 

countries 
4, An Iraq Visa regime 

MFA is willing to chair the group unless one of the other participants really wants the job. 

Participants would include MOl, CJTF-7, MOT, Governance. MFA and possibly Oil and 
Migration and Refugees. Suggestions as to participants and agenda items are welcome. 
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would like to develop a participants list and to that end am sending this message to Senior 
Advisors of the relevant ministries or entities on the list for further input. 

Susan R. Johnson 
_or to the MFA 

Susan, 

Keefe, Daniell. (0-7) 

We sP.Qke about borders. Thank you for your initiative on the Borders working group.Both 
BG Keefe andrmtashould attend . BG Keefe's C5 team have Identified a number of policy 
issues that require resolution. These have arisen from their work on border security. It might be 
helpful if we presented these to the WG. 
How about Thursday or Friday 23 or 24 Oct afternoon? 
(b )(6) 
DCG(PH) CJTF-7 
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(b )(6) 

From: Runnels, AJ (CFO, CPA, Iraq) 

Sent: Thursday, November 13, 2003 11 :36 PM 

To: (b )(6) 

Cc: Kennedv. Patrick Amb: Bent. Rodnev G fSES\' • • 
(b)(2),(b)(6) 

Gary; • • 
(0-7) 

Subject: Economy Act Order - 125M - Oil Imports 

Page 1 of2 

. _ _ _ ; Vogler, 
McKee, Robert E. (SES); Crear, Robert 

All, Signed version of attached Economy Act Order will be scanned and emaliedtomorrow.AI 

Wes, We're putting $900M In the Supp request for Import of 011 products. If we get that before we have to 
pay the Invoices on this, I'U want to revise this order to retlect APF source of funding. AI 

----OrieIlnal Messaae--
From: (b )(6) 
Sent: Friday, September as, 2003 6:58 PM 
To: Runnels, AI (CFO, CPA, Iraa) 
Cc:' •• 
(b)(2),(b)(6) 

SUbject: FW: Emergency Import of Diesel 
Importance: High 

AI, 

We have 20 million left for imports. That leaves us five days remaining. Additionally, KBR needs to close out 
contracts if they don't have the funds three days prior to running out of money. That means on Sunday KBR 
starts to cancel contracts. AddltionaJly.n;m;Jllemail presents a complication. If we can get that Economy Order 
signed tonight so we can FAX to SWD, we all would appreciate itl 

I stand ready to help in any way. 

Regards, 

-----Original Message---­
From: (b)(2),(b)(6) 

Importance: High 

The need is critical to get this in our hands today because GSA is going to be totally shutting 
down our operations this weekend - all power to our building will be off this weekend for 
repairs. So if we do not have it here today to load in our accounting system there will be a 
delay until Monday. Not sure the contractor will have enough funds to continue until then. 
-----Orlglnal Message---

11123/2003 
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