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Part I: Overview

» Federal Agency Name: Defense Advanced Research Projects Agency (DARPA),
Information Innovation Office (120)

* Funding Opportunity Title: Oyber Grand Challenge (OGC): Automated Cyber Reasoning
* Announcement Type:

* Funding Opportunity Number: DARPA-BAA-14-05

+ Catalog of Federal Domestic Assistance Numbers (CFDA): Not Applicable

* Dates
o Posting Date: October 22, 2013
o Proposal Due Date: January 14, 2014, 12:00 noon (ET)
o Competitor Days: $ecific datesand locations are TBD but DARPA anticipates
holding the Competitor Days in the first two weeks of December 2013,

approximately one week apart. The firgt »»i!ll ha hald An Nanramhar 2and 4 20112 in
Arlintan \/A and tha earnnd wil| he hel¢

DARPA 111y pust auuitiviia woipeuur way
getans in a uwure sunarauun anendment on Fedbizopps. See Section 8.3 for
details.

* Anticipated Individual Awards: DARPA anticipates multiple awards of $750,000 per
phase of a two-phase effort.

» Typesof Instruments that May be Awarded: Firm-Fixed-Price Procurement Contracts
or Other Transactions.

+ Technical POC. Michael Walker, Program Manager, DARPA/ 120
* BAABMall
+ BAAMailing Address:

DARPA/ 120, ATTN: DARPA-BAA-14-05

675 North Randolph Sreet

Arlington, VA22203-2114

o 120 Slicitation Website:

* _,ber _.and Challenge Website
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Part II: Full Text of Announcement

1. FUNDING OPPORTUNITY DESCRIPTION

The Defense Advanced Research Projects Agency (DARPA) will host the Cyber Grand Challenge
(030, an unmanned cyber defense tournament. In support of this challenge, DARPA is soliciting
innovative proposals from teams that will develop and field autonomous Cyber Reasoning
Systems capable of comprehending and protecting software during a live exercise. Jecifically
excluded is research that primarily results in evolutionary improvements to the existing state of
practice.

DARPA recommends that all parties interested in proposing to this Broad Agency
Announcement (BAA) or participatina in the OGCreview the OGCwebsite

and, in particular, the OGC Rules document for a full
description or the U, biginie partes may enter the O3Con the Proposal Track through
receiving an award under this Broad Agency Announcement, or through open entry on the
Open Track'. Any individual or entity receiving an award under this BAA may not participate in
the CGCas an Open Track competitor or receive an award under DARPA-BAA-14-03.

This BAA is being issued, and any resultant selection will be made, using procedures under
Federal Acquisition Regulation (FAR) 35.016. Any negotiations and/or awards will use
procedures under FAR15.4. Proposalsreceived as a result of this BAA shall be evaluated in
accordance with evaluation criteria specified herein through a scientific review orocess. DARPA
BAAs are posted on the Federal Business Opportunities (FBO) website

1.1. Purpose

Top computer security expertstest their skill head-to-head in competitive “Capture the Fag’
contests. These contests provide a competition rating for the ability of expertsto locate and
comprehend security weaknesses.

T DARPA™1 ~— d " alle willuti” aseriesof competition eventsto test the abilities
of a new generation of fully automated cyber defense systems. During a final competition
event, automated Cyber Reasoning Systems will compete against each other in real time. This
event will be held in a public setting and documented for research purposes.

The OGCseeks to engender a new generation of autonomous cyber defense capabilities that
combine the speed and scale of automation with reasoning abilities exceeding those of human
experts.

! See the OGCRules for a description of the Open Track.
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1.2. Overview

The Department of Defense (DoD) maintains information systems using a software technology
base comprised of Commercial Off The Shelf (COTS operating systems and applications. This
QOTStechnology base is common to the DoD, industry, and the Defense Industrial Base, and
the continual discovery of potential vulnerabilities in this software base has led to a constant
cydle of intrusion, compromise discovery, patch formulation, patch deployment and recovery.
This defensive cycle is currently performed by highly trained software analysts; it is the role of
these analysts to reason about the function of software, identify novel threats and remove
them. Manual analysis of code and threatsis an artisan process, often requiring skilled analysts
to spend weeks or months analyzing a problem. The size of the technology base also
contributes to the difficulty of manually discovering vulnerabilities.

At the present time, automated program analysis capabilities are able to assist the work of
human software analysts. These automation technologies include Dynamic Analysis, Satic
Analysis, Symbolic Execution, Constraint Solving, Data How Tracking, Fuzz Testing, and a
multitude of related technologies. In the Oyber Grand Challenge, a competitor will improve and
combine these semi-automated technologies into an unmanned Oyber Reasoning System (CRS
that can autonomously reason about novel program flaws, prove the existence of flawsin
networked applications, and formulate effective defenses. The performance of these
automated systemswill be evaluated through head-to-head tournament style competition.

The OGCprogram will draw widespread attention to the technology issues associated with
autonomous software comprehension and motivate entrants to overcome technical challenges
to realize truly effective autonomous cyber defense. This program will challenge the most
capable and innovative companies, institutions, and entrepreneursto produce breakthroughs
in capability and performance.

1.3. Objectives

Currently, network Intrusion Detection Systems, software security patches, and vulnerability
scanners are all forms of signature based defense: defensive systems which act on discrete
qguanta of he....an knowledge (“<._..atures’). H.inanalysts« elopth.__ _J ithrough
a process of reasoning about software. In fully autonomous defense, a cyber system capable of
reasoning about software will create its own knowledge, autonomously emitting and using
knowledge quanta such as vulnerability scanner signatures, intrusion detection signatures, and
security patches.

The objective of this program is to identify effective, integrated automation of cyber reasoning
tasks as assessed by the Areas of Bxcellence (AoE) in Table 1. These AoE address the protection
of compiled test software (“Challenge Binaries’ or “CBs’) operated on a dosed, monitored
network (“Competition Framework”).
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1.5. Program Sructure

The program will consist of two phases, each ending with a competitive evaluation: the OGC
Qualification Event (OQE) Phase and the OGCFinal Event (CFE) Phase. In order to continue to
the CFE Phase, performers must receive Phase Authorization. See Section 2.3 for further
information on Phase Authorization.

DARPA anticipates that awards under this BAA will be either firm-fixed-price procurement
contracts or 845 Other Transaction for Prototype (OT) agreements® with payments in each
phase to be based on the milestones/ deliverables outlined below. Each milestone has a value
expressed as a recommended percentage of each phase’s award value; for OT awards, this
percentage refers to the Government’s share. This list of milestones will form the basis of the
Satement of Work (SOW) to be incorporated in the awards (see Section 4.2.1.1.7.).

OQE Phase

During the initial 12 months of development, performers will begin work on a CRScapable of
Autonomous Comprehension, Testing and Resilience (see AoE 1 - 4 in Table 1). Performers will
be provided with an example set of CBs to use during development. Paymentsduring the CQE
Phase will align with the following deliverables:

Public Capabilities Description (26%)
Performers will deliver a paper describing the CRSapproach to be used. This document shall
contain no proprietary information and will be shared with parties building OGC
infrastructure.
OQEMid Term Report (26%)
Performers will deliver an interim progress report consisting of the following components:
- An Executive Summary describing OQE Phase progress to date.
- Adescription of roadblocks and technical issues encountered during development.
.~chnical progress logs which show the midpoint performance of the CRS Midpoint
performance data will show the current level of function of the CRSin each CQE AcE
from Table 1 (AoE 1 - 4). Midpoint performance data should be generated through

processing the example CB set. Logs will be delivered in a human readable format to be
independently evaluated.

3 . .
S or information
on awara types.

~|
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CRScomputer software* (source code) developed to date under DARPA funding as
described in the sections on Intellectual Property below (1.6 and 6.2.1).

OQE Technical Paper (6%)

Prior to the OQE, performers must deliver a OQE Technical Paper conforming to the OGC
Technical Paper Guidelines®. OQE Technical Papers are due in March 2015. See the OGC
website for specific due dates.

OQE Milestone (26%)
At the end of OQE phase development, a performer CRSfunctioning autonomously must

mitigate a flaw from at least one OQE CB while retaining some of the original CB functionality.
This milestone will be evaluated by DARPA.

OQE System Demonstration (6%)
All performers must demonstrate the function of their CRSduring a DARPA site visit.
OQE Source Code Delivery (10%)

Performers must deliver the CRScomputer software (source code) developed to date under
DARPA funding as described in sections 1.6 and 6.2.1.

As stated above, performers must complete each OQE Phase milestone to receive payment.
Once these milestones have been completed to DARPA's satisfaction, top performersat the
QQE are eligible for Phase Authorization.

CFEPhase
During the second 12 months of development, performers will continue work towards a
comp ition- dyCRE »ak of integrated functior r | AoEin Table1. /men
during the CFE Phase will align with the following deliverables:
Post-OQE System Evaluation (32%)
Performers will deliver a paper describing successes, failures, and lessons learned through the

processing of the OQE CB set. Papers should describe unsolved challenges discovered during
the OQEand a path for CRSimprovement to address these challenges.

* All referencesto "computer software" or "technical data" are intended to refer to the definitions of those terms
as set forth in FAR2.101.
® OGC Technical Paper Guidelineswill be posted on the OGCwebsite.
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CFEMid Term Report (32%)
Performers will deliver an interim progress report consisting of the following components:

- An Bxecutive Summary describing CFE Phase progress to date.

- Adescription of roadblocks and technical issues encountered during development.
Technical progress logs which show the midpoint performance of the CRS Midpoint
performance data will show the current level of function of the CRSin all AoEfrom Table
1. Midpoint performance data should be generated through processing the OQE CB set.

Logs will be delivered in a human readable format to be independently evaluated.

CRScomputer software (source code) developed to date under DARPA funding as
described in sections 1.6 and 6.2.1.

CFE Interoperability Milestone (13%)
Performers must demonstrate the interoperability of their CRSwith the Qyber Grand
Challenge Competition Framework. To pass interoperability testing, a performer CRS
functioning autonomously must receive a Challenge Binary from the Competition Framework
and field a defended version of the CB on a networked host.

CFEMilestone (7%)
At the end of CFEphase development, performers must pass the CFEmilestone. To passthis
milestone, a performer CRSfunctioning autonomously must demonstrate the ability to

formulate a Proof of Vulnerability which demonstrates Area of Excellence 3 from Table 1
against at least one CFECB.

CFE Technical Paper (6%)

At the end of CFEphase development, performers must deliver a CFE Technical Paper
conforming to the OGC Technical Paper Guidelines.

CFE Source Code Delivery (10%)

Performers must deliver all CRScomputer software (source code) developed under DARPA
funding as described in sections 1.6 and 6.2.1.
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1.6. Intellectual Property®

Proposers should note that the Government does not own the intellectual property of
noncommercial, technical data/ computer software developed with Government funds; it
instead acquires the right to use the technical data/ computer software. The extent of these
license rights depends on the development’s source of funding. Regardiess of the scope of the
Government’srights, performers may freely use their same data/ software for their own
commercial purposes (unless restricted by U.S export control laws or security dassification).
Therefore, technical data and computer software developed under DARPA-BAA-14-05 will
remain the property of the performers.

Akey goal of the OGCprogram is the release of CQE and CFE event recordings into the public
domain. To facilitate this, proposers are strongly encouraged to assert intellectual property
rightsthat are aligned with this goal. Data recorded during the CQE and CFE will indude, but is
not limited to:

All event packet capture data.
All event instruction trace data.
All event memory snapshots.
All modified CBs.

All CBoutputs.

All event scoring data.

See Section 6.2.1 for further information.

1.7. Shedule

The schedule listed herein contains tentative estimates. Proposers should submit a detailed
schedule that includes the milestones/ deliverables described in Section 1.5, is consistent with
the maturity of their approaches and the risk reduction required for their concepts. These
schedules will be synchronized across performers, as required, and monitored/ revised as
necessary throughout the OGC program’s period of performance. For budgeting purposes, the
anticipated start date forthepr__ __.. sdune 1, 2014. Asdetailed in the CGCR. Open Track
and Proposal Track teams will proceed, in parallel. in two phases: the OQE phase, aligned with
the OQE, and the CFE Phase, aligned with the G — Rankings in the OQE and the CFEwill be
based on the same technical criteria and scoring mechanisms for all competitors, irrespective of
track. Atentative timeline is shown in Figure 1.

® See Defense Federal Acquisition Reguiation Supplement (DFARS) 252.227 for definitions of the terms usad in this
section and section 6.2.1.
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technical, and engineering information produced in federally funded fundamental research at
colleges, universities, and laboratories. NSDD 189 defines fundamental research as follows:

'Fundamental research' means basic and applied research in science and engineering, the
results of which ordinarily are published and shared broadly within the scientific
community, as distinguished from proprietary research and from industrial development,
design, production, and product utilization, the results of which ordinarily are restricted for
proprietary or national security reasons.

As of the date of publication of this BAA, DARPA cannot identify whether the work awarded
under this BAA may be considered fundamental research; both fundamental and non-
fundamental research may be awarded. Proposers should indicate in their proposal whether
they believe the scope of the proposed research is fundamental. For certain efforts, it may be
possible that although the research to be performed by the prime is non-fundamental, a
subcontractor’s tasks may be considered fundamental research. In those cases, it isthe prime
proposer’s responsibility to explain in their proposal why its subcontractor’s effort is
fundamental research. While proposers should clearly explain the intended results of their
research, DARPA shall have sole discretion to determine whether the project is considered
fundamental research. ‘

Awards for non-fundamental research will include the following statement or similar provision:

There shall be no dissemination or publication, except within and between the contractor
and any subcontractors, of information developed under this contract or contained in the
reports to be furnished pursuant to this contract without prior written approval of DARPA’s
Public Release Center (DARPA/PRC). All technical reportswill be given proper review by
appropriate authority to determine which Distribution Satement is to be applied prior to
the initial distribution of these reportsby the contractor. With regard to subcontractor
proposals for Contracted Fundamental Research, papers resulting from unclassified
contracted fundamental research are exempt from prepublication controls and this review
requirement, pursuant to DoD Instruction 5230.27 dated October 6, 1987.

When submitting material for written approval for open publication, the
contractor/awardee must submit a request for public release to the PRCand include the
following information: 1) Document Information: title, author, short plain-language
description of technology discussed in the material (approx. 30 words), number of pages (or
minutes of video) and type (e.g., briefing, report, abstract, article, or paper); 2) Event
Information: type (e.g., conference, principal investigator meeting, article or paper), date,
desired date for DARPA's approval; 3) DARPA Soonsor: DARPA Program Manager, DARPA
office, and contract number; and 4) Contractor/ Awardee’s Information: POC name, e-mail
address and phone number. Allow four weeks for processing; due dates under four weeks
require a justification. Unusual electronic file formats may require additional processing
time. Requests may be sent either tc r 675 North Randolph Sreet,
Arlington VA 22203-2114, telephone (5/1) £15-a2350. See
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2.3. Phase Authorization

At the end of the CQE Phase, DARPA unilaterally reserves the right to proceed to the CFEPhase
with potentially fewer Proposal Track teams via a Phase Authorization. DARPA will determine
which teams will be granted Phase Authorization to proceed to the CFE phase based upon the
satisfaction of milestones and the availability of funds, among other considerations. For the
challenge as a whole, DARPA reserves the right not to proceed with subsequent phases if no
technically viable project exists or funding is not available. DARPA's decision whether to
authorize the CFE Phase will be provided in writing to each team upon the conclusion of the
OQE Phase via contract modification.
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3. BUGBIUTYINFORMATION

This section specifically refersto eligibility to propose to or receive an award under this BAA
Bigibility to participate in OGCeventsis outlined in the CGCRules.

3.1. Bigible Applicants

All responsible sources capable of satisfying the Government's needs may submit a proposal
that shall be considered by DARPA.  DARPAwill consider eligibility submissions on a case-by-
case basis; however, the burden to prove eligibility for all team members rests solely with the
proposer.

3.1.1. Federally Funded Research and Development Centers (FFRDCs)

FFRDCs are subject to applicable direct competition limitations and cannot propose to this
solicitation in any capacity unless the following conditions are met. FFRDGs must

dearly demonstrate that the proposed work is not otherwise available from the private
sector and

must provide a letter on official letterhead from their sponsoring organization citing the
specific authority establishing the FFRDC s eligibility to propose to Government
solicitations and compete with industry, and compliance with the terms and conditions
in the associated FFRDC sponsor agreement.

Thisinformation is required for FFRDCs proposing as either prime contractors or
suboontractors. At the present time, DARPA does not consider 15 USC§ 3710ato be
sufficient legal authority to show eligibility. For some entities, 10 USC§ 2539b may be the
appropriate statutory starting point however, specific supporting regulatory guidance,
together with evidence of agency approval, will still be required to fully establish eligibility.

3.1.2. Government Entities

Government entities (e.g., Government laboratories, military educational institutions, etc.) are
subject to applicable direct competition limitations and cannot propose to this solicitation in
any capacity.
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3.1.3. Foreign Participation

Non-U.S organizations and/or individuals may participate to the extent that such participants
comply with any necessary nondisclosure agreements, security regulations, export control laws,
the OGCRules and other governing statutes applicable under the circumstances.

3.2. Procurement Integrity, Sandards of Conduct, Bhical Considerations and
Organizational Conflicts of Interest (QOls)

Current Federal employees are prohibited from partidpating in particular matters involving
conflicting financial, employment, and representational interests (18 USC §§ 203, 205, and 208).
Prior to the start of proposal evaluation, the Government will assess potential QOls and will
promptly notify the proposer if any appear to exist. The Government assessment does not
affect, offset, or mitigate the proposer’s responsibility to give full notice and planned mitigation
for all potential organizational conflicts, as discussed below.

In accordance with FAR 9.5 and without prior approval or a waiver from the DARPA Director, a
contractor cannot simultaneously provide scientific, engineering, and technical assistance
(SETA) or similar support and be atechnical performer. Aspart of the proposal submission, all
members of a proposed team (prime proposers, proposed subcontractors and consultants)
must affirm whether they (individuals and organizations) are providing SETA or similar support
to any DARPA technical office(s) through an active contract or subcontract. Affirmations must
state which office(s) the proposer and/ or proposed subcontractor/ consultant supports and
must provide prime contract number(s). All factsrelevant to the existence or potential
existence of organizational QOls must be disclosed. The disclosure shall indude a description of
the action the proposer has taken or proposes to take to avoid, neutralize, or mitigate such
conflict. If, in the sole opinion of the Government after full consideration of the circumstances,
a proposal fails to fully disclose potential conflicts of interest and/ or any identified conflict
situation cannot be effectively mitigated, the proposal will be rejected without technical
evaluation and withdrawn from further consideration for award.

If a prospective proposer believes a Q0 exists or may exist (whether organizational or
otherwise) or hasaques ct, a summary of the potential
conflict should be sent t¢ sefore preparing a proposal and
mitigation plan.

3.3. Cost Sharing/ Matching

Cost sharing is not required; however, it will be carefully considered where there is an
applicable statutory condition relating to the selected funding instrument (e.g., OTs under the
authority of 10 USC§ 2371).
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3.4. Other Bigibility Requirements

Due to the implicit conflict of interest involved in both architecting and competing in the Cyber
Grand Challenge, no entity may compete in the OGCevents and also take part in building the
competition. As aresult, any personnel funded by DARPA to support the Oyber Grand Challenge
are not eligible to receive an award under DARPA-BAA-14-05 whether as a prime,
subcontractor, or in any other capacity from an organizational to individual level. This group
indudes, but is not limited to, any party funded under DARPA-BAA-14-03 as well as any FFRDC
or Government personnel whose scope of work covers OSC architecture development.

In the event that a proposer submits an otherwise selectable proposal to both DARPA-BAA-14-
05 and DARPA-BAA-14-03, the decision asto which proposal to consider for award is at the
discretion of the Government.
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4. APPLICATION AND SUBMISSON INFORMATION
4.1. Address to Request Application Package

This document contains all information required to submit a response to this solicitation. No
additional forms, kits, or other materials are needed except as referenced herein. No request
for proposal (RFP) or additional solicitation regarding this opportunity will be issued, nor is
additional information available except as provided at the Federal Business Opportunities
website or referenced herein.

4.2. Content and Form of Application Submission

4.2.1. Proposal Content

Proposals consist of Volume 1: Technical and Management Proposal (incdluding mandatory
Appendix A and optional Appendix B) and Volume 2: Cost Proposal.

All pages shall be formatted for printing on 8-1/2 by 11-inch paper with a font size not
smaller than 12 point. Font sizes of 8 or 10 point may be used for figures, tables, and
charts. Document files must be in .pdf, .odx, .doc, .docx, .xis, or .xisx formats. Submissions
must be written in English.

Proposals not meeting the format prescribed herein may not be reviewed. Nonconforming
proposals may be rejected without review. Aproposal checklist isprovided in Section 8.4.

4.2.1.1. Volume 1: Technical and Management Proposal

The maximum page count for Volume 1 is 15 pages, induding all figures, tables and charts
but not induding the cover sheet, table of contents or appendices. Asubmission letter is
optional and is not included in the page count. Appendix Adoes not count against the page
limit and is mandatory. Appendix Bdoes not count against the page limit and is optional.
Additional information not explicitly called for here must not be submitted with the
proposal, but 1y be included aslinksintl bibliography in Appendix B. Such materials will
be considered for the reviewers’ convenience only and not evaluated as part of the proposal.

Volume 1 must incdude the following components:

4.2.1.1.1. Cover Sheet: Include the following information.

Label: “Proposal: Volume 17

BAA number (DARPA-BAA-14-05)

Proposal title

Lead organization (prime contractor) name

Type of business, selected from the following categories: Large Business, Small
Disadvantaged Business, Other Small Business, HBCU, MI, Other Educational,
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or Other Nonprofit

Technical point of contact (POC) including name, mailing address, telephone,
and email

Administrative POCincluding name, mailing address, telephone number, and
email address

Award instrument requested: FFP procurement contract or OT.’

Pace(s) and period(s) of performance

Other team member (subcontractors and consultants) information (for each,
include Technical POCname, organization, type of business, mailing address,
telephone number, and email address)

Proposal validity period (minimum 120 days)

Data Universal Numbering System (DUNS number®

Taxpayer identification number®

Commerdial and Government Entity (CAGE) code™

Proposer’s reference number (if any)

4.2.1.1.2. Table of Contents

4.2.1.1.3. Executive Summary: Provide a synopsis of the proposed Cyber
Reasoning 9ystem, including key technologies and competition strategy.

4.2.1.1.4. Technical Plan: Qutline and addresstechnical challengesinherent in
automated Cyber competition and potential solutions for overcoming these
problems. Demonstrate a deep understanding of the technical challenges and
present a credible (even if risky) plan to compete successfully. Present a technical
plan that aligns with the milestones/deliverables required by this BAA

4.2.1.1.5. Team Management Plan: Identify a principal investigator (P1) for the
project. Describe the areas of responsibility of each team member and their role
within the CRSintegration plan.

4.2.1.1.6. Capabilit [ cribeteam perience in relevant subject area(s),
existing intellectual property, specialized facilities, and any Gover!....2nt-furnished

7 Infarmatinn An award ingriimant < ran he fanind at

Ine wl‘o[]u['"“ﬂl INTINSAT A I CROVET THTIES L S LA LT eRA VI TG LT NWGLIWT | VAN T W s [ vwlhement—relatm
activities Go t > request a DUNSnumber (may take at least one
bus’namdn\:\ NOMD SCWCTIFICT PN 7 N KON DU DU NFORC I N e
g L. .

Sex or information on

requesiing a 1N, INOLE, TEJUESLS [T1dy Lane 11U 1 wusinisoo uay w1 o i uspe nen g ON the method (online, fax,
mail).

' The CAGE Code is an identification number used within the Government to support a variety of systems. See
Section 6.2.5. for further information.

DARFA-BAA-14-U LTBER GRANL LHALLENGE: AUTOMATED CYBER REASONING 19






4.2.1.1.8.4. Organizational Conflict of Interest Affirmations and Disdosure: If
none of the proposed team members is currently providing SETA or similar
support as described in Section 3.2, state “NONE”

If any of the proposed team members (individual or organization) is currently
performing SETA or similar support, furnish the following information:

Prime Contract
Number

DARPA Technical
Office supported

A description of the action the proposer hastaken or
proposesto take to avoid, neutralize, or mitigate the
conflict

4.2.1.1.8.5. Intellectual Property (IP): If no IPrestrictions are intended, state
“NONE” The Government will assume unlimited rightsto all IP not explicitly
identified as restricted in the proposal.

For all technical data or computer software that will be furnished to the
Government with other than unlimited rights, provide (per Section 6.2.1) a
list describing all proprietary claims to results, prototypes, deliverables or
systems supporting and/or necessary for the use of the research, results,
prototypes and/ or deliverables. Provide documentation proving ownership
or possession of appropriate licensing rights to all patented inventions (or
inventions for which a patent application has been filed) to be used for the
proposed project. The following format should be used for these lists:

NONOOMMERQAL
Technical Dataand/or |  Summary of Basisfor |Asserted Rights Name of Person
Computer Software To | Intended Usein | Assertion Category Asserting Restrictions
be Furnished With the Conduct of
Restrictions the Research
i (list) (Narrativa) (Lish (List) (List)
) | (Narrative) (us) (List) flicty
OOMMERUAL
Technical Dataand/or |  Summary of Basisfor |Asserieu F&gﬂﬁ Name of Person
Computer Sftware To | Intended Usein | Assertion Category Asserting Restrictions
be Furnished With the Conduct of
Restrictions the Research
(List) (Narrative) (List) (List) (List)
(List) (Narrative) (List) (List) (List)

4.2.1.1.8.6. Representations Regarding Unpaid Delinquent Tax Liability or a
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Felony Conviction under Any Federal Law: Per Section 6.2.8, complete the
following statements.

(a) The proposer representsthat it is[ }isnot [ ] a corporation that has
any unpaid Federal tax liability that has been assessed, for which all judicial
and administrative remedies have been exhausted or have lapsed, and that
is not being paid in a timely manner pursuant to an agreement with the
authority responsible for collecting the tax liability.

(b) The proposer representsthat it is[ ]isnot [ ] a corporation that was
convicted of a felony criminal violation under Federal law within the
preceding 24 months.

4.2.1.1.8.7. Cost Accounting Sandards (CAS) Notices and Certification: Per
Section 6.2.9, any proposer who submits a proposal which, if accepted, will
result in a CAS-compliant contract, must indude a Disclosure Satement as
reanired hv 48 CFR 9003 202. The disclosure forms mav be found at

If this section is not applicable, state “NONE”

4.2.1.1.8.8. Qubcontractor Plan: Pursuant to Section 8(d) of the Small Business
Act (15 USC§ 637(d)), it is Government policy to enable small business and
small disadvantaged business concernsto be considered fairly as
subcontractors to organizations performing work as prime contractors or
subcontractors under Government contracts, and to ensure that prime
contractors and subcontractors carry out this policy. [If applicable, prepare a
subcontractor plan in accordance with FAR19.702(a) (1) and (2). The plan
format is outlined in FAR19.704.

If this section is not applicable, state “NONE”

4.2.1.1.9. Appendix B: If desired, indude a brief bibliography with links to relevant
papers, reports, or resumes. Do not include technical papers. This section is
optional, and the linked materials will not be evaluated as part of the proposal
review.

421.2. Volume2- Cost Proposal
This volume is mandatory and must indude all the listed components. No page limit is
specified for this volume.

The cost proposal should indude a spreadsheet file (.xs or equivalent format) that
provides formula traceability among all components of the cost proposal. The spreadsheet
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benéefits, labor overhead, material overhead, G&A, etc.) and the basis for each.

4.2.1.2.3.5. Travel: Provide a breakout of travel costs induding the purpose
and number of trips, origin and destination(s), duration, and travelers per trip.

4.2.1.2.3.6. Subcontractor/ Consultant Costs: Provide above info for each
proposed subcontractor/ consultant. Subcontractor cost proposals must
include interdivisional work transfer agreements or similar arrangements.

4.2.1.2.3.7. Other Transactions. Proposers requesting award of an 845 Other
Transaction for Prototypes (845 OT) agreement must indicate whether they
qualify as a nontraditional Defense contractor'’, have teamed with a
nontraditional Defense contractor, or are providing a one-third cost share for
this effort. Provide information to support the claims.

4.2.1.2.4. Qubcontractor/ Consultant Cost Proposals. The proposer is responsible
for the compilation and submission of all subcontractor/ consultant cost proposals.
Proposal submissions will not be considered complete until the Government has
received all subcontractor/ consultant cost proposals.

Proprietary subcontractor/ consultant cost prooosals mav be included as part of
Volume 2 or emailed separately t¢ not uploaded to
the submission site). Email messages must include ~Subcontractor Cost Proposal” in
the subject line and identify the principal investigator, prime proposer organization
and proposal title in the body of the message.

422, Proprietary and Qassified Information

DARPA policy isto treat all submissions as source selection information (see FAR2.101 and
3.104) and to disclose the contents only for the purpose of evaluation. Restrictive notices
notwithstanding, during the evaluation process, submissions may be handled by support
contractors for administrative purposes and/ or to assist with technical evaluation. Al DARPA
support contractors perfo. ....ng this role are expressly prohibited from performing DARPA-
sponsored technical research and are bound by appropriate nondisclosure agreements.

4221. Proprietary Information

Proposers are responsible for dearly identifying proprietary information. Submissions
containing proprietary information must have the cover page and each page containing such

M Enr Amfinitinne and infAarmatinn An Q48 NT arrcomant ¢ cas
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information clearly marked. Proprietary information must not be included in the proposed
schedule, milestones, or SOW.

4222. (Qassified Information

Because the OGC program emphasizes the idea of creating and leveraging open source
technology, dassified submissions (classified technical proposals or dassified appendicesto
unclassified proposals) will not be accepted under this solicitation.

4.3. Submission Dates and Times

Proposers are warned that submission deadlines as outlined herein are strictly enforced.
DARPA will acknowledge receipt of complete submissions via email and assign control numbers
that should be used in all further correspondence regarding submissions. Note: these
acknowledgements will not be sent until after the due date(s) as outlined herein.

Failure to comply with the submission procedures outlined herein may result in the submission
not being evaluated.

The proposal package--full proposal (Volume 1 and 2), encryption password and, as applicable,
proprietary subcontractor cost proposals—must be submitted per the instructions outlined
herein and received by DARPA no later than January 14, 2014 at 1200 noon (ET). Submissions
received after thistime will not be reviewed.

4 4. Funding Restrictions
Not applicable.

4.5. Other Submission Requirements

Proposers must submit all parts of their submission package using the same method;
submissions cannot be sent in part by one method and in part by another method nor should
duplicate submissions be sent by muitiple methods. Email submissions will not be accepted.

4.5.1. Undassified Submission Instructions

DARPA/ 120 will employ an electronic web-based upload submission system for UNCLASSFIED
proposals under this solicitation. For each proposal submission, proposers must complete an
online cover sheet in the DARPA/ 120 Solicitation Submission System

- Upon completion of the online cover sheet,
a contirmation screen wili appear wnicn inciuaes instructions on uploading the proposal.
If a proposer intends to submit more than one proposal, a unique user ID and password must
be used in creating each cover sheet or subsequent uploads will overwrite previous ones. Once
each upload is complete, a confirmation will appear and should be printed for the proposer’'s
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records.

All uploaded proposals must be zipped with a WinZip-compatible format and encrypted using
256-bit key AESencryption. Only one zipped/encrypted file will be accepted per submission.
SQubmissions which are not zipped/ encrypted will be rejected by DARPA. At the time of
suibmission. an encrvotion password form

must be completed and emailed tc

Y in the subject line of the email. Failure
10 proviae tne encryprion passwora wii resui i uie submission not being evaluated.

Snce proposers may encounter heavy traffic on the web server, they should not wait until the
day proposals are due to fill out a cover sheet and upload the submission. Technical support
for web server/ submission issues may be directed tc Technical
support is typically available during regular business hours (Y:uu Avi —9:w Hvi ET, Monday —
Friday).

4.52. Qassified Qubmission instructions

As stated above, dassified submissions (classified technical proposal or dassified appendices to
undassified proposals) will not be accepted under this solicitation.
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5. APPLCATION REVIBN INFORMATION
5.1. Bvaluation Criteria

Proposals will be evaluated using the following criteria listed in descending order of
importance: Overall Stientific and Technical Merit; Potential Contribution and Relevance to the
DARPA Mission; and Cost Realism.

Overall Sdentific and Technical Merit: The proposed technical approach is feasible,
achievable, complete and supported by a proposed technical team that hasthe
expertise and experience to accomplish the proposed tasks. The proposed approach
describes a feasible plan to construct a competition-ready autonomous Cyber Reasoning
System that addresses all the Areas of Excellence found in Table 1.

Potential Contribution and Relevance to the DARPA Mission: The potential contributions
of the proposed effort are relevant to DARPA's cyber research portfolio. The proposal
includes a feasible plan to transition cyber reasoning based improvementsto the
software base utilized by the research, industrial, and/ or operational military
communitiesin such away asto enhance U.S cyber defense. Any proposed intellectual
property restrictions are not anticipated to impact the Government’s ability to transition
the technology.

Cost Realism: The proposed costs are based on realistic assumptions, reflect a sufficient
understanding of the technical goals and objectives of the solicitation, and are
consistent with the proposer’s technical/ management approach (to include the
proposed SOW). The costs for the prime and subcontractors/ consultants are
substantiated by the details provided in the proposal (e.g., the type and number of labor
hours proposed per task, the types and quantities of materials, equipment and
fabrication costs, travel and any other applicable costs).

5.2. Review and Selection Process

DARPA policy is to ensure impartial, equitable, and comprehensive proposal evaluations.
Selections under this solicitation will be made to proposers on the basis of the evaluation
criteria listed in Section 5.1.

Qualified Government personnel will conduct a scientific and technical review of each
conforming proposal and (if necessary) convene panels of expertsin the appropriate areas.
Subject to the restrictions set forth in FAR37.203(d), input on technical aspects of the
proposals may be solicited by DARPA from non-Government consultants/ expertswho are
strictly bound by appropriate nondisclosure agreements/ requirements.

The review process identifies proposals that meet the established criteria and are, therefore,
selectable for negotiation of funding awards by the Government. Selections may be made at
any time during the period of solicitation.
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Proposals are evaluated individually, not rated competitively against other proposals because
they are not submitted in accordance with a common work statement. For purposes of
evaluation, a proposal is defined to be the document and supporting materials as described in

Section 4.

Failure to comply with the submission procedures may result in the submission not being
evaluated. No submissions will be returned. After proposals have been evaluated and
selections made, the original of each proposal will be retained at DARPA.
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6. AWARD ADMINISTRATION
6.1. Selection Notices

After proposal evaluations are complete, proposers will be notified as to whether their proposal
was deemed selectable as a result of the review process. Notification will be sent by email to
the technical and administrative POCs identified on the proposal cover sheet. If a proposal has
been selected for award negotiation, the Government will initiate those negotiations following
the notification.

6.2. Administrative and National Policy Requirements
6.2.1. Intellectual Property

It is desired that all noncommercial software (including source code), software documentation,
hardware designs and documentation, and technical data generated under the program be
provided as adeliverable to the Government with a minimum of Government Purpose Rights.
Proposers expecting to use, but not to deliver, commercial open source tools or other materials
in implementing their approach may be required to indemnify the Government against legal
liability arising from such use. All referencesto "Unlimited Rights’ or "Government Purpose
Rights' are intended to refer to the definitions of those terms as set forth in DFARS227.

6.2.1.1. Intellectual Property Representations

All proposers must provide a good faith representation of either ownership or possession
of appropriate licensing rights to all other intellectual property to be used for the proposed
project. Proposers must provide a short summary for each item asserted with less than
unlimited rights that describes the nature of the restriction and the intended use of the
intellectual property in the conduct of the proposed research.

6.2.1.2. Patents

All proposers must include documentation proving ownership or possession of appropriate
licensing rights to all patented inventions to be used for the proposed project. If a patent
application has been filed for an invention, but it incdludes proprietary information and is
not publicly available, a proposer must provide documentation that includes: the patent
number, inventor name(s), assignee names (if any), filing date, filing date of any related
provisional application, and summary of the patent title, with either: (1) arepresentation
of invention ownership, or (2) proof of possession of appropriate licensing rightsin the
invention (i.e., an agreement from the owner of the patent granting license to the
proposer).

6.2.1.3. Procurement Contracts
6.2.1.3.1. Noncommercial Iltems (Technical Data and Computer Software)
Proposers requesting a procurement contract must list all noncommercial technical data
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and computer software that it plansto generate, develop, and/ or deliver, in which the
Government will acquire less than unlimited rights and to assert specific restrictions on
those deliverables. Inthe event a proposer does not submit the list, the Government will
assume that it has unlimited rights to all noncommercial technical data and computer
software generated, developed, and/ or delivered, unlessit is substantiated that
development of the noncommercial technical data and computer software occurred with
mixed funding. If mixed funding is anticipated in the development of noncommercial
technical data and computer software generated, developed, and/or delivered, proposers
should identify the data and software in question as subject to GPR In accordance with
DFARS252.227-7013, “Rights in Technical Data - Noncommercial ltems,” and DFARS
252.227-7014, “Rights in Noncommercial Computer Software and Noncommercial
Computer Software Documentation,” the Government will automatically assume that any
such GPRrestriction is limited to a period of 5 years, at which time the Government will
acquire unlimited rights unless the parties agree otherwise. The Government may use the
list during the evaluation process to evaluate the impact of any identified restrictions and
may request additional information from the proposer, as may be necessary, to evaluate
the proposer’s assertions. Failure to provide full information may result in a
determination that the proposal is not compliant with the solicitation. Atemplate for
complying with this request is provided in Section 4.2.1.1.8.5.

6.2.1.3.2. Commercial ltems (Technical Data and Computer Software)

Proposers requesting a procurement contract must list all commercial technical data and
commercial computer software that may be indluded in any noncommercial deliverables
contemplated under the research project, and assert any applicable restrictions on the
Government’s use of such commercial technical data and/or computer software. In the
event a proposer does not submit the list, the Government will assume there are no
restrictions on the Government’s use of such commercial items. The Government may
use the list during the evaluation process to evaluate the impact of any identified
restrictions and may request additional information from the proposer to evaluate the
proposer’s assertions. Failure to provide full information may result in a determination
that the proposal is not compliant with the ‘icitation. Atemplate for complying with
thisrequest is provided in Section 4.2.1.1.8.5.

6.2.1.4. Other Types of Awards

Proposers responding to this solicitation requesting an OT shall follow the applicable rules
and regulations governing that award instrument including appropriately identifying any
potential restrictions on the Government’s use of any intellectual property contemplated
under those award instrumentsin question. Thisincdludes both noncommercial items and
commercial items. The Government may use the list as part of the evaluation processto
assess the impact of any identified restrictions, and may request additional information
from the proposer, to evaluate the proposer’s assertions. Failure to provide full
information may result in a determination that the proposal is not compliant with the
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solicitation. Proposers may use aformat similar to the template provided in Section
421.1.85.

6.2.2. Export Control

Per DFARS225.7901, all procurement contracts and OTs (as deemed appropriate) resultant
from this solicitation will indude the DFARS Export Control dause (252.225-7048).

6.2.3. Employment EIigibiIityVerifiwtion‘

Per FAR22.1802, recipients of FAR-based procurement contracts must enroll as Federal

contractors in E-verify'? and use the system to verify employment eligibility of all employees
assigned to the award. All resultant contracts from this solicitation will indude the dause at
FAR52.222-54, “Employment Higibility Verification.” This dause will not be induded in OTs.

6.2.4. Additional Requirements and Responsibilitiesrelating to Alleged Crimes by or
against Contractor Personnel in Irag and Afghanistan

In accordance with FAR 1.108(d), the following dause will be used in all contracts performed in
Iraq or Afghanistan. Such contracts are defined as “contracts with the Department of Defense,
asubcontract at any tier issued under such a contract, or atask order or delivery order at any
tier issued under such contract, including a contract, subcontract, or task order or delivery
order issued by another Government agency for the Department of Defense, if the contract,
subcontract, or task order or delivery order involves work performed in Iraq or Afghanistan for
a period longer than 14 days.”
(@) The contractor shall report to the appropriate investigative authorities, identified in
paragraph (c) below, any alleged offenses under—
(1) The Uniform Code of Military Justice (10 USC§ 47) applicable to contractors serving
with or accompanying an armed force in the field during a declared war or a
contingency operation; or
(2) The Military Bxtraterritorial Jurisdiction Act (18 USC§ 212).
(b) The contractor shall provide to all contractor personnel who will perform work on a
contract in Iraq or Afghanistan, before beginning such work, information on the following:
(1) How and where to report an alleged crime described in paragraph (a) of this clause.
(2) Where to seek victim and witness protection and assistance available to contractor
personnel in connection with an alleged offense described in paragraph (a) of this
clause.
(c) The appropriate investigative authorities to which suspected crimes shall be reported
include the following officials —
(Y USArmv Griminal Investigations Division at

(I1) AIr Force UITice ot Spedial Investigations at
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fnn Navv ( riminal Investigarive el vioe dt
or

(V) 10 Tne commana or any suppuiteu numar y cicnent or the command of any

base.
(d) Personnel seeking whistleblower protection from reprisals for reporting criminal acts
<hall spek ansidance throuch the DoD Inspector General hotline at (800) 424-9098 or

Personnel seeking other forms of victim or witness

protection should contact tne nearest military law enforcement office.

6.2.5. System for Award Management (SAM) Registration and Universal Identifier
Requirements

Unless the proposer is exempt from this requirement, as per FAR4.1102 or 2 CFR25.110, as
applicable, all proposers must be registered in the SAM and have a valid DUNSnumber prior to
submitting a proposal. All proposers must provide their DUNSnumber in each proposal they
submit. All proposers must maintain an active SAM registration with current information at all
times during which they have an active Federal award or proposal under consideration by
DARPA. Information on SAM registration is available a Note that new
registrations can take an average of 7-10 business days 1o process in i >l registration
requires the following information:
«  DUNSnumber
« TN
« CAGECode. If aproposer does not already have a CAGE code, one will be assigned
during SAM registration.
Bectronic Funds Transfer information (e.g., proposer’s bank account number, routing
number, and bank phone or fax number).

6.2.6. Reporting BExecutive Compensation and Frst-Tier Subcontract Awards

| Per FAR4.1403, FAR-based procurement contracts valued at $25,000 or more will include the
cdau at FAR52.204-10, “ Reporting Executive Compensation and Frst-Tier Subcontract
Awards.”

6.2.7. Updates of Information Regarding Responsibility Matters

Per FAR9.104-7(c), all contracts valued at $500,000 or more, where the contractor has current
active Federal contracts and grants with total value greater than $10,000,000, will indude FAR
clause 52.209-9, “Updates of Publicly Available Information Regarding Responsibility Matters.”

6.2.8. Representation by Corporations Regarding Unpaid Delinquent Tax Liability or a
Felony Conviction under Any Federal Law

In accordance with section 101(a)(3) of the Continuing Appropriations Resolution, 2013 (Pub. L
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112-175), sections 8112 and 8113 of Division Cand sections 514 and 515 of Division Eof the
Consolidated and Further Continuing Appropriations Act, 2013 (Pub. L 113-6), none of the
funds made available by either Act for DoD use may be used to enter into a contract with any
corporation that: (1) has any unpaid Federal tax liability that has been assessed, for which all
judicial and administrative remedies have been exhausted or have lapsed, and that is not being
paid in a timely manner pursuant to an agreement with the authority responsible for collecting
the tax liability, unless the agency has considered suspension or debarment of the corporation
and made adetermination that this further action is not necessary to protect the interests of
the Government; or (2) was convicted of afelony criminal violation under any Federal or Sate
law within the preceding 24 months, where the awarding agency is aware of the conviction,
unless the agency has considered suspension or debarment of the corporation and made a
determination that this action is not necessary to protect the interests of the Government.
Each proposer must complete and return the representations outlined in Section 4.2.1.1.8.6
with their proposal submission.

6.2.9. Cost Accounting Sandards (CAS) Noticesand Certification

Per FAR52.230-2, any procurement contract in excess of $700,000 resulting from this
solicitation will be subject to the requirements of the Cost Accounting Sandards Board (48 CFR
99), except those contracts which are exempt as specified in 48 CFR9903.201-1. Any proposer
who submits a proposal which, if accepted, will result in a CAS-compliant contract, must include
a Disclosure Satement as reauired by 48 CFR9903.202. The disclosure forms may be found at

6.2.10. Controlled Undassified Information (CUI) on Non-DoD Information Systems

QU refers to undassified information that does not meet the standard for National Security
Qassification but is pertinent to the national interests of the United Sates or to the important
interests of entities outside the Federal Government and under law or policy requires (1)
protection from unauthorized disclosure, (2) special handling safeguards, or (3) prescribed
limits on exchange or dissemination. All non-DoD entities doing business with DARPA are
expected to adhere to the following procedural safeguards, in addition to any other relevant
Federal or DoD specific procedures, for submission of any proposals to DARPA and any
potential business with DARPA:

Do not process DARPA CUI on publicly available computers or post DARPA CUl to
publicly available webpages or websites that have access limited only by domain or
Internet protocol restriction.

Ensure that all DARPA CUl is protected by a physical or electronic barrier when not
under direct individual control of an authorized user and limit the transfer of DARPA
QUI to subcontractors or teaming partners with a need to know and commitment to this
level of protection.

Ensure that DARPA CUI on mobile computing devices is identified and encrypted and all
communications on mobile devices or through wireless connections are protected and
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encrypted.

Overwrite media that has been used to process DARPA QUI before external release or
disposal.

6.3. Reporting

The number and types of technical and financial reports required under the contracted
project will be specified in the award document, and will include, as a minimum, monthly
financial status reports and a yearly status summary. The reports shall be prepared and
submitted in accordance with the procedures contained in the award document.
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7. AGENCY CONTACTS

DARPA will use email for all technical and administrative correspondence regarding this
solicitation.

 Technical POC Michael Walker, Program Manager, DARPA/ 120
* BEmail
* Mailing address:

DARPA 120

ATTN: DARPA-BAA-14-05

675 North Randolph Sreet

Arlington, VA 22203-2114

o 120 Snlinditatinn Wehsite:

* Cyber Grand Challenge Website
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8. OTHERINFORMATION
8.1. Frequently Asked Questions (FAQs)

Administrative. technical. and contractual questions should be sent via email t¢
All questions must include the name, email address, ana the
telephone number or a point of contact.

DARPA will attempt to answer questions in a timely manner; however, questions submitted
within 7 dave of dnsina mav not be answered. If applicable. DARPA will post FAQsto

8.2. (ollaborative Hforts/ Teaming

it is DARPA's desire to receive comprehensive, quality responses to this solicitation. To
fadilitate strona. collaborative teaming efforts and business relationships, the OGCwebsite
indudes a teaming forum. Team communications,
networking, and team rormation are tne sole responsibility of the participants. Neither DARPA
nor the DoD endorses the information and organizations contained within the teaming forum.

8.3. Competitor Days

DARPA anticipates holding two OGC Competitor Day sessions, one on the East Coast and one on
the West Coast. Attendance at the Competitor Days is voluntary and is not required to propose
to this solicitation. Following the second Competitor Day session, DARPA anticipates posting the
briefing slides and videos on the OGCwebsite. DARPA will not provide reimbursement for costs
incurred in participating in the Competitor Days. All attendees will be required to present
Government-issued photo identification upon entry to the events.

8.3.1. East Coast Competitor Days

The Competitor Days will be held on December 3 and 4, 2013 at the DARPA Conference Center,
675 N. Randolph Sreet, Arlit “on, VA, from 8:00 a.m. to 5:00 p.m. (Eastern). Due to the
anticipated response from industry and academia, DARPA has scheduled two days for the
event. The second day will be arepeat of the first day to accommodate registered attendees.
Availability is on a first-come-first-served basis. All registrations will be for the December 3
session until capacity is reached; at that point, registrations will be for the December 4 session.
Registration confirmations will be emailed to the address provided and will include a
confirmation number and specify which day to attend.

Reaistration for the Combetitor Davs must be completed online a

10 later than 12:00 noon (Eastern) on November 27,
2U13. Non-uscitizens must suomit a uARPA Form 60 “Foreign National Visit Request” no later
than 5:00 PM (Eastern) on November 26, 2013. DARPA Form 60s may be obtained at the
registration site and should be faxed to 703-797-4505.
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