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FINDING: The Depart~ent's most sensitive information must be 
accorded higher crioritv in attention and resources. Although 
the counteiintelligence-scope polygraph exa~ination is the one 
investigative tool which might have prevented -- or earlier 
detected -- recent acts of espionage, its use in the Department 
is severely restricted, in time and scope, by the Congress. 
There are no special eligibility criteria for personnel handling 
cryptographic materials despite their transcendent importance to 
an adversary. Only those individuals ·•ho have access to nuclear 
weapons are currently monitored formally for trustworthiness and 
stability. Sy definition, Special .'.ccess ?rograms are establishe 
to provide extraordinary security protection; in facr, some do nc 

RECOMMENDATIONS: 

-- Request the Congress to supplanc che year-by-year approac~ 
to the conduct of counterintelligence-scooe polygraph examinatioc 
by giving authority for the Secretary ~o develop a coherent and 
gradually expanding program, with stringent qualitY controls and 
subject to Congressional oversight. 

-- Institute a "crypto-access" program for all persons who 
have continuing access to cryptographic information in large 
quantities or with highly sensitive applications. 

-- Direct appropriate DoD components to institut~ a reliabili 
program (modeled on, but less structured than, the DoD Personnel 
Reliability Program) for military and civilian personnel involved 
in especially sensitive programs or assigned to TOP SECRET positi 
of high criticality. -

-- Direct a review and revalidation of Special Access Program 
promulgation of uniform minimum security standards and the regula 
ization of inspection and oversight of such programs. 

FINDING: The adjudication process in which security clearance 
determinations are rendered must be lmoroved. There is reason 
for concern about the eff1cacy of the adjudication process. The 
denial rate is low throughout DoD but nonetheless varies widely 
among the military departments and defense industry. Although 
adjudication is the final step in determining eligibilitv for 
access to classified information, such decisions are made on the 
basis of vague criteria, and many adjudicators are inadequately 
trained. As a result, it is possible ·to reach different adjudica 
tive determinations in applying the same guidelines to a given 
set of investigative findings. 
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FINDING: Re uests for securit clearance must be reduced and 
controlled. components an contractors request securlt¥ 
clearances for man¥ individuals who do not need continuing access 
to classified information. Unjustifiable requests overburd1en the 
investigative process and pose an unneeded security vulnera,bility. 
Although some reductions have already been achieved, betteJ means 
of control are essential. 

RECOMMENDATIONS: 

Create a TOP SECRET billet contr:>l svstem, similar to that 
in use for Sensiti'Je Compartmented Inf:>rmatlcn (SCI.) acces~, to 
ensure that TOP SECRET clearances go with a position," rather than 
an individual. ' 

I 

-- Require contractors to provide specific justification for 
requests fer security clearances; and prohibit requests solely 
for movement within a controlled area whenever exposure to 
classified inf:>rmation can be prevented. 

-- Authorize, subject to strict control, one-time, short­
duration access to specific information at the next higher 1 'level 
of classification to meet operational exigencies. 

FINDING: The guality and freduency of background investia~tions 
must be imeroved. ~he investigative basis for award of a SECRET 
clearance 1s a personal hiStory statement and a Nati~nal A~ency 
Check which provides extremely limited knowledge of the subject. 
DoD conducts background investigations for TOP SECRET clearances. 
It conducts five-year reinvestigations only for TOP SECRET, clear­
ances and SCI accesses, and is far behind schedule in meettng 
this requirement. 

i 

RECOMMENDATIONS: 

-- Expansion of the investigative scope for a SECRET ciearance 
to include a credit check of the subject and written inqui~ies to 
past and present employer(s). 

-- Intensification of behavioral science research to the 
end of improving the background inves~igative process and ~he 
effectiveness of subject interviews. 

-- Reduction of the backlog of reinvestigations for T0
1

P SECRET 
and SCI accesses to manageable levels within four years and 
development of a plan for accomplishing periodic reinvestigations 
of all persons holding SECRET clearances and above by 1995

1
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The need to p~otect classified info~mation is taken as an 
absolute impe~ative in p~inciple. In ~eality, howeve~, policies 
fashioned to protect classified info~matio~ are tempe~ed by 
budgetary constraints, ope~ational necessities and the basic 
rights of individuals. Moreover, some se~" ri ty practices 
continue in effect even though demonstrably unproductive. 

Policymaking in the security area is centralized, but imple­
mentation is properly left to DoD components who provide instruc­
tions to thousands of commanders and supervisors around the world. 
In the final analysis, safeguarding classified info~mation comes 
down to prope~ supervision and the individual's responsibility to 
apply the ~ules. 

GENERAL ASSESSMENT 

In general, the DoD security program has been reasonably 
effective. When considering the potential Eo~ compromise, known 
DoD losses have been relati·Jely fe•,;, Some losses, howeve~, have 
proved g~avely damaging. While no system of secu~ity can p~ovide 
foolproof protection, it can make espionage more difficult to 
unde~take and mo~e difficult to accomplish without detection; 
and it should minimize the comp~omise of classified info~mation 
whatever the cause. In these ~espects, DoD's current p~ogram 
falls short of providing as much assurance as it might. 

The reason, in part, is technical. There are insufficient 
technical means available to securely process, transmit and 
store classified'information in electronic form. But important 
as this might be, the far greate~ challenge is people~-those who 
create and handle classified info~rnation, those who disseminate 
it, and those who oversee its protection. While the overwhelming 
majority carry out such functions responsibly, there are some who 
fail to do so, And the current security system falls short in 
limiting the opportunities for errors of omission or commission: 
in providing the means to id~ntify those who transgress: and in 
dealing appropriately with the transgressors. 

This, then, was the focus of the Commission's inqui~y: how 
can the DoD security system be improved to ensure that only 
trustworthy persons are permitted within it; that they abide by 
the rules: that those who. choose to violate the ~ules are . 
detected; and those who are detected are dealt with justly but 
firmly. -

. ·.- ~, 

KEY FINDINGS AND RECOMMENDATIONS: 

The report contains numerous ~ecommendations to improve the 
security of classified info~mation within DoD. Highlighted below 
are the Commission's key findings and summaries of major recommen­
dations. 
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EXECUTIVE SUMMARY 

Each year thousands of classified programs and projects are 
carried out by the Department of Defense, through its components 
and its contractual base, in a wide variety of operational and 
geographical settings. These activities generate millions of 
items of classified information, ultimately disseminated to 
almost four million individuals who require such information to 
perform their assigned tasks. This classified information is 
not only in the form of documents. An enormous inventory of 
classified equipment, both end items and components, must be 
safeguarded; and, increasingly, classified data is being 
processed, transmitted and stored electronically, posing serious 
new problems of protection. 

Arrayed against this vast and immensely important target 
are the intelligence services of the Soviet Union, its surrogates 
and other countries with interests hostile to the United States 
and its allies. In combination, those services conduct massive 
and highly organized collection operations to acquire all infor­
mation, classified and unclassified, of military value. Although 
a variety of means, both human and technical, are employed, human 
collection constitutes the more significant threat within the 
continental United States today. 

Protecting a nation's defense secrets from compromise is an 
age-old challenge. However, the stakes for the United States 
have never been higher.· Given the extraordinary importance of 
advanced technology to our nation's military capabilities, its 
loss to a potential adversary--by espionage, theft or other 
unauthorized disclosure--can be crucial to the military balance. 
So, too, can compromise of operational plans or battle tactics. 
Thus to the extent that classified information can be kept from 
the hands of those who may oppose us, the qualitative edge of 
United States military forces is preserved and their combat 
effectiveness assured. 

The Department of Defense has countered the threat posed by 
hostile intelligence services by establishing a comprehensive 
set of policies and procedures designed to prevent unauthorized 
persons from gaining aqcess to classified information. Some of 
these policies implement national directives; others were 
promulgated by the authority of the Secretary of Defense. 
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The Commission's ~eport focuses upon t~e protection of 
classified infonnat:.on. l·lhile fully a•,..are of the importance 
of protecting unclas:o<fied but sensLtive information--a 
monumental "security" p~oblem in its own right--the Commission 
did not interpret its charter as requiring an analysis in this 
area. However, it urges more expeditious implementation of the 
authority given the Secretary of Defense to withhold from 
public disclosure unclassified technical data which is sut 'ct 
to export controls. 

The Commission's recommendations relate p~i:n·ar.ily to counter­
ing the human intelligence threat as cont~asted with the threat 
posed by collection through technical means. Although fully 
aware of the vulnerability of communications networks and 
automated information systems to compromise by technical means, 
the Commission did not assess the cur~ent capability to prevent 
such collections. The Commission took note that inter-agency 
mechanisms have recently been established at the national level 
to develop effective technical solutions in t~is ve~y complex 
and increasingly important area. For its part, the Commission 
endorses the need for accelerated research to support this 
effort. 

The report does not address, and, unless specifically stated, 
does not affect, policies and procedures for the protection of 
Sensitive Compartmented Infonnation (SCI), which are under the 
purview of the Director o·f Central Intelligence ( DCI). 

The report provides only, a general description of DoD 
security programs because it would require volumes to detail 
the myriad of policy and procedure in this broad and complex 
area. However, the report does treat the major policies and 
procedures and attempts to identify shortcomings and vulner­
abilities that are amenable to practical solution. Those 
solutions are set forth in the report, but without analysis 
of the competing alternatives that were considered. 

This is not to say that other alternatives were not 
considered: they were •. Based upon the evidence before it, 
the Commission arrived at a unanimous position with respect 
to those recommendations which would be effective, 'given the 
nature of the problem, and those which would be feasible, 
given existing law, po~icy, and operational impact. 

~ - '· 
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INTRODUCTION 

On June 25, 1985, Secretary of Defense Caspar w. Weinberger 
established the Department of Defense Security Review Comm.ission 
in the wake of the arrests of three retired and one active duty 
Navy member on charges of espionage. The Commission was directed 
to "conduct a review and evaluation of DoD security policies and 
procedures" and "identify any systemic vulnerabilities or weak­
nesses in DoD security programs, including an analysis of lessons 
learned from incidents which have occurred recently, and make 
recommendations for chanqe, as appropriate." 

The Commission began its work by reviewing extant policy, 
programs, and procedures in the security area. It also reviewed 
th~ recommendations of other bodies which have recently urged 
changes to DoD security policies and procedures, notably the 
Subcommittee on Permanent Investigations of the Senate Govern­
ment Affairs Committee, and the DoD Industrial Security Review 
Committee (the· "Haq:>er Committee") •. The Commission specifically 
addressed each of the problems raised by the reports of both 
bodies where DoD itself had not already taken action on their 
recommendations. Previous DoD reports in this area were also 
reviewed and analyzed, as were a number of audit, inspection, 
and s~rvey reports of various DoD components. 

The Commission alsq solicited recommendations for improve­
ment from.DoD components, other departments and agencies in the 
Executiv~ Branch, corigressional staffs, defense contractors, 
and private citizens and organizations. Testimony before the 
Commission was pr.esented by 31. witnesses (see Appendix A for 
identification). In all, more than 1,000 recommendations were 
received and considered. 

The Commission held 17 separate formal sessions commenc­
ing on June 26, 1985 and lasting through November 6, 1985. 
In addition to these formal sessions, Commission members con­
ducted separate interviews with selected corporate officials 
whose companies held classified defense contracts and received 
written views from 23 others, in order to obtain greater industry 
participation. (See Appendicies Band C for identification.) 
Informal discussions were also held with a number of other 
individuals who held views on,.t~e conduct of-DoD's security 
programs. - . . .. 

The Commission was briefed in detail regarding past and 
pending espionage prosecutions, and many of the Commission's 
recommendations are directed at vulnerabilities apparent from 
the misconduct proved or alleged in these cases. However, 
inasmuch as the Commission wished to avoid any action that 
could jeopardize any pending prosecution, this report does not 
refer to them, or to actions alleged to have oeen committed by 
any defendant, as the basis for specific recommendations. 
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RECOMMENDATIONS: 

-- Necessary research and other actions be undertaken to 
develop more precise and effective adjudicative standards. 

-- Development and conduct of standardized mannatory training 
for all adjudicators. 

FINDING: Classified information must be better controlled. There 
are no uniform controls over SECRET 1nforrnat1on, o~ any requirement, 
apart from records disposition schedules, for ~nneeded classified 
documents to be periodically destroyed. There is no overall policy 
governing access to areas containing sensitive information or 
search of persons entering or leaving DoD installations. 

RECOMMENDATIONS: 

-- Institute a uniform degree of accountability for SECRET 
documents within DoD. 

-- Prohibit the retention of classified documents which are 
not "permanently valuable records of the government" more than 
five years from the date of origin, unless specifically authorized 
in accordance with record disposition schedules established by the 
component head. 

-- Establish a general policy, subject to waivers prescribed 
by component heads, that employees not be' permitted to work alone 
in areas where TOP SECRET or Special Access Program materials are 
in use or stored. 

Establish a policy that all briefcases and similar personal 
belongings are subject to search upon entry and exit from DoD 
installations to determine if classified information is being 
removed without authority. 

FINDING: Futher initiatives are needed to counter the effec­
tiveness of hostile lntelligence activtties directed at DoD. 
Although recent congressional and Executive Branch actions are 
important, more should be done to limit the size of the hostile 
intelligence presence within the United States and to construin 
its freedom of action. Counterintelligence capabilities should 
be strengthened and greater efforts made to detect contacts with 
hostile intelligence services. Security awareness activities 
need to be substantially increased and their quality improved. 

7 
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RECOMMENDATIONS: 

-- Urge expansion of the national policy of parity in 
numbers in the diplomatic establishments of the United States 
and Soviet Union, to include parity in treatment and privileges; 
extension of this conceot to all nations which present a hostile 
intelligence threat to the United States; and imposition of trave 
restrictions on non-Soviet Warsa·,., Pact diplomats accredited to 
the United Nations. 

--In coordination vith th~ DCI, ensure increased funding 
for counterintelligence analysis. 

-- Require all cleared personnel to report foreign travel 
as well as contacts with foreign representatives who request 
defense information. 

-- Direct DIS, in conjunction with the F3! and military 
departments, to unde~tak9 i~ediate efforts to increase the 
size, effectiveness, and coordination of the security awareness 
program in industry. 

FINDING: The orofessionalism of securitv oersonnel must be 
enhanced. DoD does not prescribe mlnlmal levels of training 
for security personnel. In general, training is narrow in scope 
and coverage, is not mandatory and does not lead to official 
certification. Some individuals performing security duties do 
not adequately understand overall security concepts. 

RECOMMENDATION: 

-- Establish training standards, direct development of basic 
courses of instruction for the several security disciplines and 
prescribe requirements for certification. 

Substantial! increased basic research is needed to· 
uide securit olic and ract1ce. The CommlSSlon s wor was 
ampere y t e ata and meaningful analysis in 

several aspects of the security equation. There is minimal 
_ongoing research although the potential dividends from a pur­

. ppseful effort into a wide range of security-related matters 
are high. 

RECOMMENDATIONS: 

-- Direct expansion of the Defense Security Institute and 
task it, inter alia, with overall coordination of significantly 
increased research and development in essential security-related 
areas, notably including the personnel investigative process and 
physical security technology. 
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-- Provide increased funding of the National Computer Security 
Center's research and development program. 

FINDING.: More effective action should be taken against those who 
violate secur1ty rules. Wh1le sanct1ons ava1lable to remedy 
security v1olat1ons by uniformed military personnel appear adequate, 
remedies with respect to civilians and contractors are not. More­
over, those remedies •,;hich are available could be better utilized. 

RECOMMENDATIONS: 

-- Continue to advocate enactment of legislation to enhance 
criminal enforcement remedies against civilian emplo~ees and 
contractors who disclose classified information without authority. 

-- Utilize existing legal remedies to withhold payments under 
DoD contracts to obtain contractor compliance with DoD security 
requirements. 

-- Revoke the DoD facility clearance of contractors who display 
management indifference to security through repeated security 
violations.or in other ways, even though security deficiencies 
are remedied. 

FINDING: DoD's security posture is critically dependent upon 
the actions of commanders and supervisors at all levels; Security 
is everybody's business and, most notably, that of the individual 
in cha'rge. As with all other ·responsibilities vested in them·, it 
is incumbent upon commanders and supervisors to underscore the 
importance of the security function by personal example, by setting 
forth the rules, by inspecting for compliance and by disciplining 
those who fall short. Throughout DoD, discharge of this responsi­
bility is uneven. Insufficient attention has been given to the 
overall purpose of security as it relates to organizational mission, 
to observation of subordinates' security performance and insuring 
that basic security principles are adhered to in practice. The 
key to genuine improvement in DoD's security posture is continuing, 
pervasive oversight by commanders and supervisors at all levels. 

(Relatedly, the Secretary of Defense has already approved an 
earlier Commission recommendation that supervisors and commanders 
personally review the performance of their subordinates from a 

• security standpoint as part of recurring performance appraisals 
and fitness reports.) 

RECOMMENDATIONS: 

-- Direct all DoD components which handle and store clas­
sified information to institute a one-time "top-to-bottom" 
command inspection at every level of their organizations within 
six mo.nths, to determine compliance with applicable security 
policies. Recurring inspections performed thereafter should 
also. include examination of compliance with these security 
requirements. 

9 
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-- Instr~ct commanders/supervisors to utilize all appropriate 
enforcement remedies against secu~ity violators. 

RESOURCE IMPACT 

While the resource impact of its recommendations cannot be 
determined with precision~ the Commission estimates that the 
cost of. implementing them would be relatively modest. If these 
recommendations are approved, DoD components should be directed 
to begin accommodating these increased outlays within the normal 
program/budgeting process. 

CONCULUSION 

The Commission believes that increased priority must be 
accorded DoD security efforts to provide reasonable assurance 
that the nation 1 S secrets are 9rocsc:ad. ~ore resources should 
be allocated to security, even at the expense of other DoD pro­
grams. New safeguard~ must be established and old ones improved, 
even at some cost to operational efficiency and convenience. Thi 
is not to say that some resources cannot be saved, or operational 
efficiency improved, by eliminating burdensome and unproductive 
security requirements. Indeed, a number of such changes are 
recommended.· But on .the whole, DoD must b.e w.illing to pay the 
price to protect its secrets. • · 

The Commission arrives at this conclusion mindful that securi 
plays .a supporting role in the successful accomplishment of DoD's 
mission. But the success of any classified project or operation 
will be short-lived at best if, at the same time, the results 
have been revealed to potential adversaries, who are then enabled 
to develop countermeasures at a more rapid pace than otherwise. 
As bureaucratic and mundane as .security requirements sometimes 
appear, they offer the only systematic means available to protect 
and preserve the defense community's triumphs and advances, over 
time. Security must be given its fair share of serious attention 
and its fair share of resources. 
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OVE RV IE \·i 

THE T.:>.RGET 

The Deoart~ent of Defense, together WLL~ its c 1tractual 
base, constitutes a target of immense size and importance to the 
intelligence services of nations with interests inimical to the 
United States and its Allies. Given the major role of our Armed 
Forces as an instrument of u.s. foreign policy, DoD is involved 
in virtually every national security decision; and the myriad 
classified plans, programs, and actions that derive from those 
decisions reflect U.S. intentions and caoabilities in peace, 
crises and war. ~~ith few exceoticns, our fielded weapon systems 
are the world's most effective; and our laboratories and test 
facilities have the requisite lead in most militarily-relevant 
areas of research and applied technology, assuring the aualita­
tive advantage of future weapon systems. A huge intelligence 
organization supports all t~ese activities. 

It follows that ~ost elements of the Department ~ust 
deal with classified information. Thousands of classified 
programs and projects are carried out annuallv throuahout the 
large and comolex structures of t~e three Military Departments, 
the Office of the Secretary of Defense, the Organization of the 
Joint Chiefs of Staff, the Unified and Specified Commands, and 
.the Defense Agencies. The geographic distrit>ution of classified 
information is also exten.sive.. DoD maintains an official • 
presence--some ·very .larg~, as in Western Europe and Korea--in 95 
countries. Additionally, vast quantities of·classified documents, 
technical data, and equipments are released to Allied and friendly 
governments and to international organizations under bilateral 
and multilateral arrangements. 

The volume of classified material produced, received, 
transmitted, and stored within DoD is staggering. DoD reported 
that some 16 million documents were classified in 198d. The 
number of classified documents actually maintained in DoD filing 
systems and those of its contractors is unknown; however, an 

·estimate of 100 million is not unrealistic. 

But size alone does not begin to convey the dimensions 
of the task of protecting classified information. DoD, for 
example, maintains enormous inventories of classified end items 
and components, which ~equire different protection than documents. 
Similarly, the DoD is moving at a bewildering rate from control­
ling "hard-copy" documents to controlling classified information 
electronically stored and transmitted by automated data processing 
systems. Within DoD, there are an estimated 16,000 computers, 
most of which process information of value to an adversarv, and 
many of which are internetted. And not only government facilities 
are involved--classified ·work is presently progressing at over 
13,000 cleared defense industrial firms. 
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Not surprisingly, 90. percent of the personnel in .the 
Executive Sranch who hold security clearances are in DoD. 2.6 
million uniformed and civilian personnel have some form of clear· 
ance (after the 10 percent reduction mandated in June 1985 by thE 
Secretary of Defense). These are augmented by 1.2 million clear< 
industrial employees. (DoD, incidentially, administers industri< 
security not only for itself but for 18 other Executive departmer 
and agencies). ~substantial number of these cleared personnel-­
military, civilian and contractor are located outside the con­
tinental United States. 

In short, the challenge of protecting United States 
defense secrets is of almost immeasurable scope. 

THE THREAT 

The Soviet Union, its Warsaw Pact and Cuban surrogates, 
and other countries with interests adverse to the United States, 
have conducted and will continue to conduct massive and highly 
organized intelligence gathering operations against DoD personne~ 
installations, and contractors. Such operations utilize beth 
human and technical collectors targeted against classified and 
unclassified information of military value. 

Unclassified information available to the public is 
systematically exploited by the intelligence services of these 
countries, and, by authoritative accounts, comprises the bulk 
of information being collected. Unclassified information which . 
is not available to the public: generally, but which is militarily 
significant, is also sought through a wide variety of sources. 
For example, information which is transmitted electronically 
through the air can be presumed to be within the reach of hostile 
intelligence. Similarly, it can be presumed that hostile intel­
ligence will exploit every chance to acquire information of 
military value through industrial sources; th·rough attendance 
at scientific and technical conferences; or· through purchase, 
direct, or via intermediaries. 

Classified military information presents a more 
lucrative, if more difficult, target. Since such information is 
not, in theory, made public or transmitted over means which 
permit exploitation, the avenue to it is usually through persons 
who have, or may attempt to gain, authorized access. · Indeed, 

·there are hundreds Of contacts with suspected intelligence aqents 
reported by DoD personnel and contractors every year, evidence 

--of· an· active and continuing effort at recruitment. Unfortunatelv 
there are numerous examples where DoD employees and contractors · 

c have volunteered their services,· offering to sell classified 
information to which they have access. While evidence suggests 
that such disaffections are rar·e when compared to the size of the 
defense community, one person with sufficient access to classifiec 
information may be in a position to do incalculable harm to the 
national security, to ln~lude jeopardiiing the lives 6f Americans. 
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f It also merits underscoring that the-same level of 
damage to the national security can be caused by persons who 
are not in the employ of .a foreign power. The transmittal of 
classified information to unauthorized persons -- whether by 
indiscretion or wittingly -- places it beyond government controls. 
one must therefore assume that it may ultimately appear in the 
data bank of a hostile intelligence service. 

None of this is new; indeed, espionage is as old as 
the relationshios between nations, and unauthorized disclosures 
of defense secrets have plagued governments for centuries. The 
stakes today, however, are much higher than ever before. Given 
the extraordinary importance of sophisticated technology to 
our nation's military capabilities, its loss to a potential 
adversarv--bv esoionage, theft or unauthorized dis~osure--can 
have a s~bst~ntial and long-term bearing upon the mil-itary balance 
of power. Similarly, the loss of operational plans or tactics 
can provide an adversary with precisely the edge needed to defeat 
United States forces in combat. To the extent, therefore, that 
classified information can be kept from the hands of those who 
may oppose us, the effectiveness of United States military forces 
is preserved and extended for longer periods at lower costs to 
the defense effort. 

THE DOD RESPONSE: IN RETROSP~CT 

Responding to the hostile intelligence threat over the 
years, DoD has established for its components and contractors a 
comprehensive s~t of policies and procedures to prevent access 
to classified information by unauthorized persons. Some of these 
policies and procedures implement law and national policy; many 
DoD promulgates on its own authority. In either case, however, 
DoD typically has determined how classified information will be 
protected against specific vulnerabilities by adjusting policy 
and procedure to the resources available, or which can reasonably 
be obtained, and to the probable impact of such policies and 
procedures on mission accomplishment. Thus, even though the 
protection of classified information is, in general, taken as an 
absolute imperative, how this is accomplished often gives way to 
practical considerations of budget constraints and operational 
necessity. ~oreover, even after policies and procedures are 
agreed to, these same considerations affect the level of imple­
mentation. Policies and procedures which are not adequately 
funded fall short of their objective; those which are perceived 
as interfering unduly with mission accomplishment are often not 
enforced. 

Inadequately implemented policy and procedure do not 
constitute the entire problem. Some policy and procedure continue 
to be implemented after they have proved to be ineffective, and, 
on balance, a waste of resources. Elimination or adjustment of 
long-time practice, despite demonstrated reason therefor has 
proven difficult for security policymakers. 
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\vhile policymaKing is centralized at OSD level, 
implementation is properly left to DoD components who provi~e 
instructions to thousancs or ccmmancers and supervisors at 
installations and facilities arounc the world in a variety of 
operational settings. Posters in the Pentagon proclaim th~t 
"Security is everyone's business," and certainly, in the final 
analysis, protecting classified information comes down to the 
responsibility of individual employees to apoly the rules and 
proper supervision. 

Despite the complexity of policy and procedure, and 
the vast population of clearec ~erson~el coverned ~y it, the 
DoD security program must be regarded as reasonably-erfective. 
Considering the potential for compromise, known DoD losses have 
been, on the whole, relatively few. Some of these, however, have 
proved gravely damaging. Clearly there is room for improvement. 
Many people are cleared who do not need access to classified 
information. Background investigations ;rield relatively little 
derogatory information on those ~eing cleared, and under the 
existing adjudication process, far fewer still are actually 
denied a clearance. Once cleared, very little reevaluation or 
reinvestigation actually occurs, and relatively few indications 
of security problems are surfaced. The principle that a cleared 
individual is authorized access only to that information he 
"needs-to-know" is not well enforced. O'o·r those contemplating 
espionage or intent on compromise of classified information for 
other reasons, the system does not provide s ufficient deterrence 
Moreover, the volume of classified information created and stored 
withi~ DoD, and the less-than-stringent manner in which it is 
sometimes handled internally, often present opportunities to the 
would-be culprit that should not otherwise arise. Security 
regulations are often violated but only serious cases are typical 
made a matter of report; few of those are investigated, even 
where a pattern of such conduct is in evidence: and fewer still 
result in punishment. 

. ' 
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PART O~'E: ?OLICY AND PROCEDURES 

I. Gaining and Maintaining Access to Classified Information 

Persons may gAin access to classified information needed 
to perform official duties after receiving a security clearance. 
Requests for clearance originate with and are validated by the 
organization to which the individual is assigned or the defense 
contractor with which employed. They are submitted together with 
a personal his·tory statement filled out by the subject, to the 
Defense Investigative Service (DIS), which carries out appropriate 
background checks, based upon the level of clearance requested. 
Normally only TOP SECRET clearances require field iRvestigation: 
SECRET and CONFIDENTIAL clearances generally require only a check 
of the records of relevant government agencies. The results of 
these investigations are returned, in the case of DoD personnel, 
to the requesting component and, in the case of defense contrac­
tors, to the Defense Industrial Security Clearance Office in 
Columbus, Ohio, for final processing. A decision to award a 
security clearance takes into account all the factors involved 
in a particular case, and is made on the basis of an overall, 
common sense determination that access by the individual concerned 
is "clearly consistent with the national security", the standard 
for civilian employees set forth in Executive Order 10450 or, in 
the case of industrial employees, Executive Order 10865. Once a 
clearance has been awarded, it remains valid until the requirement 
for access to classified information is terminated. However, 
receipt of adverse information regarding an individual may lead 
to a "readjudication" of his or her clearance. Those who have 
TOP SECRET clearances or SCI access are required to be reinvesti­
gated every five years although, due to lack of sufficient 
resources being allocated, DoD lags far behind in meeting the 
TOP SECRET requirement. 

The Commission notes that virtually all of the extant 
federal pol.icy with respect to gaining and maintaining access to 
classified information, including the revision of Executive Order 
10450, is under review by an interagency working group, chartered 
under National Security Decision Directive 84, and chaired by the 
Department of Justice. Unfortunately, this project has been 
delayed for many months awaiting Administration approval of the 
working group's proposed course of action. The Commission urges 
the Secretary to continue to press for National Security Council 
approval of this interagency group's terms of reference for 

·revamping federal policy in this crucial area. 

The following discussion breaks down the process set 
forth above into component parts, permitting a more focused 
discussion of the Commission's recommendations with respect to 
each part. 
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quately screening recuests fc~ security clearances to ensure ... 
that nominees for a security clearance actually ~eed a'7'aess to~ :r: 
classified information. Components and contractors frequentl:yj .· · . 
request security clearances to provide additional assurance • : ·.· .. · 
regarding the trust·,.,orthiness of their employees)' even if the:yj :'1,:;, 
have no need for access to classified informatiory. In many •; i '']l 
cases, persons are nomina ted for clearances because they were ' ·;:., 
previously cleared and •,;ant to maintain such status. Ther:e isi :i; 
also a common ;>ractice of- clearing those who :nay 1;>hysically , ,•'!\! 
require access to a controlled area, regar:!less of "hether: suph:"(~7 

persons need access to classified information. Similarly, ·I ·<·, 
clearances are sometimes requested to avoid the requirement · ti:lj J'":. 
escort uncleared persons in a classified area, even where suS,h] i,':; 
persons need not be exposed to classified information. l"urth,~lc')'* 
many contractors nominate employees for security i clearances t~<;)f'.!!l····'' 
establish and maintain a "stockpile" of cleared employees t.o }:;t'·· £ 
in a better competitive position to obtain classified '"ork. · 13q:,:, 

' .·;:r> 

These practices are very canaging in, t·"o respects .• :.!·;:; 
lihere TOP SECRET clearances are concerned--which require sub-,• ;."':,·,. 
stantial field investigation and re~nvest~gat~ons--unjustif'tA!~·;*~'l 
requests delay the clearance and relnv.estlgatlon·of th<:,.se- wli'bf ··.' 
legitima~ely--and s~metiines ':lrge~tly--need a<;:cess. S~'ch deq:07ki~f 
necessarlly result ln lost tlme ln.a productlve_capacl.ty botl:i.l.;l,llnl~ 
DoD components and in indus try. Moreover; overburdening f iel'~d\"iri,[.<}' 
investigators erodes the quality of investigations. · ·· i 

• . . ! , ' ' I ''t 

The recent action of the Secretary of Defense to· 
direct an across-the-board 10 percent reduction in the number'"' 
of existing clearances, and, concomitantly, his instruction t~.· t 
reduce by 10 percent the number of new clearance! requests to·ti"e: .. _~t 
made in fiscal year 1986, should provide an immediate, if. J:. 
temporary, control of the process.. More permanent means .of \~ 
control are essential and feasible. 

The first is to adopt a system of billet control .~Q~ ( 
TOP SECRET similar to that in·effect for SCI accesses. Each .i . 
component would identify those positions within 'its respective•:· ; 1:-~ 
organization which required a TOP SECRET clearan~e. The.se woJ.l!a [.} 

... then be validated and mainta i'ried _l;>y appropriate au tliorfty. ori.hy ":!II( 
persons coming into such validated positions wou~d be eligible : 
for a TOP SECRET clearance. When they left such positions, the: 
clearance would lapse. Provisions would be made! to· adjust the , . 
number of authorized positions based upon "new classified function' 
or~contracts, as validated by appropriate author~ty. ' · 

_ -·0J -~ .-!~- :---··- ·· · ·r-· 
The second is to remove from the·securi;i"clea;ance" 

process those individuals who require access to classified 
facilities but not to classified information; an~ to institutJ 
other procedures to assess their reliability. 
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The third ·is to reaffirm the ;:>olicy that the 
continuing need for access to classified information is the 
condition ;:>recedent for rec;uesting a security clearance while, 
concurrently, authorizing responsible officials to grant one-time 
access to the next higher level of classifir.ation to meet unfore­
seen contingencies. 

RECOMI1ENDATIONS: 

1. Establish a billet control system for TOP SECRET clearances 
both in DoD components and in industry. 

2. Prohibit the practice of requesting security clearances solely 
to (il permit access to a controlled area but where there is no 
exposJre to classified information involved or (iii to permit 
ease of movement within classified areas, where the individual 
involved has no need for access to classified information and 
access realistically can be denied. However, allow heads of DoD 
components to request appropriate investic;ations for determining 
reliability of individuals separate and distinct from the issuance 
of a security clearance. 

3. Require contractors to justify requests for security clearances 
by specifying the reasons(s) why the clearance is needed, (e.g., 
contract number, RFP number, or other) rather than simply asserting 
such a need. Also, require contractors to reju.stify every two 
years the security clearance of any employee who remains in an over­
seas assignment. Clearances which are not rejustified should expire. 

4. Modify the process whereby contractors obtain security 
clearances in order to bid on classified defense contracts by: 

a. Permitting firms which have held facility clearances 
within the past two years to be expeditiously reinstated provided 
they are still eligible; 

b. Permitting contractor employees who have held security 
clearances within the past five years to be reinstated adminis­
tratively provided they have remained in the employ of their 
company, and no derogatory information concerning such employee 
is known to the company. However, in the case of a TOP SECRET 
clearance, a reinvestigation should be required if the last 
investigation of such individua~ is more than five years old. 

c. Prescribe that contractors' "stockpiling" of clearances 
for contingency purposes will henceforth constitute a major 
security deficiency when identified by DIS inspectors. 

5. Authorize one-time, short duration access by cleared personnel 
to the next higher level of classified information necessary to 
meet operational or contractual exigencies. Within DoD components, 
such determinations must be at a level not lower than that of flag 
officer, general courts martial convening authority, or Senior 
Executive Service. Within industry, such determinations must be 
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approved by the DoD contracting office, and reported "o th~ DIS 
regional office with security responsiblity for the contractor 
concerned. Each such determination shall be recorded and ~ain­
tained: within DoD by the approval authority; for industry by 
the cognizant DIS regional office. 

B. Eligibilitv for Security Clearances 

Current DoD ~olicy permits immigrant aliens (i.e., 
foreign nationals admitted into the United States for permanent 
residence) to receive SECRET security clearances based upon DoD'~ 
need to utilize the special expertise possessed by that individua 
provided DoD has the ability to establish investigati~e,coverage 
for the previous 10 years. Currently, native-born !n~ naturalize 
United States citizens may be cleared at any level; no distinctic 
is made based upon country of origin and no additional residence 
requirement exists for naturalized citizens (who typically must 
have maintained residence in the United States for a minimum of 
five years as a condition of naturalization). Dual citizens are 
treated as United States citizens. Foreign nationals who are 
employed by DoD do not receive security clearances, per se, but, 
with high-level approval, may receive a "Limited Access Authorize 
tion", which entitles them to access up to SECRET level informati 
for a specific purpose. · 

Although there are relatively fe.w cases where these 
_policies are known to h~ve led to penetrations of D9D by hostile 
agents, they undoubtedly increase that risk. Policies can be 
tightened without jeopardizing DoD's use of such individuals, wit 
due regard for their rights as recognized under United States law 

RECOMMENDATIONS: 

6. Establish policies that provide: 

a. Only United States citizens are eligible for standard 
security clearances and that immigrant aliens and foreign nationa 
employed by the DoD are eligible only for "Limited Access Author­
izations" not exceeding the level of classified information which 
may be released to the country of current citizenship. Such 
authorizations shall ordinarily be approved only where ·10 years 
of investigative coverage is feasible; and, where SECRET informa­
tion is at issue, the subject agrees to a counterin-telligence-· 
scope polygraph examination. .. • . 

b. Recently natura'lized United States cit.izens, whose countr· 
of-origin is determined by appropriate authority to have interest' 
adverse to the United States, or who choose to retain their previc 
citizenship, shall ordinarily be eligible for a security clearancE 
only after a five-year period of residence within the United State 
after becoming a citizen; other•..!ise, a !!linimum of 10.-years of 
investigative coverage must be possible. 

. . ':: - :. . . - -~ .. .. - -· -
-;..: ~ . . .• . 
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c. Exceptions to these cequirements shall be permitted 
for compelling national security reasons. 

C. Initial Investigations 

Largely due t~ requirements originating from the 
ocr (for SCI access) and the Office of ?ersonnel Management 
(OPM) (for civilian employees of DoD), DIS conducts three 
different types of background investigation for TOP SECRET 
clearance. A SECRET clearance is granted on the basis of only 
a National .'\.gency Check ( NAC); a CONFIDENTIAL clearance is 
similarly based upon a NAC. 

Unless the existence of pote~tially derogatory in­
formation is indicated by the subject on his personal· history 
statement, the sum total of investigation performed by DIS for 
a SECRET clearance consists of a check of FBI criminal records 
and a check of the Defense Central Index of Investigations, 
which would indicate any previous i~vestigations by DoD elements. 
Thus, unless the subject himself suggested the existence of 
possible derogatory information, the NAC would likely turn up 
only evidence of criminal involvement ~it~ the federal system. 
Although the Department has long recognized the inadequacy of 
a NAC, particularly when most classified information is at the 
SECRET level, the numbers of such clearances in existence--over 
three million--and the numbers granted each year--over 900,000-­
are so huge that adding field investigations of any significant 
scope could require'as much as a quadrupling of DIS investigative 
resources. Thus, expansion of the investigations required for 
SECRET clearances have been heretofore regarded as infeasible. 

On the average, the background investigation for 
TOP SECRET currently takes 90 days. A NAC, required for a 
SECRET clearance, presently averages 60 days. If the case 
turns up derogatory information that must be further developed, 
or if it involves investigative leads abroad or that are other­
wise difficult to accomplish, the processing time may be con­
siderably extended. ,Individuals who are awaiting completion 
of their security checks may not have access to classified 
information. Interim clearances may be awarded, however, based 
upon case-by-case justification, allowing interim access to 
TOP SECRET information based upon the submission of a "clean" 
personal history statement and a NAC, and interim access to 
SECRET based upon submission of a personal history statement, 
without having to await completion of the field investigation. 
If derogatory informati'on should turn up in the course of the 
field investigation, the interim clearance is immediately with­
drawn pending resolution of the case. Although precise figures 
are not available, it is clear that the costs to DoD, in terms 
of lost production capability that result from employees and 
contractors awaiting for background investigations to be 
completed, are substantial. 
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Given the relativelY small number of cases in which 
derogatory information is developed ~Y the initial investigation 
where the personal history statement indicates no adverse infor­
mation, the Commi,.sion ~elieves the Department '"auld incur small 
risk in providing interim access to information classified at th 
SECRET level for a period of several weeks, based uoon the submi 
sian of a "clean" personal history statement. Adoption of this 
procedure DoD-wide would enable both DoD components and contract 
to utilize their employees in cleared positions at a much earlie 
stage, avoiding considerable costs in terms of lost productivity 

• 
~ ~or~allv, DIS investiqators doin~ background investi 
tions receive excelient coope~3tion ~oth from offici~~ and oriva 
sources of information. There has ~een a long-standing problem, 
however, with several state and local jurisdictions that refuse 
to provide DIS with certain criminal history information concern 
the subjects of ~ackground investigations. rreauently these 
problems arise from state or local law, or the interpretations c 
such law made by local authorities, precl~ding the release of 
criminal history data ~hie~ did not resul~ in convictions, or 
precluding release for other than law enforcement purposes, even 
though the subject himself has consented to the release of such 
data. 1-lhere this pr'oblem exists, DoD is forced to determine the 
clearance without benefit of potentially significant criminal 
history data. 

The Intelligence Authorization bill for FY 1986, as 
reported· from the conference ·committee; contained a provision 
which provides DoD, OPM, and CIA investigators access to state 
and lpcal criminal history records notwithstanding state or 
local laws to the contrary. If. enacted, this measure should 
provide DoD with the legal authority needed to access such data. 

·"RECOMMENDATIONS: 

7. Obtain the consent of the DCI and OPM for a single-scope 
background investigation for both TOP SECRET and SCI access, to 
ensure the same type of investigation is done on all categories 
of DoD personnel, including contractors, who have access to TOP 
SECRET information. Until the NSC prescribes a different scope 
applicable to the entire Executive Branch, such investigations 
should cover a time frame and be composed of only those-elements 
which ~ave been demonstrated to be, effective in determining the 

·bona fides of the subject or: produce significant derogatory 
.-information. · , ' - ·· ·. ·::· ... . :· 
. - ... . ·-

. • . .....~ :.. : • -I~ .. -:~.: 

·- 8.' Immediately expand the investigatory recruirements for: SECRET 
-~learance to include a NAC, credit check, and written incuiriea 

to present and past emoloyer:s. Assess the desirabilitv· and 
feasibility of requiring the·s~bj~cts of investigation~ for: 
SECRET clearances to themsel•;es provide qreater evidence of 
their identity and bona fides as part of the pre-investigative 
process. 
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9. Apply the procedures now used for granting interim SECRET 
clearances based upon a case-by-case justification to the pro­
cessing of all such clearances. 

10. Press efforts to obtain statutory authority to obtain 
criminal history data from state and local jurisdictions, as 
proposed in the pending Intelligence Authorization bill for rY 
86. With such authority, DIS should resolve any problems it 
may have obtaining access to relevant criminal history data 
with the state and local jurisdications concerned. 

D. Adjudication 

The results of background investigations requested 
by DoD components are returned to central adjudication points* 
within each DoD component for processing in accordance with DoD 
Regulation 5200.2-~, the basic DoD personnel security regulation. 
The investigative re9orts on contractor employees ~hich contain 
.significant derogatory information ore sent to the Defense 
Industrial Security Clearance Review (DISCR) Office where they 
are adjudicated in accordance with DoD Directive 5220.6. 3oth 
DoD Regulation 5200.2-R and DOD Directive 5200.6 contain adju­
dicative guidelines for those charged with making clearance 
determinations. The adjudicative criteria in DoD Directive 
5200.6 have recently been revised to mirror those in DoD Regula­
tion 5200.2-R, with the exception of the criteria relating to. 
criminal misconduct. Under the industrial criteria, a person 

·who is· convicted of a felony, or admits to conduct which would 
constitute a felony under state or local law, cannot be granted 
a security clearance unless.a waiver is approved by the Under 
Secretary of Defense for Policy for compelling national security 
reasons. Under the guidelines applying to military and civilian 
personnel, such conduct is considered a factor, but not in itself 
determinant of the clearance decision. 

Experience has demonstrated that the adjudication 
criteria in both regulations are stated so generally that it is 
possible for different adjudicators to arrive at different 
determinations after applying the same guidelines to a given 
set of investigative results. 

DoD require's no formal training for persons performing 
adjudicative functions. Indeed, no such training is conducted 
beyond an occasional seminar. The application of adjudication 
guidelines thus becomes largely a matter of on-the-job training. 
Moreover, the grade levels of adjudicators appear uniformly low, 
considering the degree of judgment and skill required. (See 
discussions on ''Training'' and "Career Development'' below.) 

* The Navy, which has had a decentralized adjudication system for 
military personnel, is in the process o~ centralizing that activity. 
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All of these factors tend to produce inconsisient, 
uneven· results i:1 te::-:-os of adjudications. \·lhile no precise 
analysis of the extent of this ~roblem was available to the 
Commission, there is little confLjence that the adjudication 
process in many DoD components guarantees the same results 
based upon a given set of investigative findings. The impreci­
sion of adjudicative standards partially explains why relatively 
few clearances are denied on the basis of the initial investiga­
tion. In the absence of definite standards, adjudicators, usin~ 
their own "overall common sense" yardstick, may be inclined to 
conclude that access by the subject is "not clearly inconsistent 
with the nationa! security, regardless of the investigative 
findings inv<3lved. I:1 fact, ·.vit~ respect to DoD ccm9onents, onl 
2.5 percent of the initial clearance determinations resulted in 
denials in 1984. With respect to contractors, only 0.2 percent 
of the cases resulted in denials. 

Clearlv, there is a pressing need to improve the 
.adjudication process, the ultimate ste9 i~ deter.nininq an indi­
vidual's t=~st~orthiness EQ~ access to classified information. 
The key requirement is the enunciation of more precise criteria 
and, particularly, better definition of behavior which is per SE 
not consistent with the national security. This is a fertile 
area for research, as there is ~cant e~pirical data available 
on which to base sound standards. One approa~h to this task 
might be to_analyze the "Statements of Reasons" issued by the 
Defense Industrial Security Clearance Review Office to justify 
the denials of· industrial c.learances. Such an analysis should 
begin to produce more concrete, better defined criteria for 
denials, which have also been subjected to.legal review. 

RECOMMENDATIONS: 

11. Revise the criteria which govern the adjudication of securi 
clearances to provide far more specificity than is currently the 
case, to the end_ of more uniform and consistent security clearan 
determinations. (See also Recommendation 59, under "Training", 
and Recommendation 58, under "Research", below.) 

12. Consolidate the adjudication functions for civilian employe 
of the Office of the Secretary of Defense, and all defense agenc 
except the Defense Intelligence Agency and the ~ational Security 

_Agency, who are cl~ared at the collateral level, under the Dirac 
I·Jashington Headquarter-s Servic-es ( WHS I. E: nforce the current 

:requirement that the Military Departments are responsible forth 
adjudication of_ the clearances for military personnel assigned t 
other elements of DoD. 

E. Periodic Reinvestiaations 

Recent espionage cases have involved oersor.s with 
security clearances who were recruited by or offered their 
servlces to hostile intelligence services;- ···Tne D-epartment has 
,~~--obvious_ need to __ ~nsure that persons who are being initially 
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~leared have not been recruited and are not vulnerable to 
recruitment by hostile intelligence. As a practical matter, 
however, the greater and more probable threat to DoD security 
is the individual who is recruited after he has been cleared. 
Nevertheless, DoD has devoted relatively small investigative 
resources to reinvestigations. 

Since 1983*, the Department has required reinvestiga­
tions at five-year intervals of persons holding TOP SECRET clear­
ances and SCI accesses. These are comprehensive investigations, 
but have so far resulted in very few terminations. ~oreover, DIS 
is far behind schedule in completing these reinvestigations. 

Since 1983, DIS has conducted roughly 27,000 such 
investigations a year. But given there are approxi~ately 700,000 
persons in the affected categories, it would be impossible to 
eliminate the backlog if the same level of effort continues. 
Fortunately, the Congress has approved an additional 25 million 
dollars for DIS in Fiscal Year 1986 to be applied to the existing 
backlog of periodic reinvestigations. If this level of effort 
remains constant, DIS expects to be back on schedule in five 
years. 

No periodic reinvestigations are required for SECRET 
or CONFIDENTIAL clearances, and, given the volume of such clear­
ances now in existence (3.3 million SECRET, and 400,000 CONFIDEN 
TIAL), an across-the-board requirement to conduct reinvestigations 
for SECRET clearances will not be feasible without a substantial 
increase in DIS investigative resources. However, it should be 
feasible to conduct some reinvestigations in the SECRET category 
where the subject has access to information of unusual sensitivity. 

RECOMMENDATIONS! 

13. Accord periodic reinvestigations significantly increased 
priority: 

a. Mandate that the backlog of reinvestigations due on 
persons holding TOP SECRET clearances and SCI access be reduced 
to manageable levels within four years. 

b. In the interim, authorize the heads of DoD components 
to request periodic reinvestigations on a case-by-case basis of 
persons holding SECRET clearances who, nonetheless, are exposed 
to very sensitive information. 

c. Establish a goal of conducting periodic reinvestigations 
of all persons holding SECRET clearances and above by 1995. 

*DoD had in the past conducted periodic reinvestigations of very 
limited scope for SCI·access. In 1981, a moratorium was placed 
on these investigations in order to deal ·"ith the enornous 
backlog of requests for initial investigation. 
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F. Use of the Polvgraoh as a Condition o~ Contin6fng 
Access I 

I ~, , 
Polygraph ex3.minations have been used in DoD for m<i=nw: 

years for a variety of purposes. Prior to 1985, ho•,o~evet:, the 10""''f 
polygraph was not used wichin DoD as a condition of continuin~ 
access. to class~f~ed information e~cept at the NSA, and, since i ""I"·~ 
1981, ln a sensltlve Alr Force proJect. : ·/.· 

:''"1 ;:·,-: ..... 

While there •,o~ere no legal t:estt:ictions on DoD use-;qi~=': 
the polygraph for this specific purpose before 1984, and"it had: 1 ~; 
been. required fot: applicants for employment at bo

1

th cv, and N.s~'·'t<;," 
for many years, DoD had t:eft:ained ft:om ushg a bt:oad lifestyle·! :-•~ 
polygraph examination to supplement its personnel' s~curity .~ro~ ' . 
gram largely out of concern fot: the privacy of, and fairness to, 
employees already on the rolls. ! n 19 8 2, howeve t:j; the Depa t:,::;i)'~nlt',, 
proposed a modest expansion of the use of polygraph examinations:,,; 
limited to questions of a counterintelligence ( ra1ther than pet'·[ ''(i 
sonal) nature, and set fot:th a variety of procedut:al safegi.Jard'~ / 
to ensure that its employees ·,o~ere t::-eated equitab,ly and wit·h a' 1" J 
minimum of P?rsonal intrusion. T~e. o~jactive ~asi to aut~oriz~; 
DoD components 'to use sue~. examinations, under the ground rule"s· 11 
established, as a condition of access to S!:Jecially designat.ed.: i 
programs of high sensitivity. -i;:: 

4 
~ This proposal, although endorsed by DoD components, :c.,\ 

·Was. not implemented at the time because of Congressional con- '.j;_' 
earns regarding _expanded :ese o·f the i:)olygraph. After a number, , 
of. hearings and consultations, however, the Dep~itment r~achedl { 

• I .· j : .1· 

' ·general agreement with the relevant Congressional• committees ·for·i,;.' 
a"test of this concept in fiscal year 1985, limited to 3,50~ ·--~ 
counterintelligence-scope examinations. Authoriiy to.conduct ~~ 
such a test was included in the FY 1985 Defense Authorization• Ac.t:!" 

I I ' '"" 
' '\':: 

Although the initial test had not been completed, · 
the Armed Services Committees agreed, in conference action on1l :j:[ 
the FY 1986 Defense Authorization Bill, to extend the test prografl:: 
at the same 3,500-examination level for FY 1986 and increase it•:.t'd:. 
7;000 for FY 1987. · ·~ ,, 

f· 

Based upon this action, DoD has directed the Army 
to· serve as Executive Agent for polygraph training, and. expand 
its training facility to accommodate 108 student~ annually, th~ f 

. increased output estimated to be required to carry out ,the 7 ,00.0 .? 
examinations authorized. in FY 1987. DoD com9oner\ts were encour~g<1; 

__ t_o;~~nalyze their requit:ements a~d.-~~su~~ .. =he~ ~:~ ,:_a_tisfied. '
1 

i t.:_~,: 
· '' <:: ."c 'While these ·actions are going forward; ii: i; clear "'Iii 

that the limited, year-to-year authorization, apparently favor~d ~~ 
by the Armed Services Committees, is impeding the ;?lanning and;. 
successful execution of the expansion of the DoD. tt:afnTng ... faci,l+ 
ity, and, accordingly, the program as a •,o~hole •. It· is- simply nbt . , 

, '''feasible feasible -·to concert long-term- arrangemen,ts and: attrac:t :· .·:~i· 
- c;:highcaliber personnel to commit to· them, based upon an.,uncerta!ir\J~' ' -~ ..•. • • •. ' _ ..... .__!•_, .•.• -- ______ "'" ... -~' .-,-····.-~to 

year-to-year authorlty. " ... ~, . ,.~ --"'·· ·-~ · . <j' ,. -:~:-
• ,: ...... ' ••• ~ . ·; .:: \o' (! ,.. .:. ~ ~ - .• ,; ~ ~..,. ·- • u .... i -· \-.. '', ', -.· i -

I ' ,1:'< 
)~.-
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The Commission is convinced that the counter­
intelligence-scope polygraph is the primary technique currently 
available to the Department which offers any realistic .promise 
of detecting penetrations of its classified programs by hostile 
intelligence services. Moreover, even the possibility of having 
to take such examinations will provide a powerful deterrc~t to 
those who might otherwise consider c=pionage, Accordingly, the 
Commission urges that a substantial, albeit gradual, expansion 
of the Department's program·should be undertaken. 

Obviously, because of the very limited capability 
DoD now possesses to conduct polygraph examinations, its limited 
ability to train new examiners in the near-term, and its deter­
mination to maintain the stringent quality controls that charac­
terize this program, DoD will be constrained to relatively small 
numbers of examinations for some time to come. It makes sense, 
therefore, to utilize them on a systematic basis only for 
specially-designated TOP SECRET and Special ~ccess Proqrams as 
th~ Congress has approved. It would also be desirable, however, 
for persons cleared at the SECRET and TOP SECRET levels to face 
the possibility of a randomly administered polygraph examination 
at some time during their respecti'le careers. Similarly, there 
may be programs classified at the SECRET level which themselves 
are of peculiar sensitivity to justify requiring such examina­
tions of all participants. Under the formulation contained in 
the FY 1986 Defense Authorization Act, a limited polygraph examina­
tion within such categor.ies would be barred. 

REC011MENDATIONS: 

14. The Department should request the Armed Services Committees 
of the Congress· to supplant the current year-to-year approach, 
which limits both the numbers and categories of personnel who 
might be asked to take counterintelligence-scope polygraph 
examinations, with continuing discretionary authority lodged 
in the Secretary to make such determinations, subject to 
Congressional oversight. 

G. Establishing Soecial Controls Governing Access to 
Cryptographic Materials 

Prior to 1975, the Department had special designations 
for persons who had access to, or were custodians of, cryptographic 
materials and equipment. Persons whose duties required such access 
were formally authorized access and required· to sign briefing 
statements acknowledging their special responsibilities to protect 
this type of information. The program was discontinued in 1975, 
on the grounds that the administrative burden of the comprehensive 
program, which at that time included hundreds of thousands of DoD 
employees, did not justify the rather small benefits that were 
perceived. 
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It i~ clear, nonetheless, that cryptographic infor~a­
tion continues to have crucial significance inasmuch as its 
compromise to hostile intelligence seJ:vices can, in turn, lead tc 
the comcromise of any classified infor~ation beina transmitted 
over se~ure voice or secure data channels. 

The Commission, thus, unanimously favors the reinsti­
tution of special controls-to govern access by DoD employees and 
contractors whose duties involve continuous, long-term access to 
classified cryptographic information in large quantities or with 
highly sensitive applications. Only U.S. citizens would be eligi 
ble for access, and they ~ust, among othe~ ~~ings, aqree at t~e 
time access is given to take a councerintelligence-~ccpe polvcra; 
examination if asked to do so during their period of access. A 
"crypto-access" program with more focused coverage than before, 
which also provides greater deterrence, would fullY justify the 
administrative burdens entailed. 

RE COMME NDAT!ON: 

15. Institute without dela~ a new "crypto-access'' program. 

H. Continuinc Command/Suoervisor•; Evaluations 

Commanders and supervisors at all levels of DoD and 
defense industry are charged by regulations" •.;ith reporting to 
appropriate inve.stigative authorities adverse information which. 
could have a bearing upon subordinates' worthiness to-retain a 
security clearance. Sased upon the experience both of DIS and 
the mi~itary investigative agencies, relativelY, little such infor 
mation is actually reported. For example, only about four percen 
of cleared defense contractors have reported such data. In part, 
this is due to the reluctance of commanders/supervisors to report 
matters, especially of a personal nature, which could affect 
their subordinates' reputations or have a deleterious effort on 
morale. Another reason is that many commanders/supervisors are 
not sensitive to the significance of their subordinates' conduct 
from a security point-of-view. With respect to industry in 
particular, where the loss of a security clearance could mean the 
loss of a job, many employers are reluctant to report adverse 
information to the government for fear of prompting lawsuits by 
the affected employee. Finally, as a practical matter, contracto: 
typically exercise very little supervision over clear~d employees 
assigned in overseas locations. 

, ___ , . To encoura;·e:·s.uch reporting 
0

by industry, DoD clarif.iec 
its policy in 1983 to state that it does not expect the reporting 
of rumor or innuendo regarding the private lives of cleared indus\: 

·employees. Still, it. does expect to receive reports of informa-
tion which are matters of official record or of problems which 
have required professional treatment. qelatedly, cleared contrac­
tors do not now review that portion of an employee's personal 
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history statement {i.e., ''the privacy portion'') that contains 
personal data (e.g., certain criminal history data, use of drugs) 
unless the employee consents to sue~ ~eview. As a consequence, 
i~formation concerninc the emclovee's backaround which mav be 
known by the company ~nd whic; w~uld supplement or contra2ict 
that provided by the employee on the form is not being collected 
from the employer at the time the clearance is requested. The 
rationale for this policy is that DoD will obtain more information 
from contractor employees if they can be assured their employer 
will not have access; and, secondly, to prevent the employer from 
using such information for other purposes which could adversely 
and unfairly affect t~e em~loyee, (e.9., ter~inate his employment, 
reduce promotion chances). 

The Commission believes the lack of commanders' and 
supervisors' involvement in the security process is cause for 
concern because the command/supervisory system offers the most 
likely means of identifying security problems, including indicators 
of espionage, among cleared ~ersonnel. In virtually every recent 
espionage case, there has been evidence of conduct known to the 
commander/supervisor which, if recognized and report.ed, might 
have had a bearing on the continued access of the individual 
concerned and could have resulted in detection of his espionage 
actitivies. 

The Commission has already recommended, and the Deputy 
Secretary of Defense has approved, two actions to treat this prob­
lem. The first requires annual military and civilian performance 
and fitness reports be revised to incorporate a requirement for 
the commander or supervisor to comment upon the subordinates' 
discharge of security responsibilities. The second requires com­
manders and supervisors to review all personal history statements 
submitted by subordinates with TOP SECRET clearances for purpose 
of initiating the required 5-year reinvestigations. If the 
commander/supervisor is aware of additional information concerning 
the employee which may have security significance, he will be 
required to provide such information at the time the reinvestigation 
is requested. A copy of the Deputy Secretary's actions is included 
at Appendix D. 

An additional and important means of involving com­
manders and supervisors in DoD components would be to institute a 
program modelled after the DoD Personnel Reliability Program (PRP) 
which is designed to ensure that persons with access to nuclear 
weapons remain trustworthy and stable while. performing such 
duties and which has proved its effectiveness over the years. 
Under this program, the commander/supervisor is required to make 
an initial evaluation of the individual and certify that, after 
review of the individual's pertinent records, he i~ fit for his 
anticipated duties. Periodic evaluation of particioating personnel 
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focuses upon indicators of possible unsuitability for conti~ued 
duties. The same concept could be applied to a wide range of 
classified programs, although, given the resources required, 
it would likely have to be limited to specifically designated 
programs of particular sensitivity. 

RECOMMENDATIONS: 

16. Require cleared contractor facilities to adopt procedures 
designating one or more individuals to act as agent(s) of the 
government, who shall be responsible for reviewing and comparing 
all information oro•;ided b•; aoolicants for sec:.~ritv clearances c 
their personal history sta~em~~ts ~ith ocher infor;ation known t 
the company, to ensure such information is accurate and complete 
moreover, procedures should specify that any applicant may indic 
on the form that he has information which he has not included bu 
wishes to discuss with a government investigator. Prohibit any 
use or dissemination of such data within the cleared contractor 
other than for this specific purpose. 

17. Direct appropriate DoD components to instit:.~te a "relia­
bility" program for military and civilian personnel involved in 
especially sensitive programs or assigned to TOP SECRET position 
of high criticality. It should embrace elements of, but be less 
structured than, the DoD Personnel Reliability Program (PRP). 

-. . 
I. Acquiring Information from Additional Sources 

.There are no formal cbannels in DoD for individual 
to re.port information of security significance except through 
their command or organizational channels. Similarly, employees 
in. defense industry are advised to report information of securit· 
significance to their security officer or supervisor. This tend: 
to discourage reporting of pertinent information since the typic: 
employee is reluctant to "inform" on his fellow employees, and, 
in most cases, is unable to gauge whether the information is 
significant enough to justify the unpleasant consequences which 
may follow. 

One means of stimulating such reports would be 
.to.obtain Congressional authority to reward persons who orovide 
-information leading to an arrest for espionage, or the identi­
~fication of hostile intelligence agents. There is legal precede: 
for this type of. appr-oa,ch to obtaining information on terrorists 

·tax evaders, and other types of criminal behavior. Rewards may 
.encourage more reporting of significant information bv employees 
·who now convince themselves that·information in their-possession 
is too "insignificant" to warrant gatting involved. 

. - .. J:-

. ·c·--.~ · ··· Also, DoD has no formal, s-ystematic means of obtain 
ing relevant information concerning cleared personnel from law 
enforcement or regulatory agencies of federal, state, and local 
government. DoD should have a means of learning of misconduct 
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which is already a matter of oublic record, whether or not it is 
also reported by the commander or supervisor. Similarly, other 
information with potential security siqnificance is available 
within the federal government (e.g., loan detaults, stock ownership 
by foreign interests, tax liens), but DIS routinely does not seek 
or obtain access. 

RECOMMENDATIONS: 

18. DoD components and industry should establish appropriate 
alternative means whereby information with potentially serious 
security significance can 8e ~~~orted other than through command 
or organizational channels, e.g., drop boxes, post ~a~ds, or 
designated telephones. In this latter case, the "hotline" 
established by the DoD Inspector General to receive reports of 
fraud, waste, and abuse, could be used to receive such reports 
of an unclassified nature, ~hich would then be transmitted to the 
appropriate military counterintelligence element or the DIS for 
follow-up as may 8e warranted. 

19. DoD should seek legislative authority to establish a program 
of monetary rewards for its personnel and contractor employees 
who provide information leading to the apprehension of persons 
engaged in espionage, or the identification of a hostile intel-
1 igence agent. 

20. DoD should seek Department of Justice cooperation in obtain­
ing, public record ctiminal justice information involvinq cleared 
DoD employees and contractors. Similarly, DoD should press for 
DIS access to o~her automated data banks of the federal government 
which contain information of potential security significance 
concerning cleared employees. 
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II. Manaaing and Controlli~a Classified Information 

The majority of DoD's Qolicies and ~rocedures for 
managing and controlling classified intormation implement 
Executive Order 12356, which prescribes poilcy and procedure 
for the entire Executive Branch. The Sxecutive Order, among 
other things, establishes the levels of classified information 
and delegates the authority to classify information to the 
heads of departments and agencies, including the Secretaries 
of Army, Navy, and Air Force, who may further delegate such 
authority as n•cessary. The order further provides that infor­
mation shall be classified if it falls i~to certain~p~escribed 
categories (e.g., "military plans, weapons or operations; 
vulnerabilities or capabilities of systems, installations, 
projects or plans relating to the national security") and its 
unauthorized disclosure could reasonably be expected to damage 
the national security. Dissemination of such information is 
limited to those •,;ho are decermined to be t=·~st·,;orthy, i.e., 
have a securitv clearance and a ''need-t~-know'' such·information 
in the perform~nce of official duties. Transmission of such 
information by ·either electronic means or by physical relocation 
must utilize methods which will prevent the disclosure of the 
information concerned to unauthorized persons. Such information 
must be stored in approved containers or under other approved 
conditions, and must be safeg-uarded to the extent necessary to 
prevent u·nautho.rized access. 

-With some exceptions, these safeguarding requirements 
are e~sentially the same for DoD components and cleared DoD 
contractors. The latter are bound by the terms of their con­
tracts to perform classified work and to abide by DoD industrial 
security regulations. 

Executive Order 12356 also permits the heads of depart­
ments and agencies to establish "Special Access Programs" to 
protect "particularly sensitiv'e" classified information; such 
programs and subject to "systems of accounting" established by 
agency heads. 

Executive Order l2j56 does not explicitly treat the 
transmission of United States classified information to foreign 
governments, apart from providing that classified information 
shall not be dilseminated outside the Executive Sranch unless 
it is given "equivalent" protection by the recipient. More 
detailed policy governing the foreign release of classified 
military information is found in the National Disclosure Policy, 
promulgated by the President and administered for the Secretaries 
of Defense and State by the National Disclosure Policy Committee, 
chaired by a representative of the Secretary of Defense. 
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A. Classification 

The•e a•e no verifiable figu•es as to the amount 
of classified material ~•oduced in DoD and in defense industry 
each year. DoD reported an estimated 15 million documents 
classified in 1984, but this estimate is based on a sampling 
of message traffic from selected automated systems. DoD 
concedes the actual figure may vary considerably. In any case, 
it is clea~ that the volume of classified documents is enormous. 
Obviously, the Department needs to protect much of what it is 
doina with classifica~ion controls. Nonet~eless, too much ' 
information appears to be classified and much at higher levels 
than is warranted. Currant policy specifies that the signer of 
a classified document is responsible for the classification 
assigned but frequently, out of ignorance or expedience, little 
scrutiny is given such determinations. Similarly, while chal­
lenges to improper classi:ications are permicted, few take t~e 
time to raise questicna~le -classificati~ns with the originator. 

The Secretary of Defense and Secretaries of the 
Military Depa•tments have granted the authority to make 
"original" classification decisions, (i.e., to decide at the 
outset whether and at what level a program, project or policy 
is to be classified) to 2,296 "original classification authori­
ties", including 50 4 officials with TOP SECRET classification 
authority and 1, 423 with SECRET authority. Over the last 10 
years DoD has pared down the numbe• of officials with original 
classification authority; further reduction~ can be made. Given 
the fact that relatively few original classification decisions 
are actually made each year and these typically govern new pro­
grams and projects, such decisions necessarily ought to be made 
or approved by a limited number of senior-level officials. At 
present, there appear to be original classification authorities 
in some DoD components who are not in positions to exercise 
such control. 

All persons who create new classifed documents 
based upon an original decisions to classify a program, project 
or policy are bound to carry over the "original" classification 
decision to the document being created. This process is called 
"derivative classification", and comprises by far the bulk of 
classification activity carried out in DoD. 

DoD requiris that original classification authori­
ties issue classification guides prior to the implementation of 
a classified program and p•oject, setting forth the levels of 
classification to be assigned to the overall project and to its 
component parts. Currently 1, 455 such guides are in existence, 
however, many of these are incomplete and se•iously outdated, 
notwithstanding the DoD requirement that they be reviewed 
biennially. Generally, classification guides do not cover 
policy determinations and actions ensuing therefrom. 
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Clea~ed DoD cont~acto~s do not have ''o~iginal clas­
sification autho~ity" and must apply the classifications given 
them by the p~oject a~ prog~am office to the documents they 
c~eate. This classification guidance is p~ovided in the form 
of a contract security specification to all classified contract~ 
(DO Form 254), which is intended to provide the contractor with 
specific classification guidance, including the applicable clase 
fication guide, and the identification of the individual to be 
contacted if questions arise regarding classification. While 
logical in concept, this system is flawed in p~actice, being 
dependent la~gely upon the tho~oughnel'ls and diligence of the 
contracting office to provide the. required guidance~ _Although 
DIS regional offices have "classi~ication managers" assigned to 
facilitate the inte~change between contractor and prog~am officE 
they are not in a position to provide such guidance a~ to motiv2 
the cont~acting office to become more deeply involved. The 
contracto~, though desiring ans~e~s, is often not inclined to 
bother his DoD benefactor. 

In gene~al, shortcomings in the area of classificati 
are p~imarily ~ matter of inadequate implementation of existing 
policy, ~ather than a matter of deficient policy. (These inade­
quacies are gene~ally addressed in Recommendation 53, below, 
unde~ "Command/Supervisor Emphasis.") 

- . 
-· The remedy is s~raightforward: disciplined complian 

with the rules. 

RECOMMENDATION: 

21. Require, rather than simply permit; challenges to classific 
"tions believed to be imprope~. 

3. Dissemination of Classified Information 

Classified i~fo~mation may be disseminated only 
to someone with a security clearance at the level of the infer 
mation concerned who has a "need-to-know" such information in 
the performance of official duties. TOP SECRET information is 
strictly accounted for both in DoD and in industry by a system 
of receipts, serialization, disclosure records, and inventories. 
Control procedures for SECRET and CONFIDENTIAL information are 
left to DoD components and, in practice, vary widely. Cleared 
DoD contractors, howeve~, are required to maintain a chain of 
accountability for all SE.CRET documents. .._, · .. 
~.-:;_ ..... _" ·~ ....... ·-

c.--. . ,... • 

Reproduction of TOP SECR8T information under existinc 
··::.poiicy must be approved by the originator of the information in 
·.question. Reproduction of· SECRET and CONFIDENTIAL documents is 
'hot so restricted, and ~eproduction controls, if-any, are left tc 

components· to determine. .... -~: _. --::- _. -: . :· - ..... . . - -~ ~ . ·- - - . 
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Most classified documents produced within DoD are 
multi-addressee memoranda, messages or publications, whose 
recipients could number in the hundreds. They are routinely 
handled by clerical and administrative personnel, as well as 
the staffs of the named addressee~. Often such documents are 
distributed to recipients whv have simply indicated they have 
an "interest" in the general subject matter covered in this 
and recurring reports without any critical evaluation of their 
need-to-know. Similarly, with respect to message traffic, often 
little confirmation of "need-to-know'' is done initially or on a 
continuing basi~. Getting on the list usually guarantees access 
regardles~ Qf actual need. 

Classified information is exempted from release 
to the public under the Freedom of Information Act (FOIA), and, 
obviously, is not permitted to be released in open congressional 
testimony, or in articles intended for open publication. While 
DoD has mechanisms to provide security review of each of these 
potential channels to prevent improper dissemination, there are 
occasions when such disclosurgs occur due to human error or 
negligence. In 1984, C!A obtained congressional approval to 
exempt certain categories of its files from review under the 
FOIA, but DoD has no similar authority for its highly sensitive 
files. To require that such information be submitted to classi­
fication review is ultimately a waste of DoD resources since it 
cannot be released under any circumstances, and it risks the 
possibility that through human error it might be inadvertently 
disclosed. · 

In a related vein, although Executive Order 12356 
provides that departments and agencies may disseminate classified 
information to persons outside the Executive branch provided such 
information is given "equivalent protection" by the recipient, 
DoD elements frequently provide classified information to the 
Congress without any understanding of how such information will 
be protected. While all congressional staff members who receive 
access to classified DoD information are, in theory, cleared by 
DoD, little attention is given the handling and storage of such 
information by congressional staffs, who are not, in fact, bound 
by the safeguarding requirements of Executive Order 12356. The 
Roth/Nunn subcommittee report cited this deficiency as requiring 
the attention of the Congress. 

RECOMMENDATIONS: • 

22. Require DoD components to institute a uniform minimum degree 
of accountability for SECRET documents, which shall provide (1) a 
means to verify that any such document sent outside a major sub­
ordinate element of the DoD component concerned has been received; 
(2) a record of distribution outside such elements, where such 
distribution is not otherwise evident from the address line or 
distribution list; and (3) a method of verifying the destruction 
of such documents. 
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23. Direct DoD components and contractors to impose better con­
trols over reproduction eq·~ipmenc used to copy classified infor:r. 
tion, such as (1) establishing classified reproduction facilitie 
where only designated clerks could reproduce classified material 
(2) instituting key control over reproduction facilities; or 
(3) requiring two people to be present when classified materials 
are being reproduced. Additionally, initiate long-term action 
to develop technical or mechanical controls over unauthorized 
reproduction built into the equipment itself. (See Recommenda­
tion 58, under "Research" below.) 

24. Press for legislation similar to that obtained by the CIA i 
1984 to exempt certain ca:egories of ~ighly sensiti~e-cfassified 
information held by the DoD from processing under the FOIA. 

25. Urge the President of the Senate and Speaker of the House 
of Representatives to adopt, for each House of Congress, rules 
to provide uniform minimum control over classified information 
provided by departments and agencies of the Executive Branch. 
Volunteer to provide DoD resources and assistance to Congress tc 
achieve this goal. 

c. Transmission of Classified Information 

Classified information must be transmitted in a 
manner that precludes its disclosure to. unauthorized· personnel. 
Classified telephone conversations- between cleared persons mu~t 
be over sec·ure voice equipment. Classified electronic communica 
tions between ADP equipments must be transmitted over encrypted, 
or ot.herwise protected, circuits. Couriers, commercial carriers 
and others who handle and transport classified information or 
material generally must be cleared to the level of the classifie 
information concerned. There are, unfortunately, shortcomings-­
some serious--in each of-these areas. 

Heretofore, there have been serious shortages of 
secure voice equipment needed to support DoD and its cleared 
contractors. This has led to "talking around" classified infor­
mation over unsecured communications channels vulnerable to 
hostile intelligence intercept. _The NSA has initiated a revolu­
tionary effort to make low-cost secure voice equipment available 
to DoD components, and, on a direct-purchase basis, to cleared 
contractors. Although this effort is in its initial phases ot 
implementation, it prorr;ises a quantum increase in--the capability 

·to transmit classified information by secure voice means. 
,.. . ... ---

-~ · ·· .. · ·There ·are al-so· rllajor--P-rob.lemS i.n the a~ea-: ~f 
-automated systems security_._ While DoD and its contractors have 

:~grown increasingly dependent on automated systems to process botr. 
'classified and-unclassified information, fnsufficient attention 

--has been given to. buil¢ing_ security capabiLities into computers 
-::·and-related dis'trib'ution system's. · - ,_;;"'-,c:::_;·:.:.N 
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.Computer security encompasses various internal 
technical measures as part of the architecture, design, and 
operation of automated information systems. Devices currently 
susceptible to unauthorized manipulation include computers, 
workstations, word processors, and storage transmission and 
communications systems used to create, process, tro.~sfer, and 
destroy information in electronic form. The technical flaws 
that render computers vulnerable often exist at the most 
complex, obscure levels of microelectronics and software 
engineering. Frequently even skilled engineers and computer 
scientists do not understand them. The subject is at the 
leading edge of technolo"gy. 

The National Computer Security Center (NCSC) has 
been established at NSA to develop standards for new "trusted" 
computer systems and to evaluate products for use within DoD. 

·It will be years, however, before all existing DoD systems are 
adequately analyzed and upgraded or replaced. 

Because the federal government accounts for only 
four percent of the domestic computer market, NCSC strategy from 
the outset has been to encourage major computer manufacturers 
to build enhanced security into their standard product lines • 

. Working in cooperation with industry, the NCSC identifies 
vulnerabilities, develops countermeasures, establishes standards 
of trust, and promotes government and private. sector awareness 
of the risks and opportunities. 

Adequate cur'~·ent · ftinchn~te'ar···campu ter security 
research is,essential, since the effect of. research will not 
be realized in pra~tice for 10 to 15 years. 7 

Information classified at· the SECRET or CONFIDENTIAL 
level-may be appropriately wrapped and sent through registered 
and first class United States mail channels, respectively, so 
long as it remains entirely within United States postal control. 

' -~ ' M 

Current policy requires that TOP SECRET documents 
.be couriered by a person with appropriate clearance. There is 
no uniform policy or system, however, for selecting and autho­
rizing.sucn couriers. Most of the TOP·SECRET and other very 
sensitive·matirial which is couriered long.distances is handled 

·.bY the Ar:ined Forces Courier Service. ( ARFCOS l which· operates 
... worldwide und·e-r a charter· issued ..Qy_ the Jo~nLChiefs of· Staff. 

·. · ·_Although ARFCOS has,. for the mosi::.part, been able to carry·-ou t 
'. its mission .in. a ·secure inanne.r.,. it.1 does .note possess the .physical 

... cefacilitfes ,"~comrriunic.atio.ns in'eans, or secure vehicles necessary 
to protect effectively the very sensitive classified information 

__ ,.~n ._i_ts _trust .. - .,_-;,- .·r-..;.~....)::; .. :;:_~~-z:.:: "Js-:j;j·_· 

- ~;. ~:- --•. ~ ~-·:: ~~0~ .. - ~~ ~-~ ~ ~ ~ :~~ ·~ ~ "-:.~~~ ,.,:,~ ~;;;~~ ~~~ 2~~~ ~ :i -~:~~ "~.:·~ ~~~~ ~·~ 
'Z~.:nl-· .... -·--- •J- - -.n· 
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Commercial carriers in the United States Nhich 
transport classified material are required to be cleared at 
the appropriate level. Through a system of receipts, minimal 
accountability is maintained from cleared sender to cleared 
recipient. Although it is patently impossible for DoD person­
nel to accompany all of the many shipments, checks could be 
made by DoD elements to determine wh~ther the carrier complies 
with DoD requirements. 

RECOMMENDATIONS: 

26. Support and facilitate the efforts oE the ~SA to provide 
low-cost, secure voice telephone equi~ment to com?oQents and 
to cleared contractors. . ... :.:., 

27. Provide greater funding for the research and development 
·efforts of the National Computer Security Center to improve the 
security of automated information systems. 

28. Direct OJCS to assess the adequacy of ARfCOS facilities,. 
vehicles, aircraft, and distribution elements to protect the 
highly sensitive information Nhich it transports. .: 

29. Require the DIS, the Military Traffic Management Command, 
or other appropriate DoD organizations to conduct.periodic 
compliance checks of classified ot s~nsitive shipments in transit. -.. 

D. Retention and Storage. 
·- -' . . . 

1 
. I'. 
'I' ·.'I 

I 

I' 

j' 

1 
t 

I 
I 

. ·-.-:Unless a classified document is-marked fo~ declas- ·1 
sification upon a certain date or event, it will remain classified J 

until declassified by the originating office or higher authority. 
It may_ be retained, in theory, only while there remains a "need." 
In practice, however, there are no real controls in DoD 6ver the 'I 
retention of classified: information apart from the practical one 
of a place to store it• The required characteristics for·such 
storage containers are detailed in existing policy. .i 

---·- There are statutory and DoD prohibitions regard-
j 

ing the destruction of "permanently valuable records" of t::.he 
government, but the vast majority of classified documents _held :']' 
by DoD and its contractors do not qualify as ·s·uch. The bl]'lk of ..1 
DoD's .classified holdings are not •-record "cop'ie_s" 'of 'Class,ifi.ed ,, ,11:;1".' 

,documents held by· the o,riqinator; i'hstead, they .consist_of. the . , , :'':'.j 
__ multi tudE7 of: • addi tiona~ ·cop ie7 ... of~ c~_ass if ied memorand.;i' ;'~messages, . ).;·ic.J 

a~d. publlc~tions that flnd theLr ':!ay_ l!'l_to_ t~_o~:~~anfl:s P.f: _sa.~es .iif1d.. .,j.~'i;¢1 . ...... fl:llng cab1nets ~·-:,ffl~ 'lC ,znJS~m .;;r~ .......... ~.,.~.$,.u ........... ,~;-".,.,.,.. .. .,..,.,, .··-~·~-·-·.··}~~:~.' 

·~~::~~ :; , :~~ z:~~~~:~:~~~~=n~:~~t~~i · f~~:~i~:~!~L~Y~\Y; ~~:~~~ .· :!.i~;!. 
SECRET informat'ion; for SECRET, one '"'itness is required, un·Iess 
the requirement for destruction certificates has been wai · ··· · 
meet operational exigencies. As a practical matter, these 
quirements a-re not adhered to or enforced in many DoD c 
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RECOMMENDATIONS: 

30. Prohibit the retention of classified documents which are not 
"permanently valuable records of the government" more than five 
years from the date ot origin, unless specifically authorized in 
accordance with record disposition schedules established by the 
component head. 

31. Designate an annual classified information "clean-out" day, 
where a portion of the work performed in every office with clas­
sified information stored would be the destruction of unneeded 
classified holdings not otherwise reauired to oe retained. 

32. Establish a general policy, subject to waivers prescribed by 
component heads, that employees not be permitted to work alone in 
areas where TOP SECRET or Special Access Program materials are in 
·use or stored. 

E. Soecial Access Programs 

Authority'to establish Spetial Access Programs is 
contained in Executive Order 12356, "National Security Information." 
The intent is to ensure that sensitive activities are afforded 
greater protection than that normally accorded classified informa­
tion. With few exceptions, such programs involve intelligence, 
military operations, research and development, and acquisition. -

Special Access Programs originating in DoD must 
be approved by the Secretaries of the Military Departments or, in 
the case of other DoD components, by the DUSD(P) on behalf of the 
Secretary of Defense. 

Such programs have proliferated in DoD in recent 
years, apparently out of concern that "normal" security does not 
sufficiently protect the information at issue. In a few cases, 
the special security aspects of-these programs consist of nothing 
more than access lists; most, however, involve elaborate security 
framework~ and requirements, and may involve substantial numbers 
of persons with access. Most involve defense industry and are 
typically excluded from the Defense Industrial Security Program 
by decision of the sponsoring department or DoD agency (hence the 
term "carve out" contract). 

All su~h programs are required to be reported to 
the DUSD(P) who maintains the "system of accounting" required by 
Executive Order 12356. DUSD(Pl concedes that not all programs 
have been reported. Under DoD policy, each of the Military 
Departments is required to maintain a focal point office for 
administration of its own Special Access Programs. The DoD 
Inspector General has also created a special cell of cleared 
inspectors to conduct audits of such programs. 

2 ~(' .· :.-·'.1 ~ ... _.?~ .~·: :~~ --.:..-;: ·-

,,;~~":' ··.-, .,HL:. e. 
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While the Commission is of the unanimous view 
that such programs are essential, they clearly present problems 
from a security viewpoint. 

First, although the sole rationale for the 
creation of Special Access Programs under Executive Order 12356 
is to provide enhanced security, ci•..:re is sometimes too little 
scrutiny of this determination at the time such programs are 
created. Unless an objective inquiry of each case is made by 
the appropriate authorities, the possibility exists that such 
programs could be established for other than security reasons, 
e.g., to avoid competitive procurement processes, normal inspec­
tions and oversight, or to expedite procurement actions. With 
or without justific3tion, there is considerable congressional 
sentiment that security is not the primary cause of"the recent 
increase in Special Access Programs. Congress voiced such concern 
in its report on the FY 1984 Defense Appropriation Bill. 

Second, unless there are security requirements 
established and adhered to by all such programs which exceed the 
measures normally applied to classified i~formation, then the 
purpose of creating such prog"ams in the first place is negated. 
The Commission has received reports from some con t rac·tors that, 
in fact, some Special Access Programs are afforded less security 
protection than collateral classified programs. This anomaly 
_results from either failure to utilize the security expertise 
of the sponsor~ng agency in the development of the security plan 
and in inspections, or delegation of responsibility to prime 
contractors to ensure subcontractors comply with-all special 
security requirements, a procedure not authorized for collateral 
classified co~tracts. _ . -. 

Third, it is apparent from reports received by the 
.Commission that there is no uniformity in the extra security 
"measures stipulated by DoD compoments for Special Access Pro­
grams. The individually developed security requirements, 
aggravated by the proliferation of.Special Access Programs, 
place an ~ndue burden on.contractors who are participating in 
a ,number of such programs. _ _ . - - --

- ~-··-; ·-·:···· 

~s Fourth, it is;also essential that appropriate 
oversight of.the security administration of· these programs be 
accomplished to ensure compliance with those security require­
ments which are imposed. Refusal to grant special program 

. access to. the DoD Inspector. ·General for oversight [)urposes must 
:,be. reported to the Cong'ress- in· accordance with· the statu tory 

provisions of the Inspector Gene~al Act. · --· 
.. . ... ·.·-•.• • __ r ..... rr._ nr_ .. "1 ~so·,·.!< .~~';lj'J'"Ct...',-~:r ~~t;:-j r.··;S;: 

:"::,._..::....::~:-·· --:::r:· ~o f':!J:<:: ... \..< ._ - - ... 

_ ._:: •- __ Some progress is. ·being made in each of these areas 
by_ a DUSD(P)-chaired Special Access Program-working Group. _; 
draft. set of minimum standards to"apply to·aEl"S~eciil-Access 
Programs, including those with industry involvemen~~- h~s been 
under discussion. The need for serious and continuing oversight 
is acknowledged·. 
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RECOMMENDATIONS: 

33. a. The Secretary of Defense direct an immediate and one-time 
review and revalidation of all existing Special Access Programs 
and associated "carve out" contracts by the Secretaries of the 
Military Departments and heads of other DoD components; results 
to be reported not later than March 31, 1986. 

b. The military departments should institute procedures to 
ensure the conduct of annual security inspection and regularly 
scheduled audits by the departmental security, contract adminis­
tration and audit organizations; and submit an annual report, 
summarizing such inspections and audits, to the Dep~ty Secretary 
of Defense. 

c. The DUSD(P) should expedite the development and promul­
gation of minimum security standards for DoD established Special 
Access Programs including those which involve defense contractors. 

d. Appropriate measures should be taken to relieve prime 
contractors of sole responsibility for subcontractor compliance 
with Special Access Programs security requirements; and henceforth 
security inspections of all contractor participation in Special 
Access Programs be performed twice a year by professional security 
personnel of the sponsoring component . 

. e. DIS should establish a core of specially cleared and 
qualified inspectors for Special Access Programs with associated 
contracts; and .inspection responsibility for these contracts be 
transferred to or shared with DIS when deemed appropriate _by the 
sponsoring component. 

f. Pursuant to his statutory requirements, the DoD Inspector 
General, in conjunction with the sponsoring department or agency, 
should conduct oversight audits of Special Access Programs. 

F. International Cooperation Involving the 
Transfer of Classified Informatlon 

Transfers of classified military information 
to foreign governments are governed by the National Disclosure 
Policy, promulgated by the President, which provides the general 
criteria and conditions to govern such transfers, and delegates 
authority for DoD components to transfer certain categories of 
classified information to certain foreign recipients on their 
own initiatives. Any contemplated transfer of class(fied infor­
mation which exceeds the eligibility levels established under the 
National Disclosure Policy must be considered and approved on a 
case-by-case basis by the National Disclosure Policy Committee 
(NDPC), an interagency body chaired by a representative· of· the 
Secretary of Defense. --

~ . ·. .. ,._ ~ . ·. 
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The ~DPC, as a major pa~t of its functions, 
also conducts pe~iodic s0rveys of the security framewo~k within 
~ecipient count~ies to ensu~e that eGuivalent level~ of.orotection. 
can be and are beino orovided Un1ted States class1f1ed 1nformat1on. 
Based upon the su~vey~, the eligibility levels of ~ecipie~.t 
countries are adjusted. 

This framewo~k is logical, and wo~ks ~easonably 
well in practice. There is, however, room for improvement. 

The Commission ·..;as :nade :<eenly aware of the ~isk 
to United States classi:ied information once ic leayes United 
States control, even in the hands of friendly allied count~ies. 
Although the United States attempts to assure itself of both the 
capability and intent of recipient governments to protect United 
States classified information p~ior to providing such information, 
as a p~actical matter, the Uniced States has little control over 
such information once in foreign hands, and has little expectation 
that it will learn of comp~omises. The pr~blem is pa~ticula~ly 
critical with ~espect to co-p~oducticn arrangements, where losses 
could entail not only the end-item being produced but also the 
technical "know-how" necessary to manufacture it in large 
quantities. 

It is also not uncommon for Defense o~ State 
Department officials who deal with other governments regularly 
with.respect to arms sales to suggest the United States is 
willing to sell classified ••eapons systems prior to obtaining the 
necessary approval of the responsible military service, and, as 
required, the NDPC. Such statements have.the effect of skewing 
the NDPC approval process which then must consider the political 
consequences of failing to follow through on what the other 
government perceived as a United States commitment. 

~inally, the NDPC security survey program is 
only modestly effective. Too few surveys are carried out, and 
there is insufficient flexibility in the program to satisfy 
DoD's most pressing requirements. · Even with res[lect to those 
surveys which are conducted, many lack the probing, objective 
analysis required, and, because survey team members (rep~esent­
ing NDPC member agencies) return to thei~ no~mal duties upon 
completion of the survey, survey repo~ts a~e often outdated •..;hen 
finally _published. 

RECOMMENDATIONS: .,. .,.... .... -'·· ... . -:· . 

34. The National Disclosure Policy should be amended to stan­
dardize th.e app~oach to be followed in ap[J~oving classiEied 
t~ansfers, to include: (l)· requi~ing a dete~'11ination that the 
need of the recipient cannot be satisfied by unclassified 
systems or clata; ( 2) if classified systems systems o~ data a~e 
required, then requi~e selection of a model or type of such 
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system that minimizes the need to transfer classified informa­
tion; (3) require phasing in of the most sensitive classified 
information over time, if feasible; and ( 4) avoid co-production 
of military systems which involve the manufacture abroad of the 
most advanced version of classified components or end-items. 
l'lhile the Cornmiss ion recognizes that the foreign disclosure 
process, in practice, generally operates in accordance with 
these principles, placing them within the National Disclosure 
Policy should ensure greater adherence. 

35. NDPC surveys should be conducted and administered by a 
permanent, dedicated staff of security professionals assigned 
to the NDPC capable of producing objective, timely reports. 
The survey schedule program must also be sufficiently flexible 
to meet pressing DoD requirements for in-country security 
assessments. 

III. DETECTING AND COUNTERING HOSTILE INTELLIGENCE 
ACTIVITIES UNDERTAKEN AGAINST OOD 

The FBI has primary responsibility within the United 
States government for keeping track of the activities of known 
or suspected hostile intelligence agents within the United 
States. However, DoD foreign counterintelligence agencies (the 
Army Intelligence and Security Command, the Naval Investigative 
Service, and the Air Force Office of Special Investigations) 
each coriduct, in. conjunction with the FBI within the United States 
.and in coordination with the CIA abroad, counterintelligence 
operations and investigations designed to identify and counter 
hostile intelli_gence activities taken against their respective 
services. · 

DoD components also dedicate substantial resources to 
security awareness briefing programs among their employees to 
sensitize them to potential hostile intelligence activities. 
Their experience has been that the greater the reach of such 
programs, the more information.concerning hostile approaches is 
reported. In industry, cleared contractors regularly receive 
"Security Awareness Bulletins" published by DIS; the military 
services also provide threat briefings to.selected contractors, 
which are supplemented by the FBI's.Development. of Counterintel­
ligence Awareness ( DECA) Program, whi'ch again involves briefings 
to select.ed defense contractor~:.- ;:,; · .: .. ,'. ,.·,~ -~ ·' _ '· , 

' "In addition, 'a variety: of measures are currently being 
implemented on a fragmented basis within DoD which are designed 
to provide indications of possible espionage activities ... These 
include requirements to report contacts with foreign represen­
tatives; to report travel to designated countries, or, in some 
cases, to any foreign countri·; the use of sources at sensitive 
projects to report evidence of hostile intelligence activities 
or indications of espionage; and the use of· physical searches, 
to determine 'if classified information is'"being remci-ied .from the 
premises w'ithout authorit'y.· ...... :·~ -"··- -""c . _,_ ........ 
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A. Limiting and-Controlling the Hostile Intellicence 
Presence within the United States 1 

DoD information is the ~rimary target of the 
hostile intelligence ~resence within the United States. DoD, 
therefore, has a majo~ stake in what United States actions are 
tok9n to reduce (or ex~and) the size of the hostile intelligence 
presence, as well as to limit (or ex~and) its operational envi­
ronment in the United States. A major step towards achieving 
reciprocity of treatment for diplomatic personnel was the 
establishment by statute of the Office of Foreign Missions withi. 
the Department of State in 1982. The diplomatic personnel of 
certain countries are now required to -obtain travel accommodatio: 
and needed services through the Office of Foreign Missions, whic 
handles such requests in a manner similar to the way in which 
United States diplomats are treated in the country soncerned. . . 

Recently, additional measures have been instituted 
in both the Legislative and Executive branches which would have 
the effect of further reducing or controlling the hostile intel­
ligence threat. I~ the FY 1986 State Department Authorization 
Bill, for example, two significant provisions impacting the 
hostile intelligence presence in the United States were added 
on Congressional committees' initiative. The first would apply 
to United Nations Secretariat employees who are nationals of a 
country whose diplomatic personnel are subject to the Office of 
Foreign controls, .those same limitations and conditions, unless 
th~ Secretary of State waives such requirements •. The second · 
would establish the· policy of "substant"ial equivalence" between 
~he numbers of soviet dip~omatic personnel admitted into the 
United ·states, and those United Stat~s diplomatic personnel 
admitted into the Soviet Union, unless the President determines 
additional Soviet diplomatic personnel may be admitted. 

Further restrictions ought to be instituted on the 
travel of non-Soviet Warsaw Pact nationals assigned to the Unitec 
Nations secretariat or to the diplomatic missions so accredited. 
The United States has heretofore refrained from imposing travel 
restrictions on any non-Soviet Warsaw Pact diplomatic and consul' 
personnel in this country. The rationale-has been that our diplc 
matic personal accredited to East European governments are allowE 
considerable latitude of movement. A reciprocity principle is 
sound insofar as it applies to non-Soviet Warsaw Pact diplomatic 

:·personnel accredited to,the United States Government. Extension 
of the principle to personnel at the United Nations is quite 
another matter. They are not accredited to the USGj their dutie£ 
should be exclusively geared to the business of the UN: but, as c 

-practical matter, they constitute a substantial auqmentation of 
the intelligence collection capabilities based at or directed 

-'.·:from their nations' embassies in Nashington. The united States 
· has no comparable means of augmenting its diplomatic missions in 

the non-Soviet Warsaw Pact-countries. Should those countries 
·react to travel restrictions on.Tts UN pesonnel by restricting· 
our diplomatic and consular officials, the us would be fully 

. 'j"iistified in taking similar action'' against those' 'personnel of the 
... , • '"countries concerned that are .. accre8 i t'~d i:o' ou'r gove'rnment. 
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RECOIIME NDATION: 

36. The Secretary should provide full support to Executive and 
Legislative branch efforts -- and where nec:ssary initiate 
action -- to reduce the freedom of action of hostile iOt.telligence 
operatives within the United States under diolomatic auspices; 
specifically: 

o By expanding the national policy of parity in numbers 
in the diplomatic establishments of the Soviet Union and the 
United States accredited to each others' governments, to 
encompass parity in treatment and privileges. 

o By extending this expanded policy of parity-to all 
other nations who present a hostile intelligence threat to 
the United States. 

0 By requiring that personnel of the non-Soviet Warsaw 
Pact missions accredited to the United Nations, as well as 
personnel of those nations assigned to the United Nations 
Secretariat, be subjected to the same travel restrictions as 
to those imposed on Soviet. personnel serving in those two 
capacities. 

B. Identifving and Monitoring Hostile Intelligence 
Agents 

The FBI has primary responsibility for identifying 
and monitoring known or suspected hostile intelligence agents 
within the United States. Counterintelligence elements of the 
military services also have trained cadres of counterintelligence 
specialists who conduct joint counterintelligence operations in 
the United States with the FBI involving DoD personnel or informa­
tion. DoD agencies do not, however, routinely support the FBI in 
terms of monitoring the activities of known or suspected hostile 
intelligence agents unless such support is specifically related to 
a joint operation. Potentially, DoD has ~he capability to provide 
considerable support to help meet operational exigencies -- not 
only with agents but also with technical and logistical assets. 

RECOMMENDATION: 

37. Explore with the FBI and Department of Justice the feasi­
ility of DoD counterintelligence elements playing a wider role 
in support of FBI responsibilities for monitoring the hostile 
intelligence presence within the United States during periods 
of unusually heavy activity. <·"·'- --·· •-· 

~· ·...-- ··r;"" 
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c. Counterintelliaence Ooerations and Analvsis · 

Policy matters concerning the DoD foreign counter­
intelligence activitives are coordinated through the Defense 
Counterintelligence Board, chaired by a repre~Antative of DUSD(? 
The c~•lnterintelligence elements of the military services conduc 
both offensive and defensive counterintelligence operations and 
investigations, the details of which are largely classified. Th 
also analvze available information from these ooerations as well 
as from other agencies in the counterintelligen~e community, and 
provide counterintelligen~e reports to their respective services 
(which are also sha-red ·,o~ith the community). The DIA, •,o~hile havi 
no operational counte\:intelligence role, ;lays a major role in t 
production of multi-disciplinary counterintelligenc~ analyses fo 
DoD as a whole, and coordinates the production of finished repor 
by the service agencies. 

Although resources for the conduct of counterintel 
ligence operations have increased in recent years, more are need 
to fund additional analysis of operacions to enhance the capabil 
to utilize "lessons learned'' from operational activities. This 
will provide better understanding of hostile intelligence target 
and modus operandi, as well as improved security to countarintel 
ligence operations. 

RECOMMENDATIONS: 

38. Ensure, in development of the N_ational Foreign Intelligence 
Program, there is increased funding for counterintelligence 
analysis. ~elatedly, PIA should establish a Multidisciplinary 
Count-erintelligence Analysis Center as a service of common conce' 

·for DoD, funded through the Foreign Counterintelligence Program, 
which will be responsive to the CI analytic requirements of the 
Defense Counterintelligence Board and the various DoD components. 

39. The Defense Counterintelligence Board should coordinate DIA 
and service activities to exploit operations: and evaluate 
technical advances being made by hostile intelligence services. 

D·. SecuritY Awareness Programs 

All DoD components with classified functions-have 
some type of security awareness program, consisting typically of 
required briefings, briefi~g statements, audiovisual ai~s, paste> 

·and publications of alL types, describing the hostile intelligen< 
·threat. Although such programs are not centrally coordinated in 
DoD, s•Jbstantial, if uneven, effort is devoted to. them. Moreover 
they have proven reasonably effective in sensitizing personnel tc 
possible hostile intelligence approaches. The military services 
report the number of contacts reported rises in proportion to the 
number of security awareness briefings which they are able to 
administer. 
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Although DoD compoments should continue to be manage 
and administer their own security awareness ~rograms, DoD should 
facilitate and coordinate these programs to avoid duplication of 
effort, and to improve the caliber of briefing~ and training aids. 
(See Recommendation 57, below.) 

Awareness programs in industry are far smaller and 
less effective. While the DIS publishes a "Security Awareness 
Bulletin" sent to all cleared contractors, it is rarely seen 
beyond the company security office. Similarly, while the military 
departments and the FBI present threat briefings to selected DoD 
contractors, these reach only a small portion of the 1.2 million 
cleared contractor employees, usually being given tQ ?ecurity or 
management officials. There is no overall coordination of security 
awareness programs within defense industry. The Commission 
believes that considerable dividends in improved security could 
be achieved by a relatively small investment to bolster the 
security consciousness of cleared contractor ~ersonnel through an 
effective security awareness program. 

RECOMMENDATION: 

~. Direct DIS, in conjunction with the military departments and 
the FBI, to take action on an urgent basis to increase the size, 
effectiveness, and coordination of the security awareness program 
in industry. 

E. Reporting Indications of Possible Espionage 

There are existing requirements for DoD-employees and 
contractors to report suspected espionage. However, there are few 
specific or uniform DoD requirements, applicable to all employees 
and contractors, to report information which could indicate to 
experienced investigators the possibility of espionage activity 
and the need for further investigation. To the extent that such 
information is being reported, the requirements to do so are 
larqely a matter of component regulations, and, in the case of 
cleared contractors, the requirements of the Industrial Security 
Manual. -~ 

Reports of unofficial or unsanctioned contacts with 
representatives of foreign governments, particularly where efforts 
are made to.elicit defense related information, could indicate 
espionage actvities. While most DoD components have some type of 
requirement to report such contacts, they are not uniform nor are 
they well enforced. In industry, there is no requirement to 
report such contacts short of ·che requirement to. report possible 
evidence_ <:f espionage. , · 

·c · ·Similarly, fo~eign t~avel at'particular i~tervals and 
to particular locations could indicate to experienced investigators 
possible espionage requir.ing follow-up. l'lhile many DoD components 
and defense industry have requirements to report travel by cleared 
personnel to Communist-bloc countries, very few components require 
reporting of travel to other foreign countries. 
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Other indicators of possible espionage activities, 
are not generally required to be reported, although such reports 
are occasionally made and a=ted upon. They include such thi~gs 
as unexolained affluence; unexolained absences; attempts to 
solicit. information beyond nne"•s need-to-know; and unexplained, 
unaccompanied visits to classified areas during non-work hours. 
In certain particularly sensitive programs, some military counte! 
intelligence agencies ask a certain· person(s) within such prograc 
to watch for and report any such indicators directly to the 
investigative agency. Such sources are not utilized, however, i: 
most DoD components or in industry. 

RECOMMENDATIONS: 

41. DoD should adopt a uniform requirement for both components 
and. industry employees to report (1) all contacts with foreign 
nationals '"'ho request classified or unclassified defense informa· 
tion, or which suggest a ~ossible effort at recruit~ent; and (2) 
all official and unofficial contacts with foreign national of an~ 
country determined by approp!:'ia::.e authority to have interests 
inimical to those of the United States. ~eports should be made 
to commanders or supervisors who will determine whether referral 
to investigative agencies is warranted. 

42. Direct DoD components and cleared cant racto.rs· to establish 
appropriate internal procedures ·requiring cleared employees to 
report to their security ofifice all_ personal ·for~ign travel in 
advance. Records of such travel should be maintai'ned by the 
office concerned for the last five_years. Hher'e travel patterns 
indicate the need for investigation, the matter will be referred 
to the appropriate counterintelligence investigative agency. 
While it is recognized that persons actually engaged in espionagE 
are unlikely to report such travel, a failure to observe this 
requirement, if detected, could itself suggest the need for 
further investigation. 

43. Authorize the use of passive·sources in sensitive, classifiE 
projects and programs to watch for and report indicators of 
possible espionage activities among cleared persons to appropriat 
authorities. 

F • Detecting and Investigating Securitv Violations 
. :: 2. ':. ;_ . ;c 

· .. : ·"'c" · ·' DoD policy .requires that securi~ty violations (i.e., 
:·instances where classified information was, or may have been, 

, .. compromised) be reported ,and _investigated. Relatively little 
- =;efforti however, is dedi~ated by DoD components to detecting such 

violations through unannounced inspections or searches, neither 
of which is made mandatory_ by DoD ?olicy and __ procedure • 

• "!;" -_.s\::e:::·. -~· ... ·~--··-· 
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· Moreover, where security violations are apparent, 
they are frequently not reported or investigated, and even less 
frequently are they referred to professional investigative 
agencies, even where a pattern of such violations involving 
the same individual is in evidence. Security violations which 
appear to be attributable to negligence, misunderstanding, or 
"exigencies of the situation" can, in fact, be indications of a 
serious security problem. 

RECOMMENDATIONS: 

44. Establish a policy t~at all persons entering or leaving 
defense activities, including, to the extent practical, its 
contractors, are subject to inspection of their briefcases and 
p~rsonal effects, to determine if classified material is being 
removed without authority. DoD components should then establish 
internal procedures to require some type of inspection program be 
instituted at the facilities under their control, recognizinq the 
need not to unduly affect the flow of traffic to and from DoD 
installations and to respect the personal privacy of employees. 
DoD components should also establish appropriate internal pro­
cedures requiring unannounced security inspections to be made of 
activities where classified work is performed. 

45. Require reports to appropriate counterintelligence and 
investigative authorities concerning ~ny employee who is known 
to have been responsible for repeated security violations over 
a period of one year, for appropriate evaluation. 

: 
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G. Takinc Ef~ective Action Acainst those who Violate 
the Rules 

In order to maximize compli3nce with the security 
standards and deter violations, commanders, supe!:••i sors, and 
contractors must effectively employ available criminal, civil, 
and administrative sanctions against those who engage in 
espionage, commit security violations, or otherwise compromise 
classified information. Effective enforcement deoends uoon 
both the adequacy of such sanctions as well as the willingness 
of supervisors to imp6se them. 

Crimes bv service members. The f'Y 1986-Defense 
Authorization Act amends the Uniform Code of Military 
Justice (UCMJ) to establish a peacetime military espionage 
offense and to provide capital punishment for both peacetime 
and wartime offenses. 

With these changes, adecuate criminal and ~dminis­
trative remedies ·..till be available to qunish a broad spectrum 
of violations of security rules by military personnel, including 
the unauthorized disclosure of classified information. The 
sanctions range from capital punishment for espionage to prison 
terms for less serious crimes to nonjudicial punishment for minor 
violations. 

Crimes by civilian personnel. Civilian criminal 
statutes relat1ng to espionage and unauthoriz~d disclo~ure of 
classified information do not provide adequate remedies •. For 
several years the Department has support.ed, in principle,. 
proposed legislation to establish more effective criminal 
sanctions against unauthorized disclosure of classified infor­
mation but agreement within the government with respect to the 
content of such a proposal has not been achieved. 

Other recent developments, however, may result in 
more effective criminal enforcement against civilian offenders. 
The first such development is the reinstitution of the death 
penalty for civilian espionage. A bill for :his purpose (S.239) 
has passed the Senate but not the House. Enactment of S.239 
would significantly increase the deterrent effect of existing 
civilian espionage statutes. 

• 

Since 1975; the Department of Justice has vigorously 
pursued enforcement of the espionage laws and related statutes. 
An example of this was the recent trial of Samuel Loring :Iarison, 
in which the trial judge ruled that the civilian espionaae laws 
can be used to prosecute the unauthorized disclosure of classifiec 
information without proof of a specific intent to injure the u.s. 
or to aid a foreign power. Morison was subsequently convicted. 
If the conviction is upheld, it will provide additional crecedent 
for the legal principle that deliberate unauthorized disclosure 



of classified information constitutes a crime under the espionage 
statute. Nevertheless, the precedent of the Morison case will 
not enable the espionage laws to be used to punish unauthorized 
disclosure of classified information under all circumstances. 

The courts have also allowed defendants to be charged 
with other types of crimes (such as theft of government property 
and conversion of proprietary information) in cases where classi­
fied information has been improperly obtained but where espionage 
is not an appropriate charge. This is illustrated by a recent 
prosecution for theft of classified DoD budget documents to enhance 
a contractor's competitive position. 

Civil remedies against civilian offenders. In those 
cases where the criminal sanctions against civilian offenders 
are inadequate, civil remedies may provide effective enforcement 
tools. For example, a suit against the offender for money 
damages may be possible under certain conditions; or action to 
recover documents from possession of an unauthorized person may 
also be undertaken. 

Administrative measures regarding DoD personnel. 
Military and civlllan employees of the Department who violate 
security regulations are subject to a range of administrative 
actions (in addition to the criminal and civil sanctions 
mentioned above), to include warning, reprimand, suspension 
without pay, forfeiture of pay, removal, and discharge. 
Executive Order 12356, which establishes the security classi­
fication system, provides that appropriate sanctions will be 
administered to those who violate the order, 

'. 

It is improper to impose suspension. o.r termination 
of a security clearance as a penalty for security violations, 
Nevertheless, adjudicative authorities should be permitted to 
suspend a security clearance in cases where an individual has 
clearly demonstrated an unwillingness or inability to protect 
classified information, pending the readjudication of his 
clearance, 

~ .. :.• - . ---. -··- ........... ·-.·;:~.;: :::- - -. 

'"Administrative measures regard'i'nq"contra'ctors and 
their employees. The responsibility for taking administrative 
action against offending contractor employees lies with the 
contractor. DoD has nq legal basis to force ~hi.co~tractor to 
take such action, In· the absen·ce"of such actions by the·con-
tractors, DoD's only administrative recour'se with respect to an 
offending contractor employee is to seek revocation of the 
individual's security clearance. Contractors-should be required, 
therefore, to establish and vigorously enforce company sanctions 
consistent with'DoD polTcy.··: ~c~-:'·_""- . .' <Oo-:cc::::~nu .. ;~ .. ""-n 
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With ~espect to the company itself, DoD may withhol~ 
payments unde~ DoD cont~acts from contractors ·,.;ho fail to comply 
with the te~s of the contract, including security requirements. 
Although this remedy has not heretofore been utilized in securit 
cases, it is potentially a powerful one. 

DoD can also revoke the contractor's facility clear­
ance based upon failure to correct sarious security deficiencies 
However, since most companies take some type of corrective actio 
revocation of the facility clearance rarely occurs, even thouqh 
the company may be cited for repeated serious violations. 

RECOMMENDATIONS: 

46. Continue to advocate enactment of legislation to enhance 
criminal enforcement remedies against civilians who improperly 
disclose classified infor~ation. 

47. Instruct commanders and supervisors, :.n c:::>nsultation •..;it:"l 
appropriate legal counsel, to utilize all aocropriate enforcemen 
remedies-- criminal, civil, and administrative --against 
employees who violate the law and security regulations. 

~. In the absence of mitigating circumstances, require super­
visors and commanders to refer .to appropriate adjudicative 
authorities the security clearance of any person who: 

a. Deliberately disclosed classified information to an 
unauthorized person; or 

-
b. Commi.tted two security violations within a year, one of 

which resulted in loss or compromise of classified info~ation. 

Provide further that adjudicative authorities may suspend such 
clearance when it appears that other classified information 
would be jeopardized by continued access of the individual, 
pending investigation and final adjudication of the clearance. 

49. Require defense contractors to establish and enforce compan 
policies which provide for appropriate administrative actions 

-·against employees who violate security regulations. 
- ·,.e• - . • ..._ ~- -. ., · .• _..:- • 

50~ Make broade·r use of the. ·auth.or(ty under DoD procurement 
.regulations to withhold payments under a classified contract 
ifi.~~der to enfo~~e compliance with DoD security reauirements. 

···:~·~:.-:;·: .,_;- "j -. ~~·-·-."("·:-: ·: .... --:. -

51. Permit revocation of a contractor's facility clearance for 
.repeated security violations of a serious nature or other conduct 
·which demonstrates a serious lack of· security responsibility, 
reqardless of .whether actions have been taken to correct scecific 
deficiencies for which the company had previously been cited. 
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PART TlvO: Management and .Execution 

In addition to reviewing policy and procedure, the 
Commission addressed shortcomings in the management and adminis­
tration of counterintelligence and security programs. Policy and 
procedure are only as effective as the manner in which they a~a 
carried out. Indeed, in terms of th;, entire process, policy 
formulation--while the indispensable beginning--constitutes only 
a minute part of the task to be accomplished; the far greater 
effort--and challenge--is in the implementation and execution. 

In general, the Commission found DoD counterintelli­
gence and security programs to be adequately managed by most 
DoD components. Nevertheless, it discerned major 9.i!P.s be tween 
policy and practice where improvements were urgently needed. 

A. Command/Supervisor Emphasis 

Commanders and supervisors, from the highest leader­
ship of the Department down to field commanders and officers of 
small defense contractors, play the key roles in making security 
policy work. Their roles involve not only issuing orders and 
instructions, but setting an example as well. Subordinates tend 
to observe security rules and regulations the way they perceive 
their commander or supervisor treats them. While it is impossible 
to measure precisely this intangible but crucial factor, the 
Department's .overall performance in. this regqrd must be considered 
uneven at best. 

Directives ·clearly tell commanders and supervisors 
what information should be classified and wh·en it should be down­
graded: still, ~verclassification remains a problem and declas­
sification· actions are rare. Directives explicitly prohibit the 
passing of.classified information to those lacking a clearance 
and a specific need-to-know: yet, all too often classified infor­
mation is discussed without ascertaining the level of clearance 
of the persons who are listening, much.less determining their 
"need-to-know". Regulations provide that classified information 
cannot be taken home to work with, unless stored in an approved 
safe, but the prohibition is ignored by many for the sake of 
convenience. Regulations restrict the reproduction of classified 
material: yet, files bulge with unauthorized· and often needless 
copies. By simply carrying out extant pol'icy, commanders and 
supervisors can substantially improve the quality of security in 
the Department. ·: · :";;·.: · ·_;_ .... _,. ~- ·'":' -

. ~ ~ .- • _ ·- ... : ,. ·.. . .. -~ _ s :. r .s · ~:: . ·: : -_.::·-: ,;:.:. 
Yet, some commanders and. s·upervisors show a clear· disdain for 

. security, leaving. compl·.iance to Clerks and secretaries, lvhen 
··security _requirements become an impediment,-they are ignored 
. either for reasons of. personal convenience: or:to.facilitate job 
.performance: or, perhaps;. for. political reasons: Wlia.tever the 

· reason, such attitudes have a debilitating impjct on subordinates 
and on .the success of the: program as .a whole. 'It· is ·difficult 
·for thecleared rank-and-file to take the system seriously when 
the individual in charge does' not comply with the rules. 
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RECOMMENDATION: 

52. The SecretarY of Defense should direct all DoD components 
which handle and store classified information to insticute one­
time "top-to-bottom" command inspections at every level of thei 
organizations within six months. Such inspections shc~'d, at a 
minimum, ascertain (1) if applicable DoD and component security 
policies are understood by commanders and supervisors, as well 
as subordinates; (2) if such policies are, in fact, being 
complied with; and (3) if they are being enforced. Results of 
these command inspections should be reported to the next higher 
level of authority, with DoD components ultimately submitting 
consolidated reports to the Secretary of Defense within nine 
months. DoD components should also ensure that recurring 
inspections are made by their Inspectors General or,equivalents 
in compliance with applicable security policies throughout the 
department or agency concerned. 

B. Organizational Arrangements 

The Comnission did noc consider i.n de9th organiz 
tional arrangements below the DoD level. It is apparent, howev 
that the organizations a~d offices involved i.n security policy 
development and oversight, as well as in security administratic 
constitute a substantial bureaucracy within DoD. Security poli 
functions are fragmented in most DoD components. Few ~ave con­
solidated all aspects of security poli~y under one official. 
Moreover, security officers are 6ften "buried" far down in the 
organization and consequently have little opportunity to bring 
major problems or meaningful recommendations to top management 
attention; nor do they possess the authority to conduct eff•cti 
oversight and deal with deficiencies. Security administration 
(as opposed to security policy development) is necessarily 
decentralized, reaching down to the 6ffice level. All too ofte 
however, there are no organizational links between security 
policy offices and security administrators, reducing mutual 
exchange between them. 

With respect to DoD-level organizational arrange· 
ments, security policy development within the OSD staff is spli 
between the Deputy Under Secretary of Defense for Policy (DUSD(. 
and the Assistant Secretary of Defense for.Command, Control, 

_Communications, and Intelligence (ASD(C3IJ). These offices sha. 
_oversight responsibility with the DoD Inspector General and the 
DoD General Counsel. Within DUSD(P), the Directorate for Count; 
intelligence and SecurLty Policy. staffed by 25 professionals, 
has primary staff responsibility for policy development and eve' 

-~sight of the areas oL information security; personnel security; 
physical security; industrial security; Special Access Programs; 
the disclosure of classified information to foreign governments; 

.. management of. the Foreign Disclosure· and Technical Infor:nation 
· (FORDTIS) system; operations security; and counterintelligence 

. ,operations, investigations, and production. As a result of a 
;~~~ . -----~ •. :.•,..;_;c;., ..J.·,j 27'L:_ ...... :.~_:.: .. -.. d!~~--~! ~-~ ·-:l·- ~-J 
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• recent OSD staff reorganization, responsibility for policy devel­

opment and oversight in the areas of communications security and 
automated information systems security was transferred to the 
Deputy Assistant Secretary of Defense for Command, Control and 
Communications (DASD(C3)), staffed in these areas 
by four professionals. Presumably, this decision was motivated, 
in part, by the designation of the ASD(C3I) as Chairman, of the 
National Telecommunication and Information Systems Security 
Committee (NTISSC), which formulates national policy in these 
areas from which DoD policies and procedures derive. 

It is clear, however, that all security disciplines 
have as their fundamental purpose the protection of classified in­
formation and must be applied in a fully balanced and coordinated 
way. Actions taken in one area, for example, persoRnel security, 
have a direct bearing upon actions taken in other areas, e.g., 
automated systems security. Where security policy functions are 
fragmented, the chances of reaching inconsistent and wasteful 
results are increased. Pertinently, the Departments of State 
and Enerqy have recently seen fit to establish consolidated 
professional security organizations at the Assistant Secretary 
and Deputy Assistant Secretary level, respectively. 

While there are numerous interdepartmental boards 
and committees in the area of counterintelligence and security 
established by DoD issuances, there is no high-level advisory 
board which covers the entire security area with a direct report• 
ing· channel to the Secretary of Defense. Recomme-ndations for 
changes to existing policy and procedure are thus moved through 
normal staff channels from· DUSD(P) or ASD(C3I) to the Secretary. 

A number of functions vital to the success of the 
DoD security program which. logically should be performed at DoD 
level are not being accomplished for lack of sufficient OSD staff. 
Indeed, the staff of the Secretary of Defense for security policy 
development and oversight is substantially undermanned. One or 
two professional staff are typically assigned responsibility for 
huge DoD programs, e.g., two each .for personnel security and 
industrial security; one each for Special Access Programs and use 
of the polygraph. Most stay fully occupied handling incoming 
actions; there is little time for policy development or oversight, 
theoretically their principal functions. 

For example, neither DUSD(P) nor ASD(C3I) coordinates 
research and development activities in the security area. A single 
action officer located in the Office of the Under Secretary of 
Defense (Research and Engineering) coordinates research limited 
to physical security hardware. In general, the..:_rni.l_i.t,.ar·y_ departments 
and, occasionally, defense agencies initiate such work on their own 
without DoD-wide evaluation.or application. The scope of this 
research effort is far to·o narrow (see the dis cuss ion of· "Research" 
below). .-·· _ .. , -····. ·,: _-,_ ::~v···~~ ·· ., ~ .- - ... 
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• A second area with virtually no staff involvement 
is.the collection of statistical data needed for management 
purposes. The Commission was struck ~Y the lack of statistical 
data available upon which management decisions concerning a 
number of critical counterintelligence and security programs 
should logically be based. 

A third area where there is no OSD involvement is 
the coordination of security training activities. The result is 
that there are numerous gaps and much redundancy in the existing 
system (see the discussion of "Training" below). Relatedly, in 
the area of security awareness, there is no OSD oversight to 
ensure that DoD programs achieve overall coverage or that they 
are supported by high-caliber briefings and audiovi~ual aids. 

There is also very little OSD involvement in impro• 
ing career development patterns for personnel Nith responsibilit: 
in. the security area. The DoD components are left to establish 
and structure their own programs, with mixed results. (See the 
discussion of "Career Development" below.) 

Finally, there is no central clearinghouse for 
information and publications in the security area. No office is 
charged with the systematic collection and distribution of report 
or research. Work done by one component gets to OSD or to other 
DoD components who may have a use for it only. by happenstance. 
Th~ system would benefit if a clearinghouse program we~e in 
ef feet. 

The functions set forth above are crucial to the 
overall security program. The discharge thereof will require 
personnel resources not now available to the OSD staffs concerned 
Those functions involving policy direction and oversight -- and 
properly the responsibility of the DUSD(P) -- can be accommodated 
by modest staff augmentation. Discharge of the other functions 
will require more personnel resources and need not, in any case, 
be placed within the OSD staff. In the Commission's view, the 
most practical solution would be to assign these responsibilities 
to an expanded Defense Security Institute (DSI). That institute 
is now part of DIS and its mission is limited to training DoD 
personnel and contractors in various aspects of security, as well 
as publishing security awareness materials .fat" industry. Under 
the Commission's concept, the Defense Security Institute would 
remain assigned to DIS but would be responsive to the policy 
direction of the DUSD(P). ,. 

,- • ' > M '> 

RECOMMENDATIONS: 
·-,;-:'" ~·-, ,···· .. -.'~:~···E.=-

53, The Secretary of Defense should re-examine extant OSD staff 
. functions in. light of the desit"ability of placing related secut"it; 

policy responsibilities in a single staff element. 

54, Unless countervailing management considerations obtain, the 
senior official(s) responsible for counterintelligence and securit 
policy matters within OSD and DoD components should have a direct 
reporting channel to the head of the department or agency. 
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'55. The Secretary should establish a Security Advisory Board 

to advise him periodically with respect to the security posture 
of the DoD. 

56. The Secretary should authorize modest augmentation of the 
OSD staff to insure effective policy direction and oversight. 

57. The Secretary should designate the Defense Security 
Institute as the ~rincipal support activity for DoD security 
programs; authorize its expansion; and· ~lace it under the aegis 
of the DUSD(P) for policy direction • 

• C. Research 

Although billions of dollars are spe~t·annually 
for security, relatively little goes to research activities. 
Moreover, significant aspects of security policy and practice 
should properly be based upon research. Yet, such research is 
neither ongoing nor planned. 

For example, there logically should be research 
to determine the optimum structure of background investigations. 
There should also be an analysis of the efficacy of the informa­
tion elicited on personal history statements required to be filled 
out by clearance applicants; and there should be a similar analytic 
basis underpinning questions being asked of the subject by DIS 
investigators. None of this exists. 

_ . - There should also be research into the efficacy of 
new t~chniques to supplement backgro~nd investigations, such as 
psychological tests, behavioral tests (to determine such charac­
teristics as compulsion to seek or reveal information received in 
confidence) and urinalysis, but, with the exception of work begun 
on the use of psychologi'cal tests, little has been accomplished 
in this area. · 

Research on the reliability and validity cif the 
polygraph is also minimal. Although the NSA has initiated a 
promising new effort in the past year, the topic urgently· 
warrants additional work •. 

Adjudication policies also beg for a firmer basis 
in research. DoD guidelines for denying security clearances 
should logically be based upon a credible analysis which . _ 
demonstrates a logical lin~ between the grounds used for _ 
denying a-security clearance (e.g., excessive use··of alcohol) 

.. : and _the .likelihood that such· behavior may reasonably 'be expected to 
lead to_a compromise of classified information. ·Currently,~· 

_.there .is~ ~nsufficient research underpinni:ng DoD adjudicati'on 
"policies. ___ ·;,.·.~·:... ··c ... -'-'-: -~"-·,·~·_,_,.,: :.~..: .. 
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There has been some improvement ~ith respect to 

research on physical security devices and equipment. Under· 
the direction of the Under Secretary of Defense (Research and 
Engineering), the _;rmy, clavy, and .>,ir Force are developing such 
devices as internal detection sensors, external sensors, and 
emergency destruction systems. Moreover, C~D has participated 
in interagency efforts which have led to improvements in secure 
storage containers and automated access devices. 

There is, however, a paucity of research accomplish 
or contemplated within DoD with respect to devices or procedures 
which·could detect or prevent the unauthorized removal of classif 
information from DoD or contract::Jt: installations ot:_·.,_hich could 
prevent or detect the unauthorized <:ep<:oduction of classified inf 
mation. In view of the technological advances in t:ecent years, i 
would appear that such devices or pt:ocedures are well within the 
technical capabilities of mode<:n indust<:y. 

~ith regat:d to infot:mation sacut:ity, almost no t:ese 
is available, onqoing o<: contemplated. ~nd yet, research into he 
the classification system actually works in ~ractice (i.e., how~ 
improper classification is there? how much classified informatic 
is created? how much is destroyed?) would p<:ovide a clearer basi 
than presently exists to manage the system. 

Only in communications security equipment and 
automated info~ation systems security, both·of which are managed 
by the NSA, did the Commission find well-defined research program 
in being. 

The deplorable state of research in the area of 
security can be attributed primarily to the fact that no ~ne offi 
is specifically charged with responsibility for coordinating and 
promoting all such activities. While such activities clearly hav 
to.compete with other DoD research priorities, funds have not, fo 
the most part, been requested or programmed for these activities 
any office or component. DUSD(P) agrees that such responsibiliti 
rest with his office, but states that he lacks sufficient staff t 
coordinate and monitor research contracts or component activities 
in this area. 

RECOMMENDATION: 
.. 

58 •. Authorize substantially increased funding for security resea 
to be coordinated through the DoD focal point (See Recommendation 
above), to institute research at the earliest possible date into: 
(a). determining the efficacy of the elements of background invest· 
gations, including information required on personal history state­
ments and in subject interviews: (b) the feasibility of the subjec 
providing additional information to establish bona fides: (c) new 
techniques to supplement the background investigation such as 
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,J " ,psychological tests, behavioral tests (e.g., to measure com-
pulsion to talk, to divulge or acquire information or the 
propensity for carelessness or to explain away problems); and 
urinalysis; (d) polygraph reliability; (e) the development of more 
precise adjudicative standards based upon conduct which is reasonably 
likely to result in compromise of classified information; (f) 
devices and equipment which could prevent or detect the unauthorized 
removal or reproduction of classified information; (h) how the 
classification system actually works in practice; and (i) physical 
security technology. The results of all such research efforts 
should be widely shared within the Department and its contractors. 

D. Training 

Securitv training, like other professional disci­
plines, has a direct bearing ·upon the quality of pe~formance. 
DoD has certain specific training requirements, such as for poly­
graph operators, but generally the type and length of security 
training, particularly in non-technical areas, are left to the 
discretion of DoD components. DoD requires no minimal level of 
training, for example, for civilian or military employees who 
are performing security duties. In industry, contractors are 
encouraged to avail themselves of training courses provided at 
the Defense Security Institute, but attendance is not mandatory. 
As a practical matter, larger contractors with security staffs 
usually send representatives to 'these courses,. while smaller 
contractors do not. The great majority of industrial employees who 
perform security duties receiv~ n~ formal security training. 

As stated earlier~ tti.ere is no· formal training, 
apart from occasional seminars, 'given to persons who mus.t adjudi­
cate security clearances. There exists a clear need to instruct 
such personnel in the application of DoD adjudication criteria 
to particular and recurring fact situations to ensure greater 
consistency of results. · · 

RECOMMENDATIONS: 

59. Establish minimal levels of ·required training for DoD military 
and civilian personnel who perform· security duties. Task the 
Defense Security Institute and National Security Agency, as appro­
priate, to-develop and provide basic courses of instruction for 
such personnel, supplemented as necessary. !:>Y. component courses of 
instruction. _A course of instruct·icin.on• adjudication of security 
clearances should be developed by DSI in coordination with the DoD 

,(;eneral Counsel, and made manda'i:or·y 'for ail"..PoD personnel assigned 
_adjudication functions.'· ... :.: .: - ·--.::.· ·::- -.. ;_ -~-- · .L't 

.~-:_ -.., ..... ·:~ .. -- ·::---: ·;· .. ]r~-:;,;roqr:~-:-:~ ·k-- ., .. _.- ,. 
60. Require all DoD contractor•'security officers, ·or those other­

- .. wise performing security duties'·far·a--cleared contractor, tci 
complete some type of uniform training; ·-This could take the· form 
.of a required correspondence course administered "by_ the ·Defense 

.• ·:_.:: ~'!:'-"/~.:. ··;r~' ,') L...r:·:-::-.:1-:~o:. """';I: .. ~J ~~.!. :. .. -:~~--.''"- .::- ·- ~-
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61. All training in the security area should result in a~pro­
priate certifications by DoD (e.g., as a security specialist, 
adjudicator, industrial security specialist) to be recorded in 
the ~ersonnel file of the individual. 

E. Career Develooment 

Security ~rofessionals seek other careers when 
they cannot envision a clear ~ath to higher ~ositions of rank 
and res~onsibility; when untrained and unqualified ~ersons are 
~laced into ~ositions which should be occupied by security 
~rofessionals; and when they are qualified for advertised 
positions but are hampered by being classified unde~ ~ job serieE 
which is too restricted. Unfortunately, in some DoD components, 
such conditions are already in evidence. 

In part,· this can be attributed to the fact that r 
DoD office is specifically charged with responsibility for career 
develo~ment of security professionals. Consequently, very little 
has been done in DoD as a whole to improve the career outlook for 
security specialists over the long-ter:n. The Commission believe! 
that this area m~rits serious attention and should be charged to 
an expanded Defense Security Institute (see Recommendation 57). 

The OPM Job Classification Standard for Security 
(GS-080) is seriously out-of-date and does n"o_t _accurately or com­
pletely describe the elements which cu~rently need to be included 
to cover today's civilian security specialists C•nd their militar 
equivalents). Moreover, current DoD and OPM standards do not 
require ·that security staff and leadership positions be filled 
by qualified security-professionals. This permits situations tha 
are demoralizing to security professionals. · 

RECOMMENDATIONS: 

62. The Secretary of Defense should request OPM to revise 
immediately the Classification Standard for Security (GS-080), 
to include comprehensive and accurately graded descriptions of 
all modern security disciplines integral to DoD security programs 

F~ Program Oversight 

• ·· ·Without cont"t"nuing program. oversight, there can b·e 
no assurance that policy is being translated into practice in the 
field. Within most Do~ components, oversight mechanisms are in 
_place, although their scope and effectiveness vary widely. At th' 
·top of the DoD security structure, however, program oversight is 
poor. While the Commission unanimously agreed that program 
oversight was appropriately_a function of the OSD staff, very 

·'little oversight is being pet"formed at that level due to lack of 
sufficient staff. For exam~le, OSD staff rarely conducts compone~ 
headquarters inspections, much less examines compliance of field 
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•elements with DoD security policy: Similarly, in some components, 
shortfalls in staff often result 1n partial or incomplete implemen­
tation of DoD security policy at the operating activity level. 

In industry, 225 DoD Industrial Security Represen­
tatives are inspecting on a periodic basis 13,000 cleared defense 
contractors to ensure compliance with industrial security require­
ments. Although the time spent by these inspectors at each cleared 
facility varies with the volume and level of cleared information 
possessed, as a practical matter, their inspections are necessarily 
circumscribed. The Commission concludes that this function is 
seriously understaffed. 

G. Resource Management 

The Commission did not delve in detaif into the 
resource management aspects of the DoD security program, since it 
considered the subject tangential to its primary task. However, 
even on the basis of cursory examination, several conclusions are 
evident. 

Some elements of counterintelligence and security 
are managed as separate programs or separate line-items 1n programs 
(e.g., foreign counterintelligence, background investigations, 
COMSEC); but counterintelligence and security is not "resource­
managed" as an entity. Indeed, there appears no useful purpose 
served. by attempting to do so. Many security expenditures are so 
deeply embedded in oaher budgets/programs (e.g., physical security, 
operation security) that attempting to isolate•them would be a 
~ime-consuming and ultimately unrewarding exercise. ' 

On the other hand, it may be prudent for DoD compo­
nents to select'for program management certain security elements 
which are not now programmed or budgeted as discrete line items 
but which involve large dollar expenditures. The objective would 
be to determine how resources are being spent and whether such 
expenditures are justified by the threat. The extent to which 
equipment is being shielded to prevent unintended emissions 
(TEMPEST) would appear to be a logical candidate since the costs 
of the requirement are estimated to run into the hundreds of 
millions of dollars annually. While TEMPEST protection may be 
essential· in some ove-rseas area-s, the environment within the United 
~tates is dramatically different. Consequently, the once rigid 
TEMPEST pqlicy ~was modified two years ago to prescribe shielding 
only when inspection verified that a threat existed. Yet, while 
the policy has changed, there is no-.means of verifying its imple-

. ~ ..,._l'!le~-~~t-~on ... ~9r ~i~_pa~_t_~_, -~~ ... ;1;~~:)~ ;:~~~·::.:· ::_,c~ -~.::-'Jr:n::l!.::.?l~ ?~~ · 
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~:'.·-•; :;._,':",'::.Relatedly,~there i(no office._iri;OSD which is 
__,, charged w) th 'making assessme'rd:s of- ~J::le qverall .efficacy of. the 

··DoD security system ~nd ~he'relative balance amen~ its several 
components •. _ No. office looks.at counterintE!lligence and security 
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(e.g., how much is being spent on background investigations of 
personnel with access to automated information systems versus ho1 
much is being spent on the technical protection of such systems) 
The lack of this kind of evaluation could lead to funding levels 
being greatly disproportionate, in terms of their relative contr: 
bution to the overall DoD security program. 

RESOURCE IMPACT 

!mplement3tion oE the Co~mission's rec~mrnendations 
would have Nidely differing resource implications: _ . 

o Some could lead to substantial cost avoidance. 

o Some could result in net savings. 

0 Some could require s~bstantial added expenditures. 

, Some could tle si:nply i.:"'CQ0,,9nient . ..,ithout represen· 
added costs • 

. Overall, there is a price tag. The totality of enhar 
ments. z:ecommended by the Commission will require more manpowez: ar 
dollars than now allocated to security progz:ams. Considezing,. 
however, overall defense expenditures as well as the monetary co~ 
of su~cessful espionage, these additional expenditures must be 
regarded as modest. 

Precise estimates of net costs are not possible, sine 
it· is impossible to quantify the impact of either those z:ecommenc 
tions which should save money, or those which will z:equire it. l 
the area of personnel investigations, for example, z:ecommendatior 
l-5 should logically result in fewer background investigations 
(and z:einvestigations) being requested, although the magnitude of 
such reductions remains to be determined. In addition, it stand~ 
to reason that implementation of Recommendation 10 (which applies 
the procedures used for interim SECRET clearances to the processi 
of all such clearances) should mean considerable savings to the 
Department overall, eliminating production delays while employees 
and contractors are waiting for secuz:ity clearances. 

On the other hand, Recommendations 8, 9; a·nd 1 4 call 
for significantly moz:e 'investigations than az:e now being conducte 
(e.g., an expanded investigative scope for SECRET; higher numbez:s 
of ·investigations}. It·· is clear· that with respect to DIS, sub­
stantially more resources will be z:equired than are now programme 

' ·~· _ ., The bulk of ·additional funds will be z:equired foz: pz:o· 
duction of communications secuz:ity equipment and z:eseaz:ch in 

,-·"":automated information systems security. Moz:e modest ·amounts woul 
·::;.·.be required for othe·r cat;egoz:ies of z:eseaz:ch ~ training; ovez:s ight 

and the administrative costs associated with some of the Commissi 
recommendations (e.g., establishing a TOP SECRET billet system, 
PRP-type z:eliability pz:ograms, accounting foz: SECRET materials, 
supervisory appraisals). 
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J " In large part, these additional costs could be offset 
if DoD components would simply comply with the policy changes 
described above with respect to the purchase of "TEMPEST-approved" 
electronic equipment for use within the United States. Many defense 
contractors told the Commission that DoD components were continuing 
to require them to purchase shielded equipment, notwithstanding 
the recent policy change, at substantially higher costs than 
unshielded equipment. DoD components could also ue reducing their 
own procurement costs substantially by complying with the stated 
policy. 

which 
beg in 
them. 

In any case, it is clear that fo~ those recommendations 
are approved and have budgetary impacts, DoD components must 
to program and budget the enhancements needed to implement 
This process should begin upon approval by the. Secretary. 

RECOMMENDATION: 

63. Recommendations of the Commission which require resource 
enhancements should be accommodated, as appropriate, by reprogram­
ming in fY 1986 or fY 1987, incorporation in the Program Objectives 
H.emoranda for fY 1988, or in the current Defense Guidance. 

CONCLUSION 

While no system of security can provide foolproof 
protection against espionage, it can make espionage more difficult 
to undertake and more difficult to accomplish without detection. 
In this respect,.DoD's current security program falls short of 
providing as much assurance as it might that the nation's defense 
secrets are protected. 

The Commission believes that increased priority must 
be accorded DoD security efforts. More resources should be 
allocated to security, even at the expense of other DoD programs. 
New safeguards must be added, and many old ones improved, even 
at a cost to operational efficiency. This is not to say that some 
resources cannot be saved or operational efficiency enhanced by 
eliminating burdensome and unproductive security requirements. 
Indeerl, a· number of such changes are recommended by the Commission. 
But, on the whole, DoD must be willing to pay a higher price, in 
terms of both resources and operational convenience, to protect 
its classified information. 
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The C.::mmission arrives at this conclusion mi:1df'...ll the 
security pl~ys only a supportinq role in the successful accompli£ 
ment of DoD's operational mission. 9ut the success of any classi 
fied project or operation must ~e judged short-lived at ~est if, 
at the same time, the results have been revealed to potential 
adversaries, who are enabled to develop countermeasures at a more 
rapid pace than otherwise. As bureaucratic and mundane as securit 
sometimes appears, it offers the only systematic means available 
to protect and preserve the defense community's triumphs and 
advances over time. Security must ~e given its fair share of 
serious attention and its fair share of resou~ces. 
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APPE:-IDIX A 
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Security Agency 
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Georgia Institute of 
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Director a: t~e A~~y Staff 

Deputy Counsel fot: 
Intelligence Policy, 
Office of Intelligence 
Policy and-Review, · 
Department of Justice 

Chairman of the Industrial 
Security Committee, 
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Deputy Assistant Sect:etary 
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Counterintelligence Division, 
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US Navy 
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APPE :JDIX B 

SENIOR INDUSTRY OFFICIALS INTERVIElvED 

BY T~E COMMISSION 

William H. 3orten 
President and Chief Oper-ating Officer 
Atlantic Research Corporation 

Norman C. Witbeck 
President 
Columbia Research Cor~oiation 
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Chairman and Chief Sxecutive Officer 
COMSAT (Communications Satellite Corporation) 
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Chairman and Chief Ex.ecutive Officer 
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Chairman 
Electronic Data Systems Corporation 
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Thomas v. Jones 
Chairman of the 
North roo 

Board and Chief Executive Officer 
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Emanuel Fthenak1s · 
President 
Fairchild Industries, Inc. 
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E • E . Hood , Jr. 
Vice Chairman of the Board 
General Electric 

Boyd T. Jones 
President 
Control Data Corporation 

John A. Young 
President and Chief Sxecutive Officer 
Hewlett-Packard Company 

Warde F. Wheaton 
Executive Vice President 
Aerospace and Defense 
Honeywell 

Allen E. ?uckett 
Chairman of the Board and 
Chief Executive Officer 
Hughes Aircraft Company 

William G. McGowan 
Chairman of the Board and 
Chief Executive Officer 
MCI Communications Corporation 

Thomas L. Phillips 
Chairman 
Raytheon Company 

Jack L. Bowers 
Chairman and Chief Executive Officer 
Sanders Associates, Inc. 

Lawrence J. Howe, CPP 
. Vice President 
Corporate Security 
Science Applications International 
Corporation 

. -
- - - - . -

J. J. Yglesias 
Chairman and Chief Executive Officer 
SYSCON Corporation 

John w. Pauly 
Chief Executive 
Systems Control 

Officer 
Technology, Inc. 
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Robert c. Gormley 
President 
Vitro Corporation 

J. B. Toomey 
President 
VSE Corporation 

Douglas D. Danforth 
Chairman 
Westingthouse Electric Corporation 

Donald R. Beall 
President and Chief Operating Officer 
Rockwell Interna~ional Cor~oration 
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~ "· • APPENDIX D 

THE SECRETARY OF DEFENS::: 

2 8 AUG 1SOS 

MEMORANDU!1 FOR THE UNDER SECSE'fARY OF DEFE~~SE (POLICY) 
ASSIS~ANT SECR£TARY OF DEFENSE (FORCE 

~':ANAGE:•<£N1' AND PERSONNEL) 

SUBJECT: Security Evaluation of DoD Personnel with Access to 
Cl~ssified Infor~ation 

The proper handling and protection of classified inform•tion are 
vital to the acco~plish~ent or the mission of the Depart~ent of 
Defense. Each DoD member whose duties involves access to classi­
fied information must perform these functions in a manner ensuring 
the integrity of the information. Analysis of this matter within 
t~e Department of Defense reveals the need to increase supervisory 
attention to the trustworthiness or personnel for access to 
ciassified information and duties involving the handling and 
safeguarding or classified information. 

Accordingly, prior to October 1, 1985 take the necessary action to 
incorporate the following requirements in appropriate regulations: 

(l) Incorp·orate the following specific matters in regularly 
scheduled fitness and performance reports or military 
and civilian personnel whose duties entail access to 
classified information: 

(a) Whether the superv1·sor is aware of any action, 
behavior or condition that would constitute a 
reportable matter under the respective department/ 
agency's security re~ulations governing eligibility 
·for access to classified 1nforcation. If the response 
is affirmative, the supervisor should further indicate 
whether an appropriate report has been made. 

(b) Comments regarding an employee's discharge of security 
responsibilities. 

(2) Establish procedures to require a review by the i~~ed1ate 
supervisor of the D~ Form 398 (Statement of Personal H~story 
(SPH)) and related information submitted by employees 
in connection with a request· for a periodic reinvestiga­
tion. Immediate supervisors will review the Statement of 



.. 
Personal H!sto~y to dete~:nine if any rel~vant perso.~~el 

ity •~•o~-A~ 1 on ('~ t•R-s o• ·~e c~~~~~ 1 ~ Ao~l,Jh-~ed secur ........... :::,~,..... ... .. ~;;.,.. ... ...... l. ........ ow._.::, u._.1.J..i-<.J.v' 

in para~~aph 2-200, DoD Regulation 5200.2R) of wh1Qi th~ 
supervisor is aware has·been excluded. If the SU?~~vlsor 
ls unaware of any such additional informacion pertaining 
to the individual, the supervisor will append a ce~~i­
fication to tl".at effect on the SPH. Ho·o<~eve.-, If; the .. 
supervisor is aware of such additional informationJj~hat 
fact will be reported in writing by the supervisor to th• 
cognizant security adjudicative authority. This report:. 
should include any information provided by the subj~ct 
by way of clarification or miC~gation as well as an~ 
additional information ~nawn by the supe~·,tso~ thatl'is 
pert~~ent to the :on~~nued eli~!~il!:y of~thg .sub:e~c for 
access to classified 1nfor~ation. 

Initially, this requirement may be met by ad hoc procedure~ and 
entries. However, th~y sho~ld be 1nco:?orated in approp~~iate 
r~gulattons and for~s at t~e earliest p~3ct!c~ble cppo~~U~!ity. 

, 
Provide for approp~!ate SoJ cJ~po~ents ~o 
iln~le~ent these ra.~u~~e~a~:s to :~e ~~de~ 
for Policy by-November 15, l9S5. 

~epo~t actions ~o 
Secre:a~y of De~ense 

-~- ' 

., .: .. -

• 

, .. ·• ·::.:: 6 ~ 

. ..._ . .::..: 
' '. -· ........ -~-. -. 

d~~- . /(', 7 ... 7./ :;:;. 
William H. Ta!'t,/IV 

Deputy Secretary or Defense 
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\J '.. .. APP!::)!D!X E 

H!:XORA~OUM FOR SEC<\ETARIES OF THE ;!lLITARY DE?Ai<.<HE~!TS 

C"-AIRXAN, JO!~T CHIEFS OF STAFF 

SU3JECT: 

U~DER SECR!TARl!S OF DEFENSE 
ASSISTANT SECR~7A~!ES OF DEF~~;ss 
GE.~lS?,AL COUNSE:O 
!~SPECTOR GE~E~AL 

ASS!STAN7S TO THE SEC~E7A~Y OF DEFENSE 
DIRECTORS OF THE D!FENSE AGENCIES 
DEPUTY ASSlSTANT SECRETARY OF DEFENSE (AD~I~IS7RA:IO:l) 

Coc~issioa to Review and Evalua~e DoD Securi:y ?olic!es 
and Procedures 

This me~oranduo is a follo~-on to my recent announce~ent of 
the establiShment of a CoQ~ission to conduce a revie~ and evaluation 
of Department of Defense security policies and procedures. The 
Co~mission will identify any systemic Vt1lnerab1lit1es or ~eakne·sses 

in DoD security programs, including an an~lysis of lessons !"earned 
from incidents which have occurred recently, and ~ake reco~~~nCacions 

for change, as appropriate. The Ter~s of Reference for the Cocmissio( 
is attached. 

General Richard C. Sti1ve11, USA (Ret.), is hereby appointed to 
chair the Com~ission vhich shall be comprised of cogni=anc senloc 
officials of the Office of the Secretary of Defense, ~il!:ary 
Departments, Defense Agencies. and a representative froo defense 
industry. AddrCS$P~s should lend full caoper~tion to chis i=?ort~nt 

effort dnd provide personnel and inforrnntion, as requested. to 
supporc the Commission's ~nalys!s and :~cilitate che eurly co~~!eti~n 
of the reviev. J 

A · r c p o r t o f ! i n d i ;-, _r; s .J n d r !..!' c o r.:1 ::l c n J .J t i n n s 1.1 t 1 l be __ s .tJ.':o~:: :.::. =: 1:.! d :: 0 
:c ·.;ichin 120 days of thtr; dat:~9 

·. 

.;c':..ic:;r:cnc 

.: -: ."\t;---; · ~11('···-.,.~ :r;;-:o . . : . ;--., ' c.- L'' ..;':;I ' i v . _; l-
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Ter~s of ?.~!er~nce 

~:~ .l •• 

ca~rnission 7o R~view DoD Securi:y ?olic~es and ?r~cedures 

The C~m:ission ~ill be respons!ole foe conducting a review 
and evaluation of Depart:ent of Defer.se secu~ity policies and 
procedures, ident!fy weaknesses, and :ake reco~=endations for 
change, as appropr1a !:e. 

Meobership 

General Richard G. S:~!well, USA (~ec) 

t:. Gen. Arthur :.. 3:-.J·wn 
R. Ad!ll. John L. Butts 
Mr. Chapman B. Cox 

C~ai:-~an 

D 1 r , A-r :o y S t a f f 
Di:, Saval Intelligence 
Do D C_e n e r a 1 Co u n s e 1 

I I 

Mr. Willia<ll 0. Cregar Die, Securi~?. E.!. du?on: 
d e ~; e :J au r s & C a • 

Lt. Gen. ~an roe ·..;. :--:.at.:~ 

H':". Robet't t.:. Helm 
Dr. Feed c. I<le 
Dr. Lawrence J. Ko:b 
Ad:n. Robert· L. J, Lon.c t!S~I ('et) 
Lt. Cen. Willia:n ;::, Odoo 
Lt. Cen. Winston D. Powe'" 
Lt. Gen. Ja~es A. ~illiams 

.~-net ions 

Inspector General, 
ASJ(Co:optroller) 
USi:l( ?ol icy) 
AS D'( ~I & L) 

Dir, ~SA 

Dir, DCA 
D_i r , D IA 

Exa~iDe existing DoD secutity policies and procedures. 

USAF' 

Reviev recent security incid~nts and reported deficiencies, 
with particular emphasis on potential vulnerabilities. 

Intervie~ cognizant DoD officials and other individuals who 
are in a pos1~ion to shed light on :he areas under con91deratio· 

Ex~mine DoD-wide security organizations and syste:s, to the 
ex_tent. required. 

Identify deficiencies in 
corrective actions which 
i~provements. 

policies and systecs and develop 
will ·accocplish cha necess~ry 

piepare a repori of findings 
Secretary of Defense. . ';. -··· 

and recocoendations for the 

't. :--. 

A report· will be submitted to the Secret3ry of Jef~~se not 
later than 120 days from the es:ablis~~ent qf the Co~~ission • 

• • ... -· J 
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