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DEFENSE SCIENCE 
BOARD 

OFFICE OF. THE SECRETARY OF DEFENSE 
WASHINGTON, D.C. 20301-3140 

13 OCT 1987 

MEMORANDUM FOR SECRETARY OF DEFENSE 
THROUGH: UNDER SECRETARY OF DEFENSE (ACQUISITION) 

SUBJECT: Report of the Defense Science Board (DSB) Summer Study 
on Detection and Neutralization of Illegal Drugs and 
Terrorist Devices 

I am pleased to submit herewith the report of the subject 
DSB Task Force, chaired by Mr. Leonard Sullivan, Jr., and 
responding to USD(A) tasking of March 16, 1987. 

The task force, which made extensive use of the skills and 
talents of many other Federal agencies involved in these 
problems, concludes that several steps should be taken to enhance 
our national capabilities to reduce the threats from drugs,· 
terrorism, and other forms of international crime as well. These 
involve: a) better focused RDT&E and acquisition efforts on a 
national basis; b) more robust long-term funding for the law 
enforcement agencies; and, c) some continuing efforts to 
streamline laws, statutes, and regulations which do not yet fully 
support the President's stated priorities in these areas. 

The task force concludes that the direct DoD role in these 
efforts can probably be enhanced somewhat, but that the major 
actions should flow from the National Drug Policy Board (NDPB), 
of which you are a member. The task force therefore recommends 
that you forward this study to the Chairman of the NDPB, 
proposing a series of actions and procedures that would 
eventually strengthen national capabilities to combat these 
crimes and thereby improve national security. 

The rationale for the proposed NDPB actions is contained in 
the attached letter from you to Attorney General Meese. The 
details of implementation would be left to the NDPB staff. I 
recommend that you read the Executive Summary, sign the letter to 
the Chairman of the NDPB, and offer the briefing to him and the 
NDPB. 

Attachment 

~({,~·~ 
Charles A. Fowler 
Chairman 

ii 

UNCLASSIFIED 



UNCLASSIFIED 

A 
~ 

DEFENSE SCIENCE 
BOARD 

OFFICE OF THE SECRETARY OF DEFENSE 
WASHINGTON, D.C. ZO:SOI ·11.0 

13 OCT 1987 

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD 

SUBJECT: Report of the Defen~e Sc~enc~ Board (DSB) Summer Study 
on Detection and Neutral1zat1on of Illegal Drugs and 
Terrorist Devices 

On behalf of my task force members, I am pleased to forward 
herewith the final report of our summer study on the use of 
innovative technologies for the Detection and Neutralization of 
Illegal Drugs and Terrorist Devices. It has been a rewarding 
experience to work with our law enforcement agencies (LEAs) who 
are, in fact, seriously at war against crime. 

We have concluded that the wars against drugs and terrorism 
are, in fact, "big league" operations for which the LEAs are at 
best marginally manned and equipped--and funded. There is a 
challenging, if not discouraging, "technology race" underway 
between the LEAs and some very highly skilled criminal elements 
who clearly have virtually unlimited budgets to thwart 
enforcement efforts. There are many technological similarities 
in the wars against drugs and terror--and considerable overlap 
with DoD needs for low intensi~y conflict and urban warfare. 

The LEAs are quite familiar with available and emerging 
Defense technologies, and are quite properly skeptical of many of 
them. In fact, the task force concluded that the more pressing 
need may be to apply some existing technologies in operational 
"systems" such as "people portals" and automated cargo ports. In 
fact, we draw parallels between FAA's air traffic control system 
and the need for some equivalent drug traffic control systems! 

Our recommendations fall in three areas. First, we suggest 
more emphasis within the LEAs on acquisition--including 
technology--applying several techniques currently used within 
DoD. Second, we suggest a major five-year expansion in LEA 
budgets, including several major hardware investment programs, 
some involving a DoD-like systems approach. Finally, we suggest 
a variety of changes to laws and statutes that would: a) reflect 
the President's increased concerns for the impact of terrorism 
and drug trafficking on national security, and b) remove some of 
the inhibitions which stifle both acquisition and operating 
procedures within the LEAs. 

iii 

I am indebted to my 12 task force members; to 22 advisors 
who tolerated and dispelled our initial ignorance while 
faithfully representing the views of 12 other Government agencies 
and several d1verse parts of the DoD; and, to a supporting "cast 
of hundreds" most ably led by Mr. Rick Menz, my Executive 
Secretary from the USDA's Office of Munitions. He in turn 
received valuable contract support from Dr. Patrick McDermott of 
B-K Dynamics, Inc. I am proud to have had the opportu ity to 
work with these capable and dedicated people. 

Leonard u 1 v , . 
Chairman, DSB Task Force 
Detection & Neutralization 
of Illegal Drugs & Terrorist 
Devices 
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EXEaJriVE SUMMARY 

(U) OOI'LINE OF THE BRIEFING 

(U) '!his Defense Science Board Summer study was convened to "examine the use of 
innovative technologies for the detection arrl neutralization , of illegal drugs arrl 
terrorist weapons." After explori.rg this subject at some length, a series of 
recammendations are made not only for the application of technologies, but also for the 
overall development of significantly rrore capable law Enforcement Agencies (I.EAs). 

(U) '!he results of the study are presented as a logical progression fran gaini.rg an 
understarrli.rg of the problem to estimati.rg the impact of the resulti.rg recammendations. 
'Ihe study begins by delineati.rg som= of the limitations in study scope. Some questions 
such as "Which is IrDre i.mportant, stoppi.rg drugs or terrorism?" were simply not addressed 
beyond the assertion ot biases. others were avoided because of their higher level of 
classification andjor sensitivity. 

(U) 'Ihe overall magnitude of the problems to the U. s. from these threats is estimated 
c:rudely. Precise figures are simply not available, but the "ballpark" estimates and trerrls 
are appalli.rg. 'Ihe Task Force then went to considerable lengths to outline "taxonomies" 
for the "cradle to grave" flow of materials and fimctions that might be detectable in the 
development arrl execution of each crim=. 'Ihese fanned the basis for evaluati.rg potentially 
applicable technologies. 'Ihe roles of the several lEAs are explained, and the extensive 
legal "rules of enjagement" for law enforcement are summarized. 

(U) 'Ihe problems of firrli.rg small quantities of people or things in a vast sea of civil 
activities are pointed out as a challen:Je to the tedmological community. Estimates made 
of the likely future trerrls in both terrorism arrl drug traffick.in;J indicate that the 
problems will almost surely get worse. With money as no object for the criminal element, 
there is a very substantial "tedmology race" underway which the sparingly funded lEAs 
will have difficulty matching. 

(U) 'Ihe fonnulation of the case is then completed with a survey of pot.eJ)tiall y 
applicable technologies, relating them to the relevant phases of the crim=. Special 
attention is placed on developing the unique roles of dogs; people--both "gcxxi guys" arrl 
"bad guys"; the huge sums of money which underwrite the operations; and finally on the 
vast law enforceJtelt data bases which are available help solve the crimes. 
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EXECUTIVE SUMMARY 

OUTLINE OF BRIEFING REPORT 

o STUDY SCOPE AND LIMITATIONS 

o MAGNITUDE OF DRUG AND TERROR PROBLEMS 

o TAXONOMIES OF DRUG AND TERROR PROBLEMS 

o AGENCIES AND .. RULES OF ENGAGEMENT' 

o THE QUEST FOR NEEDLES IN HAYSTACKS 

o FUTURE THREAT DEVELOPMENT 

o SENSORS AND TECHNIQUES 

- The Technology(Taxonomy Matrix 
- The Role of Dogs 
- The Role of People {Bad and Good) 

The Role of Money 
-- The Role of Information Processing & Analysis 

o LAW ENFORCEMENT AGENCY ACQUISITION PROBLEMS . 

o STUDY CONCLUSIONS 

o PRIORITIES IN ACQUISITION FOCUS 

o RECOMMENDATIONS 

o ESTIMATED COSTS AND IMPACTS 
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EXEaJriVE SUMMARY 

(U) GENERAL OONCIDSIONS 

(U) '!he Task Force has generated a substantial ntnnber of conclusions which are pertinent 
to the problems at harrl. In some cases, they doubtless bear the mark of "initial shock" 
associated with explor~ a new area. But the fact is clear, the I.EAs are "at war" with 
major, dedicated, organized criminals who are dead set on pursuing" their objectives. 
Coupled with the magnitude of the problems and the difficulty of solvi.r¥3 them, the Task 
Force agrees with the President (NSDD 221) that both the "drug war" and the "war on 
terrorism" are vital to the· national security of this COl.U1try. 

(U) It is also important to urrlerstarrl, however, that drug and terrorism problems are 
only a "subset" of the broader spectnnn of dorrestic and international crimes that must be 
controlled. Espionage, lngh-tech transfers, bank fraud, and organized crime are but a few 
of the other issues facing the same law enforcement officials. CUstoms officials at the 
San Ysidro border crossing from Mexico, for instance, are given 30 secorx:is to check if 
each transitting car and its passengers are violat~ any one of 400 laws oonitored by 40 
separate agencies! 

(U) FU.rtherm::>re, the ability of these "high-tech" criminal organizations to adjust to 
c.ha.rging lEA efforts is extraordinary. While each of the several hurrlred organizations 
may perceive different paths of lower resistance, each can c.ha.rge its transport, 
communications, and money laurrlering procedures within weeks to avoid, say, a new aerostat 
in the Bahamas, a new law in Panama, or a new kirrl of passport in ·Italy. 

(U) '!here do appear to be some distinct differences in the two "wars" being addressed: 
the problems of countering" terrorism will rely more on outstardirg intelligence arrl 
penetration of the terrorist gangs, while the drug war will involve a broader spectnnn of 
attacks on the source crops arrl factories, on the total transportation system, and on the 
prosecution of the criminals through due civil process. 

(U) 'Ihe Task Force is in full agreerrent, however, that neither "war" can be won by 
technology and hardware alone. While not exhaustively addressed in this limited scope/time 
effort, it is abundantly clear that there must be major demand-reduction efforts to in 
some way "deter" the users of both drugs and terrorist tactics. 'Ihe drug war may well 
fail without successful, major, sustained demand-reduction efforts. '!his fact is 
reiterated throughout this report. 
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EXECUTIVE SUMMARY 

GENERAL CONCLUSIONS 

o THE LAW ENFORCEMENT AGENCIES ARE AT WAR AGAINST CRIME 

o NATIONAL SECURITY IS THREATENED BY TERRORISM AND DRUGS 

o TERROR/DRUG ISSUES ARE PART OF BROADER CRIME PROBLEMS 

o CRIMINALS SHIFT RAPIDLY TO PATHS OF LOWER PERCEIVED RESISTANCE 

o WAR ON TERROR RELIES MORE ON INTELLIGENCE & PENETRATION 

o DRUG WAR RELIES MORE ON SOURCE DENIAL, INTERDICTION & PROSECUTION 

o NEITHER WAR CAN BE "WON" WITH TECHNOLOGY & HARDWARE ALONE: 

•••. THERE MUST BE DEMAND-REDUCTION BY "DETERRING THE USER" 
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EXEaJI'IVE SUMMARY 

(U) OORE GENERAL CDNCIUSIONS 

(U) '!he report goes to some length to indicate the extent to which detecting these 
criminals, their "wares", and their organizations is like looking for a needle in a 
haystack. For instance, U.s. annual consumption of inp:>rted cocaine is on the order of 100 
tons. '!he total U.S. cargo inp:>rts :per year are about two billion tons. In another extreme 
case, we note that there are "only" about 1, 000 active terrorists dedicated to targetifxJ 
u.s. people arrl resources, while over 300 million people now enter the U.S. each year. 

(U) It becomes evident that the infrastructure that supports terrorism and drug· 
trafficking goes well beyond the criminal instnnnents themselves. '!he Task Force 
concludes that the reverse money flow many be more detectable in some cases (the money 
even weighs more than the cocaine it procures). F\lrt:hennore, at some nodes in the 
taxonomy, the people may be the critical element (couriers, pilots, kingpins, etc. ) . In 
other cases, the pa:per trail left by legitimate transactions is often anathema to the 
criminal. Bills of lading, passports, money transaction reports can all offer clues to 
legitimacy, if the vast quantity of it can be speedily and accurately sifted for the 
"needles"-in sane cases using expert systems and artificial intelligence techniques to 
establish the sorting rules, and the suitable comparison techniques for related files. 

(U) In many areas, the problems of countering terrorists and traffickers appear IroSt 
similar at the R&D level, where detectors and trackers and "taggants" and physical 
sur.veillance devices and intelligence gatherers may play a prominent role in apprehendifxJ 
-and prosecuting--both. On the other hand, the extent of the physical infrastructure 
associated with growing, processing, shipping, storing, distributing and selling drugs 
seems to offer a far broader spectrum of detection and attack opportunites. In the case of 
the terrorist, for instance, since guns and explosives are so available in the u.s., he 
would be foolish to bring them into the country. '!he trafficker, on the other hand, can 
hardly avoid an enonrously elaborate "transportation system." 

(U) As mentioned earlier, however, these are "high-tech" crimes in which money is 
virtually no object, and the "technology race" is even more evident than it was amongst 
the "nnn runners" in the days of Prohibition. Fortunately, all the costs of these counter 
systems need not be paid for from appropriated funds. As in the case of the X-ray machines 
and magnetometers at airports, same costs can be defrayed by trust funds, user fees, and 
even seized assets. Regardless of the funding however, these "wars" represent long-tenn, 
Big league problems that will not be solved "on the cheap" with harrl-held devices, with 
Little league budgets--or with "bootleg" funds from D::>D, for that matter. 
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EXECUTIVE SUMMARY 
MORE GENERAL CONCLUSIONS 

o LAW ENFORCEMENT MEANS FINDING NEEDLES IN BIG HAYSTACKS 

o MONEY, PEOPLE, AND PAPER TRAILS ARE MAJOR DETECTION TARGETS 

o IMPROVED DATA PROCESSING MAY UNRAVEL SOME MAJOR CONNECTIONS 

o DRUG & TERROR NEEDS SEEM MOST ALIKE AT RDT&E LEVEL 

o DRUG WAR SEEMS TO NEED MORE NEW TECHNOLOGIES THAN TERRORISM 

o TRAFFICKERS & TERRORISTS ARE FORCING A .. TECHNOLOGY RACE .. 

o SEIZED ASSETS AND USER FEES CAN PARTLY DEFRAY COSTS 

o INTERNATIONAL CRIME IS A LONG-TERM BIG LEAGUE PROBLEM 

UNCLASSIFIED 

ES-7 



UNCLASSIFIED 

EXECUI'IVE SUMMARY 

(U) STilL MJRE CX>NCIIJSIONS 

(U) '!he Task Force was somewhat surprised to firrl that the lEAs are generally very well 
infontai al::nrt the ~fense technological state-of-the-art. In fact, D:>D is already 
helpirg the I..F.As in these "wars" on many fronts, from buyirg major items (like aerostats) 
to provi~ land and shared facilities on military bases (March AFB). 

(U) On the other hand, there are ~ other technologies which IX>D itself has not 
:plrSl.l€d very far that may be very useful in this context. '!he greater use of "sniffer" 
dogs-as well as lean1irg how they sniff, and how they might sniff better--may offer an 
interestirg partial solution to several detection problems. '!hose noses still remain 
superior in sensitivity to any other sensor against many substances an:i materials. 

(U) '!here are some additional technologies (many in the biological area) which may offer 
additional benefits. In the main, however, the overall drug problem appears to need 
several larger "systems, " running the gamut from long-range, wide-area surveillance 
systems, to a new international starrlard for authenticatable passports. '!he small 
agencies, with very limited procurement furrls and virtually no R&D furrls, however, are not 
goirg to be able to pursue either averrue alone. '!his is true even though many of these 
large "systems" can be integrated from existing technologies with substantial "growth 
potential." '!he parallel to the International Air Traffic Control System operatirg urrler 
ICAO agreements arrong nations is not farfetched. 

(U) It is also clear that the lEAs, awash in problems of day-to-day business an:i an 
extraordinary set of "real-world" problems, have not spent enough effort analyzing their 
own problems and the "big picture." '!he Task Force found itself unable to make any very 
specific recorrmendations, or worthwhile irrpact assessments, in the absence of such 
analysis. It is also quite evident that the current labyrinth of statutes and regulations 
seriously complicates law enforcement efforts. ~fense experts have difficulty accepting 
the thought of consuming one to three years in "target acquisition" (to get to 
irrlictment), followed by another year or two for "target kill" (i.e., successful 
prosecution) • 

(U) '!his rep::>rt does not dwell on the many and extensive current areas of productive 
cooperation between IX>D and the lEAs, particularly in the sharing of assets and 
facilities. Nevertheless, it is clear that IX>D could--and really should--adopt a more 
vigorous, if only supportive, role in these "wars against crime," and that it can itself 
benefit from the fruits of these efforts, both technologically and national securitywise. 
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EXECUTIVE SUMMARY 

STILL MORE GENERAL CONCLUSIONS 

o NON-DoD AGENCIES GENERALLY FAMILIAR WITH DoD TECHNOLOGIES 

o DOGS, THOUGH CONTROVERSIAL, ARE STILL SUPERIOR IN SENSITIVITY TO 

OTHER SENSORS 

o SOME NEWER TECHNOLOGIES CAN BE .. FORCED .. , BUT ... 

o LARGER .. SYSTEMS .. NEEDED NOW TO MAKE MAJOR INROADS ON DRUGS 

. o SMALLER AGENCIES CANNOT SUPPORT HI-TECH R&D OR LARGE SYSTEMS 

o SOME LARGE SYSTEMS CAN BE BUILT AROUND EXISTING TECHNOLOGIES 

o DYNAMICS OF DRUG PROBLEM NEED EXTENSIVE ANALYSIS 

o .. RULES OF ENGAGEMENT' SIGNIFICANTLY COMPLICATE EFFORTS 

o DoD NEEDS TO ADOPT A MORE VIGOROUS, IF ONLY SUPPORTIVE, ROLE 
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UNCLASSIFIED EXEaJriVE SUMMARY 

(U) SUMMARY OF RECn1MENDATIONS 

(U) '!he Task Force wrestled with the issues of priori ties in resource allocation, in the 
applicability of various programs, arrl in the ~ of the effectiveness sought. unlike 
SDI, arrl many other defense programs, the results are not clearly a technologist's dream. 
Given their choices, the agenci. would add resources first to hardware, secx::>rrl to 
operating furrls, thirdly to manpower, arrl only lastly to RDI'&E. 'Ibis is not because they 
urrlerestimate the role of new technology, but because they do not urrlerestimate the 
importance of current operations. 

(U) Against this backdrop, we offer three basic recamnen:iations. '!he first deals with 
increasing emphasis on technology arrl acquisition. '!he secorrl deals with a "Big League" 
I.EA roodernization program, arrl the last deals generally with the need to rem:JVe sare of 
the excessive i.roped:inents implicit in current laws arrl statutes-incll..lCiinJ the roo 1 s own 
interrlal Guidance arrl Directives which do not yet fully reflect NSDD 221. 

(U) With regard to increased emphasis on acquisition, we propose that "TechnolCXJY 
Advisors" with sane stature be assigned within each lEA, arrl that a pennanent "Research 
arrl TechnolCXJY Group" be added within the National Drug R:>licy Board (NDPB). 'Ibis Group 
would have assigned to it an Advisory Board alorg the lines of our own DSB. several (up to 
eight) existinJ Goverrlll61t RDI'&E centers (in arrl outside CoD) would be redesignated as 
National TechnolCXJY Developrent Centers to serve IX>D/IEA combined needs. A national center 
for Law Enforc:ezoont Analysis would be fanned within-arrl spawned from-a current CoD ~ 
(such as Rarrl or IDA.), arrl the lEAs would be encouraged to use CoD-type Systems 
En:3'ineering Centers llU.lch in the way that MITRE has provided seNices to the developrent 
arrl zocxiernization of the FM 1 s air traffic control system. 

(U) '!he Task Faroe also believes that the Federal Governrrent ImlSt cane to urrlerstarrl 
that these "wars" against drugs arrl terrorists are Big League operations, requiring 
suitably appropriated Big League budgets. To rrake this point, we suggest a purely 
hypothetical $10 billion program (spent out over five years) comprised 15 percent of 
RUI'&E, 35 percent hardware acquisition, arrl 50 percent operatirxJ arrl manpower furrlirxJ 
increases. '!his $10 billion could represent a 100 percent increase for the relevant parts 
of these I..F.As, but would equate to only one percent of the estimated societal c.han3e done 
by drug traffic alone. It would also annunt to less than two-thirds of one percent 
relative to Federal expenditures for national security. The composition of a hypothetical 
procure.roont budget illustrates the range of major arrl minor procurements that could help 
the lEAs. Some share of those procure.roonts might be un:lerwritten by IX>D itself arrl could 
provide some major improvenEnts in c3r capabilities for CINCSCXJIH. However, the Task Force 
does not prest..nne to establish fundirxJ priorities or sources: the NDPB should do this. 
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EXECUTIVE SUMMARY 

SUMMARY OF RECOMMENDATIONS 

o GREATER GOVERNMENT EMPHASIS ON TECHNOLOGY AND ACQUISITION 

"Technology Advisors" for Law Enforcement Agencies 

Research & Technology Group under National Drug Policy Board 

RT&A Advisory Board to Research & Technology Group (e.g. DSB) 

Designate National Technology Development Centers (e.g. NVL) 

Form National Center for Law Enforcement Analysis (e.g. IDA/DoD) 

Use Major Systems Engineering Centers (e.g. MITRE/FAA) 

o ACCEPT NEED FOR "BIG LEAGUE" LEA MODERNIZATION PROGRAM 

$10 Billion Program over Five Years 

o PURSUE SUBSTANTIAL EFFORT TO IMPROVE LAWS & REGULATIONS 

Umited to Revisions to Current Statutes & Regulat~ons 
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EXECUI'IVE SUMMARY 

(U) rorENI'IAL lMPAcr OF RECXJ-1MENIY\TIONS 

(U) '!his is, of oourse, the crucial question: What resu1 ts could we expect to achieve if 
we adopt these re<::XJI11Illeltions and sperrl these increased furrls? '!here are no good numbers 
on current drug col'lSliil'ption, current prcduction, or even on current seizures. '!he criminal 
organizations were not represented on this Task Force, and probably do not kncJr..l the 
answers themselves. Yet the question is little different than those who ask what the 
nation got for a trillion dollars in Defense sperrlir"g. 

(U) Possibly the nost i.nportant impact would be to achieve a very substantially mre 
visible and credible deterrent by which to demonstrate to our own people--includi.rq our 
own children-that the country has the will to try to stq:> drugs and terrorists because 
they threaten our national security. '!hat message would not be lost on the countries that 
support drug and terrorist activities. Anyone who has observed the pathetic inadequacies 
of the Southwest illegal alien control effort (l"llW mixed with drug trafficking) can only 
conclude that we, the u.s., are not serious about the problem. 

(U) Secorxlly, there is virtually no question that the risks and costs to the bulk 
srruggler can be raised substantially. We can surely increase the chances of apprehension 
(with the subsequent seizure of all related organization assets). OJrrent sei~ rates 
are at best in the "ballpark" of 10-20 percent of that enteri.rq our country. We can cause 
a several fold increase (2x-4x) in the total drugs and assets seized. Nevertheless, there 
is no guarantee that there would be any significant reduction in drug availability on the 
street-or increase in their price. Production may already be high enough to tolerate 
these increases, and the current surpluses are beginning to infect Europe and Japan. '!he 
impact of a 50 percent "attrition" on the snrugglers themselves is ilrpossible to assess. 

(U) Next we should surely achieve more secure borders against the full ran;Je of criminal 
activities. Terrorists appear particularly vulnerable when crossing borders, and many have 
been appreherrled in this proc:ess. F\lrthenrore, this proposed experrliture is probably 
sufficient to guarantee that the entire haystack knows we are looking for the needles­
because they are threats to the security and societal fabric of our nation. 

(U) Finally, the u.s. has an indisputable world leadership role in the real everyday 
war against all aspects of international crime, including these. For better or for worse, 
the u.s. sets the standards for the countries of the civilized world. If we change our 
passports, they will change theirs. If we install "screening portals" so will they. '!his 
prcxiuces a "multiplier" that will work against terrorists and traffickers worldwide. 
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EXECUTIVE SUMMARY 

POTENTIAL IMPACT OF RECOMMENDATIONS 

o SUBSTANTIALLY MORE VISIBLE/CREDIBLE DETERRENT 

Evident Demonstration of Will Against Crime 

o SUBSTANTIALLY INCREASED COST/RISK TO BULK SMUGGLER 

Much Higher Chances of Apprehension 

Substantial Increase in Drugs & Assets Seized 

o SIGNIFICANTLY MORE SECURE NATIONAL BORDERS 

· Against Criminals, Contraband, Illicit Fund Flow 

o MODEST, INDIRECT, REDUCTION IN DEMAND FOR DRUGS 

Much Higher Visibility to U.S. Population 

o ESTABLISH U.S. LEADERSHIP IN ROLE AGAINST INTERNATIONAL CRIME 

Set International Standards for "Border Control" etc. 
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EXEClJI'IVE SUMMARY 

(Ul GAINS FOR DEFENSE DEPARIMENI' 

(U) Provision of the technical assistance ard technology herein rea::xcrcen:led is a major 
oontrib.ttion by D:>D to the national war on drugs ard terrorism that will benefit D:>D in 
t:arr;Jible ways as well as in the public ard political perceptions. 

(U) Militacy traini.rg exercises to support IFA needs can be corrlucted in a real 
envirorarent rather than simulated or practice; results can be targible an:i meani.rqful. 
Experience has shown personnel to be better tooti vated an:i traini.rg to be toore rewardi..r¥;J 
urrler such corrli tions. 'Ibis does not in any way .ilrply infr:irgement on the quite proper 
limitations of the Posse canitatus Act. 

(U) lEA evaluation arrl operational deployment of new detectors arrl sensors will provide 
extensive data on their perfonnance arrl reliability. lEA requi.rerrents also will lead to 
the developnent of new technology with militacy application. 

(U) Much of this technology arrl the experience gained from its deploym:mt can increase 
the P'lysical searrity of military bases, embassies, arrl other facilities: brprove the 
capability of all camrnarrls for lCM intensity oonflict arrl urban warfare; arrl especially 
brprove the intelligencejsw:veill~ capabilities of the Southern Cc::anmarrl. 

(U) Addition of D:>D technology to lEA resources will brprove the security of our 
national borders against terrorism, the exportation of critical technology, arrl other 
threats to national arrl D:>D searrity. 

(U) Increased drug enforceiOOnt arrl any decrease in drug use also will :inprove off-base 
liv:irg corrlitions for militacy personnel arrl deperrlents, as well as work-place corrlitions 
with civilian arrl non-D:>D personnel. 

(U) Final! y, the increasej quanti ties of tested detection arrl interdiction technology arrl 
persons experienced in its use can provide ready-to-deploy equipnent arrl personnel in the 
event of nd:>ilization. '!he very diverse aspects of national security are in fact related 
arrl can ultimately reinforce one another if arrl when stressed. 
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EXECUTIVE SUMMARY 
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o POTENTIAL FOR INCREASED EMBASSY & MILITARY BASE SECURITY 

o IMPROVED NATIONAL SECURITY OF BORDERS 

o IMPROVED LOW INTENSITY CONFLICT. CAPABILITIES 

o IMPROVED URBAN WARFARE CAPABILITIES 

o VERY USEFUL MOBILIZATION ASSETS-- AND PERSONNEL 

o IMPROVED MILITARY DETECTOR/SENSOR TECHNOLOGIES 

o IMPROVED DRUG-FREE ENVIRONMENT AT HOME AND WORK 
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UNCLASSIFIED (U) TASK FORCE a-IARI'ER AND MEMBERSHIP 

(U) 'Ihe Task Force charter, as signed by the Under Secretacy of Defense for 
Acquisition on March 14, 1987, is reproduced here. Highlights are provided on the facing 
pa.ge. 'Ihe membership of the Task Force and its Advisory Group are provided on the 
following two pa.ges. All contributed greatly to the content of this surrnner study. 

TH[ UND[IIt UCIItETAIItY or DU[NI[ 

WAIHIHGTOH. DC IOJOI 

I I W-R 1';81 

MENOR~NDU~ FOR CHAJR~AN, DEFENSE SCIENCE BOARD 

SUBJECT: Defense Science Boerd Su••er Study on Detection and 
Neutralization of Jllea•l Druas and Terrorist Devlce1 

You ere requested to fora a DSB Task Force to ezaaine 
tnnov•tlve technoloates that vlll taprove the detection and 
neutrall11tlon of illeael druas, and terrorist ezplostves •nd 
weapons. 

The Departaent of Defense Is beco•lna increaslnaly Involved 
In helptna the US Covern•ent stea the flow of llleaal druas fro• 
abroad. DoD also has a substantial role In countertna terrorls• 
aaatnst US and allied natlons·and property. Further•ore, 
terrorists often use the drua tr1de to bankroll their activities. 
Neither deterrence nor Interdiction have been effective to dete. 

It Is beco•ina a "hiah·tech" contest as both traffickers and 
lew enforcers use sophisticated transport, co•aunicatlons, 
eevesdropplna devices, sensors and nlaht vision devices, 
deception sche•es, etc. Jt Is a dyna•lc contest with each side 
edjusttna Its tactics and equlp•ent to thwart the other's 
initiatives. It is btahly appropriate for the scientific 
co•aunltles of the US and Its friends and allies to focus their 
talents on these proble•s to see If any opportunities for 
counterlna these threats are beina overlooked. 

Accordln&lY the DSB Task Force on Detection and 
Neutralization o# Jlleaal Druas and Terrorists Devices ts 
requtsted to conduct a thorouah assess•ent, vlth reaard to 
llleaal druas, explosives, and weapons, of the current and 
potential technoloalcal opportunities to !•prove or facllltete: 

o the detection, locallz•tlon, and/or neutrallzetlon of the 
root sources; 

o the detection and Jocallutlon of the "factories" 
associated vlth their reflne•ent and/or production; 

o the "ta&Jln&" of the base utertals or their shlpplna 
contelners or later detection and tracklna, or 
Identification as to source/ownership; 

o the detection# surveillance, trackina, and/or 
neutrelizatlon o t~• lte•s In trensit; 
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o the detection aurweillance, trec~tn,, and/or 
neutralization o# ancillary dewlces and or equlpeent 
C•••unltlon, Initiators, etc.)··or even larae ••ounts or 
•oney; 

o the physloloalcel Identification of personnel possibly 
Involved in llleaal and/or hlah risk behevlor; 

o likely synerals~ In the detection and neutr•llzet\on or 
druas and ezploslves. 

Jt Is i•portant to recoanlze that these technoloa\es •ust be 
fully coapetlble vlth the specialized requtreaents of lew 
en(orce•ent••not just •lllt•ry "taraetlna''. 

The Tas~ Force Is elso encouraaed to .render en assessaent or 
the adequecy of the IOVernaent·wlde ••n•ae•ent or I end 
eacouraae•ent for, these technoloalcal endeavors··lncludlna the 
lewel and coordination of DoD support. 

Althouah the Task Force vlll need to beco•e 1enerally 
fa•lllar vlth the chanalna petterns of transport and 
interdiction, It is not cheraed with assesslna current 
operetlonel techniques or force eaploy•ents as ends In 
theaselves. For this Study, nu,lelr and bloloalcal weepons will 
be excluded. 

J vlll sponsor this Tes~ Force with Mr. Leonard Sulllven, 
Jr. servlna as Chelraen. Mr. Rick l. Menz will be the Executive 
Secretery and LtCol Herbert R. Yedney will be the DSB 1taff 
representative to theTas~ Force. Jt 11 considered that the 
subject •atter of this study does not Involve "pertlcular 
••tters" within the •eanlna of Section 208 of Title 18, US Co<le. 
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CHARTER 

"YOU ARE REQUESTED ... TO EXAMINE INNOVATIVE TECHNOLOGIES THAT WILL IMPROVE 
THE DETECTION AND NEUTRALIZATION OF ILLEGAL DRUGS AND TERRORIST EXPLOSIVES 
AND WEAPONS" 

o ASSESS TECHNOLOGICAL OPPORTUNITIES TO_ IMPROVE: 

Detection/Neutralization/Surveillance of Root Sources/Processing 

Labs/Materials/Money/Equipment/Ammunition 

Tagging of Materials/Shipping Containers for 

Tracking/Detection/Identification 

Physiological I.D. of Personnel Involved in Illegal Activities 

Synergism in Detection/Neutralization of Drugs/Explosives 

o RECOMMENDATIONS COMPATIBLE WITH LEGAL REQUIREMENTS 

o ASSESSMENT OF GOVERNMENT-WIDE MANAGEMENT--ADEQUACIES & 
OPPORTUNITIES FOR DOD SUPPORT 

o EXCLUDE ASSESSMENT OF OPERATIONAL TECHNIQUES, FORCE 
EMPLOYMENT, AND NUCLEAR & BIOLOGICAL WEAPONS 

o USD(A) INCLUSIONS 
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(U) S'IUDY SOJPE AND LIMITATIONS 

(U) It was initially intended that the scope of the study would consider all aspects of 
the use of technology and other D::>D support to counter the flow of illegal drugs and 
terrorism. However, to ensure that this report could be read and discussed in the most 
appropriate arenas, highly classified programs dealing with intelligence, communications, 
special operations and other sensitive areas were not included. 

(U) Furthennore, the interagency Intelligence Research and Development Council's (IR&OC) 
study on Drug law Enforcement Technology, and the Special Operations Forces/Terrorist 
Quick Response capabilities Technology Study are contemporary interagency efforts which 
did not require revisiting. Their conclusions are generally reinforced and supported by 
the recommendations from this study. 

(U) considerations of terrorism focused on the terrorist, his explosive devices and his 
fireanns. Terrorist threats imposed by nuclear, chemical, and biological weapons were 
not addressed in order to keep the task manageable in the tilreframe allotted. In the drug 
domain, the study concentrates_ upon the cocaine problem and other drugs are less 
thoroughly treated. 

(U) '!he net result of these limitations is that the principal focus is on the teChnology 
and technical aspects most important to the national law enforcement needs, and less on 
the needs of the intelligence communities (many of which involve higher classification). 
Stopping drugs and countering terrorism involve many common technological requirements and 
solutions. By virtue of these limitations, the study appears to have focused on the 
illegal drugs more than the terrorist problem. 'This was not by design, however, and both 
are recognized as exceedingly important national issues. 

(U) It should be noted however, that a few advisors remain disturbed by an "undercurrent 
of bias for counternarcotics work .... that manifests itself in this report." Unimpressed 
by the rationale given above, one Task Force member withdrew because he concluded that the 
emphasis on terrorism was wholly inadequate. In any event, there is unquestionably room 
for further study and analysis of both subjects in the future. This Task Force has no 
illusions that it has produced the "final word" on deterring international crimes of any variety. 
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STUDY SCOPE & LIMITATIONS 

o AVOIDS HIGHLY CLASSIFIED PROGRAMS: 

Intelligence/Communications/Special Operations 

o REINFORCES RECENT SIMILAR INTER-AGENCY TECHNOLOGY STUDIES 

IR&DC Studies 

SOF/Terrorist Quick Reaction Programs 

o IGNORES MAJOR TERRORIST THREATS: 

Nuclear, Chemical, and Biological Weapons 

o CONCENTRATES ON COCAINE 

Over Other Drugs 

o FOCUSES PRIMARILY ON ... 

... THE TECHNICAL ASPECTS OF NATIONAL LAW ENFORCEMENT NEEDS 

(and appears to favor the drug problem over terrorism) 
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(U) ISSUES NCYr ADDRESSED 

(U) A m . .rrnber of other basic issues remain unanswered despite considerable Task Force 
discussion. Among those not definitively addressed are the following: 

(U) '!he relative threat to the nation from drugs versus terrorism is difficult to 
appraise. currently it is estimated that drugs have a greater impact on the nation. 
However, potential expansion of terrorist activities inside the U.S. can be envisioned 
which could have an enonnous impact on the U.S. though such acti.ons would doubtless 
tw:n u.s. opinion against the terrorists' goals. 

(U) Comparing the two threats, drugs and terrorism, is difficult. A single terrorist 
incident, of sufficient magnitude and well-timed and placed, can be the direct cause of 
either a limited or a general war. The risk of miscalculation in the responses by either 
superpower are a serious cause for concern. Drugs, on the other hand, continuously, 
directly and adversely affect tens of millions of lives in the U.S. alone. 

(U) 'Ihe demand side of the drug equation is not part of the Task Force mandate; however, 
enforcement in the broadest sense is clearly addressed. Yet there is a direct 
correlation: an increase in the visible presence of drug law enforcement -- unifonned 
patrol in user areas, media coverage of counter-trafficking activity -- is believed to 
have an impact on illicit use and on criminality. How can such impact be measured? How 
does one predict the efficiency of increase in deterrence, by different modalities,. on 
crime and abuse? In any event, the Task Force strongly supports more demand-reduction 
efforts. 

(U) Legalization of drugs is often considered as a means of reducing the profit motive, 
and drug-attendant violence. can this be balanced against perpetration of the 
increasingly-demonstrated individual and societal harm that is also drug-attendant? 

(U) With three drug categories clearly linked to foreign sources (of cannabis, coca, and 
opium), and Congressional mandates linking drug-control cooperation with the United 
States to continuation of our foreign aid, at what cost to wider issues of national 
security should the drug-issue linkage be imposed? 

(U) lastly, with the demonstrated need for intelligence on all aspects of supply 
reduction, how and where should which priorities be applied? 
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ISSUES NOT ADDRESSED 

o THE RELATIVE NATIONAL THREAT FROM DRUGS AND TERRORISM: 

Can Either Destroy the Fabric of America or the West? 

o THE BASIC PROBLEMS OF DEMAND-REDUCTION. (i.e. USER DETERRENCE): 

How Much Enforcement vs How Much Deterrence? 

o LEGALIZATION AND COST CONTROL FOR ILLEGAL DRUGS: 

Should We Treat Drugs Like Alcohol? 

o POLITICAL/ECONOMIC LEVERAGE ON WORST OFFENDER COUNTRIES: 

How Much Can Really be Done Through Crop Eradication? 

When Should We Declare Military or Economic War? 

o THE MANY OVERLAPPING ROLES ·oF "INTELLIGENCE": 

strategic 

operational 

estimates 

infrastructure 

interdiction 

prosecution 

UNCLASSIFIED 

9 



UNCLASSIFIED 

(U) RElATED SIUDIES AND REfORI'S 

(U) Because of the increasirg concern over the problems of terrorism arrl drugs, we were 
able to benefit fran the reports of a ntnnber of organizations. Many of their objectives 
have paralleled our study. 'Ihe Intelligence Research and Development Council (IR&OC) is 
an in~epartmental organization of senior R&D officials who report to the Director of 
Central Intelligence and is chaired by a senior IX>D intelligence official. 'Ihe group 
detennines invesbne.nt opportunities based on their view of the tedmology base ard sare 
shortfalls that exist in intelligence-oriented R&D. o.rr study benefits fran the results 
of these detenninations. Important related areas of interest are: lav intensity 
conflict, counter-terrorism, drug interdiction and CO\.U1ter drug initiatives. 

(U) 'Ihe Technical SUpport Worki..rxJ Group (~) of the In~epartJnental Group on 
Terrorism ( IGT) also plays an important role based on furrling high payoff projects. 

(U) A March 1987 study entitled '!he Border War on Dnlgs by the Office of Technology 
Assessment was produced for the Senate Appropriation Conuni.ttee. A superb source, it 
dlaracterizes the problem and describes technolcqies already in use arrl urrler developrrent. 

(U) 'Ihe Report of the Vice President 1 s Task Force on Combatting Terrorism reviewed u.s. 
programs to CXllllbat terrorism, to reassess priorities ard policies, to ensure current 
programs make the best use of available assets, and to detennine if the u.s. p~ is 
properly coordinated to achieve the optiim.nn results. 

(U) '!he NNICC Reoort for 1985 and 1986 is the ninth estimate prepared by the National 
Narcotics Intelligence Const.nners Committee (NNICC). 'Ibis doct.nnent is probably the most 
corrprehensive assessrrent prepared for the Government on the worldwide illicit drug 
situation in 1985 and 1986. 

(U) 'Ihe National Dn.lg Enforceroont Policy Board 1 s report, National arrl International Drug 
law Enforcement Strategy contains five major cx:xnponents: intelligence; international 
drug control ; interdiction and border control; investigation arrl prosecution; arrl 
diversion ard controlled substance analog regulation. 

(U) Finally a 1986 OOB Report on Conflict Environment: 'Ihird World Urban Involvement, 
arrl 1985 report on Urban Warfare addressed related technologies and problem areas. 
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RELATED STUDIES AND REPORTS 

o INTELLIGENCE RESEARCH AND DEVELOPMENT COUNCIL (IR&DC) COUNTER 
NARCOTICS INTELLIGENCE R&D 

o IR&DC COUNTER TERRORISM 

o TECHNICAL SUPPORT WORKING GROUP (TSWG) - R&D PLANS 

o OFFICE OF TECHNOLOGY ASSESSMENT: .. THE BORDER WAR ON DRUGS, .. MARCH 
1987 

o "REPORT OF THE VICE PRESIDENT'S TASK FORCE ON COMBATING 
TERRORISM," FEB 1986 

o "THE NNICC REPORT 1985-1986," NATIONAL NARCOTICS INTELLIGENCE 
CONSUMERS COMM. JUNE 1987 

o "NATIONAL AND INTERNATIONAL DRUG LAW ENFORCEMENT STRATEGY," NDPB 
JAN 1987 

o DSB - CONFLICT ENVIRONMENT: THIRD WORLD URBAN INVOLVEMENT 

o DSB- URBAN WARFARE 
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(U) CONSTRAINlliG RUlES OF ENGAGEMENT 

(U) '!here are a host of laws, regulations, judicial findings, international constraints, 
and congressional and public pressures that constrain the members of law Enforcement 
Agencies in the perfonnance of their duties. Some of these are ·enumerated here, and some 
may contain correctable limitations on legal authority: 

u.s. a:n.titutial-Bill of Rights 
tsCDI: 3rd Anrlmt-Right to Bear Arms 
tsCDI: 4th Anrlmt-Seardl & Seizure 
c:Dtprtitial & Ccllt.ractirg Act 1984 
Freedclll of Infonnatioo Act 
Privacy Act 
Right to Fi..naooial Privacy Act 
QmiJ:ug Crime Control Act 
Foreign Intelligence SUrveillaooe Act 
Posse Omni tatus Act 
Federal Rules of Criminal Procedures 
U.S. a:xte Title 14 (Maritime law Enf) 
u.s. Code Title 18 (Otu::Js & Terrorism) 
U.S. a:xte Title 21 (Drug Violations) 
U.S. Code Title 31 (Financial) 
3500 Brady Rulin:.J: Disclosure 

Seardl & Seizure laws 
Title III: Electrcnic SUrveillaooe 
Inmigratioo & Natialality Act 1952 
Mirarda Court Decisioo 
224SC 2291 Mansfield Amerrlment · 

Prctlibitin:.J Arrest in Foreign Country 
Cl:llprehensive Criminal Control Act of 1984 
Chemical Diversioo am Traffick.irg Act 
RICD 
Sarantino Decisioo of 11th Circuit Court 
law of the Sea 
Limits of Actioo in Foreign cnmtries 
Sovereign & Diplanatic Ilmi.Jnity 
Flag of state JUrisdictioo oo High Seas 
Piracy am Slave 'I'rcn! 
Aviatioo Trust f\rd Restraints 
cannot Autanate QJn OWner ~ta 
cannot Autanate QJn PUrchase ~ta 
Controlled Sl..lbstaro! Act 

fx:oc! Jt:iye Pirectiyes 

ED 12333 (Dru;JS & Terrorism) 
tfiOO 179 (Terrorism) 
tfiOO 208 (Terrorism) 
tfiOO 221 (Dru;JS & Terrorism) 
tfiOO 277 (J..o,i Intensity o:ntlict) 
Attorney General Q.Udel ines 
FBI Admin Rules & Prooedures 
Defense G.lidance 
[k)OO 5525. s r:klO suwort to IEAs 
Department Regulations 

!ntematia>al cmst.raiots 

Host Ccuntry laws & Sensitivities 
Special Ar'ran:}ements for fbardin;J 
Institutialalized OJnuptioo 
Oll tura1 Dif ferenoes 

I)) rot illpede flat of people & ~ 
at the nations borders 

Special interest lcti:>ies 

roternaticm.l law 

Rights of IJnJoent Passage 

(U) While many of the above have complicated the tasks of law enforcement personnel, 
some recent changes to laws and regulations have moved to make LEA efforts more effective. 
For example, the Comprehensive Criminal Control Act of 1984 significantly increased the 
penalties for drug and arms trafficking offenses and introduced penalties for activities 
associated with or in support of these criminal activities. 
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CONSTRAINING RULES OF ENGAGEMENT 

o LAW ENFORCEMENT AGENCIES OPERATE UNDER COMPLEX LEGAL AND 
REGULATORY CONSTRAINTS 

o MUST BE LEGALLY & PROCEDURALLY CORRECT AS WELL AS TACTICALLY & 
STRATEGICALLY SOUND TO ACCOMPLISH THEIR MISSIONS 

o SOME CONSTRAINTS FAVOR THE DRUG TRAFFICKER AND ARMS SMUGGLER 

o .. TARGET ACQUISITION .. CAN TAKE 1-3 YEARS OF PREPARATION 

o .. TARGET KILL .. CAN TAKE 1-2 YEARS TO PROSECUTE 
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(U) MAGNI'IUDE OF 'IHE U.S. DRUG PROBLEM 

(U) '!he serious problem of illicit drug use in the United States continues. 'Ihe last 
sw:vey (1985) resulted in admittedly conservative estimates: 23 million Americans used 
marijuana, ox:aine, or other dangerous drugs in the month prior to bein:.J sw:veyed. In the 
year prior to the survey, the number jumps to 37 million. 

(U) Olrrent users of marijuana (18 million) consumed an estimated 4, 700 metric tons 
(tonnes). '!he primacy foreign suppliers were traffickers based in Mexico arrl Colombia, 
although an estimated fifth of the quantities consumed were grown domestically. 

(U) Heroin consumed by America •s half-million addicts also can be measured in multi-ton 
quantities. Injuries arrl deaths attributable to heroin continue to increase. '!he major 
source areas for heroin consumed in the United States are Southwest Asia (Afghanistan, 
Iran, arrl Pakistan) arrl Mexico. About one-fifth comes from Southeast Asia (Burma, laos, 
and 'lbailarrl) . 

(U) An estimated six million u.s. cocaine users consume almost 75 metric tons, about 
o~ of the worldwide production of that drug. Users get about 20 million snorts 
per metric ton. 'Ihe increased smoking of cocaine base (crack), a more potent arrl 
addictive form than the pc:Mdered cocaine hydrochloride, is evidenced in a significant rise 
in injuries and deaths attributed to this drug. 'Ihe foreign sources of this drug are 
illicit producers in Bolivia, Colombia, arrl Peru. 

(U) over 3 billion dosage units of substances classed as dangerous drugs are consumed 
annually. These include drugs produced in clandestine laboratories (FCP, 
methamphetamine, ISO, etc.) as well as drugs diverted (tranquilizers, analgesics, etc.) 
from legitimate sources. ('Ihe Task Force largely ignored this category). 

(U) Estimates of the economic scope of the overall u.s. illicit drug market vary from $90 
billion to $200 billion. The actual figure is likely to be closer to the upper end than 
the lower, but detailed statistics are simply not available, since organized crime is not 
obliged to CCX)perate - arrl since surprisingly little analysis has been perfonned on which 
agreement can be reached within the LEAs. 
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MAGNITUDE OF THE U.S DRUG PROBLEM 

o 4700 METRIC TONS OF MARIJUANA CONSUMED IN 1985 

From Mexico, Colombia, United States, Jamaica, Belize, etc. 

Current Domestic Users: 18 Million Americans 

o ONE-HALF MILLION ADDICTS USING HEROIN 

From Southwest Asia, Mexico, Southeast Asia 

o· ALMOST 75 METRIC TONS OF COCAINE CONSUMED IN 1985 

Sources of Cocaine: Colombia, Bolivia, Peru, etc. 

Current Domestic Users: Almost Six Million Americans 

o OVER 3 BILLION DOSAGE UNITS OF .. DANGEROUS DRUGS .. USED ANNUALLY 

PCP, Methamphetamine, LSD, etc. from Domestic Clandestine Labs 

Diverted Pharmaceuticals include Tranquilizers, Analgesics, etc. 

o ESTIMATE OF ECONOMIC SCOPE OF ILLICIT MARKET 

Includes All Four Drug Categories Above 

Varies from $90 Billion to $200 Billion 
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{U) ECX>NCMIC cnsT OF DRUGS 'IO U.S. SOCIEI'Y 

(U) Q.Jantification of the cost of drugs to any society is difficult. 'lhe latest data 
available from USG-sponsored research covers 1983. 'lhe researchers discusse:i at length 
the paucity of proper data and the gaps in both their methodology and the array of 
factors employed. Examples: the esti.Irati ve variations on drug-related criloo: the 
differing illlpact of different drugs as economic indicators: and the difficulties of 
linking reduced prcxfucti vity to drug-causal factors. Critics of the study, :rroreover, 
point to the omission of several other factors, as well as to invalid weighting in the 
conputation. Nonetheless, the study put forth an esti.Irate: the drug-related costs to the 
U.S. totalled $60 billion in that year. 

(U) Another study, sponsored by a non-profit research institute, examined only one drug­
related cost increase: insurance. "Even by the most ex>nservati ve esti.Irates, 11 the study 
notes, "we found that substance abuse adds $3. 7 billion to the cost of life insurance, $4 
billion to workers compensation, $27 billion to health insurance, $11.7 billion to auto 
insurance, and $4.3 billion to the other types of insurance combined." '!he total of these 
increases in annual insurance costs in the United States: $50 billion. 

(U) '!he insurance study was published in 1986, the same year in which the results were 
released of a long-tenn sw:vey of cocaine abusers who had sought help through the Cocaine 
Hotline, a nationally available service. 'Ihe findings shed new light on a great 
appreciation for the extent of drug-related societal damage: increased absenteeism of 
employees, leading to job loss: adverse illlpacts on quality of prcxfucts and services, 
across the board: increased drug-caused indebtedness, bankruptcy, and divorce: and a 
marked increase in general criminality and violence. 

(U) Although the next up:jate of the 1983 data (covering 1984-1986) will not be available 
until 1988, one can apply conservative extrapolation. One applicable factor might be 
comparisons of domestic cocaine consumption, based on available data: an increase, 
between 1982 and 1985, of 132 percent -- a more-than-doubling within four years. 
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UNCLASSIFIED 

ECONOMIC COST OF DRUGS TO U.S. SOCIETY 

o LATEST USG-SPONSORED SURVEY: 1983 

Conservative Estimate: $60 Billion 

Numerous Factors Not or Insufficiently Calculated or Non-Measurable 

variance of different estimates of drug-related crime 

different socio-economic impacts of different drugs 

reduced productivity difficult to link to drug-causal factors 

o MORE RECENT STUDY (1986): DRUG-RELATED INSURANCE-COST INCREASE 

Insurance Categories: Life, Worker Comp., Health, Auto, etc. 

Total U.S. Increase Calculated as Drug-Causal: $50 Billion 

o SURVEY OF CALLERS TO COCAINE HOTLINE (1986) 

New Appreciation of Extent of Drug-Related Societal Damage 

increased absenteeism, job losses 

adverse effects of quality of products and services 

increased indebtedness, bankruptcy, divorce 

increased criminality and violence 
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(U) TASK FORCE ESTIMATE OF muG RElATED DFA'IHS AND lliCARCERATIONS 

(U) As -mentioned earlier, the I.EAs sperrl little effort trying to quantify the magnitude 
of the problems with which they are dealing daily. At the insistence of the Task Force 
chainnan, however, some crude estimates were made in two specific areas. 'Ihese involve the 
possible ~e of current drug-related deaths arrl drug-related prison populations in the 
United States • 

. (U) Task Force Ireinbers were provided the statistics on the total ntnnbers of deaths in 
certain categories arrl of federal arrl lcx:::al incarcerations. 'Ihey were asked to cx:>nsider 
what percent of each subtotal they believed to be drug related based on their own 
backgrourrl experience and/or infonnation gained from other sources such as drug hotlines 
arrl medical facilities. Relatively good data exist for federal prisons and for the 
victims of AIOO. 

(U) Of 138, 500 deaths in 1985 due to "unnatural" causes, the Task Force estimates that 
some 13 percent to 20 percent are probably drug-related: between 18, 000 arrl 28, 000. 'Ihe 
number of pennanently injured or incapacitated in such crimes and· accidents is normally 
several fold larger, and over the lorg run far more expensive to society. 

(U) Based on cx:>nversations with prison officials, somewhere between 50 percent arrl 60 
percent of all prisoners have corroni tted drug-related crimes. At a per . capita cost of 
about $13, 000, the direct goverrnnent costs of the drug related incarcerations alone thus 
reach $3-4 billion annually. As will be shown later, this cost is almost certainly higher 
than the total spent annually for federal drug-related law enforceJnent efforts. More 
important, of course, is the loss to society -- and our economy -- of a quarter of a 
nrillion persons, in addition to those (almost certainly over a million) directly 
incapacitated by drug usage. Statistics like these make comparisons between the actual 
losses due to drugs and the potential losses due to terrorism even more difficult to 
conpare. 
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UNCLASSIFIED 

TASK FORCE ESTIMATE OF: 

DRUG RELATED DEATHS AND INCARCERATIONS 

DEATHS POSSIBLY DRUG-RELATED 

CAUSE TOTAL PERCENT TOTAL 

Use of Drugs 3,500 100% 3,500 

Violent Crime 20,000 5-10% 1,000 - 2,000 

Auto Accidents 45,000 10-20% 4,500. - 9,000 

Home/Work Accidents 48,000 0-5% 0 - 2,400 

AIDS 22,000 40-50% 8,800 - 11,000 

TOTAL: 17,800 - 27,900 

INCARCERATIONS POSSIBLY DRUG-RELATED 

INSTITUTION TOTAL PERCENT TOTAL 

Federal 44,000 40-50% 17,600 - 22,000 

State & Local 480,000 50-60% 240,000 - 288,000 

TOTAL: 257,600 - 310,000 
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(U) TRAFFICKERS aJRRENr USE OF TErnNQr.cx;y 

(U) As the technology of transportation, communications and security advance for society 
as a whole, the same teclmologies are bei.rg used by criminals, the drug traffickers. 
Today traffickers have become exposed to law enforcement techniques used against them 
through legal proceedings, the media arrl the movie in:iustt:y. '!hey have resorted to the 
use of CX)UJ'ltenneasures such as: tape recorder detectors, RF scanners, metal detectors arrl 
radar detectors. Electronic alann systems have been used to protect traffickers arrl their 
stash pads from court ordered intercepts as well as from rival groups. law enforcement 
tactical communications frequencies are being 100nitored through the use of scanners. On a 
regular basis, scanners tuned to DFA, FBI, CUstoms, Coast Guard as well as state arrl local 
law enforcement agencies 1 frequencies are seized during interdiction operations. 

(U) 'lhe traffickers have also used both short range arrl long range radio canmunication to 
cany out their activities. With the advent of cellular telephones, the traffickers were 
quick to seek the security of their multiple frequency arrl site handoff capabilities to 
frustrate law enforcement 1 s ability to intercept these communications. 'lhe development of 
digital signal processing has led to the use of paging systems and electronic mail systems 
to serrl and receive messages on shipments arrl deliveries. Personal c:x::JmpUters are being 
used for acx:::ounting and record keeping and to serrl data through rocx:iems. One electronic 
notebook, which sold for approximately $70.00, had such a complex methcxi of encryption 
that it could not be broken by a number of federal agencies. 

(U) Night vision equipment has been utilized along the borders and will probably 
increase. Remotely piloted vessels have been used along the coast of Florida. '!hey are 
controlled from a 100ther ship and are used to deliver shipments of marijuana. '!he use of 
technology by the traffickers will increase in the future and will terrl to become 100re 
sophisticated as new technologies aJille on the market. Regardless of cost, traffickers 
will immediately test them against law enforcement agencies. 

(U) Without question, there is a dynamic arrl very responsive "technolCXJY race" und.erway 
between the drug traffickers-as well as other criminal elements-am the law enforcement 
agencies. It is by no means clear which side is better fund.ed--or better equipped. 
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TRAFFICKERS CURRENT USE OF TECHNOLOGY 

o TAPE RECORDER DETECTORS 

o RF SCANNING 

o METAL AND RADAR DETECTORS 

o ELECTRONIC ALARM SYSTEMS 

o COMMUNICATION EQUIPMENT WITH AND WITHOUT PRIVACY 

o COMMUNICATION TECHNOLOGY 

o CELLULAR TELEPHONE 

o USE OF PAGING SYSTEMS 

o ELECTRONIC MAIL SYSTEMS 

o PERSONAL COMPUTERS 

o ELECTRONIC NOTE BOOKS WITH ENCRYPTION 

o NIGHT VISION DEVICES 

o REMOTELY PILOTED VESSELS 
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(U) NA'IURE OF IDRI.Im:DE TERRORISM 

(U) Terrorism is a highly dynamic phenomenon. Its political dimensions are constantly 
changing, arrl national or regional boundaries are often meaningless. Within terrorism, 
there are three operationally relevant types: organizational, insurgent, and state. Each 
is very distinct, but often related, arrl each poses unique collection, analytical and 
intelligence challerqes. 

(U) Organizational terrorists are generally small groups, that by virtue of their 
inability to develop broad and popular support, resort to terrorism. 'Ihese groups have no 
agenda to institute a new order, but rather use violence to shock, disn.Ipt, or intimidate. 
Most have virtually no means to capitalize on the disruption they cause. COnsequently, 
the impact of their violence is felt chiefly by individuals rather than by governments. 

(U) Insurgent terrorists include organizational terrorists whose Ineltlbership grows and 
political agendas mature. Many believe that the publicity derived from terrorism draws 
public awareness to their grievances and increases membership arrl support. 'Ihey 
principally direct their o:perations against opposing goverrnnent forces arrl institutions, 
to establish credibility by undennining a goverrnnent•s control and its support. 

(U) State-sponsored terrorism poses the greatest challenge. When it is sponsored or 
abetted by a sovereign state, it can become a matter of international conflict. certain 
states have found that terrorism complements foreign policy and accomplishes both specific 
arrl strategic political objectives that could not be accomplished through conventional 
political or military means. '!he S{X>nsoring state need not, arrl usually does not, seek 
credit for its acts of terror. 

(U) Terrorism can often be a transnational, collaborative effort, among different 
groups. '!his is not to suggest, however, that a fonnal "International Terrorist Network" 
exists. What is meant is that terrorist groups are often attracted to each other for 
vastly different reasons. They may share common resources in such areas as weapons 
procurement, intelligence, training, finances, legal assistance, arrl logistical support. 
Apart from these operational factors, some groups may be drawn together or assist each 
other, for much broader reasons. · 
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NATURE OF WORLDWIDE TERRORISM 

o TYPES 

Organizational Terrorism 

national groups 

transnational collaborating groups 

Insurgent Terrorism 

national-based forces 

augmentation of guerilla warfare 

State-Sponsored Terrorism 

implementation of state policy 

surrogates of official state forces 

o RESOURCES 

Active Anti-American Terrorists ~ 1000 persons 

Annual Terrorist Budget ·~ $200M 
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(U) MAGNI'IUDE OF \\ORI..l:MIDE TERRORISM 

(U) Acts of international terrorism have risen from approximately 500 in 1981 to 768 in 
1986. '!he attacks were directed against targets that included: business, diplomats, 
governments, military and others. '!here has been over a 100 percent increase in Middle 
Eastern terrorist incidents in Europe alone from 1981 to 1985. 'Ihese attacks have also 
become more lethal as evidenced by an increase in deaths from 20 in 1968 to 569 in 1985. 
Of the 768 attacks, 421 were bombings, 136 were anned attacks and 110 were arson for a 
total of 75 percent of all incidents. Approximately 25 percent of these incidents were 
directed against the United states of which 90 percent were OOmbings, anned attacks, or 
arson. 

(U) States support terrorism either as a matter of ideological conviction, to build 
political or military alliances, or as a way to establish credentials with revolutionary 
movements worldwide. In practice, they overtly conduct conventional diplonacy while, at 
the same time, covertly sponsor subversion. '!hey embrace this policy in order to maintain 
respectability and legitimacy. 

(U) '!he second level of state involvement in terrorism is at the logistical level. 
'Ihese states . actually provide the weapons, explosives, and training that facilitate 
terrorism. '!hey are not involved in actual terrorist operations, but provide the general 
means, equipment, and training that make the operations possible or successful. 

(U) The third level involves those states which directly engage in terrorism in pursuit 
of their own national goals. Libya is clearly the best example of a state actually 
engaged in terrorism at this level. 

(U) Today, when one thinks of the terrorism threat, attention inunediately turns to the 
Middle East. '!he root causes of Middle Eastern terrorism are complex and lorgstanding: a 
Palestinian homeland, Israel's existence and policies, Arab states jockeying for regional 
pc:YWer, sectarian strife and religious extremism. '!he rise and steady growth of Middle 
Eastern terrorism has come from state support. While independent, organizational-type 
terrorist groups do continue to exist in the Middle East, it is state support that has 
served to multiply the number and magnify the effect of their actions. 

UNCLASSIFIED 

24 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

UNCLASSIFIED 

MAGNITUDE OF WORLDWIDE TERRORISM 

o ATTACKS ARE INCREASING 

500 in 1981, to 768 in 1986 

o ATTACKS ARE BECOMING MORE LETHAL 

20 Deaths in 1968, to 569 in 1986 

o UNITED STATES IS A PRINCIPAL TARGET 

200 Attacks Against U.S. Targets in 1986 

o STATE SPONSORSHIP 

Libya, Iran, Syria Responsible for 110 Incidents 

o MIDDLE EAST LOCUS 

Proliferation of Groups and Subsidiaries 
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(U) ClJRRENI' IMPACIS OF TERRORISM 

(U) Unlike the anarchist group or the insurgent organization, state supporters of 
terrorism are oore vulnerable to sanctions, diplomatic isolation, arrl, if necessary, 
military attack as illustrated by u.s. policy toward arrl actions against Libya. 

(U) Dishanrony between populations of different states or of population within one state 
is evidenced by the struggle between the Irish Republican Anny in Northern Irelarxi ard 
Erg lard as well as the religious strife between catholics ard Protestants. 

(U) In Iatin America, terrorism occurs IroSt frequently as a tactic, rather than a 
strategy. Terrorism is usually an irrlicator of the initial phase of a fledgling insurgent 
m::wercent which has as its eventual goal the developnent of full-scale guerrilla warfare. 
latin American revolutionary groups terrl to be highly nationalistic, having as their 
primary· ootivation the asstnnption of :paver in their country through the overthrow of their 
national governments. Finally, the issue of illegal drug trade has increased the 
interaction between drug traffickers arrl insurgents in recent years. 

(U) Increased u.s. enphasis on international drug trafficking as a national security 
concern is generati.n;J a CJrCMi.n;J terrorist threat from the drug traffickers. In certain 
cases, in particular in Colombia where a marriage of convenience between traffickers arrl 
revolutionaries has prcx:luced same common objectives, assassination-for-hire arrangercents 
have occurred between narcotics dealers and leftist terrorists. 

(U) The threat to officials in Colombia is likely to further increase as u.s. 
invol vemant in drug interdiction and eradication efforts increases. This increase has 
already prcxiuced threats to American officials arrl the assassination of Colombian 
officials who support the anti-terrorist efforts. 

(U) Incidents in 1985 dezronstrated that terrorism is increasirlgly directed against the 
Western derocx::racies. '!he June 1985 hijacking of 'IWA Flight 847, the hijacking of the 
Achille Iauro and the bombing of a restaurant on the outskirts of Madrid frequented by 
American serviceroon dezronstrate Americans are being specifically targeted. 

(U) '!he growth in . frequency arrl violence of terrorist acts has increased physical ard 
personal security costs, arrl changed lifestyles and work habits. '!his growth also has 
the irrlirect ilnpact of decreasing American tourism in Europe following terrorist acts. 
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CURRENT IMPACTS OF TERRORISM 

o DISHARMONY BETWEEN STATES 

U.S. and Libya 

o DISHARMONY AMONG POPULATIONS . 

IRA Influence in Ireland and England 

o INSTABILITY WITHIN STATES 

Sendero Luminoso in Peru 

o INFLUENCE ON STATE POLICY 

M-19 and FARC in Colombia 

o IMPACTS ON ECONOMY 

TWA Incident on European Tourism 
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(U) TERRORIST CURREN!' USE OF TECliNOL(X;Y 

(U) looking at technologies terrorists have contemplated and discarded or tried arrl 
failed gives us some idea of the breadth of their imagination. Most of the tactics arrl 
operations they have considered are essentially "more of the same." 'Ihese include: the 
letter bomb (actually an invention of the 1940s for which Jewish extremists in Palestine 
get credit), the car bomb, the radio-<:x>ntrolled car bomb, the radio-controlled boat bomb, 
arrl the suicide vehicle bomb. '!here also have been innovations in fuzing arrl detonating 
devices: the barometric pressure fuze invented by the Palestinians to blow up airliners 
in flight, the long tenn delay mechanism used by the IRA in the attempt on Prime Minister 
'!hatcher's life, the manufacture of homemade mortars. Terrorists have added several 
dimensions to hostage-taking: hijacking airliners to make political demands; seizing 
embassies; kidnapping diplomats to gain the release of prisoners; kidnapping corporate 
executives to finance terrorist operations. 

(U) 'Ihese innovations could all be categorized as enhancements ani variations. '!he 
basic tactics have changed little over the years. Indeed, the relative percentage of the 
various tactics has remained stable for a long time, except for a decline in enlbassy 
takeovers. Terrorists might respond to the new ·security measures that have been taken to 
protect embassies against car bombs by attempting aerial suicide attacks, which are 
technically ani physically more demanding. Or they might resort to starrloff attacks, 
using remote! y-fired rockets or mortars, to respond to strong defenses. Or they might 
choose to engage less heavily defended targets such as American schools abroad. 

(U) Among the factors cited for the increases in both the number arrl sensational nature 
of incidents is the terrorists' success in achieving wider publicity ani influencing a 
much broader audience. Terrorists see the media's role in conveying their messages 
worldwide as essential to achieving their goals. If the violence is spectacular, wide 
media coverage is usually assured. Terrorist acts are newsworthy, ani the media see 
coverage as a professional, carrpetitive responsibility. Some in the media have claimed 
that intense coverage helps to prese:rve the key factors in an incident, and that putting 
the hostages on television nay actually save their lives. others contend that infomation 
released by the media can interfere with resolution of an incident, foreclose options for 
dealing with it, or unwittingly provide intelligence information to terrorists. 
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TERRORIST CURRENT USE OF TECHNOLOGY 

o LETTER BOMBS 

o AUTOMOBILE BOMBS 

o BAROMETRIC PRESSURE TRIGGERING OF BOMBS 

o COMMAND-DETONATED BOMBS 

o REMOTELY-CONTROLLED EXPLOSIVE-FILLED BOATS 

o HOMEMADE MORTARS 

o AERIAL SUICIDE AND STANDOFF ATTACKS 

o REMOTELY-FIRED ROCKETS 

o USE OF MEDIA 
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(U) OOI'LINE OF TAXONGITES 

(U) '!he te.nn taxonomies has been borrowed from the world of biology where it means the 
classification of animals and plants according to their natural relationships. 
Taxonomies of drugs and terrorism show relationships of people arxl materials in structured 
patterns. By knowing these relationships we can get clues for observables arrl 
detectables; from the patterns we can view the prcx:=ess as a mosaic with missi.rg pieces arrl 
thus get indicators of where to look for the unknown. 

(U) '!he flow of drugs is composed of five major steps. Production consists of growth arrl 
preparation for first shipment. Processing of cocaine and heroin is done in crude 
laboratories which make the final product. Transportation is accomplished by any means 
available includi.rg general aviation and private boats. '!his step usually involves entry 
into the United States. Distribution is accomplished by wholesalers and selling is done 
by retailers and pushers. 

(U) '!here is also a five step process in terrorism but the details are not at all the 
same. 'Ihe first two steps in terrorism - motivating then training and equipping are 
usually done in a "safe" country. Transport usually includes crossing of one or more 
international bourrlaries. 'Ihe execution phase includes the detailed preparation and 
positioning as well as the attack itself. And there is almost always same preparation for 
escape. 

(U) '!he flow diagrams and taxonomies in this section follow this general pattern, 
expanded as necessary to show details and interactions. 

UNCLASSIFIED 
30 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

" 

GROWTH/ 
COLLECTION 

MATERIAL 
ACQUISITION 

TRAINING 

., 

['\ 

" 
( l. STORAGE ., 
~------~ 

TRANSIT 

I \ 

·' \ TRANSIT 
I I \ I 
I I \ 

I I \ 
I CROSS \ 
I BORDER \ L ____ _. 

UNCLASSIFIED 
OUTLINE OF TAXONOMIES 

DRUGS 

,\ 
I \ 
I I 

PROCESSING WHOLESALE 
DISTRIBUTION 

-. 

I 

I 

I u.s. ' 
STORAGE L~ORDE~ _1 

TERRORISTS 

" TARGET 
SURVEILLANCE/ TRANSIT .. ATTACK 

PREP. .. 

' ' "' ,, 
c STORAGE 

'-- . --- __ . __ -!) 

UNCLASSIFIED 
31 

"' 

" 

I 

I 

,, 
I \ 

\ 
I 

TRANSIT 

I + ' I I \ 
I I \ 
I CROSS \ 

BORDER \ L ____ l 

RETAIL 
DISTRIBUTION 

POST .. ATTACK ,.. 

"' 

~ 

'\. 



---

UNCLASSIFIED 

(U) TERRORisT fttM 

(U) Accordi.rg to Webster's dictionary, terrorism is the "use of terror arrl violence to 
int~date, subjugate, etc. , especially as a political weapon or policy." Terrorist 
attacks may ·range from isolated incidents perpetrated by individuals to coordinated 
attacks by larger terrorist groups that have financial arrl logistical support from 
governments sympathetic with their cause. It is this latter type that poses the rrost 
serious threat to the U.S. and its allies. 

(U) It is estimated that about twenty-five significant terrorist groups are in 
existence. Active terrorists probably number about 1, 000 worldwide and are supported by 
large segments of disaffected populations sympathetic with their goals. In some cases, 
terrorist groups may hire surrogates (criminals) to carry out their attacks. 'Ihe total 
annual "operating CX>Sts" for all these organizations may not exceed $200 million. 

(U) Most organized terrorist offensive actions are comprised of planni.rg, equipping, 
transitting to the target area, casing, attack and escape. Hostage taJd.n;j can be either a 
planned or an nnplanned expediency due to circt..nnstances of the attack. 

(U) In planning, terrorist organizations select a target appropriate to the goal of the 
group, e.g., eotmtry, type of target, type of attack, media coverage potential, etc. 
Arrangements are made for obtaining false doa.nnentation for travel, appropriate weapons, 
money and manpower. 

(U) After basic plans are fonnulated, a terrorist will travel to a second country urrler 
false doet.nnents to obtain weapons, vehicles, and communications gear and collect 
infonnation on the target and the political situation as it pertains to their planned 
attack. Upon completion of this phase of the operation, the terrorists, without their 
equipment, will p~ to the target country. 'Ihe local terrorist infrastructure will 
have arranged for a safe location and the delivery of the weapons, explosives, vehicles 
arrl other attack related equipment. Final detailed casing of the target, providing 
security forces, and planning escape routes are done during this stage. When the optinn.nn 
time arrives, the terrorist will attack, escape andjor take hostages. 

------ -~- - --- -- ~-
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(U) Most of the illicit cxx::a bush is grown by fanners in Peru, Bolivia arrl Colombia. 
'Ihese fanners grcM the cxx::a bush along with other crops or as the sole crop. Typically 
the coca bush is cultivated in plots varying from approximately 1 to 5 acres. An acre 
will produce approximately 0. 5 to 1. o metric tons of coca leaves annually. As they are 
harvested, the leaves are dried (in the sun) in a location close to the plots. As a 
result of the drying process the leaves lose 40 percent of their weight. '!he leaves are 
then stored in a dry, cool place (sheds, tents, etc.) until they are sold licitly or to 
the producers of the coca paste. Processing of the paste takes place close to the "fanns" 
arrl requires readily available solvents. '!he process is relatively simple, it does not 
require a chemist. One kilo of paste (sulfate) requires 100-200 kilos of dried leaves 
with three to five days to process. '!he cost of the dried leaves, solvents, labor etc. 
vary from (X)llntl:y to countcy with the major cost attributed to the growth of the leaves. 

(U) '!he paste fran Peru arrl Bolivia is typically sold to "runners" who are on assigrnnent 
fran a "local boss." 'Ihese runners o:>llect 50-100 kilos of paste which are delivered arrl 
flc:M1 to Colombia in sma.ll aircraft where it is further refined. Some fraction of this 
paste remains "in-aJUntcy" for o:>nversion to cocaine base or hydrochloride (HCl). 

(U) '!he production of cocaine in its cocaine base or HCl form is more sophisticated than 
paste production and requires chemicals such as acetone, ether, hydrochloric acid, a 
o:>nsiderable amount of water and a chemist for quality control. '!he process takes some 5 
to 10 days and requires 2. 5 kilos of paste per kilo of cocaine base or HCl. It is 
believed that cocaine basejHCl is stored to meet changing market deJ'!la.J'rls. 'Ihree quarters 
of the cocaine basejHCl production takes place in Colombia in both sma.ll (tens of kilos) 
to large (thousands of kilos) labs. '!he cost to the exporter of cocaine HCl varies from 
countcy to countcy, however it is at this J.X>int in the process where the "profits" start 
to become enonrou.s since this is under the control of the cartels or dn1g organizations. 

(U) '!he cocaine basejHCl is sent to the wholesalers in the U.s. either directly or 
through another countcy such as Mexico. Drug trafficking takes place mostly throughout 
most of the U.S. eastern arrl southern borders, either through Ports of Entl:y or not. A 
high percentage of the cocaine comes through Florida and the surrounding areas. All forms 
of transport are used, challenging every means to interdict the traffic. 
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(U) CDCAINE F'I.CM IN USA 

(U) Once the cocaine HCl has been successfully exported to the u.s. wholesaler, the 
wholesaler then sells it to various regional distributors throughout the CX>Untry. It is 
estimated that there are hurrlreds of wholesalers who are directly associated with the drug 
cartel arrl who ~ the contrabarrl for 3 to 4 times the cost to the exporter (-$20,000 
per kilo). '!he wholesaler then marks up the cost by a factor of two when selli.nj in 
smaller package sizes to the regional distributors. When the wholesaler purchases cocaine 
base, as opposed to cocaine HCl, it will be processed into cocaine HCl arrl sold to 
regional distributors. It is not ki'laNn how much of the cocaine HCl is stored, but it is 
believed that the wholesaler must maintain a few-week invento:ry as a nonnal business 
practice. 

(U) 'Ihe regional distributors sell the cocaine HCl to the drug retailers in the 1/2 to 1 
kilo ran;;Je. Typical street sales are packaged in gram units of al:x:>ut 50 percent cocaine 
mixed with various other substances arrl sold at about $100/gram. It is estimated that 
150,000,000 of these "street grams11 are consumed in the u.s. each year by about 6 million 
users. '!he user cx:>st of $100 per "street gram" drops to $20 for wholesalers arrl to about 
10 cents to the fanrer. Everyone makes some "profit" but the major beneficiaries are a 
relatively small n\.mlber of organizations that purchase, transport arrl wholesale the 
drugs. 'lhese organizations take the entrepreneurial risk of buying in future markets arrl 
the legal risks of bei.DJ caught transiti.nj the border or storirq it within the U.S. 

(U) In recent years, the retailers arrl street dealers have been convertirq cocaine HCl 
into crack, a free base fonn of cocaine (which can be smoked) by usi.nj bakirg soda or 
ail1Ilnnia. Crack is typically sold for approximately $10 for a one-tenth gram dosage which 
is approximately 95 percent pure base. 

(U) Based on approx:ilnately 75 metric tons bei.nj -constnned in the U.S. per year, on the 
order of 150, 000, 000 one gram, si.DJle-usage doses of 50 percent pure cocaine HCl are 
purchased arrl consumed (if all the cocaine HCl were converted). At a per dose cost of 
approximately $100 the average daily purchase calculates to be 4,000,000 or around 5 
doses per secorrl. If all of the 75 metric tons were converted to crack, then some 
650,000,000 one-tenth gram vials at 95 percent purity could be prcx.iuced at a street value 
of approximately $10 per vial. From this, one can estimate that some $10-15 billion 
dollars are expen::led on the purchase of cocaine each year. 
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Cocaine Flow in USA 
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l l l 
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• $20K-40K/KILO • $80K-$120K/KILO • $80-$120/DOSE 
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(U) GRCMrn. OJLI.ECriON AND PASTE PROCUCIS 

(U) Coca is the source of the world's supply of cocaine. It is a perennial shrub with a 
nonnal life of 15 to 20 years. 

(U) Coca is cultivated in IOClSt countries in the tropical parts of South Arrerican with a 
majority originatirg fran Peru (- 60 percent), Bolivia (- 20 percent) arrl Colombia (- 10 
percent). It is illegal to grcM the shrub in all Countries except Bolivia arrl in parts of 
Peru, where historically the leaf is gram by the native .irrlians who rely on coca to 
sustain st.renjth. Although the coca shrub can be harvested year rourrl, there are usually 
three crops harvested each year. One acre of coca shrubs produces 500 to 1,000 kilos per 
year depen::lirg on the location of the plot. Approximately 1 to 2 man years is required to 
cultivate, harvest, dry an::l package the coca leaves from a typical plot of 3 to 20 acres. 
Hence the 100,000 - 200,000 fanns within which coca bushes are cultivated require some 
several hurrlred thOl.lSaJrl man years. In return these fanners receive $300 to $500 million 
annually sellirg the dried leaves for paste production. 

(U) '!he dried coca leaves are converted to coca paste through a prcx::ess that requires 
kerosene an::l sulfuric acid annrg the readily available chemicals. 'lhe conversion of coca 
leaves to paste requires 100 to 200 kilos of leaves for every 1 kilo of coca paste. If 
all of the estimated 400,000 acres of coca shrubs were convert:Erl to paste, approximately 
1700 tretric tons of paste would be available for the production of cocaine base or HCl. 
Hav nuch paste is produced is not k:nCMn, hooever the amount of paste required to provide 
the estimated 75 tretric tons of Cocaine consumed in the u.s. is only 300 tretric tons. 
Production (supply) appears to substantially exceed demand. 

(U) '!he conversion process of leaves to paste does not require elaborate equiprent, nruch 
materials or highly skilled personnel. '!he pl:'C:CeSS takes pla9e close to the fanns, arrl 
the ano.mts produced are relatively small (a typical 3 acre plot will produce 
approximately 5-6 kilos of paste annually) or around 2 kilos per major harvestirg) . As a 
result, it would appear to be difficult to detect, locate arrl destroy the paste. 

(U) '!he major cost associated with the production of paste is that of the leaves. 'lhe 
costs of chemicals an::l labor are small. Although, little is knCMn about cost at this 
point in the production of cocaine, recent estimates shoo the price of the coca paste 
varies widely, from $9 to $225/kilo depen::ling on country, time of year, etc. 
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(U) PROOOCriON OF ClX'AINE HCl OR BASE 

(U) Typically the cxx::a paste is sold to a contracted buyer (called runners) shortly 
after manufacture. 'Ihe production of cxx::aine base or HCl requires a laboratory consistin;J 
of toore ~isticated equipment arrl chemicals than those required in the prcx:luction of 
paste. 'Ihe process requires a considerable anount of water, chemicals (such as Potassitnn 
Penncmjanate, ether, acetone arrl sulfuric acid), energy sources (such as electricity arrl 
heat) , arrl personnel. For security reasons, IrOSt of the labs are believed to be in rerrote 
areas of the country, not necessarily close to the fann or paste prcx:luction areas. Hence 
the paste nrust be purchased arrl transp:>rted to the labs. 'Ihis is done by larrl when the 
lab is in-country arrl by air if out-of-country (for example paste from Peru to Colombia) . 
Most of the labs are believed to be urder the control of the so called drug cartels. 

(U) As a result of the prcx:luction of cocaine HCl or base, ntnnerOUS opportunities are 
available to detect the lab. Of significance is the fact that these labs require frequent 
replacements of their consurnables (such as paste, chemicals, fcx:x:l, etc.) arrl need to 
"fill" their orders for the prcx:iuct on de.rnarrl. Hence, tooney is required as well as 
camnunications to effectively operate. '!he replenishment of consurnables arrl pick up of 
the products is usually done by air (arrl possibly water). Hence the lab nrust be located 
near an ainYay ard a waterway. It has been observed that the "typical" labs in Colombia 
(which currently produce about 75 percent of the cocaine HCljbase). can prcx:luce 500 kilos 
of cocaine HCl or base per week, using about 50 laborers, one chemist requirin;J 1,200-
1,300 kilos of paste, 5, 000 liters of ether arrl acetone, 5 metric tons of Potassitnn 
Penncmjanate ard at least 10,000 gallons of water (the only local prcx:luct) to support the 
production. 'Ihe waste products may possibly provide more opportunities to .locate the labs. 

(U) '!he major cost of cocaine HCljbase production is attributed to the cost of the paste 
as opposed to the chemicals arrl.labor. '!he paste cost to support one week's prcx:luction in 
the above lab (usin;J Bolivian pa.ste) would be about $250,000 to $500,000. At a cost of 
$4, 500 per kilo (cocaine HCl in Colanbia) , the value of the weekly prcx:luct is about $2M, 
thus realizin;J a significant potential profit. If the entire estimated coca crop were 
converted to cocaine HCl, then sone 300-600 metric tons of cocaine could be prcx:luced arrl 
sold to exp:>rters, at a cost to the exp:>rters of sarre $2 billion. 

(U) 'Ihe next two pages illustrate all the 11detectables" from the beginning to the errl of 
the cocaine taxonomy. Such analysis can \..lJ'rlerwrite a rigorous teclmological search for 
potentially applicable detectors. 
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(U) CXX'AINE SMUGGLING mro 'lHE U.S. 

(U) 'lhe primary exporter of c:xx::aine to the u.s. is Colombia. As can be seen from the 
map, snuggl~ operations occur on all three cbast lines as well as across the Mexican 
border. 'lhe primary ill'lport area has been Florida with a heavy concentration arourrl the 
Miami area. But when the snugglers 1 lines of c:onununication are threatened or closed, 
other lines take aver. As a result of the u.s. programs to interdict the dnlgs ~ 
directly fran Colombia, Bolivia an::l Peru, ard as area sw:veillance of the Eastern 
caribbean ard Bahamas has improved, the air routes have shifted to the West. Serre 
snugglers have shifted their air routes over Mexioo. others ncM appear to be using 
Mexicans to walk the c:xx::aine across the border. '!he next IOOVe might well be ta.vards the 
greater use of small pleasure craft alorg the Pacific Coast. It is clear that a "balanced" 
interdiction program nrust be ready to acx:unutxlate all alternatives. 

(U) Private aircraft ard vessels are used to smuggle a high percentage of the c:xx::aine, 
usually bypassing the ports of entry. If 125 metric tons of cocaine \tleJ:'e smuggled in by 
private aircraft can:ying 250 kilos/flight, some 500 flights would be required over a year 
(or 10 flights/week), a m::xiest number considering the value of the cargo ard the 
relatively short duration required to make the trip. In 1986, sare 44 metric tons of 
cocaine were seized with 21 metric tons from general aviation, 12 Iretric tons from non­
CCJll'ln'erCial vessels, arrl 5-6 Iretric tons from both commercial air an::l vessels. 'lhe 
estimated direct money flow for 1986 is $15B for cocaine, $12B for marijuana, arrl $lOB for 
heroin - $37B in all. 

(U) It is clearly necessary to establish sw:veillance ard tracki.rg of suspect traffic 
over its entire route from source to legal or illegal entry into the United States. '!his 
must include knowledge of IOOVements across other countries who may be either implicitly or 
explicitly involved in the trafficki.rg, as well as coastal arrl off-shore shipping. '!his 
may require both satellites ard am radars. '!here is then a concurrent need to be able to 
11pass11 these tracks to sw:veillance, warning and control systems that can monitor the 
arrivals arrl larrlings in the u.s. , ard "pounce" on the smugglers 11 in the act. 11 

(U) Cocaine production capacity is estimated to be about 5 to 6 times the U.S. 
consunption, or the equivalent of 700 million "street grams. 11 Same of this output is used 
for legitimate purposes arrl in tredicines in countries where it is not illegal. A fairly 
large fraction is exported illegitimately to other user countries. About 13 percent is 
destroyed or confiscated or otherwise lost arrl roughly 20 percent is shipped to the U.S. 
'Ibis high production capacity relative to the u.s. market indicates the difficulty in 
reducing the flow by interdiction or the usage by trying to raise the price. 
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(U) CANNABIS FI!M 

(U) '!he diagram describi.n;J the flow of the marijuana from the cultivation to the user is 
similar to the cocaine flow with the exception that (a) same of the marijuana sources are 
from the U.S., the Mideast, Southeast Asia arrl Central America, as well as the South 
American countries arrl (b) marijuana does not require processi.n;J. 

(U) '!he marijuana plant is an annual plant grown from seed and harvested twice a year. 
It is purchased fran the fanners, packaged for shipment to the u.s. or within the u.s. 
Most marijuana smuggled from Colombia, Jamaica arrl Belize is coming in by non-conunercial 
vessels in multi-ton quantities and to lesser degrees in general aviation. Marijuana from 
Mexiex> enters fran grourrl transportation arrl general aviation aircraft rocrles. 

(U) IXmestically cultivated marijuana is available from all 50 states, with a tren::l 
tCMard ilrloor growi.n;J facilities and snaller plots. IDeal traffick:in:J organizations 
usually control the interstate distribution. 

(U) Best estimates ilrlicate that of the 10, 000 to 13, 000 tootric tons available for use in 
the U.S. (after in-country eradication), 3,000-4,000 metric tons were seized in transit or 
lost, which resUlted in 7, 000 to 9, 000 metric tons available in 1986. '!he estimated 
consumption in 1985 was about half of this or 4, 700 metric tons. 

(U) Of the marijuana seized, over 80 percent was from non-commercial vessels arrl a 
majority of the rest from land transport (from Mexico). Commercial grade marijuana is 
sold to the wholesalers at $350 to $700 per lb who in tum will sell snaller quantities to 
the retailers at a 100 percent markup. 'Ihe retailer will sell it on the street for up to 
$120 per ounce. At $120/ounce the street value of 4, 700 metric tons of carranercial grade 
marijuana is approximately $20 billion. 
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(U) HErolli FIOO 'ID U.S. 

(U) '!he heroin · supply and distribution system can be thought of in tenns of the 
cultivation arrl opit.nn production, international distribution includi.rg ex>nversion of opi\..nt\ 
to heroin arrl daoostic distribution of the heroin. 

(U) '!he opi\..nt\ poppy is cultivated in three source areas: Southwest Asia, Mexiex> arrl 
Southeast Asia. · Although poppies are grown legally in SOire countries (for the production 
of licit drugs) a significant arrount of poppies are grown illicitly. '!he poppy is an 
annual plant which requires much care arrl attention durirq its grCMt:h havin;J many natural 
enemies. It is hal:vested by hand, extracting the raw opi\..nt\ gum from the seed capsules of 
the plants. 'Ihe gum is sold to traffickers who ex>nvert it to a morphine base reducing its 
weight by a factor of 10. 'Ihe base is transported to clandestine heroin labs where it 
urrlergoes chemical processin;J, mainly acetylation (which produces the heroin) at a one-to­
one conversion rate. '!he heroin is then packaged arrl smuggled into the market CX>Untry. 

(U) '!he heroin flows from the U.S. importer through a series of middlemen to the street 
user. It is believed that the wholesaler stocks heroin to ensure adequate quantities to 
meet fluctuating supplies (resulting from weather, interdiction, etc.) • '!he distributors 
arrl verrlors cut the material (with quinine, lactose, etc.), package it for resale, arrl 
sell it to the next echelon. 

(U) It is believed that the importer deals with 100+ kilo quantities of pure heroin. 
'Ihey, in tum, sell 2-5 kilos to distributors; these distributors cut arrl sell to kilo 
customers; they cut and sell to fractional kilo customers (several ounces); who finally 
cut to street purity, package and sell 100 rrq adulterated heroin of 3-8 percent. 'Ihese 
are sold to street dealers to sell to the users. 

(U) IAlrin;J the first half of 1986 retail purity was reported at 6.1 percent with a 
market price of $2 .12. · For these, two-fifths of the heroin originated from each of 
Southwest Asia arrl Mexico, with the remaining one-fifth from Southeast Asia. Of the 360 
kg of heroin seized at U.s. ports of entcy 313 kg was from commercial air passe.rgers with 
New York City the center of trafficld.rg. 
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(U) CRIMINAL ASSET FLOW TAXONOOY 

{U) 'lhe enonnous cash proceeds generated by the sale of illegal drugs has created a new 
service irrlustry; the noney launderer. ''Money laundering'" is defined as the process used 
to conceal or disguise the source, origin, location or c:Mnership of illegally obtained 
turds. 'lhe initial goal of the m::>ney launderer is to transport the proceeds, either 
physically, electronically, or by accounting' entry into a foreign bank haven account where 
the trafficking organization can acx::ess the funds, pay operating' expenses, and make 
investrrent decisions on the profits. 'Ihe purpose for making this transfer is to 
cira..nnvent the reporting' requirements of the Bank Secrecy Act {PSA). 

{U) 'lhe BSA requires that financial institutions file a Federal OJ.rrency Transaction 
Report {erR) on deposits, withdrawals, or exchanges of currency in excess of $10,000. 'lhe 
Act also requires that individuals file a currency or monetary instruments report { CMIR) 
on IOOVernents of cash or monetary instruments greater than $10, 000 into or out of the 
United States. cash is physically smuggled out of the country, without the filing of a 
a-rr:R, by courier, in personal baggage, in cargo on commercial carriers, and by general 
aviation and pleasure craft. 

{U) F\.lrther, the ern filing' requirements are circtnnVented through the techniques of 
"smurfi.ng'" and "structuring'." Smurfi.ng' is the multiple purchase of non-cash monetary 
instrurnents below the reporting' threshold of $10, 000. 'lhe monetary instruments can then 
be deposited into an account without triggering' a ern, and an electronic furrl transfer can 
be made to a foreign bank. 'Ihe m6netary instruments are also physically transported out 
of the country, again, without the required filing of a CMIR. cash depbsits into a u.s. 
financial institution can also be structured to defeat the reporting threshold by using 
multiple accounts in multiple financial institutions over multiple days. 'lhe funds can 
then be electronically transferred out of the country. 

{U) '!he private bank or chit system is also used by the money launderer. cash is 
deposited with the domestic "branch" and credited to the foreign "branch." Funds are then 
accessed by chit. '!he proceeds, once transferred and laundered through multiple accounts 
in names of shell companies, are used to pay operating expenses and to recapitalize the 
drug venture. Where the profits are invested is a matter of pure speculation, but the 
early assumption of substantial u.s. reinvestment is subject to question. 
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(U) 'Ihe taxonanies led 
trans:portation, criminal 
:potential applications. 

(U) OBSERVATIONS ON TAXONCMIFS 

us to observations in four major areas: contrabarrl 
organization, law enforcement organization arrl breadth of 

(U) As the criminal works the product through the system into the U.S. four of the five 
major discriminants are Irore susceptible to detection arrl interdiction in the transborder 
area. Mass arrl bulk of the substance while smaller than the unprocessed raw material is 
still packaged in much larger shipnents at the border than it is for dorrestic ITOVenent. 

(U) Of the major seven det.enni.nirg characteristics of the criminal organization two are 
very important: profitability arrl ntnnber of people involved. In transborder operations 
high profitability combined with the low ntnnber of people involved is the "profit engine" 
which generates the will:irgness to take risks and the ability to pay the very high cost of 
transportation. In addition the other five characteristics i.n:licate that the process is 
IroSt deterrable in transborder activity. 
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OBSERVATIONS ON TAXONOMIES 

INTER- TRANS-

NATIONAL BORDER 

CONTRABAND TRANSPORTATION: 

Mass & Bulk High Medium 

Value Low High 

Cost of Transporters Low Very High 

Visibility of Transporters Poor Fair 

Skills of Transporters Low Moderate 

CRIMINAL ORGANIZATION 

Organizational Control Diffuse Tight 

Number of Key Personnel Medium Low 

Visibility of Paper Trail None Fair 

Size of Fund Transactions Small Large 

Profitability Low High 

Visibility of Communications Very Poor Poor 

Importance of Communications Moderate High 
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(U) OORE OBSERVATIONS ON TAXONCMIES 

(U) Turning to the Law Enforcement organizations, the opportunities to find the 
organizations, people, arxi substances, though not high, are still best at the transborder 
area. Constitutional acceptance arrl political support are also strorgest there. 

(U) Looki.rg at the potential application of devices arrl techniques developed to deter 
criminal action, new systems oriented toward transborder use are rrore irrlifferent to the 
crirre or substance involved arxi more applicable for use internationally arrl by IX>D 
components outside of the u.s. 

(U) In St.nl1ltlal:Y, while we continue to believe that balanced programs - international, 
transborder arrl danestic -- are necessary, the potential strengths of the law enforcerrent 
agencies at the border and the vulnerabilities of the criminal organizations in 
transborder activity irrlicate that technology developed for that area could well have high 
leverage and wide application for other purposes domestically, in foreign countries and by 
the Depa.rbrent of Defense. 

(U) One or two . of the advisors take exception to this characterization of the relative 
advantages of focusing too strongly on "interdiction." 'Ihe DEA in particular feels that 
it is necessary to keep a substantial effort on crop ( arrl factory) detection and 
eradication in foreign countries. This preference seems to derive in part from the belief 
that the drug flow must be stenuned at its source, but also in part from skepticism that 
11 interdiction" beyooo or near our long open borders can be successful. 
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MORE OBSERVATIONS ON TAXONOMIES 

INTER- TRANS- DOMESTIC 

NATIONAL BORDER 

0 LAW ENFORCEMENT ORGANIZATION 

Enforcement Potential Poor High Fair 

Inspection/Detection Opps Poor Good Poor 

Constitutional Acceptance None Good Fair 

Political Acceptance Poor Good Fair 

Foreign Dependence High Low None 

0 BREADTH OF POTENTIAL APPLICATION 

Indifference to Crime Poor Good Fair 

Indifference to Substance Poor Good Fair 

International Applicability Fair Good Fair 

*** DOES NOT REDUCE NEED TO ATTACK ALL PHASES *** 
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UNCLASSIFIED 

(U) DRUG JURISDICriON/ROI.FS 

(U) '!he foll<:7Ni.n;J agencieS have roles ani jurisdictions in the war on drugs: 

(U) NATIONAL IRJG ENFURCEMENI' RJLICY OOARD CNDPB) oversees p:>licy develq:m:mt ani resource 
allocation for all federal drug oontrol efforts (supply ani dernarrl). Olaired by the 
Attorney General, the NDPB nanbership represents the interests of the executive brardl arrl 
all appropriate federal depa.rbrents arrl agencies. 

(U) NATIONAL NARCDriCS OORDER INI'ERDICriON SYSTEM CNNBIS) is a nationwide managenent 
System established by the President, urrler direction of the Vice President, to enhance 
interagency coordination by increasin1 the availability of existin1 national assets for 
regional, national an:i international drug interdiction efforts. 

(U) DEPARIMENr OF DEFENSE supports international drug supply reduction efforts arrl 
agencies by equiptelt loans, intelligence, sw:veillance 1 communications 1 arrl trai.nin;J. 
The National Intelligence Community provides intelligence to agencies involved in 
executin1 the National Drug Strategy an:i offers advice on intelligence techniques arrl 
processes. 

(U) DEPARIMENr OF JUSTICE - Drug Enforcerrent Administration (DEAl is the primary federal 
agency devoted to full time drug enforcerrent. Its activities rarge from intelligence 
gatherin1 to investigation arrl apprehension of major traffickers. FBI focuses on 
organized crime groups involved in drugs. Immigration and Naturalization Service's 
Border Patrol is resp:>nsible for oontroll~ illegal entry of persons includirq drug 
traffickers across U.S. borders. 

(U) DEPARIMENr OF srATE - Bureau of Inte:r:national Narcotics Matters ( INM) has overall 
resp:>nsibility for international drug p:>licy development, prc::xJralll rnanagenent arrl 
diplanatic initiatives includ~ eradication ani narcotic oontrol agreements. 

(U) DEPARIMENr OF TRANSR:>RrATION - U.S. Coast Guard has primary responsibilities in marine 
interdiction; also has a role in air interdiction. Federal Aviation Administration CFM) 
helps identify airborne drug snrugglers by radar track.inj arrl postin:j aircraft lookouts. 

(U) DEPARIMENr OF TRFASURY - u.s. OJstoms · Service is the primary federal agency for 
detect~jinterceptin1 drugs at land borders, shares air interdiction with the Coast 
Guard, arrl is involved in marine interdiction. It investigates the illegal IOOVenent of 
rroney. Inte:r:nal Revenue Service (IRS) is responsible for tax/financial aspects of illegal 
drugs. Bureau of Alcohol, Tobacco and Firearms CATF) has primary responsibility for 
enforcin:j federal explosives and fireanns laws in chug cases. 
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UNCLASSIFIED 
DRUG JURISDICTION/ROLES 

NDPB 

NNBIS 

DoD 

DEA 

FBI 
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PROCESSING 
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UNCLASSIFIED 

(U) TERRORISM JURISDICTION/ROlES 

(U) '!he foll01Ning organizations have primary jurisdiction arrl roles in combatting 
terrorism directed against u.s. persons arrl assets worldwide: 

(U) National Security COuncil advises the President on national security matters 
including terrorism, and in the event of a terrorist incident serves as liaison between 
the White House and the responsible lead agencies. 

(U) National Intelligence Community CNIC) provides analysis arrl crucial ccx::>rdination in 
making critical intelligence available to lead agencies arrl assists in flow of 
information between U.s. and other COlllltries. 

(U) Department of Defense maintains worldwide technical collection systems and data on 
terrorist groups; contributes intelligence analysis and operational support. 

(U) Department of Justice - FBI discharges its lead agency responsibilities within the 
U.S., i.e., prevention and investigation of criminal activities of terrorist groups in 
U.S. ; investigates terrorist incidents and hostage taking of U.S. citizens overseas; 
collects intelligence on terrorists; provides computer-assisted research an:l analytical 
capability; executes joint investigations with domestic and foreign law enforcement 
agencies; manages bomb data center; and heads the national hostage rescue team. INS 
determines eligibility for entry into U.S. 

(U) Department of State discharges its lead agency responsibilities outside the U.S., 
i.e., maintains security of U.S. diplomaticjconsular facilities, corrlucts research an:i 
analysis; provides security for Secretary of State and foreign diplomats in u.s.; and 
trains civilian security forces of frierrlly governments. 

(U) Department of Transportation - FAA discharges its lead agency responsibilities for 
the prevention of the hijacking of aircraft through onboard security and setting security 
stan:iards for airports. Coast Guard provides security of U.S. ports, waterways an:i 
related shore facilities. 

(U) Department of Treasury - Secret Service protects the President; ATF regulates the 
firearms and explosives industry and investigates the criminal misuse of same; CUstoms 
regulates arms export and controls entry of all commodities into U.S.; and IRS 
investigates money flaw. 
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TERRORISM JURISDICTION/ROLES 

NSC 

NAT INTEL COMM 

DoD 

FBI 

INS 

STATE DEPT 

FAA, COAST GUARD 

SECRET SERVICE 

ATF, IRS 
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I \ 

.. 
I \ 

• 
I \ 

• I CROSS \ c ) I BORDER \ c ) STORAGE L ___ .J STORAGE 

UNCLASSIFIED 
59 

" I\ 
I \ 
I \ 

TRANSIT 

\ I \ 
I \ 

CROSS 
I BORDER\ L ___ .J 

POST .. ATTACK 



UNCLASSIFIED 

(U) DRUG IffiAL ENVIRONMENr 

(U) '!he drug legal envirorunent can be classified into three distinct areas based on 
geogratily: international, U.s. border arrl dOireStic U.S. 

(U) u.s. law enfo:rcenent activities in the international area varies greatly, deperrling 
on the status of the country, as a drug source or transit country. Legal constraints arrl 
cultural restrictions, political stability arrl degree of corruption plus u.s. restrictions 
such as the Mansfield Alrendment are also major factors affectin3' the in-country mission. 
Bilateral agreements, extradition treaties arrl crop eradication programs aid u.s. 
efforts. 

(U) International waters and U.S. border areas allow for the greatest degree of 
enforcem:mt flexibility, due to relatively fewer legal restraints, potential for tactical 
intelligence, arrl the concentration of agencies with drug enforcem:mt authority in border 
locations. Cross designation of authority between enforcement agencies at critical 
locations has increased effectiveness. 

(U) Within the u.s., the legal envirorunent beo::>lres nn.1ch more restrictive, based upon 
constitutional safeguards and various acts of Co~ess, i.e. , Freedom of Infonnation Act, 
Privacy Act, Posse Comitatus Act. 'Ihese restrictions are somewhat compensated for by the 
greater number of law enforcement agencies/personnel, including state arrl local, arrl the 
existence of asset forfeiture and conspiracy laws, money launderin3' arrl tax evasion 
investigations. Relevant intelligence collected by the National Intelligence Community is 
somet~ of limited utility because of its ~trexre sensitivity and the ·neerl to protect 
the sources arrl methods involved in its acquisition. 

(U) Grantirq Title 19 and Title 21 authority to the Border Patrol at critical locations 
has increased drug seizures. A recent Me.Irorandt.nn of Urrlerstanding between rns arrl CUstoms 
gives certain Border Patrol officers alon;J the Southwest border the authority to conduct 
Olstans searches urrler Title 19 of the u.s. Code. F\lrt:hennore, Olstoms Service personnel 
along the Southwest border have been designated with authority to perfonn dOireStic drug 
investigations under Title 21 of the U.S. Code. 
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DRUG LEGAL ENVIRONMENT 

GROWTH/ 
COLLECTION 

o INTERNATIONAL 

1 
I I 

I I \ 
I u.s. ' 
L__!O~E~ -~ 

Host Country Laws/Policies Limit Efforts 

Bilateral Agreements Enhance Capabilities 

RETAIL 
DISTRIBUTION 

NIC Shared Intelligence Aids Interdiction & International 
Programs 

o BORDER 

Fewer Legal Restraints/Broad Search Authority Adds Flexibility 

Tactical Intelligence More Effectively Applied 

High Concentration of Enforcement Authority Exists 

DoD May Not Be Involved Operationally 

o DOMESTIC 

U.S. Laws/Policies Restrict and Aid Enforcement Efforts 

DoD May Not Be Involved Operationally 

Large Number of State and Local Enforcement Agencies Involved 

NIC Intelligence Sharing Limited by Law and Source/Method 
Protection 
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UNCLASSIFIED 

(U) TERRORISM IH;AL ENVIRONMENr 

(U) '!he legal environment under which U.S. law enforcement and intelligence agencies 
operate differs significantly in each of three distinct gecxjraphical areas, i.e., in 
foreign cormtries, at our border areas an:i in-country. 

(U) '!he cooperation of host cormtries is essential. We are dependent upon them to 
provide principal security for u.s. citizens/facilities abroad, monitor arrl control 
terrorist activities, assist in collection and sharing of intelligence. Where extra­
territorial agreements exist or are otherwise reached, the FBI may exercise authorities 
granted under Hostage-Taking or other criminal statutes. 

(U) 'Ihe most favorable environment for law enforcement is at U.S. border areas. 
customs, Coast Guard and Border Patrol have broad authority to board conveyances, make 
searches, detain travelers and even danagejdestroy cargo if necessary in pursuit of a 
search. Such authority provides opportrmity for the placement of surveillance devices. 

(U) '!he most restrictive environment for law enforcement is within the u.s. Laws 
restrict surveillance, search and seizure and create a ready source for fireanns arrl 
explosives. 

(U) on the other harrl, the Foreign Intelligence Security Act (FISA) can be used to 
protect sensitive intelligence sources when matters of national security are at stake: in 
this respect, COtmterterrorist activities benefit because terrorism is designated as a 
threat to national security rather than a "criminal act", as has been the case of drug 
trafficking. '!hat sharp discrimination between the two may well not be appropriate. 
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o INTERNATIONAL 

Host Country Laws/Policies Limit Efforts 

Extraterritorial Agreements Enhance Capabilities 

NIC Shared Intelligence Aids Efforts 

o BORDER 

Authority to Detain/Identify Travelers Enhances Apprehensions 

Broad Law Enforcement Authority Exists to Board/Search 

Authority Exists to Damage the Inspected Cargo/Conveyance 

More Opportunities Exist for Use of Surveillance Devices 

o DOMESTIC 

U.S. Laws Facilitate Easy Acquisition of Firearms/Explosives 

National Security Aspects R~duce Legal Restrictions 
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(U) IX>D (XX)PERATION WI'lli CIVILIAN lAW ENFORCEMENT (JANUARY 15. ·1986) 

(U) CoD Directive 5525.5 deals with "CoD Cooperation with Civilian Law Enforcerrent 
Officials." '!he directive establishes IX>D policy an:l i.n'plerrentation responsibilities to 
facilitate assistance to Federal, state, an:l local civilian law enforcerrent efforts. Also 
identified are rules inposed by laws an:l other directives. All~ use of an:i 
restrictions on military equiprrent an:l facilities, information collected durin:;~ military 
operations, personnel an:i furrls are described. 

(U) 'Ihe IX>licy encourages cooperation consistent with effect on national security an:i 
military p~, maintains historic tradition of limitin:;J direct military 
involvement in civilian law enforcement activities, an:i complies with the requi.rem:mts of 
applicable law. Military ~partments arrl ~fense Agencies are instructed to review 
traini.rg arrl operational pt"CXjraanS to detennine ha.~ arrl where assistance can best be 
provided to civilian law enforcement officials. 

(U) Sane of the laws nost freQUently cited include Fbsse Comitatus (18 USC) , '!he Econany 
Act (31 USC), the Intergave~tal Cooperation Act, arrl the Federal Property an::l 
Administrative Services Act. '!he directive references 38 laws arrl other directives whidl 
impact on providin:;J assistance. As stated previously, ha..~ever, nothing in this Task Force 
reiX>rt is interoed to suggest that the Fbsse Comitatus Act should be significantly 
~ed. 

(U) Responsibilities urrler IX>D Directive 5525.5 are clearly defined for: the Assist. 
Sec. of Defense (FM&P), the Inspector General of IX>D, Assist. Sec. of Defense (RA), the 
Secretaries of the Military Departments arrl the Directors of the Defense Agencies, the 
Director of the National Security N;Jercy an::l the Joint Chiefs of Staff. 

(U) Potential re5IX>nsibilities of the Under Secretary of Defense for Acquisition are, in 
fact, not rrentioned at all from the starrlpoints of either RDI'&E or procurement. 
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UNCLASSIFIED 

DoD COOPERATION WITH CIVILIAN LAW ENFORCEMENT (JANUARY 15, 1986) 

o POLICY EXPRESSED IN DoD DIRECTIVE 5525.5 

.. To Extent Practical" 

Consistent With National Security Needs and Military Preparedness 

Historic Limitations on Direct Military Involvement 

Requirements of Applicable Laws 

o MILITARY DEPARTMENTS ENCOURAGED TO ASSIST 

.. Within Policy Constraints .. 

o DoD FUNDING AND LOANS CONSISTENT WITH 

Posse Comitatus - 18 USC 

Economy Act - 31 USC 

Intergovernmental Cooperation Act 

Federal Property and Administrative Services Act 

References & 38 Laws & Directives -- Does Not Include NSDD 221 
(4/86) 

o DOES NOT SPECIFY ROLE FOR USD (ACQUISITION) 
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UNCLASSIFIED 

(U) NEEDlES IN 'lliE HAYsrACK - DRUGS 

(U) Illicit opimn poppy cultivation in the seven major produci.rg countries­
Afghanistan, Burma, Iran, laos, Mexico, Pakistan, ard 'Ihailard-is estimated at 2, 023 
square miles. 'lhese countries have a total of 894,242 square miles of arable lard which 
could be used. 'lherefore, any eradication program must first firrl the one acre of poppies 
in each 442 acres of other crops ard wild growth in these countries. 

(U) Cannabis will arrl does grcM alloost anywhere. '!he four major producin;J countries­
Belize, Colanbia, Jamaica arrl Mexico-need only an estimated 137 square miles to grcM all 
their export marijuana. With a total lard area of 1, 214, 446 square miles, any 
eradication program must search 8,865 acres to fird each acre of cannabis plants. 

(U) 'Ihe four major coca produci.rg countries-Bolivia, Colombia, Ecuador arrl Peru-have a 
larrl area of 1,469,603 square miles. In 1986, the estimated area urxier coca cultivation 
was 684 square miles. 'lhus an eradication program must firrl the 1 acre in 2, 150 where 
coca is bei.rg grown. 

(U) Cocaine laboratories can be, ard have been, found anywhere fran city buildi.n;Js to 
rerrote jl..ll'gles. 'Ihe major Jmown South America processi.rg activity is in six countries­
Argentina, Bolivia, Brazil, Colombia, Ecuador ard Peru--which have a CXllllbined larrl area 
of 5,824,425 square miles. 'Ihe nl..BTlber is, of course, UJ'lkna.m but it is well over 1,000. 

(U) '!he snruggler may enter the United States by sea, lard or air illegally between ports 
of entry. 

(U) '!he Atlantic coastline is over 2, 000 miles long; Gulf of Mexico 1 s is over 1, 600; arrl 
the Pacific's (excludi.rg Alaska) is approximately 2,000 miles. '!here are over 10 million 
United States vessels; the three border states of Florida, Texas arrl california each have 
over 600, 000 vessels. 

(U) '!he larrl border with Mexico is over 2,000 miles long with less than 50 ports of 
entcy. In 1986, over 1.8 million illegal aliens, who crossed this border between ports of 
entcy, were appreherrled. 

(U) '!he air srruggler nay fly over any of about 5,000 miles of southern border arrl lard 
his plane on almost any field, road or desert. There are 295,000 u.s. aircraft. Finding 
the drugs arrl their traffickers is indeed like finding a needle in a haystack. 

UNCLASSIFIED 
68 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

o CULTIVATION 

Opium 

Marijuana 

Coca 

o PROCESSING 

UNCLASSIFIED 

NEEDLES IN THE HAYSTACK- DRUGS 

- Find 1 Acre Out of 442 

- Find 1 Acre Out of 8,865 

- Find 1 Acre Out of 2,150 

Find More Than 1000 Cocaine Labs in 5,824,425 Square-Mile 
Production Area 

o MARITIME SMUGGLING 
Continental U.S. Coastline is 5600 Miles 
10,000,000 U.S. Vessels 

o OVERLAND SMUGGLING 
U.S./Mexican Border is 2,000 Miles 

more than 1.8 million illegal entry apprehensions 
o AIR SMUGGLING 

5,000 Miles of Southern Border 
295,000 U.S. Aircraft 
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UNCLASSIFIED 
(U) NEEDlES IN '!HE HAYSTACK - COCAINE AND MJNEY 

(U) 1he smuggler may also enter the United States through a port of entry. Usin;J 
average-sized seizures as examples, only; 

o 250 of the 150,000 private aircraft flights, each carrying 300 kilos, or 

o 375 of the 131,000 non-conunercial vessel voyages, each carryirg 200 kilos, or 

o 1,103 of the 415,000 cargo aircraft arrivals, each carrying 68 kilos, or 

o 30,000 of the 34,000,000 airline passengers, each carrying 2.5 kilos either on 
themselves or in their baggage, or 

o 122 of the 3, 000, 000 ship cargo containers, each carrying 122 kilos, or 

o 2, 185 of the 88, 600, 000 cars arrl trucks, each carrying 1. 85 kilos, 

would be required to smuggle the entire 75 metric tons of cocaine consumed into the United 
states by that rrode alone. From a different perspective, the 75 metric tons of cocaine 
could be smuggled as a part of the two billion tons a year of cargo handled in u.s. 
seaports. 

(U) Perhaps the most difficult of these to detect, track, arrl search are the large cargo 
containers in which the majority of all imports are now shipped. Unlike railroad cars, for 
instance, there is at present no accepted means for rapidly -- or automatically-­
identifying the CM'ler, the shipper, or the origin of container. '!here is also no adequate 
means for scanning the contents or even identifying inner comparbnents. Systems for 
identifying, tagging, Ironitoring, and content sampling are badly needed. 

(U) '!he flCM of illegal funds is just as hard to discern. Drug Ironey could leave the 
country as one dollar in every $2,500 among the $1 trillion of international wire 
transfers every business day. 

(U) Means for sorting these illicit needles from these legitimate haystacks -- without 
interrupting the essential flCM of commerce -- presents a major challenge for the 
technological community. 
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NEEDLES IN THE HAYSTACK- COCAINE & MONEY 

o COCAINE SMUGGLING 

All 75 Metric Tons Could Be Distributed Among: 

1 of every 600 private aircraft arrivals; or 

1 of every 350 non-commercial vessels; or 

1 of every 376 cargo aircraft; or 

1 of every 1,136 air passengers; or 

1 of every 24,590 ship containers; or 

1 of every 2,185 cars and trucks; 

-- Concealed Within: 

2 Billion Tons of Cargo Through U.S. Seaports each year. 

o DRUG MONEY 

Electronic Funds Transfer 

$1 trillion every day 

$1 of $2,500 drug-related 
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(U) TERRORisr NEEDIE rn A HAYsrACK 

(U) '!he terrorist needles in the U. S. haystack are even nore rare than the traffickers 
an:i their drugs, as in:licated below: 

(U) Arron;J the many international terrorist organizations, there are twelve (with a total 
of approximately 1,000 activist rnernbers) that are directed primarily against the United 
states. Were all 1, 000 of these activists to converge on dorrestic targets, they could 
nerge with the 300 million people who legally enter the country each year givirg one 
terrorist :per 300, 000 legal entrants. 

(U) Once in the United States, an international terrorist (or drug suspect) must be 
followed by law enfo:rce.Ireilt persormel. As an exarrple of the magnitude of this task, one 
need only ask: how do you track one terrorist arronJ the 3.6 million daily riders on the 
New York sub.Yay system? 

(U) 'lhese foreign terrorists would not have to brirg weapons or explosives with them. 
'Ihese devices could be :p.IrChased from any of the 250,000 weapons or over 10, 000 explosive 
dealers licensed in the United States. 'lhus, each of the thousand potentially available 
terrorists could have a unique list of 260, 000 darrestic suppliers. 

(U) Foreign or native terrorists could choose from a supply of 250 million legal weapons 
arrl 500,000 machine guns - not including militacy weapons -- in the United States. As an 
alternative, they could fonnulate their explosives from any of a large ntnnber of readily­
available materials. New guns are being sold in the U.S. at the rate of five million 
annually. 

(U) In picking their targets for maxinnnn political inpact, terrorists could choose any of 
the 20,000 dorrestic or 45,000 world-wide daily airline flights. As an alternative, they 
could target any of the vast quantity of utility systems or government facilities located 
throughout the country. 
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NEEDLES IN THE HAYSTACK- TERRORISM 

o 1000 ACTIVE TERRORISTS IN 12 MAJOR GROUPS WORLDWIDE 

Over 300 Million People Enter U.S. Legally Each Year 

1 Terrorist out of 300,000 maximum 

o FOLLOW SINGLE IDENTIFIED TERRORIST 

1 Terrorist out of 3.6 Million On NY Subway 

o TERRORIST DEVICES NEED NOT BE IMPORTED. U.S. HAS: 

250,000 Licensed Arms Dealers 

10,000 + Licensed Explosive Dealers 

250,000,000 Legal Weapons (Non-Military) 

500,000 Fully Automatic Weapons 

o UNLIMITED NUMBER OF TARGETS 

20,000 Domestic Airline Flights/Day 

45,000 Worldwide Airline Flights/Day 

Utility Systems 

Government Facilities 
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(U) CXJI'I.OOK FOR THE DRUG PROBUM 

(U) In resp::>nse to increased enforcenent pressure abroad, rrore dispersal of both 
cultivation arrl laboratory sites is expected. Greater diversity of smuggl~ rrethods can 
also be anticipated, although containerized freight will probably continue as a nn.lch-used 
option. I.ocation of cxx::aine laboratories in the United states should increase in response 
to precursor cx:>ntrol programs applied in foreign areas. Some of these labs would be 
expected to produce crack, the srrokable fonn of cocaine, attract~ new users. Crack 
distribution networks will fonn in resp::>nse to increased demarrl, replac~ the current 
cottage-irrlustry rrode of distribution. 

(U) Of serious cx:>ncem would be the cx:>ntinu~ production of narcotic analogues, 
COllUl'Dnly referred to as "designer drugs." 'Ihese substances consist of variations of the 
parent canpourrls fentanyl arrl meperidine (pethidine). Some of the clandestinely-prcduced 
analogues of fentanyl are as much as 1,000 times rrore potent than xrorphine. rrhey have 
been associated with rrore than 100 overdose deaths. Fentanyl can be considered a 
synthetic replacement for heroin; attempts at synthesiz~ cocaine, teclmically feasible, 
have also been noted. 

(U) 'lhese new applications of xrore 50Ii1isticated chenistry are based on linkages between 
chemists arrl traffickers, arrl the increased diffusion of the requisite krlc:Mledge. 'Illis 
latter factor also applies to advanced agricultural techniques, which have been more 
effectively applied to the grow~ of carmabis. A potent strain, capable of more rapid 
grCMth is increas~ly being encountered in the Far East. Marijuana from these plants can 
either be smuggled over the lon;J supply routes to the U.S. or the seeds from such st..rains 
can be planted closer to or within the United States. 

(U) '!here seems to be little question but that high teclmology is be}.m applied to the 
"business developrw;mt" aspects of the drug market. Moreover, many of these future 
products may be xrore difficult to detect arrl easier to transport than the current 
varieties. 
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UNCLASSIFIED 

OUTLOOK FOR THE DRUG PROBLEM 

o MORE DISPERSAL OF CULTIVATION AND LABORATORY SITES 

o SHIFT OF COCAINE LABORATORY OPERATIONS TO UNITED STATES 

o INCREASED USE OF MORE POTENT CRACK COCAINE 

o MORE ORGANIZED CONTROL OF CRACK DISTRIBUTION 

o EXPANDED CONTROLLED-SUBSTANCE-ANALOGUE MANUFACTURE 

o INCREASED TRAFFICKING OF SYNTHETICS 

o IMPROVEMENT OF AGRICULTURAL TECHNIQUES APPLIED TO ILLICIT CROPS 

o DEVELOPMENT OF MORE RAPID-GROWING, POTENT STRAINS OF CANNABIS 
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(U) THE FUIURE HIGH TEa-l TRAFFICKER 

(U) As technology is developed and law enforcement agencies acquire better methcrls of 
utilizi.rx] high tech, traffickers tminhibited by economic, re:;}Ul.atory or legal constraints 
will continue to m:xlernize their arsenals of high tech weapons. Already those engaged in 
enforcement efforts against traffickers have encountered satellite burst cammunications. 
'Ihis trerrl is expected to continue, and the use of commercial systems, such as Irnnarsat, 
with access to telephone systems through satellites will become routine. With the trerrl 
in security to thwart irrlustrial spyi.rx], commercial encryption of these systems and 
cellular telephones, it is only a matter of time before it is available to the public. 
U.s. cellular communication systems are spreadirg at a rapid rate and are expected to 
cover IroSt of the u.s. NCM the cellular i.rrlustry is turning tCMa..rd a world wide market 
and looking at rural urrleveloped areas in South America. 'Ihese in turn will be linked by 
satellite to the u.s. telecommunications system. · 

(U) Personal computers are being utilized by many traffickers. Traffickers are 
utilizi.rq R:S for record keeping and to serrl messages through various bulletin board 
systems. If not already, it's only a matter of time before various organizations begin to 
utilize the sarre networking principals applied by large businesses and banks. rata 
encryption devices are used in communicating with other :members of the drug organization, 
some of which use telephone lines or radios. 

(U) Presently traffickers are content to lt¥)nitor law enforcement cammunication systems, 
but, as agencies turn to voice privacy systems, the trafficker may resort to jamming of 
law enforceroont frequencies in an area where t.~ey · are conducting illegal activities. 

(U) Traffickers are shCMing interest in the use of RPV's to deliver their cargo over the 
borders. 'Ihe ability of ultra lights to be quickly set up and transported gives the 
trafficker a methcxi to go over blocked crossings easily. 

(U) Cost, re:;}Ul.ation or legality are of no concern to the trafficker. 'Ihe only restraint 
on his use of technology is therefore his imagination. 'Ihere seems to be no question but 
that the current "technology race" will continue. 
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THE FUTURE HIGH TECH TRAFFICKER 

o ENCRYPTION OF CELLULAR TELEPHONES 

o LONG RANGE SATELLITE COMMUNICATIONS 

o NETWORKING OF PCs 

o DATA ENCRYPTION 

o RF JAMMING 

o ULTRA LIGHTS & RPVs 
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CU) OOI'IOOK FOR TERRORISM 

(U) Terrorism allc:1NS a sponsoring state to engage covertly on multiple fronts, at lCM 
costs, and with little fear of reprisal. state sponsorship has given terrorist groups 
added resources enabling them to carry out more complex and sophisticated operations. 'Ihe 
states in turn are provided an effective inst.n.nr.ent of foreign and military policy 
exterrling their reach at lCM cost. 

(U) '!he Middle East is the region where the most spectacular terrorist acts have taken 
place. '!here is a spillover, h<:Mever, into Western Europe where U.S. citizens are rrore 
numerous and have been consistently targeted. '!he most serious transnational terrorist 
threat in Western Europe actually comes from various Middle Eastern-based groups. Most 
Western European terrorist groups are the organizational type, often referred to as "urban 
terrorists, " like the Red Anny Faction in Germany. In France, the widespread bombings 
which took place last year could resume quickly. In Greece, indigenous terrorists and 
transnationals continue to threaten U.S. interests. In cyprus, Middle Eastern terrorists, 
who have targeted Americans, continue to have relatively free access. 

(U) since the u.s. airstri.kes, Qadhafi has only altered slightly his terrorist policies. 
He has ttnned almost exclusively to surrogates for attacks against western targets. 
Syrian-supported terrorism also makes extensive use of agents and surrogates. 

(U) '!he tootivations of those who engage in terrorism are many and- varied, with 
activities spanning industrial societies to underdeveloped regions. Fully 60 percent of 
the 'Ihird World population is under 20 years of age; half are 15 or less. Many terrorists 
have a deep belief in the justice of their cause. 

(U) Terrorists see what they do nav as sufficient, but will alter their tactics in an 
incremental way to solve specific problems created by security measures. Terrorists 
might respond to the new security measures implemented to protect embassies against bombs 
by resorting to aerial suicide attacks or to standoff weapons. With increased embassy 
protection, terrorists may select other softer targets such as schools and residences. 

(U) '!he fact of the matter is that terrorists are latently capable of wreaki..rx;J enonnous 
darn.::lge to modem vulnerable sccieties -- if they should decide it is in their best 
interests to do so. Most observers doubt that it is. 
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OUTLOOK FOR TERRORISM 

o STATE-SPONSORSHIP TO CONTINUE 

Terrorism Still a Low Cost Instrument of Foreign/Military Policy 

o COORDINATION AND COOPERATION AMONG SPONSORS 

More Groups/Geographically Distributed 

o WESTERN EUROPE PRIMARY TRANSNATIONAL TARGET 

Economic System - Industry, Tourism, Utilities, Banks, Transportation 

Symbols of State 

o FREQUENT USE OF PALESTINIANS AS SURROGATES 

Good At What They Do 

o CONTINUATION OF TODAY'S TRENDS 

High on Dedication 

Low on Competence 

Attacks on Undefended Targets 

Bigger Bombs, Standoff Delivery 

o HAS LATENT POTENTIAL FOR ENORMOUS DISRUPTION 
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(U) '!HE FUIURE HIGH TEOI TERRORIST 

(U) Terrorists have blown up computers and set fires in data processing centers, but not 
tried to disrupt or destroy data in a sophisticated fashion. 

(U) New- cotmt.e.rlreasures might provoke more radical tactics. Irmovations might not come 
from those currently identified as "terrorists" but instead from "outsiders": computer 
hackers who turn malevolent or ordinary criminal extortionists who turn political. For 
the ll'Ost part, the traditional tactics will predominate. 

(U) Guerrillas in latin America have frequently attacked electrical paver grids as a 
means of waging ecx::>nornic warfare against goverrnnents. Less concerned with ecx::>nomic 
warfare, urban terrorists occasionally have attacked electrical energy systems to get 
attention, to protest government or corporate policies, or to indirectly disable nuclear 
po.ver plants. 

(U) Terrorists probably will use more sophisticated explosives, in larger quantities, and 
standoff weapons to overcome security measures. In a recent survey of law enforcerre.nt 
officials and authorities on terrorism, 55 percent thought it "very likely" and another 29 
percent thought it "somewhat likely" that by the year 2000, terrorists will employ 
shoulder-fired, precision-guided, surface-to-air missiles to shoot down civilian planes. 

(U) Product contamination is a crime clearly on the rise. Criminal extortionists, 
malevolent pranksters and mentally unbalanced persons have poisoned, or have threatened to 
poison fcx::rl, phannaceutical products, or water supplies. Seldom have they been labeled 
terrorists. One exception was the 1979 poisoning of Israeli oranges by Palestinian 
extremists. No one was hanned by the mercury-injected oranges, but fear sent sales of 
Israeli oranges in Europe plununeting. 

(U) Larger scale terrorist_ chemical or biological warfare is considered to be unlikely­
though not impossible -- in the near-tenn ·future. Ha.vever, we must anticipate the 

possibility of :rrore limited product contamination scenarios inyolving political demarrls. 
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THE FUTURE HIGH TECH TERRORIST 

o PENETRATE COMPUTERS TO DESTROY DATA 

o DISABLE POWER GRIDS TO DISRUPT TELECOMMUNICATIONS AND 
TRANSPORTATION 

o USE NON-METALLIC WEAPONS 

o USE MORE POWERFUL EXPLOSIVES 

o USE STANDOFF WEAPONS 

o USE MAN-PORTABLE PRECISION GUIDED MUNITIONS 

o USE ULTRA-LIGHTS, RPVs, HOVERCRAFT AND SUBMERSIBLES 

o USE CHEMICAL AND BIOLOGICAL CONTAMINANTS 

UNCLASSIFIED 

81 



UNCLASSIFIED 

(U) SENSORSJTEQiNIOOFS 
TErnNoux;y /TAXONOOY MATRIX 

(U) Within the structures of dnlg businesses arrl terrorist operations, there are a large 
nt.nnber of places an::l situations where technology can aid law enforcement efforts. '!he 
variety of sensors an::l other technical devices that can be applied in these areas is also 
very large. '!he chart on the facing page attempts to group potential technological 
thrusts into distinct categories, matching them with particular phases or points of 
activity in the dnlg an::l terrorism processes. Fach (.6.) in the chart in:li.cates an area 
wherein the designated teclmique can aid in detection or interdiction. '!he symbol (A) 
denotes intersections in which the potential payoff is judged to be high. 

(U) As is evident in the chart, certain activities in the dnlg production/snruggling arrl 
terrorism processes are more vulnerable to teclmical exploitation than others. 
Similarly, same technologies are more broadly applicable than others across the range of 
observation opportunities. For example, terrorists and their tools arrl traffickers arrl 
their substances are all especially vulnerable to teclmically-based detection during 
transit through border control points. 

(U) On the other han:i, teclmologies that apply across the entire sPectrum of activities 
for both traffickers arrl terrorists include taggants and beacons arrl transponders. '!he 
ability to arrl desirability of "tracing and tracking" contraband an::l its purveyors are far 
greater for law enforcement agencies than for their military counterparts. '!he painstaki.rg 
arrl protracted efforts of the lEAs to develop legal "target acquisition" of the criminal 
have no widespread rnili tary analog. 

(U) 'Ihe assigniOO.nt of triangles should not be taken as a measure of the value of a 
technology to the overall problem. For example, radar for tracking roving targets sh~ 
only one high-payoff intersection. HCMever, if a truly effective radar screen across the 
southwest border arrl the caribbean were deployed, there can be little doubt that its 
i.rrpact on cocaine and marijuana trafficking would be very substantial. 
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Sensors/Technology/Taxonomy Matrix 

DRUG TAXONOMY TERRORISM TAXONOMY 

(!) t-a: z 0 " :I: u; t- t- t-
t- en Q, 

> z Ci5 ~ Ci5 ~ Ci5 CJ) > ~z 3: w z a: w3: z :>c.: z 0 z 
SENSOR/ (.) ....,: o< ~ 0 0 < t- CJ) zo < a:w < < 
TECHNIQUE 

a: a: a: z 0 
o...J oa: a: ;:,a: a: ~ a: 

" c.. t- w :i:LL <tt- t- CJ)Q, t- t-

RADAR 6 .... 6. 

INSPECTOR TOOLS • A ~ 6. ~ 

RFINTERCEPT 6. .... .... • 6. 6. .... 
IMAGING (IR & VIS) .... .... A A 6. 

SEISMIC/ACOUSTIC 6. 6. .... ~ 

TAGGANTS .... 6. .... 6. A .... .... ~ .... .... .... 
VAPOR DETECTION .... 6. .... !:::.. !:::.. A .... 
BULK SUBSTANCE DETECTION !:::.. .... !:::.. !:::.. .... A 

AUDIO SURVEILLANCE .... .... .... .... 
TELEPHONE INTERCEPT .6. !:::.. .... .... !:::.. A .6. 

SCREENING BOOTH .... • .... .... .... 
BEACONS/TRANSPONDERS !:::.. .... A .... .6. .... A .... .... .... A .... 
DOCUMENT AUTOMATION !:::.. .... A 6. .... 6. 6. A A 

HIGH SECURITY DOCUMENTS A A A .... A 

6, OPPORTUNITY 
A POTENTIAL HIGH PAYOFF 
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(U) ClJRRENr srATE OF SENSOR TECliNQr..cx;y 

(U) Sensors an:l other technical aids can be applied to the entire spectrum of law 
enforc.enent, defense an:l intelligence needs. '!hey can be particularly useful in copirq 
with drug trafficJcirq an:l the terrorist threat by providirg sw:veillance of vehicles, 
material, d~ts, people an:l geographic areas. 'lhe need for greater capabilities to 
sort the illicit fran the legitimate is a natural outgrc:Mth of intents by traffickers an:l 
terrorists to escape detection by blerrlirq into or becoming lost amid the vastness of 
human activities ard IOOVements. 'lbroughout the ranges of these illicit activities, fran 
groNth of the raw material through distribution of drugs to the street an:l in every phase 
of terrorist errleavors, there are opportunities to use technology to distinguish these 
activities from the nonnal an:l to acquire insight into their makeup an:l organization. 

(U) Borders provide an especially fruitful area for nonitorirq through technical rreans. 
'lhe natural channelirq of people arrl conveyances into border control facilities makes it 
economically feasible to consider even quite costly screening technologies. F\.l.rthenoc>re, 
existirq laws an:l regulations pennit greater flexibility for applyirq screening methods 
there than at any other acx::=ess points in the illicit operations. 

(U) By an:l large, nost of the requirements for sw:veillance technology are already well 
understood. A considerable array of night vision devices (NVDs), forward-looking 
infrared imagers ( FLIRs) , radars, beacons an:l transporrlers, an:l intrusion sensors exist as 
"off-the-shelf" technologies which can neet many of these requirements. For requireirents 
that cannot ncM be met, a program of both near-tenn developnent to address today' s 
critical deficiencies an:l long-tenn R&D to stay ahead of future threats is needed. 
Because of the similarity between the problem of law enforcement border control an:l 
military perimeter control, developirq state-of-the-art sw:veillanc:::e teclmiques arrl field 
testing them would be of great be.nefi t to both conununities. CUrrently, law enforcei'OOJ1t 
agencies lack furrli.n;J for such developnents. 

(U) A systems approach will also be needed in these developrents to assure that the 
efforts experrled are properly coordinated an:l will produce the payoff interrled. 

(U) . It is apparent that law enforcement agencies are in a "teclmology race" with 
traffickers arrl terrorists. Failure to greatly step up LEA development activities will 
concede the race to the criminals. 
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CURRENT STATE OF SENSOR TECHNOLOGY 

o MANY TECHNOLOGIES HAVE BROAD APPLICABILITY 

o BORDERS PROVIDE NATURAL CONTROL OPPORTUNITIES 

o BASIC SYSTEM REQUIREMENTS WELL UNDERSTOOD 

But System Development Lacks Resources 

o MUCH WORK DONE FOR RELATED PROGRAMS 

DoD/DOE/Intelligence Community 

Many Missions Similar (Border Control) 

0 MANY CAPABILITIES 110FF THE SHELF11 

NVD, FLIR, Radars, Beacons, etc. 

o WORK NEEDED TO DEVELOP/MODIFY TECHNOLOGY 

Both Short & Long Term R&D needed 

Major Problems - Efficient, Inexpensive, Acceptable 

technology may be expensive for LEA's 

o INCREASED TECHNOLOGY APPLICATION NEEDS SYSTEMS APPROACH 
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{U) MAJOR SENSOR AREA R&D NEEm/OProRIUNITIFS 

(U) six major areas have been identified where sensor technology can make a significant 
contribution to cambattin:j dnlg snruggling arrl terrorism. Many of the points of 
opportunity for identification and interdiction in the respective taxonomies are 
addressed. '!he time arrl resources required to field practical devices or systems vary 
greatly, but the payoff on the invest.rrent can be large. 

(U) An important area is substance detection. Needs range from low technology tools for 
assistin:j in physical search to automated detectors for mass screening at entry points. 
capabilities to sample arrl collect over long periods of time and to detect at distances 
ranging from inches to miles are desired. I.Dng term research arrl development will be 
required. Another sensor area is surveillance of large, ge<:xJraphical areas for pl.ll1X>SeS 
of identification arrl interdiction of aircraft arrl ships. A number of different types of 
radars, other sensors, and platforms already exist, but will require same modification. 
However, implementation of a surveillance system will have major start up costs arrl 
require substantial resources to maintain. 

(U) A third area of opportunity involves beacon and transponders using improved antenna 
systems, lower RF signatures, and a longer operating life. Needed capabilities include 
devices that operate continuously or intennittently, as queried, arrl are able to be 
tracked arrl identified worldwide. Another area of great potential is the use of taggants 
for tracking or identification of people, objects, and vehicles. While there are many 
candidate techniques, investigation of appropriate taggants for the various applications 
and developrrent of sensor systems to detect the taggants will be required. 

(U) Screenin:j portals offer an opportunity to minimize the "needle in the haystack" 
problem by funneling people into an isolated location for individual processing. Portals 
could consist of multiple sensors operating in parallel to, for instance, validate 
dOCL.n'llel1tation, screen for substances, evaluate physiological indicators associated with 
abnormal behavior, or even measure the person's "aura." Deterrence value of portals could 
be substantial, as well. (**Dr. Bobrow dissents from this view, and believes the report 
overstates the practicality and usefulness of screening portals.**) 

(U) Finally, there is an opportunity to rapidly scan, validate, collate arrl c:ampare 
dOCL.n'llel1ts rangi.rg from passports to shipping manifests. Olrrent automation systems can be 
applied, but as the current, paper-based system of doet.nnentation changes, some development 
will be required. 'Ihese "paper trails" can often be used to discern illegal activities. 
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MAJOR SENSOR AREA R&D NEEDS/OPPORTUNITIES 

o SUBSTANCE DETECTION 

At Ranges from Very Close to High Flying Aircraft 

Bulk and Vapor 

Integrating Vapor Exposure from Seconds to Hours 

o LARGE AREA SURVEILLANCE 

Cost Key Issue Among Many Available Approaches 

o BEACONS AND RELATED TRACKING AIDS 

At Ranges from Very Close to Orbiting Satellite 

Current Repertoire is Inadequate 

o TAGGANTS 

Relatively Untried But Quite Promising 

o SCREENING PORTALS 

Minimize Needle in Haystack Problem 

Allow New Capabilities to be Added 

o AUTOMATED DOCUMENT SCANNING 
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(U) SUBSTANCE DErECI'ION 

(U) '!he current system of screenin;J people, vehicles, arrl cargo for illicit substances is 
labor intensive arrl slow. New detection devices may dramatically improve effectiveness 
arrl efficiency by allowin;J screeners to focus on fewer, but "better" targets. Detection 
rrethods can be categorized as bulk or vapor. In bulk detection, a probin;J field 
interrogates arrl identifies substances via elemental or structural properties. Present 
bulk rrethods are short range, have a limited volUITe inspection capability, ani are less 
susceptible to OOl.Ult:e.nooasure. In vapor detection, effluents emitted are probed in situ 
by light or are rollected arrl identified. Vapor methods can be short or lo~ range arrl 
are well suited for screenin;J people arrl large objects. 

(U) OJ.rrently, there are a limited ntnnber of sensors to assist in the detection of drugs 
arrl explosives. X-ray ima.gin;J, widely used in routine screen~, highlights anomalies, 
but does not identify substances. A handheld, gannna backscatter device senses density 
anamalies. Explosive vapor detectors based on several distinct technologies are used, but 
do not readily identify all cc:mron explosives. 

(U) Research arrl development on explosives detection has been well funded arrl 
coordinated am:>~ Federal agencies. Investigations are urrlerway on X-ray, neutron, arrl 
radio frequency resonance technologies in bulk detection, arrl on mass spectrometry, ion 
m::>bility, chemilt.nninescence, antigen-anti..bcx:iy, optical, arrl preconcentration technologies 
in vapor detection. '!here have been substantive advances in sensitivity arrl selectivity; 
several prototype detectors are urrler evaluation and prospects for operationally viable 
detectors in the near term appear excellent. However, new developments in explosives arrl 
an increase in terrorist sophistication may require additional capabilities. 

(U) Research arrl developrnent support for drug detection has been far below that for 
explosive detection. Efforts have often focused on the adaptation of explosive detection 
technologies ani so, with the exception of remote solvent detection, technologies under 
investigation in these areas are virtually identical. '!he applications for drug sensors 
are apparent, but their development will require an intensive, well funded program. 

(U) It should be noted that the "simple," obvious methods of substance detection have 
been previously tried ani found unsatisfactory. In the near tenn, detection systems for 
illicit substances will be based on "difficult" technologies and will be complex ani 
costly. 
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SUBSTANCE DETECTION 

o RAPID SCREENING OF OBJECTS, PEOPLE 

Manpower/Time Reduction 

Needle in Haystack Solution 

o DETECTION OF SUBSTANCES THEMSELVES 

Bulk: Elements and Structure 

Vapor: Effluents 

o ADDRESSES MANY OP~RATIONAL REQUIREMENTS 

Standoff/ Proximity - Objects/People 

Overt/Covert - Drugs/Explosives 

o CURRENT TECHNOLOGICAL MATURITY 

Moderate Capabilities for Explosives Today 

Extensive RD Underway 

Drug and Explosive Capabilities by '90 

o DETECTOR DEPLOYMENT IN NEAR TERM COSTLY 

UNCLASSIFIED 

89 



UNCLASSIFIED 

(U) WIDE AREA SURVEillANCE AND ro-1MUNICATIONS 

(U) To address the narcotics flCM across the caribbean, it would be extremely helpful if 
aircraft, ships, arrl vehicles could be tracked continuously from the dnlg sources to the 
borders of the U.S. A number of carrlidate wide area smveillancejtrack.i.n;J options have 
been tabulated on the facing page together with rough est.ilnates of their capabilities arrl 
costs. 'lhese systems have either been developed by the Depa.rt:Irent of Defense or are in the 
researd1 arrljor developrent phase. 

(U) am high frequency radar is I10W' being deployed by the Air Force. It offers large 
area coverage at reasonable cost but does not have very good resolution or ability to 
track ships. '!Wo am radars would cover the caribbean. Aerostat based radars are 
currently in operation arrl can provide good coverage of modest areas, including ships. 
'!hey are probably best suited to border arrl coastal surveillance. Aircraft based systems 
like the E2-c ard E3-A offer extensive area coverage of aircraft and potentially of ships 
arrl vehicles. Drone based systems are current! y in development. '!hey can potential! y 
offer higher altitude and longer errlurance operation than the manned aircraft systems. 
With either drones or manned aircraft, several would be acquired on station to cover the 
caribbean. Approx.ilnately three times that m.nnber would be required in total because of 
the need for maintenance arrl transit ti.me. 

(U) '!he airship based radar system appears somewhat less attractive principally because 
of the limited coverage which leads to the need for large ntnnbe.rs. SUch systems are 
probably nruch better suited to border arrl coastal surveillance. Finally the satellite 
based radar system offers a very attractive possibility although it will not be available 
for at least a decade. caribbean coverage would require only a fraction (say 50 percent) 
of one satellite out of the ten required for continuous coverage. Civil agencies could 
get data from this IX>D operated system at appropriate ground read-out tenninals. 

(U) '!he cost est.ilnates involve annual capital costs including the availability factor, 
man~ at $lOOK per year, annual spare parts and fuel costs. Although the costs 
estimates are necessarily very rough, they do indicate that am, drones, satellites arrl 
aerostats all offer the potential for reasonable cost wide area coverage. All of these 
systems also offer the possibility of beacon tracking either avert with standard aircraft 
L band transponders or covert beacon tracking of "tags" type transponders operating with 
low duty cycle. Relay of communication transmissions is also possible except for the OIH 
system. Clearly, a far more rigorous analysis should precede any major systems decisions. 
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WIDE AREA SURVEILLANCE/COMMUNICATIONS OPTIONS 

OTH AEROSTAT AIRCRAFT DRONE AIRSHIP SATELLITE 
HF RADAR +RADAR +RADAR +RADAR +RADAR +RADAR 

ALTITUDE-KM 0 3.0 10.0 20.0 3.0 1000 

DETECTION RANGE-KM 2000 200 400 500 200 3000 

TARGETS DETECTED A/C X X X X X X 
SHIPS X X X X X 
VEHICLES X X X X X 

CLASSIFICATION ? X ? X X 
BEACON (TAG) TRACKING X X X X X 
COMMUNICATIONS RELAY X X X X X 

YEAR OF I.o.c. 90 Now Now 93 95 98 

UNIT COST $200M $5M $100M $50M $50M $1000M 

AVAILABILITY ON STATION 90% 95% 30% 30% 50% 100% 

MANNING PER UNIT 40 20 40 30 60 10 

CARRIBBEAN COVERAGE 
CAPITAL COST $400M $200 $1000M $300M $2000M $50 0M 

ANNUAL COST $50M $150 $250M $100M $50 0M $50M 
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(U) SIGNAWRE ENHANCEMENr WI'IH TAGGANTS 

(U) '!he signatures of drugs, explosives, people, money, vehicles arrl other high priority 
items may be irmnensely enhanced through· the purposeful taggirq of these items with 
materials (taggants) which are secretly emplaced and easily detected by appropriate 
means. An operator can thus choose the IreanS of detection and is not compelled to utilize 
the properties of the item of interest for prim:rry detection. Taggants arrl detectors can 
be devised for remote sensing applications such as vehicle or people-following. 

(U) Taggants have not been widely employed in the past save the Soviet use of 
fluorescent chemicals for people, vehicle and paper tracking. Methods have been devised 
for tagging and later detectirq both explosives and electric blastirq caps -- although 
their use has been proscribed as a result of Congressional lobbies. 

(U) Paper currency presents a challenge to taggant application, as does the remote 
identification of people and vehicles in such a way as to preclude any chance of discovery 
by the suspects. Taggant.S which are easily identified, secure from discovery and very 
easily applied are needed. Applied in this way, taggant technology can be exceedingly 
useful, but is today underdeveloped and seldom used. '!Wo examples of novel taggant 
systems are described below: 

(U) laser Excited Fluorescent Microspheres - Consider glass rnicrospheres one micron in 
diameter and doped with an appropriate rare earth ion. When excited by a laser precisely 
tuned to the narrav absorption band of the rare earth ion the excited ion will emit a 
photon of precise energy and thus fluoresce in a region to which a simple detector is 
tuned. '!he glass rnicrospheres are invisible when applied. 'Ihis system could be used to 
"bar cede" articles and be read at great distances. 

(U) Pheromones as Taggants - Insects, fish and mammals are very res:ponsive to the presence 
of specific organic molecules (pheromones). Pheromones are sex attractants, trail markers 
and danger indicators excreted by the species involved and read by appropriate indi victuals 
of the sarre species. ~romon:z are . probably detectable by targeted species at 
concentrations as low as 10 or 10 moleculesjcc. Since pheromones can be synthesized, 
many of them are available commercially. Their ability to elicit a physical res:ponse 
(attraction, physical agitation, sexual behavior) from simple species such as lady bugs, 
house flies or roaches at very low concentrations which are unnoticed by ht.nnans or other 
than the targeted species suggests their use as taggants. 
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SIGNATURE ENHANCEMENT WITH TAGGANTS 

USE OF TAGGANTS -- RELATIVELY UNTRIED 

o TAGGANT SECRETLY APPLIED TO: 

Narcotics, Explosives, Vehicles, Money, People 

o TAGGANT IDENTIFIED BY SPECIFIC MEANS 

Point Detector 

Remote Detector 

o TAGGANT/DETECTOR CHOICE OF OPERATOR 

o TAGGANTS RARELY USED 

Soviet Fluorescent Dust (1986) 

o NEW TAGGANT OPPORTUNITIES FOR R&D 

Laser Excited Fluorescent Microspheres 

excited by laser - read by tuned detector 

vehicles, contraband articles, etc. 

Insect Pheromones As Taggants 

1 o3 - 1 o2 molecules/cc sensitivity 

synthesized-available-species specific 
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CU) SrnEENING FORrAIS 

(U) '!he Task Force exhibited considerable interest (am controversy) over the potential 
to improve the rapid screening of people passing through CUstoms am Immigration. '!he need 
to be able to rapidly "sort" the suspicious from the "nonnal" is well rec:ognized. law 
enforcement persormel currently use a broad variety of "profiles" (from dress to behavior) 
in an attempt to discriminate the more likely suspects. (**As noted earlier, Dr. Bobrow 
dissents from this interest in screening portals.**) 

(U) Heavily instrumented booths might well be used to raise the efficiency of inspectors 
at natural screening points by allowing the rapid separation of the great majority of the 
law abiding. '!he few remaining could then be given more intensive personal screening-­
as is nav done based on visual "profiles." 

(U) '!he greatest hurdle to overcome in the utilization of instrumented portals is public 
acceptance. However, metal detectors at airports are a start in this direction arrl 
complex portals are now in routine use at many high security facilities arrl are beginning 
to be used at other facilities such as banks and computer centers. If the concept is 
pursued on a systematic basis, new capabilities can be installed in such a way that the 
"custozrers" will use the portal as the best of the available alterrlatives (quicker, 
cheaper, less intrusive) . 'Ihe benefits of the concept should be sold both to the Congress 
and the media. Even if this is not possible the technology should be pursued so that it 
is "on the shelf" arrl thus available when some real or perceived disaster generates a 
need. Eventually, such a system could well become a worldwide standard like magnetometers. 

(U) A nt.nnber of detection techniques presently being pursued are applicable. As these 
technologies become mature (effective, inexpensive, quick and non-intrusive) they can be 
added to a portal. Many of these require a booth to be usable, and in every case a booth 
would raise the signal to noise ratio of the detectors. An added benefit of the concept 
is the psychological man-machine interface that can be created in the booth. 

(U) Once using a portal becomes common practice, more advanced techniques can be tried 
out and used if fOUI'rl to be practical. If a means to identify the person or object being 
screened (a passport or other readable identifier) is included, then it would be possible 
to integrate the observed data into a national data base system for both real time 
alerting arrl long tenn analysis. 
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SCREENING PORTALS 

o RAISE EFFECTIVENESS OF LEA 

Instrumentation Replaces/ Augments Skilled Inspection 

Generate Data for LEA Data Base System 

o CAPABILITY ADDED GRADUALLY 

New Equipment Must be Effective, Cheap, and Quick 

o USERS MUST SEE BENEFITS 

Already Started With Metal Detectors 

Portal Quicker (Cheaper?) Than Alternatives 

Congressional, Media Support 

Can Be Upgraded as Needs/Capabilities Arise 

o BOTH DEPARTURE AND ARRIVAL 

o MODIFY CONCEPT FOR LUGGAGE, CONTAINERS 
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(U) IXXl.JMENr AUIG1ATION 

(U) Legitimate travel, business, and corranerce all generate substantial "paper trails" 
both to comply with the law and to assure completion of the transaction or receipt of 
insurance for in transit losses. '!he criminal seeks to avoid this documentation. 

(U) Shipment or IroVement of vehicles, people or thin;Js across international borders 
nonnally requires documentation generated at the origin and examined at the entry point. 
For people movement, documentation includes passports, visas, and airline/other COITIIron 
carrier documents. Vehicles transiting borders COITIIrOnly require lice.nsin;J, registration, 
and insurance documents. Shipments that transit borders require accompanyin;J cargo 
manifests. '!he quantity of this documentation is enormous; the quality is variable and 
non-standard. This 11paper trail" is a valuable investigative tool, but is mostly a manual 
process and thus often ineffective for real-time interdiction of criminal activities. 

(U) cargo manifests are reviewed manually by customs agents, with a small percentage 
selected -- again by 11profile" -- for further investigation. If durin;J review a manifest 
is flagged, inspectors may check telephone m . .nnbers, addresses, etc. to verify that the 
shipper/destination address are correct. Similarly, it is often necessary to obtain a 
visa for travel across international borders. Procedures are not .unifonn and in IOOSt 
locations, infonnation on visasjpassports is entered into a database manually. Retrieval 
to check validity of visas and passports is slow at best. There is very limited use of 
available technology, except for a modest capability to read OCR data on u.s. passports. 

(U) Technology exists today to automate many of the document inspection arrl 
investigative processes. Standardization of control documents into machine-readable 
fonnats would make possible rapid validity checks on both people and materials before they 
exit control points. Implementation of such a system would require a large, centralized 
database system for collecting input data from the various points of entryjexit arrl 
disseminating alert information back to them. 

(U) FUture research should address the problem of machine comparison of photographs, 
fingerprints, and high-security documents. This technology should be exported and 
encouraged in foreign countries, so that data exchanges and comparisons would be possible. 
In addition, to further reduce paper handling, mechanisms should be sought to penni t 
shippers, travel agents, and inspectors to input directly into enforcement databases. 
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DOCUMENT AUTOMATION 

o AUTOMATION ESSENTIAL TO REALTIME IDENTIFICATION AND INTERDICTION 

o VOLUME OF DATA NOT AMENABLE TO MANUAL SEARCH 

o NEW MACHINE-READABLE FORMS REQUIRED 

Passports and Declarations 

Cargo Manifests 

Import/Export Documents 

Currency Transaction Reports 

o SUPPORTING DEVELOPMENTS 

Information Systems to Identify Possible Violators 

Data Base System to Collect from and Disseminate to all Users 

Direct Electronic Input to Enforcement Databases when Possible 

o HIGH-SECURITY DOCUMENT AUTHENTICATION TECHNIQUES MAY BE REQUIRED 
IN SOME AREAS (E.G. PASSPORTS) TO COMBAT COUNTERFEITING 
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(U) rxx;s AS DETECTORS 

(U) '!here is increasi.r¥J reliance on dCXJ'S for detection based on their derronstrated high 
sensitivity to many odors. over 4,000 dogs are now trained to detect a wide variety of 
objects includi.J'¥J concealed dnlgs ard explosives arrl initiators typical of terrorist 
devices. IX:qs have also been trained to detect flanunable sol vents used in incidents of 
arson arrl to detect people lost or trapped as a result of natural disasters such as floods 
ard earthquakes. '!hey have also successfully detected currency duri.J'¥J searches of cargo 
arrl personal luggage. Of the 4, 000 dogs trained for detection, many are also trained for 
sentcy or patrol duties. In addition, it is esti.nated that another 2,000 dogs are trained 
only for sentcy or guard applications. 

(U) A typical cost esti.nate for traini.r¥J one dcg is arourrl $5, 000. '!his includes the 
purchase price of the dog, all veterinary ·expenses, food, harrlli.J'¥J and trai.nin:] 
equipm211t, personnel arrl administrative support costs. Annual costs for the retraini.rg of 
this dog are several hurrlred dollars or more per year, excludi.rg overhead, travel arrl 
harrller salacy. '!he total cost for maintenance arrl use of a dog varies with the user 
organization, arrl has been esti.nated to be as high as $80,000 per year. '!his includes 
harrller salacy, overhead arrl all administrative costs. 

(U) Detector dogs are legally accepted as non-intrusive ·arrl they also have the advantage 
of bei.rg generally accepted by the public. Detector dogs also have a documented history 
of success. For exanple, in the CUstoms Sei:Vice the dog arrl harrller search teams are more 
than twice as successful in detecting illicit dnlgs on a cost and benefit basis as agents 
working alone. '!here are no electromechanical sensors currently available for field use 
that are as effective as dogs in the detection of dnlgs arrl terrorist devices. IX:qs not 
only have olfactory sensitivities that can equal or exceed that of many vapor sensi.rg 
instruments, they are also extremely mobile and can irrleperrlently arrl aggressively search 
large areas. rue to their inherent search capability, dogs should have a great advantage 
over mechanical devices in detecti.rg arrl followi.rg faint odor trails. 

(U) Detection dogs are also very adaptable and can be trained to a new odor, even in the 
field, in three to four days. OVer 10,000 dogs were used by the military in World War II. 
DJ.ring the Vietnam War about 1, 600 dogs provided excellent support in sentry, scout, 
track.i.nj and mine detection duties. '!here are still no electromechanical instruments that 
can duplicate many of these capabilities. 
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DOGS AS DETECTORS 

o 4,000 DOGS NOW USED BY U.S. AS DETECTORS FOR: 

Concealed Explosives & Initiators 

Currency 

Arson Investigations 

Detecting People 

o ADVANTAGES OF DOGS AS DETECTORS: 

Accepted Legally as Non-Intrusive 

Generally Accepted by Traveling Public 

Documented Success Rate 

Better Than Available Electromechanical Sensors 
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(U) CDNCERNS WI'IH THE USE OF rxx;s 

(U) One of the stumbling blocks to exparrling dog training am errployrrent in this country 
is the lack of an adequate domestic source for dogs which are of acx:::eptable quality. Many 
dogs which have been entering the training arrl detection programs of several United 
States' organizations have been purchased overseas. '!he primary reason is that animals 
obtained overseas are generally of better health due to lack of in-breeding. 
Consequently, these dogs have a lonJer useful lifetime arrl provide a higher return on the 
training invest:roont. 

(U) rrhe cost of a domestic dog as a detector is increased as a result of the high rate of 
failure amonJ those dogs which enter a training p~. '!his occurs as a result of the 
inability of current screening methods to pre-detennine physical or psychological 
problems inherent in a dog. Consequent! y, the costs incurred by the dog in training, up 
to its time of failure, are passed along to the remaining qualified dogs. Better training 
is also needed for the handlers to help them better observe or interpret their dogs' 
responses. 

(U) In a series of trials at one laboratory, trained dogs have successfully, with 90 to 
95 percent accuracy, detected the presence of butyric acid at a concentration of one 
molecule in 1, 000, 000, 000, 000, 000 or "10 to the 15th paver". Other reports have indicated 
that a dog's sensitivity is not quite this high. Most agree that a trained dog can 
reliably detect a variety of volatile corrpourx:ls at concentrations of one molecule in 
l,OOO,OOO,OOO (10 to the ninth). One must appreciate that the dog's sensitivity will vary 
greatly as a function of the chemical target. All groups agree that the true limits of a 
dog's capability are not accurately known, and that they may well not be fully utilized. 
In addition, a COlllir()n comment of almost all dCXJ handlers and trainers is that they do not 
know exactly what component or corrponents of a material, such as an explosive, is the 
primary scent detected by their dogs. 

(U) Another problem arises if a dog is required to perfonn rnul tiple, sometimes tmrelated 
tasks, such as sentry and detection duties. rrhe result is that the dog perfonns the 
detection task at reduced efficiency. These all suggest that there is some uncertainty in 
the sensitivity, selectivity and reliability of the dogs as a detector which could, 
however, be resolved by further investigation. 
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CONCERNS WITH THE USE OF DOGS 

o ADEQUATE SUPPLY 

Domestic Availability 

Expensive Imports 

o TRAINING 

Costs 

Behavior or Response Interpretation 

o SENSITIVITY/SELECTIVITY 

Lower Limits Undetermined 

Reduced by Multiple-Tasking 

o RELIABILITY/ACCURACY 
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(Ul TRAFFICKERS AND TERRORISTS 

(U) '!he oollectable infornation on drug production, m:wement, distribution arrl sales is 
enornnus. D:ita on involved oountries, carrq:xmies arrl irrli viduals is also available. 
Sophisticated data networking, inferencin;J arrl strategic gantinj can help track, predict, 
intercept arrl capture drugs entering the U.S. Frequently, there is also same inforrration 
available from inforrrants arrl elsewhere to i.rrlicate the planned m:wement of terrorists. 

(U) In fact, one basic C0111IOOn denominator in JOOSt criminal activity is the international 
m:wement of the criminals themselves. Another is that those persons alloc>§;t invariably try 
to hide their identity. Systems that might be able to improve the process of screenirg 
dishonest fran honest travelers would be ver.y useful. '!hey would apply equally to 
smugglers, terrorists, arrl others trying to hide their tnle identity. 

(U) '!here is thus a great need for rapid I constitutional, reproducible 1 arrl inexpensive 
means of unequivocally identifyin;J people arrl recording their m:wements arrl associations. 
Improved passports arrl automatic passport readers as well as the collection ani retrieving 
of other physical markers such as voice prints arrl fingerprints are needed. Starrlardized 
data collection with a central collection arrl redistribution center with software for 
specific use tailored to irrlividual agency needs should be developed. It could benefit 
from existent resources such as EPIC, the FBI, ani Treasury Enforcem:mt Computer System 
(TECS). 

(U) Extensive use is currently made of "profiles" which attempt to describe both the 
travel patterns arrl behavior patterns of various types of law breakers. Field availability 
of high risk passenger lists fitting specific profiles coupled with the ability to query 
the system on irrli viduals ' travel patterns arrl financial associations · could be of 
considerable help. F\lrtherrrore, dogs are frequently credited with being able to sense 
instinctively people who are uneasy. Is it possible to develop other sensors that can help 
in the initial sorting for persons deserving closer scrutiny? 

(U) Minimal requirements include the rapid identification of all persons ani inferenci.ng 
from the available database -- in ooordination with a primary screen by an enforcement 
officer. Secondal:y screening could then use more sophisticated techniques. Controls 
against abuse of such a system and its databases would have to be assured. Nevertheless, 
development of such a powerful tool could serve as a major deterrent for traffickers and 
terrorists required to make repetitive trips across international borders, not only those 
with the U.S. but worldwide. 
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TRAFFICKERS AND TERRORISTS 

o PEOPLE MOVEMENT BASIC TO DRUG TRAFFICKING AND TERRORISM 

Have Schedules, Accountability and Paper Trails 

Fear Jail and Seek Anonymity 

Contraband Money, Drugs or Weapons May Accompany 

o PEOPLE IDENTIFIERS/DISCRIMINATORS NEED MODERNIZATION. 

Passport, Retinal Patterns, Fingerprint, Voice Print, Need Automatic 
Readers 

Rapid Data Base Access lnferencing, and Networking Programs Needed 
at Field Locations 

Development of Multi-Component Profiles for Rapid Automatic 
Screening 

Essential Role of Enforcement Officers for Interpretation of 
Findings and Direct Interaction with People 
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FHYSIOI.CX;IC CllJES FOR STRESS/DECEPriON DEI'ECI'ION 

(U) 'Ihe Task Force devoted considerable effort to explorin] the potential - arrl 
usefulness - of usin] various types of sensors to help highlight stress in in:lividuals 
which might sarehow hint at their involvem:mt in illegal activities. '!here is clearly no 
consensus, or even optimism, that detection of a :pourrlin] heart or nervous llXJVem:mts while 
wait~ in line clearly suggest proof of guilt. Nevertheless, such obseJ:vations are 
routinely taught to OJstams agents arrl Inunigration officals (arrl others) as ~ of 
suspect "profiles." 

(U) Clearly, such stress responses alone cannot discriminate deception from sinple 
situational anxiety such as fear of fly in], exasperation over delays, etc. However, 
cnnbinin] the IOOaSUreiiW:mt of physiologic errl points such as heart rate, skin resistance, 
or sweatin] with specific questions inten:led to enhance fear of detection in the guilty 
might be able to help discriminate ("IX> you have anythin] secreted in a body cavity?" is 
an "allowable" question, acc:ording to trainin] tapes) • Havever, the essential component 
of such a systems approach would always remain the enforcement officer who would 
interpret the physiologic response to questions as well as nore complex behavioral 
changes. 

(U) '!he Task Force also learned from many different briefers that the criminal can quite 
easily be deterred from a given path arrljor a given target by the threat of capture. 
'!heir objectives - arrl means -- are seldom as fixed as in a military operational 
plannin]. Moreover, by na·ture arrl outlook the offerrler tends to exaggerate the 
capabilities of law enforcement officials. '!he sinple presence of technology to detect 
stress in the guilty might well be a deterre.&"lt itself even though it has real limitations. 
Clearly, such t.eclmiques risk being brarrled as "reroc>te polygraphs" - as could a nother's 
powers of observation of her children! ' 

(U) Measurin] several physiological parameters (i.e., pulse arrl breathin] rates) at once 
may not i.nprove the discrimination of nonnal situational anxiety from guilt-irrluced 
stress. However, measurin] several parameters could improve the quantification of stress 
arrl {X>SSibly lessen the biologic variability between people arrl cultures. 

(U) Certain Ihysiologic variables can be measured readily and quickly now. A field 
trial of limited nature carefully observed could give insight into the potential of future 
improvements in measuring more complex physiologic variables. Several Task Force members 
believe that this avenue deserves further professional attention, while one or two others 
view it as a gross waste of money. 
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PHYSIOLOGIC CLUES FOR STRESS/DECEPTION DETECTION 

o STRESS PRESENT IN GUlL TV AND INNOCENT 

Guilty Stress More With Specific Questioning 

o NERVOUS RESPONSES HELP ENFORCEMENT OFFICERS 

Measurable Rapidly and Easily 

o STRESS MEASUREMENT COULD HAVE DETERRENT EFFECT 

Available For Field Testing 

o MORE COMPLEX PHYSIOLOGIC TESTING 5-10 YEARS IN FUTURE 
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(U) HUMAN RESOORCES 

{U) Enforcement Officers 

(U) Enforcement officers remain our most critical and effective resource. Solutions to 
cri.Ires frequently come from complex deductive and intuitive approaches combined with 
imaginative data collection and screening. Even screening of incoming passengers depends 
very heavily on trained obseiVers interacting with passengers. 'Ihe potential now for 
enorrrously greater databases, automated readers of specific identifiers and networ~ 
software opens the door to marked improvement in screening and tracking procedures. 

(U) 'Ihe human component, however, is not lessened but is increased in tenns of the 
design. of data collection systems and supporting software, the field use of the databases 
and the interpretation and use of the results. Focused training and education and 
development of team approaches and support will need to be integrated with long tenn 
professional career tracks. 'Ihe inevitable emotional stress facing enforcement officers 
must be recognized as a nonnal response and dealt with in an organized, open fashion. 
Present day opportunities for program improvement and integration and capture of the 
approaches of experienced and effective officers must be a major target. 

(U) People OOoortunities 

(U) '!here are a number of opportunities which offer potentially high payoffs in the war 
against chug traffic~. First, we should improve the methods of individual 
identification and correlation of data associated with );)eOple and substance IrDvement, 
IrDney transfer, and high risk profiles. Second, we should establish an interagency 
wor~ group that would share in training, collection of data, development of software, 
participation in gaming, and the planning, validation and modification of ongoing anti­
chug approaches or techniques. 'Third, we should conduct a program which observes and 
measures a number of physiologic variables of a suspected trafficker undergoing 
interrogation by a law enforcement officer. We need to encourage the development of a 
technology base and the eventual validation of models devised in a permanent center of 
excellence. Finally, a national center or forum must define our nation's policy toward 
illegal chug consumers, while enlisting the full support for enforcement of that policy 
from the American );)eOple. 
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HUMAN RESOURCES 

ENFORCEMENT OFFICERS 

o INFERENCING POWER OF HUMAN ~/liND NOT REPLACEABLE WITH HARDWARE 

o DATABASES AND SOFTWARE CAN MAXIMIZE USE OF HUMAN RESOURCES 

o IMPROVED TRAINING, TEAM AND INDIVIDUAL SUPPORT NEEDED 

o VALIDATION OF FIELD PROCEDURES AND STRATEGIC GAMING ESSENTIAL FOR 
PROGRAM IMPROVEMENT 

PEOPLE OPPORTUNITIES 

o INDIVIDUAL IDENTIFICATION AND CORRELATION 

o INTERAGENCY WORKING GROUP 

o QUANTIFICATION OF PHYSIOLOGIC VARIABLES 

o NEED NATIONAL SUPPORT FOR CONSUMER INTERDICTION 

o NATIONAL POLICY FORUM 
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(U) DEMAND RErucriON 

(U) 'Ihis Task Force effort addresses means to reduce available drug supplies by 
decreasin;J production, arrl interdictin;J delivery of drugs from other countries arrl within 
the United States. 'Ihe Task Force also recognizes - as does National Dnlg Policy - that 
a re:luction in demarrl for drugs is essential for lorg tenn sucx:::ess. Because of its 
importance, this effort probably deserves a separate effort. 

(U) Active intervention can be accomplished by first identifyirg the drug users usirg a 
reliable test arrl secondly by devisirg means of either treatirg or convincirg the drug 
user not to use drugs. An example of this is the drug program presently in use in the 
military. Regular, reliable testirg on all military combined with consistent enforcement 
an:l punishment has reduced illicit drug use to near zero. 

(U) '!here appears to be a growing concern that mandatory drug testirg is justifiable for 
certain jobs relatirg to public safety. For example, train ~ineers, pilots, bus 
drivers, police, school teachers, health care workers and people involved in matters of 
national security would p::>Se a real risk to the public if urrler the influence of drugs. 
People who cammit violent crimes and drivers stopped for suspicion of DWI could also be 
tested for drugs. 

(U) 'Ihe nature of any ptmishment also deserves careful consideration but need not be 
limited to jail. Fines, loss of drivirg privileges or bars from jobs involving public 
safety could be effective if enforced. Longer tenn efforts tavard grass roots public 
support arrl investment in needed biologic and behavioral science research would be of 
help. A separate effort focused on demand reduction deserves serious consideration. A 
national forum to air the alternatives and to weigh the risks and benefits might well be 
beneficial. 

(U) It seems clear, however, that "deterrirg the user" is not only a matter of e:lucation 
arrl rationalization. It also involves demonstrated willingness by the Goverrunent to 
resist the infection, enforce the prohibitions, and penalize the offerrlers. In this 
respect, there should be direct linkage between improved and m:>re visible enforcement and 
the individual's decision to avoid involvement. 
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DEMAND REDUCTION 

o MEANS OF IDENTIFYING DRUG USERS CHEAPLY AND RELIABLY 

Tests Available and Proven 

o AUTHORITY AND JUSTIFICATION TO REQUIRE REGULAR TESTING 

Present for some Segments of Society 

o CREATION OF CONSISTENT AND DEFENSIBLE PENALTIES FOR USERS 

o USE OF PUBLIC EDUCATION AND GRASS ROOTS ORGANIZATION TO GAIN 
SUPPORT OF PEOPLE 

o INVEST IN LONGER TERM BASIC RESEARCH IN BIOLOGIC AND BEHAVIORAL 
AREAS 

o MAINTAIN AND SUPPORT LAW ENFORCEMENT FOR DRUG PRODUCERS AND 
TRAFFICKERS 

o DEMAND REDUCTION DESERVES SEPARATE EFFORT 
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(U) ClJRRENr OUMINAL ASSET TRACKING 

(U) Investigations into major drug trafficking organizations have been greatly enhanced 
through interagency financial task forces. Analysis arrl docurrentation of fiscal 
transactions, generally involving cash, have delineated wider drug conspiracies; increased 
prosecution options through tax evasion, currency ret;X>rting, arrl transt;X>rting statutes; 
and increased drug related asset arrl currency seizures. Urrlercover m:>ney laurrlering 
"sting" operations, such as Operation Pisces am cashweb, have provided successful 
infiltration into drug trafficking organizations. '!he seizure of drug proceeds has been 
re<XXJTlized by many governments as a I;X>tential source of i.ncoroo arrl has served to 
encourage cooperation with U.S. law enforcarent authorities in followi.rg the m:>ney trail. 

(U) Prosecution of m:>ney laurrlerers has been greatly improved by the passage of the 
Money Iaurrlering Control Act of 1986. Now a deferrlant who krlcMingly corrlucts a financial 
transaction with drug proceeds in order to promote the drug enterprise or to conceal or 
disguise the source, origin, location, or avnership of the proceeds can be prosecuted for 
IOC>ney laurrlering. '!he Act also criminalizes the process of structuring currency 
transactions to purposefully cause a darrestic financial institution to fail to file a 
currency transaction ret;X>rt. Bank Secrecy Act (BSA) regulations ·have also been adopted 
which require financial institutions to aggregate multiple transactions daily aiOONj 

branches arrl to verify identities of their OJStomers to better identify structuri.rg 
violations and violators. 

(U) As a result of civil arrl criminal BSA enforcement in 1984, em compliance by 
domestic financial institutions has increased exponentially. em filings at the rns rata 
center have increased from . 7 million in 1984' to 1. 8 million in 1985' 3. 7 million in 
1986, arrl are projected to be 5 million in 1987. '!his increased corrpliance resulted in a 
backlCXJ which has recently been reduced from eight m:>nths to 30 days. A magnetic tape 
pilot prcqram has achieved an initial reduction in errors arrl prcx::=essing time. '!he 
CUstoms Financial Analysis Division (FAD) receives ern data arrl adds CMIR data for 
analysis by CUstoms Artificial Intelligence System to target IOC>ney laurrlerers arrl non­
compliant financial institutions. 

(U) '!he srnns of m:>ney involved in major trafficking operations are so large that they may 
well provide a trail that is IrDre visible than the packets of drugs. '!he Task Force 
believes that major additional efforts to understand and exploit this unique arrl 
inescapable cbaracteristic of the drug trade would bear important fruit. 
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CURRENT CRIMINAL ASSET TRACKING 

o FINANCIAL INVESTIGATIONS IMPROVING 

Interagency Financial Task Forces 

Narco-Asset Removal Increasing 

----------

Successful Infiltrations and Foreign Government Cooperation 

o LEGISLATION/REGULATION IMPROVING 

Money Laundering Control Act 

Structuring Offense 

Aggregation/Identification Regs for Bank Secrecy Act (BSA) 

o BSA FINANCIAL DATA BASE AND ANALYSIS IMPROVING 

Currency Transaction Report (CTR) Compliance Improving 

Processing Backlogs Diminishing 

Artificial Intelligence for Targeting 
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CU) rniMINAL ASSEr TRACKING LIMITATIONS 

(U) <Air collective krlowledge of the oochanisms used by the drug trafficker to nove his 
furrls needs to be increaserl. A centrally managed strategic intelligence collection arrl 
analysis program is not currently showin;J required results. Part of this problem may be 
circular in that the intelligence agencies require targeti.IY;J infonnation fran the law 
enfo:rceiOOnt agencies while the law enfo:rceiOOnt agencies need strategic intelligence to 
urrlerstan:i the basic IOOChanisrns of the flow. 

(U) '!be special problems of siftin;J through the $1 trillion per day of electronic furrls 
transfers (EFTs) in order to identify drug related or other seizable tooney transfers 
require advanced analysis tools, Irethodologies, arrl an active strategy. 

(U) Although the current automated databases are potentially usable, they are not 
integrated into a system that provides coherent arrl comprehensive problem reduction. 
Hardware, software arrl legal restrictions inhibit full shari.IY;J of financial data. '!his 
causes a significant problem for systems users which results in miSlll'rlerstood arrl 
therefore unused database capabilities. Until a systems analysis approach is adopted an:i 
the databases are integrated (within legal lbni ts) there will be many ·missed opportunities 
for targeti.IY;J, prosecutions, seizures, arrl disruption of the criminal infrastructure 
through asset renoval activities. 

(U) '!be basic infonnation on the flow of our currency needs to be greatly improved. 
Tracking of currency itself (not EFTs), especially currency known to have been used in 
drug (or terrorist) transactions, is currently very difficult, expensive an:i imprecise. 
Tracking, however, has a very high value in det.ennini.rq basic flow patterns throughout our 
financial institutions. 

(U) Present ~rethods generally involve the recordin;J of in:lividual bill serial ntunbers an:i 
then hopefully, interceptin;J them again. '!he task of tracking our currency is seen as 
crucial to any attempt at urrlerstarrlin;J the flow of criminal assets. In addition, there 
is the CX)ntinuing problem of the mixin3' of real arrl CX)unterfei t furrls. '!here is also a 
stroDJ need to improve the rapidity with which currency authentication can be carried 
out. CUrrency novement is also involved in many other crimes, from bank robbery to 
terrorism (the former often bankrolls the latter! ) . '!he current lack of sensors arrl 
taggants for tracki.n;J currency under certain controlled circumstances appears to the Task 
Force to be a serious -- but correctable - shortcoming in law enforcement efforts. 
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CRIMINAL ASSET TRACKING LIMITATIONS 

o STRATEGIC INTELLIGENCE INADEQUATE 

Money Flow Unknown 

Centralized Management Needed 

Intelligence Community Input Required By Law Enforcement 

Law Enforcement Information Required To Direct Intelligence 
Community 

Sifting Of Electronic Fund Transfers Needed 

o INADEQUATE SYSTEM ANALYSIS OF FINANCIAL DATABASE 

Insufficient Database Interfaces 

Under Utilization of Database Capabilities 

Missing Targeting Opportunities 

o DETECTION AND TRACKING OF CURRENCY 

Limited Sensors for Currency 

Currency Tracking Device Required 
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(U) ASSET RECDVERY OProRIUNITIFS 

(U) 'Ihe bottom line for the drug trafficker is money. I.aw enforcement experience has 
shown that more infonnation about the drug enterprise can be achieved through financial 
investigation and infiltration than through the drug dealer. An attack on the profits and 
operating funds of the enterprise is more likely to disrupt the drug enterprise than 
confiscating drugs. Moreover, the seized narco-asset can be forfeited to fund the 
enforcement operation. 

(U) Strategic intelligence concerning the drug trade 1 s illegal money flow is woefully 
lacki.rq, notwithstarrling recent substantial infiltration into the money side of the trade. 
We kn<::M the various methods of moving illegal money out of the country but not the 
relative proportions. Nor do we Jma..r with any degree of exactness the gross proportions 
of money attributable to the drug trade which remain in the U.S., exit the country and 
remain in exile, or those funds which are subsequently repatriated. Modeling of the money 
flows in both a domestic and international setting, and the trainirx] of a core group of 
intelligence analysts to manipulate the model will provide a baseline for strategic 
targeting initiatives. However, a centralized management for the collection and analysis 
of financial infonnation, worki.rq within the existing framework of intelligence and law 
enforcement systems, will be required to make effective use of the model and to better 
direct both the intelligence and law enforcement connnunities. 

(U) Improvement of our o:perational intelligence capabilities presents a tremendous 
opportunity for enhancing criminal prosecution and asset recovery and denial. A 
tremendous amount of infonnation is currently being collected and stored in databases 
which do not integrate. Immigration infonnation which is not automated makes targeting of 
alien money laurrlerers and "smurfs" a near impossibility. The databases need to have 
automated integration capabilities, to the extent that the law permits. Expert systems 
need to be utilized to target financial violators, to pursue investigations and 
prosecutions, and to seize and recover narco-assets -- as other laws pennit. 

(U} It is important to understand that the law does provide for the total seizure of all 
assets associated with a drug-related enterprise when it has been identified as such. In 
this respect, "target regeneration" can thus be slowed by preventing new criminals from 
stepping into an existirx] physical infrastructure. 

UNCLASSIFIED 
116 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

UNCLASSIFIED 

ASSET RECOVERY OPPORTUNITIES 

o INVESTIGATING THE MONEY SIDE OF NARCOTICS TRAFFICKING HAS 
GREAT POTENTIAL FOR COST EFFECTIVE RETURN. 

Use Seizures For Program Funding 

o IMPROVE STRATEGIC INTELLIGENCE CAPABILITIES 

Creation of a Money Flow Model 

Centralized Management of Collection and Analysis 

Coordination Between the Intelligence and Law Enforcement 
Communities 

o IMPROVE OPERATIONAL INTELLIGENCE CAPABILITIES 

Database Interfaces (As Law Permits) 

Expand Expert Systems for Targeting Violators 

Expand Expert Systems for Pursuing Investigations 
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(U) NATIONAL mNEY M)DEL 

(U) It has been estimated that the profits fran illegal drug a<;:tivities in the United 
States are in the range of $50 - $75 billion annually. At each level of the d~tic drug 
marketin;J dlain, distributors have significant anomts of currency which must be 
discretely m::wed into the bank.irg system am;or transfonred into legitimate financial 
assets. Estimates of the current situation are based on the widely divm:gent views of the 
front line agencies carnbattin;J illegal drug activity. 

(U) In order to provide a baseline for money laurrlering analysis, a m::>ney IOOdel needs to 
be developed. '!his simulation m:xlel would encx:mpass the JOC>St important facets of the 
diverse m::>ney schen-e. It would allCM extant knc:JN'ledge of drug and other m::>ney laurrlering 
activity to be played against the m:xlel for assessrrent and comparison. '!he si.mul.ation 
nmel components would include both domestic and international financial institutions, 
such as banks, savings and loans, credit unions, and conunercial brokerage houses. 
Electronic and physical transfer mechanisms should also be included. Each actor and 
mechanism would be represented with regard to the rules and regulations that control 
their financial operations. Implerrentation would probably include a set of rules to 
facilitate the examination of alternative regulations or scenarios of operation. 

(U) '!he specification of the system to be IOOdeled can only adequately be developed with 
the integral invol verrent of key jknc:Mledgeable irrli viduals from each of the operational 
depart:Irents ard agencies involved in identifying, trackin:j, and investigating illegal 
money laurrlering activity. 'Ihese key people would provide details about the various 
scheroos that are currently being used to laurrler money so that the baseline simulation 
nmel would be as complete and accurate as possible. 

(U) '!he pursuit of such m:xlels needs to be supported by the enforcement agencies 
directly involved. Defense m:xlelin;J skills (and facilities) should be made available on 
request. Similar efforts have already been urrlertaken successfully for other m:xlels by 

· the FBI ard the Institute for Defense Analyses. '!his approacll could well be used as a 
model for additional applications. 

UNCLASSIFIED 
118 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

UNCLASSIFIED 

NATIONAL MONEY MODEL 

o SIMULATION MODEL 

Establish Base Line Money Flows 

Identify Major Facets of Existing Money Laundering Schemes 

Explore Hypothetical Money Laundering Schemes and Impact 

Determine Overall Level of Fiscal Flow, Both Legitimate and Illegal 

o COMPONENTS 

Financial Institutions 

Domestic 

International 

Transfer Mechanisms 

Electronic 

Physical 
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(U) INFORMATION PROCFSSING AND ANALYSIS 

CURREN!' ENVIRONMENT 

cOJII"" Agencies involved in drug law enforcerrent are critically deperrlent upon infonnation 
~logy. 'Ihe same is tnle of counter-terrorism activities. Virtually all agencies use 
computer-based infonnation systems tied to their respective responsibilities in these 
mission areas. A ntnnber of systems provide effective service to operatirq agencies as 
well as to others pennitted on-line access to files cx:>ncernirq narcotics traffic.kin;J an:i 
related matters. Diverse drug enforcerrent functions arrl operational actions are supported 
continuously by systems operated by CUstoms Service, DEA, FBI an:i others, an:i the hl..llrlreds 
of thousarrls of daily file transactions perfonned with these systems represent a key 
capability in counternarcotics. Counterterrorism systems operated by FBI, CIA an:i other 
elements of the Intelligence CCmmmity have proven particularly effective in intelligence 
work an:i interdiction supfX>rt. 

(U) While it is noteworthy that law enforcement an:i intelligence systems capabilities are 
substantial an:i oover a broad spectnnn of functions arrl operational support activities­
strategic arrl tactical - significant limitations exist. 

(U) Input IOOdia for many systems are in manual fonn. '!his is, of course, less efficient 
than use of machine-readable na:tia; consequently, data-entry backlCXJs frequently cx:x::ur or 
time to enter is unnecessarily long. Another limitation stems from manual interfaces 
betweenjaxrong systems arrl from a sparseness of automated linkages. Principal m::rle of 
operation is on-line quecyjresponse. Requirements for CXIlTiplex analytic assessirel'lts 
required by law enforcement arrl intelligence (drugs, terrorism) agencies go well beyorrl 
capabilities of existirq infonnation systems. More functionality is required, to assess 
complex drug traffic.kin;J patterns, organized crime drug conspiracies arrl dCillEStic arrl 
international zroney-laurrlerirq operations. 

(U) 'Ibis challenge has been addressed by the FBI, which has already fielded new 
generation organized criloo information systems (OCIS) arrl terrorist information systems 
(TIS) an:i has applied AI technology in achieving operational J<rla..rledge-based expert 
systems in counterterrorism, organized criloo, arrl drugs. 

(U) Systems I1C1N in place exhibit unevenness in technolCXJY levels, systems engineering 
practice an:i operational capabilities. Effort an::l resources are needed to bring all 
information processing systems to the required level for mission support. 
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INFORMATION PROCESSING & ANALYSIS--CURRENT ENVIRONMENT 

o INFO TECHNOLOGY VITAL TO EFFORTS AGAINST DRUGS & TERRORISM 

o KEY D-E AND/OR C-T FUNCTIONS SUPPORTED: 

Real-Time Interdiction 

Intelligence Collection·, Analysis, Dissemination 

Strategic and Tactical Planning and Analysis 

Crisis Alert and Management 

Case Investigation and Prosecution 

o CURRENT ARRAY OF AUTOMATED SYSTEMS POWERFUL BUT LIMITED 

o BOTTLENECKS, OPERATIONAL INEFFICIENCIES MODERATE EFFECTIVENESS 

o CURRENT QUERY MODES INSUFFICIENT FOR COMPLEX ASSESSMENTS . 

o UNEVENNESS IN SYSTEMS TECHNOLOGY LEVELS 

o MORE FUNCTIONALITY IMPERATIVE 
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(U) DRUG/TERRORISM INFDRMATION/EXPERT SYSTEMS 

(U) A ·review of selected systems available for drug enforcem:mt arrl counterterrorism 
discloses several limitations in functionality am connectivity. 

(U) CUrrently, very few systems interconnect with other automated systems. To increase 
cost effectiveness arrl to enhance operational effectiveness, selected linkages arrorqst 
appropriate databases arrl infonnation shar~ are needed. A promisi.rg example of this 
approach is the FBI 1 s TIGER PAW system, which ties into arrl coordinates operations of the 
TECS, NADDIS, arrl EPIC IT systems at the DFA 1 s El Paso Intelligence Center (EPIC) . 

(U) Increased functionality nrust also be built into these systems to harrlle the 
increasi.rg volUIOO arrl analytic complexity of available infonnation. Knowledged Based 
Expert Systems, such as the FBI's "BIG F1.DYD, 11 can access infonnation from existing data 
bases arrl provide the necessary functionality. Investigators using such advanced systems 
will be able to better assess arrl pursue drug trafficki.rg groups arrl complex zroney 
laundering operations. While counterterrorism systems are currently trore advanced, it is 
imperative that these systems keep pace with technology to counter future threats. 
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CU) A CDNCEPI' FOR A IDNEY lAUNDERING EXPERl' SYSTEM 

(U) 'lhe increasirg sqtristication arrl conplexity of noney laumerirg schemes to hide the 
massive profits of drug traffickin:J have precipitated the need to utilize advanced 
technology to support appropriate count:e.nooasures. '!he passage in 1986 of new Money 
I.aurrlerirg Statutes (Title 18, usc 1956, 1957) has given law enforceJOellt persormel the 
:rreans for investigatirg arrl prosecutirg noney laurrlerirg operations. Expert systems can 
ncM be designed to aid investigators in searching for hidden patterns of transactions arrl 
tracirg noney flc:1N through various financial institutions. 

(U) '!he first step in developirg an expert system on noney laumerirg would be to 
establish the danain arrl bourrlaries of the problem. '!here currently exists substantial 
expertise in various government agencies (DFA, FBI, CUstoms, IRS, etc. ) on Money 
I.aurrlerirg (ML) operations. Also, a large body of data scattered over the course of 
n\.1Ilerol1S financial investigations is available. '!his expertise arrl information could be 
used in developing a noney lalll'rlering IOOdel. 'Ihe IOOdel could be used to simulate various 
laurrlering arrl noney flc:1N scenarios arrl find hidden patterns of illegal transactions. A 
IOOdel database, acx::::epting data from a variety of sources ( existirg investigations, 
targeted data sources, bank info), would be built to test arrl sup.IX>rt the oodel. 

(U) 'lhe next {i1ase would be to build a noney laurrlerirg database that would include 
information from existirg autanated systems, such as the FBI 1 s Organized Cr~ 
Information System (OCIS). '!he database description, attribute definitions, entity 
relationships, bourrlaries, transfonn.s, arrl contexts would be derived from the ML domain 
description arrl the ML m:rlel. If necessary, this could be acx:omplished without the ML 
m:rlel. · '!his database will accept information from current systems arrl .IX>tential new 
systems, as well as new available financial arrl intelligence data. 

(U) Simultaneously, a knowledge base of ML operations would be developed. '!his would 
consist of a set of ccxies, templates, and explanations, ccxiifyirg the drug expert's 
knowledge arrl pertinent criminal statutes. Once this knowledge base is built, it can then 
be incorporated into a criminal investigative expert system (i.e., FBI's BIG FLOYD). 'Ihe 
ML Expert System would enable an investigator to search through data collected in the ML 
database as well a5 OCIS arrl put together patterns, make inferences, graphically display 
linkages, arrl examine clusters. SUch a system would be of tremerrlous value as an 
intelligent assistant to an investigator. 'Ihis principle has been proven in the use of 
"BIG FLOYD" in a major FBI labor racketeerirg investigation. 
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Concept for a Money Laundering Expert System 
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(Ul INFORMATION PROCESSING OPOORIUNITIES/OiAU.ENGES 

~Re\Tiew of drug enforcement arrl counterterrorism infonnation systems in:iicates 
,-oWor1:.unities for substantive extensions am functional/operational inprovements. Major 

individual and interagency programs are already urrl.erway cx:mm.mity wide in 
counterterrorism, includin;J progressive developrrent of an expert system (OBR III) by the 
FBI to operate with its terrorist info system (TIS) • FUrther, IIY\ is performing a 
camprehensi ve study leadin;J to a l"le\t1, fully automated FBI Strategic Infonnation arrl 
Operations Center (SIOC) . 

(U) Counterdrug technology-based system inprovement opportunities could be readily 
exploited in key mission areas such as interdiction support, intelligence analysis, arrl 
investigations. N\.IIrerOUs approaches for improvement of existim, evol virq am l"le\t1 

generation systems exist. Artificial Intelligence technology in the fonn of I<na.Yledge 
Based Expert Systems is especially pc:Merful. F\.u:thenoore, conventional technology can 
play an important role in advancin;J efficiency arrl effectiveness of current arrl emergin;J 
systems. Improved interoperability is needed. '!his can be achieved by means of di.rect 
automated inter-system linkages. Machine readable media for systems data exc.harge is 
another achievable improvement. 'lhrough selective integration techniques, e.g. , data 
dictionaries arrl telecomrm.mications protocols, systems operations can be inproved. 

(U) All initiatives toward exten:ied interoperability ImlSt include explicit actions to 
address concerns over large federal databases spann.in::J mu1 tiple agencies am systems. 
Verifiable controls for security, privacy, auditability am data integrity are marrlato:ry. 
Protection of systems/databases from intrusion arrl abuse is essential as are trusted 
gateways for network interactions. Implementations should be consistent with 
jurisdictional, legal considerations arrl applicable federal guidelines. 

~ Mvanced AI technology can be applied promptly. AI-based systems are feasible for 
countenlarcotics or counterterrorism data fusion, c-JI, am crisis management in strategic 
arrl tactical contexts. New infonnation systems for interdiction, sw:veillance arrl 
investigations will benefit counternarcotics efforts. Premising is an initiative to 
exteirl the FBI's BIG FIDYD Organized Crime Expert System to encompass It¥Jney laurrlering 
analysis. Included in this forthcoming work is developrrent of an institutional kn<:Mledge 
base for It¥Jney laurrlering arrl interfacing with Treasury/IDs Alamos develo:rm:mtal It¥Jney 
flow rrodel. F\.u:ther, this work will take advantage of the Bureau • s new OCIS-2 due for 
deployment in 1988. 
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INFORMATION PROCESSING OPPORTUNITIES/CHALLENGES 

o CRITICALITY OF INFO TECH MANDATES SYSTEMS ADVANCEMENTS 

o TECHNOLOGY EXPLOITATION IS KEY-AI MOST PROMISING 

o IMPROVED SYSTEMS INTEROPERABILITY (as law permits) 

Selected Upgrade/Expansion of Automated Linkages 

Automated Information Exchange 

Selective Integration 

Up-front Actions on Concern Over Large Federal Databases 

o ADVANCED AI TECH FOR EXTENDED FUNCTIONALITY 

AI-Based Extensions for Narc, Terr c31, Crisis Mgmt 

New Generation (4th - 5th) Info Systems for all Missions 

o LAUNDERING EXPERT - FBI'S .. BIG FLOYD + .. 

Add Institutional Knowledge Base for Laundering 

New Statutes Codified as Knowledge 

Interface with Trea~ury $ Flow Model 

Integrates w/Bureau's OCIS-11 
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(U) R&D AND PRCXlJREMEN1'S FUNDING FOR lAW ENFORCEMENI' AGENCIES 

(U) For the sake of c:x::I'C1parison, this chart shaNS the level of total manpower an:i annual 
RIJr&E an:i procurerrent budgets for the lEAs in c:x::I'C1parison with IX>D. '!he civilian agencies 
charged with principal responsibility for law enforcement an:i canbattirg international 
terrorism, includi.rq the Coast Guard, have 1/23rd of IbD's nanpc:Mer, an:i only 1/51th of 
IbD's total budget. '!hey have tiny RIJr&E budgets totalli.rB less than 1/160th of the IX>D 
RIJr&E budget. With the exception of the FAA whose R&D requi.rerrents are largely furrled out 
of the Air Transportation Trust Furd, these levels of furrli.n;J preclude the developrent of 
new or specialized technology. As a result, these agencies use their fi..lrx:is to tailor 
equiprent available on the public-market to their particular needs. 

(U) '!his practice has led to very "cost efficient" procurerrents but has severely limited 
the levels of technology available to law enforcement authorities that are on a par with 
those available to their criminal adversaries. '!he criminal adversaries, of course, are 
less constrained by budget limitations arrl procurement procedures arrl are uninhibited by 
legal constraints. 'Ihey are tl)erefore able to respord very quickly an:i imaginatively to 
new law enforcement system technical capabilities. 

(U) '!he procurement accounts of these agencies are not much better in tenns of rreeti.rq 
the dramatically increasinj dernan:ls placed on them by the e.xpardirxJ traffic in drugs arrl 
other contrabarrl. 'Ihe total of lEA procurements aiOOlU1ts to less than 1/7 2th of IX>D 
procurement amounts. While the lEAs clearly do not need tanks, strategic missiles, or 
aircraft carriers, soroo of their other needs very close~y parallel those of Defense. 

(U) In stark contrast, DoD invests tens of billions in developirg technology an:::l 
applyirg it to maintain a SOl.lJ'Xi national deterrent posture vis a vis its adversary. 
Fortunately rrany of the areas in which Defense invests are directly applicable to the 
problems faced by I..FAs. CoD could, if authorized, make major contributions to fillirg 
the technology needs of the lEAs through the developrrent -- an:i procurement -- of "dual­
use" assets such as wide area surveillance systems as well as coastaljborder sensors arrl 
wa.rniTB arrl control systems. Many other equipments (such as helicopters) can also be 
identical. In fact, there has already been a very substantial degree of cooperation 
between D:>D arrl the lEAs, roth in providing equipnent arrl in the shari.rq of irrportant 
CDNUS military base facilities. More appears warranted. Ho.vever, the war against crime 
remains a long-term problem which deserves not only maximum interagency cooperation, but 
also appropriation levels high enough for each responsible agency to contribute 
substantially to its o.vn gamut of problems. 
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RELATIVE TOTAL AGENCY FUNDING (FY 87 $M) 

RDT&E 

JUSTICE DEA 2 

FBI 21 

INS 2 

TRANSPORTATION Coast Guard 23 

TREASURY 

Non-Defense 

DEFENSE 

FAA 

Customs 

ATF 

TOTAL: 

DoD Tot: 

DoD/Non-DoD Ratios: 

135* 

78 

1 

262 

41,900 

161:1 

PROCURE 

25 

200 

21 

350 

678* 

58+ 

7 

1,339 

95,800 

72:1 

TOTAL MANPOWFR 
(Total Manyears) 

410 5,050 

1,280 22,400 

610 11,700 

1,962 44,340 

1,000 44,500 

690 12,700 

180 3,000 

6,132 143,690 

311,600 3,246,600 

51:1 23:1 

*FAA Trust Fund line items not funded out of General Fund 

+Customs Received $160M Transfers from DoD and Forfeiture Funds 
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(U) MAJOR aJRRENr POOClJREMENT PRCX;RAMS 

(U) In its atteJnpts to deter both oonventional am nuclear oonflict with the Soviet 
Union, the Defense Department has on order a total of over $550 billion in "major" program 
acquisitions, ac:x:::ording to their Selected Acxpisition Rep:>rt surmnary to the Co~. By 
comparison, the I.EAs have a total of about $890 million planned for "major" acquisitions 
at the present ti.Ire. SUch figures are clearly inadequate to the tasks at harxi. 

(U) '!he distribution of these !..FA procurerrents is shown on the facing chart. By far the 
largest single procureirei1t item is for aircraft (as it is in DoD). Ships are next (for 
the Coast Guard), arrl the balloon-borne "aerostat" radars are the third largest plarmed 
procurerrent. Note that the emphasis on c3I is also very substantial. 

(U) It should also be noted that over one third of this total is already e>qJeCted to be 
purchased by DoD for use by the I.EAs--pursuant to Congressional mandate. 'Ibis chart also 
shOVJS that the Coast Gucl.rd has the largest investment program, with customs running 
secorrl. '!he procureirei1t programs of the FBI, Border Patrol, and DFA are very small irrleed 
by alm:>st any sta.rrlard. 

(U) While it is not the intent of this Task Force to comment on the current operations 
and posture of the various lEAs, the Task Force Chairman cannot avoid some reference to 
the tragically inadequate p:>sture of the Border Patrol in its efforts to stern the flCM of 
aliens crossing by foot, mule, and car from Mexico. Clearly, there have been many 
p:>litical irrplications with re:Jard to this alien "resource" in the u.s. Southwest. NCM, 
hCMever, this human flCM is shielding very substantial amounts of lethal dnlgs either 
~ in Mexico, or passing through in cooperation with the Colombian drug Jd.nwins. 

(U) If the Task Force fourrl any one area in which our actions speak louder than - arrl in 
direct contradiction to -- our words, it is in the San Die:Jo Sector of the U.S. Border 
Patrol. In this 66-mile sector, 900+ officersjagents arrl 100+ support personnel 
apprehen::led and returned to Mexico 63, 000 ille:Jal aliens in the single m:>nth of July, 
1987. '!he &:>rder Patrol considers itself fortunate to be getting two miles of concrete 
autOITK)bile barriers, ard one mile of modern fencing in their FY87 procurement budget. '!he 
vast majority of that sector will still be without any form of barrier or fence. There is 
simply no way to convince californians -- or Mexicans -- that we are "serious" about 
sterrnning the flav of drugs tmder these conditions. Technology has existed for years by 
means of which to make major inroads into that problem: It is the will that is lacking, 
as demonstrated by the facing chart on planned lEA procurement. 

UNCLASSIFIED 
132 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

AIRCRAFT 

SHIPS 

VEHICLES 

RADARS 

BARRIERS 

LE FACIL & EQUIP 

C31 CENTERS 

COMM EQUIP 

TOTAL 

UNCLASSIFIED 

MAJOR CURRENT PROCUREMENTS 
(MILLIONS OF DOLLARS) 

COAST BORDER DOD 
GUARD CUSTOMS FBI PATROL DEA SUPPORT TOTALS 

170 55 200 425 

155 155 

5 5 

100 100 

6 6 
50 27 . 10 5 92 

48 48 

5 22 7 12 10 56 

375 135 32 18 17 310 887 
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(U) ACXXliSITION PROBliMS 

(U) '!he I.EAs appear to have substantial problems in the aCX}Uisi tion area. '!he agencies 
charged with the suppression of terrorism ani the control of drug traffickin;J are 
arrrently furded at less than threshold arrounts in the RID&E area. 'Ihus, they can never 
improve their operational effectiveness through the development of new technology. As a 
consequence of their lack of "in house" resources the LFA conununity sometilres bec::on'es 
excessively deperrlent upon contractor salesrren for their technology input, ani lack the 
ability to irrlepeirlently check their claims. 

(U) Since little operations analysis data have been collected by the agencies, there is 
also an inadequate basis for assessing major new "requirements. 11 Earlier discussions of 
the range of available area surveillance systems, for instance, indicate the need for 
more thorough analysis. OV'erall needs, of course, are obvious: but the solutions are not. 

(U) lastly, the IEA camrmmity has often been frustrated by accepti.rg relatively 
~ive daoonstration programs which show premise of success, only to firrl that they 
cannot afford the giant leap from de.rOC>nstration devices to the acquisition of finished, 
fieldable systems. 

(U) Prcx:::ureirent :furrls available to the LFA community are also uniformly below the 
threshold for true effectiveness. 'Ihis applies across the spectrum from dogs to radios. 
A systems approach for major acquisitions seems to be lackin;J. '!he I..F.As also have little 
expectation that adequate operation an:i maintenance (O&M) :furrls will ever be available to 
operate the larger systems. '!he E-2Cs recently provided by IX>D to Coast Guard ani OJstorns, 
for instance, were not supp::>rted by increased operati.rg :furx:is! 

(U) One particular deficiency is the uneven distribution of non-appropriated turds 
generated from the use (or sale) of seized/forfeited assets. '!he Border Patrol, which is 
in dire need of additional hardware assets, for instance, cannot benefit from major 
seizures by the DFA. In fact, the majority of forfeiture furrls are returned to the 
General FUrrl. It "WOUld appear that a major motivation for enhanced enforcenent is thereby 
denied. S<::loo better system for allocating these forfeiture furrls -- possibly through an 
inst.nzroont of the NDPB -- might be very productive. 

(U) Finally, IEA procurement practices which require unclassified ani advertised bids 
tend to aid the traffickers and terrorists -- who thus get valuable advanced warning 
about future plarmed lEA capabilities. '!hey can, in fact, get on the bidders' lists! 

UNCLASSIFIED 

134 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

UNCLASSIFIED 

ACQUISITION PROBLEMS 

o RDT&E PROBLEM AREAS: 

Technology Funding Levels Well .. Below Threshold .. 

Agencies Dependent on Contractor Salesmen_. 

Limited Analytical Basis for Assessing .. Requirements" 

Cannot Afford Jump from Demonstration to Acquisition 

o PROCUREMENT PROBLEM AREAS: 

Funding Levels Well "Below Threshold .. 

Lack of Systems Approach for Major Acquisitions 

Lack of Acquisition and O&M Funding to Field Big Systems 

Uneven Distribution of .. Non-appropriated Funds .. 

Some Procurement Practices Give Edge to Traffickers/Terrorists 

Majority of Forfeiture Funds Go Back to General Fund 
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(U) GENERAL <X>NCIDSIONS 

(U) '!he Task Force has generated a substantial number of conclusions which are pertinent 
to the problems at hard. In scare cases, they doubtless bear the mark of "initial shock" 
asscx:iated with explori.n:J a new area. :&.lt the fact is clear, the I..EAs are "at war" with 
major, dedicated, organized criminals who are dead set on pursui.n:J their objectives. 
Coupled with the magnitude of the problems arrl the difficulty of solving them, the Task 
Force agrees with the President (NSDD 221) that both the "drug war" arrl the "war on 
terrorism" are vital to the national security of this country. 

(U) It is also important to urrlerstarrl, however, that drug arrl terrorism problems are 
only a "subset" of the broader spectnnn of domestic arrl international crl..I'te; that must be 
controlled. Espionage, high-tech transfers, bank fraud, arrl organized crl..Ioo are but a f~ 
of the other issues facing the same law enforcement officials. CUstoms officials at the 
San Ysidro border crossing from Mexico, for instance, are given 30 seconds to check if 
each transitti.n:] car an:1 its ~ers are violating any one of 400 laws rronitored by 40 
separate agencies! 

(U) Furthenrore, the ability of these "high-tech" criminal organizations to adjuSt to 
changi.rq IFA efforts is extraordinacy. While each of the several hurrlred organizations 
may perceive different paths of lower resistance, each can change its transport, 
communications, arrl rroney laurrlering procedures within weeks to avoid, say, a new aerostat 
in the Bahamas, a new law in Panama, or a new kind of passport in Italy. 

(U) '!here do appear to be some distinct differences in the two "wars" being addresse:i: 
the problems of counteri.rq terrorism will rely rrore on outstarrling intelligence arrl 
penetration of the terrorist gangs, while the drug war will involve a broader spectnnn of 
attacks on the source crops arrl factories, on the total transportation system, arrl on the 
prosecution of the criminals through due civil process. 

(U) '!he Task Force is in full agreement, however, that neither "war" can be won by 
technology arrl hardware alone. While not exhaustively addressed in this limited scopejtime 
effort, it is abundantly clear that there must be major demand-reduction efforts to in 
SOIOO way "deter" the users of both drugs and terrorist tactics. '!he drug war will 
probably fail without succ:essful, major, sustained demand-reduction efforts. '!his fact is 
reiterated throughout this report. 
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GENERAL CONCLUSIONS 

o THE LAW ENFORCEMENT AGENCIES ARE AT WAR AGAINST CRIME 

o NATIONAL SECURITY IS THREATENED BY TERRORISM AND DRUGS 

o TERROR/DRUG ISSUES ARE PART OF BROADER CRIME PROBLEMS 

o CRIMINALS SHIFT RAPIDLY TO PATHS OF LOWER PERCEIVED RESISTANCE 

o WAR ON TERROR RELIES MORE ON INTELLIGENCE & PENETRATION . 

o DRUG WAR RELIES MORE ON SOURCE DENIAL, INTERDICTION & PROSECUTION 

0 NEITHER WAR CAN BE IIWONII WITH TECHNOLOGY & HARDWARE ALONE: 

.... THERE MUST BE DEMAND-REDUCTION BY .. DETERRING THE USERII 
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(U) IDRE GENERAL CDNCIIJSIONS 

(U) '!he report goes to some length to iroicate the extent to which detecti..rg these 
criminals, their "wares", arrl their organizations is like looking for a needle in a 
haystack. For instance, U.S. annual consumption of ilrported cocaine is on the order of 100 
tons. '!he total u.s. cargo i.np:>rts per year are about two billion tons. In another extrene 
case, we note that there are "only" about 1,.000 active terrorists dedicated to targeti..rg 
u.s. people arrl resources, while over 300 million people now en~ the u.s. each year. 

(U) It becomes evident that the infrastructure that suppJrts terrorism arrl dnlg 
trafficki.rg goes well beyorrl the criminal instruments themselves. '!he Task Force 
concludes that the reverse IOC>ney flo.Y many be IOC>re detectable in ~ cases (the IOC>ney 
even weighs IrDre than the cocaine it procures). F\n:thenrore, at some nodes in the 
taxonomy, the people may be the critical elezrent (couriers, pilots, k.in;Jpins, etc. ) . In 
other cases, the paper trail left by legitimate transactions is often anathema to the 
criminal. Bills of ladi..rg, passports, IOC>ney transaction reports can all offer clues to 
legitimacy, if the vast quantity of it can be speedily arrl accurately sifted for the 
11needles••-in sorre cases usi.n:j expert systems arrl artificial intelligence techniques to 
establish the sorti.rg rules, arrl the suitable comparison techniques for related files. 

(U) In many areas, the problems of cormteri.n:j terrorists arrl traffickers appear m:>St 
similar at the R&D level, where detectors arrl trackers arrl "taggants" arrl !Xlysical 
sw:veillance devices arrl intelligence gatherers may play a prominent role in apprehen::iing 
-arrl prosecuting-both. On the other harrl, the extent of the physical -infrastructure 
associated with growi..rg, processi..rg, shipping, storing, distributing arrl selli.rg dnlgs 
seems to offer a far broader spectnnn of detection arrl attack opportunites. In the case of 
the terrorist, for instance, since guns arrl explosives are so available in the U.S. , he 
would be foolish to brirg them into the cormtry. '!he trafficker, on the other harrl, can 
hardly avoid an eno:rroc>U.Sly elaborate "transportation system." 

(U) As mentioned earlier, however, these are "high-tech" crimes in which IOC>ney is 
virtually no object, arrl the "technology race" is even IOC>re evident than it was aroc>ngst 
the "nnn runners" in the days of Prohibition. Forttmately, all the costs of these cormter 
systems need not be paid for from appropriated furrls. As in the case of the X-ray machines 
arrl magnetometers at airp::>rts, same costs can be defrayed by trust furrls, user fees, and 
even seized assets. Regardless of the furrling however, these "wars" represent long-tenn, 
Big League problems that will not be solved "on the cheap" with ham-held devices, with 
Little League budgets, or with 11bootleg" funds from DoD, for that matter. 
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MORE GENERAL CONCLUSIONS 

o LAW ENFORCEMENT MEANS FINDING NEEDLES IN BIG HAYSTACKS 

o MONEY, PEOPLE, AND PAPER TRAILS ARE MAJOR DETECTION TARGETS 

o IMPROVED DATA PROCESSING MAY UNRAVEL SOME MAJOR CONNECTIONS 

o DRUG & TERROR NEEDS SEEM. MOST ALIKE AT RDT&E LEVEL 

o DRUG WAR SEEMS TO NEED MORE NEW TECHNOLOGIES THAN TERRORISM 

o TRAFFICKERS & TERRORISTS ARE FORCING A "TECHNOLOGY RACE" 

o SEIZED ASSETS AND USER FEES CAN PARTLY DEFRAY COSTS 

o INTERNATIONAL CRIME IS A LONG-TERM BIG LEAGUE PROBLEM 
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(U) Sl'IIL IDRE CDNCIDSIONS 

(U) 'Ihe Task Force was somewhat sw:prised to firrl that the lEAs are generally very well 
infonned about the Defense technological state-of-the:...art. In fact, IX>D is already 
helpi.IY;} the I..FAs in these "wars" on many fronts, from buy~ major items (like aerostats) 
to provi<iinJ lard ard shared facilities on military bases (March AFB) . 

(U) On the other harrl, there are soma other technologies which IX>D itself has not 
pursued very far that may be very useful in this context. '!he greater use of "sniffer" 
dogs-as well as lenn~ how they sniff, arrl how they might sniff better-may offer an 
interesti.IY;} partial solution to several detection problems. '!hose noses still remain 
superior in sensitivity to any other sensor against many substances arrl materials. 

(U) '!here are sane additional technologies (many in the biological area) which may offer 
additional benefits. In the main, however, the overall drug problem appears to need 
several larger "systems, 11 nmning the gamut from long-range, wide-area surveillance 
systems, to a new intenlational starrlard for authenticatable passports. '!he small 
agencies, with very limited procureroont furrls arrl virtually no RDI'&E furrls, however, are 
not goirg to be able to pursue either avenue alone. '!his is true even though many of these 
large "systems" can be integrated from exist~ technologies with substantial "growth 
potential." '!he parallel to the International Air Traffic control System operat~ urrler 
ICAO agreements anong nations is not farfetched. 

(U) It is also clear that these lEAs, awash in problems of day-to-day business arrl an 
extraordinary set of "real-world" problems, have not spent enough effort analyz~ their 
own problems an:i the "big picture." '!he Task Force fourrl itself unable to make any very 
specific rec:anuterrlations, or worthwhile inpact assessm:mts, in the absence of such 
analysis. It is also quite evident that the current labyrinth of statutes arrl regulations 
seriously c:x::xrplicates law enfo:rceirent efforts. Defense experts have difficulty acceptirg 
the thought of consuming one to three years in "target acquisition" (to get to 
irrlict:Irent), followed by another year or two for "target kill" (i.e., successful 
prosecution) . 

(U) '!his report does not dwell on the many arrl extensive areas of prcxluctive ccx:>peration 
between IX>D ard the I.FAs, particularly in the shar~ of assets ard facilities. 
Nevertheless, it is clear that IX>D could--and really should-adopt a more vigorous, if 
only supportive, role in these "wars against crime, 11 arrl that it can itself benefit from 
the fruits of these efforts, both technologically and national securitywise. 
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STILL MORE GENERAL CONCLUSIONS 

o NON-DoD AGENCIES GENERALLY FAMILIAR WITH DoD TECHNOLOGIES 

o DOGS, THOUGH CONTROVERSIAL, ARE STILL SUPERIOR IN SENSITIVITY TO 

OTHER SENSORS 

o SOME NEWER TECHNOLOGIES CAN BE "FORCED", BUT ... 

o LARGER "SYSTEMS" NEEDED NOW TO MAKE MAJOR INROADS ON DRUGS 

o SMALLER AGENCIES CANNOT SUPPORT HI-TECH R&D OR LARGE SYSTEMS 

o SOME LARGE SYSTEMS CAN BE BUILT AROUND EXISTING TECHNOLOGIES 

o DYNAMICS OF DRUG PROBLEM NEED EXTENSIVE ANALYSIS 

o "RULES OF ENGAGEMENT" SIGNIFICANTLY COMPLICATE EFFORTS 

o DoD NEEDS TO ADOPT A MORE VIGOROUS, IF ONLY SUPPORTIVE, ROLE 
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(U) OVERI.APPrnG IX>D/I.EA MISSION AREAS 

(U) Both the IX>D arrl the lEA missions share corrunon technological features which could be 
brought to bear upon serious lEA problems such as drug trafficki.n:l arrl terrorism. 'Ihese 
camronalities include the acquisition of both strategic arrl tactical intelligence which 
would aid the lEAs in drug interdiction. Physical surveillance by all possible 
technological neans would enhance the criminal prosecution rate. Both contrabarrl arrl 
criminal detection required by the lEA conununity would be improved by brinjing to bear 
technology available or urrler developnent by the IX>D. Timely arrl secure comrnarrl arrl 
control functions are CXJI11I'OC)n requirerrents of both the IX>D arrl the lEAs as are operations 
arrl data analyses. 

(U) '!he technological mission areas denoted above would be equally applicable to both the 
drug arrl terrorism problems, as well as to other criminal activities ard IX>D mission 
areas. In fact, all the lEAs with the exception of the DFA have primary mission 
responsibilities quite aside from stopping trafficki.n:l arrl terrorism. '!he total span of 
these criminal areas includes: espionage, high-tech infonnation transfer, organized 
crime, terrorism, drug trafficki.n:l at all levels including drug use within the A.nred 
Services, smuggling, m::>ney laurrlering, bank arrl invesbnent fraud, arrl ille:3al 
immigration. At the same time, these technologies also apply to the military missions of: 
low intensity conflict, special operating forces, arrl urban warfare. 

(U) It would seem clear -- at least at the acquisition level -- that there is no useful 
purpose smved by segregating or comparbnentalizing the developm:mts done for any subset 
of these activities, either on the lEA side or on the IX>D side. While there may be many 
ovei:Whel.mi.n;J reasons for keeping separate the various agencies (arrl military depart:Irents) 
themselves, little is gaina:i by subdividing arrl sub-optimizing the very scarce RIJI'&E arrl 
procuren-ent furrls'. 

(U) It thus appears clear that mutual technological assistance of the IX>D arrl the lEA 
conununity would not only provide direct gains in law enforcement, but also in national 
security by creating a synergistic interaction which would be effective in peacetime arrl 
vital in times of national m::>bilization. '!his is not rreant to suggest, however, that 
needed resources should carre out of IX>D's "hide." It means that cxx:>perative use of 
limited resources-in all quarters-will produce mutually useful results. 
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OVERLAPPING DoD/LEA MISSION AREAS 

o EMPHASIZE TECHNOLOGICAL SIMILARITIES FOR: 

Strategic Intelligence 

Tactical Intelligence (Interdiction) 

Physical Surveillance (Prosecution) 

Contraband/Criminal Detection 

Timely/Secure Command & Control 

Operations & Data Analysis 

o ACROSS THE SPECTRUM OF ORGANIZED/INTERNATIONAL CRIME & WARS: 

Espionage -- Smuggling 

High-Tech Transfers 

Terrorism 

-- Money Laundering 

-- Bank/Fund Fraud 

Drug Trafficking -- Illegal Immigration 

-- Low Intensity Conflict 

-- Special Operating Forces 

-- Urban Warfare 
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(U) ROlE AND LIMITS OF TECHNOm 
(AN ADVISOR'S CAuriON) 

(U) Although it may seem trite to some, it is necessary to keep. in Iniirl that the total 
contribution to be made by additional RIJr&E is quite limited. '!he advisors in particular 
are concen1ed lest this a>B report give the impression that either or both of these major 
international crilres can be solved by teclmology alone. 

(U) Modern technology can be profitably employed in the search for needles in haystacks 
and can provide m:>re efficient use of limited intelligencejenforc:::eJnent ll\al"llXMer. In 
addition, the tasks of intelligence gathering, surveillance and drug interdiction in the 
various portions of the taxonomies can be carried out with greater efficiency through the 
clever application of technology. All of this, of course, can raise the cost of doing 
business for criminals and terrorists. 

(U) Nevertheless, teclmology clearly carmot replace the human element in law enforcement 
or intelligence gathering nor can it eliminate all drug traffickers and terrorists. 
Technolow is certainly unable to influence terrorist motivations or c:orcq:>letely eliminate 
the sources of all drugs and the demand for them within the populace. 

(U) In general, the proper application of certain technologies could produce some very 
significant gains in the drug and terrorism war. Technology may also be able to provide a 
deterrent to crime and terrorism well beyond its actual capabilities by playing upon the 
imagination of the criminal or terrorist. Most ilnportantly, successful investment on new 
and specialized teclmology would demonstrate a finn national will and the international 
leadership to mitigate the drug problem and diminish the frequency of terrorist attacks. 
Such contributions, however, must be achieved through operationally useful hardware, 
properly supported by skilled personnel and the necessary operating -funds. 
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ROLE & LIMITS OF TECHNOLOGY 

TECHNOLOGY CAN: 

o PROVIDE MAJOR ASSIST IN FINDING NEEDLES IN HAYSTACKS 

o STRETCH LIMITED INTELLIGENCE/ENFORCEMENT MANPOWER 

o IMPROVE INTELLIGENCE, SURVEILLANCE, AND INTERDICTION 

o RAISE RISKS AND COSTS TO CRIMINALS 

TECHNOLOGY CANNOT: 

o REPLACE HUMAN ELEMENT IN LAW ENFORCEMENT OR INTELLIGENCE 

o ELIMINATE TERRORISTS OR TRAFFICKERS 

o ELIMINATE TERRORIST MOTIVATIONS 

o ELIMINATE DEMAND FOR, NOR SOURCES OF, DRUGS 

TECHNOLOGY MAY BE ABLE TO HELP: 

0 
11WIN 11 SOME SIGNIFICANT BATTLES 

0 PROVIDE A DETERRENT WELL BEYOND 11REAL11 CAPABILITY 

o DEMONSTRATE NATIONAL WILL & LEADERSHIP 
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(U) OPERATIONS ANALYSIS SUProRI' 

(U) At the present time the lEAs are seriously lacking in the area of operations 
analysis support. Systematic analyses are needed in order to identify the interactions of 
criminal organizations, their contrabarrl, and the the flow of money which results from 
drug sales. Analyses should be made of criminal violation of our national borders and the 
interaction of relative border porosity with drug trafficking and terrorist activities. 
Broader studies should be made of the actual impact of drug trafficking upon national 
security and the economy. We also need to detennine how both strategic and tactical 
intelligence can be JOOSt effectively collected and used. Studies of expert systems and 
artificial intelligence may suggest new directions for data interpretation. Major systems 
should be carefully examined in tenns of fulfilling their functional requirements along 
with the interaction of system architecture with function. 

(U) An excellent example of data harrlling is to be fotmd at EPIC, El Paso, Texas, and 
the Task Force concludes that this center should be further improved not only for its 
innate operational usefulness, but also as a center for pertinent operations analysis. 

(U) An interagency National Center for law Enforcement Analysis could be established 
which provides access to the best mirrls available, an institutional memory, and synergism 
between related topics and issues. Such a National Center would best have the status of 
an FCRC and appropriate contractual arrangements. In this manner the lEA cormnunity could 
rely upon 20 to 30 experts augmented by outside consultants. SUch an institution would 
constitute a "critical mass" in the law enforcement field and ensure interagency 
interaction at the level of operations analysis. 
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OPERATIONS ANALYSIS SUPPORT 

o SYSTEMATIC ANALYSIS IS. NEEDED IN SUCH AREAS AS: 

Organization and Flow of Criminals and Their Contraband 

Physical & Electronic Flow of Money/Instruments 

Criminal Violation of National Borders (In & Out) 

Impact of Trafficking on National Security & Wellbeing 

Effectiveness & Need for Strategic & Tactical Intelligence 

Enhancements to Operations at EPIC, El Paso, TX 

Expert Systems/ Artificial Intelligence 

Functional Requirements for Major Systems Architecture 

o A NATIONAL CENTER FOR LAW ENFORCEMENT ANALYSIS WOULD PROVIDE: 

Access to Best Available Minds as Required 

Institutional Memory 

Synergism Across Related Topics and Issues 

FCRC Status and Contractual Arrangements 

.. Critical Mass .. of 20 to 30 Experts + Outside Augmentation 
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(U) SYSTEMS ENGINEERING SUPFORI' 

(U) 'lhe Task Force, comprised of persons experienced in Defense matters, is convinced 
that "system solutions" are needed for many of the major problem areas identified. To 
successfully solve such complex problems as the screenirg of people, baggage, cargo, arrl 
roney as well as track.i.n3' of aircraft an::l boats, the procurement of i.n:tividual sensors arrl 
sw:veillance devices will not be sufficient. It will be necessazy to combine the outputs 
from a number of different sensor c::ctTpOnents into integrated databases arrl to process an::l 
distribute these databases to law enforoe.rrv:mt personnel capable of interdictirg the drugs 
and/or terrorists. Warnirg and control systems (as opposed to "intelligence") are 
required to coordinate and acx:::orrplish the actual apprehension operations across the many 
jurisdictions that are often involved. 

(U) Identification and screenirg of travelers will surely aid in creatirg a database 
which could assist in identifying traffickers and terrorists out of the 300 million legal 
travellers enteri.rg the U.S. Systems to assist in examini.rg the baggage fran some 20, 000 
airline flights a day and checking them for taggants or sarrpli.rg them for other chemicals 
automatically would be advantageous. A gocxl system to examine arrl search these 
containers is non-existent and therefore needed. 'lhe ability to urxierstarrl arrl track 
roney flow will enhance identification of traffickers and assist in seizures, 
investigations and prosecutions. Inq:>roved taggants, tracking arrl surveillance systems 
both at horre an::l abroad could substantially enhance tactical arrl strat.e;Jic intelligence. 
'lhe present (part t~) use of various satellites has been limited by the availability of 
various clarrlestine c::ctTpOnents. All of these expande:l endeavors could provide a 
trernerrlous asset to the lEAs. 'lhe process of integrati.rg the i.n:lividual components into 
cohesive entities is, in IX>D parlance, calle:l system engineeri.rg. 

(U) Much IX>D expertise in the system engineerirxJ process lies in system engineering 
organizations which have become skille:l in designin:.J systems for IX>D, FAA, NASA, arrl [k)E, 
as well as for i.rrlustrial organizations. A m.nnber of non-profit Fe:lerally Furrle:l contract 
Research arrl Developnent centers (F'F'RIXS) currently support goverrunent ageneies. '!hey 
could provide valuable assistance to law enforcement agencies in the form of overall 
system design, interface specifications, c::ctTpOnent specifications, and contractual support 
as well as testin;J of fielded systems. 'lhe Task Force sees no reason why IX>D should not 
offer to share such skills with the lEAs when arrl where the need exists. 
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SYSTEMS ENGINEERING SUPPORT 

o SYSTEMS SOLUTIONS ARE NEEDED TO MAJOR PROBLEM AREAS: 

Identification & Screening of Travelers (In & Out) 

Automated Passenger Baggage Search 

Automated Cargo Identification & Search 

Full Surveillance and Control of Land/Sea Borders 

Command & Control of Multi-Agency Operations 

Selective AI/ES Correlation of Data Bases & Paper Trails 

Rapid Identification/ Authentication of Money 

Urban Tagging/Tracking/Surveillance Systems 

Foreign Crop ldentification/Eradication/T~gging Systems 

o SYSTEMS ENGINEERING CENTERS CAN OFFER: 

Continuity and Expertise of Highly Skilled Personnel 

Establishment of DT&E Specifications and Interfaces 

FCRC Status and Contractual Arrangements 

.. Critical Mass .. of 200 to 300 Experts + Program Management 
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(U) RESOORCE ALLOCATION PREFERENCES 

(U) I.EAs can be assisted with additional personnel, with furrli.m to operate ard maintain 
equiptent, with Irore of currently available equipment, ard with RDI'&E to develop them. 
Agercy advisors were asked to indicate their personal preference for the order in which 
such assistance was needed by their agency. 

(U) 'Ihe relative resource needs of an lEA deperd largely on their present use of 
manpower vs. technology, ard on the operational .inproveiOOnts offered by available 
technology. Civilian drug enforcement agencies generally are manpower-intensive. 
Existi.rg hardware can help these agencies to be Irore effective to a point, but new 
technology developirent is needed for significant :perfonnanc::e i.rrproveiOOnt or charge in 
methods of operation. other agencies are Irore hardware depen:ient, but may need personnel 
to operate the equipment, or Irore :fun:iing to increase equipment utilization. 

(U) An infonnal poll of the Task Force advisors from the other agencies pointed up their 
priorities for additional resources. '!heir collective top priority would be for buyirg 
additional hardware, either off-the-shelf or with same adaptation. '!heir second priority 
would be for operating furrls. Additional manpower occupied their third priority, and 
exparrled RDr&E efforts were of lowest average priority. Although some advisors 
identified manpower as a higher priority, it usually was aocampanied either by existirg 
hardware or operating furrls as an equal priority. 

(U) 'Ihe preferences irrlicated by the advisors stem from the fact that the I..EAs are 
involved in a real arrl i.mrrediate battle in which they are badly outnumbered. While there 
may be "only" one thousarrl or so active terrorists targeted on the U.S., organized crime 
and drug traffic~ involve at least 200, 000 criminals. Hardware can help fight these 
battles, arrl RIJr&E may eventually make this hardware Irore efficient, but the urgent need 
is for resources that can be used T'I.OIJ, rather than same years hence. 

(U) '!here is, in fact, a ltk)re heal thy skepticism for the role of R&D in the lEAs than in 
IX>D. '!he Task Force feels that this increases the desirability of combini.rg lEA RDr&E 
needs across the crine spectnnn, and merging them,· wherever possible, with similar needs 
for low intensity conflict, special operations, and urban warfare. '!he lEA's realism 
should generally predominate in such mergers. Excessive specialization towards a 
particular illegal substance or a particular crime or a particular criminal would probably 
fin:l little support as an lEA "requirement." 
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RESOURCE ALLOCATION PREFERENCES 

(UNOFFICIAL POLL OF ADVISORS) 

IN WHAT ORDER WOULD YOU ADD ADDITIONAL RESOURCES? 

Agency A 

MANPOWER 4 

OPERATIONS 2 

HARDWARE 1 

RDT&E 3 

B 

1 

3 

1 

4 

c 

4 

3 

2 

1 

D E F 

Drgs Terr 

4 4 

2 3 

1 2 

3 1 

1 3 

4 1 

3 2 

2 4 

(UNOFFICIAL POLL OF ADVISORS) 
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G 

4 

2 

1 

3 

H 

1 

1 

3 

4 

OVER­
ALL 

4 

2 

1 

3 
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(U) PRIORITIES IN APPLICATION 

(U) New tecJmologies that are ~ed should resporrl to existin;J stated am inplied 
priorities. For instance, the national objectives listed on the facin;J dlart provide the 
full gamut of ilrproved capabilities specified by the White House. ('Ihey are not ranked in 
order.) 'Ihe Task Force addressed all of these in same fashion except for demam­
reduction am ilrproved cooperation with Mexico. Whether either should be approached with 
carrot or stick appears problematic. 

(U) Any technologies developed should if possible apply to both the anti -dn.lg arrl anti­
terrorist prog:tams as well as to other criminal activities an:l also to the militacy 
functions in lCM intensity conflict, special operations arrl urban warfare. '!his was 
diSOJSSOO on the previous page. Hence imagery technologies that will lead only to the 
detection of, say, the c.xx::a bush, or detector technologies, like same of the vapor 
detectors, which can only detect a particular type of ~losive - or a sin;Jle form of a 
sirgle dl:ug - nust be accorded lower priority, arrl lCMer value. 

(U) Technologies which are limited in their geographic area of application or to a 
relatively short span of usefulness nrust also be given lCMer priority. Hence a trackirq 
system which depenis on a very low power RF signal, or I.DRAN, is thereby limited to areas 
where an agent can be close by or within I.DRAN coverage. A preferred alternative would be 
a trackirq system usin;J GPS am pennittirg world-wide coverage oonitored through a 
satellite a continent away. An exairple of a short-life system, on the other harrl, is a 
covert beacon which resporrls to ATC radar frequencies arrl can therefore be canpranised by 
even an unwittirg traffic controller - or by a smart smuggler usin;J c:x::anrnercially 
available electronic sweepin;J services (another dl:ug-related growth irdustry!). 

(U) Other seem.in:Jly pramisin;J technologies are simply impractical for routine but 
continuous law enforc.em:mt applications. 'Ihese can include those which appear to solve a 
problem, but can easily be defeated by an experienced criminal, e.g., a sin;Jle array am 
radar defeated by a dl:ug smuggler "flyin;J a chord." Other technologies may exceed any 
reasonable operatirg furrlirg arrl technical expertise of the lEAs, particularly if they are 
unique arrl have no broader training arrl support "tail. " 'Ibere are many legal limits on 
acceptable JOOanS of gathering intelligence, particularly if they violate reasonable 
expectations of privacy, arrl there are other systems which can provide valuable data, but 
which cannot be used for prosecuting offenders because of their national security 
sensitivity. Finally, the IFAs have deiOC>nstrated that they can make some very cost 
effective acquisitions, arrl they should not be dissuaded lightly from that approach. 
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PRIORITIES IN APPLICATION 

o SATISFY NATIONAL ANTI-DRUG/TERRORIST POLICY OBJECTIVES 

Improved Intelligence 

Eradication at the Source 

Interdiction & Border Control 

Investigation and Prosecution 

Control of Chemicals Used for Production 

Reduction in Demand 

International Cooperation with Mexico 

o APPLY ACROSS CRIME/LOW-INTENSITY-WARFARE SPECTRUM 

o APPLY ACROSS TIME AND NATIONAL BOUNDARIES 

o .. REAL-WORLD .. AFFORDABILITY & OPERABILITY 

Continuous .. Warfighting .. not .. Deterrence Posturing .. 

Civil Agency Funding History and Patterns 

Work within Practical Legal/Regulatory/Political Limits 

Use Adaptations & Product Improvements vs All-new Systems 

Maintain Valuable LEA Cost Consciousness 
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(U) PRIORITIES rn EFFEcriVENESS 

(U) The Task Force also tried to define the priorities that the lEAs would assign in 
achieving greater operational effectiveness. One major improveroont can be made in the 
develop1re11t arrl use of tactical intelligence which can be used to improve the interdiction 
of both the criminals arrl their adjuncts. Coast Guard, CUstoms, arrl Border Patrol 
acJmowledge that a depressingly large fraction of the seizures still result from "c:x:>ld 
hits" in which no prior specific intelligence or warning was available. 

(U) There is also an earnest desire to improve the infallibility of the evidence 
gathered for successful prosecution. Inadequate evidence, or the need to avoid exp::>Sing 
sensitive sources, can "taint" a prosecution, and result in its dismissal. At the other 
end of the taxonomy, there is substantial interest in somehow decreasing the supply of 
drugs pressing against our borders, by increasing the crop eradication pr<::XJralll arrl the 
destruction of remote processing laboratories. While sympathetic to these objectives, the 
Task Force was not sanguine that suitable means are within reach to do either. 

(U) There is c:x:>nsiderable variance between agencies as to their operational emphasis on 
the "working level" criminal vs. his controlling infrastnlcture. All feel that rooting 
out the "kingpins" arrl leaders is essential and more "cost effective." F\lrthenrore, there 
seernerl to be unanimity that forcing the problems back within U.S. lx>rders would allow more 
effective enforcerrent to be carried out. 'Ihe problems of attacking crime in an 
international environment -- often with very little foreign cooperation -- are generally 
accepted as extrezooly frustrating. 

(U) Not surprisingly, there is a clear preference for going after the "wholesale, 11 or 
bulk, operations, arrl this tends to favor increased focus on "trans-lx>rder" operations. 
SUch operations are likely to become more visible if forced towards greater frequency, 
even though the individual seizures may be smaller. In this same vein, the notion of going 
after the criminal arrl his act, rather than a particular item, seems to be favored. 

(U) Finally, there was total agreement that priority must be increased on possible means 
of reducing demarrl - for both terror arrl drugs. '!his involves shifts in the 
international political climate, arrl in the domestic social climate. While easier said 
than done, this represents a tacit admission that the "wars" cannot be won by law 
enforcement actions alone, even though their execution may enhance "user deterrence." 
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PRIORITIES IN EFFECTIVENESS 

o ADD EFFECTIVENESS TO EXISTING, LIMITED, ENFORCEMENT RESOURCES 

More Emphasis on Tactical (Interdiction) Intelligence 

Less Dependence on .. Cold Hits" 

Enhance Prosecution Success via Irrefutable Evidence 

Crop Eradication and Laboratory Destruction 

o TRY TO DEFEAT CONTROLLING INFRASTRUCTURE 

Continue Emphasis on Useful .. Operational .. Intelligence 

Force Problems Back Within U.S. Borders and Control 

o RAISE RISKS AND COSTS OF "WHOLESALE" (BULK) OPERATIONS 

Increase Vulnerability of Criminal Operations Near Borders 

Force Towards More Frequent, Smaller, Operations 

o ATTACK ROOT ISSUES RATHER THAN ITEM-SPECIFIC SOLUTIONS 

Pursue the Criminal Act as well as the Substances 

o REDUCE THE DEMAND FOR -- AND TOLERANCE OF -- DRUGS AND TERRORISM 
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(U) BIG lEAGUE OPERATION 

{U) '!he 20,000 miles of borders which the u.s. shares with Mexico arrl canada - arrl two 
oceans arrl a gulf - cannot be secured in peaceti.Ioo or in ti.Ioo of war without a major 
invesbrent in technolcqy, manpc:Mer, a.rrl above all, dollars. '!he chug traffickers have 
nearly unlimited furrls to sperrl. '!here remains an enonoous demarrl for chugs a.rrl this 
equates to ''rroney in the bank" for the chug entrepreneur. 

{U) In order to effectively deter chug traffic and terrorism the u.s. must develop large 
scale systems which can detect an illegal operation early in its conception, detect the 
transport rreans, track the illegal person or article and obtain an arrest. SUch systems 
are costly in all respects. '!hey deal with fully flexible la.rrl, sea arrl air 
transportation rreans in the hands of the opposition. Methods for coun~es abourrl. 

{U) Drug traffickers and terrorists would apply their financial resources arrl ingenuity 
to quickly defeat all but the best technologies applied against them. Any system must be 
of sufficient scale to prevent simple walking arourd the fence, sailing arourx:l the 
coverage area or flying over the barrier. It must be able to detect, track arrl direct 
apprehension assets against the chug trafficker or terrorist attempting to enter the U.S. 
'Ihese criminals can be expected to probe any weakness in the system. '!hey will use any 
m=ans available to defeat it arrl are not limited by laws or regulations. '!he law 
enforcerrent forces opposi.n;J the drug traffickers and terrorists are on continuous alert 
and must maintain a high state of readiness. 'Ihe choice of time, place arrl mode of 
enterirg the u.s. rests with the opposition. 

{U) '!he "wartime" nature of current I.FA efforts is illustrated by the relative average 
flying ti.Ioo of I.FA and IX>D aircraft: 1200 hrsjyear vice 300 for IbD aircraft. '!here seems 
to be a significant difference in the operational acceptability of many quasi-military 
equiprrents when required to operate more continuously. 

(U) It is clear, however, that the war on chugs cannot be won unless domestic demarrl is 
severely reduced by all possible means, including education and moral cammunity 
pressures. By any possible standards, the "wars" against drugs and terror -- as well as 
the dozens of other related international crimes -- seem to be substantially underfunded. 
'!he "Big League" nature of the problems does not appear to reflected in the level of 
effort arrl resources devoted. 
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BIG LEAGUE OPERATION 

o CANNOT SECURE 20,000 MILE U.S. BORDER ON THE CHEAP 

Enormous .. Demand~~---or Fanaticism--to Deter 

Unlimited Drug Money . 

o MUST SEEK EFFICIENT LARGE-SCALE SYSTEMS SOLUTIONS 

Detect, Track, Apprehend, Seize & Recover Assets, Prosecute 

o DEALING WITH HIGHLY SKILLED & FLEXIBLE OPPONENTS 

Fully Flexible land, Sea, and Air -- and lntermodel 

0 CONTINUOUS OPERATIONS EQUATE TO 11WARTIME 11 USE RATES 

1200 LEA Flying Hours/Year vs 300 for DoD 

0 PROBABLY CANNOT 11WIN 11 WITHOUT SEVERELY CURTAILING DEMAND 
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(U) SUMMARY OF ~TIONS 

(U) The Task Force wrestled with the issues of priorities in resource allocation, in the 
applicability of various programs, arrl in the rank.ir¥j of the effectiveness sought. Unlike 
SDI, arrl many other defense programs, the results are not clearly a technologist's dream. 
Given their choices, the agencies would add resources first to hardware, secorrl to 
operati.rg furrls, thirdly to manpc:Mer, arrl only lastly to RDI'&E. This is not because they 
urrlerestimate the role of new technology, but because they do not urrlerestimate the 
i.nportance of current operations. 

(U) Against this backdrop, we offer three basic recc:m1lreJ'rlations. The first deals with 
increasi.rg eJllilasis on technology arrl a<X:JUisition. '!he second deals with a "Big League" 
lEA IOOderrtization program, and the last deals generally with the need to rerocwe sare of 
the excessive irnpedi..nEnts i.rrplicit in current laws and statutes--includi.rg the DoD's CMn 

internal Guidance arrl Directives which do not yet fully reflect NSDD 221. 

(U) With regard to increased eJllilasis on a<X:JUisition, we propose that "Technology 
Advisors" with sare stature be assigned within each lEA, arrl that a pennanent "Researdl 
arrl Technology Group" be added within the National Drug Policy Board (NDPB) • '!his Group 
would have assigned to it an Advisory Board alorg the lines of our CMn OOB. Several (up to 
eight) existi.rg Government RDI'&E centers (in arrl outside DoD) would be redesignated as 
National Technology D=veloprnent Centers to serve DoD/lEA combined needs. A national Center 
for Law Enfor<Jelrellt Analysis would be fonred within-and spawned from-a current DoD FCRC 
(such as Rarrl or IJ:l.l\) , arrl the lFAs would be encouraged to use DoD-type Systems 
Engineeri.rg Centers nruch in the way that MITRE has provided services to the developroo.nt 
arrl IOOdernization of the FAA 1 s air traffic control system. 

(U) The Task Force also believes that the Federal Government nrust cane to urrlerstarrl 
that these "wars" against dl:ugs arrl terrorists are Big League operations, requirirg 
suitably appropriated Big League budgets. To make this point, we suggest a purely 
hypothetical $10 billion program (spent out over five years) COll"prised 15 percent of 
RDI'&E, 35 percent hardware a<X:JUisition, arrl 50 percent operating arrl manpc:Mer funding 
increases. This $10 billion could represent a 100 percent increase for the relevant parts 
of these I.EAs, but would equate to only one percent of the estimated societal charge done 
by drug traffic alone. It would also arrount to less than two-thirds of one percent 
relative to Federal expenditures for national security. The composition of a hypothetical 
proc:urerrent budget illustrates the range of major and minor prcx:::urements that could help 
the LFAs. Sane share of those procurements might be tmderwritten by DoD itself and could 
provide some major improvements in c3r capabilities for CINCSOl1lli. However, the Task Force 
does not presume to establish funding priorities or sources: the NDPB should do this. 
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SUMMARY OF RECOMMENDATIONS 

o GREATER GOVERNMENT EMPHASIS ON TECHNOLOGY AND ACQUISITION 

.. Technology Advisors" for Law Enforcement Agencies 

Research & Technology Group under National Drug Policy Board 

RT&A Advisory Board to Research & Technology Group (e.g. DSB) 

Designate National Technology Development Centers (e.g. NVL) 

Form National Center for Law Enforcement Analysis (e.g. IDA/DoD) 

Use Major Systems Engineering Centers (e.g. MITRE/FAA) 

o ACCEPT NEED FOR .. BIG LEAGUE .. LEA MODERNIZATION PROGRAM 

$10 Billion Program over Five Years 

o PURSUE SUBSTANTIAL EFFORT TO IMPROVE LAWS & REGULATIONS 

Limited to Revisions to Current Statutes & Regulations 
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(U) ESTABLISHING A RESEAROi AND TECJINOI.(X;Y GR<XJP UNDER NDPB 

(U) '!he National Drug Policy Board (NDPB), is chaired by the Attorney General an::l made up 
of cabinet officers including the Secretary of Defense. It supports national policies an::l 
has identified a combined effort for reducing chug supply through interdiction, 
prosecution an::l eradication while siroultaneously reducing dernarrl through programs such as 
education an::l rehabilitation. '!he activities which are needed to support both areas of 
attack are diverse, usually uncoordinated within the framework of this problem, an::l llU.lSt 
compete for internal furrling against older, IOC>re established missions. 

(U) Establisllr£ent of a Research arrl TechnolCXJY Group (RIG), with Irelllbers at the 
Assistant Secretary level, is recommerrled to provide a IOOanS to focus the use of 
technology, recoll1Ila"rl responsibility for execution, an::l identify appropriate furrli.ng. 
NDPB decisions would be IOC>nitored during execution to detennine if objectives have been 
net. A support system to acx::omplish these functions would consist of (1) an Executive 
Director, (2) a Research, TechnolCXJY arrl Acquisition {Rr&A) Advisory Board similar to the 
OOB, an::l (3) a Research, Development, Test an::l Acquisition {RDI'&A) Activity. 

(U) '!he Executive Director an::l his staff would be responsible for insuring connectivity 
with senior bodies an::l organizations needing research an::l technology support in both 
physical an::l social sciences. '!hey would also provide the coordination amorg the RD&A 
Advisory Board, the RDI'&A activity an::l the RIG. '!his staff might also assume a role in 
apportioning forfeiture furrls azrorg deserving agency claimants. 

(U) '!he RDI'&A Advisory Board would be composed of persons from academia, irrlustry an::l 
goverrarent agencies, perhaps including one or two OOB Irelllbers. It would make 
recarnrrerrlations to the NDPB through the RIG. 'lhese recorrnnendations would include 
exploitation strategies, program options and funding alternatives developed from reviews 
of technolCXJY bases, orgoing programs, operational needs an::l special topics assigned by 
NDPB. '!his l::xxly would be charged with assuring that the efforts of the National Technology 
Development Centers (NI'OCs) received continuing support. 

(U) '!he RDI'&A Activity would provide funding support to various centers, lal::x:>ratories or 
other activities. '!heir services could include studies and analysis, engineering support, 
contract management, quick reaction capability and maintenance of a technical library. 
Linked to this activity would be the National Technical Development Centers responsible 
for the management of RDI'&E efforts in drug and terrorist matters. 
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ESTABLISHING A RESEARCH AND TECHNOLOGY GROUP UNDER NDPB 
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(U) NATIONAL TEaiNOr.cx;Y DE.VEI.OfMENI' CENrERS 

(U) In order to provide a focus for the significant technology developrent activities the 
Task Force ~ that a number of National Centers for Technology Developrent be 
designated arrl established within existi.rg facilities within the U.S. Goverrunent. Each 
Center should have a well-defined d1arter which clearly orients the tedmical activities 
by "mission," such as a National Technology Development Center for Biosensors. New 
technology as well as upgrades of mature programs would be . addressed arrl provide a 
spectnnn of activities. In each case proposed, this NrOC function would represent a new 
arrl distinct "secorrl flag" flyi.rg over an existing facility or laboratory. 

(U) Each· Center would not only be required to establish arrl maintain a high level of 
tedmical canpetence in the field but must balance this with "harrls on" (operational) 
knc:Mledge of how the system will be used, in what environrrent, etc. so as to insure that 
the developed hardware is operationally useful. 'Ihe charter must clearly state that the 
Center is irrleed the center of all knowledge of work being done in the tedmical area both 
in the u.s. as well as internationally. In fact, since the subject area is of 
international cx:>ncan, each Center should be encouraged to undertake, where meaningful, 
international cooperative programs. 

(U) In order to furrl arrl man these centers, we look to El Paso Intelligence Center 
(EPIC) as a role nroel. Its budget is a separate line item under a selected 
administrative agency arrl it is manned by personnel from various agencies who are assigned 
to the Center for some duration. However, under any arra.rlg'eJnent there must be the 
flexibility for ease of transferring funds f:ccm Government agencies arrl short turnarourrl 
on oontracting work to irrlustry so that the Center can respond to the various agency needs 
in a tilooly manner. Multi -agency furrli.rg arrl manning should be employed where possible. 

(U) As in the DoD, it is essential that these Centers ensure that their product is 
tested arrl evaluated both at the errl of the development phase arrl throughout the 
subsequent life of the project -- to oorrect problems and provide up:iates. 

(U) As an important by-product, these Centers can also undertake developrent work in 
mission-related targets of opportunity, since the know-how exists arrl can be readily as 
well as efficiently tapped to urrlertake these additional tasks. 
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NATIONAL TECHNOLOGY DEVELOPMENT CENTERS 

o CLEAR TECHNICAL "MISSION" ORIENTATION 

o FULL SPECTRUM: NEW TECHNOLOGY TO MATURE PROGRAM UPGRADES 

o HIGH LEVEL OF INTERNAL ''HANDS ON" TECHNICAL COMPETENCE 

o FULL KNOWLEDGE OF RELATED U.S. EFFORTS--WHEREVER DONE 

o MULTI-AGENCY FUNDING AND MANNING WHERE POSSIBLE 

o ABILITY TO TRANSFER FUNDS WITHIN GOV'T OR CONTRACT OUT 

o OBLIGATION TO TEST, EVALUATE AND FOLLOW-UP IN THE FIELD 

o MISSION-RELATED TARGET OF OPPORTUNITY FUNDING 

o WELL-EX·ERCISED QUICK-REACTION CAPABILITY 

o CANDIDATES FOR NON-APPROPRIATED FUNDS 
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(U) rormriAL NATIONAL '!'EaiNOm DE.VEI.DR-iENI' CFN.rERS 

(U) '!he Task Force recxJilU'reJ'rl that a maxi.nn.nn of eight National Technology Developnent 
Centers be designated. Each 'WOUld seJ:Ve both the dnlg ard terrorism wars, as well as low 
intensity ex>nflict. In no special order, they would be: 

For Night Vision, Deparbnent of Defense, Anny Materiel Ccmnarrl, Night Vision 
Laboratocy at Ft. Belvoir, VA (IX>D:NVL) 

For Grourrl Sensors, Deparbnent of Defense, Anny Materiel Ccmnarrl, Communication 
Electronic Corranarxi, Ft. Mol1100Uth, NJ (IX>D:CECX:M) 

For IbysicaljElectronic Security, Deparbnent of Defense, Air Force Systems Corranarxi, 
Electronic Systems Divis~on, Hanscom Field, MA (IX>D:ESD) 

For Ibysical/Electronic SUrveillance & Tracking, Deparbnent of Justice, Federal 
Bureau of Investigation ard Drug EnforceiOOnt Agency, Wa.shirqton, D. C. (FBI/DFA) 

For Imagin::J/Electronic surveillance, central Intelligence Agency ard National 
Security Agency, Washirqton, D. c. (CIA/NSA) 

For Olemical/Biosensors (e.g. , animals, i.nununology) , Deparbnent of Defense, Anny 
Materiel Corranarxi, Olernical Research Development and Engineerirg Center, Aberdeen, MD 
( IX>D: OIDEC) 

For ChemicaljMolecular Detectors, Deparbnent of Energy, Sarrli.a National laboratories, 
Albuquerque, NM (IX>E:SNL) 

For Explosive Ordnance Detection, Deparbnent of Defense, Naval Ordnance Station, 
In:tian Head, MD ( IX>D: NOO) 

(U) Each of these existin::J activities should be "UI=XJraded" in tenns of charter, furrli.rg 
arrl manni.rg. 'Ihus each of the agencies' R&D needs can be 100re met through one or 100re of 
the Centers. We rec.c:>Il1IIarl that sc:xte or all of these specific centers be placed into 
fonnal status by FY89. It is envisioned that these centers be required to be fully 
manned arrl operational within a three year period, but that each designated center begin 
its National role as soon as possible-perhaps by the President-in order to emphasize the 
need to ex>ntribute to the ongoing "war" efforts. Each should be level-of-effort funded at 
about $50 million annually for these combined national efforts. 
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POTENTIAL NATIONAL TECHNOLOGY DEVELOPMENT CENTERS 

o DESIGNATE & UPGRADE FOLLOWING LABS AS NATIONAL CENTERS: 

Night Vision (DoD: NVL) 

Ground Sensors (DoD: CECOM) 

Physical Security Systems (DoD: ESD) 

Physical/Electronic Surveillance (FBI/DEA) 

Imaging/Electronic Intelligence 

Biosensors (e.g. Dogs, Immunology) 

Chemical/Molecular Detectors 

Explosive Ordnance Detection 
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UNCLASSIFIED 

(U) NATIONAL CENI'ER FOR lAW ENFORCEMENI' ANALYSIS . 

{U) 'Ihroughout our Task Force deliberations it was aburrlantly clear that there is an 
unfulfilled requiremant for analyses to be un:iertaken at the systems level {that is fran 
"Fann to Ann" for drugs arrl "Interdoctrination to Attack" for terrorism) • In order to 
systematically investigate possible technology contributions, the Task Force developed arrl 
utilized its own taxonanies since none were available. rata related to the flow prcx::ess 
of the people, IIDney, camnunications, contrabarxi etc. were fourrl to be spotty, unreliable 
arrl generally lackin;J in areas critical to the needed evaluation of u.s. strategic arrl 
tactical countenooa.sure programs. '!his may be due to the lack of a central national law 
enforcement analysis capability. SUch a national center could identify data, needs, 
m:xiels, sinnll.ation, etc. It would be a dedicated organization, chartered to corrluct the 
war on drugs arrl terrorism {arrl related crimes). It is noted elsewhere that analyses are 
needed before selectirg the characteristics of sane major needed "systems." 

{U) 'Ihe Task Force recammerrls that such a Center be established, usirg one of the IX>D 
Federal Contract Research centers as a parent organization utilizin;J its larger available 
~ arrl administrations (especially contractual) resources whenever possible. A 
critical mass of 20 to 30 experts is required to fulfill this very important essential 
function. 'Ihe IDA/FBI cooperative relationships are suggested as a role IOCdel. 

{U) A similar requirement exists relative to the systems engineering needed to support 
the increasing demarrl for hardware arrl software systems being developed for the needs of 
the various agencies. In this case, several centers might be required to address 
different systems problems. SUch centers could require several hurrlred professionals to 
un:iertake the systems engineering function. 'Ihey would establish {as in the DoD) Dr&E 
specifications arrl interfaces for each of the systems managers; be responsible for 
ensurin;J that the developing system rooets the specifications; arrl work closely with the 
operational personnel to ensure that effective, maintainable systems are developed. 

{U) A role m:xiel in this area is the MITRE/FAA ·relationship for the nation's air traffic 
control system. 'Ihe Task Force is essentially suggestin;J that similar "systems" may be 
required for a "cargo control system," or a "border control system, 11 or an "inunigration 
control system.'' 
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NATIONAL CENTER FOR LAW ENFORCEMENT ANALYSIS 

o NATIONAL CENTER FOR LAW ENFORCEMENT ANALYSIS WOULD PROVIDE: 

Access to Best Available Minds as R~quired 

Institutional Memory 

Synergism Across Related Topics and Issues 

FCRC Status and Contractual Arrangements 

.. Critical Mass .. of 20 to 30 Experts + Outside Augmentation 

o SYSTEMS ENGINEERING CENTERS CAN OFFER: 

Continuity and Expertise of Highly Skilled Personnel 

Establishment of DT&E Specifications and Interfaces 

FCRC Status and Contractual Arrangements 

.. Critical Mass .. of 200-300 Experts + Program Management 
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(U) MAJOR SYSI'EMS PROCUREMENrS 

.ve:f '!he list of major procurements on the facing page is interned to be illustrative of 
the types of pi"'Cl.lreJ1'ents required over the next five years to bring the lEA drug an::l 
terrorist ''wars" into the Big I.eague. 'Ihese are nothing oore than "ballpark" estimates to 
provide a rough irdication of the magnitude of the problem arrl a possible distribution of 
the fun:Ii.n;J. No priorities are assigned or implied: 

- $300 M for about 30 automated cargo ports permitting rapid identification of 
containers, arrl sare kirrls of detectors to provide clues as to their contents; 
-- $500 M for "people-screening portals" to authenticate identity arrl rapidly test against 
co:rruron smuggler/terrorist profiles: 
-- $100 M for about 2,000 of either sorre (unspecified) harrl-held inspection kits using 
mcxiem detectors, or sare more highly specialized dog teams, or both; 
-- $400 M for a pair of South-look.i.n;J over-the-horizon radars to monitor all aircraft 
traffic from the rrost suspect central/South American countries: 
-$1000 M for a share of a 10 radar-satellite procurement to provide ac:x:urate tracking 
infonnation for all shipping throughout the caribbean: 
-- $300 M for a dedicated lEA communications arrl beaconjtaggant-tracki.rg satellite; 
-- $700 M for about 20 Blimp Warning & Control Systems (~CS) to 100nitor border crossings 
arrl coastal ships arrl small boats: the greatest vulnerabilities if air routes are closed; 
-- $400 M in "interceptor" aircraft to visually identify suspect border crossers; 
-- $500 M for about 50 helicopters to "pounce"· on illegitimate landing/transfer points; 
-- $300 M for miscellaneous miniaturized sw:veillance, trackirg, arrl tagging equipment; 
-- $300 M for automated data proc:essing arrl AI/FS computer equipment; 
-- $300 M to the .Corps of Engineers to decrease the porosity of the Southern u.s. land 
borders where aliens arrl drugs naw enter illP.gally together in very large ntnnbers. 

~ Of the $5, 100 M total, it is estimated that $800 M could be gained from user fees 
(portals arrl cargo ports) , while another $800 M could be derived from forfeiture furx:ls 
(inspection kits, aircraft, and sw:veillance equipment). Of the $3,500 M "net" cost, 
fw'rling priorities pennitting, DoD might well share in the costs of the radars, 
satellites, ~cs arrl helicopters, since they have an inunediate mobilization role. Most 
of the "big ticket" items require little if any additional RDI'&E. Most of the 100re costly 
items are anti-drug-related, but one-third would have anti-terrorist applications as well. 

4 Regardless of the funding source, '!he Task Force feels this level of investment is 
required to cxxre tO grips with the major problems outside and approaching our borders. 
'!he specific items are at best notional arrl in many cases deserve much 100re analysis and 
systems engineering. 
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.. eoP~FIBENTIAL 

MAJOR SYSTEMS PROCUREMENT 

o MAJOR SYSTEMS PROCUREMENTS--TOTAL APPN: 

30 Automated Container Ports @ $10M 

500 People Screening Portals @ $1M 

2000 Inspection Kits @ $50K 

2 South-Looking OTH Radar @ $200M 

1 of 10 Shared Radar Satellites (for Caribbean) 

1 Dedicated Comma/Tracking Satellite 

20 BWACS Coastal Patrol Airships @ $35M 

20 "Interceptor" Aircraft @ $20M 

50 "Pouncer .. Helicopters @ $10M 

Mise Surveillance/Tracker/Taggants 

Automated Data Processing Equipment 

Corps of Engineers Support to Borders 

* = User Cost: $800M: ** = Seizure/Forfeiture: $800M 

(All Procurements Have Military Role in Mobilization-­
and Could Therefore be shared with DoD) 
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(U) RmJIA'IDRY CliANGFS NEEDED 

(~) Each U.S. Government Department is obliged to develop and promulgate regulations and 
d1rectives in its area of responsibility. 'Ihe resulting regulations bear the force of 
law and are often directly responsive to legislative initiatives. 'Ihey often reflect 
Congressional preferences or once-prevailing administration attitudes. 'Ihus, they are 
aft en easier to change than laws to meet contemporary goverrnnental needs. 

(U) For instance, the IX>D role in combatting chug trafficking and terrorism can be 
helped by some rncrlest changes to IX>D Directive 5525.5 concerning IX>D Support to the LEAs. 
The Task Force recommends that it be changed to include direction to the USDA to consider 
LEA "requirements" in the development of applicable military systems; make available 
relevant IX>D analytical and information processing techniques; and provide acquisition 
management services to the LEAs for development and procurement of common equipment and 
systems or those having probable military application in periods of national emergency or 
mobilization. DoDD 5525.5 should also provide more specific direction to IX>D components 
regarding permissable support to LEAs relating to enforcement of the Controlled Substance 
Act, the Anti-Drug Abuse Act and counter-terrorism. 

(U) The next upjate of the Defense Guidance should also address, as appropriate, the 
. threats to national security from drugs and terrorism as reflected in NSDD 221, and in a 
revised DoDD 5525.5. 

(U) LEA-generated forfeiture funds may be used by agencies involved in their capture 
within certain restrictions which are generally set by the Departments within which the 
agencies reside. In addition, OMB generally demands budget appropriation offsets in 
anticipation of availability of such funds. 'Ihe pertinent Departments should liberalize 
their policies re the use of forfeiture funds. The OMB should be discouraged from 
undermining the value of these forfeiture funds to the LEAs. And the NDPB would do well to 
devise means for more evenly allocating these funds amongst the needy LEAs. 

(U) The great potential utility of following the flow of "drug money" is only now 
becoming clear. Closer tracking of international funds flows could be very helpful. Fund 
transfers across borders should be subjected to more detailed reporting and review. In 
fact, it may be possible to achieve useful improvements within existing laws. 
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REGULATORY CHANGES NEEDED 

DEFENSE SUPPORT: 

DoD Directive 5525.5 Should be Updated to Reflect NSDD 221 

Defense Guidance Should Address NSDD 221 as Appropriate 

FORFEITURE FUNDS: 

Regulations Restricting Uses And Amounts Of Forfeiture Funds 

By LEAs Should Be Relaxed By Departments 

Use Of Forfeiture Funds Should Not Be Offset By Reductions In 

Budget Requests/ Appropriations 

TRACKING MONEY 

Export Of U.S. Funds, Should Be Subject To More Detailed 

Reporting & Review Within Existing Law 
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(U) IffiiSIATIVE CHANGES NEEDED 

(U) In recent years several laws have been enacted that significantly increase the 
penalties for infractions relatirg to drug traffickin;J arrl the illegal manufacture arrl 
trade in munitions arrl explosives. Activities that support illicit drug manufacture arrl 
distribution have been criminalized by establishirg controls on trade in substances arrl 
financial transactions that facilitate drug arrl explosives traffickin;J. Additional 
constructive steps could further s~en lFA effectiveness by sinplifyirg their 
proc:edures, inprovirg their. resource managem:mt, arrl ~ it m::>re diffiallt for 
criminals to counter I.FA efforts. 'Ihese legal issues deserve to be addressed by sane 
pennanent instn.nrent of the NDPB, probably a new starrlirg oommittee devoted to seek.irg arrl 
encouragirq appropriate new laws or reasonable mxlifications to existirq legislation. 

(U) 'Ihe Freedan of Infonnation Act arrl the catpetition in Contractirg Act provide 
conduits of infonnation of great value to organized cr.i.minal.s. While substantial arrl 
time-consuming efforts are made by the lEAs to "sanitize" the requested infonnation, · they 
need authority for greater latitude in decl.inin;J response to FOIA requests. 

(U) 'Ihe catpetition in Contracting Act has routinely used provisions for highly 
sensitive p:rcx::::urenents to be harrlled through classified channels. However, the definitions 
of sensitive terrl to be restrictively interpreted, arrl many projects, which would be 
better kept beyorrl acx:::ess by criminal elem:mts, are publicly advertised. 'Ihe criteria for 
applyirq limited <Xll'l'pE!ti tions, unadvertised, contaminated arrl covered processes should be 
substantially relaxed as they apply to the lEAs. 

(U) '!he Econany Act requires that lEAs reimburse the IX>O for any costs incurred by IX>O in 
support of lEAs. '!he I.FA o,peratirg budgets can be readily depleted by even small IX>O 
levels of assistance, arrl they are thus very reluctant to request IX>O assistance even 
when it would be very effective. Such inhibitions seriously limit useful IX>O involvem:mt. 
'!he rrost straightforward alternative, of course, would be to increase the operatirg 
budgets of lEAs to include am::>unts eannarked for reimbursement. Ho.vever, in actuality IX>D 
waives rei.mburseirent in the great majority of cases because substantially equivalent 
military trainirq is derived. 

(U) other ch.arxJes could ease operational problems. In one case, an 11th Circuit Court 
rulirxJ inhibits cooperative Olstoms;eoast Guard operations. In another, a law prevents 
lEAs from aa:::epting donations of equipment or facilities to help cany out their 
functions. legislation is needed to re.IroVe these kinds of restrictions arrl thereby 
streamline operations an::l enhance wor~ relationships with local jurisdictions. 
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LEGISLATIVE CHANGES NEEDED 

o LAWS ADDRESSING DRUG TRAFFIC & TERRORISM HAVE BEEN SIGNIFICANTLY 
STRENGTHENED 

Increased Penalties 
Criminalizing Certain Support Activities 

o FREEDOM OF INFORMATION ACTION 
Gives Drug Traffickers Knowledge to Help Them Avoid 
Apprehension 
Limit Application of FOIA as Applied to LEAs 

o COMPETITION IN CONTRACTING ACT 

Tells Criminals What Systems They Will Have to Counter in the 
Future 
Exempt LEA Sensitive Acquisitions from CICA 

o ECONOMY ACT 

Inhibits DoD Element Support to LEAs because of Requirement to 
Reimburse DoD 
Provides Special Budget Authority ... for Reimbursement of DoD 
Under the Economy Act 
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CUl :rorEN.riAL FIVE YEAR BIG I.EAGUE CDSTS 

JPr '!he Task Force has concluded that the magnitude of the twin problems of canbattil'g 
terrorism am drugs probably requires a substantial increase in overall fun:lirg­
possibly on the order of $10 billion nore over the next ten ·years. '!be total fun:lirg ·of 
the agencies involved. is currently about $6 billion per year, with perhaps only cibout $2 
billion per year devoted to canbatt~ drugs am terrorism. '!he chart on the facil'g page 
illustrates heM these extra :furrls might be allocated. 

JP( While notable accanplishlrents have been made by these agencies, they need additio~l 
t.echnical am analytic capabilities if they are to be able to cope with these serious 
national problems. A sourrler analytical fOllrrlation can be provided through saoo center 
furrled at a rate of approximately $10 million annually. 

(12'( '!he Task Force has also recommerrled that several National Technology Develcpnent 
6mters be established within exist~ goverrnrent laboratories arrl facilities to pursue 
RIJI'&E efforts of c:x:mil'()n interests for the wars against drugs am terrorism, as well as for 
lc:M intensity conflict. Six centers furrled at a level of $50 million annually would 
prcx:iuce a 5-year cost of $1.5 billion: about 15 percent of the total add-on proposed. 

[,e) '!he Task Force has also recorrme.rrled a major increase in investment in new hardware to 
support the LEA efforts. Of the $5 billion or so suggested for the five year period, $3.5 
billion in appropriations would be needed, distributed roughly as suggested on a prior 
chart. 'Ihis substantial procurement of new equipnents would provide greatly improved 
capabilities for intelligence gathering, warning and control of reaction forces, 
sw:veillance am inspection. 

jiZ( In keeping with the advice of the LEA representatives, however, a major increase in 
operating costs (including m:mpc:Mer) is also ~eel. Asstnning that these costs 
represent so percent of the LEA budgets, a 25 percent increase for the five years is 
estimated to cost a total of $5 billion, or 50 percent of the total increase suggested. 

!Pr' '!his 5-year, $10 billion sum would constitute a 33 percent increase in these IFAs' 
Oudgets, rut less than 1 percent of the current social costs -- less, in fact, than the 
costs of i.rx::arcerat~ current offerrlers. While it also represents a 100 percent increase 
in resources for the "wars" on d.ru<'Js arrl terrorism, it represents less that two-thirds of 
1 percent increase in spending for national security. SUch experrlitures are certainly 
warranted, but how the allocations should be made, or where the resources should be 
derived, will probably have to fall to some instn.nnent of the NDPB. 
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POTENTIAL FIVE YEAR BIG LEAGUE COSTS 

o MEANINGFUL ANALYTICAL FOUNDATIONS: 

5 Yrs x $10M per year 

o ABOVE-THRESHOLD RDT&E COSTS: 

5 Yrs x 6 NTDCs x $50M per year 

o MAJOR SYSTEMS PROCUREMENTS--TOTAL: 

See Earlier Chart Detail 

o LEA OPERATING & MANPOWER COSTS: 

5 Yrs x 25% x 75% Total LEA Budgets 

5-YR TOTAL: 

= $50M 

= $1500M 

= $3500M 

= $5000M 

= $10,000M+ 

$108 =33% INCREASE IN LEA BUDGETS= 1%0FSOCIALCOSTS 
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(U) rormriAL lMPAcr OF RE~TIONS 

(U) '!he Task Force cannot avoid addressi.n;J the basic issue of the potential ircpact of 
acx::epti.rg these recammen:lations. '!he first ircpact would be to achieve a substantially 
m::>re visible am credible deterrent. Just as alann systems deter hate burglaries, highly 
visible am significantly m::>re capable detection ard ex>ntrol systems can deter sane 
terrorist am snugglers. With closer scrutiny at the borders am high tech smveillance 
equiprent in use, a clear irrlication of national will can be expressed that would be seen 
by both Aiooricans am the rest of the world. '!he countries that support the grcMth am 
processirg of the crops, as well as those that provide tacit or open support of transitirg 
criminals, should get a clearer signal of our national intent to fight back. 

(U) But the ircpact would be ltX)re than symbolic. 'lhese efforts can substantially 
·increase both costs am risks to bulk smugglers enterirg the u.s., am to terrorists 
travelirg aiOOTg civilized nations. It is estimated by the Task Force that somewhere 
between 10 am 20 percent, at best, of drugs enterirg the u.s. each year are seized. we 
believe these efforts can increase the chances of appreherrlirg smugglers a.rxi seizirg their 
assets by a factor of two- to four-fold. '!his represents a substantial increase in 

· ~izures as well as "attrition" to the traffickers themselves that may in fact cause some 
marginal criminals to c.harqe their lifestyles. Because of the vast availability of the 
drug sources, however, as well as the persistent dernarrl, the Task Force is unwillirg to 
·claim that the net inflow will be down: only that the traffickers' costs will be 
sUbstantially higher. 

(U) 'lhese measures would also lead to significantly m::>re secure national borders against 
drugs, terrorists, illegal aliens, high-tech exports, etc. Many of the systems ·suggested 
are in sane rreasure selected for their contribution to the highly visible sw:veillance a.rxi 
control of national borders ard the avenues of approach. 'lhese systems cxx.lld also be of 
substantial use to our Southern COmrnarrl. 

(U) '!he Task Force believes that these steps may also have a m:xiest, irrlirect, reduction 
in U.S. dernarrl for drugs. If these steps imbue in our own people--partia..tlarly the yC>l.lrg­
-the thought that: "'Ihey're serious about this problem," there might be a measurable 
i.npact on present (a.rxi future) consumption. It OJU.ld make it easier to "Just Say No"; in 
fact, that slogan OJU.ld be painted on the El'lACS cruisirg the Southern shores am borders­
anj at every "people portal" enterirg arrl leavirg the U.S. F\.u:thenrore, the U.S. has an 
inescapable role as a world leader to derronstrate our national resolve to be fully ei')3'aged 
in the wars on drugs arrl criminals. 'Ibis program would fully establish that intent arrl 
would provide equiprent we could share with the rest of the world. 
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POTENTIAL IMPACT OF RECOMMENDATIONS 

o SUBSTANTIALLY MORE VISIBLE/CREDIBLE DETERRENT 

Evident Demonstration of Will Against Crime 

o SUBSTANTIALLY INCREASED COST/RISK TO BULK SMUGGLER 

Much Higher Chances of Apprehension 

Substantial Increase in Drugs & Asse.ts Seized 

o SIGNIFICANTLY MORE SECURE NATIONAL BORDERS 

Against Criminals, Contraband, Illicit Fund Flow 

o MODEST, INDIRECT, REDUCTION IN DEMAND FOR DRUGS 

Much Higher Visibility to U.S. Population 

o ESTABLISH U.S. LEADERSHIP IN ROLE AGAINST· .INTERNATIONAL CRIME 

Set International Standards for .. Border Control .. etc. 
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(U) GAlliS FOR DEFENSE DEPARIMENI' 

(U) Provision of the technical assistance arrl technology herein rec:x:lll'IIneOed is a major 
contribution by IX>D to the national war on drugs arrl terrorism that will benefit IX>D in 
tan;Jible ways as well as in the public arrl political perceptions. 

(U) Milital:y trai.nirg exercises to support IEA needs can be corducted in a real 
envirornnent rather than simulated or practice; results can be tan;Jible arrl ~ful. 
Experience has shown personnel to be better motivated arrl trainin;J to be toore rewardin;J 
urrler such corrlitions. 'Ibis does not in any way irrply infrin;JeJrent on the quite proper 
limitations of the Posse Comitatus Act. 

(U) lFA evaluation arrl operational deploym:nt of new detectors arrl sensors will provide 
extensive data on their perfonnance arrl reliability. I.FA requirements also will lead to 
the develC>p'OOI'lt of new technology with milital:y application. 

(U) Much of this technology arrl the experience gained from its deployment can increase 
the physical security of milital:y bases, embassies, arrl other facilities; irrprove the 
capability of all conunarrls for low intensity conflict arrl Uiban warfare; arrl especially 
improve the intelligencejsw:veillance capabilities of the SOUthern Commarrl. 

(U) Addition of IX>D technology to IEA resources will improve the security of our 
national borders against terrorism, the exportation of critical technology, arrl other 
threats to national arrl IX>D security. 

(U) Increased drug enforcement arrl any decrease in drug use also will improve off-base 
livinj corrlitions for milital:y personnel arrl deperrlents, as well as work-place corrlitions 
with civilian arrl non-IX>D personnel. 

(U) Finally, the increased quantities of tested detection arrl interdiction technology arrl 
persons experienced in its use can provide ready-to-deplo}• equipment arrl personnel in the 
event of nd:>ilization. '!he very diverse aspects of national security are in fact related 
arrl can ultimately reinforce one another if arrl when stressed. 

UNCLASSIFIED 
180 



Detection & Neutralization of Illegal Drugs and Terrorist Devices 

UNCLASSIFIED 

GAINS FOR DEFENSE DEPARTMENT 

o MAJOR OPPORTUNITY TO CONTRIBUTE TO WARS ON DRUGS & TERRORISM 

0 SOME OPPORTUNITIES TO IITRAINII IN REAL ENVIRONMENT 

o POTENTIAL FOR INCREASED EMBASSY & MILITARY BASE SECURITY 

o IMPROVED NATIONAL SECURITY OF BORDERS 

o IMPROVED LOW INTENSITY CONFLICT CAPABILITIES 

o IMPROVED URBAN WARFARE CAPABILITIES 

o VERY USEFUL MOBILIZATION ASSETS ~- AND PERSONNEL 

o IMPROVED MILITARY DETECTOR/SENSOR TECHNOLOGIES 

o IMPROVED DRUG-FREE ENVIRONMENT AT HOME AND WORK 
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