
------·· 

OCS Risk Assessment 
Guidelines 

CD 

1 



Public Law (PL) 112-239 § 846: 
uirements for risk assessments ------·· 

• Risk Assessments (RAs) in OPLANS/CONPLANS (phase 0}-SecDef shall require RA on 
reliance on ktrs in CCDR OPLANS/CONPLANS address, at a minimum, risks listed in 
subsection c. 

• RAs and Risk Mitigation (RM) in contingencies- NLT 6 months after a contingency 
begins, perform RA and develop RM plan for operational and political risks associated 
with ktr performance of critical functions.* 

• RAs (for both a and b}-shall consider, at a minimum, risks relating to: 
- goals/objectives of operation (ktr behavior/performance injure/offend local population). 
- continuity of operation (ktrs refusing/unable to perform with timely replacements unavailable). 

- safety of US military/civilians (ktr presence/performance creates unsafe conditions/invites attack). 

- safety of ktrs employed. 
- USG managerial control (over-reliance or inadequate means to monitor ktr performance). 
- critical organic or core capabilities (e.g., critical knowledge of key areas/expertise). 

- controlling costs (e.g., avoid organizational/personal conflicts of interest; minimize FW&A). 

• RM Plans- RM plans shall include, at a minimum: 
- For each high-risk area in the risk assessment: 

actions to mitigate risk (e.g • alternative capabilities to reduce reliance on ktrs); 
• measurable milestones for implementing RM; and 
• a process for monitonng, measuring, and documenting progress in mitigating risk. 

- A continuing process for identifying and addressing new/changed risks including periodic 
reassessment of risks and development of RM plans for new/changed high-risk area. 
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ASSESSMENT RATINGS 
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Risk 

------·· 
• Risk is composed of two subcomponents (Probability 

and Impact) and identifies undesirable outcomes in 
advance to monitor their likely probability and mitigate 
their impact. 
- Probability is the likelihood that some event will occur or 

threshold will be reached. 

- Impact/Consequence is the negative significance resulting 
from a risk occurring. 

• Opportunity is the opposite of risk, but most challenges 
(risks) can be leveraged as opportunities (achieving 
positive results). 

R = P *I 
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Strategic risk definition 

------·· 
Strategic Risk: The potential impact upon the United States - to 
include our population, territory, and interests - of current and 
contingency events given their estimated consequences and 
probabilitie S 

Level Probability of Event Consequence of Event 

HIGH Very Likely U.S. Existence 

SIGNIFICANT Probable Vital Interests 

MODERATE Possible Important Interests 

LOW Unlikely Other Interests 

The probability of event occurrence is influenced 
by the credible military capability and capacity to deter conflict 

by denying the objective or by imposing unacceptable consequences. 
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UNCLASSIFIED 
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Military Risk 
The ability of U.S. Armed Forces to adequately resource and 
execute military operations in support of the strategic 
objectives of the National Military Strategy 

High: Full Mobilization; may not achieve desired endstates 

Significant: Significant adjustments to timelines; significant capability shortfall 

Moderate: Extended timelines; limited duration capability gaps 

Low: Tlmellnes and resources executed as planned 
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UNCLAS SIFIED 

Low ~@141®1?~® 
Strategic Strategic objective: Strategic object.lve: 
Objectives Assured Very likely 

Authorities full authorttl .. provided Authoritles provided to 
to o.chlovo oil atrotoglo achlevomost strategic 
objectives objeetl11es 

Plans SCG/CPGIJSCP direct SCG/CPG/JSCP direct 
ad vane ed p Ianning: preliminary planning: 
OPLANS (L evel IV) or Base Plans (Level II) or 
CONPLANS (Level Ill) CDR's Estlm ate (Le~~el l) 

Resources As planned Additional reso urcu 
from oth., plan• and 
operations 

Resources: As planned Extended 
Tlmetlnes 

Resou rces: Eulty man aged , May neceultate 
Unantlc lpatod mlnlmallm pact adjustments to plane 
Requirements 

Resources: full capacity to Can source all rqmts . 
source COCOM rqmts Worldwide force 

Force allocation solut ions may 
Provider result In lim I ted duratl on 

CApl blilty SliP' 

Resources: full e•paclty to Requires Intra -Service 
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Services source COCOM rqmts adjustments to 
Functions, source COCOM rqm ts 
Force 
Management, 
In sUtutional 
Caoacltv 

Military Risk Matri; 

------····· 
Sianifiicant Hlah 
Strategic objective: Strategic o bjective: 
Likely Requires extra ordinary 

measures 

Authorities are lnsu·fficlent Critical authorities are not 
to achlov• key ctrateglc provided: ability to achieve 

object ives strategic objectives Is 
compromised 

SCG/CPGJJSCP do not d irect SCG/CPGfJSCP do not d irec t 
planning but local plans plans and planning Is not In 
uln or are being d•veloped pro or••• 

Additional resources from Sl~nlllc ant resources from 
other plano & opllf'atlons: ot er operatlo ns: some 
some slgnltlcant ca,pa.blllty resourcu severely deAc lent 
shortfall• abtent altogether 

Slgnll'lcant adju stments Sign file ant adjustments; 
may not achieve 
dulred end·ttates 

Will necessitate slgnltlcant Unable to man age 
adjuotm onto to plans 

Can s ource priority COCOM Require fUll m obi112ation to 
rqmts. Worldwide force •uttaln sourclnfc s olutlons t c 
Allocation solutions may a chieve strateg c objectives 
result In extended d uration 
capability gaps 

Requires joint source COCOM rqmts exe eed .Joint 
solutions and force Force capacity to 
tubttltutlons to source •ubttltute capabil it ies 
COCOM rqmto 
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Readiness Assessment levels 

------·· 
Tab 1e 2 . Read in~ AsseSlmlen.t (RA) Level Deimition 

RALevel Definition 
Issues and/or shortfalls have negli@ble impact on 

RA-1 
readiness and ability to execute assigned 
mi ssior( s) in supp art of the NMS as directed in 
the GEF and JSCP. 
Issues and/or shortfalls have limited impact on 

RA-2 
readiness and ability to execute assigned 
mi ssior( s) in supp art of the NMS as directed in 
the GEF and JSCP 
Issues and/ or shortfalls have significant. impact on 

RA-3 readiness and ability to execute assigned 
mi ssior( s) in supp art of the NMS as directed in 
the GEF and JSCP. 
Issues and/or shortfalls preclude accomplishment 

RA-4 af assi {1le d mission( s) in support of the N MS as 
directed in the GEF and JSCP. 
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