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TH< JOIN r CHieFS Of 5 I MF 
WASHINGTON. ~ (. 20JCJ1 

o;r·1- B u o- 6 9 

21 November 1969 

,'·li·:riORI\NDIJf<l FOR: Chief of Staff, US 1\rmy 
Chi0.f of Naval Operations 
ct1i~f of Staff, us Air Porcc 
C:om~andant of the Marine Corps 
Commander in Chief, 1\laska 
Commander in Chief, Atlantic 
Commander in Chief, Continental Air 

Defense Command · 
US Command12r in Chief, Europe 
Commander in Chief, Pacific 
Commander in Chief, US Southern Command 
Commander in Chief, US Strike Command/US 

Commanclr:r in Chief, .''\idrHc East, Southern 
1\~ia, ancl Africa South of the Sahara 

Commancll"r in r::hil"f, Strateqic i\ir Command 
Director of Strategic Targnt Planning 
Director, Defense 1\ta~ic ~upport Agency 
Director, Defense Commupi~ations Agency 
l>irector, Ocfense Inteli-iqc·:·,ce 1\qency 
Director, National Security Agency 
Director, \veapo"s Systems ·i:v<~luation Group 

Subject: Safeguarding the Single Inteqrated 
Operational Plan 

1. Fon·wrdcc1 in the r,ppendix hP.r-eto is thP policy of the 
.Joint Chiefr; of Sti1ff l·li.th reqa.rd to securit·,c of th~.SIOP, the 
hnslc admini:,trtltivc Dnc1 ht\ncliinq .re(luircments, and tfr~ ~~mphasis 
'clilich mu~t be plilcecl on control of extremely scnsiti"ve SIOP 
infnrnt~tion. 

!. . 'l'h<· pol.i cy :i.n the Arpc:ncli:-: surorrs(~clr:s that contained in 
:;;.1-1'li··G7, <L•tcd ;>n ,Jtln" l'J(,7, su!J"jcct as above. 
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3. Without attachment, this memorandum is UNCLASSIFIED. 

Attachment 

For the Joint Chiefs of Staff: 

2 

R~OMPfo~ 
Brigadier General, USAF 
Secretary 
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APPENDIX 

SAFEGUAHDI:iG j_'HC SINGLE H!TEGXATEf) OI'::~J\TIONAL FI..A.N (U) 

1. ( IJ) lle:ieral 

a. 1'he guidance, as contained htH'r;;ln, sets forth the 

policy '-'£' r.:,,;;: .Tc..ir.:: f:r~l<.?fs of· S~afr' · ... ith regard to s~curity 

di~ecllve is intendeu tu: 

(1) Em~~1asize tt1e fact that meticulous attention must 

be: given to st:··tct observance of casic st:curlt:r regula-

(2) :::o,pr,asize the facl that stringent control must 

be ex.:r~ist::.-: C'iE'!' ~Ill~ eztre:r;~l:.' ~::onsltlve lnformat!on 

{ :,) Pro·: ide tne bas:.c ::•0".Llcy fer tne identiflcatlor. 

b. E~:O::tl.J.tive Or•r":!er llv. l•):,0l, dat.-:;-0 5 ti<.:<JC:r!tber 1953, 

and DOD D1rect1~e 5200.1, dated 10 July 1968, provide 

ln.:>trtJCtlor;;; f';:;r ''!=:·:!ftgl::.rdtr.g Offlc.!.al In!'crr.?.ation !n 

tlld Inte~~sts ~f t!~e DeL'dnse of t!1e United States.'' 

'rhese directives prdscribe measures for classification, 

reproductio~. accountability, dissemination, and 

transmisslo:-~ o:~ ;:;ffL::ial information and include tdthin 

their .sc::pS> t!!: documer:ts co::stitu.tir.;; the ::;lOP. This 

dlt•ecti~e is sup~le~ental ta the precdding directives and 

d.ppli.e~ wu:-e specifically to SlOP-ES!, as described herein. 

~. 'fh~ J~·:~~ Ci::efs of Staff co~s!dsr tliu~ distribution 

of an1 acce~~ :o ~t0P-EST m~st lJe str•tctly limited, based 

s:·'!-f!On-n·; 

LitH:'U}' j 
1X:F·;1!G:·:;"..:1l~D AT 12 '{[·:toR Ti·i'I'STI~/AL.S; 

r:o·;- ; .. ~;·1· ~HA'i'~l'P..f iY D:i:CLJ'..S:31F.:i~D. 

l_ 

2 

3 

4 

5 

6 i 

7 !' 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

ll. 
~ 

24 

~ 

26 

27 

28 

?2. 
30 



---------------------- -- ------------ --

.. 

oa1•t c·f l:t.e .res SIO? and is derivea f:co:n or publ13he::1 in 
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u:r1::. 

~IOP-ESI lndlvld~~l!y, 

way~ in t:he E.:;~rebate, bt: ;;;.-; c:.:-.sldE:r-2d. 

( 1) NA'TO dOC:Lme::.ts f:ol'tlishe<i lrt e:..ccordanct; '•il th 

Si-1-itl2-66, d&.tECl li r-:c:: 1;;~00, ~·:111 ~·:o;, b.;! rn.;;:.r·!·:e,:: •,;i~h 

s<.at<:::r.JE:lit:: \·:ill .:typear ~-:; :he co=:t::c, thE: tltlf: pa.5e, 

and/or in the l..:tter· o~ !=:'07:1U.lgatlor\! 

~t:clctl:: ll~:t::.er: o::-.::-.:-::~;,:.;.trate \·:lth r1E:Jr:JL<3ly 

Ju;;'~if1•:-'"! !'<:c:tl:·-;;!,e~.r,.•:;. u~e of mllltar·y cir 

r;~Ui'.:c.r~ -cV!'!trolle-~ =,~~:lcles and t~-ro cffi(;iall;; 

desl~na:.ed <:OUPier·.::s is mandator.;'.'' 

(2) It is en.~i1as1ze~ ~~~t the 2!0?-ES! it)d!cat~r 

Is r~ot t0 b~ !n~er~reteJ ~3 a separate sec~ri~y 

d1r·<::ct.1\-..::. 
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th~C 1t1.il3~~l~:tnaLe ~:e •ll' Lt1e ~I'?-~~[ lndlcatl.I' 

wi tl reo· .•. ~:; 1;, ~uut~i:t:~;JflL'J' adclltt...-J:~s to acc-ess ('(J:'Jtljrs 

VI!Jll'll e;r~....:i,: -.•ltir.:~>..t:el:, !··.:..:;.;l.lt 1!1 lt..:;::;ened security. 

~.,;. :::ror C:·-·..:~L-.:.c::~t:.: ,_,r a clB.s:-;lf'lcat.~ 1~1 lc•.-;o::!' than 

TOP SEC:f-li:T,·.-;:Jl-:~ are .>.:>nsi·.iec~rJ to r·eq~lire llro!iteU access 

and/ur :>o.>ec~:!l ha:-~dllt1g ,:;hall be ri i_::;:o;~:r:inat~d .!.n accord

ance ~dth Section VII, p'lragraph D, 2rH.:lv~ure 1, of 

r;)~J Plc~ct::!.·:e ')2·J\).l L<;.• :::.o::.:·..:.:•!".!.aLel:: cleared pers-?:1~\el 

1·1ith a '.'C'!ll6 :·:eecl to t<no:4. .::·..~.e:l dc;:;,,_; . .::nts shall not t·e 

ccn:·::!.d·~r'2;l :-.~r .!.dP.nt1f1e;:l as SIOP-E.::I. 

pr~~lst.)~S nf ~ppr~pt•late ~i~ectlvc~ :·or· dlstrijutlnn 

tu :1A1'J, a"rall ~~ labeleca fer no foreign disse~1nat1G:~, 

:!..e., ~:f'E'~::::.-1.:. s,~:~ILiriG il.EQ!JIIL'::D t~OF05::f, H2.:<d.ngs 

conc.:er'r!l:;~ ·..:.•:.::: a:}r>ll-:~0.Llc':l 'Y.:' f:.spio:-~a<S-2 L~rrs, Title 13, 

~JIGP ~h .. ·w~•~~~·~:::s ~·:Jiic:J <o.r'.:O -~·,· :~.l:::;nt be o:. ... bJeC;; to d1~

s.::::1lrlatlon U.Jtslde the ex,·;.: .. .iC!.•fe branc:1 of the 

5. (IJ) Clstrib~tion of SIO? Mater'ial an~ Extracts 

all u:::~L·~ .:::f ::·,e JCS Sl,Ji.' ~;ri:::..r t:o the :Jubll.:ation of each 

3IOP a~;1 I'~;,~r·t ~ecom%end~i J!str~tut!(n list~ (includi11g 

t!1e t;n.s.L(; p'~n a:LJ annc.-:.<;:s tbe~ctv) t.:.. tt1e Jo.:..nt Chiefs of 

·~, 
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lists •.dll t.J8 :;·.1brr.l~.te.-J :o tr.e Li:"~ctor, .. ro:!..:1t Staff, 2 

Or·~ani~ation of the Joint Chiefs of Staff, w!:h approprlat~ 3 

ju:;::tflcatio:-t. 

Joint St~f~· i~ R~tho!·!~~d to a~~rov~/d!sapprov~ such 

r~qucs'c.s. 

(2; Re1uest~ !'ur cha~ges in th~ number of copies 

prov!d~d by dppr~vcJ ~13tritutt~~ ll~ts will be sub-

mittej Co ti~e G!:·ector· sf ~t~~:~GlC Ti~rget Planning (DSTP), 

wlth 3ppropr!ate J~!Stif!cat!cn. After informal coordina-
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tlon 1.dt~ the [Jit'.::ctor for C•t:-~ra::!.·:ms, Joint Staff, th~ 12 

~:I·.")~· !l'rlt.•:::·.:..::.:!_:;; fDr· ea·::~. J~.:'ljor rt::•l1::;!<_.;,1 or update to th.c;:: 

~-iil~? c,,IJ.:::- t::e ;:-rov·~sl.:;r:3 sf subps:r=.grap~) 5?_, \dth the 
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,·Ji.-;:!•i..:~~· . .:.~·!: ll.";t:.~,a:; f..':':::"'li.:_ie,"i 1:: subp3.ragraph 5a~ or 

Cl.n'.f:nc-l . .=:r:1 t•r,:ier ch•.: pr·-J'.'isLJ:!S ~f subpara~raph 5a(l) or 

?a(,~), .J,.:: ~~r:~:· ;,:a::.~.·l::.l5 c!2t:r·!':·:.lt-=r. b.:,· the r-::;Tp 

( .~\ ~7'-i.:~::I ;:,aDI<'::LlC: 'i.:;:.: ,·.:J 'tilll t;e C:.stric;.u:_.;;,_; to 

:;,·::; ~..-1:.::.!.~1 ti;,;: ·:_.-t~~:::!Jt-:':·~·.l, :·,l',, ar•ea as follo~·:s: 
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(1) ~11 .!ST?3 Si0~ ·a~~~tals: 

ac~tl:orities. 

(2) Dis::-itution of: J37PS S!.Of· ::-,aterlals to tht· 

Dlt·~ct.cr for Operation:::, J:.i:1t .3t2.ff', fer ~'CVit:.·t an<l 

~]!1.1 ;:j 
~- ---- ,~ppendix 
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tions to th~ Di~dcto~, Joint ~~~rr·. 

f. 

Joint Staff, ·,.;~o 1·1111 :>Lib::1it :'eCOi~.:'"!er:.Jed action to the 

Dir~ctor, Juint St~~f. 

!'t:..J.Uest::; for SIOP dccu:ner.':s i'rorr. the i'ihite House, the 

Sut.je..;t 

scl:edul~3, anJ p~annin~ it~i·c~satiorJ ~rev!ously released 

may be 

l. ,. ··.:. .·.r 

,, .. 
'·'· ... ·.: 
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tttcl•.tdtnc r.hls directive. 

(l) Heleas~ of ~ro~·-E~! J~ta t0 foreigtt na~l0nals 

ls pr•0!iloL;,;~d~ ex<.:~iJC r:.s <:!Xt)ressly authorized '...lnder the 

( 2) ;-:tl<:n extracts are r..::.ae f'rr1r.1 SIOP-ESI rr.a~erlal 

lLl<::nt.l f 1 ca. t :1.•):1. r:: 1::". of ;:-ac"c:!.t..: .... lar· irr:pot'tan,:;.: to 

f'P.!Jr'O•.hced, r~tcd.r:~1 :3.:·,~. o~· all of u·.-2. cl12.!'acter1stlca 

k. Recipients of JCS ~:· JS~PS Sl~? ctocuments/materials 

[)!".;': i l~c'•: : . .,:; _j 'o,;. 

,., ·:··· ;.t."t;'. l,~ Appcnctlx 
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fur •:1: i.::it ir:·.:t-ntory .S!:<:t: 1 be !"-::•]t:i :·:::j ,~e!:o . .!.::.:-o:· _;,.,_J ::/ .. 

c. 2ecaus~ u!' th~ ~ztr~~e sen~i:!vity or !nfcr~ati~n 

1Jcntifl~d as SIOP-ESI, all ctocu~~n~s not co~~r~d in 

subparagr~ph 6b &Luve, wh~ch ~re iJ~::tlfied as con

taininr. :HO?-ESI, sh.::;ll ce in·,..~ntor~;;j, sig~t-e;i, and 

report~d s1::1;.~ltan.::ou;:;l,;: ·.:! :h t:ws;; r:::::;,•.t".irt::·j t-;; JCS 

triemurandum of Polley no. s:.; 

d. SIC?-£3! docur~er!t~ ~hich ~re ~f~e~ttve f~r 5 ~=~ths 

c~ dest~ucticn procedur~~ in accor:~~ce witn ap~l1catie 

Service ana joint agency s;;cur!ty ~~~ectiv~s. These 

doc: .. w:~nts sh:.:.ll ~.-e .Jc-.;:tr".Jy:::i \dtt::r: :o .::.>..!S of :;;•..:.p-:r-

ses:i..;n. Certificat~s ~=· destruct!~n d~:all be mainta~ned 

as diro=-ct.:j ty the .S~;~,;i.'~, Join::. ~~;:::c::, or co:r:..-:1an-::!~:·:;; 

of :;,nl:'J.:J :.:--,d sp.:.-..:.!.:"'!o:·J '..:,):.~!'i::=.nd .:;~,::·.;.:-it:; dir.;;ctiv~:s. 
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C':lr.lmand internal lnsp,;c~ic::. pr·o-:eciur=s ;dll be establ1.;:;hed 20 

to assure rlgld adh~ren~a t~ t~~~e ~,·~cedures. 21 

w_lll \.;:; cxe:np'::. U~on recei;s of th!.s listing, nolders shall 

.:;li.t•!'.•.::-- 3l_;:·,':;ltr.,; r·~:-; .. .-_-

to :;tl':' :·(~··;•(:t.O:.t'_'j, Jl.~::i: 

1 t' c-~~-) -.;!:..:,J!.. !'e t1<?.r:.Ut· i ..;,},--.Jr·:H.e:l,: '- u.ceor·n~_;:.::t: Hith 

[!•'J.l':J.;~:·;~:-;, _;_1 b·::.ir)\.,r a:;d ~-."?;,ort:ed to ;_,;·,t; :Jirect.:;r, Join'; 
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f. 'i'o .:'aci11tace tr!Li inven::;ry ').r1d sig::~l;.;; and to 

pt·ov!J.e the k!.a:~tmum s-;:c:..!.:'ity. !;ul·:i·::'s of SI'JP-s::;.::: 

J:mterial ;,;bc"..ild provide fo:o centr~l co:1trol of ::;ucll 

do..:ur.~ents. 

{j Jy~ A.ccass 

ESI · .. :tll :~.:; ~c:·.t:--ollt:!d solely in c.-::•.:ordance Hitr. st.anaard 

~tcur·i~~ pr=ced~res g~verni~g access ~o class1C1ed !nfor-

ma:..l:;n. 

(l) Access to SI02-~SI d~ta shall be en a selective 

anj discrf~i~ating basis in ~cccrJance ~lth stringent 

(2) P~:'SCJ1~dl ~h~ ara to be authorized access to 

SIOP-25! shall p03~e5S ~ fill&! TO? SEC~ST clearance, 

bBs~d on a bs~kground inves~lgaticn. ~uch 1nvest1ga-
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1 

2 

3 

.lndtv1Cual \.;flo is t:;!·;:.:.nt~d SIOP-::Sl &•;cess ,.1111 execute 4 

Clle. 7 

( !1) Personnel ·,..rhv ha;.o.:: br-oad or continuing access to a 

an operational cate~cry of SIOP-E:SI (see. the .ll.nr.ex hereto) 9 

at Service, jalnt a~.::ncy, or u:-;lf!ed ard specified com- 10 

mand level will be aubJcct to a~proprlate travel restric- ll 

tions, a~ determined by the authot·1ty granting access. 12 

C;:,rtific&tio~ c!' lll~S travel r~s:c•icticn ~~J uf future 13 

parent s~rv!ce personnel distribution control agency. 15 

'E'Ili;; Ce!"'tif.ication ·,·;ill be eff'ectt·;e for a minimum of 16 

1 year after term!n~tlon of access c~ detach~ent, which- 17 

ever occurs first. h w~iver of :!1e~e restr!ct!or1s may lB 

access. Deter~inat!c~ of restrictions to be 1~posed en 20 

p..:z·:oonnel at 10\·;:::r lt::vels of ~o::c::!and will be ;;;:::.de by the ll 

appropriate Service and ~onmand involved. 22 

23 

24 

:.dll te wJLl.fied c·l' c:hc ..:ategoroy sf S_[QP-23I t0 whlch 25 

ca,:it l.!":dJ.vlriua1 is a~.t .. t".;r1~ed a~·cess. Thi..:1 ce .. "'t!.fica- 26 

tion 13 ill _adJitHJ:·, co th~ requ1r·e~r:enc to -:.:ertlfy 27 
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a:5 <.lppropr1ate. Sue:~ lt3ts, i:-1 ;;ho.;!l!' e:,.t.:.r:· .. '.:-J, zh.:~uld I:.J(.: •• 2 

classified CONFIDE!-!'i"IAL. Tl1~s.:: l!ats shall n~:: reviewed 3 

periodically as an ariJl t.tonal r.:t:.::.:ou!'e fu~ assuring acc.;ss 4 

1nJ1 v!aual or s:na.ll srot:p::; of p-::rsons shall oe ma.rk.:d FOR 7 

Ofo'FI.CIAL USS m!LY or· EF'YO, as ap1=ror;.rlate. 8 

SI0P-23I ::e C r'o~·i..il ~ :, tl".:S .C..:HiE:Y. a.:·e established and shall 10 

be used fer a~c~3s cc~:~ol, su~:~ct to ~ino.!"' modifications 11 

!'·~l1tllred L:r the e;eog:r·aphl-:al jist:r·lbl.:t.ior. oC docu.:nents. 12 

SIOP-ESI GQC~~ents. 

c. It is intended that control measures for access to 

SIOP-J::sr r11ll provide such access to the fv:!.lot'l!ng: 

(1) Tne Joint :h!0!'s of Staff, ~e~bers of t~e 

Joir1t Staff af;t:-r.cies: an.-: personnel assigned to the 

(2) ·~he ~nl~t· ~r Staff, l!S A~~~; Ch:~r ~f !Javal 
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(3} Cor.c;::.o.ncJtj!':J of u:-:l!'led .::1:::"1 S;Jec!.f'!~..: :::::'...TJ.O.r.J:J 

lto.vin6 re-spo!1s1hlll:y {-:H· [.:JlannU;~, pr·epa.:.'.s..:.lon, 

coordination, and/c..·,r ciX<:r."J.tl(i:"l of' the .SIO?. Authority 

to grant acces3 is d~l<':sated tv the cor.Jr::ir~ci~rs con-

cern-2d. 

( 4) The DS1'P and :~.er..~;crs of and representat.!.v~s to 

th.;;: JSTPS. Altthorlt,\' t·) gr•ant access is delega~ed to 

tile D.STP, 

(S) Othei' pers~)n:~:~l ·: .. :t co·:ered abo·;e, a~ ;..ay be 

J. 'J't;e auth<Jrlty to g:ra:-:t acc-;ss delegated 1n sub

Paragraph 7c above r.:a:: ":.:~ fu.:-tner ·.:!elega~ed to appro-

priate subordinates. s~c~ furt~e:- delegation shall be 
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!l 
12 

13 

consistent ~-;ith requirc;.~e:-::.:s. 15 

e. It L:; intenl.h~d t~.at: ~ivili2.n per.scr::-:el not subj.<;ct 16 

to the provisions or F.;;d.;:'al Civi::.. Service Cor:t.'!l!.ssion or 17 

DOD perso::.:1el pvlici.;s (;;;::.e::::i:~icall:,·. ind..::otrial co:1L"'actcr lB 

pel~SO(Hiel) r.-:::.t be gr3.n::.:;..: :..;cess tc srop-'.::sr. Any ~equests 19 

for such civilian persc~~el access shall be referred to the 20 

Director, Joint Staff, f0~ 2p9rop~!:.te ac~io::.. Personnel 21 

in this category wlll ~0ss~ss a flnal TOP SECRET clearance, 22 

baseJ on criteria establi!~~d in subper~~raph 7b~2) above. 

B. (U) Briefings 

23 

24 

2. SID? briefings s:--. .::..11 r.ct be .;;lven to ct~:::r than thCJse ~ 

personnel ~nder t!Je ccn:rol or ~illtary jurisdiction or 26 

the . ..Tc·~nt Chiefs o;.~ .St;.;.f~' c:- c-f the Chi·.:t of St;a!'f, tiS Armyj 27 

Chief of ::~v;:,.l Opera::io:.~-.s; .::::.:e~ ci' Staff, t:.S _;!_ir Force; 28 

i-i.r!d (;.)~;".::-.:~n·.ir'.l~~~ ~:~ th~ i·:<:.!-·.:!.;:;- 1:;.-J:"T.; as es::;er.ti3.l r.v re·:iew, 29 

,bv~lvp, ::1ai:1'cain, •Jr 1:::;1-;-·:~,.;n>.: the SIO?, '.-:i:!~·Jut specific 30 

UcslgrnteJ SIOP-ES:L :-:1:.::.11 to; 2,0'/~~r-:~eJ b.:/ 3.j)t:J!'O'!ed <!ccess lists. 32 
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b. The SlOP shall not be used. as a v:=hicle ;l' instructior. 1 

at Service schools or other· 1nstru::::1vnal 1n3titut1or.s. 2 

SpeciaL SIOP briefings to the jo!n: or Serv!ce schools will 3 

require approval on a case-by-c~~e ~asis. The Director for 4. 

Operat~ons, Joint Staff, will revie~ requ~sts for briefings 5 

of joint colleges and !':lake appropr~c.te reco:n."1endat1ons 6 

to the Dtrec:tar, Joint .Staff, w:;.o ls delegatt:d authority 7 

to provldt:: ap[.)roval. Ti',.:: Cnlef of Staff, US Army; Chief a 

of Naval Operations; Chief of 3tafi', US A.!r FcH".:.:e; and 9 

Co:mnandant '.:.,.( tnt:: !'f,f1:'lne Cc:'Pf a.!"e ::--e:pested to provide !.Q. 

approval of such reques"C.s from 3er'Jice schcola. Requests !..!_ 

for STOP ~.:r-if.:fi:-t~s .,.;:!.11 1C:f::nt1f~· tLe specific lnfor-rr.at1on 12 

c.;.:mc.:er·nl:-:g ~:-.. c :::F'? tna;;. 1~ d~s tr·~C irt the ::rr-h:::'.tng a~·u:'! 13 

justiflcatior". sn.ot,.;ing the p•...;.rpose: se:::-·:ed. SIOE'-ESI 14 

data will not b~ briefed, u:1less sp-:.:lfically authorized 15 

by the Director, Jci~t Staff. 16 

c. 'I'he C:!lairman, Joir.:-. Chler's ::;t .s::aff, (.:o:u;ultir.g 17 

the .lc:lr.t.. Chiefs cf ~t2.ff. as appr.~;:-late, ·.-:111 review 

requeE:t~ i'cr SIOP briet'i:J~s for thE: C::;:-,g.::·ess, the l·.'!""lite 

House, an.J tile Office of the SecretE.r'Y of )efense. 

rJ. SIO? n .... lefin£S st·tall not be given tc foreign 

excr:t:,t a~~ r.:a.y ::::.e appr::lv~d 0:1 a req~,e:st.: tasi.s by tr,e 

JrJlni.. C!·:ic.r.'.:: of Staff or a:;; prov:!.,:l13<i for li~· ot!1~r 

s~aclfl~ actl.~tl of the Joi~t Chiefs ::;f Staff. 

-=. Rs-~ucst::; fer .SIC? l~!'L~f'Ll!;s :-.:;: -...·ov~:·~(i aC•.)V.; will 

be subrnitte::! to tile Dir:.:tcr fm· Opo;rations. Joint Staff, 

who ·:~11.1 r·-i;-\'.!el'i such !'eq .. E:::>:s a~ . .J s'..::.•:J!t .:::~:;Jro.;Jriate 

1 5 Appendix 
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f "U) 9. ;6' Corr~:soo~:It::-1~-; 
a. Corrc:spondence, repor·~s, s':.utii·:s, me.ssac;-J;;, B!'l-:1. 

any other media relayin~ SI~2-ESI s!1~ll inclu~~ a sta~~-

r:tent that: 

contains SIOP-ESI d~ta. ~ccess lists govern inte~nal 

dissemination," 

b. i-tessa~es containing SIOP-ESl shall include the 

designator "SPECk'r'' and tb~ indicatcr "SIOP-£5I" at the 

beginning of' the message text irn::'!ediat:ely foL!.o·.·t!ng the 

message classlfic~tian, in accordan~e with subpa~agraph 

332d, hCP 121 US Supp-1( )~ followe:j by the statement in 

subpara~raph 9a above, as apprcpria~e. 

10. (UJ Courier Ins~ruc:lon~ 

a. SlOP material ~o~ ld~ntified ~s SIOP-ESI w!ll be 

handled in ac2o~dance ~1th applicable dlre2tlves. 

2 

3 

5 

6 

7 

8 

9 

10 

ll 

12 

13 

15 

16 

b. SIOP-E.Si mc.te:elE:l :-~o:.: trat;srr.~: :eJ el'::.:: t:ric:!.lly shall 17 

l.;.;: dispatched only L,'i cu·J.risr. Tile .i:.rrr.ed 2'orces Co,;rier 18 

tra~1sporte..:l O!' proce~::.eG m~:side n•'!.litary i:1stallat~ons 20 

24 

25 

D.il·c:~:.irt. it :;,_~rt..ur·~.<o.:. ~S r..ilitary .:;1:- tl'2.~13portc.c1on is the 27 

~~~· ll~t lc u~Jor US 2illta~y co:1tral or VS co~~~rcic.l non- 30 

l7 



" 

c. SIOP-ESI material tra~sm!tt~d by ARF~OS :~11 be 

proc~sd~d and tran~ported !n accarjance with 3~!·p~ragrapit 

lOb above. Dispatching c~ficlal~ w!ll des!~~~te the 

l 

2 

J 

material SIOP-ES! when ~ntering it !~to the ARFC03 sy~tem. 4 

Specla.l handling v:"!..thln tf,::: h:<.?CCS s:;st.er.t will be as 5 

pres:::rih.:d by the Dir<;:'c:.or. ARFCGS. Corr:man.:!er.:> suppo:-ting 6 

ARFCOS are :-esponsible for providinc; arrange:::ents for the 7 

transportation of Sl0?-~3I ~aterl~l by ~ilitary air. s 

Priority will be provided to the tra~s~ission or deadline 9 

delivery da~e SIOP-ESI =ate!"i&l. 10 

d. All SIOP-E.SI r..att:rlal beln::; trar.sported by ARFCOS 11 

will have the followin£ sta:e~ent aft!xed to the outside 12 

lJ 

uddre3sees ~nd markings: 14 

RES'l'RICTEC' :-:IA~:DLING RE-~U!HED 15 

(1} _.:._lr tr-:msports.'.::1c;~ of th~3 pa.::~~26~ ~o;lll b~ by US 16 

mtllt.::<':"/ aL•cr•:J.Ct; ~:s i•tllttary ,:._::-11ft Co~~-:;.ar.d corr.net'c:!.al 17 

cm~:::·ac:: G.i.!'Cf'e;ft., ,_, -.;:~-.:: the passenge!' llst is under US 18 

m1lltr~:-,_,- control; Or' ··s -::omr:loe:·ci?:.l nonpasst!n_:;er cargo 19 

a1rcraft only. 20 

(2) THO COUiUER.S h:tE REQUIRE!J SE7-~·!EE~i US ~1ILI'l'ARY 21 

IiJ.S'I'ALLJ..'i'Iot~S. COUP.~::R:: AiiD G'JJ\?:JS :'4US~ POSSSSS TOP 

::2c:::.:!.1' •:L::.:,_:i;..:JC~, E:.AS::J (•:; A CJ:-•.?:..:~TtU F.:dlJRAC.~S BAC~

G:t':;'J:ID I:~I.-:::S':'IGA'I'.i:G~J. o:.c: :::O!JR:::=.~ CAtl s=: 1JSED ~UEitiG 

f<'LiG:!'l' S·J LO:·!O AS 'I" 1:iC- C:)-¥'2lERS r::.:::.H,.ER ;~:;D f'::!:C!\ UP 

MA?~RI~L A~ PLAiJESID~ 0?? MILiTARY EASE~. 

()) ~he11 not attenjed by qua1::1e~ CCL!rlers, the 

a~c-Jrdar:ce wl~h lndt~~~:t~l s~r~!c~ di~ectives. 

~' 
23 

24 

~ 

26 

27 

28 
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6 

7 

a::.:! B 

9 

.!.2. 
regar·d t:o mr::;C1f~~at1Jn of t.r.e pl<ln ancl/or rele.teC pro- ll 
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16 
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'l't1c- facility 

of ci2.1.J. rt.:~.~.::-.)d"Jc:tl_c.Yl ~;;: E:lo::-cL!·-::·.~-~ ;.:~a~~~ p:"ef:l~nts a spE::cia1 

need :·or n:.::~:;::lnn t.o s~-:-:ucl~<: r,r<2:.:aLtti.:n~ ~:ht:rE: du-:::h rr . .:ans 

7n1s r:ee-:3 ls 

autc~atic data p~o~assing 

. : ~ l .:.: 

l 

2 

3 

4 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

lP. 
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is carrlet.J out (i.e., the p:-oc:edU!'!::S have beer. de-signed fat·~ l 

Uut i..tt'::: nUL limited t•J, r·.::.h:a.:-;!.::e; ~:.-:: l'C::CO!·di:.b r:.t:cl!.a t0r· 

mainl'-'!tlflrrco: of .equtptt•:Ctt:.., r·~l..l\!':; L>~· _!Jarts tu CoJ:,t:~c.....::tvr, 

release nr computer to co~::'ac:crs, ~~c.): 

( 1) Cl2ar Memory Procedure:-;. 1: . .'he(: SIOP-ESI hss bt:!cn 

pc~c~ss~d ualng electronic data p~oces~ing equipment, 

2 

3 

4 

5 

6 

internal rr:e~nory (i.e,, c::;:--e) !n the central processing 7 

unlt may be cle~red by alternately setting each address- 8 

able memory locatlon to all 1'ls'' and all ''Os'' for 100 9 

cycles, such that the st~t~ is changed at least 99 times. 10 

The successful applicaticn of this procedure must be 11 

vct•ifiec after the lOOth cycle. Internal wemory , 12 

fie d. The ability to clear inter:"~al mer:1or:r of thin film 14 

or plated '.-lire completely for declassification purposes is 15 

ur:.c.:::r:al:-:; t:~terc t'c.·.:·..:·, s;..;::1 meJla ;.n . .s t .::·cta1.<. ti1e TOP 16 

1B 

19 

20 

d1~~~·~3e~ i11 subparugra~!~ 13t b~law) that use either a 21 

r:.:...:::<;;l :·otalt 0r JXl..!c :.:.:ii:.-::·.b ss ~he d!.;l~'J.l :>~::cvrditt6 22 

t!:e follc~ing proced~ras, 33 a~pr·opr!ate: 

(a) Providing :h&t ~:0?-ESI ll~S been recorded 

unJi:otLn·b~d no l;)n~er th::.:.n 72 .::onsecuti·oe !nurs. 

all d3t~ tracks will ~2 over~~ittcn a ~in!~U8 of 

~hc.::e tim(.:$ usln6 r!t<>.:-:.:r:!<..:.;:\ .:::;,;,:•>;:::lt tl!u.': .:-:ill not 

'£he binary 

23 

24 

25 

26 

27 

2S 

29 

dl!:lt 1 ~'!' 0 will ba •. ~er~1·it:~n in all bit locations 30 
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\..._ SECBj.'J ... 

.:.·.-:.: :· ~ (: J 1 

2 

3 

• 
5 

6 

7 

8 

9 

10 

be a9plied to all data trac~s. The trac~s will then 12 

t-: c.·.:e!'',;!·::..ti:e:: ?.S in ::WC£.·a:·a.;ra.ph 13a(2)(a) abov~ 13 

and verified ~ha: the ov~~wrlte has b~en accomplish~d. 14 

2. In the :-·:en: a st'ori:!.:Se unit fails o:- has a 15 

m~ct13nlcal failure which 1n!,ibits no:'=al operation, 16 

a hand erase ::,r port3.ble permanent/.£.•.:; F~agnet 17 

Hill Ue I.!S·:d 18 

19 

c1ar~, or ~:1-::-s:on.:c:e :ra.cks. t·he- erase tar or :::agnet 20 

r..u:n pr.:~dt~cc c.:: h•ast lSOO 8~1·sted field 1:1tenz1ty 21 

at the reccrji~g surfa~e. 22 

23 

II:JJ~~tcr·bed fol' ever !2 hcur~ or is sutject~d to 24 

ex:ce::;sivc heating, it: C'-l.n only be consider-e:i de- 25 

cla.:s:oifled if l.:t:-:: re:...::rding s•..tri'a~e is co::cpletely 26 

r·emoveJ. Unavallabi~ity of appr~priate fac!lities fa~ 27 

~urface re;~oval ;;ill ~ecedsltate shipment of the material 28 

Such 29 

30 

.::.Luve. 31 
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• 
(3) ~her: the disc, dl~c pack, disc ril~. uc dru~ is l 

2 

3 

tor if it is to be ceturned to ~ ~lilitary u:er. The mill- 4 I 
I 

tar~ tlsar will establish those ~rccedures necessary to 5 I 
I 

i~sure that the saDe di~c, disc pack, disc file, or· drum 6 I 
' I' 

l:::; rt'!tu:·r:ed. Their tra.:-. .:>portatlon antl movement will be 

handled to :nsure tlillel:,· recelf-'C. by the contractor (!.e., 

7 

I 
8 

contractc:- furnish recei~t to .;;ender upon a!·rlval and no 9 

~xt~nsiv~ delays have occurr·ed). They will not be !.Q_ 

perr:Jar,er.tly rel..:ased to com:nercle:.l contractors ·~1ithout !..!. 
specifl.:: ::.ypr·o--i~l by th..:- Dir·ect:!"·, Joint Staff, on a 12 

13 

(4) ~~~~~ th~ disc, disc pack, disc file, or drum is ~ 

treated as prescribed in subparalraph 13a(2)(b) aboveJ it 12. 
is UHCL~SSIFIED ar.d rel~ased ~lthout restrictions to the ll 
comr.Jer.::i.s..l cont!'actwL~. 17 

ll 
using c:.ppr·..::::v.=d bulk d.e)_::i-:!US3lng equipment >·I:~i..:!h meets tech- ~ 

nical 3pecif!cations p:'~;~ulgated ty t~e National Security 20 

Tapes nay be 3~bs~~uently Jeclass1fled but must be .D. 
retairkcl :.·,· .5. r::;ilit<.tl'.J' ti$·::-:·. E 

23 

24 

£?_ 

1§. 

27 

28 
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1~. (U) Destruction. As a matter or policy, in order to 1 

ilnaur€: ~.:antral and minlmiz.e the possib!.ltty of c ...... -~;J::-omise, 2 

srop· r.1.aterlal .,.:111 be destro;,.·t::d promptly \-Jhen sup-=1·s:::d~d by 3 

new edt tiona or when no lor,ger requtred for operat!.:x:al use. 4 

Archive copies are authori::ed to be c~+:a:-lished by. JSTPS~ as 5 

prescribed by the Joint Chiefs of Staft'. Officials certifying 6 

to. the destruction of material contalr:.lng SIOP-ESI ·.-;111 be 7 

commissioned officers, \~arrant officers, or c!.•:il!.a:--.s in grade 8 

OS-9 or above. Wit:1essing officials -...111 be cor..:n.!.ssior.ed 9 

officers, ~:ar:r"ar:t uff!ccr:>, or· noncorr~'l1.!ss1one:1 Of:'~cers in 

_grad~ E-7 or above or civllla:-.s in gr·ade GS-7 or above. 
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sqpp O'Ti'[Ab__..,_,. 

1 

SIOP-ESI OPERATIONAL AtW ADi-l!lliSTRA'riVE CATEGG~.!:=:S 2 

( ~(.t) 1. (,e) The following operational cat-2~or1es pr-:\r!.~e ac:ess 3 
i' 

to full and detailed kno~•led;r:::: 

Operational 
Catee;or-t 

01 

02 

03 

05 

06 

j', 

~· 

:: 

2. (U) The !'allowing adn~nis::rative categories provide access 

only as necessary for ad~i~~st~at1ve handling and ~rc~ez~ing 

in a routine man~er: 

Adr.:lnistrative 
Cate~ory 

21 

22 

23 

24 

25 

26 

!a 

?a 

'?o 

'I'::l 

'!:·o 

'I"o 

25 

Acces.:; .t..uth-:!~iz~d 

cc.tego:-y U1 

cate.gory 02 

category 03 

category 04 

CJ.te,£O!'Y 05 

category 06 

GR'J:..1? 3 
DO'.·.':·!G~AD~D f·.T 12 YE:A2 :::T'ERVALS; 
r:oT h'~":"CJ;·1t,TIC.~LL'{ Dt:CLASSIFI£0 

l..r.nex 

4 

5 

6 

7 

9 

10 

g 
12 

13 

17 

18 

19 

20 

21 

22 

23 

24 

28 
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