DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

JAN 14 2002

Honorable Spencer Abraham
Secretary of Energy

1000 Independence Avenue, SW
Washington, DC 20585

Dear Secretary Abraham:

In response to a National Security Decision Directive, enclosed is the 2000 Nuclear
Weapons Council Report on Nuclear Weapons Surety (TAB B).

This report addresses the status of the safety, security and control of the nuclear weapons

stockpile. It also addresses emergency response,

inspection and evaluation programs, and the

impact of budget constraints on required improvement programs. No significant problems were

identified during the inspection pro

grams or emergency response exercises conducted in the

reporting period. There were no significant nuclear weapons accidents or security incidents.

Recommend you join me in signing the attached memoraiidum to the President (T AB A).

Sincerely,

—_—

Enclosures:
As stated
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MEMORANDUM FOR THE PRESIDENT
SUBJECT: 2000 Nuciesr Weapons Council Report oa Nuclear Weapons Surety (U)

(U) In response to direction in National Security Decision Directive 309, we bave
~ developed the 2000 Report on Nuclear Wespons Surety. This repost addresses the status
of the safuty, socurity, and control of the nuclesr wespons stockpile. Frogi this review, we
have concluded that the ouciear weapons stockpile remained safe, secure, sod under

and comprehensive inspection and evaluation programs. There were no significant suciesr
wespons socidents, security incidents, or problems encountered during the reporting

[®X1).(0X3):42 USC §2168(a) (1XC)(FRD) , @

MWW&&WWmhM In
the near future, however, we expect to face substantial challengss in susmining the
tachnology snd industrial bass required to improve the safety, sscurity, and oontrol of the
nuclear weapons stockpile. Both Departments remsin commitied to meintaining snd
enhancing the surety of the nuclear wespoas stockpile.

LEAVE THIS SPACE BLANK . PedW |
FOR DOE SIGNATURE Dopuly Secretasy of Deferse
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‘DEPARTMENT OF DEFENSE

AND
DEPARTMENT OF ENERGY

NUCLEAR WEAPONS COUNCIL
WASHINGTON, DC 20301-3050

FOREWORD

(U) 1am pleased to provide the Calendar Year 2000 Nuclear Weapons Council Report on Nuclear
Weapons Surety. This report is submitted to the President through the Secretaries of Defense and
Energy in accordance with National Security Decision Directive (NSDD) 309.

(U) The events of September 11, 2001, and our subsequent actions fall outside of the reporting
period of this document. However, through the actions of the members of the Nuclear Weapons
Council, we have taken all the necessary actions to ensure the continued safety, security, and

control of the nuclear weapons stockpile.

E. C. Aldridge, Jr.
Chairman




2000 NUCLEAR WEAPONS COUNCIL
REPORT ON NUCLEAR WEAPONS SURETY (U)

INXRORICTION (U)
PURPOSE (U)

Nstional Security Decision Directive (NSDD) 309 requires an aznual Joint
&wammwmocmmmmmwm
Surety be provided to the President. The Nationsl Nuclear Security Administration

" (NNSA) was formally established oa March 1, 2000, and is responsible for the DOE"s
nuclear weapons activities. ‘This repost cavers the pariod January 1, 2000, through
December 31, 2000, and addrasses safity, socurity, use COnSrol, CIErgency responss,
de&ﬂamdhwdwmnm
improvements.

STATUS (U)

(U) The United States ruciear weapons stockpile remains safe, socure, and under positive
control. Table 1 summarizes the status of the auciesr stockpile and lists mejor surety
features of each wespon type. The contimued dismantiement of retised wespons lacking
modem safisty designs has improved overall nuclear safety. There were no accidents or
significant incidents in 2000 involving nucloar wespons. -

- SAFEIX (U
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(U) Weapen Handling Imprevements. The Pantox Plant made notable infrastructure
and facility improvements to increase lightning protection assurance, as well as continued
mmmuwmmmmmumm
qunﬁmmnﬁly

()] msmndm Bocause the United States is not cusrently
producing new nuclear weapons, wespoans in the enduring stockpile must remain safe,
seoure, and refisble for an indefinite period. The DoD and NNSA conduct varicus studies
and sssessments to detect changes to wespons in the stockpile before safty coricarns
emergs. During 2000, the safety-reisted studics and asscasments conducted did not reveal
any problems with the safety of the U.S. nuclear stockpile.

e (U) A Nuclear Explosive Safety (NES) Master Study of off-gite transportstion
previously planned for mid-2000 was postponed to the second quarter of 2001,

¢ (U) Four Nucicar Wospan System Safety Group (NWSSG) studies wers
completed: EQMMWWWMSM(PM&G
Trident L. These studies concluded that the systems met DoD safty standards
whea opersted in accordance with approved operational plans, procedurcs, and
nuclear weapon system safety rules (NWSSRs).

¢ (U) One Weapon System Safety Assessmenit (WSSA) on the B-52 waa
completed. The results were brisfed to the Chief, Air Force Safety, and the
NWSSG in April 2000. Three other WSSAs are ongoing: the C-17, the Dual-
Capable Aircraft (DCA) WSSA, and the B-2A WSSA. These will be
completed in calendsr year (CY) 2001.

o (U) Additionally, the Nuclear Explosive Safety Studies Group (NES3G)
compieted four NES Studies and one NES Revalidation. Thess studiss
included one Lightning Control Master Study, one W76 Dismantiement and
Inspection (DAI) Program Study, and studies cvalusting propossd process
changes to the B61-10 snd W87. The NES Study Revalidation addressed
W8S operations and ailows the W88 surveillance program to coatinue through
SMM

SECURITY ()
(U) Security Summary. mmlamakpﬂomﬁudmmdﬂncmu
significant security incidents. '
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NNSA will produce a total of 51 trainers. The first production unit will be delivered
2001 with total production complete in early 2003.
U) Inter-Continental BeRistic Missile (ICBM) Security Initiative. Air Force Space
Command (AFSPC) has appointed an executive council to develop a Nuclear Security

wespons. AFSPC, with support from the Defense Threat Reduction Agency (DTRA), the
Joint Staff, the National Nuclear Security Admisistration and other Federal agencies,
undertook a series of studies, experiments, and exercises to assess the security of ICBMs.
These included a Launch Facility Engineering Study, an In Situ Assessment, the Mighty
Guardian Il Force-on-Force Exercise, and an Integrated Security and Use Control
assessment of the weapon storage areas (WSAs), The results of these activitics are being
%léglﬂﬁgwﬁzﬁi_ig
(U) Weapen Storage Area (WSA) Security I ; Air Combat Command (ACC)
has appointed an executive council to develop a Nuclear Security Roadimap that will lay
the groundwork for enhancing the security of those nuclear wespons stored in WSAs.
ACC is studying data gained from earlier calendar year exercises that tested the efficacy
of WSA and storage structure facilities. These exercises included the Mighty Guardian 1
and II Force-on-Force exercises. The results of these activities are being analyzed and
will be used to develop the ACC Nuclear Security Roadmap. :
(U) Security Research and Development, DoD and NNSA research and development
activities continue on three-dimensional video motion detection and assessment, activated
delsy/denial, modeling and simulation, recapture tools, and man-portable explosive
detaction.
(U) Over-the-Road Seeurity. NNSA is cohancing security for over-the-road transport
of nuclear weapons by replacing the existing 20-year-old fleet of Safe Secure Trailers
estrieted Bata-
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with nciv Safiguands Transporters (SGTs). At the cad of fiscal year 2000 (FY.2000) (1
SGTs were operstional: SGT production is on schedule and within buiget. The NNSA
plans to bave an all-SGT floet by FY 2005.

VSE CONTROQL (U)
(b)1).(b){3):42 USC §2168(a) (1 )(CHFRD)

(U) B1-34/10 Alt 339 Multiple-Coded Switch Escryption Tramslater (MET).
Retrofits for Alt 339 (ond-to-cnd PAL eacryption capability) seeuned in 2000. All PAL
coatrollers i Europe were upgraded and are competible with plain-text operations. All
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end of first quarter 2002.

(U) Uss Coutrel Research snd Development. DoDndNNSAMnd
Wﬁmﬂmimpwmhmmmmmm?&

Modemization and upgrades for the PAL Code Management Systems
fnﬂbwm Air Forco depots, and the NNSA sre underway, witha
schoduled initial operstional capability (I0C) of 2001. Ongoing integrated security snd
use control studies are fumnishing the basis for W80 LEP use control design options and
goals. Wmahoidwx_ﬁn;ehqnhmitypoﬂcyndwm
emeTgeEncy operations planning.

(U) Formstiea of the Compartmentsd Advisory Committes. The NWC established
the Compartmented Advisory Committee (CAC) in November 2000 to provide advico
snd recommendations on technical requirements for nuclesr wespon suzety upgrades for
all weapon systems in the stockpile undergoing refizbishment. The CAC examines the
need for aucloar surety improvements; assessos proposals for use-control upgrades both
internal and axternal to the weapon systemns, as wall as tachnical and/or operationsl
sceurity mitigators or selutions; recommends the timeframne in which the improvements
must be instituted; and prepares cost-benefit analyses for NWC considerstion. The CAC
is composed of select members of the NWC Standing snd Safety Committee who have
primary respoasibility for nuclcar weapons surety issues. The CAC haips to ensure that
mmmmuwumwmww

SURKTY IMPROVEMENTS (U)

l(b)(1 ),(b)3):42 USC §2168(a) (1}C)~(FRD)

(U) ICBM W78 Jeiat Life Extensiona Stady (LES). In October 2000, the ICBM
Project Offices Group (POG) issued their repast on the W78 LES threo-year effort
conchuding that no near-term technical drivers were identified for NNSA or DoD
components. mmmmumwwmnmz
as curvently scheduled.

(U) Surety Rescarch and Development. NNSA is conducting an extensive RAD
program aimed at improving surety of the stockpile. These efforts address the safety
exceptions inherent in the systems and are expected to provide significantly better
control. Results of this research will be incosporated in future LEPs,




(U) Policy and Planning. If a nuciesr wospon is invoived in an accident in the United
States, the Department with custody of the wespon will respond to establish control and
mitigate any consequences. The DoD and the NNSA will work together to render the
weapon sxfe, remove it from the accident site, and collect, safeguard, and remove sy
classified and/or hazardous material from the socident sits.

B)1).ON3)42 USC §2168(a) (1XC)~(FRD)

(U) NNSA has begun 3 serizs of exercises to develop a methodology for disposition of
damaged nuclesr weapons. The first of the series of exercises was held in December
1999 st NNSA, Nevada Operstions Office as a table top exercise. A follow-on was
conducted in late 2000,

(U) Both the DoD and the NNSA manags inspection programs to eamure their
organizstions meet established surcty standards. The number of DoD’s nuclear-capsble
units remained relatively constant over the recent fiscal years after a rapid decrease in the
carly 1990s. In 2000, the Military Departments and DTRA coaducted Nutlsar Surety
Inspections (NSls) to cxamine surety procedures for sciected nuclear-capablc units. The

Restuisted-Date., ¢
SECRESa




NNSA conductod evalustions of its nuclear operations, nuclear explosive facilitics, snd

vmponnfaywom These inspections and evaluations indicated that the DoD snd

(U) Budgst constraints did not impact required improvement programs in CY 2000. In
the nesr future, however, we expest (o faco substantial chalienges in sustaining the
technology and industrial base required to improve the safety, security, snd control of the
mc.lelrmwh. Of pasticular concem sre the infrastructure for wespons
testing, maintenance, and production and the availability of personnel with expestiss in
nuclear weapons design and production. The two Departments continus to work a path
forward to implement surety improvements in LEPs begizning with the W76 snd W80

wmw»mummmmwwa

CONCLUSION (U)

(U) The U.S. nuclear wespons stockpile remained safe, socure, and under positive -
control in CY 2000. Activities are underway to review study recommaendations and,
where wairanted, implement them to improve further the safiety, security, and control of
the U.S. auclear wespons stockpile. The limited sbility of stockpile stewardship tools o
qualify changes in the nuclear explosive package is impacting our sbility to implement a
full range of surety improvements. The LEPs for the anduring stockpils provide s uniqus
W»WMWWmeO
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THE UNDER SECRETARY OF

3010 DEFENGE PENTAGON
WASHINGTON, BC 203D01-3010

ACTION MEMO
M_\ December 6, 2001, 8:13 AM
FORQA;ECRET ARY OF DEFENSE DepSec Action_____

FROM: Mr. E. C. Aldridge Jr., Under

o Inresponse to National Security Decision Directive (NSDD) 309
(TAB B), the Nuclear Weapons Council (NWC) has produced the
calendar year 2000 Report on Nuclear Weapoas Surety (TAB C).

e This joint DoD/DOE report addresses the status of the safety, security
and control of the nuclear weapoas stockpile. It also addresses

emergency response, inspection and evaluation programs, and the impact
of budget constraints on required improvement programs.

e No significant problems were identified during the inspection programs
and emergency response exercises conducted in the reporting pegiod.
There were no significant nuclear weapons accideats or security
incidents.

Py
RECOMMENDATION: Secretary of Defense sign the forwarding letter to the
Secretary of Energy (TAB A-1) and the memorandum to the President (TAB A-2).

Request the Executive Secretary return the package to OATSD(NCB)Y/NM for
forwarding to the Secretary of Bnergy.

COORDINATION: TAB D W
Attachments: WA BUCC
By: e 67" 266HAT
& ﬂmﬁ. AR k. Comgrite 7o fiwmd Catts.
Besument-transmitied-herowith—
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NATIONAL S ° DECISION
DIRECTIVE * ndgLR 309

Nuclear Weapons Safét and Control (U)

Adequate safety, security, and control of United States nuclear
weapons and nuclear weapon systems and nuclear weapon facilities
are of paramount importance to the security of the United States.
This NSDD reaffirms and consolidates my guidance for Department
of Defense (DOD) and Department of Energy (DOE) responsibilities
for nuclear weapon safety, security, and control.

Nuclear weapons are a cornerstone of United States national
IRs, a8 basis for national

defense for the foreseeable 4 )
deterrence, our nuclear weap giust b&iappropriately deployed
‘ Sécur@, and controlled. (U)

The basic premise for DOD and DOE, AL

gency judgment and
responsibility for safety, security; 3z

{Yrontrol derives from
: 'ach Department's obligationpto protétt Yde public health and
¢ -.safety. (U) o
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Identify and resolve n A XS4 =:§ problems connected with
nuclear weapons. (U) '

: Prevent unauthorized use of a nuclear weapon through the use
of positive control measures. (U)

Determine the adequacy and effectiveness of physical
security measures and coordinate their efforts including
exchange of technical and gperating data. (U)

Establish an interagend) command@control, and v
: sure nuclear weapons

safety, security,. and} onfrolQuriha any national emergency

i To ensure I am adequately informed
weapon safety, security @ginus

status of nuclear
rs, the following
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An Annual Surety Report shall’be prepared jointly by DOD and
DOE and submitted by June 30thiRjf edch year. As a minimum,
the report shall addréd® nuclear, weapon safety, security,
control, emergency reésponse, ins on and evaluation

programs, and the inéacff [ buddet Tonstraints on required
improvement programs ’qb

A DOE Annual Report on WutlearzWéapons Domestic Safeguards
and Security shall be submit¥fed by April 30th of each year
that shall describe the current state of protection of all
DOE domestic nuclear weapons facilities.

I shall be briefed annually on nuclear weapons safequards
and security after these reports are submitted and reviewed.

The staff of the Nationals ity Council should be advised
premptly of unusual problems or“agcomplishments involving

nuclear weapon safety

o557 F
NSDD-279, dated June 16, 1987, and“upplements NSDD-281, United
States Nuclear Weapons Command and -rnt al, dated August 21,
1987. ST -
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Administrator, NNSA Gen (Ret) Gordon  November 2, 2001




1/8/2002

General John A. Gordon

Department: Department of Energy

Organization: NNSA\NA-1 Title:  Adminstrator

Phone: (RS | 1000 Independence Avenue, SW
Fax: [(BY6) | Washington, DC 20585

Secure Fax: Email
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Begin Date: SSN: Phone:
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