Ref: 92-F-2453

Mr. Sherman Frankel
Professor of Physics
University of Pennsylvania
School of Arts and Sciences
Department of Physics

David Rittenhouse Laboratory
Philadelphia, PA 19104-6396

Dear Mr. Frankel:

This letter responds to your November 16, 1992, Freedom of
Information Act (FOIA) request. ‘

Due to the size and complexity of the Department of Defense
(DoD), there is no central repository for all DoD records. This
Directorate is responsible for responding to requests for records of
the components of the Office of the Secretary of Defense (0OSD) and
Joint Staff (JS), including ARPA. The several Components of the DoD,
including the Military Departments, Unified Commands and separate
Defense Agencies, operate their own Freedom of Information offices to
respond to requests for records for which they are responsible. These
procedures are provided in DoD Regulation 5400.7-R, as published at 32
CFR 286.

Your request was processed by the Office of the Assistant
Secretary of Defense for Command, Control, Communications and .
Intelligence (ASD(C3I)), which had provided the enclosed document
as responsive to your request. After extensive consultation with
other Agencies, including the Department of Energy, Defense
Nuclear Agency and Information Security Oversight Office, Mr.
Nathaniel Cavallini, the Deputy Assistant Secretary of Defense
for Plans and Resources, an Initial Denial Authority for
ASD(C3I), has determined that the release of portions of the
document must be denied pursuant to 5 USC 552:

-(b) (1), which applies to material which is currently and
properly classified in accordance with Executive Order 12356. 1In
this instance, some of the denied information is classified
according to Section 1.3(a)(l), concerning military plans,
weapons or operations; 1l.3(a) (2), concerning the vulnerabilities
or capabilities of systems, installations, projects or plans
related to the national security; and 1.3(a) (6), concerning
scientific or technological matters relating to the national
security. Additional ‘information which is unclassified when
standing alone has been denied as classified in accordance with
Section 1.3 (b), concerning information, the release of which in



the context of other information reasonably could be expected to
cause damage to the national security.

-(b) (3), which applies to information specifically exempted
by a statute establishing particular criteria for withholding.
In this instance, the statutes are 10 USC 128, which provides
authority to withhold unclassified special nuclear weapons
information, and 42 USC 2161-2168, which provides aut@ority to
withhold information regarding atomic energy, restricted and
formerly restricted data under the Atomic Energy Act if 1954.

You have the right to appeal the decision to deny this
information. Any such appeal should offer justification to
support reversal of the initial denial and should be forwarded
within 60 calendar days of the date of this letter, to:

Office of the Assistant to the Secretary of
Defense for Public Affairs
Directorate for Freedom of Information
and Security Review, Room 2C757
1400 Defense, Pentagon
Washington, DC 20301-1400

There chargeable costs for processing your request have been
waived in this instance.

Sincerely,

D. J. Blakeslee
Acting Director
Freedom of Information

and Security Review
Enclosure:

As stated
CYT:HUETE:mch:92-2453:940607: gr pk ve wh




DELETED UNCLASSIFIED

[ PARAGRAPHS HAVE BEEN
' REMOVED TO PRECLUDE |
. REVEALING CLASSIFIED —TOP-SECRET—
[ INFORMATION BY COMPILATION. ~FRD~—NOFORN—

THIS ACTION WAS TAKEN IAW: ~-WININTEE—
DoD INFORMATION SECURITY :
PROGRAM REGULATION, DoD

5200.1-R, PARAGRAPHS 2-2012; e — :
2-21 15 AND 4-203. R

FINAL REPORT

~ OF THE
FEDERAL ADVISORY COMMITTEE

ON

o=

NUCLEAR FAILSAFE
- AND

RISK REDUCTION .

(FARR) (U)

l o "EXCISED UNDER THE PROVISIONS OF THE
FREEDOM OF INFORMATION ACT 5USC552

) L, 3

Information exempt fro

DEPARTMENT OF DEFENSE.
UNCLASSIFIED CONTRO
NUCLEAR INFO N

exempt from datory disclosure
(5 U.S. 2 (b)(3), as authorized

) .S.C. 128)

Act, 1954."

LR,

L Classified by: ASD(C3I)




TABLE OF CONTENTS (U)

LISt Of ACTOMYINS .vuivuiriiiieiniinieenieirereereestresiesenseesssssassassssessssssnssseressassasssssss i
Preface civiuiieieeceniiiiiiniecrectenieieenenierecenenenes eetsereseeneresntssnncesasrensensnsessonsseses i
LISt Of TabIES....iiuiiueiereiruerenrinnerenrerecerneeeessrrserrseessssensssnsennssssssessrnssnsssessss i
LISt Of FIGUIES tivuieiiniieienirecieecuieeiiorieerenceneressensrsnesceassecsassossnssasssssnssnssnsssnne iv

PART 2 - BASIC REPORT

Chapter One

The Scope, Structure and Process of the FARR Independent

REVIBW . cutiuiiuiiitiiniriitctintiitiiiiiiiiiernieeiresiseieecressssessesescnsessesssssssssnssnens I-1
Chapter Two

The Evolving Security Environment: New Threats. Challenges and

10 070703 ¢ 151 211 4 11 AN II-1
Chapter Three

U.S. Nuclear Cornmand and Control System (NCCS) Failsafe and

Risk Reduction Measures OVEIVIEW .....cccceerureeresessencrncesssssronsesacresans II1-1
Chapter Four :

| 3 11 K721 (TP IV-1
Chapter Five '

Nuclear Command and Control System Oversight and Policy.......cc..... V-1
Chapter Six

133653 90 2816 15 (o1 (o) o QPR A O RPN Vi-1

PART 3 - APPENDICES

Appendix A
The FARR (Charter, Organization, Methodology)..ceeeeererieeeiennnenneannnens A-1
Appendix B
Briefings and Places Visited by the Advisory Committee and the
Working and Study Groups......cccccceiiiiiiencicirersceesissiecroreencenrernsesnessnns B-1
Appendix C
Interim Report to the Secretary of Defense......cccceveruveeerurreeesueessnnees C-1
Appendix D ) . .
Background Material.....ccociieuiiiiniennieinenniereennnnereeneeeeennesreaneessssnseanas D-1
_Appendix E :
Listing of Outside Views and Studi€s........ccceererueiernrrrnceennererereneeennnns E-1
Appendix F
) VST @) (o -1:T- 1 o PP esesaesisesnsanses F-1



ACRONYMS USED IN THE
NUCLEAR FAILSAFE AND RISK REDUCTION REPORT* (U)

cCDh Coded Control Device
CINC Commander-in-Chief of a Unified or Specified Command
DoD Department of Defense |
DOE Department of Energy
EAM . Emergency Action Message
FARR (Nuclear) Failsafe and Risk Reduction
ICBM Intercontinental Ballistic Missile
NCCS (U.S.) Nuclear Command and Control System
PAL Permissive Action Link (a CCD in a warhead)
PRP Personnel Reliability Program
SLBM Submarine Launched Ballistic Missile
SSBN Strategic Ballistic Missile Submarine

UNCLASSIFIED

TABLE 1

* See Appendix for a glossary of Nuclear Command and Control System
Terms. ' :




PREFACE (U)

(U) On December 20, 1990, Secretary of Defense Cheney chartered a
five-person independent Federal Advisory Committee to assess the current
and programmed U.S. Nuclear Weapons Command and Control System'’s
(NCCS) capability to meet the dual requirements of assurance against
unauthorized use of nuclear weapons and assurance of timely, reliable
execution when authorized, and to identify opportunities for positive
measures to enhance failsafe features. In addition, the Advisory Committee
was specifically tasked to explore the desirability and feasibility of placing
coded control devices on U.S. nuclear weapons at sea; the desirability and
feasibility of placing post-launch destruct devices on U.S. nuclear weapons
as an additional safeguard against an unauthorized or inadvertent launch; and
potential measures to reduce the risk of nuclear war occurring as the result
of an accident, misinterpretation, miscalculation, terrorism, unexpected
technological breakthrough, or deliberate act. The period of interest was
stated as 1991 to 2011.

(U} Ambassador Jeane J. Kirkpatrick, former U.S. Ambassador to the
United Nations, was selected to serve as Chairperson. Other members of
the Committee were Honorable Stephen J. Hadley, Assistant Secretary of
Defense (International Security Policy); Honorable Duane P. Andrews,
Assistant Secretary of Defense (Command, Control, Communications and
Intelligence); Admiral R.L.J. Long, USN (Ret.), former Commander-in-Chief,
~ U.S. Pacific Command and Vice Chief of Naval Operations; and Honorable

Arthur B. Culvahouse, Jr., former White House Counsel.
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EXECUTIVE SUMMARY (U)
(U) BACKGROUND

(U) The Advisory Committee's study process emphasized
independence, objectivity, and thoroughness. The Advisory Committee
received familiarization briefings on all aspects of nuclear command and
control, including risk reduction, intelligence support, and system
oversight. " Furthermore, the Advisory Committee, its Study Staff, and/or its
various Working and Study Groups visited many installations and sites to
ensure that the information germane to the review was current and
completely understood. When questions were raised or the need for

ES-1
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additional information was identified, follow-on briefings or visits were
made. Each Working and Study Group periodically presented potential
issues, candidate criteria of merit and assessments. Recommended
enhancements were identified for the Advisory Committee's evaluation and
approval. -

(U) Three mechanisms ensured the independence of analysis and a -
balanced perspective by the Working and Study Groups: the use of briefings
from leading authorities outside government on various Advisory Committee
agenda; the maximum use of "red teams" in evaluating the effectiveness and
security of NCCS safeguard procedures, installations and equipment; and the
Advisory Committee's insistence on receiving any minority views on all
issues and reports offered by the Working and Study Groups.

(U) Changes in the last five years and especially the dramatic changes
since the formation of this Advisory Committee have led to reductions in the
historical threat which has shaped U.S. post-war security concerns as well
as to the emergence of new threats, concerns and uncertainties. These
recent events have reduced the traditional risks of nuclear war between the
United States and the former Soviet Union. They also provide opportunities
to increase the failsafe characteristics of the NCCS.

(U) The threat of a massive surprise attack on the U.S. or its allies in
the present security environment has virtually disappeared. However, this
well-defined threat has been replaced by a more diffused and less familiar
threat environment. This fluid security environment is characterized by
potential instability in Russia and other states with powerful nuclear
arsenals, as well as by the accelerating proliferation throughout the Third
World of nuclear weapons technology, other weapons of mass destruction
and the means to deliver them. Moreover, we are increasingly aware of the
limited effectiveness of measures to detect, check and reverse this
dangerous proliferation which is fueled by the spread of knowledge and
advanced technology as well as by the commitment by Third World states of
substantial resources to obtain these weapons.

(U) Nuclear proliferation takes on increased importance in long-term
U.S. security concerns as the primacy of the East-West nuclear
confrontation subsides. The shift away from a bipolar world is resulting in a
more fragmented and unpredictable system. New international and regional
actors, issues, and threats should be addressed as we develop relevant
doctrines, procedures, force capabilities, and institutions capable of dealing
with a wider range of threats, some of which may spring from new nuclear
powers that oppose the United States.

(U) FUTURE THEMES

(U) The changing environment occasioned the need to reassess the
overall NCCS and the existing balance between the often competing “assure-
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assure against” goals. This environment also provided the backdrop against
which the Advisory Committee considered near- as well as long-term policy,
procedural, and technological initiatives and enhancements that address
new nuclear failsafe and risk reduction challenges and opportunities. Based
upon the evolving security environment, the Committee concludes that four
coherent “themes” should shape the future NCCS:

* (U) We will continue to rely upon nuclear weapons as an essential
element of our deterrence policy. Therefore, irrespective of the
number of weapons that remain in the active stockpile, the
maintenance of appropriate nuclear weapons safety, security and
control should remain one of the highest priorities for resources.
The reduced sense of immediate threat should not be permitted to
allow existing nuclear weapons safety, security and control measures
to deteriorate or planned improvements to languish.

e (U) Itis appropriate that we continue to enhance positive
measures which strengthen safeguards against unauthorized or
inadvertent use. These enhancements should be pursued in a time-
phased manner as resources permit.

e (U) We should continue to ensure that U.S. nuclear forces can
respond effectively and in a timely manner to Presidential direction.
While we strive to improve the failsafe characteristics of our nuclear
forces and adopt additional safeguards to reduce the risk of nuclear
war, the U.S. should recognize the unpredictability of the
international security environment and the fact that current
promising relations and trends could deteriorate. The U.S. should
undertake no initiatives that are irreversible or that irrevocably
foreclose options and flexibility to the President.

e (U) Finally, requirements for timely and accurate intelligence
community assessments of the capabilities and intentions of current,

new and emerging powers possessing or pursuing weapons of mass
destruction will increase.

(U) OVERALL NCCS ASSESSMENT

(U) The NCCS, which has evolved over the last five decades, reflects
the United States’ continuing goal of assuring the highest standards of
nuclear weapons safety, security and control. NCCS procedures,
technologies, and equipment have been developed and personnel highly
trained to assure the responsive, effective, and efficient conduct of
authorized nuclear operations. At the same time, numerous, redundant and
mutually reinforcing layers of safeguards and positive measures addressing
all aspects of the weapon life-cycle have been developed to ensure that
unauthorized or inadvertent use does not occur.
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(U) The Department of Defense (DoD), with extensive support from
the Department of Energy (DOE), allocates significant attention, talent, and
resources to maintaining effective safety, security, and control of nuclear
. weapons. Both departments are responding to recommendations of

previous high-level panels in the areas of safety (i.e., Drell, Moe, and Clark
studies) and security and control (Joint Chiefs of Staff Nuclear Command
and Control Study, i.e., the Horton Report). For instance, DoD and DOE
have formed a Joint Advisory Committee on Nuclear Weapons Surety to
advise the Secretary of Defense and the Secretary of Energy on matters
related to protecting against inadvertent nuclear detonation or plutonium
scatter. These efforts are contributing to the multi-layered system of
safeguards and controls. Furthermore, DoD and DOE are implementing the
President’s September 1991 and January 1992 Nuclear Initiatives, which
themselves were a response to the radically changed security environment
and are making their own positive contributions to safety, security and
control. These actions, along with other longer-term initiatives, are making
the nuclear stockpile and our nuclear forces safer and more secure. As part
of its review, the Advisory Committee worked closely with responsible
offices and identified areas requiring improvements. Action is already being
taken in many of these areas by appropriate agencies. .

(U) FAILSAFE AND OVERSIGHT ENHANCEMENTS ARE POSSIBLE

(U) Nevertheless, in light of the evolving security context and
technological advances, important additional enhancements are feasible to
strengthen all layers of the existing safeguards against unauthorized or

inadvertent use. These potential enhancements, identified in the body of
this Report, include:. .







(U) RISK REDUCTION ENHANCEMENTS ARE POSSIBLE

(U) The demise of the Soviet Union and the accelerating proliferation
of nuclear weapons technology and associated means of delivery present the
U.S. with significant nuclear risk reduction opportunities and challenges.

In addressing these complex issues, we should balance responsiveness to
today’'s opportunities with prudence that reflects the highly uncertain and
changeable nature of tomorrow's security environment. For this reason, the
Advisory Committee recommends the development of several risk reduction

measures that deal with the range of scenarios the U.S. may face in a
proliferated world.




+ )

e (U) The establishment of government-to-government
communications designed for contingency use by heads of state or
governments to assist in nuclear weapons accident notification and
other areas of crisis management;

¢ (U) The encouragement of bilateral and regional risk reduction
measures by nations in areas of greatest proliferation concern; and

e (U) Transfer and/or exchange, in appropriate cdses. of nuclear
weapons safety technology, use control/denial concepts, and
physical security concepts and technologies.
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KEY NUCLEAR FAILSAFE AND RISK REDUCTION ISSUES AND
RECOMMENDATIONS (U)

(U) This section identifies the key nuclear failsafe and risk reduction
issues and sub-issues investigated by the Advisory Committee, summarizes
its significant findings and recommended enhancements on each major
issue, and lists the FARR Final Report's recommendations by issue.

(U) Following initial review and research, the Advisory Committee
formulated six major issues to support its investigation of the NCCS.
Working and Study Groups were then assigned to assess each issue. Based
upon the results of this detailed assessment, specific sub-issues were
deemed appropriate for further investigation. Both the overall issues and
specific sub-issues are listed below.
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(U) ISSUE 3: NCCS SAFETY, SECURITY AND CONTROL ¢

(U) Are current DoD procedures, equipment, and facilities adequate to
maintain the required standards of nuclear weapons safety, security, and
control under the full range of stockpile conditions? (Page IV-52)

(U) Advisory Committee?signiﬁcant findings:

e (U) The layered approach of personnel actions, procedures, physical
security safeguards, and nuclear weapons design features effectively
maintains positive control over nuclear weapons. The combination is
important since no single factor can be made perfect.

s (U) Loyal and capable personnel compose the most important layer
in the system of positive measures.




- (U) Advisory Committee key enhancements:
e (U) Continue to support the highest personnel reliability standards.

e (U) Maintain appropriate plans and effective procedures to support
any redeployment of nuclear weapons.

e (U) Set and maintain high security standards for all automated
systems and software.

(U) SUB-ISSUE 3-1: PERSONNEL RELIABILITY

(U) Issue

(U) What enhancements should be made to the DoD Personnel

Reliability Program to provide the required level of protection to nuclear
weapons? (Page IV-56)

(U) Recommendations

e (U) Maintain strong continuing commitment to the highest
personnel reliability standards. Specifically maintain a vigorous
Personnel Reliability Program (PRP) for DoD and contractor personnel
involved in all aspects of nuclear command and control (weapons”~
handling, maintenance and transportation, software read/write access,
control/access to nuclear command and control code material, etc.).

ES-17



* (U) Continue vigorous opposition to current legal challenges to
certain background questions on DD Form 398 (DoD Personnel
Security Questionnaire (BI/SBI)) and DD Form 398-2 (DoD
Personnel Security Questionnaire (National Agency Check)) for
those personnel assigned nuclear command and control
responsibilities. Current and pending lawsuits, if litigated
successfully against the DoD, would prohibit the use of behavioral
inquiry in the consideration of personnel for security clearances to
sensitive nuclear command and control responsibilities.

» (U) Emphasize the equal importance of initial investigation and
reinvestigation in both the selection and the retention of personnel
with NCCS responsibilities.

e (U) For personnel assigned to the NCCS, ensure every appropriate
precaution is taken to enhance personnel reliability. In accordance
with national guidance, administer random and aperiodic counter-
intelligence scope polygraph examinations to those individuals who are
assigned to "specially designated nuclear command and control

positions.”
(U) SUB-ISSUE 3-2: |
(U) Issue

)

(U) Recommendations
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(U) Recommendations
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(U) Advisory Committee key enhancements:
s

(U) Recommendations
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ISSUE 5: RISK REDUCTION

(U) Issue

- (U) What confidence-building and predictability measures (including
sharing of appropriate technologies, systems, information and procedures)
should be implemented to reduce the risk of nuclear hostilities with any
power? (Page VI-4) '

(U) Advisory Committee significant findings:

e (U) There is a growing mutuality of interests in risk reduction and
the safety, security and control of nuclear weapons between the U.S.
and Russia. The U.S. and Russia have conducted substantive discussions
on a wide range of nuclear command and control matters.

Furthermore, an opportunity of uncertain duration exists to achieve
these objectives.

e (U) The U.S. is already engaged in many bilateral and multilateral
risk reduction initiatives.

e (U) The U.S. should consider the transfer of selected technologies
and information that could reduce the possibility of a nuclear detonation
if such transfers do not degrade U.S. non-proliferation objectives,
enhance the operational effectiveness of the recipient nation, or
jeopardize the U.S. Nuclear Command and Control System. The DOE
national laboratories can play a key.role in this process.

e (U) Risk reduction initiatives should go beyond traditional arms
reduction agenda. ‘

(U) Advisory Committee key enhancements:

* (U) Establish nuclear weapons incident multilateral consultation
agreements.

* (U) On a case-by-case basis, transfer selected nuclear weapons

system safety, security and control technologies that are consistent with
the full range of U.S. security objectives.

" .-'ES-24
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(L)

(U} Pursue new dialogues and initiatives with Russia, other former
Soviet republics, and emerging powers, including joint measures to
reduce proliferation and to provide timely warning.

Recommendations

o (U) Expand appropriate bilateral and regional information exchange
and risk reduction measures with nations in areas of greatest
proliferation concern.

e (U) Establish multilateral agreements for consultation in the event of

a nuclear weapons incident. These measures would rely on timely and
assured communications.

e (U) Establish crisis communications capabzlltxes among appropnate
nations of a region.

e (U) Transfer and/or exchange, in appropriate cases, nuclear weapon
safety technology; physical security technologies, techniques, and
concepts; and use control/denial concepts (with certain restrictions) to
selected nations (consistent with the provisions of the Nuclear Non-
Proliferation Treaty and other proliferation control agreements), to
reduce the risks of an accidental or inadvertent nuclear weapon
detonation, unauthorized use, or acts of terrorism that might lead to
misinterpretation, miscalculation, or hostilities. This transfer and/or
exchange should be conditional on mechanisms that ensure this
information does not degrade efforts to prevent the proliferation of
nuclear weapons, enhance the operational effectiveness of the recipient

nation(s), or jeopardize the safety, security or control of U.S. nuclear
weapons systems.

e () The National Laboratories can play a distinctive and important
role in the process of determining appropriate technologies,
procedures, systems and system data to consider.

Former Soviet Union (U)
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e (U) Establish government-to-govemment communications, designed
Jor contingency use by heads of state, for states of the former Soviet
Union with which the United States has signed START agreements
and/or those with which we wish to establish nuclear weapon accident
response notification agreements.

¢ (U) To exploit the current window of opportunity for meaningful risk
reduction that now exists with Russia and the republics of the former
Soviet Union, the United States should move beyond the traditional
arms reduction agenda and pursue new initiatives. (DoD is already
pursuing many of these initiatives.) These areas include:

e (U) Joint measures (e.g., intelligence sharing) to reduce
proliferation;

e (U) Joint initiatives to provide timely warning;

e (U) Overview of U.S. and Russmn/Commonwealth of
Independent States command structures;

e (U) A lexicon on command and control terminology which

would support future cooperative efforts and confidence building
measures; )

e (U) A dialogue on nuclear command and control oversight,
command and control assessment techniques, and use control
policies and standards with the aim of improving both sides’

command and control capability to prevent unauthorized launches;
and

e (U) Discussions on early deactivation of forces to be reduced
under signed agreements.

People's Republic of China (U)

Undeclared/Emerging Nuclear States (U)

* (U) Consider a Multilateral Nuclear Incidents Agreement, open to all
nations, patterned after the U.S.-USSR "Accident Measures” and .
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"Prevention of Nuclear War” agreeme'nts'.. and neutral and silent with
respect‘to possession/development of nuclear weapons, as a particularly
attractive risk reduction model for this category of nations.
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CHAPTER ONE
THE SCOPE, STRUCTURE AND PROCESS OF THE

FARR INDEPENDENT REVIEW (U)

(U) THE SCOPE

(U) Over the course of its investigation, the Advisory Committee's focus
broadened, consistent with its charter, to address related issues (e.g.. the
role of coded control devices on all future weapons/weapons systems and
the level of protection they should afford). Also, the failsafe aspect of the
charter made it necessary to assess all aspects of the current and
programmed NCCS which is enjoined to meet the dual requirements of
assuring the authorized use of nuclear weapons while assuring against their

unauthorized or inadvertent use. National gmdance mandates an

* Note to the Reader: A full listing of acronyms contained in this Report
appears at the beginning of this document. ‘
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appropriate balance between these sometimes competing objectives.
Focusing exclusively on the latter could have resulted in undermining the
former. Therefore, the Committee fully explored the "assure-assure
against” balance to include the current and projected threat, operational
capabilities and requirements, technological risks and opportunities, and

the myriad related issues in the nuclear command and control process from
the President to the individual weapons systems.

(U) The Committee also recognized that the accelerating trend toward
nuclear proliferation mitigated against an exclusive focus on the Soviet
Union and later Russia and the other former Soviet Republics. It became
apparent that timely and accurate all-source intelligence, fused with other
diplomatic and technical information, would become increasingly essential
to our ability to deal with the emerging world.

(U) ISSUES INVESTIGATED

(U) Table 2 lists the broad organizing issues that evolved over the course
of the review to focus and direct FARR analytical initiatives. These general
issues gave rise to the many related sub-issues which are identified and
discussed throughout this Report and in its supporting Appendices.

(U) THE STRUCTURE AND PROCESS

(U) Figure 1 identifies the structure of the FARR review organization.
The three Working Groups, five Study Groups and the Committee Staff
brought together a level of talent that is unprecedented in a nuclear
command and control review. More than 150 professionals from numerous
offices within the Office of the Secretary of Defense, the uniformed Services,
the Joint Staff, DoD Agencies, the Department of Energy (DOE), the National
Laboratories, and the Intelligence Community participated in this effort.
Because of the high priority assigned to the FARR review by the Secretary of

I-2



INITIAL KEY NUCLEAR FAILSAFE AND RISK REDUCTION ISSUES (U)

1. Fallsafe and Positive Measures

* What NCCS vulnerabilities exist and what improvements should be implemented to
strengthen DoD positive measures to prevent accidental, inadvertent, or unauthorized use
while assuring authorized use of nuclear weapons?

e Should the United States implement coded control devices on all current and/or

future nuclear weapons systems? If so, what types of devices and on which weapons
systems?

e Should the United States implement a system for post-launch destruct for all

nuclear weapons? If so, what types of systems should be implemented? What improvements
are required?

e Are current DoD procedures, equipment, and facilities adequate to maintain the

required standards of nuclear weapons safety, security, and control under the full range of
stockpile conditions? .

2. NCCS Oversight

* Should the DoD develop a consolidated positive measures policy that addresses all
nuclear weapons safety, security, and control requirements (including positive control
devices, materials and procedures) to increase confidence in our ability to prevent

unauthorized or inadvertent use of nuclear weapons? If so, what should be included in this
policy?

¢ What measures should be taken to improve oversight of the Nuclear Command and
Control System (NCCS)?

3. Risk Reduction

» What confidence-building and predictability measures (including sharing of
appropriate technologies, systems, information and procedures) should be implemented to
reduce the risk of nuclear hostilities with any power?

¢ Given the dramatically altered world situation and changing strategic threat, what
measures should be taken to improve our intelligence collection and analysis such that
information on nuclear weapons and devices is provided with sufficient accuracy and
timeliness to enhance the full range of risk reduction measures? Additionally, what
measures should be taken to refocus and integrate the efforts of all organizations
responsible for both strategic and tactical warning and the tracking and control of

proliferation of nuclear weapons, other weapons of mass destruction, and advanced weapons
technology?

UNCLASSIFIED
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Defense, the Committee recruited and was ably served by these
organizations' leading nuclear command and control experts and most
innovative thinkers. The Defense Information System Agency and the DOE
Sandia National Laboratories dedicated particularly significant resources to
this project and, along with the Joint Staff, made important substantive
contributions to the FARR Review. In the course of this 18 month effort,
the Advisory Committee conducted eight site visits in the United States and
Europe, received over 100 formal briefings, and reviewed more than 25
papers developed by the Committee Staff to address specific issues. The
Working and Study Groups made 97 site visits and received 243 briefings.

(U) The Advisory Committee's study process emphasized independence,
objectivity, and thoroughness. The Committee received familiarization
briefings on all aspects of nuclear command and control, risk reduction,
non-proliferation, and the current and projected threat. Furthermore, the
Committee, its Study Staff, and/or its various Working and Study Groups
visited many installations and sites in the United States and Europe to
ensure that all information germane to the Review was current and
completely understood. When questions were raised or the need for
additional information was identified, follow-up briefings or visits were
made. Each Working and Study Group periodically presented potential
issues, candidate criteria of merit, options and assessments. Recommended
enhancements were identified for the Committee's evaluation and approval.

(U) Independence of analysis and a balanced perspective by the working
groups were ensured by three mechanisms: the use of briefings to the
Committee from leading authorities outside government on various FARR
issues; the maximum use of “red teams" in evaluating the effectiveness of
NCCS safeguard procedures, installations and equipment; and the
Committee's insistence on receiving any minority or dissenting views on all
issues and reports offered by the Working and Study Groups.

(U) This report contains several recommendations which include both
cost and time estimates. These figures are reliable enough to support the
policy judgements and recommendations with which they are associated.

(U) The Committee enjoyed excellent cooperation from all relevant
nuclear command and control agencies throughout the course of its
investigation. In many instances, as the Committee identified areas of
concern, the agencies began developing means for improving the system in
ways consistent with the Committee's own thinking. The Committee
encouraged this process and as a result, some of the recommendations
contained in this Report are already being implemented.

I-5
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CHAPTER THREE
U.S. NUCLEAR COMMAND AND CONTROL SYSTEM (NCCS)
FAILSAFE AND RISK REDUCTION MEASURES OVERVIEW (U)

¢) I

(U) The variety and complexity of the warheads and weapons systems,
as well as of the deterrence and potential warfighting missions they should
perform, have evolved over a period of almost 50 years. The manner in
which these weapons are controlled has also evolved, sometimes along

I1I-1
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dissimilar lines dictated by service, theater, or operational requirements,
but driven always by the dual requirements for assuring use when authorized
by the President while assuring against unauthorized use. The net result of

this evolution has been the development of a Nuclear Command and Control
System that is large and complex. ‘

(U) FAILSAFE MEASURES

(U) A combination of procedures and design features contribute to the

command and control of United States nuclear weapons. This combination
includes:

o - Positive Measures to Assure Authorized Use, and
. Positive Measures to Assure Against Unauthorized Use.

(U) This combination of procedures and design features supports the
execution decision process and provides safeguards against unauthorized use
for all elements of the nuclear command and control system. In general,
these positive measures support warfighting and conflict termination,
should deterrence fail, and also support the day-to-day deterrence posture
of both United States nuclear weapons and the nuclear command and
control system. They are interlocking, with features of each influencing the
performance of the other. Together, they provide a layered system of
protective features to support Presidential authority and the assure-assure
against balance.




(U) POSITIVE MEASURES TO ASSURE AUTHORIZED USE

(U) As described above, the United States nuclear stockpile consists
of various weapon systems over which Presidential authority, while having
the same fundamental command and control requirements, may be
implemented in different ways. The most time-urgent of these weapon and
nuclear command and control systems are those of the strategic deterrent
forces on day-to-day alert. For this reason, this description will begin with
the alert strategic forces. The failsafe measures that are in place to prevent
inadvertent or unauthorized use are summarized in Table 3 and described
below. :

©




TABLE 3
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(U) EXECUTION FAILSAFE MEASURES

(U) In addition to the nuclear command and control system features
that assure authorized use, an elaborate system of failsafe measures to assure
against unauthorized execution has also been implemented.
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(U) POSITIVE MEASURES TO ASSURE AGAINST UNAUTHORIZED USE

(U) The preceding section described the procedures and
cryptographic features employed to insure both authorized use and
termination of the use of U.S. nuclear weapons. The following section
describes NCCS positive measures that assure against unauthorized use.
Assurance against unauthorized use is provided by a layered system of failsafe -
- measures that have evolved over almost 50 years and have been completely
successful in preventing inadvertent or unauthorized use of any U.S. nuclear
weapon. This layered system is summarized in Figure 4 and described in
more detail below. - As stated earlier, many of the positive measures that
assure against unauthorized use are interlocking and synergistic with those
measures that assure authorized use.

(U) NUCLEAR COMMAND AND CONTROL SYSTEM PERSONNEL

(U) The first layer of protection against unauthorized use rests with
the loyalty, training, dedication and quality of the personnel involved. They
are the underpinnings that ensure that the rigorous procedures used in
controlling the execution process as well as those used to provide for the
safety, security, and control of nuclear weapon systems at the force level are
effectively carried out. The NCCS incorporates a series of quality assurance
measures that develop, maintain, and continually assess the personnel
assigned to duties with nuclear weapons and nuclear command and control.

(U) PERSONNEL RELIABILITY PROGRAM

(U) The Personnel Reliability Program (PRP) ensures that only
personnel of proper character are assigned to duty with nuclear weapons.
Duty with nuclear weapons does not always entail having access to weapons
or weapons systems, as is the case with crew members or maintenance
personnel. It also includes those individuals who are responsible for
supporting the systems, such as those who are involved in the execution
decision process, controlling the code documents and sealed authenticators,
or in providing security for the nuclear weapon or critical equipment.

(U) A member of the Personnel Reliability Program undergoes
stringent initial screening, including a thorough background investigation, a
medical evaluation, and an intensive training program before being certified
and cleared by the unit commander to perform nuclear weapons-related

II1-11
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duties. Once assigned to nuclear weapon-related duties, an individual's
performance on the job and behavior, both on and off the job, are
continuously reviewed. If any reason emerges to doubt a person's character
or reliability, that person is immediately removed from duties involving
nuclear weapons or nuclear command and control. If the unit commander
determines the problem is serious, the individual is promptly reassigned to
non-nuclear related duties. This action is administrative rather than
punitive and can be accomplished quickly.

(U) A key aspect of the Personnel Reliability Program is that it
requires the active participation of all of the individuals in it. Both
commanders and co-workers are required to report any changes in behavior
or medical or emotional problems that might affect the performance of
individuals with whom they are assigned. Individuals are required to
voluntarily remove themselves from the program for such problems as well.
For example, voluntary removal often occurs when a person is taking certain -
prescribed medications that affect alertness. Voluntary as well as other
temporary decertifications from the program allow an individual to return to
nuclear-related duties when any problems have been resolved. This
voluntary decertification and recertification process has been very beneficial
in that it encourages responsible actions by personnel with temporary
personal or medical problems, beeause they know that voluntary
decertification will have no negative impact on future assignments or career
progression.

(U) TWO PERSON POLICY

(U) Personnel certified for nuclear weapon-related duties are trained
and indoctrinated into the Two Person Policy. This policy dictates that no
individual shall have sole access to a nuclear weapon, critical component, or
critical nuclear command and control systems or materials. During any
operation when access is required, a minimum of two authorized persons
must be present, each of whom is capable of detecting incorrect or
unauthorized procedures with respect to the task being performed and
familiar with applicable safety and security requirements, which include
specific procedures to terminate such actions. These two individuals must
be physically positioned where they can detect any incorrect or
unauthorized actions undertaken by the other. The policy is enforced by the
persons who constitute the team and associated security personnel during
the entire time they are performing their task or operation until the time
they leave the area requiring the Two Person Policy. Execution of this
policy provides a failsafe measure against both deliberate and inadvertent
acts that might have a negative effect on a weapon or other critical
component of the nuclear command and control system.




&) NUCLEAR COMMAND AND CONTROL SYSTEM SECURITY

(U) Failsafe measures have been implemented to protect the physical
aspects of all of the elements of the nuclear command and control system,
including nuclear weapons, and to protect the information that is critical to

- assuring use when authorized and assuring against unauthorized use. Asis
the case with many failsafe measures, the protections provided by the

physical and information security programs are often overlapping and
synergistic. B

s

(U) All nuclear weapons are protected by extensive physical security

at all times. The types of physical security systems employed vary with the
weapons systems an

status.

(U) PHYSICAL SECURITY

d their alert, storage, maintenance, or transportation
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(U) Pending changes in the Personnel Reliability Program reflect
recognition of the importance of the personnel who have access to NCCS
coding and authentication processes and communications medium
necessary to transmit release, transfer, execution, or termination orders;
personnel involved in the preparation and production of those coding and
authentication documents and equipment; personnel involved in the
preparation and production of nuclear weapons targeting tapes and
materials; and those maintenance and security personnel who could have
adverse impact on system performance for nodes and equipment that
represent near-single-point-failure elements for the NCCS. These
individuals have been classified as serving in "specially designated" nuclear
command and control positions and, in addition to the normal stringent
requirements of the program, will be subjected to periodic counter-
intelligence scope polygraph-examinations.
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(U) ACCIDENT PROTECTION FEATURES

(U) The U.S. nuclear weapons program has never experienced an
accidental nuclear detonation. However, a number of weapon or weapon-
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related accidents/incidents have occurred. Each accident and incident has
been investigated in detail to determine both causes and real or potential
consequences. The findings of these investigations and analyses have
resulted in both design and operational changes in the weapon program.
There have been no United States nuclear weapons accidents since
September of 1980, when one accident occurred. With that exception,
there have been no accidents since 1968.

(U) Design features that prevent nuclear detonation of weapons
subject to abnormal environments that might be experienced in an accident
have been incorporated into the stockpile. These features include one or
more of the following: one point safe warhead designs, enhanced nuclear
detonation safety systems, insensitive high explosives, and fire resistant pits.
The characteristics of these safety features are summarized in Table 4 and
the relative percentage of the stockpile that contains them is illustrated in
Table 5.

(U) NUCLEAR COMMAND AND CONTROL PROCEDURES

(U) In addition to the failsafe capabilities provided by the personnel
and security programs and the design features incorporated into nuclear
weapons and weapon systems, there are detailed and rigorous procedures
prescribed for all operations involving nuclear weapons, weapons systems,
and the NCCS. The Emergency Action Procedures carried out by command
center and subordinate force personnel have already been described in the
discussion of the execution release process. There are equally rigorous
Operational Safety Rules, prepared for each nuclear weapon system and
approved by the Secretary of Defense, which must be followed in the
conduct of any operation involving nuclear weapons. In addition to these,
there are other procedures dealing with the production, distribution,

handling, and management of the positive control materials used in the
NCCS.

(U) NUCLEAR WEAPON OPERATIONAL SAFETY RULES

(U) The Operational Safety Rules govern all aspects of operations
involving nuclear weapons. The rules for a given nuclear weapon system will
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dictate the procedures to be used in its movement, storage, and
maintenance; provide for its security; and control its employment. They
will specify both the equipment to be used in these operations and the
procedures for certifying that equipment for use. These rules vary among
weapons and weapon systems but in all cases protect them from accidents
and provide protection against their unauthorized or inadvertent use.
Some of the safety procedures used in the employment of nuclear weapons
are described below.
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=t A seminal document supporting the assure against side of the
balance is DoD Directive 3150.2: “Safety Studies and Reviews of Nuclear
Weapon Systems™. This Directive establishes the Nuclear Weapon System
Safety Standards which define safety very broadly and, in fact, encompass all
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failsafe measures that assure against unauthorized use. These standards are
presented in Table 7.

NUCLEAR WEAPON SYSTEM SAFETY STANDARDS (U}

1. ‘There shall be positive measures to prevent nuclear weapons involved
in accidents, or jettisoned weapons, from producing a nuclear yield.

2. There shall be positive measures to prevent DELIBERATE prearming,
arming, launching, firing, or releasing of nuclear weapons except upon
execution of emergency war orders or when directed by competent
authority. '

3. There shall be positive measures to prevent INADVERTENT prearming, |
arming, launching, firing, or releasing of nuclear weapons in all credible
normal and abnormal environments. '

4. There shall be positive measures to ensure adequate security of nuclear
weapons, pursuant to DoD Directive 5210.41 (Security Policy for Protecting
Nuclear Weapons). - '

UNCLASSIFIED
TABLE 7

(U) Consistent with the requirements of DoD Directive 3150.2, each
military Service conducts nuclear weapons safety studies and recommends
specific Operational Safety Rules for each nuclear weapon system. These
studies are undertaken during weapon development, prior to deployment,
and periodically during the system's operational life. A special safety study
is undertaken each time the system is to be modified or a significant change
in operational procedures is to take place. These studies examine all
aspects of the weapon system for the purpose of identifying necessary
changes in design, deployment, or weapon system Operational Safety Rules.
The studies are conducted jointly by the Services, the Defense Nuclear
Agency, and the Department of Energy, with technical support provided by
Service Laboratories and the Department of Energy's National Laboratories.
The safety of a weapon system's design, deployment, and operational safety
is assessed against the Nuclear Weapons System Safety Standards.




(U) While the safety standards and the requirements for conducting
safety studies are established by DoD directive, the actual implementation of
the directive is delegated to the Services. The individual Nuclear Weapon
Safety Study Groups are led by the owning Service which determines what
aspects of the system are to be examined in any given study. This practice
allows the content of the studies and their supporting inadvertent or

unauthorized launch analyses and security assessments to differ between the
Services.

(U) The NCCS has been completely successful in preventing
unauthorized or inadvertent use, accidental nuclear detonation, or theft of
any U.S. nuclear weapon. The Operational Safety Rules, reviewed and
approved by the Secretary of Defense for each nuclear weapon system,

establish de facto policy for the failsafe measures that assure against such
events. :
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(U) Department of Defense (DoD) oversight of the NCCS is
administered in three functional areas: safety, security, and control. Each
DoD component assigned responsibilities within the NCCS has an inherent
duty to oversee the implementation of those assigned responsibilities. The
agencies and organizations responsible for both implementation and
oversight of existing policies for safety, security and control of United States
nuclear weapons are identified in Table 6. In addition, some DoD
components are tasked to conduct independent oversight of NCCS activities
for which they have no command or implementation responsibilities.

(U) The Secretary of Defense has overall responsibility. for the NCCS
within the DoD. He is responsible for approving both promulgation of and
changes to all Departmental NCCS policy and for ensuring that it is
implemented by his deputies. He also reviews and approves all nuclear
weapon system Operational Safety Rules with the concomitant requirements
for ensuring safety, security, and control. In addition, in his role as NCCS
Executive Agent, he is responsible to the President for ensuring appropriate
planning, integration, and oversight of the overall NCCS.

(U) The inter-relationships between the Department components with
assigned oversight responsibilities, their operational and administrative
lines of command, and their lines of coordination and support in
independent oversight functions are illustrated in Figure 7. The oversight
process for the three functional areas is discussed below.

(U) SAFETY OVERSIGHT

(U) The Secretary of Defense has overall responsibility for nuclear
weapons safety which he exercises both through his deputies’ designated
responsibilities in specific areas and through his review and approval of all
Operational Safety Rules. He is supported in this effort by the Under
Secretary of Defense for Acquisition, who has primary responsibility for
safety within the Office of the Secretary of Defense, and the Assistant to the
Secretary of Defense for Atomic Energy, who has primary responsibility for
nuclear weapons system safety. He is further supported by a safety oversight
system that involves numerous Department of Defense and Department of
Energy operational and technical design organizations and serves to .
integrate their activities through a formalized process that identifies safety
issues and raises them to the highest levels within the Department for
resolution. This process includes both the nuclear weapon safety studies
and the extensive analyses of weapon-related accidents and incidents
discussed above. It also includes the participation of joint Project Officers’
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Groups and Design Review and Acceptance Groups which both guide and
direct weapon development and changes throughout their life cycle, and the
Nuclear Weapons Council and its subordinate committees, which have
legislated responsibilities for nuclear weapons safety. Additional oversight
has been provided through independent safety reviews by outside
organizations (e.g., the Clark Blue Ribbon Task Group, the Department of
Energy's Moe Committee, and the House Armed Services Committee's Drell
Panel). Each of these has provided findings which have led the Secretaries
of Defense and Energy both to improve the nuclear weapons safety process
and to study further safety improvements to the nuclear weapons stockpile.

(U) SECURITY OVERSIGHT

(U) Nuclear command and control system security oversight is
predominantly focused on the physical and personnel security of nuclear
weapons and weapon systems. Other aspects of security oversight
(including communications, computer, information, and operational
security) are basically managed as an element of broader non-NCCS specific
oversight processes. The Assistant Secretary of Defense for Command,
Control, Communications, and Intelligence is responsible for developing
DoD security and personnel policies for the NCCS as well as for assessing
threats against it. )

-

() CONTROL OVERSIGHT

(U) The Assistant Secretary of Defense for Command, Control,
Communications, and Intelligence is responsible for developing command
and control policy, coordinating policy guidance between agencies, and
developing methods for evaluating NCCS performance. The Chairman, Joint
Chiefs of Staff, is responsible for developing the procedures that implement
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those policies, and for conducting exercises and assistance visits to
command centers to assess their effectiveness in implementing
Departmental command and control policies.

(U) OVERSIGHT INSPECTIONS

(U) Common to all oversight areas is that each relies on inspections
and assessments to support the oversight function. The inspection program
is essentially split between assessments of those safety, security, and control
measures that assure against unauthorized use and those that assure
authorized use. .

(U) Assessments of the measures that assure against unauthorized use
are centrally administered, through the Nuclear Weapons Technical
Inspection Program, by the Defense Nuclear Agency. The governing
document for these inspections is a joint Defense Nuclear Agency, Army,
Navy, and Air Force publication which establishes a standardized inspection
program. It delineates policy, assigns responsibilities, and prescribes
standard procedures for conducting inspections of all nuclear-capable units.
These procedures include frequency of inspections (not less than every
eighteen months) and minimum requirements nuclear-capable units must
meet in order to become or remain nuclear-certified. In addition to the
periodic inspections, which are conducted by the Service or major
command, each nuclear-certified unit is also inspected at least once every
five years by Field Command, Defense Nuclear Agency. This second
inspection regime was developed to ensure that uniform inspection
standards are maintained between all Services and major commands.

(U) Inspections of units for those measures that assure authorized
use, such as the Emergency Action Procedures that control force execution,
are not centrally managed. These inspections are administered at various
levels within the Department of Defense and, in many instances, encompass
component-unique procedures.

Assistant to the Secretary of Defense for Atomic Energy (U)

(U) The Assistant to the Secretary of Defense for Atomic Energy is the
principal assistant to the Secretary for atomic energy matters and, as such,
has both implementation and oversight responsibilities for nuclear weapons
safety, survivability, and use control. He is responsible for developing atomic
energy policies for the Secretary and issuing guidance on his behalf. He also
evaluates DoD programs for carrying out approved policies and develops
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systems and standards for administration and management of atomic energy
programs and reviews. He is a focal point for the primary inter-
departmental body responsible for nuclear weapons, the Nuclear Weapons
Council, in that he serves as its Staff Director and Executive Secretary and
chairs the Standing Committee that supports its independent oversight of
nuclear weapons safety, security, and control.

Service and CINC Oversight Responsibilities (U)

(U) The Military Departments and the nuclear CINCs are also charged
with implementing Departmental policies for safety, security, and control
and for ensuring proper implementation within their respective areas.
Included in their responsibilities are: training, exercising, and maintaining
critical NCCS elements to provide capability to respond to Nuclear Control
Orders; implementing safety standards and rules; protecting nuclear
weapons from damage, misuse, or theft: assisting in the location of lost,
stolen, or missing nuclear weapons; and ensuring that standards and
requirements, as appropriate, are included in the inspections they conduct
and the direction of their subordinate commands. The Military
Departments have additional responsibilities in their conduct of Nuclear

Weapon Safety Studies and development of recommended Operational Safety
Rules. -

(U) INDEPENDENT OVERSIGHT

(U) In addition to the line oversight responsibilities of the DoD
components described above, several other agencies are charged with
conducting independent oversight of the NCCS. These include the Defense
Nuclear Agency, the joint Department of Defense-Department of Energy
Nuclear Weapons Council and its subordinate Standing Committee and
Weapons Safety Committee, and the U.S. Nuclear Command and Control

System Support Staff. The independent oversight responsibilities of these
agencies are summarized in Table 8.

(U) The interdepartmental nature of the Nuclear Weapons Council
contributes to the very complex oversight process for the development and
acquisition of nuclear weapons. This process draws on expertise and
technical support from many organizations in both Departments (Figure 8).

(U) The NCCS Support Staff, as established by National Security
Decision Directive is staffed and supported by both the DoD and the
DOE and can draw additional expertise from other NCCS agencies when
required. Its oversight responsibilities span the entire NCCS.

(U) These agencies provide the findings of their investigations and
recommendations for system enhancements to the highest levels of the

NCCS. A summary of their annual reports, the failsafe measures discussed,
and the report recipients is shown in Table 9.
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INDEPENDENT NCCS OVERSIGHT AGENCIES (U)

Defense Nuclear Agency

o Develops and assesses nuclear weapon accident and incident
procedures

o Provides oversight for DoD nuclear weapons quality assurance program

o Conducts Nuclear Weapons Technical Inspections for the Chairman,
Joint Chiefs of Staff

o Provides for administration and technical support for the Nuclear
Weapons System Safety Red Teams and the Joint Advisory Committee
for Nuclear Weapons Surety

o Participates in joint DoD - DOE nuclear weapons systems studies and
reviews, including the Nuclear Weapons System Safety Study Groups

Nuclear Weapons Council

o Considers safety, security, and control measures in both new and
existing nuclear weapon systems

o Provides recommendations to Secretaries of Defense and Energy on the

~ Annual Stockpile Improvement Plan

o Provides guidance on priorities for nuclear weapons research and
development and oversees the program

0 Submits the Annual Nuclear Weapons Surety Report to the Secretaries
of Defense and Energy for signatures and forwarding to the President
- Summarizes the safety, security, control, and reliability of the

stockpile for the preceding year

U.S. Nuclear Command and Control System Support Staff

0 Assesses and monitors the NCCS on a continuing basis to ensure all

nuclear command and control processes are integrated through all
environments to:

-- Assure authorized use :

- Assure against unauthorized or madvertent use
Reviews and monitors all NCCS policy guidance
Conducts oversight of inspections, tests, and exercises

Provides recommendations and an Annual Report on the status of the
NCCS to the Executive Agent

©0O0
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NCCS REPORTS (U)

Safety Security g%n;mg)rl\d Inspections | Recipients

NSS Annual Executive
\ Agent
Report YES YES YES YES (SeeDef)
DoD/DOE Annual
Nuclear Weapons
Surety Reporﬁo - . YES YES YES YES President
the President :
DoD/DOE Annual |.
Nuclear Weapons | YES _
Stockpile YES (USE President
Memorandum CONTROL)
DoD/DOE Nuclear
Weapon Council YES SecDef
-Stockpile YES (USE Sec. of
Improvement CONTROL) Ene.r ay
Program Review
UNCLASSIFIED

TABLE 9
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(U) RISK REDUCTION

(U) Risk reduction has been broadly defined as that combination of
confidence-building and predictability measures that would reduce the
probability of outbreak of nuclear war as a result of accident, miscalculation,
misinterpretation, terrorism, or unexpected technological breakthrough.
These measures can be taken unilaterally or multilaterally, but in all cases
the existence of these measures are communicated with others to ensure
their effectiveness. In certain cases, they require multilateral participation.

(U) Many U.S. government actions can be considered to be risk
reduction measures, depending upon the breadth of interpretation applied.
Based on the above definition, all of the failsafe measures discussed earlier in
this chapter contribute to risk reduction. The existence and sometimes the
details of the positive measures that assure against unauthorized use of
nuclear weapons have been well publicized, in large part to provide all
nations with confidence in U.S. ability both to provide adequate security and
protection to its nuclear weapons and to prevent catastrophic consequences
resulting from an accident or terrorist incident. In addition, the degree of
readiness and tight control implemented by those measures that assure
authorized use have been developed to deter any adversary from either
miscalculating U.S. resolve and capability to respond to an attack or from
misinterpreting actions taken to change the posture of the stockpile.
Furthermore, both the Departments of Defense and Energy conduct
research and development programs across a broad range of nuclear weapon
and nuclear command and control issues. v

(U) TRADITIONAL RISK REDUCTION MEASURES

(U) Historically, risk reduction measures have been defined much
more narrowly than what is implied above. Until very recently, they have
focused almost exclusively on direct communications between the United
States and the former Soviet Union, as a means of avoiding
misinterpretation of actions and intentions of either side or to avoid
potentially dangerous confrontations between their forces. A summary of
existing direct communication and prior notification agreements is
presented in Table 10.

(U) To a certain extent, arms control negotiations and treaties have
also served as risk reduction measures by reducing the growth of and, more
recently, the size and destructive power of each superpower's nuclear
arsenal. While these measures remain important and have certainly
contributed to the prevention of nuclear war between the United States and
the former Soviet Union, the changes in the international security
environment discussed in Chapter Two indicate a need for expansion
beyond this traditional narrow focus.
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COMMUNICATIONS AND PRIOR NOTIFICATION AGREEMENTS

1963
1971

1972
1973
1987
1988
1989
1989

WITH THE SOVIET UNION _(U)

Direct Communications Link ("Hotline Agreerhent").
as modified (1971, 1984)

Accident Measures Agreement, as modified
(1976, 1977, 1985)

Incidents At Sea Agreement

Prevention of Nuclear War Agreement

Nuclear Risk Reduction Centers

Ballistic Missile Launch Notification Agreement
Dangerous Military Activities Agreement
Strategic Exercise Notification Agreement

UNCLASSIFIED

TABLE 10
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CHAPTER FOUR
FAILSAFE (U)

(L9)] BACKGROUND

(U) The effective safety, security and control of U.S. nuclear weapons
is the most important goal of the U.S. Nuclear Command and Control
System. As such, the positive measures which ensure that nuclear weapons
safety, security, and control are effective and that they contribute to the
appropriate "assure-assure against” balance receive regular and intense
scrutiny and high resource priority from all NCCS components. This
scrutiny is particularly important in the current environment.

(U) The Advisory Committee also recognizes that nuclear weapons will
continue to play an important role in this country's deterrence strategy.
Therefore, the ability to assure the responsive and flexible use of nuclear
weapons, when authorized by the President, should be maintained while the
United States pursues failsafe enhancements.

(U) This chapter focuses on specific failsafe! issues investigated by the
Advisory Committee. These issues were selected by the Advisory Committee
to support a comprehensive, yet focused, assessment of all aspects of
failsafe. In its investigation, the Advisory Committee thoroughly considered
all elements (i.e., equipment, facilities, communications, procedures, and
personnel) of the DoD portion of the NCCS. Based upon this review, the
Advisory Committee identified specific issues which were considered to
merit further detailed investigation. The three major issues addressed in
this chapter are: ’ -'

* (U) Issue 1: What NCCS vulnerabilities exist and what improvements
should be implemented to strengthen DoD positive measures to prevent
accidental, inadvertent, or unauthorized use while assuring authorized
use of nuclear weapons? '

1 (U) Failsafe: That combination of safety, security, and control procedures and equipment
intended to prevent mistaken authorized use, unauthorized use, inadvertent use, or loss of
nuclear weapons or to interrupt, terminate or mitigate the results of such action should one

occur. These are unilateral actions that need not/should not be communicated to others to
be effective.
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e (U) Issue 2: Should the United Stétes implement a system for post-
launch destruct for all nuclear weapons? If so, what types of systems
should be implemented? What improvements are required?

e (U) 1Issue 3: Are current DoD procedures, equipment, and facilities
adequate to maintain the required standards of nuclear weapons safety,
security, and control under the. full range of stockpile conditions?

(U) Sub-issues are discussed with associated major issues in
appropriate sections.
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ISSUE 1: NCCS VULNERABILITIES (U)

(U) What NCCS vulnerabilities exist and what improvements should be
implemented to strengthen DoD positive measures to prevent accidental,
inadvertent, or unauthorized use while assuring authorized use of nuclear
weapons?

e +{5} :Sub-issue 1-3 |

e (U) Sub-issue 1-4 (Coded Control Devices on all U.S. nuclear
weapons): Should the United States implement coded control
devices on all current and/or future nuclear weapons systems? If
so, what types of devices and on which weapons systems?

e {8} Sub-issue 1-5 B

e 48} Sub-issue 1-6

* {5} Sub-issue 1-7 B _
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(U) METHODOLOGY

(U) The NCCS Assessment Study Group was established to examine the
NCCS as it currently exists and as it may evolve by the year 2011, and to
propose opportunities, where possible, to improve the failsafe
characteristics of the system. The Group was also tasked to ensure that
none of the recommendations it made would negatively affect the ability to
use nuclear weapons in an effective manner, if authorized. This issue was
particularly difficult in that it dealt with an existing, large, and complex
system. The size and complexity of the NCCS necessitated a formalized
approach to ensure a thorough and complete examination.

(U) " The first part of this approach was the development of a process
flow diagram to document the procedures, equipment, and personnel that
comprise nuclear command and control. Development of this diagram was a
multi-step task including data collection, site visits, review and editing draft -
diagrams with support from the responsible organizations, and finally,

synthesis of the diagrams into a complete depiction of the nuclear command
and control process.

(U) When the process flow diagram was completed, the full NCCS
Assessment Study Group systematically examined the documented process
to identify weaknesses, potential failures, and opportunities for
improvement, either through procedural or technical means. Since Study
Group membership represented all appropriate NCCS technical specialties,
agencies, services, and operating authorities, the expertise necessary for a
thorough review was present. All data from the process flow diagram were
converted into a Fault Tree Analysis computer model as an additional
completeness check and alternative route for identifying areas needing
improvement.

(U) Using these techniques, the Study Group determined, and the
Advisory Committee concurred, that while the NCCS was sound, further
investigation into eight specific areas, with a view toward making
improvements, was warranted.

(U) The Study Group established individual Red Teams to conduct
each investigation, with the specific charge of taking an aggressor's
approach to determine if any weaknesses could be identified and potentially
exploited. Cognizant operating organizations for the areas to be investigated
were invited to est