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SECTION 1. INTRODUCTION (U) 

(U) ~This paper discusses a possible military threat to the. u.s. that has 

·received little attention: ·namely, a Soviet paramilitary attack on the 

u.s. and NATO nuclear forces. Such an attack could be carried out by 

a well-trained, suitably equipped Soviet paramilitary forca of perhaps 

a thousand, working in units of one or two. In principle, these people 

could enter surreptitiously into the U.S. and other NATO countries, and 

destroy their assigned targets--the ICBMS, strategic bombers, SSBNs, 

and NAIO nuc!ear delivery systems--at a predesignated time. 

~~ ( V ))"" This threat_ is a variant of the well recognized threat posed by 

terrorist groups that might seek to steal or destroy on~ or several 

nuclear weapons. A paramilitary group organized and supported by the 

economic and technical resources of the Soviet Union could represent 

the ultimate clandestine threat to the U.S. nuclear forces. 

(U) Whereas paramilitary operations in the past have met with considerable 

success against limited objectivas, they have not been a significant 

fact~r in the outcome of a conventional war_between two major powers. 

Before the e~a of nuclear weapons, a paramilitary force would have had 

to destroy mo.ny tens of thousands of targets to impair a major military 

power's capability and willingness to resist domination. These targets 

included military Units, logistic support, industrial capacity and popu­

lation centers. A coordinated attack involving tens of thousands of 

elements on such a vast target system constituted a major military 

operation, and paramilitary actions could play only a minor role. Nuclear 

strategic war, however, is quite different becaUse the destruction of only 

a few thousand easily identified, lightly guarded and generally insolated 

targets-the r.~.~lear delivery platforms-could significantly cha~ge the 

strategic balance and could be decisive. Such a limited target system 

is peculiarly vulnerable to attack by paramilitary means. 

r· . : 
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\ · '-~ It is an irony of the nuclear age that the deployment of vastly more 

destructive weapons by the major military powers has, by its very nature, 

increased the vulnerability of the superpowers to attack by the small, 

highly motivated, professional forces that characterized military opera-_, .. ,. 
ti.~s of the more distant past. The question, of course, arises as ~ 
whether Soviet use of such tactics to destroy the modern nuclear arsenal 

of the U.S. is credible. Military operations planners may argue that 

such an attack is too elegant for practicality, too subject to random 

chance, and has too low a probability of success. However,. the probability 

of success, from the Soviets' viewpoint, will depend to a large extent 

on their care and completeness in planning and the extent of U.S. pre­

paredness, including planning and countermeasures. It is our purpose 

here to establish that this military threat deserves more definiti~e 

study and documentation. 

·:..·· 
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· ~NClASSIFIEO 
SECTION 2. CREDIBILITY (U) 

~)~o establish the ~redibility of such a threat requires a study 

effort which see~ in-depth answers to many questions. No attempt will 

be made to do that in this concept poper; rathe~, only plausibility ~ 

arguments will be presented. ·The remainder oi this section develops a 

plausibility argument to show that a small Soviet force could be 

assembled, tr~ned, and moved to the strategic nuclear delivery systems 

inside the U.S. and NATO countries. 

(U) It is unlikely that the U.S. would detect the existence and purpose 

of this force before attack. We estimate that such a force would con-

. st~tute less than one percent of the Warsaw Pact's present paramilitary 

capability, which includes 50,000 dedicated troops, together with o~ 

paramilitary units such as those of the KGB. 

(U) For eXample, the possibility of moving paramilitary units through 

Mexico, into the U.S. and to their targets, without detection, seems 

serious when one considers the· limited effectiveness of the U.S. 

internal security forces in stopping illegal traffic in aliens and 

narcotics. The probability of a paramilitary unit being detected or 

captured prior to the attack could be. further minimized by maintaining the 

independence of the units and limiting their interaction with each other 

and with the u.s. populace. The usual procedure of limiting the detailed 

knowledge of any unit to that required for performance of its precis~·~ 

mission would severely constrain the information that might b~ obtained 

from a paramilitary unit,: which in turn might be interrogated by u.s. 
authorities. A judici~us choice of the time and conditions for the attack, 

for example during det~nte, would further reduce the credibility of any 

defecting or captured unit. In addition, the Soviets would probably delay 

and confuse any U.S. reaction by disguising the attack unde~ a cloak of 

U.S. terrorist or fanaticist activity. As a result, it might be weeks 

before the U.S. could establish the credibility required to ~ake serious 
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action. Moreover, if the u.s. is Unprepared for sucp an attack, the 

probability that a paramilitary force could move to the nuclear target3 

without detection would be enhanced. 

(c)~ ~ 
f J ')fit{ It Jdght be argued that a paramilitary attack requires sufficient 
\....- .simultaneity to preclude U.S. nuclear retaliation during the attack. In 

addition, it might be argued that' at least some of the SSBNs at sea 

would surVive a paramilitary attack with more than enough nuclear war­

heads to destroy an unacceptably large portion of the Soviet urban 

industrial base. Th.us, it might be concluded that the Soviets would be 

deterred from employing a paramilitary a~tack against ou: land-based 

nuclear forces and hence such attacks need be of little concern to us. 

' cc.) . --Cv /~These same arguments apply .to the deterrence of a Soviet nuclear attack 

against our nuclear forces, but with one important difference: the para­

militafY attack could be achieved by nonnuclear means and at such a 

low level of violence that collateral damage to the U~S. value system 

would be insignificant. ~ a result, the U.S. might be~ reluctant 

to use its nucleat forces during a paramilitary attack or to use what-

ever nuclear forces remained after the attack. This would be especially 

true if, as a result of the paramilitary attack, the Soviets were to 

obtain a vastly superior strategic position over the U.S. and NATO 

nucle9.r forces. 

(,ll ').~ In such a circumstance we would have no incentive to use nuclear 

weapons. If the Soviets provided additional incentive through other 

overt acts, they might well expect that under these circumstances we 

would lack the resolve to initiate the use of nuclear wezpons--a resolve 

that has been questioned even with nuclear parity--as a response to a 

nonnuclea~ attack of Europe. Therefore, the expectation of some sur­

viving u.s. nuclear for~e cannot be counted on to deter the Soviets 

from executing and"exploiting a patamilitary attack as part of a larger 

war plan, e.g., the takeover of Western Europe • 

.. 
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(cJ 
Cv)~ctcally, it is not obvious that a significant residual force will 

remain. We will show later that many ~SENs at sea could be compromised 

by conventional sabotage, a tactic well known to the paramilitary opera­

tives.- The problem of locating the SSBNs at sea is a matter of degrees ~ 
of difficulty. On the first launch of a missile, the SSBN is rather 

easily located. During pre-launch, they are somewhat more difficult to 

find, and during patrol, they can be detected and tracked only at consider­

able cost in equipment and effort. .Howeve~, once located they may be more 

easily destroyed than silos because a greater miss distance with a given 

warhead size can be tolerated. The confidence in the kill may be greater 

as well. Attacking the SSBNs at sea with missiles carrying nuclear 

warhe3ds still insur~s that there is no collateral.damage to the U.S. 

urban-industrial base. Further, any residual.land-based forces could be411t 

destroyed by using commandos or even nuclear missiles. Under these 

circumstances, the Soviets might calculate that the residual force would 

be negligible and be prepared to accept a retaliatory strike. 

(J) ~From the foregoing, we conclude that the threat of a Soviet paramili­

tary attack on the u.s. and NATO nuclear forces may be comparable to the 

threat of direct nuclear attack. The next sections of this report ad­

dress the equipment and manpower needs for such a par~litary force. 

Then, in Section 6, the problem of surreptitious entry and clandestine 

logistics for the derived force sizes is considered. Finally, conclu­

sions and recommendations are stated in Section 7. Our intent through­

out this paper is not to describe in detail t;he paramilitary measures -

that the Soviets would take, but rather to demonstr.ate that su·ch a threat 

deserves attention. 
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SECTION 3. ICBU ATTACK FORCES (U) 

rv\ ;?( 
~ Detailed analyses show that Minuteman and Titan silo doors can 'be 

penetrated by a 40~po~d shaped charge. Flammable fluids then poured 

through the breach caused by the shaped charge and ignited would assure 

catastrophic damage to the missile. Alternatively, a 7S-pound shaped 

~;arge will penetrate the closure, the nose.cone, and subtantially 

damage the missile warhead. Thus, the total amount of equipment required 

to destroy a Minuteman or a Titan is under 100 pounds and could be con­

cealed ancl transported in the trunk of a small car. 

) (s). . 
l\) ~ Be.cause. t.~e missile site has only one security fence and is other-

wise unguarded, one man could destroy a missile within five minutes 

which is less than the response time of the base sec~rity guards, includ­

ing those using helic~pters, to arrive at all but a few silos. The 

response times for the more remote sites are potentially suff!cient to 

allow an attacker to destroy several sites. Under these assumptions, 

it would be possible for less than 6SO men with SO tons· of explosives ~ 

and flammable material tc attack and destroy essentially all of the 

Minuteman and Titan missiles. The paramilitary agent may even have a 

high probability of avoiding capture due to the relative paucity of 

security forces; he would not be engaged in a Kamikaze mission. 

(0)~ The Pershing missiles of NATO represent targets that may be more 

easily destr~ed. During low OEFCON levels, Pershing launchers are 

parked either at presurveyed, dis.persed, concrete pads or at a Caserne. 

The dispersed ones are in the midst of a double-fenced, well-lighted 

and guarded clear zone. It may be possible for one person to approach 

the zone clandestinely and destroy the missile with standard troop 

portable antitank equipment. Those at the Caserne are relatively 

clustered and are vulnerable to fragmenting weapons. Attack by mortar 

teams or low-flying civil aircraft modified to drop bombs may be possible. 

The four German and three American Pershing battalions could possibly 

be attacked by fewer than SO men and 10 tons of equipment. 
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SECTION 4. BOMBER ATTACK FORCZS (U) 

\_ v) ~ The primary vuln .. rability of bombers, ·parked at well-known u.s. and 

. ~bases, is the large fraction of the aircra!t (area and volume) 

occupied by fuel tanks. Penetrating these tanks is relatively simple, 

and igniting the fuel-sufficient fuel remains in "empty" tanks-is 

catastrophic. Laser-designated rockets could provide an effective me~s 

for attacking the aircraft from outside the base complex. The laser 

equfpment, rocket, and launch platform of the type used by the U.S. for 

~titank missions has a combined weight of less than 100 pounds, a range· 

of several nautical miles, and· each component is combat-troop portable. 

A two-man team would be sufficient to attack every few aircraft. Thus, 

it may be possible for less than 150 men and 15 tons of equipment to 

destroy essentially the entire strategic bomber force. 

( ) 
(cJ . . 

U ~ Preliminary examination of a few B-52 bas~s suggests that a covert 

~ for deployment of the rocket equipment can be found within line-of-

s~ght range of the parked bombers. Although careful disguise of the 

rocket and launch platform presents a challenge, transport of the equip­

ment within the trunk of a modern automobile is simple. 

(ll) (£_ Those aircraft in the air in support of training and exercises, 

~ would be immune to such attacks, could be minimized by selection 

of an optimum time for attack. For example, exercises are scheduled in 

advance, and training flights generally occur during daylight. Those in 

the air, however, do not carry nuclear weapons and would eventually have 

to return to the bases. Concepts for attacking aircraft landing or Laking 

off with automated equipment placed near the end of the runway have been 
• studied and tested by others. Some of the NATO aircraft are placed in 

* (U) See, for example, Project Little David developed by the Sandia 
Corporation. 
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semi-hardened hangarettes--ccncrete and steel structures--whiCh probably 

present much ~ore difficulty lO the attacker. Specialized concrete 

penetrating standoff weapons or direct access to the hangarette--a ...-

violation of base security-may bd required. Neither of these is impos­

sible and both, in our opinion, deserve study. 

U~CllSS\HEU 
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SECTION S. SUBMARINE A TrACK FORCES '(U) 

l J');? It is widely as~IJIIIed that once a Poseidon subo~~arine has arrived at 

its patrol st.11tion and has changed from a "transit" to a "patrol quiet" 

status, it will rem.&in undetect.ed for sixty days. We see no need to 

question this assumption here, provided the submarine has not been 

clandestinely "a\.cacked''while in port where ic is stripped of its prin­

cipal line of defense, that of undet~ctability. Although, it would -appear that the SSBN force p!~se~ts a very difficult problem to the 

plan~er of a nuclear strike, it may be the most vulnerable of the strategic 

forces to a paramilitary attack 

( V) fiJ ~landestine plac.,ment of a device aboard the submarines while in 

po•t could exploit a number of potential vulnerabilities--of the crew, 

of the missiles, or of the boat itself. Such a device w~uld have to be 

timed and include explosive~ or air, water, or food contaminancs. Placing 

a disguised timed explosive clandestinely on the second stage of the 

missile tube has been studied and found to be feasible unless carefully 

guarded against. The resultant destruction of the SSBN at sea would be 

instanta~eous and complete, and would appear to be accidental. Deploy­

ment of trident accompanied by the reduction in the total number of 

SSBNs and the utilization of a single port should simplify this type of 

attack for the Soviets. 

cs2 
cv~ It is not necessary that clandestine devices be destructive and 

"tmrecallable" for the concept of a Soviet paramilitary attack to be 

credible. We have observed that the advantage of a paramilitary attack 

is the elimination of collateral damage to the u.s. urban and industrial 

base; attacking the SSBNs at sea with nuclear weapons preserves this 

advantage. Preliminary investigations have shown th2t clandestine tag­

ging of the SSBNs while they are in or leaving port would provide the 

means .for locating and destroying them with missile-delivered, nuclear 

weapons at a selected later time. This approach to the problem of the 

SSBNs at sea would thus be a direct attack. 

S-1 ,.., 
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(U) Submarines in port present a large, visible, stationary target, 

vulnerable to torpedo, mini-RPV, mortar fire or direct attack by term­

inally guided long-range rockets. In some of these attacks, total de­

struction of the submarine or its weapons is unlikely unless one of~e 

missile stages 1s ignited. However, the ability to go to sea and/or 

to launch missiles could be denied for days. Nuclear targeting could 

follow, if necessary. 

(_J) ~ Our investigation of port security at Holy Loch and at Rota suggests 

that attachQent of covert explosives to the hull is a distinct possibility 

and must be guarded against continuously. A torpedo launched from a 

nearby fishing vessel may be a pos~ible alternative. However, this 

approach may be technically difficult, and sa£~ escape would pose problems. 

Less likely, but still conceivable, would be the employment of a ~­

military unit using RPVs or mortars to attack the SSBNs from readily 

accessible but hidden land areas. The precise details of an attack 

would, ot course, have to be tailored to the local ch3racteristics of 

the port in question. Complete reliance on Trident will reduce the 

number of SSBN ports to one: Bangor, Washington. Because it appears 

likely that other Puget Sound ports will be ports-of-call for Soviet 

commercial vessels, the close approach of Soviet equipment and personnel 

to the anchored Trident submarines will not be a problem. 

5-2 
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SECTION 6. SURREPTITIOUS ENTRY AND LOGISTICS (U) 

lV)~ A successful paramilitary attack on the nuclear forces depends on 

transporting approximately 1000 persons and 100 tons of munitions into 

attack position.· These figures should be compared with the following 

pertinent statistics: 

1) 200 million border crossings annually; 

2) 7 million illegal aliens residing in the U.S. with 1 million 

more expected this year; 

3) 360 million tons of goods imported annually; 

4) 115 tons of morphine and heroin seized annually by agents 

(a small percentage of the total traffic); and 

5) 500,000 cars and light tr~cks available for rental within • the U.S. on a daily basis. 

The above numbers indicate that the logistics associated with a paramili• 

tary attack are eclipsed by·ordinary activities, both legal and illegal. 

(U) Minimizing the risk of exposure is paramount in planning and under­

taking a clandestine operation. The risk of exposure is dependent on 

the skill and timing of the agent, how long the agent must remain in the 

country, and the amount of contact ~equired with other agents within the 

group and with the populace in general. There are undoubtedly numerous 

Soviet agents unknown to U.S. authorities already residing in the U.S. 

(U) A scenario whicl1 appears to offer a low risk of exposure is to enter 

the Soviet agents through Mexico, using false documentation. Planning 

could be supported by the normal Soviet intelligence gathering apparatus. 

The operation might begin with the infiltration of a small group establish­

ing themselves around the country with the purpose of receiving, accumu­

lating, and supplying a subsequent larger force with the required destruc­

tion materials, and providing communications and in~elligence support. 

~NClASSIFIED 
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During this phase of the operation, paramilitary units could be trained 

outside the u.s. using feedback from the vanguard agents on the target 

locations and on the unique problem areas to be encountered. Once with­

in the u.s., the only contacts with other Soviet agents would be to ~ 

obtain the location of his materials, to acquire an updat~ on the intelli­

gence information pertinent to his individual mission, and to receive the 

precise time to penetrate and des~rcy hi~ ~arget. 

(U) Movement of men and materials within the u.s. might be effected by 

using public transportation and rented vebicles. Credit cards, drivers 

licenses, etc., ·could be obtained by the vanguard unit from appropriate 

agencies or could be falsified, depending on the relative risks of 

exposure. 

LV)~ There might be some thought that the movement of 1000 foreigners 

towards the strategic bases, and, in particular, the movement of SQ-100 

within a Minuteman wing, would expose the paramilitary action. This risk 

we believe to be slight since many of the silos are deployed along high­

ways with hundreds of cars and trucks traversing them in a single day. 
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SECTION 7. CONCLUSIONS AND RECOMMENDATIONS ~U) 

Cc.) 
(J) ~ Based on these limited considerations, we conclude that the threat 

of a Soviet paramilitary attack on tt.e U.S. and NATO nucl~ar forces 

should be taken seriously. In fact, ~~ believe this problem ranks in 

importance with that of Soviet nuclear attacks on t ~ nuclear force. 

ASS/FlED 

G . . 
lJ) We recommend that ARPA--cooperating with the military services, the 

and others--take the initiative to further explore the possibilities 

of a paramilitary attack on the u.s. and NATO nuclear forces by analyzing 

the associated problems to a much greater depth, to identify countermea­

sures that might be practical, and to explore the potential for the U.S. 

to exploit a paramilitary capability against foreign nuclear forces. 

Examples of tasks that should be initia~ed are as follows: 

1) Develop candidate plans or scenarios for such an operation. 

2) Probe the Intelligence Community for evidence as to how the 

Soviets do paramilitary operations. 

3} Examine the ICBM, bombar and SSBN base security systems in 

order to: 

• Assess their vulnerability to paramilitary attack of 

the type envisioned above. 

• Suggest technical means to alleviate these vulnerabilities. 

• Suggest procedural means to alleviate these vulnerabilities. 

(U) A.~A is an appropriate agency to explore this problem because: 

1) No single service or agency is responsible for the total 

security prob1.::!m. The Army is responsible for developing 

internal security devices and the USAF for external security· 

devices. The Air Force and the Navy are responsible for the 

physical security of their respective ·force elements. The 

FBI is responsible for U.S. internal security. The Border 
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Patrol and Customs Bureau ere responsible for security of 

the borders against illegal aliens and smuggled goods. The 

CIA is responsible for in-telligence support to the securi~ 

forces. 

· 2) Technological innovativeness may play a major role in the 

success of such an endeavor--particularly in the areas of 

au·.:omated surveillance and non-lethal booby traps. ...._ 
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