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" DEPARTMENT OF THE ARMY

Systemn Identifier

AAFES 0207.02
AAFES 0401.04
AAFES 0403.01
AAFES 0403.11
AAFES 0404.01
AAFES 0405.03
AAFES 0405.11
AAFES 0408.14
AAFES 0408.17
AAFES 0409.01
AAFES 0410.01
AAFES 0505.02

AAFES 0602.04a
AAFES 0602.04b

AAFES 0604.02
AAFES 0607.01
AAFES 0702.22
AAFES 0702.23
AAFES 0702.34
AAFES 0702.43
AAFES 0703.07
AAFES 0903.06
AAFES 1203.03
AAFES 1504.03
AAFES 1609.02
AAFES 1609.03
AAFES 1703.03
A0001DAMI

A0001DAPE

AO00IDAPE-ARI

AOQ001SAIS
A0001-20SALL
A0001aTAPC
A0001bTAPC
A0015-2-2CE
A0015-34ARPC

A0015-180SFMR
A0015-185SFMR

A0020-1aSAIG
A0020-1bSAIG
A0025-55SAIS
A0025-6USASC
A0027DAJA
A0027-1DAJA
A0027-3DAJA

Exempt System Name

Customer Comments, Inquiries, and Direct Line Files
Official Personnel Folders and General Personnel Files
Application for Employment Files

Personnel Departure Clearance Records

Incentive Awards Case Files

Personnel Appeals and Grievances

Individual Health Records

Tuition Assistance Case Files

HPP Employee Upward Mobility Program Files
AAFES Accident/Incident Report

Employee Travel Files

Biographical Files

Litigation Initiated by AAFES

Claims and/or Litigation Against AAFES

Unfair Labor Practice Claim/Charges Files
Confidential Financial Disclosure Report
Check-Cashing Privilege Files

Dishonored Check Files

Accounts Receivable Files

Travel Advance Files

AAFES Employee Pay System Records

Personnel Management Information System
Appointment of Contracting Officers

Personal Property Movement and Storage Files
AAFES Customer Service

AAFES Catalog System

Personnel Security Clearance Case Files

Controlled Accountable Document Inventory System

Personnel Locator/Organizational Roster/Telephone Directory

Professional Staff Information File

Carpool Information/Registration System
Congressional Inquiry File

Office Visitor/Commercial Solicitor Files

Unit Administrative Military Personnel Records
Violation Wamning Files

Army Civilian/Military Service Review Board
Army Council of Review Boards

Correction of Military Records Cases

Inspector General Investigation Files

Inspector General Action Request/Assistance Files
Request for Information Files

Military Affiliate Radio System

Civil Process Case Files

General Legal Files

Legal Assistance Files

Federal Register Citation

August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996
August 9, 1996

February 22, 1993
February 22, 1993
February 22, 1993

July 27, 1993

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

February 1, 1996

February 22, 1993
February 22, 1993
February 22, 1993

August 3, 1993
August 3, 1993
March 4, 1997
February 1, 1996
August 3, 1993
August 3, 1993

Questions regarding the Department of the Army’s Privacy Act systems of records notices should be directed to Mrs. Pat Tumner, Records Management Division,

U.S. Army Publishing and Records Management Center, ATIN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343.

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505.

61 FR 41572
61 FR 41573
61 FR 41574
61 FR 41575
61 FR 41575
61 FR 41576
61 FR 41577
61 FR 41578
61 FR 41578
61 FR 41579
61 FR 41580
61 FR 41581
61 FR 41581
61 FR 41582
61 FR 41583
61 FR 41584
61 FR 41585
61 FR 41586
61 FR 41587
61 FR 41588
61 FR 41588
61 FR 41589
61 FR 41590
61 FR 41591
61 FR 41592
61 FR 41593
61 FR 41594
58 FR 10024
58 FR 10025
58 FR 10025
S8 FR 40115
58 FR 10027
58 FR 10027
58 FR 10028
58 FR 10028
61 FR 3680

58 FR 10030
58 FR 10030
58 FR 10031
58 FR 41250
58 FR 41250
62 FR 9757

61 FR 3681

S8 FR 41253
58 FR 41253
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System Identifier

A0027-1kDAJA
A0027-3SAFM
A0027-10aDAJA
A0027-10bDAJA
A0027-10cDAJA
A0027-20aDAJA
A0027-20bDAJA
A0027-20cDAJA
A0027-20dDAJA
A0027-40CE
A0027-40DAJA
A0027-50DAJA
A0027-60aDAJA
A0027-60bDAJA
A0030AMC
A0037-1DAPE
A0037-2-1CE
A0037-103aSAFM
A0037-103b SAFM
A0037-103¢c SAFM
A0037-103d SAFM
A0037-103e SAFM
A0037-104-1a SAFM
A0037-104-1b SAFM
A0037-104-3 DASG
A0037-104-3 USMA
A0037-104-3a SAFM
A0037-104-3b SAFM
A0037-104-3c SAFM
A0037-105a SAFM
A0037-105b SAFM
A0037-105¢c SAFM
A0037-107a SAFM
A0037-107b SAFM
A0037-108 CE
A0037-202 SAFM
A0040 DASG
A0040-1 DASG
A0040-1 HSC
A0040-3a DASG
A0040-3b DASG
A0040-3¢ DASG
A0040-5 DASG
A0040-14 DASG
A0040-31a DASG

"DEPARTMENT OF THE ARMY

Exempt System Name

Judge Advocate General Professional Conduct Files
Pecuniary Charge Appeal Files

Prosecutorial Files

Courts-Martial Files

‘Witness Appearance Files

U.S. Army Claims Service Management Information System
Tort Claim Files

Army Property Claim Files

Medical Expense Claim Files

Corps of Engineers Case Management Information Files
Litigation Case Files

Foreign Jurisdiction Case Files

Patent, Copyright, Trademark, and Proprietary Data Files

Patent, Copyright, and Data License Proffers, Infringement Claims, and Litigation Files

Food Taste Test Panel Files

Resource Management and Cost Accounting Files

Corps of Engineers Management Information System Files
Contractor Indebtedness Files

Subsidiary Ledger Files (Accounts Receivable)

Validation Files

Conversion Files

Disbursing Office Establishment and Appointment Files
Joint Uniform Military Pay System-Army-Retired Pay
Debt Management System

Health Professions Scholarship Program

USMA Cadet Account System

Military Pay System-Active Army (Manual)

Joint Uniform Military Pay System-Active Army (JUMPS-JSS)
Joint Uniform Military Pay System-Reserve Components-Army
Civilian Employee Pay System

Military and Civilian Waiver Files

Bankruptcy Processing Files

Absentee Apprehension/Reward/Expenses Payment System
Travel Payment System

Corps of Engineers Debt Collection System

FHA Mortgage Payment Insurance Files

Medical Facility Administration Records

Professional Consultant Control Files

Professional Personnel Information File

Medical Review Files

Medical Evaluation Files

Medical Regulating Files

Occupational Health Records

Radiation Exposure Records

Pathology Consultation Record Files

Federal Register Citation

January 12, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 1, 1996
February 22, 1993
February 1, 1996
February 22, 1993
February 22, 1993
September 19, 1994
February 1, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 1, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the Department of the Army’s Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division,

U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343.

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505.

58 FR 3936
58 FR 10032
58 FR 10032
58 FR 10033
61 FR 3682
58 FR 10034
61 FR 3682
58 FR 10036
58 FR 10037
59 FR 47843
61 FR 3683
58 FR 10038
58 FR 10039
58 FR 10040
61 FR 3684
58 FR 10041
58 FR 10042
58 FR 10042
58 FR 10043
58 FR 10044
58 FR 10044
58 FR 10045
58 FR 10045 -
58 FR 10046
58 FR 10047
58 FR 10048
58 FR 10048
58 FR 10049
58 FR 10050
58 FR 10051
58 FR 10052
58 FR 10052
58 FR 10053
58 FR 10053
58 FR 10054
58 FR 10055
58 FR 10056
58 FR 10056
58 FR 10057
58 FR 10058
58 FR 10058
58 FR 10059
58 FR 10060
58 FR 10060
58 FR 10061
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107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135

System Identifier

A0040-31b DASG
A0040-57aDASG
A0040-66a DASG
A0040-66b DASG
A0040-400 DASG
A0040-407 DASG
A0040-905 DASG
A0055-71 SAFM
A0055-355 MTMC
A0055-355a DALO
A0055-355b DALO
A0056-9 TRADOC
A0060-20 DAMO
A0065 TAPC
A0070 AMC
A0070-16 DASG
A0070-25 DASG
A0070-45 DASG
A0095-1 TRADOC

A0095-2d TRADOC-ATC

A0140 DAJA
A0145-1 TRADOC

A0145-1a TRADOC-ROTC
AQ145-1b TRADOC-ROTC

A0145-2 TRADOC
A0165-1a DACH
A0165-1b DACH
A0165-1c DACH
A0190-5 DAMO
A0190-9 DAMO
A0190-13 CFSC
A0190-14 DAMO
A0190-30 DAMO
A0190-40 DAMO
A0190-45 DAMO
A0190-47 DAMO

A0195-2a USACIDC
A0195-2b USACIDC

A0195-4 USACIDC
A0195-6 USACIDC
A0210-7a CFSC
A0210-7b CFSC
A0210-7 DAMO
A0210-10 TAPC
A0210-50 CE

tmm
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Exempt System Name

Research and Experimental Case Files

DoD DNA Registry

Medical Staff Credentials Files

Health Care and Medical Treatment Record System
Entrance Medical Examination Files

Army Community Health Nursing Records - Family Records
Privately Owned Animal Record Files

Household Goods Shipment Excess Cost Collection Files
Personal Property Movement and Storage

Local Transportation Authorization and Use Files

Individual Travel Files

Marine Qualification Records

Ration Control/Blackmarket Monitoring Files

Postal and Mail Service System

Resumes for Non-Government Technical Personnel
Immunity Booster Files

Research Volunteer Registry

Sandfly Fever Files

Individual Flight Records Folder

Air Traffic Controller Records/Maintenance Technician Records
JAGC Reserve Components Officer Personnel Records
Army Reserve Officers' Training Corps Gold QUEST Referral System
ROTC Applicant/Member Records

ROTC Financial Assistance (Scholarship) Application File
Junior ROTC/NDCC Instructor Files

Baptism, Marriage, and Funeral Files

Chaplain Privileged Counseling/Interview Communication Cases
Religious Census, Education, and Registration Files

Vehicle Registration System (VRS)

Absentee Case Files

Security Badge/Identification Card Files

Registration and Permit Files

Military Police Investigator Certification Files

Serious Incident Reporting Files

Offense Reporting System (ORS)

Correctional Reporting System (CRS)

Source Register

Criminal Investigation and Crime Laboratory Files

U.S. Ammy Criminal Investigation Fund Vouchers

Criminal Investigation Accreditation and Polygraph Examiner Evaluation Files
Vendor Misconduct/Fraud/Mismanagement Information Exchange Program

Commercial Solicitation Ban Lists

Expelled or Barred Person Files

Departure Clearance Files

Army Housing Operations Management System

Federal Register Citation

February 22, 1993
June 14, 1995
April 28, 1993
July 28, 1994
February 22, 1993
February 22, 1993
April 28, 1993
February 22, 1993
February 1, 1996
February 22, 1993
February 22, 1993
February 1, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 1, 1996
February 1, 1996
February 22, 1993
February 2, 1996
February 1, 1996
February 2, 1996
February 2, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the Department of the Army’s Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division,

U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343.

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505.

58 FR 10062
60 FR 31287
58 FR 25813
59 FR 38440
58 FR 10065
58 FR 10065
58 FR 25814
58 FR 10066
61 FR 3685

58 FR 10068
58 FR 10068
61 FR 3686

58 FR 10069
58 FR 10070
58 FR 10070
58 FR 10071
58 FR 10072
58 FR 10073
61 FR 3687

61 FR 3688

58 FR 10074
61 FR 3914

61 FR 3689

61 FR 3913

61 FR 3914

58 FR 10078
58 FR 10078
58 FR 10079
58 FR 10079
58 FR 10080
58 FR 10081
58 FR 10082
58 FR 10082
58 FR 10083
58 FR 10084
58 FR 10085
58 FR 10086
58 FR 10087
58 FR 10088
58 FR 10088
58 FR 10089
58 FR 10090
58 FR 10091
58 FR 10091
58 FR 10092



136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180

System Identifier

A0210-60 SAFM
A0210-130 DALO
A0210-190 TAPC
A0215 CFSC
A0215-1 CFSC
A0215-1a SAFM
A0215-1b SAFM
A0215-2a CFSC
A0215-2b CFSC
A0215-3 DAPE

A0220-1 USSOCOM

A0340 JDMSS
A0340-21 SAIS
A0350-1 DAMI

A0350-6 FORSCOM
A0350-37 TRADOC

A0351 AMC
A0351 DAMO
A0351 DAPE
A0351 DASG
A0351 HSC
A0351 HSC-AHS
A0351 NDU
A0351 USAREUR
A0351-12 DAPE
A0351-17a USMA
A0351-17b USMA
A0351a NDU-CI
A0351b NDU-CI
A0351¢ NDU-CI
A0351a TRADOC
A0351b TRADOC
A0351c TRADOC

A0351-1a TRADOC

A0352-3 CFSC
A0360 SAIS
A0360 SAPA
A0360-5 SALL
A0360-5 SAPA
A0380-13 DAMO
A0380-19 SAIS
A0380-67 DAMI
A0381-20 DAMI
A0381-20b DAMI
A0381-100a DAMI

'DEPARTMENT OF THE ARMY

Exempt System Name

m mm

E

E
E

Check Cashing Privilege Files

Laundry and Dry Cleaning Accounting Files

Individual Gravesite Reservation Files

General Morale, Welfare, Recreation and Entertainment Records
Non-Appropriated Fund Employee Insurance and Retirement Files
Non-Appropriated Funds Central Payroll System (NAFCPS)
Non-Appropriated Fund Accounts Receivable System

Army Club Membership Files

Commercial Entertainment Transaction Records

NAF Personnel Records

Military Personnel Data File, USSOCOM

HQDA Correspondence and Control/Central Files System
Privacy Case Files

INSCOM, Personnel Qualification and Training Profile

U.S. Army Marksmanship Unit Data System (AMUDS)

Skill Qualification Test (SQT)

Student/Faculty Records: AMC Schools Systems

USAWC Cooperative Degree Program Files

Army Training Requirements and Resources System (ATRRS)
Army School Student Files: Physical Therapy Program
Practical Nurse Course Files

Academy of Health Sciences; Academic and Supporting Records
NDU National Defense University Student Data Files
Individual Academic Record Files

Applicants/Students, USMA Prep School

U.S. Military Academy Candidate Files )

U.S. Military Academy Personnel Cadet Records

DoDCI Student Record System

DoDCI Student/Faculty/Senior Staff Biography System
DoDCI Course Evaluation System

Army School Student Files

Army Correspondence Course Program (ACCP)

Standardized Student Records System

Automated Instructional Management System (AIMS)
Dependent Children School Program Files

Mailing List for Army Newspapers/Periodicals/Catalogs
Media Contact Files

Biographies: Members of Congress

Biography Files

Local Criminal Intelligence Files

Access to Computer Areas, Systems Electronically and/or Data Control Records

Personnel Security Clearance Information Files
Badge and Credential Files
Counterintelligence/Security Files
Intelligence/Counterintelligence Source Files

Federal Register Citation

February 22, 1993
February 22, 1993
February 2, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 2, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 9, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 2, 1996
February 2, 1996
February 2, 1996
February 2, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
October 4, 1995
November 1, 1995

Questions regarding the Department of the Army’s Privacy Act systems of records notices should be directed to Mrs. Pat Tumer, Records Management Division,

U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343.

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505.

58 FR 10092
58 FR 10093
61 FR 3915
58 FR 10094
58 FR 10095
58 FR 10095
58 FR 10096
58 FR 10097
58 FR 10098
58 FR 10098
58 FR 10099
58 FR 10100
58 FR 10101
58 FR 10102
58 FR 10103
58 FR 10103
61 FR 3916
58 FR 10105
58 FR 10105
58 FR 10106
58 FR 10107
58 FR 10107
58 FR 10108
58 FR 10108
58 FR 10109
58 FR 10110
61 FR 41595
S8 FR 10111
S8 FR 10111
58 FR 10112
61 FR 3916
61 FR 3917
61 FR 3918
61 FR 3919
58 FR 10116
S8 FR 10117
58 FR 10117
58 FR 10118
58 FR 10118
58 FR 10119
58 FR 10120
58 FR 10120
58 FR 10122
60 FR 61990
60 FR 51996



181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
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-System Identifier

A0381-100b DAMI
A0385-10/40 ASO
A0405-10a CE
A0405-10q CE
A0405-80 CE
A0570-4 DARP
A0600 DARP

A0600 USAREUR
A0600-8 DAPE
A0600-8 DARP
A0600-8 NGB
A0600-8 USFK
A0600-8a TAPC
A0600-8b TAPC
A0600-8-1a TAPC
A0600-8-1b TAPC
A0600-8-1c TAPC
A0600-20 NGB
A0600-25 MDW
A0600-37a DAPE
A0600-37b DAPE
A0600-55 DAMO
A0600-85 DAPE
A0600-85fDAPE
A0600-200 TAPC
A0601-100 TAPC
A0601-141 DASG
A0601-210 DAPE
A0601-210 TAPC
A0601-210a USAREC
A0601-210b USAREC
A0601-222 USMEPCOM
A0601-270 USMEPCOM
A0601-280a TAPC
A0601-280b TAPC
A0602 DAPE-ARI
A0608 TAPC
A0608a CFSC
A0608b CFSC
A0608-4 DAMO
A0608-10 CFSC
A0608-18 DASG
A0608-25 CFSC
A0614-30 DAPE
A0614-100/200 SAIG

Exempt System Name

E

Technical Surveillance Index

Army Safety Management Information System (ASMIS)
Relocation Assistance Files

Homeowners Assistance Case Files

Real Estate Outgrants

Human Resources Information System (HRIS)

Career Management Files of Dual Component Personnel
USAREUR Community Automation System (UCAS)

Standard Installation/Division Personnel System - USAR
Individual Ready, Standby and Retired Reserve Personnel Information System
Standard Installation/Division Personnel System Army National Guard (SIDPERS-ARNG)
Command Unique Personnel Information Data System (CUPIDS)
Major Command Military Personnel Management Reporting System
Standard Installation/Division Personnel System (SIDPERS)
Emergency Data Files

Line of Duty Investigations

Casualty Information System (CIS)

Equal Opportunity Investigative Files

State, Official, and Special Military Funeral Plans

Special Review Board Appeal Case Summary File
Unfavorable Information Files

Motor Vehicle/Equipment Operator Permit Files

Alcohol and Drug Abuse Rehabilitation Files

ADAPCP Clinical Certification Program Application File
Classification, Reclassification, Utilization of Soldiers

Officer Appointment Files

Army Medical Procurement Applicant Files

Army Recruiting Prospect System

Eligibility Determination Files

Enlistment Eligibility Files

Recruiter Impropriety Case Files

ASVAB Student Test Scoring and Reporting System

U.S. Military Entrance Processing System

Qualitative Management Program Appeal File
Selective/Variable Reenlistment Bonuses

Behavioral and Social Sciences Research Project Files
Personal Affairs Files

Family Life Communications Information and Referral Service
Personal Affairs: Army Community Service Assistance Files
Trophy Firearm Registration

Child Development Services (CDS) -

Family Advocacy Case Management

Chief of Staff, Army Retiree Council Files

DA Conscientious Objector Review Board

Inspector General Personnel System

Federal Register Citation

February 2, 1996
February 22, 1993
February 22, 1993
April 28, 1993
February 22, 1993
February 2, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
January 12, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
July 27, 1993
February 22, 1993
February 22, 1993

Questions regarding the Department of the Army’s Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division,

U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343.

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505.

61 FR 3920

58 FR 10129
58 FR 10130
58 FR 25818
58 FR 10131
61 FR 3921

58 FR 10132
58 FR 10133
58 FR 10133
58 FR 10134
58 FR 10135
58 FR 10135
58 FR 10136
58 FR 10136
58 FR 10137
58 FR 10138
58 FR 10139
58 FR 10139
58 FR 10140
58 FR 10140
58 FR 10141
58 FR 10141
58 FR 10142
58 FR 3938

58 FR 10143
58 FR 10144
58 FR 10144
58 FR 10146
58 FR 10145
58 FR 10146
58 FR 10147
58 FR 10147
58 FR 10148
58 FR 10149
58 FR 10149
58 FR 10150
58 FR 10151
58 FR 10154
58 FR 10155
58 FR 10151
58 FR 10152
58 FR 10152
58 FR 40115
58 FR 10156
58 FR 10156



226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264

1

System Identifier

A0614-100/200 USAREC
A0614-100/200 USMA
A0614-115 DAMI
A0621-1 DAPE
A0621-1 DASG
A0621-1 TAPC
A0635-5 TAPC
A0635-40 TAPC
A0635-200 TAPC
A0640 DARP
A0640-3 CFSC
A0640-10 DARP
A0640-10b NGB
A0640-10c NGB
A0640-10a TAPC
A0640-10b TAPC
A0640-10c TAPC
A0672-5-1 TAPC
A0680-31a TAPC
A0680-31b TAPC
A0690-200 DAPE
A0690-200 TAPC
A0690-400 CE
A0690-600 SAMR
A0690-700 DAPE
A0710-2a DALO
A0710-2b DALO
A0710-2c DALO
A0710-2d DALO
A0715 DAJA
A0725-1 AMC
A0735 SAIS-SF
A0870-5 DAMH
A0920-15 SFDM
A0930-4¢ CFSC
A1105 CE
A1130-2-442CE
Al145a CE
Al145b CE

'DEPARTMENT OF THE ARMY

Exempt System Name

Recruiter Identification/Assignment Records
Evaluation/Assignment of Academic Instructors
E Department of the Army Operational Support Activities
Army Continuing Education System
Long-Term Civilian Training Student Control Files
Civilian Schooling for Military Personnel
Separation Transaction Control/Records Transfer System
Temporary Disability Retirement Master List (TDRL)
Separations: Administrative Board Proceedings
Personnel Management/Action Officer Files
Privilege Card Application Files
Philippine Army Files
Military Personnel Records Jacket (NGB)
Official Military Personnel File (Army National Guard)
Military Personnel Records Jacket Files (MPRJ)
Official Military Personnel File
Career Management Individual Files
Military Awards Case File
Officer Personnel Management Information System (OPMIS)
Enlisted Personnel Management Information System (EPMIS)
School Employee Files
Department of the Army Civilian Personnel Systems
Corps of Engineers Automated Legal System (CEALS) Training Information Program
Equal Opportunity and Equal Employment Opportunity Complaint Files
Grievance Records
Property Officer Designation Files
Hand Receipt Files
Personal Property Accounting Files
Personal Clothing Record Files
Procurement Misconduct Files
Small Arms Sales Record Files
Library Borrowers'/Users Profile Files
Army History Files
Civilian Marksmanship Program
Army Emergency Relief Transaction File
Recreational Use and Expenditure Survey on or Adjacent to Navigable Waters
Corps of Engineers Civilian Uniform Records Files
Reservoir Permit Files
General Permit Files

Federal Register Citation

July 27, 1993
February 22, 1993
November 1, 1995
February 22, 1993
July 27, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 30, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
September 19, 1994
February 22, 1993
February 22, 1993

Questions regarding the Department of the Army’s Privacy Act systems of records notices should be directed to Mrs. Pat Turner, Records Management Division,

U.S. Army Publishing and Records Management Center, ATTN: SAIS-PRP-D, STOP C-55, Fort Belvoir, VA 22060-5576. Telephone (703) 806-3343.

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 505.

58 FR 40115
S8 FR 10157
60 FR 51996
58 FR 10158
S8 FR 40115
58 FR 10159
58 FR 10160
S8 FR 10161
58 FR 10161
58 FR 10162
58 FR 10163
S8 FR 10163
S8 FR 10164
S8 FR 10165
S8 FR 10166
S8 FR 10168
58 FR 10170
58 FR 10171
58 FR 10172
58 FR 10173
58 FR 10174
S8 FR 10174
58 FR 10176
58 FR 10176
S8 FR 45488
58 FR 10177
58 FR 10178
58 FR 10178
58 FR 10179
58 FR 10179
58 FR 10180
S8 FR 10180
58 FR 10181
S8 FR 10182
58 FR 10183
58 FR 10183
59 FR 47845
58 FR 10184
58 FR 10184
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System Identifier

B0210-06
B0210-07
B0228-04
B0228-10
B0302-13
B0302-21
B0303-01
B0303-05
B0303-20
B0401-02
B0401-03
B0402-05
B0408-11
B0502-03

B0502-03-2

B0502-15
B0503-02
B0503-03
B0503-04
B0503-05
B0503-09

B0504-01-2

B0614-01
B0615-07
B0901-07
B0901-08
B1202-17
B1205-05
B1205-23
B1206-02
B1208-06
B1211-03
B1211-07

Exempt System Name

Inspector General Investigative Files
Inspector General Complaint Files
Historical Photographic Files

Installation Historical Files

Record of Accounts Receivable

Record of Travel Payments

Individual Pay Record Files

Leave Record Files

Compensation Data Requests Files
Statements of Employment and Financial Interest
Legal Assistance Case Files

Legal Claims File

Biography Files

Master Billet/Access Record

Classified Material Access Files

Security Compromise Case Files

Security Identification Accountability Files
Firearms Authorization Files

Parking Permit Control Files

Vehicle Registration and Driver Record File
Key Accountability Files

Personnel Security and Suitability Files
Military Personnel Information Files

Safety Awards Files

Alcoholism and Drug Abuse Files

Civilian Employee Drug Abuse Testing Program Records
Contracting Officer Designation Files
Property Officer Designation Files

Report of Survey Files

Self Service Store Authorization Card Files
Motor Vehicle Operator's Permits and Qualifications Files
Passport Files

Individual Government Transportation Files

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
July 13, 1995
July 13, 1995
February 22, 1993
April 20, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
December 2, 1994
July 13, 1995
July 13, 1995
July 13, 1995
July 13, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the Defense Mapping Agency’s Privacy Act systems of records notices should be directed to Ms. Laura Jennings, Defense Mapping Agency,
HTC GCM, Mail Stop D-10, 4600 Sangamore Road, Bethesda, MD 20816-5003. Telephone (301)227-2268. Privacy Act procedural and exemption rules for
this agency are found at 32 CFR part 320.

58 FR 10191
58 FR'10191
58 FR 10192
58 FR 10192
58 FR 10193
58 FR 10194
58 FR 10194
58 FR 10195
58 FR 10195
58 FR 10196
60 FR 36125
60 FR 36126
58 FR 10198
60 FR 19742
58 FR 10199
58 FR 10200
58 FR 10200
58 FR 10201
58 FR 10202
58 FR 10202
58 FR 10203
59 FR 61885
60 FR 36127
60 FR 36128
60 FR 36128
60 FR 36129
58 FR 10208
58 FR 10209
58 FR 10210
58 FR 10210
58 FR 10211
58 FR 10211
58 FR 10212
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"OFFICE OF THE INSPECTOR GENERAL, DOD

System Identifier

CIG-01
CIG-02
CIG-03
CIG-04
CIG-05
CIG-06
CIG-07
CIG-09
CIG-10
CIG-11
CIG-12
CIG-13
CIG-14
CIG-15
CIG-16

Questions regarding the DoD Inspector General’s Privacy Act systems of records notices should be directed to Ms. Shirley Landes, Chief, FOLA/PA Office,
Assistant IG for Administration Information Management , 400 Army Navy Drive, Room 405, Arlington, VA 22202-2884. Telephone (703) 604-9777.

Exempt System Name

Privacy Act and Freedom of Information Act Files
Applicant Records ~

Personnel Locator Cards

Case Control System - Investigative

DoD Motions for Discovery of Electronic Surveillance Files
Investigative Files

Decision Support System (DSS) - OAIG-AUD

Personnel Security Clearance/Eligibility Data

Validation of Credentials of DoD Contractors' Employees
Budget Information Tracking System (BITS)

Drug Free Workplace Records

Travel and Transportation System

Auditor and Inspector Log

Special Inquiries Investigative Case File and Control System
DoD Hotline Program Case Files

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 312.

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

58 FR 10214
58 FR 10215
58 FR 10215
58 FR 10216
58 FR 10217
S8 FR 10217
58 FR 10219
58 FR 10220
58 FR 10221
58 FR 10222
58 FR 10222
58 FR 10224
58 FR 10224
58 FR 10225
58 FR 10226
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‘OFFICE OF THE SECRETARY OF DEFENSE, DOD

System Identifier

DATSD 03
DFMP 06
DFMP 07
DFMP 09
DFMP 24

DGC 02

DGC 04

DGC 05

DGC 06

DGC 15

DGC 16

DGC 17

DGC 18

DHA 01

DHA 02

DHA 03

DHA 04

DHA 05

DHA 06

DHA 07
DOCHA 01
DOCHA 02
DOCHA 04
DOCHA 07
DOCHA 09
DODDS 01
DODDS 02
DODDS 21
DODDS 22
DODDS 23
DODDS 25
DOSIA 01
DPA DCR.A 01
DPA DFOI.A 05
DPA DSR.A 06
DPADSRB 11
DPA DXA.C 09
DPA DXA.D 10
DPAD 12.0
DPAE 02
DSMC 01
DSMC 02
DSMC 06
DSMC 07
DUSDA 02

Exempt System Name

Files of Personnel Evaluated for Non-Career Employment in DoD
DoD Priority Placement Program (STOPPER LIST)

DoD Overseas Employment Program

Defense Equal Opportunity Management Institute Student File
Joint Service Review Activity File

Private Relief Legislation File

Personnel Security Clearance Adjudication Files

Administrative Files on Active Psychiatric Consultants to Department of Defense
Attorney and Summer Intern Position Applications

Reports of Defense Related-Employment

Political Appointment Vetting Files

Hearings and Appeals Case Files

DoD Roster of Mediators

Medical Malpractice Claims Data File

Adverse Clinical Privilege Actions Data File

Pentagon Employee Referral Service (PERS) Counseling Records
DoD Bone Marrow Donor Program

Persian Gulf Veterans Illnesses Files

USTF Managed Care System

Defense Medical Information System

Health Benefits Authorization Files

Medical Care Inquiry Files

Legal Opinion Files

Medical Claim History Files

Grievance Records

Teacher Correspondence Files

Educator Application Files

Department of Defense Dependents Schools (DoDDs) Grievance Records
DoD Dependent Children's School Program Files

Educator Certification/Recertification Files

DoDDS Internal Review Office Project File

OSIA Treaty Inspection Manpower Management System

Joint Civilian Orientation Conference Files

Freedom of Information Program Case Files

Security Review Index File

Mandatory Declassification Review Files

Public Correspondence Files

Privacy Act Request for Access Files

DoD National Media Pool Files

Administrative Files of the Assistant Secretary of Defense, PAE
Defense Systems Management College (DSMC) Personnel Information Files
Defense Systems Management College (DSMC) Student Files
Defense Systems Management College (DSMC) Mailing Lists
DSMC Library and Learning Resource Center

DUSD(A) Personnel Administration Files

Federal Register Citation

May 17, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 1, 1995
August 27, 1993
February 22, 1993
February 22, 1993
March 16, 1995
July 18, 1996
August 25, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
April 11, 1997
August 23, 1995
January 30, 1996
March 24, 1994
March 24, 1994
February 22, 1993
March 24, 1994
August 9, 1993
February 22, 1993
February 22, 1993
August 9, 1993
February 16, 1995
February 22, 1993
February 22, 1993
July 18, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 25, 1995
February 22, 1993

Questions regarding the Secretary of Defense’s Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management Division,

Washington Headquarters Services, 1155 Defense Pentagon, Room 5C315, Washington, DC 20301-1155. Telephone (703) 697-2501.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 311.

59 FR 25620
S8 FR 10241
58 FR 10242
58 FR 10242
58 FR 10249
58 FR 10231
60 FR 55547
58 FR 45320
58 FR 10234
58 FR 10243
60 FR 13936
61 FR 37449
60 FR 44324
58 FR 10234
S8 FR 10235
S8 FR 10236
58 FR 10237
62 FR 17788
60 FR 43775
61 FR 3006

59 FR 13934
59 FR 13936
S8 FR 10253
59 FR 13937
58 FR 42303
S8 FR 10239
58 FR 10239
58 FR 42303
60 FR 9016

58 FR 10248
58 FR 10249
61 FR 37450
58 FR 10256
58 FR 10257
58 FR 10257
58 FR 10258
58 FR 10259
58 FR 10259
58 FR 10261
58 FR 10260
58 FR 10262
58 FR 10262
58 FR 10263
60 FR 44325
S8 FR 10267
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System Identifier

DUSDA 04
DUSDA 05
DUSDP 02
DUSDP 06
DUSDP 07
DUSDP 08
DUSDP 09
DUSDP 11
DWHS B44
DWHS B45
DWHS B46
DWHS P01
DWHS P04
DWHS P08
DWHS P09
DWHS P12
DWHS P14
DWHS P18
DWHS P20
DWHS P25
DWHS P27
DWHS P28
DWHS P29
DWHS P32
DWHS P37
DWHS P39
DWHS P42
DWHS P43
DWHS SPM002

mmm

'OFFICE OF THE SECRETARY OF DEFENSE, DOD

Exempt System Name

Requests for Two-Year Foreign Residence Waiver Files

Human Radiation Research Review

Special Personnel Security Cases

Defense Personnel Security Research and Education Center Research Files
PERSEREC Espionage Database

DoD Foreign Visits System (FVS)

PERSEREC Export Violations Database

Southeast Asia Operational Casualty Records

OSD Travel File

DoD Salary Offset Suspense Control Records

DoD Creditor Agency Accounts Receivable System

Senior Executive Service (SES) and Equivalent Level Files
Reduction-In-Force Case Files

Worker's Compensation-On-The-Job Injuries Report File
Computer Data Base

Executive Development Program and Training Files

Blood Donor Files

Office of the Secretary of Defense Identification Badge Suspense Card System
Report of Personnel Assigned Outside of Department of Defense
Overseas Staffing Files

Department of Defense (DoD) Pentagon Building Pass File
Personnel Security Operations File

Personnel Security Adjudications File

Standards of Conduct Inquiry File

Grievance and Unfair Labor Practices Records

Clerical Merit Promotion File }

DPS Incident Reporting and Investigations Case File
Emergency Personnel Locator Records

Pentagon and Federal Building 2 Carpool Locator

Federal Register Citation

February 22, 1993
August 1, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
September 22, 1993
August 8, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 25, 1995
June 22, 1995
June 7, 1995
February 22, 1993
March 24, 1994
February 22, 1993
March 24, 1994
February 22, 1993
February 22, 1993

Questions regarding the Secretary of Defense’s Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management Division,

Washington Headquarters Services, 1155 Defense Pentagon, Room 5C315, Washington, DC 20301-1155. Telephone (703) 697-2501.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 311.

58 FR 10268
61 FR 40201
58 FR 10264
58 FR 10265
58 FR 10266
58 FR 10267
58 FR 49287
60 FR 40348
58 FR 10279
58 FR 10280
58 FR 10281
58 FR 10268
58 FR 10269
58 FR 10270
58 FR 10270
58 FR 10271
58 FR 10271
58 FR 10272
58 FR 10272
58 FR 10273
60 FR 44321
60 FR 32511
60 FR 30071
58 FR 10275
59 FR 13939
58 FR 10277
59 FR 13938
58 FR 10278
58 FR 10282



Y
OO0 NAAWVEWN -

A H DDA EAEWWWLWWWWWWWWERENRNNNNRNNRNDE = e e o o
NHEWN=OVRONAUMEWNR,OWVRNAUNAEWN=OOVORONANWUHEWN—

DEPARTMENT OF THE AIR FORCE

System Identifier

FO10 AF A
F010 AFIS B
FO10 ARPC A
FO10 AU A
FO10 CVAE A
FOIORE A
FO11 AFA
FOl1 AFB
FOl1 AFMP A
FOl1 AFA A
FOl1 AFAB
FOl11 AFSG A
FOl1 ARPC A
FO11LLI A
F011SG A
FOI2 AFA
F012 AFB
F021 AFSPC A
F030 AF A
FO30AFJA A
FO30AFLEA
F030 AFLEB
FO30AFLEC
F030 AFLED
F030 AF MP A
F030 AF MPB
F030 AF MPC
F030 AF MP D
F030 AFMPE
F030 AFSGA
F030 AF SP A
F030 AFISA A
F030 AFIS C
F030 ARPC A
F030 ARPC B
F030 MPC A
F030 MPC B
F030 SG A
FO30SGB
F033 AETC A
F035 AF A
F035 AFDP A
F035 AF DP B
F035 AF MP A
F035 AF MPB

Exempt System Name

Automated Orders Data System

Prisoner of War (PW) Debriefing Files

Background Material

Potential Faculty Rating System

Secretary of the Air Force Historical Records

Inquiries (Presidential/Congressional)

Locator, Registration and Postal Directory Files

Check Cashing Privilege Files

Congressional and Other High Level Inquiries

Class Committee Products

Faculty Biographical Sketch

High Level Inquiry File

Locator or Personnel Data

Congressional/Executive Inquiries

Professional Inquiry Records System

Information Requests-Freedom of Information Act
Privacy Act Request File

Cable Affairs Personnel/Agency Records

Biographical Data and Automated Personnel Management System
Confidential Financial Disclosure Report

Equal Opportunity in Off-Base Housing

Off-Base Housing Referral Service

Base Housing Management

On/Off-Base Housing Records

Personnel Data System (PDS)

Substance Abuse Reorientation and Treatment Case Files
Casualty Files

Contingency Operations System (COMPES)

Drug Abuse Waiver Requests

Aerospace Physiology Personnel Career Information System
Documentation for Identification and Entry Authority
For Cause Discharge Program

Intelligence Applicant Files

Applications for Identification (ID) Cards

Point Credit Accounting Record System (PCARS)
Deceased Service Member's Dependent File
Indebtedness, Nonsupport, Paternity

Bioenvironmental Engineer Personnel Career Information System
Aerospace Medicine Personnel Career Information System
Lead Management System (LMS)

Officer Quality Force Management Records

Family Support Center (FSC) Accountability and Data Collection System

Colonels Assignment File
Effectiveness/Performance Reporting Systems

Geographically Separated Unit Copy Officer Effectiveness/Airman Performance Report

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 23, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
April 27, 1995
February 22, 1993
November 7, 1994
August 8, 1995
February 22, 1993
February 22, 1993
February 22, 1993
May 17, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 25, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 23, 1993
February 22, 1993
February 22, 1993
May 9, 1994
November 23, 1993
February 22, 1993
November 23, 1993
January 26, 1994
February 22, 1993

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,

Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.

58 FR 10285
58 FR 10286
58 FR 10286
58 FR 10287
58 FR 10287
58 FR 10288
58 FR 61865
58 FR 10289
58 FR 10290
58 FR 10291
58 FR 10291
58 FR 10292
58 FR 10292
58 FR 10294
58 FR 10295
58 FR 10295
58 FR 10296
60 FR 20674
58 FR 10297
59 FR 55450
60 FR 40351
58 FR 10299
58 FR 10300
58 FR 10300
59 FR 25628
58 FR 10308
58 FR 10309
58 FR 10311
58 FR 10312
58 FR 10313
58 FR 10313
58 FR 30029
58 FR 10315
58 FR 10316
58 FR 10316
58 FR 10317
58 FR 61865
58 FR 10318
58 FR 10319
59 FR 23832
58 FR 61866
58 FR 10321
58 FR 61879
59 FR 3667

58 FR 10323

11



‘DEPARTMENT OF THE AIR FORCE

System Identifier

F035 AFMP C
F035 AF MPD
F035 AF MP E
F035 AF MP F
F035 AFMP G
F035 AF MPH
FO35 AFMP I
F035 AFMPJ
F035 AF MP K
F035 AFMP L
F035 AF MP M
F035 AF MPN
F035 AF MP O
F035 AF MP P
F035 AF MP R
F035 AFMP S
F035 AFA A
F035 AFA B
F035 AFAC
F035 AFOSI B
F035 AFOSI C
F035 AFOSI D
F035 AFRES A
F035 AFRES B
F035 AFMC A
F035 ARPC A

' F035 ARPCB

F035 ARPC C
F035 ARPCD
F035 ARPCE
F035 ARPC G
F035 ARPC1
F035 AETC B
F035 AETCC
F035 AETC D
F035 AETC G
F035 AETCH
F035 AETC 1
F035 AETC)J
F035 AETCK
FO35 HC A
F035HCB
FO35HCC
FO35HCD
FO35HCE

Exempt System Name

Military Personnel Records System

Officer Performance Report (OPR)/Enlisted Performance Report (EPR) Appeal Case Files
United States Air Force (USAF) Airman Retraining Program
Request for Selective Reenlistment Bonus (SRB) and/or Advance Payment of SRB
Selective Reenlistment Consideration

Air Force Enlistment/Commissioning Records System
Incoming Clearance Record

Absentee and Deserter Information Files

Relocation Preparation Project Folders

Unfavorable Information Files (UIF)

Officer Promotion and Appointment

Individual Weight Management File

Unit Assigned Personnel Information

General Officer Personnel Data System

Application for Appointment and Extended Active Duty Files
Physical Fitness File

Cadet Personnel Management System

Master Cadet Personnel Record (Active/Historical)
Prospective Instructor Files

Career Development Folder

Informational Personnel Records

" Internal Personnel Data System

Personnel Interview Record

Recruiters Automated Management System (RAMS)

Personnel Management Information System for Air Force Materiel Command (AFMC) Commanders
Administrative Discharge for Cause on Reserve Personnel
Informational Personnel Management Records

Correction of Military Records of Officers and Airmen

Data Change/Suspense Notification

Flying Status Actions

Officer Promotions

Requests for Discharge from the Air Force Reserve

Air Force Junior ROTC (AFJROTC) Applicant/Instructor System
Air Force Reserve Officer Training Corps Qualifying Test Scoring System
Basic Trainee Interview Record

Recruiting Activities Management Support System (RAMSS)
Recruiting Research and Analysis System

Status of Ineffective Recruiter

Drug Abuse Control Case Files

Processing and Classification of Enlistees (PACE)

Chaplain Information Sheet

Chaplain Personnel Record

Chaplain Personnel Action Folder

Chaplain Applicant Processing Folder

Assignment Action File

Federal Register Citation

October 4, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 8, 1995
February 22, 1993
February 22, 1993
February 22, 1993
October 17, 1996
February 22, 1993
November 23, 1993
February 22, 1993
January 26, 1994
February 22, 1993
May 17, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 25, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

‘February 22, 1993

February 22, 1993
May 9, 1994
May 9, 1996
May 9, 1994
May 9, 1994
May 9, 1994
May 9, 1994
May 9, 1994
May 9, 1994
February 22, 1993
February 22, 1993
November 7, 1994
November 7, 1994
November 7, 1994

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.

61 FR 51923
58 FR 10325
58 FR 10326
58 FR 10326
58 FR 10327
60 FR 40352
58 FR 10328
58 FR 10329
58 FR 10329
61 FR 54174
58 FR 10331
58 FR 61871
58 FR 10333
59 FR 3669

58 FR 10335
59 FR 25627
58 FR 10335
58 FR 10337
58 FR 10338
58 FR 10339
58 FR 10339
58 FR 10340
58 FR 10341
58 FR 10341
58 FR 30031
58 FR 10343
58 FR 10343
58 FR 10344
58 FR 10345
58 FR 10345
58 FR 10346
58 FR 10347
59 FR 23834
59 FR 23835
59 FR 23836
59 FR 23837
59 FR 23838
59 FR 23439
59 FR 23840
59 FR 23841
58 FR 10353
58 FR 10354
58 FR 55453
S9FR 55454
59 FR 55455

12
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109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135

"DEPARTMENT OF THE AIR FORCE

System Identifier

F035 MP A
F035 MP B
F035 MPC B
F035 MPCD
F035 MPCE
F035 MPCF
F035 MPC G
F035 MPCH
F035 MPC'J
F035 MPCK
F035 MPCL
F035 MPC P
F035 MPC Q
F035 MPCR
F035 MPC S
F035 MPC U
FO35RE A
FO35SREB
F035 SAFCB A
F035 SAFPA A
F035 SAFPC A
F035 SAFPC B
F035 SAFPC C
F035 SAFPC D
FO35SG A
F035SGB
F035SGC
F036 AFMC D
F040 AA A
F040 AFDP A
F040 AFMPH
F040 AF MPJ
F040 AF NAFI A
F040 AF NAFI B
F040 AFAA A
F040 AFMC A
F040 AFRES A
F040 ASG A
F045 AETCC
F045 AFRES A
F045 ARPC A
F045 ARPC B
F045 ATCE
F045 MPC A
F050 ACCB

E

Exempt System Name

Files on General Officers and Colonels Assigned to General Officer Position
Statutory Tour Program

Civilian/Military Service Review Board

Correction of Military Record System

Disability Retirement Records

Health Education Records

Medical Officer Personnel Utilization Records

Medical Opinions on Board for Correction of Military Records Cases (BCMR)
Airmen Utilization Records System .
Promotion Documents/Records Tracking (PRODART) and Airman Promotion Historical Records (APHR) System
Historical Airman Promotion Master Test File (MTF)

Recorder's Roster

Officer Utilization Records System

Air Force Personnel Test 851, Test Answer Sheets

Aviation Service Historical Data File

Separation Case Files (Officer and Airman)

Personnel Files on Statutory Tour Officers

Files on Reserve General Officers; Colonels Assigned to General Officer Positions
Military Records Processed by the Air Force Correction Board

Mobilization Augmentee Training Folders

Air Force Discharge Review Board Retain Files

Air Force Discharge Review Board Original Case Files

Air Force Discharge Review Board Voting Cards

Air Force Discharge Review Board Case Control/Locator Cards

Application for Aeronautical Rating (Senior and Chief Flight Surgeon)
Medical Service Corps Personnel Files

Veterinary Personnel Files

Education/Training Management System (ETMS)

Civilian Personnel Files

Civilian Employee Drug Testing Records

Employee Assistance Program Case Record Systems

Civilian Appeal and Grievance System

Non-Appropriated Fund (NAF) Civilian Personnel Records

Non-Appropriated Fund (NAF) Civilian Personnel Records-Manpower

Merit Promotion File

Air Force Logistics Command (AFC) Senior Civilian Information File

Air Reserve Technician (ART) Officer Selection Folders

Civilian Pay-Personnel-Manpower (Paperman)

Cadet Records

Reserve Medical Service Corps Officer Appointments

Air Force Reserve Application

Inactive Duty Training, Extension Course Institute (ECI) Training

Four-Year Reserve Officer Training Corps (AFROTC) Scholarship Program Files
Educational Delay Board Findings

Operations Training Development Evaluation

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
November 23, 1993
November 23, 1993
November 23, 1993
November 23, 1993
November 23, 1993
February 22, 1993
May 17, 1994
February 22, 1993
November 23, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 25, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 9, 1996
February 22, 1993
February 22, 1993
February 22, 1993
January 20, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
January 26, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 28, 1995

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,
Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.
Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.

58 FR 10355
58 FR 10355
58 FR 10356
S8 FR 61873
58 FR 61874
58 FR 61875
S8 FR 61877
58 FR 61878
S8 FR 10361
59 FR 25625
58 FR 10363
58 FR 61880
58 FR 10365
58 FR 10367
S8 FR 10367
58 FR 10368
S8 FR 10369
58 FR 10369
58 FR 30033
S8 FR 10370
58 FR 10370
S8 FR 10371
58 FR 10371
58 FR 10372
S8 FR 10373
58 FR 10373
58 FR 10374
61 FR 4966

58 FR 10374
S8 FR 10375
58 FR 10376
60 FR 20674
58 FR 10376
58 FR 10377
58 FR 10377
58 FR 10378
58 FR 10379
58 FR 10379
59 FR 3671

S8 FR 10380
S8 FR 10380
S8 FR 10381
S8 FR 10383
58 FR 10383
60 FR 58603

13



136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180

"DEPARTMENT OF THE AIR FORCE

System Identifier

F050 AETC A
F050 AETC B
F050 AETC1
F050 AF A
F050 AF MP A
F050 AF SG A
F050 AFA A
F050 AFAB
F050 AFAC
F050 AFAA A
F050 AFAA B

FOS0 AFC4A A

FO50 AFFSA A
F050 AFIC A

F050 AFOSI A
F050 AFRES A
F050 AFMC A

F050 AFSPACECOM A

F050 AMC A
F050 AMC B
F050 AMCC
F050 ARPC A
F050 AUF
FOS0 AUG
FOS0 AUJ
F050 AUK
F050 SAFPA A
F050 SAFPA B
F050 USAFE A
FOS1 AF A
F051 AFB
FO51 AFC
FOS1 AFJA A
FO51 AMC A
FOS3 AFA A
F053 AFAB
FO53 AFAC
FO53 MP A
FO55 ACCA
F060 AF A
F060 AF B
F060 ANG A
F066 AF A
F067 AF A
F067 AF B

Exempt System Name

Officer Training Group (OTG) Resource Management System - Officer Trainees
Community College of the Air Force Student Record System

Defense English Language Management Information System (DELMIS)
Student Record

Education Services Program Records (Individual)

Nursing Skill Inventory

Military Performance Average

Instructor Academic Records

Academy Athletic Records

Air Force Audit Agency Office Training File

Employee Training and Career Development File

Individual Academic Training Record

USAF Air Traffic Control (ATC) Certification and Withdrawal Documentation
Training Progress

Air Force Special Investigations Academy Individual Academic Records
Undergraduate Pilot and Navigator Training

Systems Acquisition Schools Student Records

Space Command Operations Training

Training Instructors (Academic Instructor Improvement/Evaluation)
Training Progress (Permanent Student Record)

Training Systems Research and Development Materials

Professional Military Education (PME)

Air University Academic Records

Student Record Folder

Student Questionnaire

Institutional Research Analysis System

Graduates of Air Force Short Course in Communication (Oklahoma University)
Information Officer Short Course Eligibility File

Student Identification/Locator Card

Flying Training Records

Flying Training Records - Nonstudent

Flying Training Records - Student

Judge Advocate General's Professional Conduct Files

Air Crew Instruction Records

Educational Research Data Base

Preparatory School Records

Admissions Records

Air Force Academy Appointment and Separation Records

Air-to-Air Weapon System Evaluation Program

Air Force Operations Resource Management Systems (AFORMS)
Contractor Flight Operations

Progress Report, Undergraduate Pilot Training

Core Automated Maintenance System (CAMS)

Government Furnishings Issue Record

Base Service Store/Tool Issue Center Access

Federal Register Citation

May 9, 1994

May 9, 1994

May 9, 1994

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

. November 23, 1993

November 23, 1993
March 11, 1993
February 22, 1993
February 22, 1993
May 25, 1993
November 7, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
December 2, 1994
February 22, 1993
March 11, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 19, 1993
February 22, 1993
March 11, 1993
February 22, 1993
November 23, 1993
February 22, 1993
February 22, 1993

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,

Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.

59 FR 23842
59 FR 23843
59 FR 23845
58 FR 10385
S8 FR 10386
S8 FR 10386
58 FR 10387
S8 FR 10387
S8 FR 10388
58 FR 10389
S8 FR 10389
58 FR 61882
58 FR 61881
S8 FR 13453
58 FR 10392
S8 FR 10393
58 FR 30034
59 FR 55456
58 FR 10395
58 FR 10395
58 FR 10396
58 FR 10396
58 FR 10400
58 FR 10400
S8 FR 10401
58 FR 10401
58 FR 10403
58 FR 10403
58 FR 10404
58 FR 10404
58 FR 10405
S8 FR 10406
S9FR 61883
S8 FR 10407
S8 FR 13456
58 FR 10408
58 FR 10408
58 FR 10409
58 FR 29206
S8 FR 10411
S8 FR 13457
S8 FR 10413
S8 FR 61883
S8 FR 10414
S8 FR 10415



181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225

“DEPARTMENT OF THE AIR FORCE

System Identifier

F067 AFLE A
F067 AFMC A
F070 AF AFO A
F075 AFDP A
F075 AFLEA
F075 AFLEB
F075 USAFE A
F076 AMC A
F077 AFLE A
F080 AFMC A
F090 AF A
F090 AF B
F100 AFC4A A
FI10 AFJA A
FI10 AFJAB
F110 AFAFCH
F110 AFRES A
FI10JAA
FI110JAB
FI10JAC
F110JAD
FI110JAE
F110 USAFE A
FI111 AFJA A
F111 AFJAB
F112 AFJA A
F112AFJAB
F120 AFIG A
F120 AFIGB
F123 AFISC A
F124 AF A
F124 AF B
F124 AFC
F124 AFD
F124 AFOSI A
F124 AFOSI B
F125 AF A
F125 AF SP A
F125 AF SPB
F125 AF SPD
F125 AFSPE
F125 AFSPF
F125 AF SPG
F125 AF SPH
F125 AF SP 1

Exempt System Name

mmmm m

mm

Personal Clothing and Equipment Record

Equipment Maintenance Management Program (EMMP)
Accounts Payable Records

Application for Early Return of Dependents

Household Goods Nontemporary Storage System (NOTEMPS)
Personal Property Movement Records

Customs Control Records

Passenger Reservation and Management System

Motor Vehicle Operators' Records

Aeromedical Research Data

Visiting Officer Quarters-Transient Airman Quarters Reservation
Unaccompanied Personnel Quarters Assignment/Termination
Military Affiliate Radio System (MARS) Member Records

Legal Assistance Administration .
Litigation Records (Except Patents)

Legal Administration Records of the Staff Judge Advocate
Reserve Judge Advocate Training Report

Freedom of Information Act Appeals

Invention, Patent Application, Application Security, and Patent Files
Judge Advocate Personnel Records

Patent Infringement and Litigation Records

Air Force Reserve Judge Advocate Personal Data

Civil Process Case Files

Automated Military Justice Analysis and Management System (AMJAMS)
Courts-Martial and Article 15 Records

~ Air Force Claims Information Management System (AFCIMS)

Claims Records

Inspector General Records - Freedom of Information Act
Inspector General Records

United States Air Force (USAF) Inspection Scheduling System
Counterintelligence Operations and Collection Records
Security and Related Investigative Records

Criminal Records

Investigative Support Records

Badge and Credentials

Investigative Applicant Processing Records

Correction and Rehabilitation Records

Air Force Policy Statement - Firearms Safety and Use of Force
Complaint/Incident Reports

Field Interview Card

Security Police Automated System (SPAS)

Notification Letters to Persons Barred From Entry to Air Force Installations
Pickup or Restriction Order

Provisional Pass

Registration Records (Excluding Private Vehicle Records)

Federal Register Citation

February 22, 1993 58 FR 10415
May 25, 1993 58 FR 30034
February 22, 1993 S8 FR 10416
February 22, 1993 58 FR 10418
February 22, 1993 58 FR 10418
February 22, 1993 58 FR 10419
February 22, 1993 58 FR 10420
February 22, 1993 58 FR 10421
February 22, 1993 58 FR 10422
May 25, 1993 58 FR 30035
February 22, 1993 58 FR 10423
February 22, 1993 58 FR 10423
November 23, 1993 58 FR 61884
November 7, 1994 59 FR 55457
February 22, 1993 58 FR 10425
February 22, 1993 58 FR 10426
February 22, 1993 58 FR 10427
February 22, 1993 58 FR 10427
February 22, 1993 58 FR 10428
February 22, 1993 58 FR 10429
February 22, 1993 58 FR 10430
February 22, 1993 58 FR 10431
February 22, 1993 58 FR 10431
April 25, 1994 59 FR 19700
February 22, 1993 58 FR 10432
February 22, 1993 58 FR 10433
February 22, 1993 58 FR 10434
February 22, 1993 58 FR 10435
February 22, 1993 58 FR 10436
February 22, 1993 58 FR 10436
February 22, 1993 S8 FR 10437
February 22, 1993 58 FR 10438
February 22, 1993 58 FR 10439
February 22, 1993 58 FR 10440
February 22, 1993 58 FR 10441
February 22, 1993 58 FR 10442
November 23, 1993 S8 FR 61885
February 22, 1993 58 FR 10444
March 11, 1993 58 FR 13459
February 22, 1993 58 FR 10445
February 22, 1993 58 FR 10446
February 22, 1993 58 FR 10447
February 22, 1993 58 FR 10447
February 22, 1993 58 FR 10448
February 22, 1993 58 FR 10449

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,

Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.



226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270

System Identifier

F125 AFSPJ

F125 AF SPK
F125 AFSPL
F125 AFMC A
F160 AF SG A
F160 AF SG B
F160 AF SGC
F160 AF SGD
F160 AFA A

F160 ARPC A

F160 DODMERB A

F160 MPC A
F160 SG A
F161 AF SG A
Fl61 AF SGB
F161 AFSGC
F162 AFSG A
F162SG A
F168 AF SG A
F168 AF SGB
F168 AF SGC
F168 AF SGD
F168 AF SGE
F168 AF SGF
F168 AF SG G
F175 AFAA A
F176 AAA
F176 AF HC A
F176 AF MP A
F176 AF MP B
F176 AFMP C
F176 AF MP D
F177 AETC A
F177 AF AFC A
F177 AF AFCB
F177 AF AFCC
F177 AF AFCD
F177 AF AFCE
F177 AF AFCF
F177 AFSG A
F177 AFA A
F177 AFAFC A
F177 AFAFCB
F177 AFAFC C
F177 AFAFC D

mDEPARTMENT OF THE AIR FORCE

Exempt System Name

Serious Incident Reports

Vehicle Administration Records

Traffic Accident and Violation Reports

AFMC Badge and Vehicle Control Records

USAF Hearing Conservation Record System

Medical Professional Staffing Records

Medical Treatment Facility Tumor Registry

Drug Abuse Rehabilitation Report System

Cadet Hospital/Clinic Records

Physical Examination Reports Suspense File

Department of Defense Medical Examination Review Board Medical Examination Files
Medical Assignment Limitation Record System

Aircrew Standards Case File

Air Force Aerospace Physiology Training Programs

Compression Chamber Operation

USAF Master Radiation Exposure Registry

Dental Health Records

Dental Personnel Actions

Automated Medical/Dental Record System

Family Advocacy Program Record

Medical Record System

Medical Service Accounts

Nursing Service Records

Air Force Blood Program

Reporting of Medical Conditions of Public Health and Military Significance
Air Force Audit Agency Management Information System - Report File
Accounts Receivable

Chaplain Fund Service Contract File

Non-Appropriated Fund Instrumentalities (NAFIs) Financial System
Non-Appropriated Fund (NAF) Insurance and Employee Benefit System File
Morale, Welfare, and Recreation (MWR) Participation/Membership/Training Records
Non-Appropriated Funds Standard Payroll System

Air Force ROTC Cadet Pay System

Accounts Receivable Records Maintained by Accounting and Finance
Travel Records

Air Reserve Pay and Allowance System (ARPAS)

Joint Uniform Military Pay System (JUMPS)

Reports of Survey

Civilian Pay Records

Control Logs

Cadet Accounting and Finance System

Accounting and Finance Officer Accounts and Substantiating Documents
Accrued Military Pay System, Discontinued

Uniformed Services Savings Deposit Program (USSDP)

Claims Case File - Active Duty Casualty Case Records

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
May 25, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 23, 1993
February 22, 1993
November 23, 1993
November 23, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 25, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
March 4, 1997
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 9, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,

Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.

58 FR 10449
58 FR 10450
58 FR 10451
58 FR 30036
58 FR 10453
58 FR 10454
58 FR 10455
58 FR 10456
58 FR 10456
58 FR 10457
58 FR 10457
58 FR 61887
58 FR 10458
58 FR 61888
58 FR 61890
58 FR 10461
58 FR 10462
58 FR 10463
58 FR 30037
58 FR 10466
58 FR 10468
58 FR 10469
58 FR 10470
58 FR 10470
62 FR 9755
58 FR 10471
58 FR 10471
58 FR 10472
58 FR 10472
58 FR 10473
58 FR 10474
58 FR 10475
59 FR 23846
58 FR 10476
58 FR 10478
58 FR 10479
58 FR 10480
58 FR 10482
58 FR 10483
58 FR 10484
58 FR 10484
58 FR 10485
58 FR 10486
58 FR 10487
58 FR 10488



271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309

‘”DEPARTMENT OF THE AIR FORCE

System Identifier

F177 AFAFCE
F177 AFAFCF
F177 AFAFC G
F177 AFAFC1
F177 AFAFC]J
F177 AFAFCK
F177 AFAFC L
F178 AFC4A A
F178 AFMCB
F190 AFPA A
F190 AFPAB
F190 SAFPA A
F190 SAFPA B
F190 SAFPA C
F200 AFIS A
F205 AF A
F205 AF SP A
F205 AFISA A
F205 AFMC A
F205 AFSCO A
F205 AFSCOB
F205 AFSCO C
F205 AFSP A
F211 AFMP A
F213 AFMP A
F213 AFMWRC A
F215 AFDP A
F215 AFAB
F215 AFMWRSA A
F215 AU A
F265 AFA A
F265 HC A
F265 HCB
F265 HCD
F900 ACC A
F900 AF MP A
F900 AF MP B
F900 AFA A
F900 AFAB

Exempt System Name

Claims Case File - Corrected Military Records

Claims Case File - Missing in Action Data

Indebtedness and Claims

Loss of Funds Case Files

Military Pay Records

Pay and Allotment Records

USAF Retired Pay System

Center Automated Manpower and Update System (CAMPUS)
Manhour Accounting System (MAS)

Special Events Planning - Protocol

Hometown News Release Background Data File

Biographies of Officers and Key Civilians Assigned to SAF/PA
Official Biographies

Public Affairs References

Security File for Foreign Intelligence Collection

Personnel Security Access Records

Special Security Files

Sensitive Compartmented Information Personnel Records
Space Human Assurance and Reliability Program (SHARP)
Special Security Case Files

Presidential Support Files

Personnel Security Clearance and Investigation Records
Requests for Access to Classified Information by Historical Researchers
Family Services Volunteer Record

Individual Class Record Form

Air Force Educational Assistance Loans

Child Development/Youth Activities Records

Library/Special Collections Records

Automated Air Force Library Information System

Air University (AU) Library Patron Database

Cadet Chaplain Records

Non-Chaplain Ecclesiastical Endorsement Files

Chaplain Personnel Roster

Records on Baptisms, Marriages and Funerals by Air Force Chaplains
Special Awards File

Awards and Decorations

Suggestions, Inventions, Scientific Achievements

Cadet Awards Files

Thomas D. White National Defense Award

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 23, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 25, 1993
May 25, 1993
August 8, 1995
August 8, 1995
August 8, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 19, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 28, 1995
March 8, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the Department of the Air Force’s Privacy Act systems of records notices should be directed to Mrs. Anne P. Rollins, Air Force Access Programs Manager,

Department of the Air Force, AF/SCMI, 1250 Air Force Pentagon, Room 5B520, Washington, DC 20330-1250. Telephone (703) 697-8674.

Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 806b.

58 FR 10489
58 FR 10489
S8 FR 10490
S8 FR 10491
58 FR 10492
58 FR 10493
S8 FR 10494
S8 FR 61892
58 FR 10497
58 FR 10497
58 FR 10498
58 FR 10498
58 FR 10499
58 FR 10500
58 FR 10501
58 FR 10502
58 FR 10503
58 FR 30039
58 FR 30040
60 FR 40353
60 FR 40354
60 FR 40355
58 FR 10508
58 FR 10509
58 FR 10510
58 FR 10510
58 FR 10510
58 FR 10512
58 FR 29207
S8 FR 10513
58 FR 10513
58 FR 10514
58 FR 10514
58 FR 10515
60 FR 58604
58 FR 12944
58 FR 10517
S8 FR 10517
58 FR 10518

17
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"NATIONAL SECURITY AGENCY / CENTRAL SECURITY SERVICE

System Identifier

GNSA 01
GNSA 02
GNSA 03
GNSA 04
GNSA 05
GNSA 06
GNSA 07
GNSA 08
GNSA 09
GNSA 10
GNSA 11
GNSA 12
GNSA 13
GNSA 14
GNSA 15
GNSA 16
GNSA 17
GNSA 18

mmmmmmmmommommmmmmmmm

Exempt System Name

NSA/CSS Access, Authority and Release of Information File
NSA/CSS Applicants

NSA/CSS Correspondence, Cases, Complaints, Visitors, Requests
NSA/CSS Military Reserve Personnel Data Base

NSA/CSS Equal Employment Opportunity Data

NSA/CSS Health, Medical and Safety Files

NSA/CSS Motor Vehicles and Carpools

NSA/CSS Payroll and Claims

NSA/CSS Personnel File

NSA/CSS Personnel Security File

NSA/CSS Time, Attendance and Absence

NSA/CSS Training

NSA/CSS Archival Records

NSA/CSS Library Patron File Control System

NSA/CSS Computer Users Control System

NSA/CSS Drug Testing Program

NSA/CSS Employee Assistance Service (EAS) Case Records
NSA/CSS Operations Files

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
June 7, 1995
August 9, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the National Security Agency’s Privacy Act systems of records notices should be directed to Ms. Pat Schuyler, Policy Staff, N51, National Security Agency,
9800 Savage Road, Ft. Meade, MD 20755-6000. Telephone (301) 688-6527. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 322.

58 FR 10532
58 FR 10533
S8 FR 10534
58 FR 10535
58 FR 10536
58 FR 10536
58 FR 10537
60 FR 30074
58 FR 42303
58 FR 10540
58 FR 10541
58 FR 10542
58 FR 10543
58 FR 10544
S8 FR 10544
58 FR 10545
58 FR 10546
58 FR 10547

18
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DEFENSE SPECIAL WEAPONS AGENCY

System Identifier

Exempt System Name

Federal Register Citation

HDSWA 001 Employee Assistance Program August 26, 1996 61 FR 43740
HDSWA 002 Employee Relations August 26, 1996 61 FR 43741
HDSWA 004 Nuclear Weapons Accident Exercise Personnel Radiation Exposure Records October 15, 1996 61 FR 53725
HDSWA 005 Manpower/Personnel Management System August 26, 1996 61 FR 43743
HDSWA 006 Employees Occupational Health Programs August 26, 1996 61 FR 43745
HDSWA 007 Security Operations August 26, 1996 61 FR 43746
HDSWA 010 Nuclear Test Participants August 26, 1996 61 FR 43747
HDSWA 011 Inspector General Investigation Files August 26, 1996 61 FR 43748
HDSWA 012 Carpooling Program August 26, 1996 61 FR 43749
HDSWA 014 Student Records October 15, 1996 61 FR 53726
HDSWA 017 Voluntary Leave Sharing Program Records March 24, 1997 62 FR 13873

Questions regarding the Defense Special Weapons Agency’s Privacy Act systems of records notices should be directed to Ms. Sandy Barker, Office of General Counsel,
Defense Special Weapons Agency, 6801 Telegraph Road, Alexandria, VA 22310-3398. Telephone (703) 325-7681. Privacy Act procedural and exemption rules for
this agency are found at 32 CFR part 318.

19
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‘)OFFICE OF THE JOINT CHIEFS OF STAFF

System Identifier

JSOOIMILPERS
JS002MILPERS
J0003SMB
JSO04SECDIV
JS006CND
JSO07MPD

Exempt System Name

Joint Staff Medals and Awards Files and Reports System; Microfilmed Historical Awards
Military Personnel Files

Manpower, Personnel and Security System (MPSS)

Joint Staff Security Clearance Files

Department of Defense Counternarcotics C4I System

Joint Manpower Automation System

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
August 25, 1995
February 22, 1993
April 19, 1993

Questions regarding the Joint Chiefs of Staff’s Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management Division,
Washington Headquarters Services, 1155 Defense Pentagon, Room 5C315, Washington, DC 20301-1155. Telephone (703) 697-2501. Privacy Act procedural and
exemption rules for this agency are found at 32 CFR part 313.

58 FR 10558
58 FR 10559
58 FR 10559
60 FR 44322
58 FR 10561
58 FR 21146

20
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System Identifier

KCIV.01
KDCE.O1
KDCE.02
KDCE.03
KDEC.02
KDEC.03
KDEC.04
KDEC.05
KDEC.06
KDEC.07
KDEC.08
KEUR.02
KEUR.03
KEUR.04
KEUR.05
KEUR.07
KEUR.08
KEUR.09
KEUR.10
KMIN.O1
KNCS.01
KNCS.02
KNCS.03
KPAC.01
KPAC.02
KPAC.03
KPAC.04
KPAC.05
KWHC.01
KWHC.02
KWHC.03
KWHC.04
KWHC.05
KWHC.06
KWHC.07
K105.01
K107.01
K232.01
K232.02
K240.01
K240.02
K240.03
K240.04
K240.05
K240.06

Questions regarding the Defense Information Systems Agency’s Privacy Act systems of records notices should be directed to Ms. Jill van der Does,
Defense Information Systems Agency, CIO/D03A, 3701 N. Fairfax Drive, Suite 426, Arlington, VA 22203-1713. Telephone (703) 696-1890.

DEFENSE INFORMATION SYSTEMS AGENCY

Exempt System Name

Records Relating to DISA Transactions Under the Privacy Act of 1974

Visit Notification/Clearance Verification Records NR501-11

Parking Permit Control Files 501-07

DA Form 727 Classified Container Information File 503-02

Authorization to Sign for Classified Material List

Classified Material Receipt Authorization List

Authority to Review/Sign for Classified Messages at 1918 Communications Center
Access Listing to Classified Material NATO)

Nominations/Enrollments for Training Courses

601-11 Duty Rosters

101-06 Request and Authorization for Temporary Duty Travel

DISA Form 605, Personnel Data Sheet

Incident Report File

Security Clearance File

Classified Container Information Forms

Postal Directory File

Travel Order and Voucher File

Noncombatant Information Card, AEZ Form 6-106

Personnel File

Minority Identification File List

National Communications System Continuity of Operations Plan (NCS COOP) Automated Support
National Communications System (NCS) Plan for Emergencies and Major Disasters
National Communications System Emergency Action Group (NEAG)
Classified Container Information Form DA 727

Authorization to Sign for Classified Material Lists

420-20 Permanent Change of Station and Temporary Duty Travel Order File
Time and Attendance Cards and Labor Distribution Cards

403-03 Injury Records

Agency Training File System

Military Personnel Files System

Personnel Locator File System

Military Financial File System

Personnel Information System

Personnel Security Files

Agency Access/Pass File System

208.10 Confidential Statement of Employment and Financial Interest
Investigation of Complaint of Discrimination

Travel Orders Records System

Injury Record File

Personnel Security Investigative Dossier File (PSIDF)

Sensitive Compartmented Information (SCI) Posn/Pers Accountability System
Clearance Card File for Defense Communications Agency (DISA) Personnel
Identification Badge System

Visitor Clearance File

Classified Container Information on Form (SF 700)

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 316.

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 23, 1995

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

58 FR 10563
58 FR 10564
58 FR 10564
58 FR 10565
58 FR 10566
58 FR 10566
58 FR 10567
58 FR 10567
58 FR 10568
58 FR 10568
58 FR 10569
58 FR 10569
58 FR 10570
58 FR 10570
58 FR 10571
58 FR 10571
58 FR 10572
58 FR 10572
58 FR 10573
58 FR 10574
58 FR 10575
58 FR 10575
58 FR 10576
58 FR 10577
58 FR 10577
58 FR 10578
58 FR 10579
58 FR 10579
58 FR 10580
58 FR 10580
58 FR 10581
58 FR 10582
58 FR 10583
58 FR 10583
58 FR 10584
58 FR 10585
58 FR 10586
58 FR 10587
58 FR 10587
60 FR 43777
58 FR 10589
58 FR 10590
58 FR 10591
58 FR 10591
58 FR 10593
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System Identifier

K240.07
K240.08
K317.01
K660.01
K700.01
K700.02
K700.03
K700.04
K700.05
K700.06
K700.07
K700.09
K700.10
K700.11
K700.12
K700.13
K700.15
K700.16
K700.17
K700.35
K890.01
K890.03
K890.04
K890.05
K890.06
K890.07

Questions regarding the Defense Information Systems Agency’s Privacy Act systems of records notices should be directed to Ms. Jill van der Does,
Defense Information Systems Agency, CIO/D03A, 3701 N. Fairfax Drive, Suite 426, Arlington, VA 22203-1713. Telephone (703) 696-1890.

bEFENSE INFORMATION SYSTEMS AGENCY

Exempt System Name

Vebhicle and Parking Registration Card

Security Violation Case File

Mishap Report

303-41-42 Claims Files, Requests for Waiver of Pay and Allowances
Employee-Management Relations and Services Files
Civilian Awards Program File

Manpower and Personnel System (MAPS)

Priority Reassignment Eligibles File

Executive Level Position Files

Report of Defense Related Employment

Employee Record File

603-02 Service Record Card Files

603-08 Annual Classification Maintenance Review File
602-18 Promotion Register and Record Files

602-10 Civil Service Certificate Files

602-26 Retention Register Files (Reduction-in-Force)
603-05 Chronological Journal Files

Classification Appeals File

603-01 Official Personnel Folder Files (Standard Form 66)
602-11 Active Application Files (Applicant Supply Files)
Freedom of Information Act File (FOIA)

Awards Case History File

Military Personnel Management/Assignment Files
Overseas Rotation Program Files

Card File for Forwarding Mail of Departed Personnel
Education, Training, and Career Development Data System

Privacy Act procedural and exemptions rules for this agency are found at 32 CFR part 316.

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 9, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 6, 1993
February 22, 1993
August 23, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

58 FR 10593
58 FR 10593
58 FR 10595
58 FR 10596
58 FR 42303
58 FR 10597
58 FR 10598
58 FR 10599
58 FR 10600
58 FR 10600
58 FR 10601
58 FR 10601
58 FR 10602
58 FR 10603
58 FR 10603
58 FR 10604
58 FR 10605
58 FR 10605
58 FR 42303
58 FR 10607
60 FR 43778
58 FR 10609
58 FR 10610
58 FR 10610
58 FR 10611
S8 FR 10612
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DEFENSE INTELLIGENCE AGENCY

System Identifier

LDIA 0005

LDIA 0008
LDIA 0010
LDIA 0011
LDIA 0014
LDIA 0015
LDIA 0140
LDIA 0150
LDIA 0209
LDIA 0271
LDIA 0275
LDIA 0335
LDIA 0435
LDIA 0450
LDIA 0480
LDIA 0590
LDIA 0660
LDIA 0800
LDIA 0813
LDIA 0900

Exempt System Name

Personnel Management Information System (PMIS)
Vehicle Registration Information Files

Requests for Information

Student Information Files

Employee Grievance Files

Biographic Sketch

Passports and Visas

Official Traveler Profile

Litigation and Disposition Documentation
Investigations and Complaints

DoD Hotline Referrals

Alcohol and Drug Abuse Reporting Program

DIA Awards Files

Drug-Free Workplace Files

Reserve Training Records

Defense Intelligence Special Career Automated System (DISCAS)
Security Files

Operation Record System

Bibliographic Data Index System

Accounts Receivable, Indebtedness and Claims

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

Questions regarding the Defense Intelligence Agency’s Privacy Act systems of records notices should be directed to Mrs. Melissa L. Folz, Records Management Officer,
Defense Intelligence Agency, ATTN: DA-A, Washington, DC 20340-3190. Telephone (202) 231-4291. Privacy Act procedural and exemption rules for this agency

are found at 32 CFR part 319.

S8 FR 10615
S8 FR 10616
S8 FR 10616
S8 FR 10617
58 FR 10618
S8 FR 10618
58 FR 10619
58 FR 10620
58 FR 10620
S8 FR 10621
58 FR 10622
58 FR 10623
58 FR 10624
58 FR 10624
58 FR 10625
58 FR 10626
58 FR 10626
S8 FR 10627
S8 FR 10628
58 FR 10629
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wUNITED STATES MARINE CORPS

System Identifier

MAA00001
MAA00002
MFD00001
MFD00002
MFD00003
MFD00004
MFD00005
MFD00007
MFD00009
MFD00010
MHD00001
MHD00006
MIL00001
MIL00002
MIL00003
MIL00004
MIL00005
MIL00006
MIL00011
MIL00012
MIL00013
MIL00014
MIL00015
MIL00016
MIL00017
MIL00018
MIL00019
MIL00021
MIL00022
MIN00001
MIN00002
MJA00001
MJA00002
MJA00003
MJA00004
MJA00005
MJA00009
MIJA00010
MJA00012
MJA00013
MJA00014
MJA00016
MJA00017
MJA00018
MMC00002

Exempt System Name

Flight Readiness Evaluation Data System (FREDS)

Marine Corps Aircrew Performance/Qualification Information
Automated Leave and Pay System (ALPS)

Primary Management Efforts (PRIME)/Operations Subsystem
Marine Corps Total Force System (MCTFS)

Bond and Allotment (BA) System

Retired Pay/Personnel System (RPPS)

Marine Corps Financial Records System

Pay Vouchers for Marine Corps Junior Reserve Officer Training Course Instructors

Per Diem and Travel Payment System .

Biographical Files

Register/Lineal Lists

Assignment and Occupancy of Family House Records
Unaccompanied Personnel Housing Registration System
Laundry Charge Accounts Records

Personal Property Program

Passenger Transportation Program

Dealer's Record of Sale of Rifle or Pistol, State of California
Marine Corps Exchange Vendor Directory

Licensing Procedures for Military Motor Vehicles
Individual Uniform Clothing Records

Exchange Privilege Authorization Log

Housing Referral Services Records System

Depot Maintenance Management Subsystem (DMMS)
Transportation Data Financial Management System (TDFMS)
Organization Clothing Control File

Equipment and Weapons Receipt or Custody Files

Working Files, Division Supply Sections and Wing Supply Sections
Delinquent Clothing Alteration List

Personnel Security Eligibility and Access Information System
POW/MIA Intelligence Analysis and Debrief Files

Business Complaint File

General Correspondence Files for Legal Administration
Magistrate Court Case Files

In Hands of Civil Authorities Case Files

Financial Assistance/Indebtedness/Credit Inquiry Files
Marine Corps Command Legal Files

Unit Punishment Book

Individual Accounts of Mail Order Clothing (bill file)

Bad Checks/Withdrawal of Check Cashing Privileges Lists
Confidential Statements of Employment/Financial Interests
Judge Advocate Division "D" Files

JA Division, HQMC Correspondence Control Files
Performance File :

Working Files, Inspection Division

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
September 9, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 18, 1995
August 3, 1993
August 3, 1993
August 3, 1993
August 3, 1993
August 3, 1993
August 3, 1993
August 3, 1993
August 3, 1993

Questions regarding the United States Marine Corps’ Privacy Act systems of records notices should be directed to Ms. Barbara L. Thompson, Headquarters, U.S. Marine Corps,
ARAD, FOIA/PA USMC, 2 Navy Annex, Room 1018, Washington, DC 20380-1775. Telephone (703) 614-4008. Privacy Act procedural and exemption rules for this agency

are found at 32 CFR part 701.

58 FR 10632
58 FR 10633
58 FR 10633
58 FR 10634
61 FR 47502
58 FR 10636
58 FR 10637
58 FR 10638
58 FR 10640
58 FR 10641
58 FR 10641
58 FR 10642
58 FR 10643
58 FR 10643
58 FR 10644
58 FR 10644
58 FR 10645
58 FR 10646
58 FR 10646
58 FR 10647
58 FR 10647
58 FR 10648
58 FR 10649
58 FR 10649
58 FR 10650
S8 FR 10651
58 FR 10651
58 FR 10652
58 FR 10653
58 FR 10653
58 FR 10654
58 FR 10655
58 FR 10655
58 FR 10656
58 FR 10657
58 FR 10657
60 FR 26723
58 FR 41254
58 FR 41255
58 FR 41255
58 FR 41256
S8 FR 41256
58 FR 41257
S8 FR 41257
S8 FR 41258
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UNITED STATES MARINE CORPS

System Identifier

MMC00003
MMC00004
MMC00005
MMC00007
MMC00008
MMC00009
MMC00010
MMN00001
MMN00002
MMN00004
MMN00005
MMN00006
MMN00009
MMN00010
MMN00011
MMN00013
MMN00014
MMN00016
MMN00017
MMN00018
MMN00019
MMN00020
MMN00021
MMN00022
MMN00027
MMN00032
MMN00034
MMNO00035
MMN00036
MMN00037
MMN00038
MMN00039
MMN00040
MMN00041
MMN00042
MMN00043
MMO000044

MMN00045
MMN00046
MMN00047
MMN00048
MMN00049
MMN00050
MMN00051

MMT00001

Exempt System Name

Activity Check In/Check Out File

Adjutant Services Section Discharge Working Files
Insurance Files

Inspection of Government Property Assigned to Individual
Message Release/Pickup Authorization File

Narrative Biographical Data with Photos

Marine Corps Marathon Automated Support System
Absentee Processing and Deserter Inquiry File

Listing of Retired Marine Corps Personnel

Marine Corps Club Records

Marine Corps Education Program

Marine Corps Military Personnel Records (OQR/SRB)
Military Police Information System (MILPINS)
Personnel Services Working Files

Source Data Automated Fitness Report System (SDAFRS)
Personnel Management Working Files

Work Measurement Labor Distribution Cards
Accident and Injury Reporting System

Armory Access and Individual Weapons Assignments
Base Security Incident Report System

Drug/Alcohol Abuse Reporting Program

Pet Registration

Weapons Registration

Vehicle Control System

Marine Corps Military Personnel Access Files
Personal History Card File

Personnel Procurement Working Files

Truth Teller/Static Listings

Identification Card Control

Library Patron File

Amateur Radio Operator's File

Citizen Band Radio Request and Authorization File
Individual Training Records/Training Related Matters
Non-Appropriated Fund (NAF) Employee File
Marine Corps Locator Files

Marine Corps Recreation Property Records and Facilities
Equal Opportunity Information and Support System
Automated Recruit Management System (ARMS)
Recruit Incident System

Officer Slate File System

Performance Evaluation Review Board

Manpower Management Information System

Drill Instructor Evaluation Files System

Individual Recruiter Training Record

Dependent (Title 6) Schools Records System

Federal Register Citation

August 3, 1993

August 3, 1993

August 3, 1993

August 3, 1993

August 3, 1993

August 3, 1993

August 3, 1993

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

. February 22, 1993

February 22, 1993

Questions regarding the United States Marine Corps’ Privacy Act systems of records notices should be directed to Ms. Barbara L. Thompson, Headquarters, U.S. Marine Corps,
ARAD, FOIA/PA USMC, 2 Navy Annex, Room 1018, Washington, DC 20380-1775. Telephone (703) 614-4008. Privacy Act procedural and exemption rules for this agency

are found at 32 CFR part 701.

58 FR 41259
58 FR 41260
58 FR 41260
58 FR 41261
58 FR 41262
58 FR 41262
58 FR 41263
58 FR 10658
58 FR 10659
58 FR 10660
58 FR 10661
58 FR 10661
58 FR 10663
58 FR 10664
58 FR 10665
58 FR 10666
58 FR 10667
58 FR 10668
58 FR 10668
S8 FR 10669
58 FR 10670
58 FR 10671
S8 FR 10671
58 FR 10672
58 FR 10673

'S8 FR 10673

58 FR 10674
S8 FR 10675
58 FR 10676
58 FR 10676
S8 FR 10677
58 FR 10677
58 FR 10678
58 FR 10679
58 FR 10680
58 FR 10680
58 FR 10681
58 FR 10682
58 FR 10683
58 FR 10683
58 FR 10684
58 FR 10684
58 FR 10685
58 FR 10686
58 FR 10686
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System Identifier Exempt System Name : Federal Register Citation
91 MMT00002 Marine Corps Institute Correspondence Training Records System February 22, 1993 58 FR 10687
92 MRS00001 Reserve Manpower Management and Pay System (REMMPS) February 22, 1993 S8 FR 10687
93 MRS00002 Marine Corps Reserve Support Center (MCRSC) Management System February 22, 1993 58 FR 10688
94 MRS00003 Marine Corps Reserve HIV Program February 22, 1993 58 FR 10689
95 MTE00001 Telephone Billing/Accounting File February 22, 1993 58 FR 10689

|
} Questions regarding the United States Marine Corps’ Privacy Act systems of records notices should be directed to Ms. Barbara L. Thompson, Headquarters, U.S. Marine Corps,
| ARAD, FOIA/PA USMC, 2 Navy Annex, Room 1018, Washington, DC 20380-1775. Telephone (703) 614-4008. Privacy Act procedural and exemption rules for this agency
| are found at 32 CFR part 701.

|
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System Identifier

N01000-2
N01000-3
N01001-1
N01001-2
N01001-3
NO01001-5
N01070-1
N01070-2
N01070-3
NO01070-4
N01070-6
N01070-7
N01070-8
N01070-9
N01070-12
N01070-13
N01070-14
N01070-15
N01080-1
N01080-2
N01080-3
NO1130-1
NO1131-1
NO01133-1
NO1133-2
NO1136-1
NO1211-1
N01301-1
NO01301-2
N01306-1
N01500-2
N01500-3
NO01500-8
N01531-1
NO1542-1
NO1571-1
N01572-1
N01640-1
N01710-1
N01740-2
N01754-1
NO01754-2
N01754-3
N01770-2
N01770-3

Questions regarding the Department of the Navy’s Privacy Act systems of records notices should be directed to Mrs. Doris Lama, PA/FOIA Policy Branch, Chief of Naval Operations,
N09B30, 2000 Navy Pentagon, Washington, DC 20350-2000. Telephone (202) 685-6545. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 701.

Exempt System Name

Naval Discharge Review Board Proceedings

Navy Individual Service Review Board Proceedings (ISRB)
Roster, Naval Reserve Law Units

Naval Reserve Law Program Officer Personnel Information
Naval Reserve Intelligence/Personnel File

MSC Masters and Chief Engineers Data File

JAG Corps Officer Personnel Information

Naval Attache Files

Navy Personnel Records System

Naval Reserve Security Group Personnel Records
Employee Explosives Certification Program

NEXCOM Military Personnel Information System
Correction Board Case Files System

White House Support Program

NCIS Administrative Files System

Nuclear Program Interview and Screening

Next of Kin Information for Sea Trial Riders
Nuclear-Trained Naval Officers

Enlisted Master File Automated System

Officer Master File Automated System

Reserve Command Management Information

Low Quality Recruiting Report

Officer Selection and Appointment System

NAME/LEAD Processing System

Recruiting Enlisted Selection System

Navy Awareness System

Naval Technology Mobilization Personnel Data

Judge Advocate General Reporting Questionnaire

Naval Officer Development and Distribution Support System
Enlisted Development and Distribution Support System
NAVSCOLS/TIS, USMC Training Supsys

Students Awaiting Legal, Medical Action Account
Personnel and Training Evaluation Program

USNA Applicants, Candidates, and Midshipmen Records
Aviation Training Jacket

Reserve Financial Management/Training System (RESFMS)
NJAG Reserve Officer Questionnaires

Individual Correctional Records

Special Membership Listing of the Organizational Recreation Association

Federal Housing Administration Mortgage Insurance System
Navy Family Support Program

Navy/USMC Family Service Centers Volunteers

Navy Child Development Services Program

Casualty Information Support System

Naval Academy Cemetery and Columbarium Records

Federal Register Citation

March 18, 1997
March 18, 1997
February 22, 1993
February 22, 1993
March 2, 1994
February 22, 1993
February 22, 1993
February 22, 1993
September 29, 1994
February 22, 1993
February 22, 1993
March 2, 1994
March 2, 1994
February 22, 1993
February 22, 1993
September 20, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
January 19, 1994
February 22, 1993
February 22, 1993
September 20, 1993
March 18, 1997
February 22, 1993
February 22, 1993
November 10, 1993
February 22, 1993
February 22, 1993
August 17, 1995
February 22, 1993
February 22, 1993
February 22, 1993
September 20, 1993

62 FR 12809
62 FR 12810
58 FR 10692
58 FR 10692
59 FR 9965

58 FR 10694
58 FR 10694
58 FR 10695
59 FR 49648
58 FR 10697
58 FR 10698
59 FR 9966

59 FR 9967

58 FR 10700
58 FR 10702
58 FR 48855
58 FR 10704
58 FR 10704
58 FR 10705
58 FR 10705
58 FR 10706
58 FR 10707
58 FR 10708
58 FR 10709
S8 FR 10710
58 FR 10711
58 FR 10711
58 FR 10712
S8 FR 10712
58 FR 10713
59 FR 2834

58 FR 10715
58 FR 10716
58 FR 48855
62 FR 12806
58 FR 10718
58 FR 10719
58 FR 59711
58 FR 10721
58 FR 10721
60 FR 42852
58 FR 10723
58 FR 10724
58 FR 10725
58 FR 48857
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System Identifier

v
DEPARTMENT OF THE NAVY

Exempt System Name

Federal Register Citation

NO1810-1 Directory of Retired Regular and Reserve Judge Advocates February 22, 1993 58 FR 10726

NO01850-1 Origins of Disabilities For Retired Military Members February 22, 1993 58 FR 10727

N01850-2 Physical Disability Evaluation System Proceedings March 18, 1997 62 FR 12808

NO03461-2 POW Follow-up Program March 2, 1994 59 FR 9969

N03501-1 FBM Submarine DASO Crew Evaluation February 22, 1993 58 FR 10731

NO3501-2 Navy Recovery Data Base System February 22, 1993 58 FR 10731

N03760-1 Naval Flight Record Subsystem (NAVFLIRS) February 22, 1993 58 FR 10732

N03760-2 Flight Instruction Standardization and Training (FIST) Jacket March 18, 1997 62 FR 12807

NO03834-1 Special Intelligence Personnel Access File March 2, 1994 59 FR 9970

N03900-1 Naval Air Test Center Technology Data File February 22, 1993 58 FR 10733

N04050-1 Personal Property Program February 22, 1993 58 FR 10734

N04060-1 Navy and Marine Corps Exchange and Commissary Sales Control and Security Files September 20, 1993 58 FR 48860

N04064-1 USNA Laundry and Drycleaning Charge Account September 20, 1993 58 FR 48861

N04064-2 USNA Retail Customer Claim Record September 20, 1993 58 FR 48861

N04066-1 Bad Checks and Indebtedness Lists May 22, 1996 61 FR 25638

N04066-2 Commercial Fidelity Bond Insurance Claims September 20, 1993 58 FR 48863

N04066-3 Layaway Sales Records September 20, 1993 58 FR 48864 .
N04066-4 Navy Lodge Records September 20, 1993 58 FR 48865 -
N04066-5 NEXCOM Direct Mail List September 20, 1993 58 FR 48866 %
N05041-1 Inspector General (IG) Records March 18, 1997 62 FR 12811 &
N04410-1 File of Records of Acquisition, Transfer and Disposal of Privately Owned Vehicles September 20, 1993 58 FR 48867

N04410-2 Military/Civilian Dependents Hurricane Shelter List February 22, 1993 58 FR 10742

N04410-3 Duty Free Vehicle Log February 22, 1993 58 FR 10743

N04600-1 Portable Asset Control Environment (PACE) February 22, 1993 58 FR 10744

N04650-1 Personnel Transportation System March 24, 1994 59 FR 13943

NO05000-2 Administrative Personnel Management System March 18, 1997 62 FR 12812

N05100-1 Diving Log February 22, 1993 58 FR 10746 N
NO05100-2 Scheduled Parachute Jump Program February 22, 1993 58 FR 10746 z
NO5101-1 Safety Equipment Needs, Issues, Authorizations February 22, 1993 58 FR 10747 M
NO05120-1 Bond Accounting February 22, 1993 58 FR 10747 i
N05210-1 General Correspondence Files February 22, 1993 58 FR 10748
N05233-2 Command Management Information System (CMIS) March 18, 1997 62 FR 12814

N05300-1 Organization Locator and Social Roster February 22, 1993 58 FR 10749

N05300-3 Faculty Professional Files February 22, 1993 58 FR 10750

NO05300-4 Personnel Management and Training Research Statistical Data System March 18, 1997 62 FR 12813

N05300-6 Armed Forces Staff College Administrative Data System February 22, 1993 58 FR 10752

NO05330-1 Manhour Accounting System May 22, 1996 61 FR 25640

N05330-2 Naval Aviation Depot Workload Control System February 22, 1993 58 FR 10753

N05340-1 Combined Federal Campaign/Navy Relief Society May 22, 1996 61 FR 25641

N05350-1 Navy Drug and Alcohol Program System February 22, 1993 58 FR 10755

N05354-1 Equal Opportunity Management Information System May 22, 1996 61 FR 25641

N05370-1 Statements of Employment (Regular Retired Officers) February 22, 1993 58 FR 10757

N05370-2 Financial Interest Disclosure Statements May 22, 1996 61 FR 25642

N05371-1 Conflicts of Interest and Employment Activities February 22, 1993 58 FR 10759

NO05512-1 Vehicle Control System February 22, 1993 58 FR 10760

Questions regarding the Department of the Navy’s Privacy Act systems of records notices should be directed to Mrs. Doris Lama, PA/FOIA Policy Branch, Chief of Naval Operations,
NO09B30, 2000 Navy Pentagon, Washington, DC 20350-2000. Telephone (202) 685-6545. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 701.
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System Identifier

N05520-1
N05520-2
N05520-4
N05520-5
NO05521-1
N05527-1
N05527-2
N05527-4
N05760-1
N05800-1
N05800-2
N05801-1
NO05801-2
N05802-1
N05810-2
N05810-3
N05813-1
NO05813-2
N05813-3
NO05814-1
NO05815-1
NO05817-1
NO05819-1
NO05819-2
NO05819-3
N05819-4
N05820-1
N05822-1
N05830-1
NO05861-1
N05870-1
N05880-2
N05890-1
N05890-8
NO05891-1
N06150-1
N06150-2
N06150-3

~ N06310-1

N06320-1
N06320-2
N06320-3
N06530-1
N07210-1
N07220-1

Questions regarding the Department of the Navy’s Privacy Act systems of records notices should be directed to Mrs. Doris Lama, PA/FOIA Policy Branch, Chief of Naval Operations,
NO09B30, 2000 Navy Pentagon, Washington, DC 20350-2000. Telephone (202) 685-6545. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 701.

E

Exempt System Name

Personnel Security Eligibility Information System

Listing of Personnel - Sensitive Compartmented Information
NCIS Investigative Files System

Personnel Security Program Management Records System
Access Control System

Security Incident System

Security Inspection and Violation System

Naval Security Group Personnel Security/Access Files
Biographical and Service Record Sketches of Chaplains
Legal Office Litigation/Correspondence Files

Legal Records System

JAG Management Information System (JAGMIS)

Legal Assistance Management Information System
Fiduciary Affairs Records

Military Justice Correspondence and Information File
Appellate Case Tracking System (ACTS)

Ethics File

Courts-Martial Case Report

Records of Trial of General Courts-Martial

Summary and Non-BCD Courts-Martial Records

Records of Trial of Special-Courts Martial Resulting in Bad Conduct Discharges or Concerning Officers
Courts-Martial Statistics

Article 69 Petitions

Article 73 Petitions for New Trial

Naval Clemency and Parole Board Files

Complaints of Wrong Under Article 138/Article 1150
International Legal Hold Files

Yokosuka Prison Health and Comfort Items

JAG Manual Investigative Records

Private Relief Legislation

Patent, Invention, Trademark, Copyright, Royalty, and License Files
Admiralty Claims Files

Claims Information System

NAVSEA Radiation Injury Claim Records

NJAG Litigation Case File

Medical Department Professional/Technical Personnel Development
Health Care Record System

Naval Health/Dental Research Center Data File

Reports of Injury/Iliness for Personnel on MSC Ships
Health Care Accounts and Insurance Information

Family Advocacy Program System

Quality Assurance/Risk Management

Blood Donor Program Files

Losses of Public Funds File

Armed Forces Health Professional Scholarship System

Federal Register Citation

November 10, 1993
February 22, 1993
February 22, 1993
April 16, 1997
March 2, 1994
March 2, 1994
March 2, 1994
February 22, 1993
February 22, 1993
September 20, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
September 20, 1993
September 9, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 22, 1996
February 22, 1993
February 22, 1993
February 22, 1993
May 3, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993

58 FR 59713
58 FR 10761
58 FR 10762
62 FR 18590
59 FR 9972

59 FR 9973

59 FR 9974

58 FR 10767
58 FR 10768
58 FR 48868
58 FR 10770
58 FR 10770
58 FR 10772
58 FR 10772
58 FR 10774
58 FR 10774
58 FR 10775
58 FR 10776
58 FR 10777
58 FR 10777
58 FR 10778
58 FR 10779
58 FR 10779
58 FR 10780
58 FR 48868
61 FR 47499
58 FR 10781
58 FR 10782
58 FR 10782
58 FR 10784
58 FR 10785
58 FR 10785
58 FR 10786
58 FR 10788
58 FR 10788
58 FR 10789
61 FR 25643
58 FR 10793
58 FR 10794
58 FR 10794
61 FR 19910
58 FR 10797
58 FR 10798
58 FR 10798
58 FR 10799
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DEFENSE CONTRACT AUDIT AGENCY

System Identifier

RDCAA 152.1
RDCAA 1522
RDCAA 152.5
RDCAA 152.6
RDCAA 152.7
RDCAA 152.17
RDCAA 152.22
RDCAA 160.5
RDCAA 201.1
RDCAA 211.11
RDCAA 240.3
RDCAA 240.5
RDCAA 358.3
RDCAA 367.5
RDCAA 371.5
RDCAA 440.2
RDCAA 590.8
RDCAA 590.9

Exempt System Name

Security Information Files (SIS)

Personnel Security Data Files

Notification of Security Determinations

Regional and DCAI Security Clearance Request Files
Clearance Certification

Security Status Master List

Classified Information Nondisclosure Agreement (NdA)
Travel Orders

Individual Access Files

DCAA Drug-Free Federal Workplace Records

Legal Opinions

Standards of Conduct, Conflict of Interest

Grievance and Appeal Files

Employee Assistance Program (EAP) Counseling Records
Locator Records

Time and Attendance Reports

DCAA Management Information System (FMIS/AMIS)
DCAA Automated Personnel Inventory System (APIS)

Federal Register Citation

February 22, 1993
January 19, 1994
February 22, 1993
January 19, 1994
January 19, 1994
January 19, 1994
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 9, 1993
February 22, 1993
February 22, 1993
February 22, 1993
January 19, 1994
February 22, 1993

Questions regarding the Defense Contract Audit Agency’s Privacy Act systems of records notices should be directed to Mr. Dave Henshall , Defense Contract Audit Agency,
Information and Privacy Advisor, CMR, 8725 John J. Kingman Road, 2135, Fort Belvoir, VA 22060-6119. Telephone (703) 767-1011. Privacy Act procedural and exemption
rules for this agency are found at 32 CFR part 317.

58 FR 10840
59 FR 2829

58 FR 10842
59 FR 2830

59 FR 2831

59 FR 2832

58 FR 10845
58 FR 10845
58 FR 10846
58 FR 10846
58 FR 10847
58 FR 10848
58 FR 42303
58 FR 10849
58 FR 10850
58 FR 10851
59 FR 2833

58 FR 10852
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DEFENSE LOGISTICS AGENCY

System Identifier

$100.10 DLA-GC
$100.50 DLA-GC
S$153.20 DLA-I
S$161.30 DLA-I
S161.40 DLA-I
S161.50 DLA-I
S$161.60 DLA-I
S$161.70 DLA-I
§200.10 DLA-M
$200.20 DLA-M
$200.30 DLA-M
$200.40 DLA-M
$200.50 DLA-M
$200.60 DD
$252.50 DLA-G
$253.10 DLA-G
$253.30 DLA-G
§$253.31 DLA-G
$253.40 DLA-G
$257.10 DLA-G
$259.05 DLA-G
§270.30 DLA-B
$300.10 CAH
$322.01 DMDC
$322.05 DMDC
$322.09 DMDC
$322.10 DMDC
$322.11 DMDC
$322.15 DMDC
$322.20 DMDC
$322.35 DMDC
§$322.50 DMDC
$322.53 DMDC
$330.10 DLA-KS
$330.20 DLA-KS
$330.40 DLA-KS
$330.50 DLA-KS
$333.10 DLA-G
$335.01 DLA-KW
$337.01 DLA-KS .
$337.25 DLA-KS
§339.50 DSAC-L
$340.10 DLA-KM
§$352.10 DLA-KW

Questions regarding the Defense Logistics Agency’s Privacy Act systems of records notices should be directed to Ms. Susan Salus, Defense Logistics Agency, ATTN: CAAV, 8725 John J. Kingman Road,

Suite 2533, Fort Belvoir, VA 22060-6221. Telephone (703) 767-6183. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 323.

Exempt System Name

Whistleblower Complaint and Investigation Files
Fraud and Irregularities

Personnel Security Information Subsystem of COSACS
Motor Vehicle Registration Files

Vehicle Accident Investigation Files

Traffic Violations File

Seizure and Disposition of Property Records
Firearms Registration Records

Information Military Personnel Records

Active Duty Military Personnel Data Bank System
Reserve Affairs

Morale, Welfare, and Recreation (MWR) Records
Individual Weight Management File

Chaplain Care and Counseling Records

Claims and Litigation, Other than Contractual
Invention Disclosure

Royalties

Patent Licenses and Assignments

Patent Infringement

Standards of Conduct

Legal Assistance

Biography File

Voluntary Leave Transfer Program Records
Defense Outreach Referral System (DORS)
Noncombatant Evacuation and Repatriation Data Base
Joint Duty Assignment Management Information System
Defense Manpower Data Center Data Base

Federal Creditor Agency Debt Collection Data Base
Defense Incident Based Reporting System
Reenlistment Eligible File (RECRUIT)

Survey and Census Data Base

Defense Enrollment/Eligibility Reporting System (DEERS)

Defense Debt Collection Data Base

Official Records for Host Enrollee Programs
Complaints

Employee Assistance Program Case Record Systems

Official Personnel Files for Non-Appropriated Fund Employees

Attorney Personal Information and Applicant Files
Training and Employee Development Record System
Labor Management Relations Records System

Employee Relations Under Negotiated Grievance Procedures

Staff Information File

Time and Attendance Labor Exception Subsystem of APCAPS

Award, Recognition, and Suggestion File

Federal Register Citation

October 13, 1994
November 16, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 23, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
October 13, 1994
February 9, 1996
February 22, 1993

~ February 22, 1993

February 20, 1996
June 25, 1996
December 20, 1996
June 25, 1996
June 25, 1996
June 25, 1996
June 25, 1996
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 9, 1993
February 22, 1993
February 22, 1993
February 22, 1993

59 FR 51966
58 FR 60428
58 FR 10856
58 FR 10857
58 FR 10858
S8 FR 10859
S8 FR 10859
S8 FR 10860
S8 FR 10861
58 FR 10861
S8 FR 10862
58 FR 10862
S8 FR 10863
61 FR 43532
58 FR 10864
58 FR 10865
58 FR 10866
58 FR 10866
58 FR 10867
58 FR 10868
S8 FR 10869
58 FR 10869
59 FR 51965
61 FR 4964

S8 FR 10871
S8 FR 10871
61 FR 6354

61 FR 32779
61 FR 67322
61 FR 32780
58 FR 32781
61 FR 32782
61 FR 32783
S8 FR 10880
58 FR 10881
S8 FR 10883
S8 FR 10882
S8 FR 10884
S8 FR 10884
58 FR 10885
58 FR 42303
S8 FR 10887
S8 FR 10888
58 FR 10889
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DEFENSE LOGISTICS AGENCY

System Identifier

$360.10 DLA-KI
§360.20 DLA-KI
$380.50 DLA-K
$390.01 DLA-KE
§434.15 DLA-C
S434.87 DLA-C
§500.10 DLA-I
§500.20 DLA-I
$500.30 DLA-I
§$500.40 DLA-I
$500.50 DLA-I
$600.10 DLA-W
$600.20 MMDI
$600.30 CAAE
$690.10 DLA-W
$700.10 FO
$800.10 M
$810.50 DLA-P
$850.10 DCMC-Q
$900.10 CA
$900.20 CA

Questions regarding the Defense Logistics Agency’s Privacy Act systems of records notices should be directed to Ms. Susan Salus, Defense Logistics Agency, ATTN: CAAYV, 8725 John J. Kingman Road,

Suite 2533, Fort Belvoir, VA 22060-6221. Telephone (703) 767-6183. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 323.

Exempt System Name

HQ DLA Automated Civilian Personnel Data Bank System
Automated Payroll, Cost and Personnel System (APCAPS) Personnel Subsystem
DLA Drug-Free Workplace Program Records ’
Grievance Examiners and Equal Employment Opportunity (EEO) Investigators Program
Automated Payroll Cost and Personnel System (APCAPS) '
Debt Records for Individuals
E Personnel Security Files
E Criminal Incidents/Investigations File
Visitors and Vehicle Temporary Passes and Permits File
Police Force Records
Individual Access Records
Hazardous Materials Occupational Exposure History Files
Firefighter/Emergency Medical Technician (EMT) Records
Safety and Health Accident Case Files
Individual Vehicle Operators File
Travel Record
Federal Property End Use Files
Contracting Officer Files
Contract Flight Operations
Personnel Roster/Locator Files
Workforce Composition, Workload, and Productivity Records

Federal Register Citation

February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
September 22, 1993
September 19, 1994
February 22, 1993
October 4, 1994
November 7, 1994
February 22, 1993
February 22, 1993
June 4, 1993
December 6, 1996

58 FR 10889
58 FR 10890
58 FR 10892
58 FR 10893
58 FR 10894
58 FR 10895
58 FR 10896
58 FR 10897
58 FR 10898
58 FR 10898
58 FR 10899
58 FR 10900
58 FR 49290
59 FR 47845
58 FR 10900
59 FR 50579
59 FR 55465
58 FR 10901
58 FR 10902
58 FR 31697
61 FR 64709
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DEFENSE FINANCE AND ACCOUNTING SERVICE

System Identifier Exempt System Name Federal Register Citation

T7332 Defense Debt Management System (DDMS) April 8, 1997 62 FR 16793

Questions regarding the Defense Finance and Accounting Service’s Privacy Act systems of records notices should be directed to Ms. Genevieve Tumney, Defense Finance and Accounting Service,
1931 Jefferson Davis Highway, Room 416, Arlington, VA 22240-5291. Telephone (703) 607-5165. Privacy Act procedural and exemption rules for this agency are found at 32 CFR part 324.
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DEFENSE INVESTIGATIVE SERVICE

System Identifier

V1-01
V2-01
V3-01
V4-01
V4-04
V4-06
V4-07
V4-11
V4-12
Vs5-01
V5-02
V5-03
V5-04
Vé6-01
V7-01
V7-02
V8-01
V8-02
V9-01
V10-01

E

mmmm

Exempt System Name

Privacy and Freedom of Information Request Records
Inspector General Complaints

EEO Complaints and Affirmative Employment Program Plans
Personnel Records

Applicant Records

Federal Personnel Management System (FPMS)

Adverse Actions, Grievance Files, and Administrative Appeals
DIS Drug-Free Workplace Files

DIS Employee Assistance Program Records

Investigative Files System

Defense Central Index of Investigations (DCII)

Defense Integrated Management System (DIMS)
Counterintelligence Issues Database (CII-DB)

Personnel Security Files (PSF)

Enrollment, Registration and Course Completion Record
Guest/Instructor Identification Records

Industrial Personnel Security Clearance File .

Key Contractor Management Personnel Listing

Litigation Case Files

Investigation and Inspection Supplier Contract Files

Federal Register Citation

February 22, 1993
October 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
August 9, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
October 3, 1995
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
November 14, 1995
February 22, 1993
February 22, 1993

58 FR 10905
58 FR 54561
58 FR 10906
58 FR 10907
58 FR 10908
58 FR 10908
58 FR 42304
58 FR 10910
58 FR 10910
58 FR 10911
58 FR 10913
58 FR 10914
60 FR 51781
58 FR 10915
58 FR 10916
58 FR 10917
58 FR 10917
60 FR 57229
58 FR 10919
58 FR 10919

Questions regarding the Defense Investigative Service’s Privacy Act systems of records notices should be directed to Mr. Dale Hartig, Chief, Office of Information and Public Affairs (V0020),
Defense Investigative Service, 1340 Braddock Place, Alexandria, VA 22314-1651. Telephone (703) 325-5324. Privacy Act procedural and exemption rules for this agency are found at

32 CFR part 321.
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System Identifier

WUSUO1
WUSU02
WUSU03
WUSU04
WUSUO5
WUSU06
WUSU07
WUSU09
WUSUI12
WUSU13
WUSU14
WUSU15
WUSU16
WUSU17
WUSUI18
WUSU19
WUSU20

Questions regarding the Uniformed Services University of Health Science’s Privacy Act systems of records notices should be directed to Mr. David Bosworth, Records Management

Exempt System Name

Uniformed.Services University of the Health Sciences (USUHS) Personnel Files
Uniformed Services University of the Health Sciences (USUHS) Payroll System
Uniformed Services University of the Health Sciences (USUHS) Student Record System
Uniformed Services University of the Health Sciences (USUHS) Applicant Record System
USUHS Graduate and Continuing Medical Student Records

USUHS Family Practice Medical Records

USUHS Grievance Records

USUHS Grants Management Information System (Protocols/Grants)

USUHS Vehicle Administration Records

USUHS Civilian Employee Health Records

USUHS Occupational Physical Examination Program

USUHS Security Status Master List

USUHS Home Town News Release Background Data File

Accounts Receivable Records :

Accounts Payable Records

Travel Records

Personnel Radiation Exposure Records

Federal Register Citation

February 22, 1993
February 22, 1993
February 16, 1995
February 22, 1993
February 22, 1993
February 22, 1993
August 9, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
February 22, 1993
May 17, 1994

Division, Washington Headquarters Services, 1155 Defense Pentagon, Room 5C315, Washington, DC 20301-1155. Telephone (703) 697-2501. Privacy Act procedural and
exemption rules for this agency are found at 32 CFR part 315.

58 FR 10921
58 FR 10922
60 FR 9019

58 FR 10923
58 FR 10924
58 FR 10925
58 FR 42304
58 FR 10927
58 FR 10929
58 FR 10930
58 FR 10930
58 FR 10931
58 FR 10932
58 FR 10932
58 FR 10933
58 FR 10934
59 FR 25636
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PRIVACY ACT ISSUANCES, 1991
COMPILATION
EXPLANATION

This multivolume biennial compilation contains:

—descriptions of systems of records maintained on individuals
by Federal agencies which were published in the FEDERAL
REGISTER as required by the Privacy Act of 1974;

—rules of each agency which set out the procedures that
agencies will follow in helping individuals who request
information about their records.

AUTHORITY

This compilation of Privacy Act Issuances is published by the
Office of the Federal Register in compliance with the requirements
of the Privacy Act of 1974 (5 U.S.C. 552a).

CUTOFF DATES

This compilation reflects rules and notices of systems of records in
effect as of December 31, 1991.

TITLE AND FORM OF CITATION

The official title of this publication is “Privacy Act Issuances, 1991

Compilation. To cite a system of records or rule in this publlcatlon
the form of citation would be:
Privacy Act Issuances, 1991 Comp., Volume ..., p....

HOW TO USE THIS COMPILATION

Identify the system you think may contain information about you
and the agency that maintains those records.
Read the agency’s regulations following its systems of records to

determine the procedures you must follow to obtain information

from that agency.
INFORMATION YOU CANNOT GET

There are limitations to the kind of information you can get. The

agency may refuse to let you see information that~—
—Relates to national security;
—Could reveal a confidential source; or
.—Could be used to give people an unfair advantage ona
government examination.

Generally, an agency’s system notices (description of its systems of
records) and its regulations will describe that agency’s limitations on
release of information.

SOME GENERAL REQUIREMENTS
How To Make a Request

In most cases you can inquire in person or by mail. It will be easier
for the agency to help you, and your request will be handled more °
quickly, if you follow these procedures:

1. Give your full name and address, and sign your request.

2. Specify the system(s) of records you believe contain information
about you.

3. Provide the relevant information required by the system you are
interested in. For example, if you are inquiring about any contract
you have had with the Government (loan application, contract, grant
application, etc.), give the date and subject matter, and any 1dent|fy-
ing numbers that appear on documents you received.

4. Address your request to the official or person and address given
in the system entry.

5. Print the words “PRIVACY ACT REQUEST” on the.front of
the envelope.

Proof of Identity

The agency will need some proof of your identity such as—

1. A document with your full name and address

2. A document that has your signature and/or your photograph
such as a passport, medicare card, or unemployment insurance book.

3. Any other identification specified in the system entry or regula-
tions. If your request is by mail, you should include copies of what-
ever documents the agency requires to prove your identity. There is
a penalty for making false statements. .

Fees

The agency may charge you a fee for a copy of your records, but
they may not charge you for the time and expense of locating them.

- The agency’s rules usually state how much the fee is.

GENERAL INQUIRIES

This volume was edited by Gladys Queen Ramey under the dlrec-
tion of Richard L. Claypoole. .

For further information concerning the technical aspects of this
volume, call 202-523-3187. Written comments or suggestions should
be addressed to the Director, Office of the Federal Register, National
Archives and Records Service, Washington, D.C. 20408.

Martha L. Girard,
Director, Office of the Federal Register.




PRIVACY ACT ISSUANCES—1991 COMPILATION

The Office of the Federal Register has issued its 1991 Compllatlon of Privacy Act Issuances as required by 5
U.S.C. 552a(f). Listed below are the agencies in this volume.
Defense Department:
Air Force Department
Army Department
Defense Communications Agency
Defense Contract Audit Agency
Defense Intelligence Agency
-Defense Investigative Service
Defense Logistics Agency
Defense Mapping Agency
~ Defense Nuclear Agency.
Joint Chief of Staff
Marine Corps
National Security Agency
Navy Department
Office of the Inspector General
Office of the Secretary
Uniformed Services University of Health Services
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DEFENSE DEPARTMENT
* UNITED STATES ARMY

‘How. Systems of Records are Arranged

‘Department of the Army records are identified by the number of
the directive which prescribes that those records be created, main-
tained and used. For example, a system of records about assignment
of mllltary personnel may -be found in'the “assignments, details and

‘transfers area, the 614 series; medical treatment records are in the

“medical services” area, the 40 series. Some subjects, such as investi-
gations, are treated as sub-elements of a series, e.g., ‘‘criminal investi-
gatlons" “security”, and “military intelligence”. “Criminal investiga-
tions”.are found in the 195 series; *“‘security investigations” are found
in the 380 series and “intelligence investigations” are found in the 381
series. :

However, “civilian personnel investigations” are not covered by
Army systems of records notices; they are covered by Office of
Personnel Management systems of records notices—in this. case,
under “OPM/GOVT-4". The following list is a general gulde to
subjects which are retrieved by personal identifier and are in the
Army systems of records notices. Office of Personnel Management
systems of record notices which identify records in- the temporary
custody of the Army have been added to this guide; they bear
“OPM/GOVT, OPM/CENTRAL AND EEOC/GOVT” identifica-
tion numbers.

How To Use the Index Guide

To locate a particular system of records, follow the general guide
below. The series in which. the subject is located corresponds to the
system notice identification number. For example: Pay records for
military and civilian personnel are in the 37 series; comparable
system notices are A0037-104-3bSAFM and A0037-105SAFM, re-
spectively. The first letter, “A”, represents the Army, the number
(37-104-3) is the prescribing directive, and the suffix letters are
internal managemeént devices. Systems of records notices are pub-
lished in numerical sequence by identification’ number. They are
further identified by name, location and category of individuals cov-
ered by the notice.

Subject Series

System Identification Series
Appeals, Grievances, Complaints (civilian)
A0690-700 and OPM/GOVT-1 '
Awards and Decorations -
A0672-5-1 and A-0672-20
Civilian Personnel Record
- A0690-200
‘Congressional Inquiries
A0001-20
Court-martials
A0027-10
Criminal Investigations
. A0195-2
Dependents’ Education
A0352-3 ‘
Housing
A0210-10* * *, A0210-50 * * *, A0210-51
Inspector General Inspections/Investigations
A0020-1
Intelligence/Counterintelligence
A0381-20 * * *, A0381-45
Labor-Management Relations
A0690-700
Laundry and Dry Cleaning
A0210--130
Military Police Investigation and Complaint Files
A0190-30 * * *, A0190-45
Legal Assistance
A0027-3
Personal Property Accounts
. AQ700-84
Medical Records
A0040 * * *, OPM/GOVT-3
Military History
AQ870-5
Military Personnel Records
A0600 * * *, A0640
Non-appropriated Funds

A0215-3
Passports
ADD55-46 * * * A0600—290
Pay (civilian and militar y)
A0037-105 * * * A0037-101-1* * *, A0037-104-10
Pharmacy Services.
A0040-2
Photographic Records
A0108-2
Postal Service
A0065
Privacy Act Requests
A0340-21
Procurement
AQ715-5* * * A0715-8
Real Estate
A0027<1 * * *, A0405-80
Review Boards (mllltary)
A0015-185* * *, A0015-180 .
Security Access/C]earance
A0604-5
Schools
AQ351-1* » * AO35| -3 * * % AQ351-5* * *, A0351-9,
A0351-12 % * *, A0351-17 ves , A0351-22 e , A0351-24

Training

A0350-37 * * *, A0690-400 * * * OPM/GOVT-—3
Travel

A0037-106
Transportation

A0055-71 * * * A0055—46‘ * * A0055-355
Veterinary Service

A0040-905

REQUESTING RECORDS

Records are retrieved by name or by some. other personal identifi-
er. It is therefore especially important for expeditious service when
requesting a record that particular attention be provided to the Noti-
fication and/or Access Procedures of the particular record system
involved so as to furnish the required personal identifiers, or any
other pertinent personal information as may be required to locate and
retrieve the record.

BLANKET ROUTINE USES

' Certain blanket ‘routine uses‘ of the records have been established
that are applicable to every record system maintained within the
Department of Defense unless specifically stated otherwise within a
particular record system. These additional blanket routine uses of the
records are published below only once in the interest of simplicity,
economy- and to avoid redundancy before the individual record
system notices begin rather than repeating them m" every individual
record system.

ROUTINE USE-LAW ENFORCEMENT

In the event that a system of records maintained by this compo-

nent to carry out its functions indicates a violation or potential

violation of law, whether civil, criminal or regulatory in nature, and 7
whether arising by general statute or by regulation, rule or order
issued pursuant thereto, the relevant records in the system of records
may be referred, as a routine use, to the appropriate agency, whether
Federal, state, local, or foreign, charged with the responsibility of-
investigating or prosecuting such violation or charged with enforcing
or implementing the statute, rule, regulation or order issued pursuant
thereto.

ROUTINE USE-DISCLOSURE WHEN
REQUESTING INFORMATION

A record from a system of records maintained by this component
may be disclosed as a routine use to a Federal, state, or local agency
maintaining civil, criminal, or other relevant enforcement information
or other pertinent information, such as current licenses, if necessary
to obtain information relevant to a component decision concerning
the hiring or retention of an employee, the issuance of a security
clearance, the letting of a contract, or the issuance of a license, grant
or other benefit.

ROUTINE USE-DISCLOSURE OF REQUESTED
- INFORMATION
A record from a system of records maintained by this component
may be disclosed to.a Federal agency, in response to its request, in

connection with the hiring or retention of an employee, the issuance
of a security clearance, the reporting of an investigation of an em-
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ployee, the letting of a contract, or the issuance of a license, grant or
other benefit by the requesting agency, to the extent that the infor-
mation is relevant and necessary to the requestmg agency ’s decision
on the matter.

ROUTINE USE-CONGRESSIONAL INQUIRIES

Disclosure from a system of records maintained by this component
may be made to a Congressional office from the record of an individ-
ual in response to an inquiry from the Congressional office made at

* the request of that individual.

ROUTINE USE-PRIVATE RELIEF LEGISLATION

Relevant information contained in all systems of records of the
Department of Defense published on or before August 22, 1975, may
be disclosed to the Office of Management and Budget in connection
with the review of private relief legislation as set forth in OMB
Circular A-19 at any stage of the legislative coordination and clear-
ance process as set forth in that Circular.

ROUTINE USE-DISCLOSURES REQUIRED BY
INTERNATIONAL AGREEMENTS

A record from a system of records maintained by this component
may be disclosed to foreign law enforcement, security, investigatory,
or administrative authorities in order to comply with requirements
imposed by, or to claim rights conferred in, international agreements
and arrangements including those regulatmg the stationing and status
in foreign countries of Department of Defense military and civilian
personnel.

ROUTINE USE-DISCLOSURE TO STATE . AND
LOCAL TAXING AUTHORITIES :

Any information normally contained in IRS Form W-2 which is
maintained in a record from a system of records maintained by this
component may be disclosed to state and local taxing authorities with
which the Secretary of the Treasury has entered into-agreements
pursuant to Title 5, U.S. Code, Sections 5516, 5517, 5520, and .only to
those state and local taxing authorities for which an employee or
military member is or was subject to tax regardless of whether tax- is
or was withheld. This routine use is in accordance with’ Treasury
Fiscal Requirements Manual Bulletin Nr. 76-07.

ROUTINE USE - DISCLOSURE TO THE OFFICE
' OF PERSONNEL MANAGEMENT

A record from a system of records subject to the Privacy Act and
maintained by this component may be disclosed to the Office of
Personnel Management concerning information on pay and leave,
benefits, retirement deductions, and any other information necessary
for the Office of Personnel Management to carry out its legally
authorized Govefnment- -wide personnel management functlons and
studies.

ROUTINE USE-DISCLOSURE TO THE
DEPARTMENT OF JUSTICE FOR LITIGATION

A record from a system of records maintained by this component
may be disclosed as a routine use to any component of the Depart-
ment of Justice for the purpose of representing the. Department ‘of
Defense, or any officer, employee or member of the Department in
pending or potential litigation to which the record is pertinent.

ROUTINE USE-DISCLOSURE TO MILITARY'
BANKING FACILITIES OVERSEAS

Information as to current military addresses and assignments may
be provided to military banking facilities who provide banking serv-
ices overseas and who are reimbursed by the Government for certain
checking and loan losses. For personnel separated, discharged, or
retired from the Armed Forces, information as to last known residen-
tial or home of record address may be provided to the military
banking facility upon’ certification by a .banking facility officer that
the facility has a returned or dishonored check negotiated. by the
individual or the individual has defaulted on a loan and that if
restitution is not made by. the individual, the U.S. Government will
be liable for the losses the facility may incur.

ROUTINE USE-DISCLOSURE OF INFORMATION
TO THE GENERAL SERVICES ADMINISTRATION
(GSA)

A record from a system of records maintained by this component
may be disclosed as a routine use to the General Services Adminis-

tration (GSA) for the purpose of records management inspections
conducted under authority of 44 U.S.C. 2904 and 2906.

ROUTINE USE-DISCLOSURE OF INFORMATION
TO THE NATIONAL ARCHIVES AND RECORDS
ADMINISTRATION (NARA)

A record-from a system of records maintained by this component
may be disclosed as a routine use to the National Archives and
Records Administration (NARA) for the purpose, of records manage-

ment inspections conducted under authonty of 44 U.S.C. 2904 and
2906 ’

ROUTINE USE- DISCLOSURE TO THE MERIT
' SYSTEMS PROTECTION BOARD

A record from a system of records maintained by this component

- may be disclosed as a routine use to the Merit Systems Protection

Board, including the Office of the Special Counsel for the purpose of
litigation, including administrative proceedings, appeals; special stud-
ies of the civil service and other merit systems, review of OPM or
component rules and regulations, investigation of alleged or possible
prohibited personnel practices;. including administrative proceedings
involving any individual subject of a DoD investigation, and such
other functions, promulgated in 5 U. S C 1205 and 1206, or-as may be
authorized by law.
ROUTINE USE-COUNTERINTELLIGENCE
. PURPOSES ' o
A record from a system of records maintained by this component
may be disclosed as a rountine use outside the DoD. or'the U.Q:
Government fmr the purpose of counterintelligence activities author-
ized by U.S. Law or Executive Order or for the purpose of enforcing
laws which protect the national securityof the United States.

. - AAFESOZO7.02 .

System name: : ’

. Customer Comments, Complamts, and Dlrect Line Files. ,f '
System location;

Headquarters, Army and Air Force Exchange Service (AAFES)
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific; Ex-
change . Regions and Area Exchanges' at posts, bases, and satellltes
world-wide.

Categories of individuals covered by the system:

Users of the Army and Air Force Exchange Service who make
inquiries, complaints, -or comments on its operations.

Categories of records in the system:

Customer’s name, address and telephone number, |nformatlon per-
taining to the subject of inquiry, complaint, or comment and response
thereto; customer opinion survey data.

Authority for maintenance of the system:
10 U.S.C,, sections 3012 and 8012. :
Purpose(s): "

To aid the Exchange management in determining needs of custom-
ers and action required to settle customer complaints.

Routine uses of records maintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beglnnlng of the Army s
listing of record system notices.

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system: L .

Storage: R
Paper records in file folders, stored in metal cabinets.
Retrievability: ‘ '

By customer’s name.

Safeguards:

Records are accessible only by designated employees having offi-
cial need therefor. Buildings housing records are protected by securi-
ty guards. .

Retention and disposal:

Records are destroyed by shredding after 3 years.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas TX
75222.

Notification procedure:

Individuals wishing to know whether or not this system of records
contains information about them should write to the System Manag-
er, ATTN: Director, Personnel Division, Dallas, TX 75222, provid-
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ing their full name, current address and telephone number, case
number that appeared on correspondence received from AAFES,
and signature.

Record access procedures:

Individuals desiring access to records on themselves in this system
should write to the System Manager and furnish information required
by ‘Notification procedure’.

_ Contesting record procedures

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505).
~ Record source categories:

From the individual.

Exemptions claimed for the system:

None.

AAFES0306.12
System name: ’
Personnel Security Case Files.
System location:

Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas, TX 75222; HQ, AAFES-Pacific; HQ, AAFES-Europe: Ex-
change Regions, Area Exchanges; Post, base, and satellite Exchanges
within the Continental United States and overseas.

Categories of individuals covered by the system:

- Persons affiliated with the Army and Air Force Exchange Service
by assignment, employment, contractual relationship, or as the result
of an interservice support agreement on whom a personnel security
clearance determination has been completed, is in process, or may be
pending.

Categories of records in the system:

File may contain pending and completed personnel security clear-
ance actions on individuals by personal identifying data. It may also
contain briefing/debriefing statements for special programs, sensitive
positions, and other related information and. documents required in
connection with personnel security clearance determlnauons

Authority for maintenance of the system:
Executive Order 11652
Purpose(s):

To assist in the processing of personnel security clearance actions;
to record security clearances issued or denied; and to verify eligibil-
ity for access to classified information or assignment to a sensitive
position. Records may be used by AAFES commanders for adverse
personnel actions such as removal from sensitive duties, removal
from employment, denial to a restricted or sensitive area, and revoca-
tion of security clearance.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be released to Federal agencies. based on formal
accreditation as specified in official directives; regulations; to Feder-
al, State, local, and foreign law enforcement, intelligence, or security

agencies in connection with a lawful investigation under their juris- -

diction.

Policies and practlces for storing, retrieving, accessing, retammg. and
disposing of records in the system:
Storage:

Paper records in folders; cards; compuler tapes, punched cards, or
discs.

Retrlevablhty.
By individual's surname.
Safeguards:

Records are located in locked safes or cabinets; access is restricted
to designated individuals having need therefor in the performance of
official duties. .

Retention and disposal: ’

Records are permanent. They are retained in active file until the
end of the fiscal year in which the individual is no longer employed
or associated with the Army and Air Force Exchange Service; held
2 additional years in inactive status and retired to the National
Personnel Records Center, St Louis, MO 63118.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure:

lndlwduals desiring to know whether or not information on them
exists in this system of records-may write to the System Manager,
ATTN: AAFES-SS, providing their full name, SSN, present address
and telephone number, and signature.

Record access procedures:

Individuals desiring access to records on themselves should submit
their request as indicated in ‘Notification procedure’, providing infor-
mation required therein.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations -are contained in Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From the individual; investigative results furnished by the Defense
Investigative Service and other Federal, Department of Defense,
State, local, and/or foreign law enforcement agencies.

Exemptions claimed for the system:
.None. '

‘

AAFES0307.01
System name:
Carpooling Program
System location:

Headquarters, Army and Air Force Exchange Servnce, Dallas, TX
75222.

Categories of individuals covered by the system:

Persons participating in carpool program who voluntarily provide
information for release.

Categories of records in the system: .

Individual’s name, home address and telephone number, map co-
ordinate of home or nearby reference points, working hours, and
similar information. .

Authority for maintenance of the system:
10-U.S.C,, sections 3012 and 8012.
Purpose(s):

To assign and administer allocated carpool parking assngnments
establish priority of assignments, assist members and applicants in
contacting one another and provide printout of individuals in systems
to other participants who desire to arrange a carpool.

Routine uses of records maintained in the systern, including catego-
ries of users and the purposes of such uses: *

Information may be disclosed to the City of Dallas, TX for inclu-
sion in its Ridesharing Program. See ‘Blanket Routine Uses' set forth
at the beginning of the Army’s listing of record system notices.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders; reference cards.
Retrievability:

By individual’s surname.

Safeguards:

Information is accessible only to authorized personnel and those
providing . identification and purpose for which information is re-
quested; may be accessed by persons seeking members who have
provided consent for release of information.

Retention and disposal:

Retained only on active participants; destroyed upon request/reas-
signment,

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure:

Information may be obtained from the Administrative Services
Division, HQ AAFES. :

" Record access procedures:

Requests should be addressed to the Administrative Service Divi-
sion, HQ AAFES and include individual’s name, current address, and
sufficient information to permit locating the record.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations’ are contained in Army Regulation 340-21

(32 CFR vpart 505).
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Record source categories:
From the individual.
Exemptions claimed for the system:
None. a
AAFES0401.04
System name:
Official Personnel Folders and General Personnel Files.
System location:
The Official Personnel Folder is‘located in the Personnel Ofﬁce at

Headquarters, Army and Air Force Exchange Service (AAFES),:

Dallas, TX 75222; HQ AAFES-Pacific; HQ AAFES- -Europe; region-
al offices and post and base area exchanges Included in this system
are the Employee Service Record Card Files and those records
duplicated for: maintenance ‘at a site closer to where the employee
works (e.g., in an administrative office or supervisor’s work folder).

Categories of individuals covered by the system:

Current and former employees of the Army and Air Force Ex-
change Service.

Categories of records in the system: - .

Name, Social Security Number, date of birth, home resrdence,
mailing address, telephone number; records reflecting work experi-
ence, educational level achieved; Ietters of commendation; training
courses in which enrolled and certlﬁcates of completion; security
clearance; personnel actions such as appointments, transfers, reassign-
ments, separations, reprimands; salary and benefits documents to in-
clude allowances and insurance data; travel orders; and similar rele-
vant information..

‘Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

_ Purpose(s):

" The Official Personnel Folder and other general personnel records
are the official repository of the records, reports of personnel actions,
and the documents and papers required in connection with these
actions effected during an employee’s service with the Army and Air
Force Exchange Service. Records provide the basic source of factual
data about a person’s employment ‘with the agency and have various
uses by AAFES personnel offices, including screening qualifications
of employees, determining status, eligibility, and employee’s rights
and benefits, computing length of service, and other information,
needed to provide personnel services.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Department of Labor, Veter-
ans_Administration, Social Security Administration, Federal agencies
that have special civilian employee retirement programs; or a nation-
al, state, county, municipal, or other publicly recognized charitable
or income security administration agency (e.g., State unemployment
compensation agencies), where necessary to adjudicate a claim under
the retirement, insurance or health benefits programs or to an agency
to conduct studies or audits of benefits being paid under such pro-
grams. See ‘Blanket Routine Uses‘ set forth at the beginning of the
Army’s listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:

Paper records in file folders Kardex files; microfilm or mlcrofiche,
and in computer processible storage medla

" Retrievability: ‘ o
By employee’s name. )
Safeguards:

Paper or microfiche/microfilmed records are located in locked
metal cabinets or in secured rooms with access limited to -those
personnel whose official duties require access. Access to computer-
ized records is limited, through use of access codes and entry logs, to
those whose official duties require access.

Retention and disposal: o

The Official Personnel Folder is permanent. Upon employee s sep-
aration, it is transferred to the National Personnel Records Center
(Civilian), 111 Winnebago Street, St Louis, MO 63118. Duplicate
records maintained in an administrative office or at supervisory levels
are destroyed 90 days after employee’s separation. Service Record
Card Files are retained for 5 years following employee’s s€paration
and retired to a records holding area for 15 additional years before
being destroyed, except that those of -employees of discontinued
AAFES installations are retired to the National Personnel Records

A

Center (Civilian). Automated personnel records are retained indefi-

nitely for managerial and statistical studies; after an employee’s sepa-.

-ration, records are. not used in making decisions concerning the

employee.

System manager(s) and address: . :

Commander, Army and Air Force Exchange Servrce, Dallas, TX
75222. .

Notification procedure: -t :

Individuals desiring to know.whether or not information on them
exists in this system of records may write to the System Manager,
ATTN: Director, Personnel Division, Dallas, TX 75222. Individuals
must furnish their full name, SSN, current address and telephone
number; if terminated, also include date of birth, date of separation,
and last employing location.

Record access procedures: C

Individuals desiring access to records concerning themselves
should write to the System Manager, providing information required
by ‘Notification procedure’.

Contesting record procedures:

Rules for access to records and for contesting contents and .appeal-
ing initial determinations are contained in Army . Regulatlon 340-21
(32 CFR part 505).

Record source categories: '

From the individual, educational institutions, officials and other
individuals of the Army and Air Force Exchange Service, third
parties responding to reference checks, previous emp]oyers, law en-
forcement agencies, physicians. |

Exemptions clmmed for the system:

None ‘

AAFES0403.01
System name:

Application for Employment Files.

System location:

Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas, TX 75222, for applicants of executive and managerial posi-
tions. Records of applicants for all other AAFES positions may be
located also at AAFES-Europe, AAFES- Pacrﬁc, regional offices,
and post, base exchanges and satellites. .

Categories of individuals covered by the system:

Persons who have applied for employment. in the Army and Air
Force Exchange Service. "

Categories of records in the system:

Applications generally include individual’s name, date of birth,
SSN, home address, information on work and educational experience,
m|l|tary service, convictions for offénses against the law, specialized
training, awards or honors; documents reflecting results of written
examinations ‘and ratings; reference checks and results; evidence of
satisfactory physical condition, preemployment investigations and
clearances deemed appropriate to the position for which application

- is made; notification from AAFES concerning selection/non-selec-.

tion.
Authority for maintenance of the system: :
10 U.S.C,, sections 3012 and 8_012. . '
Purpose(s) '

The records are used in considering |nd1v1duals who have applled
for positions in the Army and Air Force Exchange Service by
making determinations of " qualifications including medical qualifica-
tions, for positions applied for, and to rate and rank applicants apply-
ing for the same or similar positions.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set. forth at the beginning of the Army S
listing of record systern notices. : )

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability: . _
By applicant’s surname. .
Safeguards:

Records are ‘maintained in a secured area with access limited to
authorized personnel whose duties require access.

Retention and disposal:
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Appltcant records may be retained up to 3 years; records for
applicants " hired become part of the person’s Official Personnel
. Folder. Documents on individuals. who are not hired may be held
" from 3 months to 3 years depending upon whether or not adverse
reference and/or derogatory credit checks are received.

System manager(s) and address:

75(2:202mmander Army and Air Force Exchange Service, Dal]as, TX

Notification procedure:

Individuals desiring to know whether or not mformatlon on them
exists in this system of records may write to the System Manager,
ATTN: Director, Personnel Division, furnishing full name, SSN,
current address and telephone number, and sufficient details concern-
ing position and location thereof for which apphcatlon had been
submitted.

Record access procedures:

Individuals desiring access to records on themselves in this system
should write to the System Manager and furnish mformatlon required
by ‘Notification procedure'.

Contesting record procedures: :

Rules for access to records and for contesting contents and appeal-

ing initial determinations are contained in Army Regulation 340—2]'

(32 CFR part 505).

Record source categories:

‘ From the individual, his/her prevnous employer(s) and personal
references, law enforcement agencies, medical authorities.

Exemptions claimed for the system

None.

i AAFES0403.05
System name: .
Employee Examination Records.
System location:

Headquarters, Army, and Alr Force Exchange Servnce, Dallas, TX
75222.

Categories of individuals covered by the system:

Employees under ~onsideration for promotlon to managerial posi-
tions.

Categories of records in the system:

Test scores and -cumulative data for those employees who take the
AAFES test battery, consisting of (a) SET tests, (b) Thurstone Test
of Mental Alertness, (c) Wesman Personnel Classification Test, (d)
Thurston Temperament Schedule, and (e) Personagraph (A]Iston B.
Hobby Associates).

Authority for maintenance of the system: .

10 U.S.C., sections 3012 and 8012.

Purpose(s):

Used for research purposes and as a predictor of one's success

¢

under given situations for promotional aptitude to positions at the"

managerial level.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beglnnmg of the Army’s - -

listing of record system notices.

~ Policies and practlces for storing, retrieving, accessmg, retalmng, nnd
disposing of records in the system:

Storage:
. Paper records in locked containers.
Retrievability: :
By employee’s surname.
Safeguards:
Information is accessed only by de5|gnated individuals having offi-
cial need therefor in the performance of assrgned dutres
Retention and disposal:
Information is retained indefinitely.
System manager(s) and address:

Commander, Army and Air Force Exchange Serwce, Dallas, TX
75222.

Notification procedure:

Information may be obtained by writing to the System Manager,
ATTN: Director, personnel Division, Dallas, TX 75222. Individual
should furnish his/her full name, SSN, current address and telephone
number, and, if separated, date of birth, date of separatlon, and last
employing location in addition to the above.

Record access procedures:

Individuals desiring access to records about themselves in thls
system of records should write to the System Manager and furnish
information required by ‘Notification procedure’.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulatlon 340-21
(32 CFR part 505).

Record source categories:

Individual tests taken by the employee.
Exemptions claimed for the system:
None.

AAFES0403.11

System name: :
_Personnel Departure Clearance Records.
System location:

Headquarters, Army and Air Force Exchange Servrce (AAFES),
Dallas, TX 75222; HQ, AAFES-Europe; HQ, AAFES-Pacific: re-
gional offices; base and post exchanges and satellites’ world-wide.

Categories of individuals covered by the system: .
All employees: of the Army and Air Force Exchange Service.
Categories of records in the system:

Name, SSN _]Ob data, reason for departure, and clearing offices’
approval.

Authority for maintenance of the system:
10 U.S.C., sections 3012 and 8012.
Purpose(s):

To ensure that departing employees have been properly out-proc-
essed.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing of record system notices.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in locked filing cablnets
Retrievability:

By employee’s surname.

Safeguards:

Information is accessed only by designated individuals having offi-
cial need therefor in the performance of their duties.

Retention and disposal:

Records are closed at the end of the fiscal year, held ‘1 year, and
destroyed by shredding.

System manager(s) and address:

Commander, Army and Air Force Exchange Serv1ce, Dallas, TX
75222,
" Notification procedure:

Individuals desiring to know whether or not information on them
exists. in this system of records should write to the System Manager,
ATTN: Director, Administrative Services Division, providing full

- name, SSN, current address and telephone number, and date and

place of separation.
Record access procedures:

Individuals desiring access to information about themselves in this
system should write to the System Manager, providing information
required in ‘Notification procedure'.

" Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340- 2|
(32 CFR part 505). -

- Record source categories:

From the individual; official personnel. acuons
Exemptions claimed for the system

None. :

AAFES0404.01

- System name:

Incentive Awards Case Files.
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System locatlon

Headquarters, Army and 'Air Force Exchange Service (AAFES)
Dallas, TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe.

Categories of individuals covered by the system:

All employzes of the Army and Air Force Exchange Service
nominated for or recipients of awards.

Categories of records in the system:

Name, SSN, grade/step, position title, award for which nommated

and justification therefor, accomplishments, requirements of position
held, organization in which employed, and similar relevant ‘data.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

Purpose(s):

To consider and select employees for incentive awards and other
honors and to publicize those granted.

Routine uses of records maintained in the system, mcludmg cntego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing of record system notices. Information may also be disclosed to
public and private organizations, including news media, which grant
or publicize employee awards or honors.

Policies and practlces for storing, retrlevmg, accesslng, retaining, and
disposing of records in the system:

Storage:

Paper records in fi hng cabinets,
Retrievability:

By individual’s surname.
Safeguards:

Records are accessible only to designated individuals havmg ofﬁ-
cial need therefor. .

Retention and disposal:

Records are retained for 2 years, followmg whlch they are de-
stroyed by shredding.

System manager(s) and address:

Commander, Army and Air Force Exchange Serwce, Dallas. TX
75222.

Notification procedure: }

Individuals desiring to know whether or not information on them
exists in this system of records may write to the System Manager,
ATTN: PE, Dallas, TX 75222, providing full name,’ SSN, ‘current

address and telephone number, and sufficient details to permlt locat-
ing the record.

Record access procedures:

Individuals desiring access to records on themselves should submlt
their request as indicated in ‘Notification procedure’, providing infor-
mation. required therein. .

Contesting record procedures . ‘ ' .

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulatlon 340-21
(32 CFR part 505).

Record source categories:

From the nominating OfflCIal approving authorlty, individual’s of-
ficial personnel file. .

Exemptions claimed for the system: .
None. . :

AAFES0405.03
System name:

‘Personnel Appeals and Grievances.

System location:

Office of the General Counsel at Headquarters, Army and Air
Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES-
Europe; or HQ AAFES-Pacific.

Categories of individuals covered by the system:

Any employee of the Army and Air Force Exchange Service who
has filed an appeal of an adverse action and/or ‘is contesting a
personnel action when'‘the appeal/grievance has been referred to the
appropriate General Counsel’s office.

Categories of records in the system:

Correspondence, documentation, and memoranda concerning the
appeal/grievance.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

Purpose(s)

To determine propriety and legal sufﬁc1ency or the. agency s action
in the appeal or grievance matter.

Routine uses of records maintained in the system, includmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

Policies and practices for storing, retrieving, accessmg, retammg, and
disposing of records in the system

Storage: :

Paper records in locked file cabinets.

Retrievability: )

By employee’s surname.

Safeguards:

Buildings employ security guards. Records are maintained’ in areas
accessible only to authorizéd personnel who are properly screened
cleared and trained. '

Retention and disposal:

“Retained in the servicing General Counsel’s office for 1 year after
final decision is made; subsequently retired to the AAFES warehouse
or servicing General Services Administration records holding center
where it is held 6 years before being destroyed by shreddlng

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222, .

Notification procedure:

Information may be obtained from the servicing General Counsel
at the AAFES location where appeal/grievance was filed.

Record access procedures: -

Individuals desiring to access records in this system of records
pertaining to_themselves should write to, the appropriate General
Counsel, furnishing full' name, current address. and telephone number,
the latest correspondence received by them from the General Coun-
sel’s office, if available, and 31gnature

Contesting record procedures: :

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505). . .

Record source categories:

From AAFES personnel office responsrble for records on the
employee; from the ‘AAFES Grievance Exammer and from the
AAFES employee and/or his/her representative.

Exemptions claimed for the system:

None.

. - AAFES0405.05
System name: oo :

Confidential Statement of Employment and anancnal Interests.

System location:

Office of the General Counsel at Headquarters, Army and Air
Force Exchange Service (AAFES) Dallas, TX 75222 HQ AAFES-
Europe; HQ A AFES-Pacific.

Categories of individuals covered by the system:

All general officers, commissioned officers in the rank of lleutenant
colonel or above, and all employees of the Army and Air Force
Exchange Service at grade 13 and above whose basic duties and
responsibilities require the exercise of judgment in making decisions
or taking action in regard to contracting or-procurement, auditing,
and other matters having a significant economic impact on the inter-
ests of any non-Federal enterprise.

Categorles of records in the system:

DD Form 1555, ‘Confidential Statement of Employment and Fi-
nancial Interest’, and endorsements or documents relevant to infor-
mation on this form. .

Authority for maintenance of the system:

Executive Order 11222.

Purpose(s):

These records are maintained to meet requnrements of Executive
Order 11222 on the filing of employment and financial interest state-
ments. Such statements are required to assure compliance with the
standards of conduct for Government employees contained in the
Executive Order and title 18 of the U.S.C., and to determine if a
conflict of interest exists between the empldyment of individuals by
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the Federal Government and their personal employment and finan-
cial interests.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

These statements and amended statements required by or pursuant
to Executive Order 11222, Part IV, are to be | ld in confidence and
no information shall be disclosed except:

a. To disclose pertinent information to the appropriate Federal,

State; or local agercy responsible for investigating, prosecuting, en- .

forcing, or implementing.a statute, rule, regulation, or order, where
‘the disclosing agency becomes aware of an indication of a violation
or potential violation of civil or criminal law or regulation.

b. To disclose information to another Federal agency, to a court,
or a party in litigation before a court or in an administrative proceed-
. ing being conducted by a Federal agency, either when the Govern-
ment is party to a judicial proceeding or in order to comply wnh the
issuance of a subpoena.

c. To disclose information to any source when necessary to obtain
information relevant to a conflict-of-interest investigation or determi-
natiori.

d. By the National Archives and Records Administration, General
Services Administration, in record management inspections conduct-
ed under authority of 44 U.S.C. 2904 and 2906.

e. To disclose information to the Office of Management and
Budget at any stage in the legislative coordination and clearance
process in connection with private relief legislation as set forth in
OMB Circular No. A-19.

f. To disclose, ‘n response to a ‘request for discovery or for appear-
ance of a witness, information that is relevant to the subject matter
involved in a pending judicial or administrative proceeding.

Policies and practlces for stormg, retrieving, accessmg, retammg, and
disposing of records m the system:

Storage:

Paper records in locked file cabinets.

Retrievability: '

By individual’s surname.

" Safeguards: :

Information is accessible only to designated authorized persons

who are properly screened, cleared and trained, having official need
therefor in the performance of offi c1al duties.

Retention and disposal:

Retained until individual no longer occupies a position for which -

DD Form 1555 is required; records are then maintained 2 years and
destroyed by shredding.

System manager(s) and address:

Commander, Army and Air Force Exchange Servnce, Dallas, TX
75222, . '

Notification procedure:

Individuals wishing to inquire whether this system of records con-
tains information about them should contact the General Counsel at
the AAFES location where the reports were fi led

Record access procedures:

Individuals wishing to request access to their records should con-
tact the General Counsel at the AAFES location where the reports
were filed. Individuals must furnish their full name, SSN, period
covered by the report filed, and signature.

Contesting record procedures:
Rules for access to records and for contesting contents and appeal-

ing initial determinations are contained in Army Regulation. 340-21
(32 CFR part 505).

Record source categories:

From the individual.

Exemptions claimed for the system:

None. .

AAFES0405.11

System name:

Individual Health Records.

System location:

Headquarters, Army and Air- Force Exchange Service (AAFES),
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific.

Categories of individuals covered by the system;
Employees of the Army and Air Force Exchange Servnce
Categories of records in the system:

Name, SSN, orgamzatlonal location, date of blrth medlcal data

recorded by treating nurse/physician, information provided by indi-

vidual’s personal physician regarding diagnosis, progn05|s, and return
to duty status, and similar relevant data.

Authority for maintenance of the system:
10 U.S.C., sections 3012 and 8012.
Purpose(s):

To provide health care and medical treatmeat to employees who
become ill or are injured during working hours.

Routine uses of records maintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing of record system notices.

Policies and practlces for storing, retrlevmg. accessing, retaining, and
disposing of records in the system

Storage:

Paper records in locked ﬁle cabinets.

Retrievability: : '

By individual’s surname.

Safeguards:

Records are maintained in the dlspensary, available only to as-
signed medical personnel.

Retention and disposal:

Records are maintained for 6 years following termination of indi-
vidual’s employment; then destroyed by shredding.

System manager(s) and address:

Commander, Army and Air Force Exchange Scrwce, Dallas, TX
75222. :

Notification procedure:

Individuals wishing to know whether or not information on them
exists in this system of records may write to the System Manager,
ATTN: Director, Administrative Services; individuals must furnish
full name, details concerning injury or illness and date and location
of such, and signature.

{ Record access procedures:

Individuals desiring access to records about themselves should
submit written request as indicated in ‘Notification procedure’, pro-
viding information specified therein.

Contesting record procedures: )

Rules for access to records and for contesting contents and appea]—
ing initial determinations are contained in- Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From the employee; his/her physician; witnesses to an injury/

" accident.

Exemptions claimed for the system:
None. :
AAFES(MOG.]Z :
System name: N C .
Employee Career Development Plan F|le ) S
System location:

‘Headquarters, Army and Air Force Exchange Service (HQ
AAFES), Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pa-
cific; regional offices; area; base and post exchanges world w1de

Categories of individuals covered by the system:

Employees of the Army and Air Force Exchange Servnce

Categories of records in the system:

Name, Social Security Number (SSN), current job title, grade,
duty phone, job location, results of Skills Survey (AAFES Form
1200-61) specifically covering education/training courses completed,
skills/experience acquired, skills used in daily work, and skills
needed; career goals as identified on AAFES Form 1200-62 and
progress in achieving goals, career appraisals, and employee/supervi- .
sor comments.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

Purpose(s):

To assist the servicing personnel office in identifying and referrmg
qualified employees for .vacant positions,

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning llstmg of

record system notices.
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Policies and practlces for storing, retnevmg, accessing, retammg, and
disposing of records in the system:

Storage:

Paper records in locked file cabinets. -

Retrievability:

-By employee’s surname.

Safeguards:

Information is accessible only to designated individuals having an
official need therefor in the performance of assrgned duties.

Retention and disposal:

Records are retained until employee severs his/her employment
with the Army and Air Force Exchange Service, at which time they

are destroyed. Upon employee’s transfer to another AAFES location,
record is forwarded to the gaining personnel office.

System manager(s) and address:

75C202mmander Army and Air Force Exchange Service, Dallas, TX
2

Notification procedure:

Individuals desiring to know whether or not information on them

exists in this system of records should write to the System Manager,

ATTN: Director, Personnel Division, providing full name, SSN, job
location, and duty phone.

Record access procedures

. Individuals desiring adcess to records about thém in this system
should inquire of the System Manager, providing information re-
quired in ‘Notification procedure'.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation .340-21
(32.CFR part 505). .

Record source categories:

From the individual. -~
Exemptions claimed for the system:
None.

. ‘ AAFES0408.05

System name:
Individual Trainee Files.
System. location:

Headquarters, Army and Air Force Exchange Servnce, Dal]as TX
75222.

Categories of mdlvndua]s covered by the system:

Employees of the Army and Air Force Exchange Service who
have been selected for a college trainee or management development
trainee position. .

Categories of records in the system

Individual’s employment application, trainee appointment docu-
ments; copy of college transcript and degree awarded; copy of em-
ployee qualification record, performance, and career appralsal forms;
statement of mobility; supervisor’s recommendations; and similar rele-
vant documents.

Authority for maintenance of the system:

10 U.S.C., sections 3012 and 8012.

Purpose(s): " . .

To determine employee potential for participation in management
development trainee program.

Routine uses of records mamtamed in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth_at the beginning of the Army’s
llstmg‘of record system notices.

Policies and: practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system: - .

Storage:

Paper records in file folders; cards.

Retrievability: '

By employee's surname.

Safeguards: . .
.- Records are stored in locked containers. Information is accessed
only by designated individuals havmg ofﬁcla] need therefor in the
performance of assigned duties.

Retention and disposal:
" Records concerning employees selected for the program are incor-
porated into their Official Personnel Folder. Records on non-selected

individuals are rétained 5 years, then destroyed. Statistical and. sum-
mary data are retained for managerial purposes mdefmtely

System manager(s) and addréss:

Commander, Army and Anr Force Exchange Servnce, Dallas, TX
75222

Notlf’ catnon procedure: :

Information may be obtained by writing to the System Manager,
ATTN: Director, Personnel Division; individuals must furnish their
full name, SSN, current address and telephone number; if separated,

.date of birth, date of separation, and last employmg Jocation must

also be furmshed
Reeurd access procedures:

Indnvndua]s desiring access to récords about themselves in this
system of ‘records should write to the System Manager, provndmg
information specified in ‘Notification procedure’. .

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contalned in Army Regulatlon 340-21
(32 CFR part 505).

Record source categories: |, .

From the applicant; official records and reports
- Exemptions clalmed for the system:

None.

AAFES0408.14
System name:
Tuition ASSIstance Case Flles
* System locatlon'

Headquarters, Army and Air Force Exchange Service, Dallas, TX
75222.

Categories of individuals covered by the system

Employees of the Army and Air Force Exchange Service who
apply for tuition assistance.

Categories of records in the system:

Individual’s application, academic transcripts, curricula, grade re-
ports, request for disbursement, agency approval/disapproval, similar
relevant documents.

Authority for mamtenance of the system:

10 U.S.C,, sections 3012 and 8012.

Purpose(s):

To maintain information on partlcnpants in the. tumon assistance
program.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See 'Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system

Storage:

Paper records in locked cabmets

Retrievability: .,

By employee’s surname.

Safeguards: . :

Information is accessed- only by designated individuals having need
therefor in the performance of official duties.

Retention and disposal:

Records are destroyed 2 years following individual’s completion of
course for which tuition assistance was granted. : '

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure:

Information may be obtained from the System Manager, ATTN
Director, Personnel Division; individual must furnish written request
containing his/her full name, details concerning appllcatlon for tui-
tion assistance, and signature.

Record access procedures:

Individuals desiring access to records about themselves should
write to-the System Manager, providing information. requlred by

K]

“*Notification procedure’.

Contesting record procedures:
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Rules for access to records and for contestmg contents and appeal-
ing initial determinations are contained in Army Regulatign 340-21
(32 CFR part 505).

Record source categories:

From the individual.

Exemptions claimed for the system:
None.

AAFES0409.01
System name:

AAFES Accident/Incident Reports

System location:

Safety and Security Offices of Headquarters, Army and Air Force
Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES-
Europe; HQ AAFES-Pacific; Exchange Regions and Area Ex-
changes at posts, bases, and sate]htes world-wide.

Categories of individuals covered by the system:

Individuals involved in accidents, incidents, or mishaps resulting in
theft or reportable damage to AAFES property or facilities; individ-
uals injured or become ill as a result of such accidents, incidents, or
mishaps.

Categories of records in the system:

AAFES Accident Report, AAFES Incident Report, record of
injuries and ‘illnesses; physicians’ reports; witness statements; investi-
gatory reports; similar relevant documents.

Authority for maintenance of the system:

Executive Order 11807.-

Purpose(s):

To record accidents, incidents, mishaps, fires, theft, etc., involving
Government property; and personal injuries/illnesses in connection
therewith, for the purposes of recouping damages, correcting defi-
ciencies, initiating appropriate disciplinary action; filing of insurance
and/or workmen’s compensatron claims therefor; and for managerial
and statistical reports.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses:

Information may "be disclosed to the Department of Labor, to
support- workmen’s compensation claims. -See ‘Blanket Routine Uses'
set forth at the beginning of the Army’s listing of record system
notices.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders; computer magnetic tapes and print-
outs; microfiche.

Retrievability: )

By name of individual involved or injured; by SSN.

Safeguards: )

Records are accessed only by designated individuals having official
need therefor in the performance of their dutres, within buildings
protected by security guards.

Retention and disposal:

Paper records are retained for 2 years following which it is de-
stroyed by shredding; information on microfiches is retained for 3
years; computer tapes reflecting historical data are permanent.

System manager(s) and address:

Commander, Army and- Air Force Exchange Servnce, Dallas, TX
75222.

Notification procedure:

Individuals desiring to know whether or not lnformatlon exists on
them in this system of records should write to the System manager,
ATTN: Director, Safety and Security Division, providing their full
name, present address and telephone number; sufficient details con-
cerning the accident, mishap, or attendant m_]ury to permit locating
the record, and signature.

- Record access procedures:

Individuals desiring access to records about themselves should
write to the System Manager, as indicated in Nouf’catlon proce-
dure', furnishing information required therem

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From the individual; medical facilities; investigating official; State
Bureau of Motor Vehicles, State and local law enforcement authori-
ties; witnesses; victims; official Department of Defense records and
reports.

Exemptions claimed for the system:
None.

AAFES0410.01

,System name:

Employee Travel Files.

System location:

Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES- Pacific; region-
al offices; base, post exchanges and satellites of AAFES world wide.

Categories of individuals covered by the system: :

Employees of the Army and Air Force Exchange Service author-
ized to perform official travel. o

Categories of records in the system:

Documents pertaining to travel of persons on official Government
business, and/or their dependents, including but not limited to travel
assignment orders, authorized leave enroute, availability of quarters
and/or shipment of household goods and personal effects, application
for passport/visas; security clearance; travel expense vouchers; and
similar related documents.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

Purpose(s): '

To process official travel requests for military and crvrlmn employ-
ees of the Army and Air Force Exchange Service; to determine
eligibility of individual’s dependents to travel;’ to obtain necessary
clearance where foreign travel is involved, mcludmg assisting indi-
vidual in applying for passports and visas and counseling where
proposed travel involves visiting/transiting. communist countries.

Routine uses of records maintained in the system, including catego- -
ries of users and the purposes of such uses:

Information may be disclosed to attache’ or law enforcement au-
thorities of foreign countries; to US Department of Justice or De-
partment of Defense legal/mte]hgence/lnvestlgatwe agencies for se-
cunty, investigative, intelligence, and/or counterintelligence oper-
ations.

Policies and practlces for storing, retnevmg. accessmg, retaining, and
disposing of records in the system:

Storage:

Paper records in locked filing cabinets.
* Retrievability:

By employee’s surname.

Safeguards:

Information is accessed only by designated individuals having offi-
cial need therefor in the performance of their duties.

Retention and disposal:
Records are destroyed after 2 years by shreddmg
System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure :

Information may be obtained by writing to the System Manager,
ATTN: Director, Administrative Services Division. Individuals must
provide full name, SSN, current address and telephone number, de-
tails of travel authorization/clearance documents sought, and signa-
ture.

Record access procedures: :

Individuals desiring access to records about themselves in this
system .of records should write to the System Manager, providing
information specified in ‘Notification procedure’.

“Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From the individual, official travel orders, travel expense vouchers,
receipts and similar relevant documents.

Exemptions claimed for the system:

None. .
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B . : AAFES0505.02 .

System name: - . o U . L
Biographical Files. . = o Co o
System location:

Headquarters, Army and A1r Force Exchange Service at Da]]as
TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe. :

Categories-of individuals covered by the system:

Military and civilian emp]oyees of the Army and Air Force Ex-
change Service world-wide.

Categories of records in the system:

Individual’s name, position title. and organizational locatlon, home
address, date and place.of birth, marital status including names of
‘spouse and children; educational background military status, awards
‘and decorations, community* and civic interest data, photograph and
similar relevant information.. . z

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012. '

Purpose(s): T ¢

To prepare feature articles for hometown _newspapers, trade medla,
community mterests, and similar public service groups.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* st forth at the beginning of the Army’s
listing of record system notices. Information may also be drsclosed to
public and private organizations including news media.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system

‘Storage.

Paper records in file folders.
. Retrievability:

By individual’s surname.

Safeguards: . :

Records are accessed only by designated individuals having official

need therefor, in buildings protected by securlty guards or military
police. ; :

Retention and dlsposal

Records are retained for 1 year following termmatlon of individ-
ual’s assignment or employment; then destroyed.

‘System manager(s) and address:

Commander, Army and Air Force Exchange Servrce, Dallas, TX
75222,

Notification procedure:

Individuals desiring to know whether or not mformatlon on them
exists in this system of records may write to the System Manager,
providing their full name, current address and telephorie number,
details surrounding the event or incident, and signature.

Record access procedures: -

Individuals desiring access to records on themselves in this system
should submit their request as indicated in ‘Notification procedure’,
furnishing information required therein.

Contesting record procedures:

-, “Rules for access to records and.for contestmg contents and appeal-
mg initial determinations are contamed in Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From, the ‘individual; official AAFES records and reports '
Exemptions: clalmed for the system

None.

AAFES0602.04a
System name:
. Litigation lnmated by AAFES
System location:

Office of the General Counsel at Headquarters Army and Air
_Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES-
‘Europe; HQ AAFES-Pacific:

Categorles of individuals covered by the system:

Individuals against whom AAFES has filed a complaint or 51mllar
pleading in a court or administrative body.

Categories of records in the system:

Pleadlngs and documents filed by parties to the action and, docu-
mentation, correspondence, and memoranda pertaining thereto.

Authority for maintenance of the system:
10 U.S.C.; sections 3012 and 8012.
Purpose(s):

To process complalnts against individuals; to initiate" lltlgatlon as
necessary.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

To process complaints or pleadings on behalf of the Army and Air
Force Exchange Service.

Disclosures to consumer reporting agencies:

v

Disclosures pursuant to 5 US.C. SSZa(b)(IZ) may be made ‘from .

this system to ‘consumer reporting agencies' as defined in the Fair
Credit ‘Reporting Act -(15 -U.S.C. 1681a(f)) or the Federal Claims
Collection Act of 1966 (31U.8.C: 3701 (a)(3)) K

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records i in the system:

Storage: .

Paper records iri file folders..

Retrievability: .
By surname of defendant in the proceedmg
Safeguards :

" Records are maintained in bulldmgs having security guards and are
réstricted to authorized personnel - who are properly screened
cleared, and trained in Privacy Act matters.

Retentlon and disposal:

Records are permanent. They are retained until judicial proceed-
ings have been resolved, after which they are retired to the servicing
AAFES warehouse or servicing General Services Administration
records holding center.

System manager(s) and address: D

Commander Army and Air Force Exchange Servrce, Dallas TX
75222.

Notification procedure:

"Individuals desiring to know whether or not information on_them
exists in this system of records may write to the System Manager,
ATTN: General Counsel, provrdmg their full name, current address
and telephone number, .copy of latest correspondence from AAFES,
if available, and signature.

. Record access procedures:

* Individuals desiring access to records about themse]ves should
write to the System Manager, providing information required by
‘Notification procedure

Contestmg record procedures

Rules for access to records and for contesting contents and appeal-
ing initial determjnations are contained in Army Regulatlon 340 21
(32 CFR part 505).

Record source categones

From official records of the Army and Air Force Exchange ‘Serv-
ice; from any individual who can provide information concerning the
complamt/proceedlng, from similar relevant documentation.

Exemptlons claimed for the system
None
B AAFE50602.04b
System name:
* Claims and/or Litigation-Against AAFES.
System location:

Office of the General Counsel, Headquarters, Army and Air Force
Exchange Service (AAFES), Dal]as TX 75222; HQ, AAFES-

,Europe HQ, AAFES-pacific.

Categones of individuals covered by the system'

Any individual who has filed a_claim against AAFES, a complamt
or similar pleading in a court or administrative body_ in which an
AAFES employee or the Army and’ Air. Force Exchange SC[‘VICC is
named as a defendant.

" Categories of records in the system:

Claims, pleadings, motions, briefs, orders, decisions, memoranda,
opinions, supporting documention, and allied materials involved in
representing the Army and Air Force Exchange Servnce in the Fed-
eral Court System. .

Authority for maintenance of the system:

10 U.S.C., sections 3012 and 8012.

AT
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Purpose(s)

To investigate claims and prepare responses; to defend the Army
and Air Force Exchange Service in c1v1| suits filed against it in the
Federal Court System.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Departmeént of Justice and US.

Attorneys’ offices handling a particular case. Most of the information
is filed in'some manner in the courts in which litigation is pending
and therefore is a public record. In addition, some of the information
will appear in the written orders, opinions, and decisions of the
courts which, in turn, are published in the Federal Reporter System

under the name or style of the case and are available to individuals

with access to a law library.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.
Retrievability:

By last name of claimant/plaintiff.
Safeguards:

Buildings employ security guards. Records are maintained in areas
accessible only to authorized personnel who have need therefor in
the performance of official duties.

Retention and disposal:

Claim records are destroyed after 6 years. Litigation records are
permanent; they are retained in the servicing General Counsel’s
Office until judicial proceedings have been resolved, following which
they are retired to the servicing General Services Administration
records holding center.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notlﬁcatlon procedure:

Individuals desiring to know whether or not lnformatlon on them
exists in this system of records may write to the System' Manager,

ATTN: General Counsel. Individual should provide his/her full

name, current address and telephone number, latest correspondence
received from the servicing General Counsel’s office if available, and
signature.

Record access procedures:

Individuals desiring access to records on themselves should write
to the System Manager and provide information specified in ‘Notifi-
cation procedure’.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regu]atlon 340-21
(32 CFR part 505).

Record source categones

From official records of the Army and A1r Force Exchange Serv-
ice; claimants; litigants.

Exemptions clalmed for the system:
None. ’

AAFES0604.02
System name: ,

Unfair Labor Practice Claim/Charges Files.

System location:

Office of the General Counsel at Headquarters, Army and Air
Force Exchange Service (AAFES), Dallas, TX 75222; HQ AAFES-
Europe, HQ AAFES-Pacific; personnel offices at Exchange Regions
and Area Exchanges at posts, bases, and satellites world-wide.

Categories of individuals covered by the system:
~ Employees of the Army and Air Force Exchange Service who are

permitted to file charges/claims pursuant to Executive Order 11491,
as amended.

Categories of records in the system:

Written allegations of unfair labor pra.,uce supporting correspond-
ence/documentation/memoranda.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012; Executive Order 11491, October
31, 1969, as amended

‘Purpose(s):

To review and - process charges/clalms of unfair labor practices
through formal/informal negotiations; for managerial and statistical
reports.’

Routine uses of records maintained in the 'system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s.
listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability: '

By individual’s surname.

Safeguards:

Records are mamtamed in areas accessible only to designated per-
sons having official need therefor in the performance of their duties.
Buildings housing records are protected by security guards.

Retention and disposal:

Records are retained 5 years in an active file; then transferred to
the servicing AAFES warehouse or General Services Administration
records holding center for an additional 5 years, following which

- they are destroyed by shredding.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure:

TIndividuals desiring to know whether or not |nformat10n on them
is contained in this system of records may write to the System
Manager, ATTN: General Counsel, furnishing their full name, SSN;
last employmg station, details sufﬁc1ent to locate the record, and
signature.

Record access procedures:

Individuals desiring to access records about themselves should
write- to the System Manager, provndmg information specified in
‘Notification procedure’.

Contesting record procedures: ess to records and for contesting
contents and appealing initial determinations are contamed in Army
Regulation 340-21 (32 CFR part 505).

Record source categories:

From the individual, the union representative,. witnesses, official
records of the Army and Air Force Exchange Service.

Exemptions claimed for the system: '

None.

AAFES0702.22
System name:
Check-Cashing inlege Files.
System location:

Headquarters, Army and Air Force Exchange Service, Dallas, TX
75222; HQ, AAFES-Europe; HQ, AAFES-Pacific; Exchange. Re-
gions ‘and Area Exchanges at posts, bases, and.satellites world-wide.

Categories of individuals covered by the system:

Customers of the Army and Air Force Exchange Service: military,
dependents, retirees, and Exchange employees.

Categories of records in the system:
Customer’s name, SSN, category of customer (i.e., dependent, re-

tiree, active duty member), amounts of checks not paid by bank
collection efforts, and relevant documentation.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

Purpose(s):

To determine customer’s eligibility to cash checks.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

In overseas areas, information is disclosed to military banking
facilities. These facilities are branches of US based financial institu-
tions which are under contract to the Department of Defense to
provide banking services to US military and affiliated civilian person-
nel overseas. Any financial losses sustained by these activities-in
support of the Department of Defense program are underwritten by
the Department of Defense using appropriated funds. The financial
institutions use the check-cashing mformatlon only to determme



12 PRIVACY ACT SYSTEMS

whether to cash checks or similar negotiable instruments for individ-
uals - not to award or deny other banking privileges. .

Disclosures to consumer reporting agencies:

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from th|s
system to ‘consumer reporting agencies'-as defined in the Fair Credit
Reporting Act (15 U.S.C..1681a(f)) or the Federal Claims Collectron
Act of 1966 (31 U.S.C. 3701 (a)(3)).

[

Policies and practlces for storing, retnevmg, accessmg, retammg, and

disposing of records in the system:’
Storage:
Paper records; computer tapes, discs, and prmtouts
Retrievability:
By customer name and SSN.
Safeguards:
All information is stored in locked rooms within secured buildings

and is accessed only by designated personnel having official need

therefor, primarily by individuals authorlzed to cash checks
Retention and disposal: : :

Information is retained until no longer needed at which t1me it is
destroyed by shredding or erasure.

System manager(s) and address:

75§lommander, Army and Air Force Exchange Servrce, Dallas, TX
22

Notification procedure:

Individuals desiring to know whether or not this system contains’

information concerning them should contact either the local Ex-
change where check was cashed (or refused) or HQ Army and .Air
Force Exchange Service, Dallas, TX 75222, furnishing full name,
SSN or other acceptable. identifying mformatlon that will facilitate
locating the records...

Record access procedures:

Individuals seeking access to records concerning themselves should
write to the System Manager, furnishing information specified. in
‘Notification procedure". .

Contestmg record procedures'
Rules for access to records and for contesting contents and appeal-

ing initial determinations are contained in Army Regulatlon 340-21
(32 CFR part 505).

Record source categories:

From the individual; his/her checks; financial |nst1tut10ns
‘Exemptions clalmed for the system° :

None.

AAFES0702.23
System name:

Dishonored Check Files.

System location:

Headquarters, Army and Air Force Exchange Servtce (AAFES)
Dallas, TX 75222; HQ, AAFES-Europe; HQ, AAFES-Pacific.

Categories of individuals covered by the system:

_Individuals- who- have negotiated" dishonored checks at. AAFES
facilities and whose check cashing privilege is under review. by the
General Counsel.

Categories of records in the system

Individual’s name, SSN, indebtedness, collectlon efforts, and rele-
vant documentation.

Authority for maintenance of the system:

10 U.S.C., sections 3012 and 8012.

Purpose(s):

To collect dishonored ‘check indebtedness.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information may be disclosed to civil or criminal law enforcement
agencies for law enforcement purposes. See ‘Blanket Routine Uses*
set forth at the beginning of the Army’s listing of record system
notices.

Disclosures to consumer reportmg agencies: -

Disclosure pursuant to 5 U.S.C. 552a(b)(l2) may be made from this
system to ‘consumeér reporting agencies' as defined in the Fair Credit
Reporting  Act (15 U.S.C. 1681a(f)) or the Federal Claims Collectlon
Act of 1966 (31 U.S.C. 3701 (a)(3)).

Policies and practlces for storing, retnevmg, accessmg, retammg, and
disposing of records in the system:

Storage:
. Paper records in file folders.

Retrievability; . .. : : : :

By surname of 1nd1v1dual responsnble for drshonored check
Safeguards: :

Records are maintained in buildings havmg sécurity guard and aré
accessed only by:'personnel having official need therefor who are
properly screened, cleared and tramed : .

Retention and disposal: ' B ' '

. Records are General Counsel until mdebtedness has been satisfied,

determlned to be uncollectible, or additional administrative action is
required. Upon completion, records are transferred to 'the Comptrol-
ler Division and maintained with appropriate check cashing privilege
records.

System manager(s) and address:

Commander, Army and Air Force Exchange Servrce, Dallas TX
75222.

Notification procedure

Individuals desiring to know whether or not this system of records
contains information on them may write to the System Manager,
ATTN: General Counsel, providing their full name, SSN, current

_address and telephone number, latest correspondence from AAFES if

available, and signature.
Record access procedures:
Individuals desiring to access mformatlon in this system concermng

themselves should write as indicated in ‘Notification procedure’, pro-
viding the information required therein.

Contesting record procedures: :
Rules for access to records and for contestmg contents and appeal-

ing initial determinations are contamed in Army Regulation 340-21
(32 CFR part 505).

Record source categories: :

From the individual, his/her employer Iaw enforcement investiga-
tive agencies, banking facilities, consumer reporting agencies, and
sources that furnish information regarding individual’s credit. .

Exemptions claimed for the system: :

None.-

: AAFES0702.34

System name:
Individual Accounts Receivable Files.-
System location:

Headquarters, Army and -Air Force Exchange Servrce (AAFES),
Dallas, TX 75222; Headquarters, AAFES Europe; and Headquarters,
AAFES, Pacific. Official mailing addresses- are published as an ap-
pendix to the Army’s compilation of systems notices. .

Categories of individuals covered by the system:

AAFES customers (military, retirees, civilian, and ClVlllan depend-
ents).

- Categories of records in the system:

Case files relating to debts owed by individuals, including dishon-
ored checks, deferred payment plans, home layaways, salary/travel
advances, pecuniary liability elaims and credit cards. These files
include all correspondence to the debtor/his or her commander,
notices from banks concerning indebtedness, originals or copies of
returned checks, envelopes showing attempts to contact the debtor,
payment documentation, pay adjustment authorizations, deferred pay-
ment plan applications, charges and statements or accounts, and
home layaway cards.

Authorlty for maintenance of the system:

10 U.S.C. 3012 and 8012; Federal Claims Collectton Act of 1966
31 U.S.C. 3711; Debt Collection Act of 1982 (Pub. L. 97-365); 31
U.S.C. 5512 through 5514; and E.O. 9397.

Purpose(s):
- To process, monitor, and post audit accounts receivable,’ to admin-

ister the Federal Claims Collection Act, and to answer inquiries
pertaining thereto. To collect dishonored check indebtedness.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

To the U.S. Department of Justice/U.S. Attorneys for legal action
and/or final disposition of the debt claim.

To the Internal Revenue Service to obtain locator status for delin-
quent accounts receivables (controls exist to preclude redisclosure of
solicited IRS address data; and/or to report write-off amounts as
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taxable income as pertains to amounts compromised and accounts
barred from litigation due to age.

To private collection agencies for collection action when the
Army has exhausted its internal collection efforts.

To civil or criminal law enforcement agencies for law enforcement
purposes.

The “Blanket Routine Uses” that appear at the beginning of the
Department of the Army’s compilation of systems of records also
apply to this system.

Disclosure to consumer reporting agenciés:

Disclosure pursuant to 5 U.S.C. 552a(b)(l2) may be made from this
system to consumer reporting agencies as defined in the Fair Credit
Reporting: Act (15 U.S.C. 1681a(f) or the Federal Claims Collection
Act of 1966 (31 U.S.C. 3701(a)(3)) to collect dishonored check in-
debtedness

Pohcles and practlces for stonng, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in individual file folders.

Retrievability:

Retrieved by customer’s surname or Social Security Number.
Safeguards:

Records are maintained in areas accessible only by  authorized
personnel within AAFES/CM-G.

Retention and disposal:

Records are retained in current fles until close of fiscal year in
which the receivable is cleared, or if office space doesn’t permit, at

the end of the fiscal quarter in which receivable is cleared. At year

end, files are stored for 10 years and subsequently forwarded to the
Federal Records Center, Fort Worth, Texas for destruction.

System manager(s) and address:

Commander, Army and Alr Force Exchange: Service, Dallas, TX
75222.. .

Notlf' cation procedure

Individuals seeking to determine whether this system of records
contains information about themselves should address written inquir-
ies to the Commander, Army and Air Force Exchange Service,
ATTN: Chief, General Accounting Branch, Comptroller Division,
Dallas, TX 75222 or telephone (214) 330-2631.

Individuals should provide full name, Social Security Number, or
other acceptable identifying information that will facilitate locating
the records. :

Record access procedures:

Individuals seeking access to information about themselves con-
tained in this system of records should address written inquiries to
the Commander, Army and Air Force Exchange Service, ATTN:

Chief, General Accounting Branch, Comptroller Division, Dallas,

TX 75222 or telephone (214) 330—2631

Individuals should provide full name, Social Security Number, or
other acceptable identifying information that will facilitate locating
the records. '

Contesting record procedures: .

The Department of the Army rules for accessing records and for
contesting contents and appealing initial agency determinations are
published in Department of the Army Regulation 430-21-8; 32 CFR
part 505; or may be obtained from the system manager.

Record source categories:

From the customer and from correspondence between AAFES
and Vendors. .

Exemptions claimed for the system: !
None. : :

AAFES(702.43
System name:
Travel Advance Files.
System location:

Headquarters, Army and Air Force Exchange Service, Dallas, TX
75222.

Categories of individuals covered by the system~
Employees required to perform official travel.
Categories of records in the system:

Individual's name, organization to which assigned, details of offi-
cial travel, amount advanced, and similar relevant data.

Authority for maintenance of the system:

10 U.S.C., sections 3012 and 8012.
Purpose(s):

To monitor travel advances against md1v1dual s authorized official
travel and to ensure settlement of indebtedness to the Government.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system:

~ Storage: :
Paper records in metal filing cabinets.
Retrievability:
By employee’s surname.
Safeguards:

Records are accessed only by designated employees having ofﬁcnal
need therefor in the performance of their duties.

' Retention and disposal:

Records are destroyed 1 year following settlement of an individ-
ual’s travel advance account.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure:

Individuals desiring to know whether or not information on them
exists in this system of records may write to the System Manager,
ATTN: Comptroller Division, CM-G, furnishing their full name,
sufficient details concerning records sought, and signature.

Record access procedures:

Individuals desiring access to records on themselves in this system
should submit their request as indicated in ‘Notlﬂcatlon procedure’,
furnishing information required therein.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21

(32 CFR part 505).

Record source categories:

From the 1nd|v1dual records of the AAFES office issuing travel
advance.

Exemptions claimed for the system:

None.

AAFES 0703.07
System name:
AAFES Employee Pay System Records
System location: - :
Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas/ TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe; Ex-

cha({ge Regions, ‘Area ‘Exchanges; Post ‘Base, and Satellite Ex-
changes within the Continental United States and overseas. .

Categories of individuals covered by the system:
Civilian employees of the Army and Air Force Exchange System.
Categories of records in the system:

Employee’s name; Social Security Number; AAFES facility
number; individual’s pay, leave, and retirement records, withholding/
deduction authorization for allotments, health benefits, life insurance,
savings bonds, financial institutions, etc.; tax exemption certificates;
personal exception and indebtedness papers; subsistence and quarters
records; statements of charges, claims; roster and signature cards of
designated timekeepers; payroll and retirement control and working
paper files; unemployment compensation data requests and responses;
reports of retirement fund deductions; management narrative and
statistical reports relating to pay, leave, and retirement.

Authority for maintenance of the system:

Title 6, GAO policy and Procedures Manual for Gurdance of
Federal Agencies; 10 U:S.C. 3012 and 8012.

Purpose(s):

To provide basis for computing civilian pay entitlements; to record
history of pay transactions, leave accrued and taken, bonds due and
issued, taxes paid; to answer inquiries and process claims.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:
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Information from this system may be discldsed to:

Treasury Department: To record checks and bonds issued. .

Internal Revenue Service: To report taxable _earnings and taxes
withheld; to locate delinquent-debtors.

States and Cities/Counties: To provide taxable earnings of civilian
employees to-those- states and cities -or counties which have éntered
into an agreement with the Department of Defense and the Depart-
ment of the Treasury.

State Employment Offices: To provtde information relevant to the °

State’s determination of individual’s entltlement to unemployment
compensation.

US Department of Justlce/US Attorneys For legal action and/or
final disposition of debt claims against the Army and Air Force
Exchange Service.

Private Collection Agencies: For collection action when the Army
and Air Force Exchange Service has exhausted its internal collection
efforts.

Disclosure to consumer reportmg agencies:

Disclosure pursuant to 5 U.S.C. 332a(b)(12) may be made from this
system to ‘consumer reporting‘agencies' as:defined in the Fair Credit
Reporting Act (15 U.S.C. 1681a(f) or the Federal Clarms Collection
Act of 1966 (31 U.S.C. 3701(a)(3)).

Policies and praetlees for storing, retnevmg, accessmg, retalmng, and
disposing of records in the system: .

Storage: )

"Paper records in file folders and in bulk storage; card files; com-
puter magnetic tapes, discs and printouts; mlcroﬁches, mlcro[‘lm

Retrlevablllty'

- Automated records are retneved by employees SSN within paya

rosll block manual records are retrieved by . 1nd|v1dual‘s surname or,
SSN.

Safeguards:

Records are restricted to .personnel who are properly cleared and
trained and have an official need therefor. In addition, integrity of
automated data is ensured by internal audit procedures, data base
access accounting reports and controls to preclude unauthonzed dis-
closure.

Retention and disposal: "

T I .t . »

The majority of documents are retained 4 years after whlch they .

are destroyed by shredding. Exceptions are Time and Attendance
sheets: retained 2 years; W-2 data and employer quarterly Federal tax
returns are retained 5 years; Payroll Registers are permanent.

System manager(s) and address:

Commander, HQ Army and Air Force Exchange Service, Dallas
TX 75222.

Notification procedure:

Individuals desiring to know whether or not information on them
is maintained in this system should inquire of the System Manager,
furnishing their full name, SSN, current address and telephone
number; if terminated, include date and place of separation.

Record access proeedureS’

Individuals who desu'e to access records pertaining to them in, this
system should follow. information in ‘Notrﬁcatlon procedure’, v;}=

Contesting record procedures: = BRE

The army’s rules for access to records and for contesting’ contents
and appealing initial determinations are contained in_Army Regula-
tion 340-21 (32 CFR part 505). .

Record source eategunes

From thé’ mleldual " personnel actions; other agency records and
reports .

Exemptions clalmed for the system'
None

LI

' "AAFES(0704.07
System name.
Fidelity Bond Flles
System location:

Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas, TX 75222; HQ AAFES-Europe; HQ, AAFES-Pacific; Ex-
change Regions and Area Exchanges at posts, bases, and satellites
world-wide. .

Categories of individuals covered by the system:

e

- All _employees of the Army and Air Force. Exchange Servrce

Categories of records in the system:

Fidelity bond application,.transmittal letter to msurance company,
and related correspondence.

Authority for maintenance of the system:
10 U.S.C., sectrons 3012 and 8012.
Purpose(s):

To assure that all. employees apphed for and were accepted by the
bonding company for fidelity bond coverage.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system: .

Storage:

Paper records .in file fo]ders‘
Retrievability:

By employee's surname.
Safeguards:

Records are maintained in areas accessnble only to demgnated mdl-
viduals having official need therefor in the performance of official
duties.

Retention and disposal: .
Destroyed 3 years after bond becomes inactive.
System manager(s) and ‘address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure: :

* Individuals desiring to know whether or not information exists on
them in: this system of records may write to the System Manager,
ATTN: Director, Personnel Division, providing their full, name,
SSN, current address-and telephone number, and signature. ’

Record access procedures: ’

Individuals désiring acceés to records about themselves should
write to the System Manager, providing mformatlon required in
‘Notification procedure’.

‘Contesting record procedures: :

“Rules for access to records and for contesting contents and appeal-
ing initial determinations are contamed in Army Regulation 340-21
(32-CFR part 505). s
. Record source categories: o )

Fidelity bond applications completed by the employee; action by

5

“the bonding company; similar relevant correspondence and:docu-

ments.
Exemptlons claimed for,the system:
None o P N

AAFESO903
System name: .

Personnel-Management Information System

‘System location:

Centralized at Headquarters, Army and Air Force Exchange Serv-
ice (AAFES), Dallas, TX 75222. Segments of the system exist at
servicing_civilian -.personnel offices at AAFES-Pacific, AAFES-
Europe, Exchange Regions and Area Exchanges at posts, bases, and
satellites world-wide...

Categories of individuals-covered by the system:’

All employees of the Army and Air Force Exchange Service.

Categories of records in the system:

Individual’s name, SSN, Exchange location, home address; date of
birth; date hired, leave accrual data, retirement participation data,
service award data, citizenship, marital status, sex, security clearance,
military status, sponsor affiliation where employee is a dependent of a
US Government/military member, job code and title, employment
category, pay plan, wage schedule, base hourly rate, scheduled work
week, Federal and State tax exemptions, type of insurance coverage,
authorized deductions, life insurance coverage, physical examination
documents, education and experience, licenses, career plans, Person-
nel Evaluation Reports, training course data, and similar relevant
information.

Authority for maintenance of the system: '

10 U.S.C,, sections 3012 and 80‘12.

. Purpose(s):

To ‘produce reports and statistical analyses ‘of the civilian work-
force strength trends and composition in support of established man-
power and budgetary programs and procedures; verify employment;
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provide data in support of Equal Employment Opportunity Program
requirements; provide locator and emergency notification data; re-
spond to union requests; identify training requirements; provide
salary data for current and projected fiscal guidance, personnel data
for current and projected staffing requirements; provide suspense
system for within grade increases, length of service awards, perform-
ance ratings, pay adjustments and tenure groups; provide data for
retirement processing, - individual personnel actions; analyze leave
usage; investigate complaints, grievances and appeals; respond to
requests from courts and regulatory bodies; provide-incentive awards
information; provide qualified candidates to fill position vacancies;
counsel employees on career development; plan'dependent services in
overseas areas; determine validity of individual claims related to pay
adjustments; and for other managerial and statistical studies, records,
and reports.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

Policies and practices for stormg, retrieving, accessing, retaining, and
disposing of records in the system:

Storage: -

Computer tapes/discs; printouts.

Retrievability:

By name or SSN.

Safeguards:

Disc and tape files reside in restricted areas accessible only to
authorized personnel who are properly screened, cleared, and
trained. Manual records and computer printouts containing personal

identifiers are maintained in_locked file cabinets and are available
only to individuals having official need therefor.

Retention and disposal:

Disc files are retained for 18 months after employee separates and
are destroyed with the exception of employees terminated under
disciplinary action (ineligible for rehire), retired employees and all
employees under the Universal Annual Salary Plan whose file re-
mains a permanent record. Back-up tapes are retained for 90 days.

Computer printouts are maintained as follows: system edit reports are -

destroyed upon verification that errors have been corrected; print-

outs produced for managerial reports are maintained for periods-

varying from 2 to 10 years; source documents and computer print-
outs which are included as part of the employee’s Official Personnel
Folder are permanent.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222.

Notification procedure:

Individuals wishing to know whether or not 1nformat|on on them
exists in_ this system of records may write to the System Manager,
ATTN: Director, Personnel Division, Dallas, TX 75222. Writer must
furnish full name, SSN, current address and telephone number and, if
terminated, include date of birth, date of separation, and last employ-
ing location.

Record access procedures-

Individuals desiring access to information about themselves in this
system should write to the System Manager, furnishing information
required by ‘Notification procedure’.

Contesting record procedures:

Rules for access to records and for contestmg contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From the employee, his/her supervnsor, AAFES records and re-
ports, Official Personnel Folder. \

Exemptions claimed for the system'
None.

AAFES1203.03
System name:
Appointment of Contracting Ofﬁcers
System location:

Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES- PaClﬁC all
reglonal offices within the Continental United States.

Categories of individuals covered by the system:

Military or civilian personnel assigned to the Army and Air Force
Exchange Service are appointed as contracting officers.

Categories of records in the system:

Name, SSN, job title and grade, qualifications, training and experi-
ence, request for appointment as contracting officer, copy of Certifi-
cate of Appointment, and other correspondence and documents relat-
ing to individual’s qualifications therefor.

Authority for maintenance of the system:

10 U.S.C,, sections 3012 and 8012.

- Purpose(s):

To ascertain an individual’s quallﬁcatlons to be appomled as con-
tracting officer; to determine if limitations on procurement authority
are appropriate; to complete Certificate of Appointment.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the begmmng of the Army’s
listing of record system notices.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage::

Paper records in file folders.

Retrievability:

By individual's surname.

Safeguards:

Information is accessible only to designated persons havmg official
need therefor in the performance of their duties. Records are main-
tained in building entrance which is limited to persons assigned to
AAFES.

Retention and disposal:

Records are retained only so long as individual’s appointment as
contracting officer is valid; upon termination, records are destroyed
by shredding.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222. .

Notification procedure'

. Individuals desmng to know whether or not. information on them
is contained in this system of records should write to the System
Manager, ATTN: Director, Procurement Management Office, and
provide their full name; and sufficient details to permit locating the
pertinent records.

Record access procedures:

Individuals desiring access to records on themselves should direct
an inquiry as indicated’ in ‘Notification procedure’, providing infor-
mation required therein.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505).

Record source categories:

From the individual, personnel records, former employers, educa-
tional institutions, AAFES records and reports.

. Exemptions clalmed for the system:

None.

AAFES1300,01
System name:

-Resource Management and Cost Accounting Flles

System location:

Headquarters, Army and Alr Force Exchange Service (AAFES),
Dallas, TX 75222; HQ AAFES-Europe; HQ AAFES-Pacific; Ex-
change Regions and Area Exchanges at posts, bases, and satellites
world-wide.

Categories of individuals covered by the system:

Military and civilian personnel assngned/attached to an orgamza‘
tional entity of AAFES.

Categories of records in the system:

Records by, individual of manhours applied to the accomplishment
of assigned tasks or projects. Specific data elemernts include name,
SSN/employee identification number, organizational element, mili-
tary rank/civilian -grade, job title, clearance status, rating data, regu-
lar/overtime wage rates, regular/overtime hours worked, hours of
leave taken, record of official travel, project code, accounting code
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and cost data, workload units accomplished, file references and relat-
ed tnformanon and records control data.

Authority for maintenance of the system: =
10 U.S.C., sections 3012 and 8012.
‘Purpose(s): Lo

To project manpower and“, monetary requirements; to allocate
available resources to specific ‘projects; to schedule workload and
assess progress; to project future organizational milestones; to evalu-
ate indivdual performance and equipment efficiency; to set standards
and methods; to record and control personnel and equipment utiliza-
tion; to document inventories; to interpolate training needed by unit
or mdrvrdual to monitor use of overtime; to control and ‘monitor
obligations and expenditures of Government funds; to provide audit
trail; to generate statistical reports of workload and production levels
and other trends within the organization; and to provide other ac-
counting and monitoring reports.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the begmmng of the Army’s
listing of record system notices.

Policies and practrces for storing, retnevmg, accessmg, retammg, and
disposing of records in the system: e } . .

Storage: : .

Punch cards, magnetic tapes, cards, or discs; microform, micro-
fiche, computer printouts, and paper records.

. Retrievability:

By individual's name, SSN or employee tdenttﬁcatton number;
information may also be accessed by a non-personal data element
such as project code, cost accounting code, or organizational ele-
ment.

.Safeguards: :

- Automated systems employ computer hardware/software features.
All records are maintained in controlled areas, within buildings/
rooms which are secured during non-duty hours. Personal informa-
tion is accessed only by individuals who have need therefor in their
official duties.

Retention and disposal:

Information in magnetic media is erased after 1 year;. manual
records are destroyed after 1 year by shredding. o

System manager(s) and_ address:

Commander, Army and: Air Force Exchange Servtce, Dallas, TX
75222.

Notification procedure:

_ Individuals desiring to know whether or not this system contains
information on them should contact the System Manager, appropriate
Director or Division Chief in organization in_which employed or
assigned, and should furnish full name, SSN, office believed to have
the record, and time frame, any other tnformatton which will assist in
locating the information, and signature. .

Record access procedures:

Individuals seeking access to information .from this system of
records should address an inquiry as indicated’in Nottﬁcatton proce-
dure’, providing information required therein.

Contesting record procedures:

Rules for access to records and for contesting contents and appeal-
ing initial determinations are contained in Army Regulation 340-21
(32 CFR part 505).

Record source . categories:

From employee time cards; organization manpower. rosters; indi-
vidual personnel and training records; production records and simi-
lar relevant AAFES documents and reports.

Exemptlons claimed for the system:

" None.

.

AAFES1504.03
System name:

Pefsonal Property Movement and Storage Ftles

System location:

Headquartets, Army and Air Force Exchange Service (AAFES),
Dallas TX 752227 HQ, AAFES-Europe; HQ, AAFES Pactﬁc

. Categories of individuals covered by the system:

Employees of the Army and Air Force Exchange Service whose
- permanent change of station is authorized by. AAFES

- Categories of records in the system:

. Orders authorizing shipment/storage of personal property to in-
clude privately owned vehicles and house trailers/mobile homes;
Cash Collection Vouchers; Application for Shipment and/or Storage
of Personal Property; Transportation Control' and Movement Docu-

‘ment; Personal Property Counseling Checklist; Government Bill of

Ladmg storage contracts, loss and damage clatms, and S|m|lar related
documents.

Authorlty for mamtenance of the system;

10.U.S, C., sections 3012 and 8012

Parpose(s): . :

Used by thie Army and Air Force Exchange Service to arrange for
the movement, storage and handling of personal property; to identi-
fy/trace lost or damaged shipments; to answer inquiries and monitor
effectiveness of personal property traffic management functions.

Routine uses of records maintained in _t'he system, including catego-
ries of users and the purposes of such uses:

Information is disclosed to commercial carriers for the purposes of
identifying ownership, verifying delivery of shipment, supporting
billing for services rendered, and justifying claims for loss, damage,
or theft. See ‘Blanket Routine Uses' set forth at the begtnntng of - the
Army’s listing of record system notices.

Policies and practrces for storing, retrieving, accessing, retammg, and
disposing of records in the system: :

Storage: i

Paper records in file folders; microfilm; magnetrc tapes, ‘and com-
puter. printouts. . . .

Retrlevabthty

‘By individual’s surname.

Safeguards: ) o

Information is matntatned in secured areas, a(.(.esstble only to au-
thorized personnel having an official need-to-know. Automated seg-
ments are further protected by code numbers and passwords

Retention and disposal: ’

Documents relating to packtng, shtppmg, and/or storlng of house-
hold goods within the Continental United States are destroyed after 3
years; those relating to overseas areas are destroyed after 6 years.
Documents regarding shipment of privately owned vehicles/mobile
homes are destroyed after 2 years. Shipment discrepancy reports are
destroyed after 2 years or when claim/investigation is settled, which-
ever is later. Administrative files reflecting queries and responses are
retained for 2 years; then destroyed.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX
75222. )

Notification procedure:

Individuals desiring to know whether or not information on them
exists in this system of records should write to the System Manager,
ATTN: Director, Administrative Services Division, and should pro-
vide their full name, SSN, current address and telephone’ number
and signature.

Record access procedures- :
~ Individuals desiring access to information about themselves in thts
system should address their inquiry to the System Manager, provid-
ing informiation required in ‘Notiﬁcation procedure’.

Contesting record procedures: :

Rules for access to records and for contesttng contents and appeal-
ing initial determtnatlons are contained in Army Regulanon 340-21
(32 CFR part 505).

Record source categories:

Provided by the individual whose personal property is shipped/
stored; by the’ carner/storage facility.

Exemptions claimed for the system:

None.

’ AAFES1609.02
System name:
AAFES Customer Service. .

System location:

Headquarters, Army and’ Air Force Exchange Servrce (AAFES),
Dallas; TX 75222; HQ AAFES-Pacific; HQ AAFES-Europe: region-
al, area, post and base Exchanges in the United States.

Categories of individuals covered by the system:

Al

Wi

ot
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AAFES customers who purchase merchandise on a time payment,
layaway, or special order basis, or who need purchase adJustments or
refunds.

Categories of records in the system:

Copies of layaway tickets, requests for refunds, special order
forms/procurement request/logs, cash recelpt/charge or credit
vouchers, repair vouchers, warranty documents, correspondence be-
tween AAFES and the customer and/or vendor.

Authority for maintenance of the system: =~

10 U.S.C., sections 3012 and 8012.

Purposels):

To record customer transactions/payment for layaways and special
orders; to determine payment status before finalizing transactions; to
rdenufy account delinquencies and prepare customer reminder no-
tices; to mail refunds on cancelled layaways or special orders; to
process purchase refunds; to document receipt from customer of
merchandise subsequently returned to vendors for repair or replace-
ment and initiate follow-up actions.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

Disclosure to consumer reporting agencies:

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this
system to ‘consumer reporting agencies' as defined in the Fair Credit
Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims Collection
Act of 1966 (31 U.S.C. 3701(a)(3)).

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:
Paper records in file boxes and cabinets.
Retrievability:

By customer’s surname, document control number, and/or due
date.

Safeguards:
Records are maintained in secured areas, accessible only to author-

ized personnel having need for the information in the performance of
their duties.

Retention and disposal:

Cancelled or completed layaway tickets are held for 6 months after
cancellation or delivery of merchandise; purchase orders are retained
for 2 years; refund vouchers are retained for 6 years; returned mer-
chandise slips are retained for 6 years; cash receipt vouchers are
retained for 3 years; repair/replacement order slips are held 2 years.
All records are destroyed by shredding.

System manager(s) and address:

75222.
Notification procedure:

Individuals desiring to know whether or not information on them
exists in this system of records should write to the System Manager,
providing name and sufficient details or purchase to enable locating
pertinent records, current address and telephone number.

Record access procedures:

Individuals desiring access to records on themselves should write
as indicated in ‘Notification procedure, providing mformatlon re-
quired therein. :

Contesting record procedures:

Rules for access to records and for contesting contenits and appeal-
ing initial determinations are contained in Army Regu]atlon 340-21
(32 CFR part 505). .

Record source categories: *

From the individual; vendor.

Exemptions claimed for the system:

None. '

AAFES1609.03

System name:

AAFES Catalog System.

System location:

Headquarters, Army and Air Force Exchange Service (AAFES),
Dallas, TX 75222; HQ, AAFES-Europe; HQ, AAFES-Pacific.

Categories of individuals covered by the system:
Exchange customers who place a catalog sales order.

Commander, Army and Air Force Exchange Servnce, Dallas, TX

Categories of records in the system:

Customer name, SSN, mailing address; name and address of recipi-
ent of order, description and price of item ordered, method of ship-
ment, amount of order/refund, returned check identifier, claim data
for returns/damages to shipments. and similar relevant data.

Authority for maintenance of the system:

10 USC 3018 and 8012.

Purpose(s):

To locate order information to reply to customer inquiries, com-

‘ plaints; to create labels for shipment to proper location; to refund

customer remittances or to collect monies due; to provide claim and
postal authorities with confirmation/ certification of shipment for
customer claims for damage or lost shipments.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army's
listing of record system notices.

Policies and practlces forstoring, retrieving, nccessmg, retaining, and
disposing of records in the system: )

Storage:

‘Paper records; magnetlc tapes and prmtouts mrcroﬁche, microfilm.

Retrlevahlllty
" By customer order information, SSN, or insurance number as-
signed to shipment.

Safeguards

Access to information is restricted to persons having official need
therefor; computer operations rooms are locked and visitors screened
for entry.

Retention and disposal: .

Information is maintained in computer files for 180 days following’
completion of shipment. Microfilm and microfiche are retained for 2
years for postal claim purposes; destroyed after 6 years.

System manager(s) and address:

Commander, Army and Air Force Exchange Service, Dallas, TX

75222

Notification procedure:

Individuals desiring to know whether or not this system of records
contains information on them should write to the System Manager,
ATTN: Chief, Catalog Sales Center, providing name, current address
and telephone number, and sufficient details to permit locating perti-
nent records. .

Record access procedures: )

Individuals desiring access to tecords about themselves should
write to.the.System Manager, providing information required in
*Notification procedure'. ’

Contesting record procedures:

Rules for access to records and for contesung contents and appeal-
ing initial determinations are contained in Army Regu]atlon 340-21
(32 CFR part 505)...

Record source categories:
From the individual.
Exemptions claimed for the system:
chnev

- A0001DAMI

System name:

Controlled Accountable Document Inventory System.
System location:

Document Control Center/Security Office of Army installations or
major commands to the extent that classified inventories are directed
by the Commander. Official mailing addresses are in the Appendrx to
Army system notices (48 FR 25573, June 6, 1983).

Categories of individuals covered by the system:
Custodians of classified Defense information.
Categories of records in the system:

Custodian’s name, SSN, and a listing of controlled classified docu-
ments for which custodian is responsible. Records may include docu-
ment title, originator, type, and date.

Authonty for maintenance of the system:
10 U.S.C,, section 3012; 5 U.S.C,, section 301.
Purpose(s):
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To conduct periodic inventory of classified documents and to
determine or validate -custodial accountability of those documents.

Routine uses of records maintained in thé system, including catego-

ries of users and the purposes of such uses:
See blanket routine uses at 48 FR 25503, June 6, 1983.

Policies and praetlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system:

Storage:

Magnetic tapes/discs, computer printouts; paper records

Retrievability:. :

“By custodian’s surname or SSN i

‘Safeguards :

Access is restricted to securlty ofﬁcers for verlfymg 1nventory of
classified documents and to others having similar official need. Infor-

mation is housed in buildings controlled by security ‘guards durmg
non-duty hours.

Retention and disposal:

Retained until the next inventory has been completed satlsfaclonly
following which it is destroyed.

System manager(s) and address: SN
Assistant Chief of Staff for Intelligence, Headquarters; Department
of the Army, The Pentagon, Washmgton DC 20310. - -
Notification procedure: . : '
Individuals who desire to know whether or not this system of

records contains information on them should write to the commander
of the installation where mformatlon  was _collected or mamtamed

Record access procedures :
An individual should write to the commander as indicated under

‘Notification procedure’, and provide his/her name, SSN, date and
place of employment, and signature.

Contestmg record procedures:
The Army’s rules for access to records and for contestlng contents

and appealing initial determinations are contamed in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual who receipts for classd'led documents
Exemptions claimed for the system:

None.

~ A0001DAPE ‘
System name: . oo
Personnel Locator/Orgamzatlonal Roster/TeIephone Dlrectory
System location:
Segments are maintained by offices and/or Army telephone
switchboards at Headquarters Department of the Army, Staff and
field operating agencies, commands, installations and activities. Offi-

cial mailing addresses are contained in the compllatxon of. the Army’s
system notices. .

Categories of mdmduals covered by the system [0

Military .personnel, civilian employees, and in some 1nstances their
dependents. .

Categories of records in the system:
" Records inélude cards or hstmgs/compllatlons of mdrvndual s
name, Social Security Number, unit of assignment and/or home ad-
dress, unit and/or home telephone number, and related information.
Military alert rosters, orgamzatlonal telephone’ directories, and list-
ings of office personnel are included in this system.

Authority for maintenance of the system;

10 U.S.C,, section 3012; E.O. 9397.

Purpose(s) :

.To provide commanders and superwsors with emergency noufca-
tion data, and operators.and other users with locator data, .

Routine uses of records maintained in the system; including. calego— :

ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning, ofthe Army's
listing of record system notices.

Policies and practlces for storing, retrlevmg, accessmg, retaining;’ and
disposing of records-in the system:

Storage:

Paper records in file folders, card files, loose-leaf and bound note-
books; magnetic tape/discs or other computer medla

Retrievability:
By individual’s surname and SSN.

f

¢

Safeguards: .

‘Records are maintained in file cabinets, locked desks, or’ rooms
accessible only to authorized personnel having official need therefor.

Retention and disposal:

Individual records ‘are destroyed upon transfer or’ separauon of
1nd1v1dual rosters are destroyed upon update ‘ Lo

System manager(s) and address; ’ '

Commander or supervisor of orgamzatlon malnlalmng locator or
directory. .

‘Notification procedure:

Information may be. obtained .from commander or supervisor of
orgamzatlon to which mlerdual is/was assigned or employed.

Record access procedures: .

Requests should be made as indicated ‘under Notlﬁcatlon proce-
dure'. Individual'should ‘provide full name, and some detail such as
organization of assignment, that can be' verified, except that, in cases
where individual has provided written consent to release of home
address/telephone number to the general public,:no identification 1s
required. . .

Contesting record procedures: : o

The Army's rules for access to records and for contesting contents
and appealing initial determinations are contalned in Army Regula-
tion 340-21 (32 CFR part 505): o : . '

Record source categories: : : ;

From official Army records.

. Exemptions claimed for the system:

None.’ i
AO001DAPE-ARI
System name: RN

Professional Staff Information File.

System location: :

Headquarters, U.S. Army Instltute for the Behavnoral and Social
Sciences, 5001 Eisenhower Avenue, Alexandria, VA 22333-5600.

" Categories of individuals covered by the system::’ -

Department of the Army civilian’ psychologlsts, engineers, econo-
mists, sociologists, and other professional staff members employed by
the- Army Research Institute who voluntarily supply information for
release and military officers assigned to the Army Research Institute
who voluntarily provide information for release. o

Categories of records in the system: o o

Files contain names of individuals and their curricula vitae, includ-
ing data and information-on the:qualifications, expertise, experience
and interests of the professional staff of the Army Research Institute.
Data include name, grade or rank, Institute assignment, education,
prior professional experience, professiona]:vactivities and development,
lists of awards and recognitions, extra-government professional ac-
tivities and significant professional publications.

Authority for maintenance of the system: .

10 U.S.C. 3012. -

Purpose(s): .

To establish and ‘maintain a professional staff dlrec(ory Wthh is
used to consider staff members with special expertise for special duty
assignments and to- produce evidence: of professional staff qualifica-
tions- during ‘Institute peer reviews and.similar independent evalua-
tions. Records are also used-as basis for summary statistical reports
concerning professional qualifications. . .

Routine uses, of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The Department of the Army *“‘Blanket Routine Uses"” set forth at
the beginning of the Army’s compilation of record systems notices
apply to this system.

Policies and practlces for storing,. retnevmg, accessmg, retammg, and
disposing of records in the system: :

Storage: : )

Information is stored on a personal computer.

Retrievability: '

Information is retrieved by the surnamé of professtonal person.
Categorical data is retrieved by keyword.

Safeguards: s o i :

Records are accessible only to desrgnated individuals having offi-
cial need-to-know in the performance of assigned duties.

Retention and disposal:
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Information will be maintained during the tenture of the person
and deleted upon permanent departure from the Institute.

System manager(s) and address:

Commander, U.S. Army Research Institute for the Behavioral and
Social Sciences, ATTN: PERI-AS (Privacy Act Officer), 5001 Ei-
senhower Avenue, Alexandria, VA 22333-5600.

Notification procedure:

Individuals seeking to determine whether this .system of records
contains information about themselves should address written inquir-
ies to the Commander, U.S. Army Research Institute for the Behav-
ioral and Social Sciences, ATTN: PERSI-AS (Privacy Act Officer),
5001 Eisenhower Avenue, Alexandria, VA 22333-5600. .

Record access procedures:

Individuals seeking access to records about themselves contained in
this system of records should address written inquiries to the Com-
mander, U.S. Army Research Institute for the Behavioral and Social
Sciences, ATTN; PERI-AS (Privacy Act Officer), 5001 Eisenhower
Avenue, Alexandria, VA 22333-5600.

Contesting record procedures:

The Department of the Army’s rules for accessing records and for
contesting contents and appealing initial agency determinations are
published in Army Regulation 430-21-8, “The Army Privacy Pro-
gram™; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

Individuals employed by or assigned to the Army Research lns(n-
tute who voluntarily submit requested lnformauon

Exemptions claimed for the system:
None.

AO001SAIS
System name: .
Carpool Informalion/Registration System.
System location:

Decentralized to Army instal]étions/activity levels. Official mailing
addresses are published as an appendix to the Army's compilation of
record systems notices. .

Categories of individuals covered by the system:

All personnel participating in carpool programs who  voluntarily
provide information for release.

‘Categories of records in the system:

Name of individual, Social Security Number, home address and
telephone, office address and telephone, map coordinates of home or
nearby reference points, working hours, and similar 1nformat|on

Authorlty ‘for maintenance of the system.
10 U.S.C. 3012 and Executive Order 9397.
Purpose(s) :

To assign and administer allocated carpool parking assignments;
establish priority of assignments, assist members and applicants in
contacting one another and provide printout of individuals in system
to other participants who desire to arrange a carpool.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the beginning of the
Army's compilation of record system notices apply to this record
system. )

Policies and practices for storing, retrievihg, accessing, retaining, and
disposing of records in the system:

Storage: ) }
Reference cards, computer cards, disk or tape, and file folders.
Retrievability:

By name, Social Security Number grid coordinate reference, and
working hours.

Safeguards:

Accessible only to authorized personnel and those providing iden-
tification and purpose for which information is requested; may be
accessed by persons seeking members who have provided consent for
release of information.

Retention and disposal:

Retained only on active participants; destroyed upon request/reas—
signment. .

System manager(s) and address:

Director of Information Systems'for Command, Control,” Commu-
nications, and Computers, ATTN: SAIS-PDD, Department of the
Army, Washington, DC 20310-0107.

Notification procedure:

Individuals seeking to determine if mformauon about themselves is
contained in this record system should address written inquiries to
the command, installation, or activity where they participated in a
carpool. Official mailing addresses are published as an appendix to
the Army's compilation of record systems notices.

For verification purposes, individuals should provide full name,
current address, and sufficient information to permit locating the
record.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the comrrland,
installation, or activity level. Official mailing addresses are published
as an appendix_to the Army’'s compilation of record systems notices.
For verification purposes, individuals should provide full name, cur-
rent address, and sufficient information to permit locating the record.

Contesting record procedures:

The Army's rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are published in, Department of the Army Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager

Record source categories: '

From the individual.

Exemptions claimed for the system:

None.

A0001-20SALL
System name:
" Congressional Inquiry File.
System location:

Chief of Legislative Liaison, Office of the Secretary of the Army,
The Pentagon, Washington, DC 20310.

A segment of this system may exist at Department of the Army
staff agencies, field operating agencies, major commands, installa-
tions, and activities. Official mailing addresses are published as an
appendix to the Army’s compilation of record systems notices.

Categories of individuals covered by the system:

Any citizen who writes to a Member .of Congress requesting that
the Member solicit information from the Department of the Army on
their behalf.

Categories.of records in the system:

Individual’s request to the Member of Congrcss the Member’s
inquiry to the Army, the Army’s response, and relevant supporting
documents.

Authority for maintenance of the system:
10 U.S.C. 1034. ' ’
Purpose(s):

To conduct necessary research and/or investigations so as to pro-
vide information responsive to Congressional inquiries.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: .

None.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders and on microfilm records in an auto-
matic retrieval device.

Retrievability:
Retrieved by Congressmen and individual's name. .
Safeguards:

Records are maintained in areas accessible only to authorized per-
sons having official need therefor in the performance of their duties.

Retention and disposal:

In the Chief of Legislative LlalSOI'l Office of the Secretary of the
Army, records are destroyed after 5 years. In other offices of legisla-
tive coordination and control at Army Staff level and at headquarters
of major and subordinate commands, records are destroyed after 3
years; at lower echelons, records are destroyed after 2 years.

System manager(s) and address;
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Chief of Legls]auve Liaison, Office of the Secretary of the Army,
The Pentagon, Washington, DC 20310. :

Notification procedure:

Individuals seeking to determine if information about themse]ves is
contained in this record system should address written inquiries to
the Chief of -Legislative Liaison, Office of the Secretary of the Army,
The Pentagon, Washington, DC 20310; or to the legislative liaison
and control officer at the Army Staff-or field office known to have
the record. Official mailing addresses are publlshed as an appendix to
the Army’s compilation of record system notices.

For verification purposes, individual should provide the full name,
currént address and telephone number, and suff'crent detail to permit
locating the record.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Chief of
Legislative Liaison, Office of the Secretary of the Army, The Penta-
gon, Washington, DC 20310; or to the legislative liaison and ‘control
officer at the Army Staff or field office known to have the record.
Official mailing addresses are published as an appendix to the Army s
compilation of record system notices.

For verification purposes, individual should provnde the full name,
current address and telephone number and sufficient detail to permit
locating the record. )

Contesting record procedures:..- ... . \

The Army’s rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are published in. Department of the Army Regulation 340-21;
CFR part 505; or may be obtained from the system manager.

Record source categories:

From the individual Member of Congress; Army records and re-.

ports.
Systems exempted from certain provisions of the act:
None.

AOOOlaTAPC
System name:
+ Office’ Visitor/Commercial Sohcltor Flles
System location: !

Segments .may be mamtamed at Headquarters, Department of the
Army, staff, field operating agencies, commands, installations, and
activities. Official mailing addresses are published as an.appendix to
the Army’s compilation of record system notices. .

Categories of individuals covered by the system:

Visitors to Army installations/activities and/or commercial solici-
tors who represent an individual, firm, corporation, academic institu-
tion, or other enterprise involved in official or business transactions
with the. Department of the Army and/or.its elements.

Categories of records in the system:

Individual’s name, name and address of firm represented, person/
office visited, purpose of visit, and status of individual as regards past
or present affiliation with the Department of Defense.

Authorlty for maintenance of the system
10 U.S.C. 3013.
Purpose(s):

“To ‘provide information to officials of the Army responsnble for
monitoring/controlling visitor’s/solicitor’s status and determining
purpose of visit so as to preclude conflict of interest. -

-Routine uses of records maintained in the system mc]udmg catego-
ries of users and the purpose of such uses:

The “Blanket Routine Uses™ set forth at the beginning of the
Army’s compilation of.record system notices: app]y to this system of
records.

Policies and practlces for storing, retrieving, accessmg retaining, and
disposing of records in the system:

Storage: ’ )

Paper records in file folders.

Retrievability:

By name of visitor/solicitor.

Safeguards. P

Records are maintained in file cabmets wrth access ]1m1ted to
officials having need. therefor. . .

Retention and disposal:
Retained for one year after which records are destroycd
System manager(s] and address: .

3

Commander, U.S. Total Army Persorinel Command, 200 Stova]]
Street, Alexandria, VA 22332-0400.

Notification procedure:

Individuals seeking to determine 11' information about themselves is
contained in -this record system should address written inquiries to
the commander/supervisor maintaining thé information. Official mail-
ing addresses are published as an appendix to the Army’s compilation
of record system noticc:.

Individual should provide the fu]] name and other 1nf0rmauon
verifiable from the record itself.

Record access procedures. . o - .

Individuals seeking access. to records about themselves contamed in
this record system should address written. inquiries to the command-
er/supervisor maintaining the information. Official mailing addresses
ate published as an appendix to the Army’s compilation of record
system notices.’

Individual should provide.the full _name and other information
verifiable from the record itself.

Contesting record procedures: )

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR -part 505; or‘may be obtained from the system
manager. v : :

‘Record source categories:

From the individual.

Exemptions claimed for the system:

None. . S

AO000IbTAPC ;:
System name:

Unit Administrative Military Personnel Records.

System location:

Headquarters, Department of the Army Staff, major commands,
field operating agencies, installations and activities performing unit
level administration for military personnel, whether- active, inactive
(reservist MOEDES) and*including the National Guard. Official
mailing addresses are pubhshed as an appendix to the Army s compi-
lation of record system notices.

Categories of individuals covered by the system:

Military personnel (and in some instances, their dependents) at the
local supervisory level (i.e., battalion PAC/SI, company, .platoon/
squad, or comparable office size) when the individual’s Military Per-
sonnel Records Jacket (MPRJ) or other personnel records are’ main-
tained elsewhere.

Categories of records in the system~ )

Records/documents of a temporary nature Wthh are needed in the
day-to-day administration/supervision of the individual.

Authority for maintenance of the system:"
5 U.S.C. 301 and Executlve Order 9397
* Purposé(s): ' '
To provide supervrsors/umt commanders a ready source, of infor-

mation ‘for day-to-day operations and admlmstrauve determmatlons
pertaining to assrgned/atlached personnel.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

The *“Blanket Routine Uses” set forth at the begmnmg of the
Army’s compilation of record system notices apply to this system.

Policies and practlces for storing, retrlevmg, accessing, retaining, and
disposing of records in the system:

Storage:
Paper records, index-cards, mtcroﬁche magnetrc tape/dlsk
Retrievability:
By individual’ s surname or Socnal Security Number

’ Safeguards ) .

Information is stored in locked rooms/buildings with access re-
stricted to individuals whose duties require a need-to-know. Where
information exists on word processing disk/diskettes/tapes or in auto-
mated média, the administrative, physical, and technical requtrements
of Army Regulation 380-19, Information Systems Security, are as-
sured to preclude improper use or inadvertent disclosure.

Retention and disposal:

Records are destroyed -not later than 1 year after departure of the
individual.

System manager(s) and address: . ot

[
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Commander, U.S. Total Army Personnel Command, 200 Stovall
Street, Alexandria, VA 22332-0400."

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address inquiries to their
immediate supervisor.

Individual should provide the full name, Socral Security Number,
and particulars which facilitate locating the record.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address inquiries to the custodian of the
record at the location to which assigned/attached.

Individual should provide the full name, Social Security Number,
and particulars which facilitate locating the record. -

Contesting record procedures:
The Army's rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation

340-21; 32 CFR part 505; or may be obtained from.the system
manager. .

Record source categories:

Copy of documents in individual’s Official Mrlrtary Personnel File,
Military Personnel Records Jacket, Career Management Information
File, individual’s supervisor, other Army records and reports. -

Exemptions claimed for the system:

None.

A0015-2-2CE
System name:
Violation Warning Files.
System location:

Corps of Engineers offices world-wrde addresses may be obtained
from the System manager.

Categories of individuals covered by the system:

Individuals who violate the provisions of chapter III, parts 313 or
327, of title 36, CFR which govern public use of water resource
development projects administered by the Corps of Engmeers

Categories of records in the system:

DD 1805 (Violation Notice), or Engineer Form 4381, (Warning
Citation); relevant correspondence between the Corps of Engineers

- and the individual.

Authority for maintenance of the system: S

Section 234 of the Flood Control Act of 1970 (Pub. L. 91-611; 84
Stat. 1818).

Purpose(s).

To determine and take appropriate action with regard to violations
of water resource development projects.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses’ at 48 FR 25503, June 6, 1983.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By individual’s surname.

Safeguards:

Records are accessible only to desrgnated individuals havrng offi-
cial need therefor, located in buildings protected by security guards.

Retention and disposal:

Records are destroyed by shredding 1 year after case is closed

System manager(s) and address:

Chief of Engineers, Headquarters, Department of the Army, Wash-
ington, DC 20314

Notification procedure:

Information may be obtained from the System Manager, ATTN:
DAEN-PM; individual must furnish his/her full name, current ad-
dress- and telephone number, name of project that originated the
violation/warning notice, and serial number thereon.

Record access procedures: i

Individuals desiring access to records about themselves in this
system of records should write to the System Manager, as indicated
in ‘Notification procedure’, providing mformatlon required therein.

Contestmg record procedures:

The Army’s rules for access to records and for contesting contents,
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 5005).

Record source categories:

Army records-and reports.
Exemptions claimed for the system:
None.

A0015-34DARP
System name:
Army Civilian/Military Serv1ce Revrew Board.
System location:
U.S. Army Reserve Personnel Center, 9700 Page Boulevard, St
Louis, MO 63132-5200. :
Categories of individuals covered by the system:

Civilian_or contractual personnel (or their survivors) who were
members of a group certified by the Secretary of the Air Force to
have performed active duty with the Armed Forces of the United
States.

Categories of records in the system:

Application of individuals for recognition of service, evidence that
supports claim of membership in -approved group, action of the
Army Civilian/Military Service Review Board, DD Form 214 and
DD Form 256 or DD Form 257 as appropriate, and similar relevant
documents.

Authority for maintenance of the system:

Section 401, Pub. L. 95-202 and DoD Directive 1000.20, Determi-
nations: of Active Military Service and Dlseharge Clvrllan or Con-
tractual Personnel.

Purpose(s):

To determine whether individual applrcants were members of civil-

- ian or contractual groups approved as having rendered service to the

Army and whose service constitutes active military service, and to
issue appropriate discharge or casualty documents, including applica-
ble pay and equivalent rank or grade. v

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Copy of DD Form 214 is furnished to the Veterans Administration
for benefits entitlements.

The “Blanket Route Uses” set forth at the beginning of the Army’s
compilation of record system notices also apply to this system.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Papers stored in file folders.

Retrievability:

By applicant’s surname.

Safeguards:

Information is accessible only to designated persons havmg official
need therefore in the performance of their duties. During non-duty
hours, guards assure that records areas are secured

Retention and disposal:

Upon favorable Board decision, an Official Military Personnel File
is created, containing individual’s application, Board action, DD
Form 213, DD Form 256 or DD Form 257 as appropriate, and DD
Form 1300 if applicable. This file is transferred to the National
Personnel Records Center, General Services Administration, where it
is retained permanently.

isapproved applications, together with supporting documentation
and the Board’s decision, are retained for 2 years, following which
they are destroyed by shredding.

System manager(s) and address:

Commander, U.S. Army Reserve Personnel Center‘ 9700 Page

. Boulevard, St Louis, MO 63132-5200.

" Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Reserve Personnel Center,. ATTN:
DARP-PAS-ENC, 9700 Page Boulevard, St Louis, MO 63132-5200.

For verification purposes, individual should provide the full name
at the time of the recognized military service, date and place of birth,
details concerning affiliation with group certified to have performed
active duty with the Army, and signature.

Record access procedure:
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Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, US. Army Reserve Personnel Center, ATTN: DARP-PAS-
ENC, 9700 Page Boulevard, St Louis, MO 63132 5200.

For verification purposes, individual should provide the full name
at the time of the recognized military service, date and place of birth,
details concerning affiliation with group certified to have performed
active duty with the Army, and signature.

Contesting record procedures:

The Army's rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are published in Department of the Army Regulation :340-21; 32
CFR part 505; or may be obtained from the system manager.

Record source categones.

From the individual.

Exemptions claimed for the system:

None.

5

A0015-180SFMR
System name: - '
Army Council of Review Boards
System location:

" Office, Secretary of the Army, The Pentagon, Washmgton, DC
20310. The US ‘Army Management Systems Support Agency main-
tains an automated index of Discharge Review Board cases by alpha-
numeric code and case summary data by personal identifier. The
Discharge Review Directorate of US Army Reserve Components
Personnel and Administration Center, St Louis, MO performs admin-
istrative processing of these cases via its on- -line terminal to the. Army
Discharge Review Board. Decisions of the Army Council of Review
Boards are incorporated in the Official Military Personnel File of the
petitioner at the US Army Reserve Components Personnel and Ad-
ministration Center, St Louis, MO.
Categories of individuals covered by the system

Members and/or former members of the active, Army; prospectwe
enlistees/inductees separated or pending separation who have cases
pending or under consideration by the Army Council : ‘of Review

. Boards or any of its components.

ok

Categories of records in the system:

Individual's application for review which mc]udes name, SSN,
present address; name and address of counsel, if applicable; type,
authority, and reason for discharge; mode of hearing, if. desired;
issues addressed by the board, findings, conclusions, and decmonal
documents. ' }

Authority for maintenance of the system:

10 US.C. 1214, 1216, 1553, 1554.

Purpose(s):

Records are used by the following Boards to determme propriety
of action taken or requested, within the purview of the Board’s
charter: (1) Army Discharge Review Board; (2) Army Board for
Review of Elimination, (3) Army Discharge Rating Review -Board,
(4) Army Physical Disability Appeal Board, (5) Army Securlty
ReVlew Board, and (6) Ad Hoc Board.

"Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses: ]

See ‘Blanket Routine Uses* set forth at the beginning of the Army's
listing of record system notices.

Pohcnes and practlces for storing, retrlevmg, accessmg, retammg, and
disposing of records in the system . . -

Storage: . '

Cards, paper records in file folders, magnetlc tapes and/or discs,
mlcroﬁche v

“Retrievability:
Within individual Board by SSN or surname of petitioner.
Safeguards:

Information is privileged, restricted to individuals who have need
therefor in the performance of official duties. Records are retained in
locked rooms within buildings having security guards. Automated
records are identified as Privacy Act data and further protected by
assignment of user ID and passwords.

Retention and disposal: .

Paper records are permanently stored in the Ofﬁclal Mthtary Per-
sonnel File. Active cases in automated media are, retained for 2 years
before being transferred to the historical files where they, are retained
permanently.

System manager(s) and address

]

1

Director, Army Military Review Boards Agency, ATTN: MISD,
Office of the Secretary of the. Army, “The Pentagon, Washlngton DC
20310. .

Notification procedure; :

Individuals desiring to know whether or not mformatlon exists on
them in this system of records may inquire by writing to the Execu-
tive Secretary, Management. Information and Support Directorate,
SFRB-2, Army Military Review Boards Agency, Room 1E-520, The
Pentagon, Washington, DC 20310. Individuals must furnish - full
name, SSN, home address and te]ephone number, and sufficient de-
tails to permlt locating the records i in question.

Record access procedures:

- See ‘Notification procedure® above.

Contesting record procedures: - )

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505). .

‘Record source categories:

From the individual; his/her Official Military Personnel File; cor-
respondence, documents, and related mformatlon generated as a
result of action by the Boards. =~ -~

Exemptlons claimed for the system: . ‘_

None. : '

A0015- lBSSFMR
System name: Correction of . Mnhtary Records Cases.
System location:

Department of the Army Military Review Boards Agency, Army
Board for the Correction of Military Records, The Pentagon, Wash-
ington, DC 20310. Copy of Board decision is incorporated in" peti-
tioner’s Official Military Personnel File except where such action
would nullify relief granted, in which case application and dec1slon
are retained in files of the Correction Board.,

. Categories of individuals covered by the system

Present or former members of the US Army, US Army Reserve or
Army National Guard who apply for the correction of his/her mili-
tary records. ;

{Categories of records in the system:

Apphcatlon for. Correction of -Military " or Naval Record (DD
Form 149), documentary evidence, affidavits, information from indi-
vidual's military record pertinent to corrective action requested, testi-
mony, hearing transcripts when appropriate, briefs/arguments, advi-
sory opinions, findings, conclusions and decisional documents of the
Board.

Authority for maintenance of the system:
10 U.S.C. 1552.
Purpose(s)::

Records are used by the Board to consider all appllcatlons proper-
ly before it to determine the existence of an error or an injustice.

Routine uses of records maintained in the system, including catego-
ries of users and tlie purposes of such uses:

Information may, be disclosed to the Department of Justice when.
cases are litigated.

Policies and practlces for storing, retnevmg, accessing, retmmng, and
disposing of records in the system:

Storage:

..Paper records in file folders, cards, microfiche.
Retrievability: .
By applicant’s surname and SSN.
Safeguards:

Information is privileged, restrlcted to individuals who have need
therefor in the performance of official duties. All records are retained
in locked rooms within the Pentagon which has security guards.

Retention and disposal:

Records are retained at the Army Board for Correctlon of Mllltary :
Records for at least 6 months after case is closed and then retired to
the Natignal Personnel ‘Records ‘Center where they are retamed for
20 years.

System manager(s) and address:

Executive Secretary, Army Board . for Correctlon of Military
Records, Office of the Secretary of the Army, The Pentagon, Wash-
mgton, DC 20310. e K

Notification procedure

Seb

"
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Individuals desiring to know whether or not this system of records
contains information on them may inquire of the Executive. Secre-
tary, Army Board for Correction of Military Records, Room 1E-517,

- The Pentagon, Washington, DC 20310; (202) 697-9515. Individual

must furnish full name, SSN, service number if assigned, current
address and telephone number, mformatlon that will assist in locating
the record, and signature. . .

Record access procedures:

Individuals desiring accéss to ABCMR records concerning them
may $ubmit written requests to the System Manager furnishing infor-
mation spemﬁed in ‘Notification _procedure’ above.

Contesting record procedures:

The Army’'s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual, his/her Official Military Personnel File, other
Army records/reports, relevant documents from any source.

Exemptions claimed for the system:

None. .
' A0020-1aSAIG
System name:

Inspector General aneStlgatlon Files.

System location:
" Primary location is at the Office of the U.S. Army. lnspector

General Agency, Headquarters, Department of the Army, The Pen-.

tagon, Washington, DC 20310-1700.

Secondary location is at the Offices of lnspector General at major
Army commands, field operating agencies, installations and activities,
Army-wide. Official mailing addresses are pubhshed as an appendlx
to the Army's compilation of system of records notices.

Categories of individuals covered by the system: :

Any person who is the subject of, a witness for, or referenced in,
an Inspector General investigation. .

Categories of records in the system:

Reports of investigation containing authority for the |nvest1gat|on,
matters investigated, -narrative, documentary evidence, and tran-
scripts of verbatim testimony or summaries thereof.

Authority for maintenance of the system:

10 U.S.C. 3013 and 3020. .

Purpose(s):

To record the facts and circumstances surroundlng allegations' or
problems concerning any Army activity, or function, including civil
functions, the U.S. Army Reserve, and federal activities of the Army
National Guard, and to report results of the investigation to the
Secretary of the Army, the Chief of Staff, Army, or the commander
who directed it.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: .

The “Blanket Routine Uses” set forth at the beginning of the
Army’s compilation of record system notices apply to this record
system.

Policies and practlces for storing, retrieving, accessmg, retaining, and
disposing of records in the system:

Storage:

Paper records in binder/file folders and computer data bases.

Retrievability:

By requester’s surname or by other descriptive name cross-refer«
enced to case number. ~

Safeguards:

Files are stored in locked containers accessible only to authorlzed .

persons with an official need to know. Computer data base access is
limited by terminal control and a password system to ‘authorized
persons with an official need to know.

Retention and disposal: :
Requests for assistance and/or complaints acted on by the Inspec-

_ tor General, Headquarters, Department of the Army, are retained for

2 years following completion and closing of case.
System manager(s) and address:

Office of the Inspector General, Headquarters, Department of the

Army, The Pentagon, Washington, DC 20310-1700
Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record systém should address written inquiries to

the Office of the Inspector General, Headquarters, Departrnent of the
Army, The Pentagon, Washington, DC 20310-1700. -

Individual should provide the full name, address, nature of request
for assistance or complaint, and identification of the Inspector Gener-
al's Office to wh|ch the request was submltted .

Record access procedures:

.Individuals seeking access to records about therrselves should ad-
dress written incuiries to the Office of the Inspector General, Head-
quarters, Department of the Army, The Pentagon. Washington, DC
20310-1700.

Individual should provide the full name, address, nature’of request
for assistance or complaint, and identification of the Inspector Gener-‘
al’s Office to which the request was submitted.

Contesting record procedures: .

The Army’s rules for accessing records,, contestmg contents, and
appealing intitial determinations are contained in Army Regulation
340-21; 32 CFR. part 505; or may be obtained from the system
manager. .

Record source categones'

From the individual, Army records and reports, and other sources
providing or containing pertinent information.

Exemptions claimed for this system: :

Portions of this system of record may be exempt pursuant to 5°
U.S.C. 552a(k)(2) or (5) as applicable.

An exemptlon rule for this system has been promulgated in accord-
ance with requ1rements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e)
published in 32 CFR part 505. For additional information contact the
system manager. -

A0027-10aDAJA
System name:

‘Prosecutorial Files. -

System location:

Decentralized at Staff Judge Advocate Offices. Ofﬁclal mailing
addresses are published as an appendix to the Army’s compilation of
record system notices.

Categories of individuals covered by the system:

Any individual who is pending trial by courts-martial.

Categories of records in the system:-

Witness statements; pretrial advice; documentary ewdence exhib-
its, evidence of previous convictions; personnel records; recommen-
dations as to the disposition of the charges; explanation of any unusu-
al features of the case; charge’ sheet; and criminal. mvestlgatlon re-
ports.

Authority for maintenance of the system: '

Executive Order 11476, June 19, 1969, Manual for Courts Martlal
United States; as revised by Executive Order. 12473, effective August
1, 1984.

 Purpose(s):

To prepare for. prosecution before courts martial. .

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses: -

“Information from this system of records may be disclosed to'law
students participating in a volunteer legal support program approved
by the Judge Advocate General of the Army. .

The “Blanket Routine Uses” published at the beginning of the
Army’s compilation of record system notices also apply to thls
system.

Policies and practlces for stormg1 retrieving, accessmg, retalmng, and
disposing of records in the system: ’

Storage:

Paper records in’file folders.
Retrlevabllity ’
Retrieved by lndlwdual s surname.
Safeguards:

Records are maintained in ﬁle cabinets accessible only to author-
ized personnel who are properly lnstructed in the permissible use of
the information.

Retention and disposal: :
Records are kept indeﬁnitely
System manager(s) and address:.

The Judge Advocate General, Headquarters, Department of the
Army, Washington, DC 20310-2210..

Notification procedure: o i o
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lndlvxduals seeking to determine if information about themselves is -

contained in this record system should. address inquirics to the Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 203102210,

Individual should provide his/her full name current address and
telephone number, case number and office symbol of Army element
which furnished correspondence to the individual, other personnel
ldentlfylng data that would: assist in locating the records. The lnqu1ry
must be signed: . -

Record access procedures

Individuals seeking access to records about themselves contamed in

this record system should address inquiries to the Judge Advocate
General, Headquarters, Department of the Army, Washlngton, DC
20310-2210.
. Individual should provide his/her full name, current address and
telephone number, case number and office 'symbol of Army element
which furnished correspondence to the individual, other personal
identifying data that would assist in-locating the records. The mqutry
must be signed.

Contesting record procedures:

The Army’s rules for accessing records, conlestmg contents, and
appealing initial agency determinations are contained in- Army Regu-
lation 340-21; 32 CFR part 505; or may be obtained from the system
manager. .

Record source categones

From official Army records and reports, mvestlgatlve documents,
law_enforcement agencnes

Exemptions ‘claimed for the system:

Parts of this system may be exempt under 5 US.C. 552a(|)(2) as

applicable.

An exemption rule for this exemption has been promulgated in
accordance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c)
"and (e) and published in 32 CFR part 505. For additional information
contact the system manager.

. A0027-10bDAJA
System name:
Courts-Martial Files
System location:

U.S. Army Legal Services Agency, Falls Church, VA 22041-5013;
Washington -National Records Center, Suitland, MD 20409; National
Personnel Records Center, St. Louis, MO 63132; and ofﬁces of Staff
Judge-Advocates of 'subordinate commands and installations. Official

mailing addresses are published as an appendix to the Army’s compi-

lation of record system notices.

Categories of individuals covered by the system:"

All" Army personnel. tried by courts-martial and-éertain trial or
appellate participants suchas counsel and military judges.

Categories of records in the system: :

Certain general and all special (BCD) courts-martial records of
trial include a verbatim: transcript of the trial and allied papers
relating to the charged offenses and legal review of the case. General

courts-martial examined pursuant to Article 69 and special (non-

BCD) and summary courts-martial records of trial include only a
summarized transcript of the trial as well as allied papers relating to

the charged offenses, but do not necessarily--include all records.of ..
review pursuant to Articles. 69 or 73, Uniform Code of Military

Justice.
Authorlty for mamtenance of the system

i

“10 U.S.C. 801-940 (Uniform Code of Mllltary Justlce) and Execu-

tive Order 9397.
Purpose(s):

This record system is maintained because a verbatim transcript of
all general courts-martial trials (except those examined pursuant to
Article 69) and special courts-martial trials in which a bad conduct
discharge (BCD), was approved, and a summarized transcrlpt of all
other courts-martial proceedings is required by law.

Records of trial are required by each office and individual respon-
sible. for reviewing ‘the legality of the courts-martial findings and
sentence, determining whether clemency consideration .is warranted,
and answering inquiries from offices and individuals concerning the
status of a particular case.

Statistical data obtained from records of trial are used in determin-
ing jurisdiction and Army-wide trénds on disciplinary infraction in
the Armed Forces and serve as a guide for officials responsible for
making local and Army-wide policy decisions regardmg military
Jjustice activities.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Courts-martial records reﬂect criminal; proceedmgs ordinarily open
to the public; therefore, they are normally releasable to the publlc
pursuant to.the Freedom of Information Act.

Information from these records ‘may be disclosed to the Depart-
ment of Justice, the Veterans Administration, and federal, state, and
local law enforcement agencies for determination of rights and enti-
tlements of the individuals concerned and for use in the enforcement
of criminal or civil law.

Information from this system of records may also be disclosed to
law students participating in a volunteer legal support program ap-
proved by the Judge Advocate General of the Army.

"The “Blanket Routine Uses” published at the beginning of the -
Army’s compilation of record system notices also apply to thls
system. ‘

Policies and practlces for storing, retnevmg, accessmg, retaining, and
dlsposmg of records in the system

Storage:

Papers in file folders; index cards; computer disk-packs; courts-
martial coding sheets; and on a computer database.

Retrievability:

By individual’s name and Socna] Securlty Number by courts-mar-
tial number assigned to the case.’

Safeguards:

All records are protected by systems of personnel screening and
hand receipts. During non-duty hours, military police or -contract
guard patrols ensure protection against unauthorized access.

Retention and dnsposal

With respect to each courts-martial, there is an orlgmal record and
from | to 5 copies. One copy is given to the accused and the
remaining copies are used in the review of the case for legal suffi-
ciency. The original record is disposed of as follows:

All records of trial by general courts-martial and those’ speual
courts-martial records in which a bad-conduct discharge (BCD) was
approved are retained in the Office of the Clerk of the Court, US
Army Judiciary, for 1-2. -years after completion of appellate review.
Thereafter, the records are forwarded to’the Washington National
Records Center, Suitland, MD, for permanent storage. y

Records of trial by special courts-martial (non-BCD) and summary
courts-martial are retained in the staff judge advocate office of the
general courts- martial authority for | year after completion of super-
visory review. Thereafter the records are held for 2 years in" the
record holding area or overseas records center. Records are then
sent to National Personnel Records Center (Military Records), St.
Louis, MO 63132, where they are retained for 7 years. Thereafter,
the records are destroyéd and the remaining evidence of conviction-
is the special (non- BCD) and summary courts-martial promulgating
orders maintained in the individual’s permanent records and any
review(s) of the cases conducted pursuant to Articles 69 or 73,
UCMJ.

. The original reviews of specml (non-BCD) and summary courts-
martial cases and a copy-of all other reviews pursuant to Articles 69
or 73, UCMJ are maintained for 3 years in the Office of the Chief,
Examination and New Trials, US Army Judiciary, Falls Church,
VA. They are retained an additional 7 years at the Washington
National Records Center, Suitland, MD, and destroyed.

Statistical data obtained from general and special (BCD) perma-
nently on some of the master index ‘cards which serve as a means of
listing records of trial sent to storage or in the database.

System manager(s) and address:

The Judge Advocate General, Headquarters, Department of the
Army, Washington, DC 203I0 2210.

Notification procedure:

Requests from individuals as to whether lhere are any general or-;
special (BCD) courts-martial records in the system pertaining to.
them should be addressed to the Clerk of the Court (JALS-CC), US
Army Judiciary, Nassif Bu11dlng, Falls Church, VA 22041-5013.

Requests for information as to special (non-BCD) and summary
courts-martial records should be addressed to the staff Jjudge advo-
cate of the command where the record was reviewed or, if no longer
there, to the National Personnel Records Center (Military Records),
9700 Page Boulevard, St. Louis, MO 63132-5200.

Requests for information concerning reviews pursuant to Articles
69 or 73, UCMIJ, should be addressed to the Chief, Examination and
New Trials Division, US Army Judlcnary. Nassnf Building, Fa]ls
Church, VA 22041-5013.
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Written requests should include individual’s full name, SSN, the
record file number if available, and any other personal information
which would assist in locating the records. Personal visits may be
made to the Office of the Clerk of the Court or Chief, Examination
and New Trials Division; individual must provide identification such

as a valid drivers license or verbal information sufficient to permit

locating the records.

Record access procedures:

Individuals seeking access to records about themselves contained in
this system should address inquiries to the Clerk of the Court
(JALS-CC), U.S. Army Judiciary, Nassif Bu1|dmg, Falls Church,

VA 22041-5013, if the type of courts- martlal or reviewing command
is unknown.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial agency determinations are contained in' Army Regu-

lation 340-21; 32 CFR part 505; or may be obtained from the system

manager.

Record source categories:

Information from almost any source may be included in the record
if it is relevant and material to. courts-martial proceedings.

- Exemptions claimed for the system:

Parts of this system may be exempt under 5 U. SC 552a(_|)(‘1) as
applicable.

An exemption rule for this exemption has been promulgated in
accordance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c)
and (e) and published in 32 CFR part 505. For additional information
contact the system manager.

A0027-10cDAJA
System name;

Witness Appearance Files.

System location:

Office of the Judge Advocate Genera] Headquarters, Department

of the Army, Litigation Division (DAJA -LT), Washington, DC
20310-2210.

Categories of individuals covered by the system:

Present and former military personnel and civilian employees re-
‘quested to appear as witnesses before civil courts, administrative
tribunals, and regulatory bodies.

Categories of records in the system:

Name and address of the witness and official requestlng same;
name and location of trial or other proceeding.

Autnorlty for maintenance of the system:
5 U.S.C. 301.
Purpose(s):

To locate and provide witnesses to U.S. attorneys conducting trlals

on behalf of the Department of the Army.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information from this system of records may also be disclosed to
law students participating in a volunteer legal support program ap-
proved by the Judge Advocate General of the Army.

The “Blanket Routine Uses” set forth at the beginning of the
Army’s compilation of record system notices also apply..

Policies and pracuces for storing, retrieving, accessing, retaining, and
disposing of records in the system;

Storage:

Paper records in file folders and magnetlc tapes/discs.
- Retrievability: :
Retrieved by individual’s surname.

Safeguards:

Records are accessible only to authorized personnel who are pr0p-
erly instructed in the permlsSIble use thereof; building housing
records are protected by security guards

Retention and disposal: -
Destroyed after 2 years. .
System manager(s) and address:

The Judge Advocate General, Headquarters, Department of the
Army, Washington, DC 20310-2210.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this records system should address written inquiries to
the Judge Advocate General, Chief, Litigation Division (DAJA-

321-18% 0--92——2

LT), Headquarters, Department of the Army, Washington, DC
20310-2210.

Individual should provide his/her full name, current address and
telephone number, case number appearing .on correspondence, and
any other personal ldentlfymg data that. wrll assrst in locating the
record.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record ‘system should address inquiries to the Judge Advocate
General, Chief, Litigation Division (DAJA-LT), Headquarters, De-
partment of the Army, Washington, DC 20310-2210.

Individual should provide his/her full name, current address and
telephone number, case number appearing on correspondence, and
any other personal identifying data that will assist ln locating the
record. .

Contesting record procedures:

The Army's rules for accessing records, contestmg contents, and
appealing initial agency determinations are contained in Army Regu-
lation 340-21; 32 CFR part 505; or may be obtained from the system
manager. :

Record source categories:

From the individual, Army records and reports, Department of
Justice, U.S. attorneys, civilian counsel, and similar pertinent sources.

Exemptions claimed for the system:
None." )

A0027-20aDAJA
System name:
U.S. Army Claims Service Management Information System.
. System location:

U.S. Army Claims Service, Office of the Judge Advocate General,
ATTN: JACS-Z, Ft. Meade, MD 20755-5360. Segments exist at
subordinate field operating agencies and at Staff Judge Advocate
Offices at Army installations throughout the world. Official mailing
addresses are published as an appendix to the Army’s compr]atlon of
record system notices. .

" Categories of individuals covered by the system: ,
Individuals, corporations, associations, countries, states, territories,
political subdivisions presenting a claim against the United States. .

Categories of records in the system:

Name of claimant, claim file number, type of claim presented
reports of investigation, witness statements, police reports, photo-
graphs, diagrams, bills, estimates, expert opinions, medical records
and similar reports, copy of correspondence with claimant, potential
claimants, third parties, and insurers of claimants or third parties,
copies of finance vouchers.evidencing payment of claims, and similar
relevant information.

Authority for maintenance of the system:

10 U.S.C. 939, 2733, 2734, 2734A, 2734B, 2737; 28 U.S.C. 2671-
2680; 31 U.S.C. 3711 and 3721; 32 U. S.C. 715;.Executive Order 9397..

Purpose(s):

To develop and preserve all relevant evidence about incidents
which generate claims against or in favor of the Army. Evidence
developed is used as a legal basis to support the settlement of claims.
Data are also used as a management tool to superVIse claims oper-
ations at subordinate commands worldwide.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

To the Internal Revenue Service for tax purposes.

To the Department of Justice for assistance in deciding dlsposltlon
of claims filed against or in favor of the Government and for consid-
ering criminal prosecution, civil court action ar regulatory orders.

To the U.S. Claims Court and the Court of Appeals for the
Federal Circuit, to support legal actions, considerations or evidence
to support proposed legislative or regulatory changes, for budgetary
purposes, for quality control or assurance type studies, or to support
action against a third party.

To Foreign governments, for use in settlements of claims under the
North Atlantic Treaty Organization Status of Forces Apgreement or
similar international agreements.

To the State governments for use in defending or .prosecuting
claim by the state or its representatives.

To the Department of Labor, for consideration in determmmg
rights under Federal Employees Compensation Act or 5|m|lar Ieglsla-
tion.

To civilian and Government experts for assistance in evaluating
the claim.
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“To the Office of Management and Budget for preparatlon of pri-
vate relief bills for presentation to the Congress.

To Government contractors for use in defendmg or settlmg claims
filed against them, including -recovery actions; arlsmg out of the
performance of a Government contract.

To Federal and state workmen'’s compensatlon agencies for use in

adjudicating claims. To private insurers with a legal interest in the
same case.

To potential joint tortfeasors or their'representatrves for the pur-
pose of prosecutlng or defendmg claims for contribution. or indemni-

Informatlon from this system of records may ‘also be disclosed to
law students participating in-.a volunteer legal support program ap-
proved by.the Judge Advocate General of the Army.

The “Blanket Routine Uses” set forth at the beginning of the
Army’s compilation of record system notices also apply.

Policies and practlces for storing, retrlevmg, accessmg, retammg, and
disposing of records'in the system:

Storage:

Index cards, paper records in ﬁle folders, computer drsc
Retrievability:

/By last name, Soc1al Secur|ty Number; or cla1m number.
Safeguards: - : : -

Records are accessible only by authorized personnel who aré prop-
erly instructed in the permissible use of the information, buildings
housing records are locked after normal business hours.

Retention and disposal:

Destroyed when no longer needed (claims reports); after b years:

(claims journals); after 6 years, 3 months (investigative reports,
except those relating to medical malpractlce) or 10 years (medlcal
malpractice investigative reports, claims ﬁles)

System manager(s) and address:

The Judge Advocate General, Headquarters, Department of the
Army, The Pentagon Washlngton DC 20310-2200.

Notification procedure.

Individuals seeking to determine if information about themselves is
contained in this record system should address inquiries to the Com-
mander, U.S. Army Claims Service, Fort Meade, MD 20755-5360.

Individual should provide full name, current address and telephone
number, claim number if known, date and place of incident giving
rise . to-the claim, and any other personal identifying data whlch
would assist in determining location of the records.

Record access procedures: :

Individuals seeking access to’ records about themselvés in thts
system of records should write to the Commander, U.S. Army
Claims Service, Fort Meade, MD 20755-5360.

Individual should provide full name, current address and telephone
number, claim number if known, date and place of incident giving
rise to the claim, and any other personal identifying data whlch
would assist in determining location of the records. - - "

Contesting record procedures: e

The Army'’s ‘rules for accessing records contestmg contents, and
appealing initial determinations are contained in-Army Regulation
340-21; 32 CFR part 505; or may 'be obtained  from the system:
manager. ’ ’ -

Record source categories: ‘

From the individual; investigative reports originating in the De-

partment of the Army, Federal Bureau of Investigation, and/or for-"

eign, state, or local law enforcement agencies; medical -treatment
facilities; Armed Forces Institute of Pathology, relevant records and
reports in the Department of Defense. ' 1
'~ Exemptions clalmed for the system' ' '; s SR .
None. e :
R A0027-20bDAJA
System name: Lo '
Tort Claim Files
System location:

Office of the Judge Advocate General, Headquarters, Department
of the -Army, Litigation Division (DAJA- LT), Washmgton, DC
20310-2210.

Categorles of individuals covered by the system

Individuals who have filed a complaint against the U.S. Army in
the U.S. District Court under the Federal Tort Claims Act.

Categories of records in the system:

Pleadlngs, motions, briefs, orders, decisions, memoranda, oplmons,
supporting dociimentation, and allied material, in¢luding claims inves-
tigation, reports and files |nvolved in representmg ‘the U.S. Army in
the Federal Court System."

" Authority for maintenance of the system
28 U.S.C. 2671-2680.
Purpose(s):

To defend the Army in crvtl suits filed against it in state or federal
courts.

Routine uses of records mamtalned in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information is disclosed to the Department of Justice and United
States Attorneys’ ‘offices handling the partlcular case. Most of the
information is filed in some manner in the courts in. which: the
litigation is pending and therefore. is a public.record.” In addition,
some of the information ‘will appear in the written orders, opinions,
and decisions of the courts which, in turn, are published:in the
Federal Reporter System under the name or style of the case and are
available to individuals with access to a law library.

Information from this system of records may also be disclosed to
law students participating’in a‘volunteer legal support program ap-
proved by the Judge Advocate General of the Army.

See' ““Blanket' Routine Uses” set forth -at- the .beginning of the

t

Army’s compilation of record system notices also apply.

Policies and practlces for storing, retrlevmg, accessmg, retaining, and

disposing of records in the system )
' Storage: ' :

Paper records in file folders; magnetlc tapes/dlscs

Retrievability:

Retrieved by claimant’s surname and court docket number.

Safeguards: ) )

Records are maintained in_file cabinets within secured buildings
and available only 'to* destgnated authorized 1nd1v1duals who have
official need for them. "~

Retention and disposal:

Records. are destroyed 10 years after final action on the case.

System manager(s) and address: _

The Judge Advocate General, Headquarters, Department of. the
Army, Washington, DC 20310-2210.

Notification procedure:

Individuals seeking to determlne if mformatlon about- themselves
exists in this record system should address written inquiries to the
Judge Advocate General, Headquarters, Department of the Army,
Washington, DC 203l0—2210

Individuals should provide full name, current address and ‘tele-
phone number, case number that appeared .on documentation, any
other information that will .assist in-locating pertment records and
signature.

Record access procedures: o

Individuals seeking access to records about themselves contained in
this reécord system ‘should address written inquiries to .the -Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 20310-2210. :

Individual should provide full name, current address and telephone
number, case number that appeared on documentation, any other
information that will assist in locating pertinent records -and signa-
ture.

Contesting record procedures:

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager

Record source-categorles_: 3

From the individual; Army records and reports.

Exemptions claimed for the system:

None.

A0027-20cDAJA
System name: . ’
Army Property Clalm Files. ¥
System location:

- Staff Judge Advocate Offices at Army commands, field operating
agencies, installations, and activities. A segment of the-system is
located at U.S. Army Claims Service, Fort Meade, MD 20755-5360.
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Categories of individuals covered by the system:

Individuals who, having damaged Government property, were not
subject to the collection activities of other agencies or organizations

and therefore require litigation on behalf of the Department.of the-

Army.
Categories of records in the system:

Copies of reports from the claim investigator, accident and police
reports relating to damage, and pleadings, motions, briefs, orders,
decisions, memoranda, opinions, supporting documentatjon, and allied
material involved in representing the U.S. Army.

Authority for maintenance of the system:
31 U.S.C. 3711 and Executive Order 9397.
Purpose(s):

To negotiate with, or to sue, as appropriate, .the individual or
entity, including insurance carriers, responsible for loss or damage of
US Army property.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Department of Justice, U.S.
Attorney, and opposing parties and their attorneys as deemed neces-
sary in litigating property claims.

Information from this system of records may also be disclosed to
law students participating in a volunteer legal support program ap-
proved by the Judge Advocate General of the Army.

The “Blanket Routine Uses” set forth at the beginning of -the
Army’s compilation of record system notices also apply to this
system.. '

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:
Paper records in file orders magnetic tapes/discs.
Retrievability:

By individual’s surname, Social Security Number, and court docket
number.

Safeguards:

Records are accessible only by authorized personnel who are prop-
erly instructed in the permissible use of the information.

Retention and disposal:

Records at the Judge Advocate General’s Office are destroyed 10
years after final action; i.e., completion of litigation of determination
that case will not be prosecuted. Claims settled by local Staff Judge
Advocates are destroyed 5 years after final action.

System manager(s) and address:

The Judge Advocate General, Headquarters, Department of the
Army, Washington, DC 20310-2210. °

Notification procedure:

Individuals seeking to determine if information about themselves
exists in this records system should address inquiries to the Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 20310-2210.

Individual should provide their full name, current address and
telephone number, case number that appeared on documentation, any
other information that will assist in locating pertment records, and
signature.

Record access procedures:

Individuals seeking access to mformatron about themselves con-
tained in this record system should address inquiries to the Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 20310-2210.

Individuals should provide their full name, current address and
telephone number, case number that appeared on' documentation, any
other information that will assist in locatmg pertinent records, and
signature.

Contesting record procedures: .

The Army’s rules for accessing records, contesting contents, and
appealing initial agency determinations are contained in Army Regu-
lation 340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the individual; Army records and reports Office of Person-
nel Management; Department of Justice, U.S. Attorney, opposing
counsel, and similar pertinent sources.

Exemptions claimed for the system:

None.

A0027-20dDAJA
System name:
Medical Expense Claim Frles
System location:
Staff Judge Advocate Offices at Army commands, “field operating

agencies, installations and activities. A segment of the system is
located at U.S. Army Claims Service, Fort Meade, MD 20755-5360. .

Categories of individuals covered by the system:

Individuals who have received medical treatment at the expense of
the U.S. Army as a result of a tortuous or negligent act of a third
party; third parties causing medical care to be furnished to individ-
uals entitled to medical care at Government expense.

Categories of records in the system:

Copies of medical and personnel records of individuals injured by
a third party.from whom the U.S. Army is seeking to recover the
costs of medical care furnished the injured party; accident and police
reports relating to the injury, claims investigation files; correspond-
ence with attorneys representing the Army’s mterest court docu-
ments; and similar pertinent documents.” ;

Authority for maintenance of the system:

42 U.S.C. 2651-3; Executive Orders 9397 and 11060; and 28 CFR .
part 43.

Purpose(s):

To negotiate with the tortfeasor or an insurance carrier, or to sue
the same to collect the value of medical care furmshed the injured
party. !

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Department of Justrce, appro-
priate U.S. Attorneys, civilian attorneys ' representing the mjured
party who agree also to represent the U.S. Army’s. claim, and oppos-
ing parties and their attorneys.

Information from this system of records may be dlsc]osed to law
students participating in a volunteer legal support program approved
by the Judge Advocate General of the Army.

The “Blanket Routine Uses™ set forth at the beginning of the
Army’s compilation of record system notices also apply. -

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:
. Paper records in file folders; magnetlc tapes/discs.
Retrievability: :

By individual’s surname, Social Securlty Number, and court docket
number.

Safeguards:

Records are accessible only- by authorized personnel who are prop-
erly instructed in the permissible use of the mformat10n

Retention and disposal:

Records at the Judge Advocate General’s Office are destroyed 10
years after final action; i.e., completion of litigation or determination
that case will not be prosecuted. Claims settled by local Staff Judge
Advocates are destroyed 5 years after final action.

System manager(s) and.address: "

The Judge Advocate General, Headquarters, Department of the
Army, Washington, DC 20310-2210.

Notification procedure;

Individuals seeking to determine of information about themselves is
contained in this records system should address inquiries to the Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 20310-2210.

Individual should provide full name, current address and telephone
number, case number that appeared on documentation, any other
information that will assist in locating pertinent records, and 51gna~
ture.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address inquiries to the Judge Advocate
General, Headquarters, Department of the Army, Washington, DC’
20310-2210. .

Individual should provide full name, current address and telephone -
number, case number that appeared on documentation, any other
information that will assist in locating pertinent records, and signa-
ture. .

Contesting record procedures:
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" The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained. from the system
manager.

Record source categories:
"From the individual; Army ‘records and reports Ofﬁce of Person-,

nel Management; Department of Justice, US Attorneys, opposlng
counsel, and similar pertment sotirces. ’

Exemptions claimed for the system !
None. -

: : A0027—ZOSAFM

System name:
Pecuniary Charge Appeal Ftles
. System location: ' .. ; . o B

- US"Army Finance and Accountmg Center lndlanapolls, IN 46249
Categories of mdrvlduals coyered by the system;

LArmy . mllltary members or. c1v1]|an employees Jheld pecunlanly
Itable for charges for which an appeal is filed.

Categones of records in the system: S
Reports of investigations, copies of vouchers, certlﬁcates state-

ments and correspondence between Department of the Army staff
agencies and other Government agencies.

Authority for maintenance ot‘ the system: . .
10 US.CI3012: :
Purpose(s);

To obtain ‘data for - determmmg the proprlety of the pecumary
liability ruling. ‘

Routine uses of records mamtamed in the. system, mcludmg catego-
ries of users and, the purposes of such uses:

- See ‘Blanket. Routine Uses' at 48 FR 25503, June 6, 1983.

Policies and practtces for storing, retnevmg, accessmg, retammg, and
disposing of- records in the system

Storage: .
.Paper records in file folders .
Retrievability: = . e
. By individual’s surname. =~ ¢ . . ety
Safeguards: . S C
Building employs security guards. Records are maintained in aréas

accessible only to authorized personnel having ofﬁctal need therefor
in the performance of their duties, - e

Retention ang disposal: -
Records are destroyed 10 years after close of case.
System manager(s) and address:

¢ Commander, US. Army Fmance and Accountmg Center Indtanap~
ohs, IN 46249. ‘ Co

Notification procedure“ ' - -

Information .may be obtained by writing-to the System Manager
Individual must provtde full name, SSN, current address and tele-
phone number. .

Record access procedures:- : -

Individuals desiring access to mformatlon concerning themselves
should write to the System Manager prowdmg 1nformat|on required
under ‘Notification procedure.*

Contesting record procedures:

- The, Army’s rules for access to records and f'or contcstmg contents
and appealing initial determlnattons are contamed in:Army Regula-
tion 340-21 (32 CFR part 505)

Record source categorres.

‘From Army records-and reports.
Exempttons clalmed t'or the system
“"Nobne.

o ,‘J .
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A0027-40DAJA.

System name: . S L

Litigation Case Flles ‘

" System location: o

Office of the Judge Advocate General Headquarters, Department
of the ‘Army, Litigation' Division (DAJA- LT), Washmgton DC
20310-2210; legal offices of other HQDA staff agencies, field opérat-
ing agencies, major commands, and installations. Official mailing ad-
dresses are published as an appendix to the Army’s compllatlon of
record system notices. :

Categories of individuals covered by’ the system:

- Any individual who has filed a complaint” agatnst the U.S.- Army
or its personnel in the state or federal courts; military and civilian
personnel in the Department of- the Army who are named defend-
ants, in their individual or official capactty, in ctvrl lltlgatlon mlttated
by or against the Army.

Categories-of records in the system: L

‘Pleadings, motions, briefs, orders, decisions, memoranda, opinions,
supporting documentatlon, and allied materials |nvolved in represent-
ing the U.S. Army in the Federal Court System.

Authority for maintenance of the system
5 U.S.C. 301. : g
Purpose(s):

To defend the* Army |n civil  suits ﬁled agamst it in the state or
federal courts. -©

Routine uses of records mamt:pned in the system mc]udmg catego-
ries of users and the purposes of such uses: :

Information is disclosed to Department of Justice and U.S. Attor-
ney’s offices handlmg a particular case. Most of the information is
filed in some manner in the courts in which the litigation is pénding
and therefore is a publlc record. In addltlon, some of the information
will appear in thewritten orders,  opinions, and decisions of the
courts ‘which, in turn, are published in Federal Reporter System
under the name or style of the: case and are avatlable to |nd|v1duals
with access to a law library.

Information from this system: of records may be disclosed to law
students participating in a volunteer legal support program approvéd
by the Judge Advocate General of the Army. }

The *‘Blanket Routine Uses” set forth at the begmnmg of the
Army’s compilation of record system notices also apply.

Policies and practices for storing, retrieving, accessing,, retaining, and
disposing of records in the system: - .

} Storage
Paper’ records in ﬁle folders, magnetlc tapes/dlscs
Retrievability:
By individual s surname- and court docket number.. .
‘Safeguards: ' . : . s
Records are mamtamed in ﬁle cabtnets w1thm ‘secured burldmgs

and available only to-designated authorized individuals who have
official need therefor. = . B

* Retention and disposal:

Records at the Office’of the Judge Advocate General and the
Chief of Engineers’ office (for civil works) are destroyed after’ 30
years, except that those cases determined to, have precedential,
policy, or otherwise significant, value are permanent.. Records in
other legal offices are destroyed 6 years after completion of litiga-
tion,

. System manager(s) and addreSS‘

The Judge Advocate General Headquarters Department of the
Army, The Pentagon, Washington, DC 20310-2210. . .

Notification procedure: o

Individuals seeking to know if 1nf0rma(10n about themselves is
contained-in this' record systemshould address ‘written inquiries to
the Judge Advocate General or the Chief of Engineers (for civil
works cases), Headquarters, Department of the Army, The Pentagon,
Washington, DC 20310-2210. -

Individual should provide full name, current address and telephone
number, case number that appeared on documentation, any other
information that will assist in locatmg pertinent records, and signa-
ture. . .

Record access procedures . S e

*- Individuals seeking access to records about themsélves contamed in
this record system should address written inquiries to-the-Judge
Advocate General or the Chief of Engineers (for civil works cases),
Headquarters, Department of the Army, The Pentagon, Washlngton,
DC 20310-2210.

Individual should provide, full name; current address and telephone
number, case nuniber that appeared on documentation, any other
information that will assist in locating pertinent records, and signa-
ture.

‘Contesting record. procedures

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained .in ‘Army Regulation

340-21; 35 CFR part 505; or may be obtained from the system
manager. |
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Record source categories:

Department of the Army records.

Exemptions claimed for the 'system;

None.

A0027-50DAJA -

System niame:

Foreign Jurisdiction Case Files.

System location: ‘

Office of the Judge Advocate General, Headquarters Department

of the Army, International Affairs Dlvtslon Washington, DC 20310~

2210. (Copy of record will exist for shorter periods in Office of the -

Staff Judge Advocate at the command where case originated. )
‘Categories of individuals covered by ‘the system: .
Members of the U.S. Army; civilians employed by, serving with,

or accompanying the U.S. Army Abroad; and dependents of such

individuals who have been subject to the exercise: of civil or criminal
jurisdiction by foreign courts or foreign administrative agencies and/
or sentenced to unsuspended confinement.

Categories of records in the system: . ’ .

Individual case reports concerning the exercise of jul’lSdlC(lon by,..
foreign tribunals, trial observer reports, requests for provision of

counsel, records of trials, requests for local authorities to refrain from
exercising their jurisdiction; communications with other lawyers, offi-
cials within the Department of the Army and/or Defense, dtplomauc
missions; other selected relevant documents.

Authority for maintenance of the system:

10 U.S.C. 3013.

Purpose(s):

- To monitor development and status of each mdlwdual case to
ensure that all rights and protection to which U.S. personnel abroad
and their dependents are entitled under pertinent international agree-
ments are accorded such personnel; to obtain information to answer
queries regarding the status and disposition of individual cases in-

volving the exercise of civil or criminal jurisdiction by foreign courts

or foreign administrative agencies to render management and StatlSIl-
cal reports.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information from this ‘system of records may be disclosed to law
students participating in a volunteer legal support program approved
by the Judge Advocate General of the Army.

The *“Blanket Routine Uses” set forth at the beginning of the
Army’s compilation of record system’ notices also apply.

Policies and practlces for storing, retrieving, accessing, retalmng, and
disposing of records in the system:;

Storage:

Paper records in file folders

Retrievability:

By individual’s surname.

Safeguards:

Records are maintained in secured burldlngs, accessible only to
designated authorized personnel who are properly instructed ln the
permissible use of the information.

Retention and disposal:

Individual case files are retained for 30 years following completlon
of the case. Consolidated and summary reports are.permanent
records at the Office of the Judge Advocate General. -

. System manager(s) and address:

The Jndge Advocate General, Headquarters, Department of the
Army, Washington, DC 20310-2210.

Notification procedure:

Individuals seeking to determine if mformatmn about themselves is
contained in this records system should address inquiries to either the
Judge Advocate General, Headquarters, Department of the Army,
Washington, DC 20310-2210 or the Staff Judge Advocate of the
installation or command where legal assistance, was sought. .

Individual should provide full name, current address and telephone
number, case number and office symbol  appearing on official corre-
spondence concerning the matter, any other identifying information
and signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address inquiries to either the Judge Advo-

cate General, Headquarters, Department of the Army, Washington, -

DC 20310-2210 or the Staff Judge Advocate of the installation or
command where legal assistance was sought.

Individual should provide full name, current address and telephone
number, case number and office symbol appearing on official corre-

’ spondenee concerning the matter, any other. identifying information

and signature.
Contesting record procedures:

The Army’s rules for accessing records contesting contents, and
appealing initial determinations are contained in Army Regulatlon
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the individual, his/her attorney, foreign government agen-
cies, Department of State, law enforcement JurlSdlCthnS relevant
Army records and reports.

Exemptions claimed for the system:
None.

A0027-60aDAJA
System name:;
Patent, Copyrlght Trademark, and Proprletary Data Files.
System' location:
501]’;1mary JALS-PC, Nassif Burldlng, Falls Church, VA 22041~

Secondary: Office of the Staff Judge Advocate -at major Army
commands, field operating agencies, and installations. Official mailing
addresses are published as an appendix to the Army’s compilation of
record system notices. .

Categories of individuals covered hy the system: ~ ' :

Individuals who have submitted inventions to the Government;
inventors with patents or applications for patents procured on behalf
of the Department of the Army or in which the government has an
interest; authors of copyrightable or copyrighted material in which
the government has an interest; and government employees to whom -
copyright assistance has been rendered.

Categories of records in the system:

Documents relating to; disposition of rights in Government em-
ployees’ inventions; foreign patent filings; licensing of government-
owned patents, copyrights, and service marks; government interest in
or under patents, applications for patent, and copyrights procured on
behalf of the Department of the Army; and invention disclosures
including drawings, patentablllty search reports, evaluation reports,
apphcatlons, amendments, petitions, appeals, interferences, licenses,
assignments, other instruments, and relevant correspondence.

Authority for maintenance of the system:

5 U.S.C. 30l

Purpose(s):

To determine the rights in government employee inventions, and
to maintain evidence and record of: documents used.in filing for
foreign patents; invention disclosures submitted to the Department of
the: Army; patents and applications for patent procured on behalf of
the'Army or in which the Army has an interest; patent and copyright
licensing and assignments; and copyright assistance rendered.

- Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

The U.S. Patent and Trademark Office, Department of Commerce,
and/or to the Copyright Office, Library of Congress.

In the event of legal proceedings and litigation, information may
be disclosed to the. Civil Division, Department of Justice.

For foreign patent filings records are presented to the Director of
Patent Administration,, Department of National Defense in Ottawa,
Ontario, Canada.

Parties to a Ilcensmg arrangement have access to the spec1ﬁc f'les
involved.

Concerned contractors and/or Government agencres have access
in order to conduct patent investigations and evaluations.

Information from this system of records may be disclosed to law
students .participating in a volunteer legal support program approved
by the Judge Advocate General of the Army. :

The *“Blanket Routine Uses” set forth at the begmmng of the
Army's compilation of record system notices also apply.-.

Policies and practlces for storing, retnevmg, accessing, retaining, and
dlsposmg of records m the system: '

Storage:
Paper records in ﬁle folders
Retrievability:

f

et
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By individual’s surname.
Safeguards: R : :
Records are ‘maintained in buildings protected by secured guards,

and are accessible only to“authorized persons havmg need therefor in

the pérformance of ‘official duities.
Retention and disposal;

At the primary location: records pertaining to patent matters are
retained for 20 to 25 years depending on the specific case; those

concerning copyright matters are retained either for 56 years or an .
expiration of copyright not renewed, after -which they are destroyed :

by shredding.

Records at the secondary locations are destroyed after 2 years

System manager{(s) and address:

The Judge Advocate General, Headquarters Department of the
Army, Washington, DC 20310—2210 semor patent attorney at each
secondary location.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this records systems should address inquiries to the
Judge Advocate General, Headquarters, Department of the Army,
Washington, DC 20310-2210:

Individuals should provide full name, current address and tele-
phone number, the case number .or .other ldentlfylng tnformatton on
correspondence emanating from- the Army.

Record access procedures: - L

Individuals seeking access to records about themselves contamed in’

this record.!system -should address written ‘inquiries to the Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 20310-2210. -

Individuals should provide full ‘name, current address and “tele-

phone number, the. case number or other |dent|fymg information on .

correspondence emanating from the Army. o )
Contesting record: procedures: . v
The Army’s rules for accessing records, contesnng contents, and

appealing initial determinations- are contained in Army Regulation -

340-21; 32 CFR part 505; or may be. obtained from the system
manager. . S

Record source categorles. .

v

From: the individual,- Army records, the government agency inter- -
ested in the invention or copyright, research material in libraries, the' ’

Patent and Trademark Office, and/or the Copynght Off'ce
Exemptlons claimed for the system'
None.

A0027-60bDAJA . ..
System name:

Patent, Copyright, and Data License - Proffers, Infringement
Claims, and Litigation Files. - ’

System. location:

‘Office of the Judge Advocate General Department of the Army, ]
Patents, Copyrights, and Trademarks D|v1s1on, Nassif Building, 561]

Columbia Pike, Falls Church, VA 22041-5013."

Segments of this system may exist at the Office, Chief of Engi-
neers, Headquarters, U.S. Army Materiel Command, and/or its maJor
subordinate field commands.

-Categories of individuals covered by the system:

Claimants or defendants in 'administrative proceedings or lltlgatlon
with the government for improper use, tnt'rlngement enforcement, of
agreements, or comparable’ claims concerning patents or copyrights;
individuals having copyrights in material in which’the Department of
the Army is interested; individuals who own patents which they offer
to license to Department of the Army; individuals seeking private

- relief before thé Congress because of right in ‘inventions, patents,

copyrights, or data licenses. ) ) .
Categories of records in the system . RN

bos

Documents relating to the administrative assertion of claims by and
against the government and to.ligitation with the- government for .
alleged misuse of patents, copyrights, trademarks, and data, including .

inquiries, investigations, settlements, communications with claimants

or defendants, and related correspondence; documents relating to .

advice and asststance provided in .obtaining licenses for Department
of the Army use of copyright material; documents relating to the
investigation and disposition of patent license- offers; documents relat-
mg to mvestlgatlons in connection with processing proposed legisla-
tion or bills for private relief of individuals because of rights of
individuals in inventions, patents, copyrights, or data, including re-

T e i

ports of investigations, comments or recommendations, and related
correspondence. .

Authority for maintenance of the system

5 U.S.C. 301.

Purpose(s):

To maintain evidence and record of clalms and litigation involving
Department of the Army concerning patents, trademarks, copyrights,
and data; to maintain evidence and récord of Department of the

Army attempts to use copyrighted material and to receive ‘the copy-
right owner’s permission for such use; to maintain record and-evi-

dence of patent license offers received and investigations and reports -

pursuant thereto; and to maintain record and evidence of. |nvest1ga~
tions of proposed legislation or bills for: private relief. .

Routine uses of records maintained in the system, mcludmg eatego-
ries of users and the purposes of such uses:

Government agencies involved in the claims or. htlgatlon -and the
Civil Division, Department of Justice, have access to the records to
determine the validity of allegations and to properly prosecute or
defend the case; government agencies potentially interested have
access to the records of offered licenses to determine actual interest;
Congress receives reports on Department of the Army’s position on
particiilar btlls for private relief.

lnformatlon from this system of records may be dtsclosed to ‘law

students participating in a volunteer legal support program approved

by the Judge Advocate General of the Army.

Policies and practlces for’ stonng, retrieving, accessing, retalmng, and
disposing of records in the system: .

Storage:

Paper records in file folders.

Retrievability: - ;...
By individual’s surname..
Safeguards:

Records aré accessible only by authorized personnel who are’ prop- »

erly instructed in the permtssrble use of information therem
Retention and disposal: ) .

Destroyed after 25, 30, or 35 years dependmg on the specrﬁc case.

System ‘manager(s) and address: i

The Judge Advocate Genéral, Headquarters, Department of the
Army, Washmgton, DC 20310—2200

Notification procedure. ,

Individuals seeking to determme if lnfOrmatlon about themse]ves is
contained in this records system should address inquiries. to the Judge
Advocate General, Headquarters, Department of the Army, Wash-
ington, DC 20310-2200.

Individual should provide full name, current address and telephone
number, case number that appeared on documentation, any other
information that will assist in locating pertinent records, and signa-
ture.

Record access procedures:

Individuals seeking access to information about themselves is con-
tained in this record system should address inquiries to the Judge

Advocate General, Headquarters, Department ‘of the. Army, Wash-

ington, DC 20310-2200.

Individual should provide full name, current address and telephone
number, case number that appeared on documentation, any other
information’ ‘that will assrst in Iocatmg pertlnent records, and srgna—
ture. o ..

Contesting record procedures.

The Army’s rules for accessing records, contesting contents, and
appealing “initial" determinatioris are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from' the system
manager s ‘ :

Record source categories: R

From the individual, the Army orgamzatlonal e]ement interested in
the copyrighted material or offered license, employment : records;
pertinent governmenti patent ﬁles, Deépartment of Justice and/or the
government agencies involved .in the claims or Ilttgatton

Exemptlons clalmed for the system: . : )
.None. |, . ' Lo R
’ A0030-1AMC
System name:
Food Taste Test Panel Files.
System location; ... . ,

~
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us Army Natick Research Development and Engineering Center,

Natick, MA 01760.
. Categories of individuals covered by the system:

" Civilian and military personnel who volunteer to participate in

sensory taste tests of food items.

Categories of records in the system:

Questlonnalre and locator documents completed by partlclpants
containing name, date, organization, business telephone number, sex,
age, marital status, rank/grade, present/prior-military serwce, hlghest
educational level attained,.section of country lived in' the longest,
willingness to test irradiated foods, food aversnon/food preference
data. . .

Authority for maintenance of thc system

10 U.S.C. 3012.

Purpose(s): - N i

To evaluate food rations under development by the Army; to
determine acceptability of food items in consideration of purchase.

Routine uses of records maintained .in the system, mcludmg catego-

ries of users and the purposes of such uses:

Sée ‘Blanket Routine Uses* set forth at the begmmng of the Army s
listing of record system notices.

Policies and practlces for storing,. retnevmg, accessing, retalmng, and
disposing of records in the system:

Storage:

Computer paper prmtouts, cards, magnetlc ‘tapes and paper records
in file folders. . .

Retrievability: i
By participant’s surname or assigned unique number.
Safeguards:

Records are stored in ‘metal. file cabinets which are locked when
not under the control of authorized personnel. Buildings housing the
records employ security guards.

Retentlon and disposal:

Records are destroyed when partrcnpant is no longer active in the
program. L

System manager(s) and address:

Commander, US Army Natick Research, Development and Engi-
neering Center, Natick, MA 01760. :

Notification procedure:

.

Information may be obtained by writing to the System Manager, :

ATTN: Science and Advanced Technology Directorate..
Record access procedures: -

Individuals who believe information on them is contained in this
system of records should write to the Sensory Analysis Branch,
Science and Advanced Technology Directorate, US Army Natick
Research, Development and Engineering Center, Natick, MA 01760
furmshmg their full name and current address.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contalned in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual.

Exemptions claimed for the system:
None. k

A0037-1DAPE

System name:

Resource Management and Cost Accountmg Flles

System location: ° ¥

Headquarters, Department of the Army, Staﬁ‘ and field operating
agencies, major commands, installations and activities. Official mail-
ing addresses are published as an appendix to the Army’s compilation
of record systems notices.

Categories of individuals covered by the system:

Military and civilian personnel assigned/attached to .the organiza-
tion.

_Categories of records in the system:

‘Records by individual of man-hours applled to the accomplishment
of assigned tasks or projects. Specific data elements include name,

Social Security Number/employee identification number, organiza- -

tional element, military rank/civilian grade, job title, clearance status,
rating data, regular/overtime wage rates, regular/overtime hours

worked, hours of leave taken, record of official travel, project code,
accounting code and cost data, workload units accomplished, file
references and related information and records control data.

Authority for maintenance of the system:
5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397
Purpose(s):

To project manpower _and monetary requ1rements to allocate
available resources to specific projects; to schedule workload and

‘assess progress; to project future orgamzatlonal milestones; to evalu-

ate individual performance and equipment efficiency; to set standards
and methods; to record and control personnel and equipment utiliza-
tion; to document inventories; to_interpolate training needed by unit
or mdw:dual to monitor use of overtime; to control and monitor
obligations and expenditures of government funds; to provide audit
trail; to generate statistical reports of workload and production levels
and other trends within the organization; and to provide other ac-
counting and monitoring reports.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the beginning of the

"Army’s compllatlon of record system notices. apply to this record

system.

Policies and practlces for- stormg, retnevmg, accessing, retammg, and
disposing of records in the system:’ , .

Storage:

Punch cards, magnetrc tapes, cards, dlscs microform, mu:roﬁche,
computer printouts and paper records. . .

Retrievability:

By individual’s name, Social Security Number, or employee identi-
fication number. Information may also be accessed by a non- personal
data element such as project code, cost accountmg code, or organiza-
tional element.

Safeguards:

Automated systems employ computer hardware/software safe-
guard features. All records are maintained in controlled areas, within
buildings/rooms which are secured during non-duty hours. Personal
information is accessed only by individuals who have need therefor
in their official duties.

Retention and disposal:

Magnetic media are erased after 1 year; manual records are de-
stroyed after 1 year by pulping, tearing, or shreddmg

System manager(s) and address:

The Deputy -Chief of Staff for 'Personnel Headquarters, Depart-:
ment of the Army,- The. Pentagon, Washmgton, DC 20310-4000.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this records. system should address written inquiries to
the agency head/installation commander of the Department of the
Army organization to which they are (or were) assigned/employed.
Official mailing addresses are published as an appendix to the Army’s
compilation of record systems notices. :

Individual should provide the full name, Social Security Number,
office believed to-have the record, time frame, and other information
verifiable from the record itself.

Record access procedures:

Individuals seeking access.to records about themselves contained in’
this record'system should address written inquiries to the ‘agency
head/installation commander of the Department of the Army ‘organi-
zatlon to which they are (or were) assigned/employed. Official mail-.
ing addresses are published as an appéendix-to the Army’s compilation

~ of record systems notices.

Individual should provide the full name, Social Secunty Number,
office believed to have the record, time frame, and other information
verifiable from the record itself. .

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are published in Department of the Army Regulaton 340-21; 32. CFR
part 505; or may be obtained from the system manager.

Record source categories:

Employee time cards; organization manpower rosters; individual
personnel and training records; production records; travel orders;
unit inventory records; and other relevant Army documents and
reports. ‘

Exemptions claimed for the system:
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None. : . ) ny
- A0037-2-1CE
System name:
Corps of Engineers Management lnformatlon System Files.”
System location: ’
Finance and accounting offices in Corps of Engineers Division and
District. Offices; “addresses may be obtained from the Chief of Engi-

negrs, Headquarters, Department ‘of the Army, Washmgton DC
20314 : .

Categorles of mdmduals covered by the system:

. Civilians and military employees of the Corps of Engrneers located
at Division ald District Offices. -

Categories of records in the system: :
- Employees name, SSN, pay rate, ‘employing ofﬁce, orgamzattonal

location, cost codes, functional designator funds, coverage under Fair
Labor Standards Act, travel advance record, and similar information.

- Authority for maintenance of the system: . . .
5 U.S.C,, section 301. '
Purpose(s): o
To compute employee labor and travel costs charged to the _]0b
worked on in the management of financial expenditures.

"Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the begmnmg of the Army s
listing of record system notices.

Policies and practrces for storing, retrieving, accessing, retammg, and ;

disposing of records in the system:
Storage: R R s
Computer magnetic tape and printouts; mlcroﬁlm
Retrievability:
By SSN.
Safeguards:
Computers ‘in~ which, system information restdes are located in

locked rooms which are accessible only to authorized persons pos-
sessing a specnal badge or password. Microfilm produced by contract

with vendors is maintained by the contractor under lock and key.
Retention and disposal:

Cost data as input documents and voucher output llstlngs compris-
ing employee labor and travel costs, and audit trail tapes of valid
transactions, are destroyed after 6 years and 3 months; punched cards
which process.these data are destroyed upon completlon of audit by
General Accounting Office. Internal/external output files containing

these data are destroyed after 30 years. Utility files (output reports

for maintaining and controlling transactions) are destroyed after S
years. Magnetic tape data base containing transactions results proc-
essed by the update programs are retained for 30 years. Computer
printouts and magnetic tapes are retained .on microfilm. Records
prior to July 2, 1975 are destroyed after 10 years and 3 months; those
on/after July 2, 1975 are Dec. 2, 1975 are destroyed after 6 years and
.3 months. o ' : T

System manager(s) and address

Chief.of Engmeers, Headquarters, Department of the Army, Wash-
ington, DC 20314

Notification procedure R

Information-may be obtained from the servicing Comptroller ofﬁce
within the Corps of Engineers, District/Division.

Record access’ procedures: -

" Individual requests should be addresded as provided in ‘Notifica-

tion "procedure’;
SSN. .

Contestmg record procedures:

The Army’s rules for access to records and- for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories: -

From the individual; ofﬁclal Army records and reports
Exemptions claimed for the system: .
None. . ¢

a A0037-103aSAFM

individuals must provide his/her full name, and

o

System name:
Contractor Indebtedness Files.
System location:

Primary: US Army Finance and Accounttng Center, Ft BenJamrn
Harrison, IN 46249. .

Secondary: All Army installation and, commands, and Defense
Contract Administration Services Reglons that administer contracts
for the Department of the Army.’

Categories of individuals covered by the system

Contractors, .as,. mlelduals, determmed 1ndebted to the Umted
States Government e .

Categones .of. records in the system: T ;

Correspondence. between contracting ofﬁcer admlmstratrve con-
tracting officer and/or the US. Army Finance and Accounting Center’
and the contractor, that terminates contract, demands" payment and
establishes debt, and any other related papers. Co

Authority for maintenance of the system:

Federal Claim Collection Act of 1966, 80 Stat. 308, 3l U S.C. 951-
53,

Purpose(s) " R

To initiate collection action agamst a contractor who is determmed

i

.to be indebted to the United States, to determine."whether judicial

proceedings should be initiated. against the contractor and to maintain
and distribute ‘a list of contractors determined to be indebted to the
United States. i

Routine uses of records mamtamed in the system, mcludmg catego-
ries of users and the purposes of such uses:

List of contractors determined to be indebted to the US, Govern-
ment is furnished to all government agencies for administrative offset
prior to payment on contract.

Disclosure to consumer reporting agencres

Disclosures pursuant to 5 US.C. 5523(b)(12) may be made to
‘consumer reporting agencies' as defined in the Fair Credit Reporting
Act (15.U.S.C. 1681a(f) or: the Fair Claims Collection -Act of 1966
(31 U.S.C. 3701(a)(3) when -an individual is responsible for:a debt to
the US Army, provided the debt has been validated, is overdue, and
the debtor has been advised of the disclosure and his rights to
dispute, appeal or review the claim; and/or whenever a financial
status report is requested for use'in the administration of the Federal
Claims Collection Act. Claims of the United States may be compro-
mised, termmated or suspended when- warranted by tnformatlon col-
lected. - . Lo

Policies and practlces for stormg, retrieving, accessing, retammg, and
disposing of records in the system:

‘Storage: © . - J . IR

Paper records in ﬁle folders, stored in- steel ﬁllng cabmets :
Retrievability:

By lnd1v1dual S surname

Safeguards

Records are accessnble only by authorlzed personnel and are
locked after duty hours. Butldmg employs security guards.

Retention and disposal:

Files are permanent. They are retained in active ﬁle until end of
calendar year in which final action is:taken, held 2 years -after file is
closed then transferred to the Washington National Records Center.
Copies of files that are sent to the General Accounting Office for
determination of judicial proceedings or further collection action are
retained in the US Army Finance and Accounting Center untll notifi-
cation is received that the file has been closed.

System manager(s) and address:

Commander, US Army Finance and Accounting Center, lndtanap-
olis, IN 46249.

Notification procedure:

Individuals desiring to know whether this system of records con-
tains information about them should contact the System Manager,
ATTN: FINCP-F, furmshmg full name and the contract number
concerned ’

Record access procedures

Individuals seeking access to records in_ this system should submlt a
written request as indicated in *Notification Procedure and furnish
information required therein. .

Contesting record procedures: ,

The Army’s rules for access to records and for contesttng contents
and appealing initial determlnatrons are contained in Army Regula-
tion 340-21 (32 CFR part 505). - -

Record source categories: )

From the individual, contracting offices.

—y
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Exemptions claimed for the system:
None.

. A0037-103bSAFM
System name:
Subsidary Ledger Files (Accounts Receivable). -
System location:

Finance and Accounting Ofﬁces, world-wide; addresses may be
obtained from the System Manager.

Categories of individuals covered by the system-

Military and civilian personnel with the Department of the Army,
Department of Defense, and other Government agencies.

Categories of records in the system:

Individual control files for services rendered.

Authority for maintenance of the system:

Pub. L. 97-365, Debt Collection Act of 1982; E.O. 9397.
Purpose(s):

To maintain records of charges due the Army for services provid-

ed to effect collecuon action, i.e., telephone quarters, food, clo(hlng,
etc.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the begmmng of the Army’s
listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system;

Storage:

Paper records in file folders; card files; magnetic tapes; computer
printouts; and microfiche.

Retrievability:

By individual's surname or SSN.

Safeguards:

Records are maintained in areas accessible only to authorized per-
sonnel who are properly screened, cleared, and trained.

" Retention and disposal:

Records are destroyed 3 years after closing ledger accounts, -

System manager(s) and address:

Commander, U.S. Army Finance and- Accounlmg Center, Ft Ben-
jamin Harrison, IN 46249.

Notification procedure:

Individuals desiring to know whether or not information on them
exists in this system of records may inquire of the System Manager

or from the finance and- accounting office where service was provid--

ed. Individual should provide full name, SSN, current address, and
sufficient details to enable locating the record.

Record access procedures:

Individuals desiring access to records pertaining to them shou]d
follow the requirements in ‘Notification procedure

Contesting record procedures:

The Army’s rules for access to records and for contestihg( contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

- Record source categories:

From . the individual, finance and accounting -offices, member’s
commanding officer. '

Exemptions claimed for the system:
None.

A0037-103cSAFM
System name:

Validation Files.

System location:

US Army Finance and Accounting Center, Indianapolis, IN 46249

Categories of individuals covered by the system:

Any Army military member or Department of Army c1v1|1an or
former military member or individual suspected of fraud or improper
payment. .

Categories of records in the system:

Reports of copies of vouchers/orders/notices of exception/military
pay orders/certificates of dependency, sworn statements, and corre-
spondence between the Comptroller of the Army, US General Ac-
counting Office, Department of the Army staff agencies, US Army

Criminal lnvestlgatlon Command, and/or other governmenta] agen-
cies.

Authority for maintenance of the sys(em
‘44 U.S.C. 3101I.
Purpose(s):

To obtain data for determining proprlety and validity of Army
financial transactions:

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

- Policies and practlces for storing, retrieving, accessing, retaining, and
dlsposmg of records in the system:

Storage:

Paper records in file folders.
Retrievability:

By individual’s surname.
Safeguards:

Building employs securny guards. Records are maintained in areas
accessible only to authorized personnel havmg ofﬁc1al need therefor.

Retention and disposal:
Records are destroyed after 3 years.
- System manager(s) and address:

Commander, US Army Finance and Accounting Cenler lndlanap-
olis, IN 46249.

Notification procedure

Information may be obtained from the System Manager. Individ-
uals should furnish their full name, SSN, current address and tele-
phone number.

Record access procedures:

Individuals desiring access to information concerning themselves
should write to the System Manager, providing information requnred
under ‘Notification procedure

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

' Federal Bureau of Investigation, Criminal Investigation .Detach-
ments, finance officers, Provost Marshals and individuals.

Exemptions claimed for the system:
None.

A0037-103dSAFM
System name:
Conversion Files.
Sys(em location:
US Army Finance and. Accounting Center, Indlanapolls, IN 46249
Categories of individuals covered by the system:
Active and former members of the Armed Services and civilians

~who file military payment cernﬁcate (MPC) claims and/or foreign

currency claims.
Categories of records in the system:

Individual's application for exchange of mrlltary payment certifi-
cates; letter request for exchange of MPC and foreign currency;
mili(ary pay vouchers; substantiating documents such as receipts; and
correspondence between the US Army Finance and Accounting
Center and claimant, and other Army and Government agencies.

Authority for maintenance of the system:
10 U.S.C. 30]2.
. Purpose(s):

To evaluate claim and, lf approved, issue Treasury check to claim-
ant.

Routine uses of records maintained in the system, including: catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses® at 48 FR 25503, June 6, 1983

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:
Paper records in file folders.-
Retrievability:
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By, claimant’s surname. DU R S
Safeguards: '
Building employs security guards. Records are maintained in.areas

accessible only to authorized personnel having official need therefor
in the performance of their duties. . .

Retention and disposal: R
Records are destroyed 10 years after final actlon on c]alm (.‘
System manager(s) and address:.

‘Commander, US Army Finance and Accountmg Center, lndlanap-
olis, IN 46249 . . K .

Notification procedure' ’ :

Information may be obtained from the System Manager Individ-
uals should furnish their full name, SSN, current address and tele-
phone number.

Record access procedures:

Individuals desiring access to information concernmg tAhemselves
should write to the System Manager, provrdmg 1nformanon requrred
under ‘Notification procedure*.

Contesting record procedures:

The Army’s rules for access to records and for contesting‘cortents
and appealing initial determinations-are contained'in- Army regulatlon
340-21 (32 CFR part 505).

Record source categories: Lo . 4 :
From the individual, Government -agencies, records .and - reports

.. Exemptions clalmed for the system: o 7
"None.

A0037—103eSAFM
System name:
Disbursing Office Estabhshment and’ Appomtment Flles
System location:
US Army Finance and Accounting Center, Indlanapolls, lN 46249
Categories of individuals’ ‘covered by the system: ° "

Army military members or Department of Army civilians who are;
appointed a deputy or bond issuing agent; individuals appointed an
accountable officer or special dlsbursmg agent.

Categories of records in the System: '

Records include Department of the Army Form: ]866 (Deslgnatlon,
and Appointment of Deputy to Disbursing Ofﬁcer), USAFAC Form
35-12FL (Certification as Issuing Agent of U.S. Savmg Bonds),
USAFAC ‘Form 35-13FL: (Lettér-to Federal- Reserve Bank on Bond
Issuing Agent) and letter requests for the approval and appointment
of other than Finance Corps officers as ‘accountable officers.and
special disbursing agents.

Authority for maintenance of the system

10 U.S.C. 3012.

Purpose(s):

To obtain data in the appointment or termination of deputies and
bond issuing agents and the appointment or termination of other than

Finarice Corps officers as accountable- officers. and specral dlsbursmg
agents. .

Routine uses of records mamtamed in the system, mcludmg catego-
ries of users and the purposes of siich uses:
See ‘Blanket Routine Uses* at 48 FR 25503, June 6 1983:

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system: .

Storage: - L e _'
Paper records in file folders . : TR

" Retriévability: : i o
By individual’s surname.
Safeguards:

Building employs security guards. Records are maintained in areas
accessible only to authorized personnel havmg ofﬁclal need therefor
in the performance of their duties. . » . .

Retention and disposal:

Records are destroyed 10 years after revocatlon of appomtment

System manager(s) and address:

Commander, US-Army Finance and Accountmg Center, lndlanap-
olis, IN 46249

Notification procedure:

Information may be obtained by writing to the System manager.
Individual should furnish their full name, SSN, current address and
telephone number.

Record access procedures: e A

Individuals desiring access to |nformat|on concerning thermselves
should write to the System Manager .providing information required
under ‘Notification procedure’.

Contesting record procedures:

The Army’s rules for accéss to records and for contestmg ‘Contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505)., . -

Record source categories: - :

Finance and Accounting Officers::

Exemptions clalmed for the system L

None.

A003740"4-1aSAFM
System name:

Joint Uniform Mllltaryt Pay System Army Retlred Pay

System location:

U.S. Army Fmance and Accountmg Center,,. Indlanapolls, IN
46249 ’ .

Categones of mdmdua]s covered by the system.

Retired Army members, benéficiaries of deceased retlred Army
members. : .

. Categories of records in the system' : :

Individual retired military pay records, correspondence with indi-
viduals, concerning their retired pay accounts, all ' documents substan-
tiating entitlements to retired pay. : '

Authority for maintenance of the system:

10-U.SC;;-E.O. 9397. - :

Purpose(s):

To establish and compute pay of retirees and their beneficiaries; to
produce permanent record of transactions; and to prepare ﬁnanctal
budgetary, and actuarial reports.

Routine uses of records maintained in the, system, mcludmg catego-
ries of users and the purposes of such uses: Lo

Information in this system may be disclosed .to: (a) Veterans Ad-
ministration: To record the collection of premiums for National Serv-
ice Life Insurance. (b) Fiscal Agent for Veterans Group Life Insur-
ance (VGLI): To initiate starts, stops, ‘and changes for VGLI premi-
um payments by allotment for retirees. (¢) Trustees/Guardians of
Mental Incompetents (MI): To exercise a fiduciary responsibility on
behalf of MI retirees and annuitants. (d) States and Cities: To verify
tax liability against retiree’s state and .city income tax returns. (e)
American Red Cross: To assist military personnel and their depend-

f

ents in determlnmg status of monthly pay, dependents’ allotments;

loans, ‘and related financial transactions. (f) Military bankmg facilities:
Information as {6 current military addresses and assignments may be
provided to military banking facilities who provide ‘banking services
overseas and who are reimbursed by the Government for certain
¢hecking and .loan' losses. For personnel separated, discharged or
retired from the Armed: Forces, information as to last known residen-
tial or home of record address may be provided to the military
banking facility upon certification by.a banking facility officer that
the facility' has a returned or dishonored check negotiated by the
individual or the individual has defaultéd on a loan that, if restitution
is not made by the individual, the U.S. Government will be liable for
the losses the facility may incur. (g) Disclosure pursuant to 5 U.S.C.
552a(b)(12) may be made from this system to consumer reporting
agencies as defined in the Fair Credit Reporting Act (15 U.S.C.
1681a(f) or the Federal Claims Collection Act of 1966 (31 U.S.C.
3701(a)(3)). (h) See ‘Blanket Routine Use' set forth at the beginning
of the Army’s listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:
Paper records in file folders, computer dlSk files, mlCl‘OﬁChC

. micro-computer hard and floppy disks.

Retrievability:

By SSN and. name.

Safeguards: - . : :

The U.S. Army Finance and Accounting Center employs security
guards. An employee badge and visitor registration system is in use.
Records are-maintained in areas accessible only to authorized person-
nel who are properly screened, cleared and trained. Access to com-
puter disk files is controlled by USERID and password. Computer
equipment and files are in separate secured area.

.
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Retention and disposal:

Incividual retired military pay records are converted to microfiche
and retained.for 56 years; destruction is by shredding. The retention
periods for other records vary according to category of record, but
total retention periods do not exceed 56 years after termination of the
account. (Account is terminated by either death of retiree, or if the
retiree has designated annuitants under Retired Servicemen’s Family

‘Protection Plan or the Survivor Benefit Plan, the subsequent death

or ineligibility of the annuitant.) Records are destroyed at the end of
the 56 year retention period.

System manager(s) and address:

Commander, U.S. Army Finance and Accountlng Center, Indian-
apolis, IN 46249

Notification procedure:

Information may be obtained from the Director, Retired Pay Oper-
ations by calling (317) 542-2931.

Record access procedures:

Individuals may request access to records in this system pertaining
to them by ‘writing to the Commander, U.S. Army Finance and
Accounting Center, ATTN: Department 90, Indianapolis, IN 46249.
Individual should provide full name, SSN of retiree, and signature.
Visits are limited to the U.S. Army Finance and Accounting Center,
Indianapolis, IN.

Contesting record procedures:

The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From Department of Defense agencies, the Veteran s Administra-
tion, Social Security Administration, Department of Treasury, finan-
cial institutions and insurance companies.

Exemptions claimed for the system:

None.

. A0037-104-1bSAFM
System name:
Debt Management System.
. System location:

United States Army Finance and Accounting Center (USAFAC)
Fort Benjamin Harrison, Indiana 46249-0001.

Categories of individuals covered by the system:

Separated and retired military/civilian personnel and others indebt-
ed to the U.S. Army.

Categories of records in the system:

Records of current and former military members and civilian em-
ployees’ pay accounts showing entitlements, deductions, payments
made, and any indebtedness resulting from deductions and payments
exceeding entitlements.- These records include, but are not limited to:
Individual military pay records, substantiating documents such as
military pay orders, pay adjustment authorizations, military master
pay account printouts from the Joint Uniform Pay System (JUMPS),
records of travel payments, financial record data folders, miscellane-
ous vouchers, personal financial records, credit reports, promissory
notes, individual financial statements, and correspondence. Applica-
tions for waiver of erroneous payments or for remission of indebted-
ness with supporting documents including, but not limited to, state-
ments of financial status (personal income and expenses), statements
of commanders, statements of accounting and finance officers, corre-
spondence with members and employees. Claims of individuals re-
questing additional payments for service rendered with supporting
documents including, but not limited to, time and attendance reports,

leave and earnings statements, travel orders, travel vouchers, and’

correspondence with members and employees. Delinquent accounts
receivable from field accounting and finance officers including, but
not limited to, returned checks, medical services billings, collection
records, and summaries of the U.S. Army Criminal Investigation
Command and Federal Bureau of Investigation reports. Reports from
probate courts regarding estates of deceased debtors. Reports from
bankruptcy courts regarding claims of the United States against debt-
ors.
Authority for maintenance of the system:

31 U.S.C. section 3711; 10 U.S.C. section 2774; I2 U.S.C. section
1715; and E.O. 9397.

Purpose(s):

To provide a basis for establishment of and post audit of each
receivable to provide a history of collection activities and answer
inquiries pertaining to such collection activity. This information is to

establish, formulate, maintain, monitor acc>0urits"receivables and ad-
minister the Federal Claims Collection Act(s).

" Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: -

Data necessary to identify the individual involved are dlsclosed to:

a. Consumer Reporting Agencies:

(1) Whenever a financial status report is requested for use in the
administration of the Federal Claims Collection Act. Claims of the
U.S. may be compromised, terminated or suspended, when warrant-
ed, by information collected.

(2) Pursuant to 5 U.S.C. 552a(b)(12) that an individual is responsi-
ble for a debt to the U.S. Army provided the debt has been validat-
ed, is averdue and the debtor has been advised of the disclosure and
his rights to dispute, appeal or review the claim.

b. U.S. Department of Justice/U.S. Attorneys: For legal action
and/or final dlsposmon of the debt claims. The litigation brief(s)
(comprehensive, written referral recommendations) will restructure
the entire scope of the collection cases.

c. Internal Revenue Service:

(1) To obtain locator status for delmquent account receivables.
(Automated controls exist to preclude redlsclosure of solicited IRS
address data.)

(2) To report write-off amounts as taxable income as pertains to
amounts compromised and accounts barred from litigation due to
age. .

(3) To provide for offset of tax refunds.

d. Private Collection Agencies: For collection service whenever
USAFAC has exhausted its internal collection actions.

e. Credit Card Processing Institutions: To collect indebtedness by
credit card.

f. Other Government Agencies: For the purpose of offset; adminis-
trative or salary

g. See ‘‘Blanket Routine Uses™ set forth at the beginning of the

- Army’s listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:

Paper records, in collection file folders and bulk storage, c card files,
computer magnetic tapes, computer printouts and microfiche.

Retrievability:

By SSN, alphabetically by name, and substantiating document
number. Conventlonal mdexmg is used to retrieve data.

Safeguards:

USAFAC employs security guards. An employee badge and visi-
tor registration system is utilized. Hard copy records are maintained
in areas accessible only to authorized personnel who are properly
screened, cleared and trained. Computerized records are accessed by
custodian of the records system and by person(s) responsible for
servicing the records system for need-to-know.. Certifying finance
and accounting officers of debts have access to debt information to
confirm if the debt is valid and collection action is to be continued.
Computer equipment and files are located in a separate secured area.

Retention and disposal:

Accounts receivables are converted to microfiche and retained for
6 years. Destruction is by shredding. Other records—retention peri-
ods vary according to category, but total retention periods do' not
exceed 56 years. Disposition is to federal records centers and destruc-
tion thereafter is by burning or salvage as waste paper.

System manager(s) and address:

Commander, USAFAC, Department 89, ATTN: FINCP-FF, Indi-
anapolis, IN.46249-0001.

Notification procedure:
Individuals desiring to know whether this system of records con-

“tains information' about them -should contact the System Manager,

furnishing full name, SSN, and military status or other information.
verifiable from the record itself. .

Record access procedures:

Individuals seeking access to records in this system pertammg to
them should submit a written request as indicated in “Notification
procedure” and furnish information required therein or telephone
(317)-542-2859. .

Contesting record procedures:

The Army’s rules for access to records and for conresting contents
and appealing initial determinations- are contained in Army Regula-
tion 340-21 (32 CFR part 505). .

Record source categories:
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Informatton is recelved from Department of Defense staff and-field

~mstallat|ons, Internal Revenue. Servnce, Social Secunty Administra-

tion, Treasury Department fnancml organlzatlons, and automated
system interface.

Exemptlons claimed for the system L
None. © - #°¢ - N

A003Z—104-3DASG. . s

System name: Lo ) i A
" Health Professions Scholarshlp Program oo
System location: . / ’

Fitzsimons Army Medical Center, Aurora CO 80045- SOOl "Aseg-
ment_of this system exists at the U.S. Army Health Professional

Support Agency, 5109 Leesburg Pike, Falls Church, VA 22041 ~3258.

Categones of individuals covered by the system:
" Members of the U.S: Army Reserve who are enrolled ln the

"Army-Health Professions Scholarship Program ’

Categories of records in the system: . - - - L

Contract records between the Army:and the University partlclpat-
ing in the Health Professions Scholarshlp Program, ‘tuitioni payments,
individual’s military pay records, cost data worksheets, active duty
military .pay ' vouchers, ‘personal financial history' records, monthly
payroll listings of current members showing entitlements ‘and deduc-
tions, bank identification data for deposit of pay, member’s permanent
home address, current mailing address and telephone number, Social
Security Number, orders to active duty, student’s elective’ to defer
entry on active duty, and similar relevant documents

Authority for maintenance of the system:

10. U.S.C. chapter 104 et. seq.: Public Law 94-426; and Executlve
Order9397. -~ .

Purpose(s): :

To establish the pay account of students accepted into the Health
Professions Scholarship Program; to determine appropriate. pay, de-
ductions, reimbursable expenses, taxes.and disbursements.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses:

Information may be disclosed-to the Department of, the Treasury
to record check issue data, taxable earnings and taxes withheld.

To states and cities/counties which have an agreement with the
Department of the Army to verify tax l|ab|11ty agalnst member s state
and city/county tax returns. ’ v

To the Social Security Administration to record earned wages by
member under the Federal Insurance Contributions Act.

The “Blanket Routine Uses” sét forth at the beglnmng of the
Armys compilation of record systems notices apply to this system,

Policies and practlces for storing, retrieving, accessmg. retammg, and
dnsposmg of records in the system

.Storage:

" Paper records in file’ folders magnetic tapes; computer’ pnntouts
microfilm; ledger cards. g

Retnevablllty

By member’s name and Social Security Number.

Safeguards- v )

Information. is accessible only to authonzed personnel havmg offi-
cial need therefor. Records are stored in secured bu1]d|ngs protected
by military police/security guards : . :

Retention and disposal: : Sy

Upon completion of. the program, records for members entering
active duty are forwarded to the Commander, U.S. Total Army

:}

4 S

-Personnel Center, ATTN: TAPC-MSR, 200 Stovall Street, Alexan-

dria, VA 22332-0400. )

Records for members on continued educational delay ‘are forward-
ed to Commander, U.S. Army Reserve Personnel Center, ATTN:
DARP-DPL, 9700 Page Boulevard, St. Louts, MO 63132 5200; -

- System manager(s) and address:

Office of the Surgeon General, Headquarters; Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041- 3258 '

‘Notifi cation procedure.

Individuals seeking to detérmine if inforrmation about themselves is
contained in this record system should address written inquiriés to
the Finance and Accounting Office, Fitzsimons Army Medical
Center, Aurora, CO 80045-5001, so long- as reservist -is enrolled in
the Scholarship Program. Thereafter, information may be obtained
from either the Commander, U.S. Total Army Personnel Command,
200 Stovall Street, Alexandria, VA 22332-0400 or.the, Commander,

"

U.S. Army Reserve Personnel Center, 9700 Page Boulevard St.

. Louis, MO 63132-5200 as appropriate.

For verification purposes the lnleldual should prowde the full
name, present address.and telephone number. .

Record access procedures : . A
Individials seeking access to tecords about themselves contalned in

‘this record system should address written inquiries to. the ‘Finance

and Accounting Oft'ce, Fitzsimons Army ‘Medical Center, Aurora,
CO 80045-5001; 'so long -as reservist is enrolled’ in_the Stholarship
Program. Thereafter, information may be Obtained “from either the
Commander, U.S. Total Army Personnel Command, 200 Stovall
Street, Alexandria, VA 22332-0400_or the Commander, U.S. Afmy
Reserve Personnel Center, 9700 Page Boulevard, St..Louis, MO
63132-5200 as appropriate.

For verification purposes, the mdlvndual should pl‘OV!de the full
fiame, present address and telephone number

Contesting record procedures:

The Army’s rules for accessing records, contestlng contents, and
appeallng initial determmattons are contained in Army Regulation
340-21; 32 CFR part 505; or may _be, obtained from the system
manager. T e
- Record source categunes ‘ )

From the individual; umverslty/college in which student is en-
rolled; Army records and reports.

Exemptions clarmed for the system.

‘None. - - ' o

A0037-104-3USMA
System name:
USMA Cadet Account System
System location: SR
U.S. Military Academy, West Point, NY 10996-1783.
Categories of individuals covered by the system:
Members of the U.S. Corps of Cadets, U.S. Mllltary Academy
Categories of records in the system: [
Monthly deposit listings of Corps of “Cadets members showmg
entitlements and activity pertalmng to funds held in trust by the
USMA Treasurer. -
Authorlty for malntenance of the system

- 10 U.S.C. 205, 4340, and 4350; Title 6, General- Accounting Office
Policy and Procedures Manual for Guldance of -Federal Agenc1es
and Executive Order 9397. o .

Purpose(s): - - .

To compute debits and credits. posted against- cadet account bal-
ances. Debits include charges to the cadet account for uniformis,
textbooks, computers and related supplies, academic supplies, various
fees, etc; credits include advance. pay, monthly deposits from pay-
roll, scholarships, initial deposits, interest accumulated on cadet: ac-
count balances, and individual depostts All funds are held in trust by
the Treasurer, USMA. :

Treasurer, USMA to record and prov1de taxable interest data to
individual cadet and lnternal Revenue Service; 10 control and moni-
tor charges/credlts to the cadet account; and to ‘record deposits to
the cadet account and to maintain records of ﬁnancnal institutions for
direct deposit purposes. . =

‘Routine uses of records mmntamed in the system including catego-
ries of users and the purposes of such uses:

* The “Blanket- Roiitine Uses” set forth at ‘the beginning of the
Army's compllatron of record system notlces apply to this record
system. .

Dlsclnsure to consumer reportmg agencies:

_Disclosure pursuant to 5 U.S.C, 552a(b)(12) may be made from this
system to consumer agencies as, defined in-the Fair Credits Reporting
Act (15 U.S.C. 1681a(f)) or the Federal Claims Collectlon Act of
1966 (31. U.S.C.-3701(a)(3)). .. ‘

Policies and practlces for storing, retrlevmg, accessing, retalmng, and
disposing: of records in the: system:

Storage:

Magnetic tape and_compuer prmtouts, paper records in file folders.
Retrievability: -

By Cadet account number.

Safeguards:

. Records are maintained in, buildings which. are. secured and pa-
trolled and are accessible only to personnel who have need therefor
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_in the performance of official duties. Automated master data and
back-up files are further protected by assignment of passwords.

Retention and dlsposal

Duplicate account statements are retained locally for 1 year after
cadets graduation and then destroyed by shredding. Information in
automated media is retained for 1 to 3 months, except that annual
interest tapes are retained for 1 year before being erased.

System manager(s) and address:

i7§§1perintendent, U.S. Military Academy, West Point, NY 10996~ .

Notification procedure:

Individuals seeking to determine if |nformat|on about themse]ves is
contained in this record system should address written inquiries to
the U.S. Military Academy, Treasurer, West -Point, NY 10996-1783.

Individual should provide full name, cadet account number, Social
Security Number, graduating class year, current address and tele-
phone number, and signature. .

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the U.S. Mili-
tary- Academy, Treasurer, West Point, NY 10996-1783.

Individual should provide full name, cadet account number, Social
Security Number, graduating class year, current address and tele-
phone number, and signature.

Personal visits may be made. to.the Treasurer, U.S. Military Acad-
emy; individual must provide acceptable identification such as valid

driver’s licsense and information that can be venﬁed with - his/her

payroll.

Contesting record procedures: .

The Army’s rules for accessing records, contestmg contents, and
appealing initial agency determinations by the individual concerned
are published in Department of the Army Regulation 340-21; 32

CFR part 505; or may be obtained from the system manager.

Record source categories:

From the individual, Department of Army, Department of the
Treasurer, financial institutions and insurance companies.

Exemptions claimed for the system:

~None.

A0037-104-3aSAFM
System name:
Military Pay System-Active Army (Manual)
System location:

" Decentralized to- Army Finance and Accounting Offices world-
wide; addresses may be obtained from the System Manager.

Categories of individuals covered by the system:

Reserve Enlisted Program 63 Reservist and National Guard active
duty military personnel.

Categories of records in the system:

Individual military pay records, casual payment receipts, substanti-
ating documents, temporary pay records, transmittal letters, locator
files, financial data record folders, miscellaneous military pay files
and personal financial records. .

Authority for maintenance of the system:

37 U.S.C,, Section 101 et seq.

Purpose(s):

To provide a basis for establishing computation of each active
member’s military pay entitlement, to provide a history of pay trans-
actions, and to answer inquiries or claims pertaining to such entitle-
ments.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such usés: -

Information may be disclosed to: Treasury Department: To record
check and bond issue data and taxable earnings and taxes withheld
from military personnel.

Social Security Administration: To record earned wages by
member under the Federal Insurance Contributions Act.

Veterans Administration: To record the collection of premlums for
National Service Life Insurance.

Disclosed to those.states and cities which have an agreement with
the Department of the Army to verify tax liability agamst members
state and city income tax returns.

Disclosure to consumer reporting agencies:

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this
. system to 'consumer reporting agencies’ as defined in the Fair Credit

Reporting Act (15 U.S.C. 1681a(f) or the Federal Claims Collection
Act of 1966 (31 U.S.C. 3701(a)(3)).

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system

Storage:

Paper records in file folders and in bulk storage, card files.
Retrievability: -

By SSN, name, substantiating document number.
Safeguards: :

Records are accessible only to authorized personnel ‘who are prop-
erly screened, cleared and trained.

Retention and disposal: '

Retention periods vary according to category of record but total
retention periods do not exceed 56 years. Disposition is as required
by AR 37-104-3, AR 635-10 and AR 640-10.

System manager(s) and address:

Commander, US Army Finance and Accountmg Center, Indianap-
olis, IN 46249, N

Notification procedure:
Information may be obtained by writing to the System Manager,

* ATTN: FINCP, and furnishing full name, SSN Military Status, and

home address.
Record access procedures:

_Individuals desiring access to records in this system pertaining to
them should write to either the appropriate Finance and Accounting
Office or the System Manager and provide the information listed in
‘Notlﬁcatton procedure’.

" Contesting record procedures

The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505)

Record source categories:

From Department of Defense staff and field mstal]attons and the
Treasury Department. :

. Exemptions claimed for the system:
None.

A0037-104-3bSAFM

System name:
Joint Uniform Ml]ltary Pay System Actlve Army (JUMPS- AA)
System location:

Centralized at US Army Finance and Accountmg Center, Indian-
apolis, IN 46249. Decentralized segments exist at. Army Finance and
Accounting Offices world-wide.

Categories of individuals covered by the system:
All active duty military personnel.
Categories of records in the system:

Individual military pay records, casual payment receipts, substanti-
ating documents, temporary pay records, transmittal letters, locator
files, financial data record folders, miscellaneous pay files, and per-
sonal financial records.

Authority for maintenance of the system:
37 US.C., 101 et seq.
Purpose(s):

To provide basis for computing each actlve member’s pay entitle-
ments, to provide a history of pay transactions, and to answer inquir-
ies and claims ‘pertaining to such entitlements. :

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purpaeses of such uses:

Information from this system may be disclosed to:

Treasury Department: To record check and bond issue data and

- taxable earnings and taxes withheld from military personnel.

Social Security Administration:. To record earned wages by
member under the Federal Insurance Contributions Act.

Veterans, Administration: To record the collection of premiums for
National Service Life Insurance and to traons to Post. Vietnam Era
Veterans Education Account.

States and Cities which have an agreement with the Department of
the Army: To verify tax liability against members’ state and city
income tax returns.

American Red Cross: To assist military personnel and their de-
pendents in determining the status of monthly pay, dependents allot-
ments, loans, and related financial transactions.
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- Department. of Health, and Human Services: The name, rank 'and
SSN of each member of the Armed Forces on active duty to the
Inspector General for comparison with appropriate rolls reflecting
recipients of Aid to Families with Dependent Children.

City of New York: Department of Income Maintenance: Name and
address of allottees whose ZIP Codes are-in New York City and
dollar amount of allotments for the purpose of detecting and curtail-
ing fraud and abuse in Federal Assistance Programs, specifically Aid
to Families with Dependent Children, and Food Stamps. .

Dlsclosure to consumer reporting agencies:

Disclosures pursuant to 5:US.C. 552a(b)(12) may be made. from
this system to ’consumer reporting agencies’ as defined in. the Fair

Credit Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims -

Collection Act of 1966 (31 U.S.C. 3701(2)(3)).

Policies and practlces for storing, retnevmg, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records:in file folders and.bulk storage, card ﬁles, computer
magnetic tapes and paper printouts, and microfilm.

Retrievability: By SSN, name, and substantiating document
number. . ' o :

Safeguards . ’” :

The US Army Finance and Accountmg Center employs security
guards. An employee badge and visitor registration system is in use.
Records are maintained in areas accessible only to authorized person-
nel who are properly scre¢ned, cleared and trained. Access to com-
puter magnetlc tape files is restricted to the ‘member’s servicing
finance and accounting officer. Computer equipment and files are
located in a separate secured area. Within finance and accounting
offices Army-wide, access is limited to designated personnel having
official need for the information .in the performance of their duties.

Retention and disposal: . "~ """ - .

Individual military pay records are converted to microfiche which
are retained for 56 years. Other records are retained for varying
‘periods but total retention does not exceed 56 years; disposition i§ to
Federal Records Centers destruction thereafter is by -burning or
shredding. . . L.

System manager(s) and address

Commander, US Army Fmance and Accounting Center, Indlanap-
olis, IN 46249.

Notification procedure: - i

Information may be obtained from either the appropriate finance
and accounting office or the Commander, US Army Finance and
Accounting Center, Indianapolis, IN 46249: Individual must furnish
full name, SSN, military. status, and home address.

Record access procedures:

Requests from individuals should be addressed.to the Commander,
US Army Finance and Accounting Center, ATTN: FINCP, Indian-
apolis, IN 46249 or the appropriate finance and accounting officer
and should contain the information indicated in ‘Notification proce-
dure*. In addition, information may be obtamed by calhng 317/542-
2891. L

Contestmg record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:
~ From Deépartment of Defense staff and field installations, the
Social Security Administration,. financial |nstltutlons, ‘the Treasury
Department, and automated systems interface.

Exemptions claimed for the system:

None. '

A0037-104-3cSAFM
System name:

Joint Uniform Mllltary Pay System Reserve Components-Army

System location:

Centralized at US Army Fmance and Accounting Center, Indlan-
apolis, IN 46249. Decentralized’ segments ‘exist at Army Fmance and
Accounting Offices worldwide.

Categories of individuals covered by the system:

All members of the US Army National Guard and US Army
Reserve who are drawing inactive duty training: pay .

Categories of records in the system'

Individual military pay records, substantiating documents, transmit-
tal letters, index cards, financial data record folders, miscellaneous
military pay vouchers, personal financial history records.

Authority for maintenance of the system:
37 U.S.C., section 101 et seq ; EO. 9397.
Purpose(s):

To maintain a record of member’s drill attendance, entitlements
and deductions in order to compute and disburse his/her pay while
keeping a record of taxes and disbursements other than those to the
member. '

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information from this system may be disclosed to:

(1) Treasury Department: To -record ;check issue data, taxable
earnings and taxes withheld.

(2) Individual States' of the US: To furnish wages earned' for the
calendar year; these data are furnished to the state of home record.

(3) Army National Guard Bureau: To furnish budget data to ac-
count for every expenditure within categories established.

(4) Individual National Guard States Associations: To furnish a
report and an associated check regarding state sponsored life, insur-
ance premium witheld.

(5) American Red Cross:-To assrst military personnel and their
dependents in determining the status of monthly pay, dependents
allotments, loans, and related financial transactions. )

©) Dlsclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from
this system to ’consumer reporting agencies’ as defined in the Fair
Credit Reporting Act’ (15 U.S.C. 168l1a(f) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701(a)(3)).

(7) See ‘Blanket Routine Uses‘ set forth at the begmnmg of the
Army s listing of record system notlces

Policies and practlces for stormg, retrlevmg, accessmg, retalmng, and
disposing of records in the system:

Storage:

Paper records in file folders and bulk storage; cards, computer
magnetic tape and paper printouts, mlcroﬁche

Retrievability:
By SSN, name of the member, and document number.’
Safeguards:

The US Army Fmance and Accountmg Center employs security
guards. An employee badge and visitor registration system is in use.
Records are maintained in areas accessible only to authorized person-
nel who are properly screened, cleared and trained. Access to com-
puter magnetic tape files is restricted to the members’ servicing
finance and accounting officer. Computer’ equipment and files are
located in a separate secure area. Within finance and accounting
offices, Army-wide, access is limited to designated personnel having
official need for the information in the performance of their duties.

Retention and disposal:

Individual military pay records are.converted to microfiche which
are retained for 56 years. Other records are retained for varying
periods but total retention does exceed 56 years; disposition is to
Federal Records Centers; destruction thereafter is by burnmg or
shredding. .

System manager(s) and address: i e

Commander, US Army Finance and Accountmg Center, Indtanap-'
olis, IN 46249.

. Notification procedure:

Informationr may be -obtained from the System Manager Individ-
uals may also contact US Property and Fiscal Officer, Army. Nation-
al Guard of each state and/or the District of Columbia, Puerto Rico
and the Virgin Islands. Individuals may also contact the finance and
accounting officer at Ft Indiantown Gap, PA; Ft McPherson, GA;
Ft Riley, KS; Presidio. of San Francisco, CA; Ft McCoy, WI; Ft
Douglas, UT. These finance and accounting officers are responslble
for US Army Reserve pay accounts only. Individuals | must provide
full name, SSN, and military status.

Record access procedures: ,

" Requests should:be addressed to the Commander, US Army Fi-
nance and Accounting Center, ATTN: FINCP, Indianapolis, IN
46249 or telephoned 'to 317/542-2891 and should contain the informa-
tion indicated in ‘Notification procedure'.

Contesting record procedures:

The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion-340-21 (32 CFR part 505).
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Record source categories:

The source of all data to establish arid maintain JUMPS RC-Army
originates at unit level; i.e., all units of US Army National Guard and
US Army Reserve which perform inactive duty tralmng and whose
members receive drill pay as a result of this training furnish the data
to support the system.

Exemptions claimed for the system:
None.

A0037-104-13TAPC
System name: o
USMA -Cadet Account System.
System location:
US Military Academy, West Point, NY 10996- ]783
Categories of individuals covered by the system:
Members of the US Corps of Cadets, US Military Academy.
Categories of records in the system: - .
Monthly deposit listings of Corps of Cadets members showing

entitlements and activity pertaining to funds held in trust by the
USMA Treasurer. .

Authority for maintenance of the system:

_ 10 U.S.C,, Sections 205, 4340 and 4350; Title 6, General Account-
ing Office Policy and Procedures Manual for Guidance of Federal
Agencies; E.O. 9397.

Purpose(s):

To compute deposits and charges to cadet account to include:
Barber, laundry/dry cleaning charges; advance pay, and funds depos-.
ited with Treasurer, USMA to be held in trust to pay for required

- uniforms, books, and equipment. :

Routine uses of records maintained in the system, mcludmg catego«v'

ries of users and the purposes of such uses:

(1) Treasurer, USMA: To record and provide taxable interest data
to individual cadet and Internal Revenue Service. To control and
monitor charges/credits to the cadet account. To record deposits to
the cadet account and to maintain records of financial institutions for
direct deposit purposes.

(2) Disclosure to consumer reporting agencies: Disclosure pursuant
to 5 U.S.C. 552a(b)(12) may be made from this system to consumer
reporting agencies as defined in the Fair Credit Reporting Act (15
U.S.C. 1681a(f)) or the Federal Claims Collection Act of 1966 (31
U.S.C. 3701(a)(3)).

(3) See ‘Blanket Routine Uses' set forth at the beginning of the
Army’s listing of record system notices.

Policies and practlces for storing, retrieving, nccessmg, retaining, and ‘

disposing of records in the system:

Storage:

Magnetic tape and computer printouts; paper records in ﬁle fold-
ers.

Retrievability:

By Cadet account number.

Safeguards:

"Records are maintained in buildings which are secured and pa-
trolled and are accessible only to personnel who have need therefor
in the. performance of official duties. Automated master data and
back-up files are further protected by assignment of passwords.

Retention and disposal: Duplicate account statements are retained
locally for 1 year after cadets graduation and then. destroyed by
shredding. Information in automated media is retained for-one thru
three months, except that annual interest tapes are retained for one
year before being erased.

System manager(s) and address: -

Superintendent, US Military Academy, West Pomt NY 10996-
1738. .

Notification procedure: '

Requests from individuals may be submitted to the.U.S. Military
Academy, . Treasurer, West Point, NY 10966-1783; telephone 914/
938-3516. Individual should provide full name, Cadet account
number, SSN, graduating class year, current address and telephone
number, and signature.

Record access procedures:

Individual may request access by writing to the System Manager, '

furnishing information indicated in ‘Notification procedure‘. Personal
visits may be made to the Treasurer, US Military Academy; individ-
ual must provide acceptable identification such as valid driver’s li-
cense and information that can be verified with his/her payroll.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:
_From the individual, Department of Army, Department of the

. Treasury, financial institutions and insurance companies.

Exemptions claimed for the system: '
None. ‘

A0037-105aSAFM
System name; !
Civilian Employee Pay System.
System location:
U.S. Army Finance and Accountmg Offices world wide and U.S.

"Property and Fiscal Offices in the U.S., Puerto Rico, Virgin Islands,

and the District of Columbia having civilian payroll re5ponslb1llt1es
Categories of individuals covered by the system:

Civilian employees and contract teachers employed by Department
of the Army, Office, Secretary of’ Defense and specnﬁed elements of
the Navy and Air Force.

Categories of records in the system:

Employees’ pay, leave, and retirement records individual with-
holding/ deduction authorization for dependents, ‘allotments, health
benefits, savings bonds, etc.; tax exemption certificates; personal ex-
ception and indebtedness papers; statements of charges, claims, repa-
triated .payment_files; roster of authorized timekeepers and signature
cards; payroll and retirement control and working paper files; unem-
ployment compensation data requests; reports of retirement fund de-
ductions; management narrative and statistical reports relating to pay,
leave, and retirement.

Authority for mamtenance of the system:

Title 6, General Accounting Office Policy and Procedures Manual
for Guidance of Federal Agencnes E O 9397.

Purpose(s):

To provide basis for computing civilian pay entitlements; to record
history of pay transactions; to record leave accrued. and taken, bonds
due and issued, taxes paid; to answer inquiries and process claims.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to:

(1) Treasury Department: To record checks and bonds issued.

(2) Social Security Administration: To report earned wages by
employees under the Federal Insurance Contributions Act.

(3) Internal Revenue Service: To record taxable earnings and ‘taxes
withheld.

(4) Office of Personnel Management To record monies pa1d into
Federal Retirement Fund and to provide mformauon pertaining to
health benefits.

(5) States and cities: To provide taxable earnings of emp]oyees to
those states and cities which have entered into an agreement with the
Department of the Army and the Treasury Department.

(6) Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from
this system to ’consumer reporting agencies’ as defined in the Fair
Credit Reporting Act (15 U.S.C. 168la(f)) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701 (a)(3)). )

(7) See ‘Blanket Routine Uses' set forth at the beginning of the
Army’s listing of record of System notices.

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records. in the system:

Storage:

Paper records in file folders and bulk storage; card fi Ies, computer
magnetic tapes, disks and printouts, and ‘microfilm. oy

Retrievability: ’

Automated records are retrieved by SSN within payroll block;
manual records are retrieved by surname within payroll block.

Safeguards:

Records are restricted to personnel who are properly cleared and
trained, and have an official need therefor. In addition, integrity of
automated data is ensured by internal audit procedures, data base
access accounting reports. and controls to preclude unauthorized.
disclosure.

Retention and disposal:

Individual ‘retirement record files are permanent; they are retained
at installation while member is actively employed. They are forward-
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ed to new installation when member is transferred to another Army
activity. When employee transfers to another-agency under the De-
partment of Defense not serviced by Army or separates from Federal
Service, record is forwarded to the Office of Personnel Management.
Mtcroﬁ]m of manually maintained individual retirement records is
sent to the National Personnel Records Center after 3 years.
Personnel exceptions and indebtedness files are permanent. These
documents are filed.in individual’s Official Personnel Folder (OPF).
Upon separation or transfer, if OPF is not on file locally, records are

forwarded to National Personnel Records Center, General Services -

Administration, St. Louis, MO 63118.

Repatriated personnel payment files are permanent; forwarded to
National Personnel Records Center after 3 years.

Subsistence and quarters rate deviation files are permanent they
are retired on discontinuance of the installation.

Retention penods vary for other records according to category of
record. The minimum retention period is 2 -years and:the maximum

period is 12 years, after which records are des records ‘are destroyed '

System manager(s) and address:

Comptroller of the Army, Headquarters, Department ‘of the Army,
Washington, DC 20310. . o e

Notification procedure:

Information may be obtained from the System Manager, US Army
Finance and Accounting Offices world-wide, or if National Guard

. Technician, from the National Guard Bureau, 5600 Columbia Pike,

Falls Church,. VA 22041, or from US Property and Fiscal Ofﬁces
Record access procedures:
Requests for access should be addressed as' mdncated in ‘Notifica-

tion procedure’, -and should include lnd|v1duals full name, SSN
current address, and signature.

Contestmg record procedures:

The Army's rulés for access to records and for comestmg contents
and appealing initial determinations - are. contamed in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual, former employers DOD Staff agenmes and
field commands, Social Security Administration, Treasury’ Depart-
ment financial organizations and automated systems lnterface

- Exemptions clmmed for the system:
None

"

A0037-105bSAFM . o
System name: T B
. Military and Civilian Waiver Files.
System location:

US Army Flnance and Accountmg Center, Indlanapolls, IN 46249,

Categories of individuals covered by the system:

_Present and former Army ‘members or civilian employees who
apply for waiver of claims arising out of erroneou of erronedus

payments of pay and allowances, travel, transportatlon and reloca-*

tion allowances. R R
‘Categories of records in the system: : )

File contains application, employment history, reports of lnvestlga-
tion, copies of vouchers, certificates, record of disposition, and corre-
spondence ' with the U.S. General Accounting Office, Army staff
offices, and other government agencies. . .

Authorlty for maintenance of the system

10 U.S.C. 3012; E.O. 9397.
 Purpose(s): . .

To determine the validity of waivers .or to make referrals to the
US General Accounting Office.

- Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the begmmng of the Army’s
listing of record system notices. SR

Policies and practlces for storing, retrlevmg, accessing, retalmng, and
disposing of records in the system: B

Storage:

Paper records in file folders.
Retrlevablhty- .
By individuals surname.
Safeguards:

Records are maintained in areas accessible only to authorized per-
sonnel having’ official need therefor, wnhm buxldmgs which employ
security guards.”. - o

Retention and disposal: , .
" "Records are retained for six years after Cvaiver is approved/denied.
System manager(s) and address: '

" Commander, US Army Finance and Accountlng Center, Indlanap-
olis, IN 46249.

Notification procedure:

Information may be obtained from the System Manager, ATTN:
Chief, Claims/Inquiries Dlwsnon telephone 317/542-2793.

Record access procedures:

Individuals desiring access to information about themselves in this

system of records should write to the "System Manager, ATTN:

Chief, C]alms/Inqumes Division, - Centralized Pay Operatlons, pro-

viding their full name, SSN, current address, and signature.
Contesting record procedures: '

The Army’s ruleés for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-

‘tion 340-21 (32 CFR part 505).

Record source categories: - "

From the individual; Army Finance and Accounting Ofﬁces and
other Government agencies.”

Exemptions claimed for the system' ; ‘ B
None. ‘

A0037-105¢SAFM
System name:
Bankruptcy Processmg Fl]CS .
System location:
US Army Finance and Accounting. Center Indianapolis, IN 46249
Categories of individuals covered by .the system:

Army military. members or Department of Army cnvtllan employ-
ees for whom bankruptcy notice has been received.

Categories of records in the system:
Individual’s financial statements; certificates for deductions; agree-

ments; military pay vouchers; correspondence between the Judge

Advocate General, US Attorney, US District Courts, and other g0v~
ernment agencies relevant to the proceedmg

Authority for maintenance of the system:

10 U.S.C. 3012.

Purpose(s): ; : :

To obtain data for submitting clatms of the Army to the Depart-
ment of Justice for filing with the bankruptcy court and controlling
financial transactions on pay accounts.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* at 48 FR 25503, June 6, 1983,

Disclosure to consumer reporting agencies:

Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made from
this system to 'consumer reporting agencies' as defined in the Fair

. Credit Reporting Act (15 U.S.C. 1681a(f)) 681a(f)) or the Federal

Claims Collection Act of 1966 (31- U.S.C. 3701(a)(3)).:

Policies and practlces for storing, retrieving, accessmg, retammg, and

disposing of records in the: system
Storage:
Paper records in file folders
Retnevablhty ) .
By individual’s surname.
Safeguards:

Building employs - security guards.'Records are maintained in areas
accessible only to designated persons having official need therefor in
the performance of their duties.

Retention and disposal:

Records’ are destroyed 5 years after conclu5|0n of bankruptcy\

proceedmgs
System manager(s) and address

Commander, US Army Finance and Accountlng Center, Indlanap-

olis, IN 46249. L L !
Notification proeedure. ' : '

Information may be obtained from the System Manager lndlvndual
must furnish full name, . SSN, current address and- sngnature

-Record access procedures
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Individuals desiring access to information concermng themse]ves
should write to the System Manager, providing mformatlon required
under ‘Notification procedure.*

Contestmg record procedures:

The Army’s rules for access to records and for contesting contents
and .appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From courts, government records, and similar documents and
sources relevant to the proceeding.

Exemptmns claimed for the system:
None.

A0037-107aSAFM
System name
Absentee Apprehensmn/Reward/Expenses Payment System.
System location;
Decentralized to Army Frnance and Accounting Offices.
Categories of individuals covered by the system:

Individuals who may have apprehended service members who are
absentees

" Categories of records in the system:

Individual payment vouchers and documents used for ‘the paynient
of reward of rewards and expenses for apprehension of absentees.

Authority for maintenance of the system:

DOD Annual Appropriation Act.

Purpose(s): ' ‘ )

To provide basis for making payments for rewards and expenses.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

- Storage:

Paper vouchers and documents in file folders.

Retrievability:

File numerically by voucher numbers by disbursing station symbol
numbers and alphabetlcally by individual’s surname.

Safeguards

Records are maintained in areas accessible only to authorized per-
sonnel that are properly screened, cleared and trained.

Retention and disposal:

Vouchers and documents used for payment are destroyed after 3
years except those to which exception was taken by the General
Accounting Office which is retained until cleared; then -destroyed.

System manager(s) and address:

) Commander, US Army Finance and Accounting Center, Ft. Benja-
min Harrison, IN 46249.

Notification procedure:

Information may be obtained from the Finance and Accountlng
Officer who made the payment.

Individual must provide full name, current address and pertinent
mformatron regarding items Oor payment to permit locatmg records.

Record access procedures:

Individuals desiring access to records about themselves in this
system of records should follow information in ‘Notification Proce-
dures'.

Contesting record procednres

The Army’s rules for access to records and for contesting coments
and appealing initial determinations are contained in Army Regula-
- tion 340-21 (32 CFR part 505).

Record source categories:

From the individual; from Ar'my records and reports; and similar
relevant sources.

Exemptions claimed for the system:

None.

. . A0037-107bSAFM

System name:
Travel Payment System
System location:

Decentralized to Finance and Accounting Offices world-wide; ad-
dresses may be obtained from the System Manager. All Army activi-
ties receiving an allotment of TDY funds to expend.

Categories of individuals covered by the system:

Military and civilian personnel of the Department of Defense, U.S.
Army, U.S. Navy, and U.S. Air Force, and other mdlvrduals who
perform invitational travel for the Army.

Categories of records in the system:

Individual travel vouchers and documents used to effect travel
allowance payments. .

Authority for maintenance of the system:

Department of Defense Annual Appropriations Act; 5 U. S.C., sec-
tions 5701-5742; 10 U.S.C,, sections 828, 832, 946, 30]2 28 U. SC
section 1821; 37 U.S.C,, sections 404-427; E.O. 9397.

Purpose(s):

To provide basis for reimbursing military and civilian personnel for
expenses incident to travel for official Government business purposes
and to account for such payments.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See “Blanket Routine Uses™ set forth at the beginning of the
Army’s listing of record system notices.

Disclosure to consumer reporting agencies:

Dlsclosure pursuant to' 5 U.S.C. 552a(b)(12) may be made from this
system to ‘“‘consumer reporting agencies” as. defined in the Fair
Credit Reporting Act (15 U.S.C. 168la(f) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701(a)(3)).

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system

" Storage:

File folders, cards, magnetic tape/disks, cassettes, computer pnnt—
outs.

Retrievability:

By individual's SSN.

Safeguards

Records are accessible only to authorized persons who are proper-
ly screened, cleared and trained. Buildings employ security guards
and/or military police patrols. Access to automated files is controlled
by assigned passwords. .

Retention and disposal:

Individual vouchers and documents used for payment are retained
at the installation making payment until end of month, following

. which they are sent to U.S. Army Finance and Accounting Center.

Signature cards used for approval of certain vouchers are retained
at installation where payments are made until 3 years after date of
revocation of authority, following which they are destroyed.

Records of travel payments are retained for 3 years following
settlement at installation making current payments: Military member’s
record of outstanding advance payments is transferred to new servic-
ing finance office upon permanent change of station or to the U.S.
Army Finance and Accounting Center upon death or separation from
active duty. Civilian employee’s record of outstanding advance pay-
ments is transferred to new servicing finance office upon reassign-
ment. Military and civilian records of travel payments for settled
travel claims are destroyed by the old duty station 3 years followmg
separation or transfer. Records for individuals performing invitational
travel are destroyed 1 year from date of final payment.

Copies of travel settlement vouchers are destroyed after 1 year.

-System manager(s) and address:

Comptroller of the Army, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310.

Notification procedure:

Individuals desiring information on them from this system should
inquire of the Finance and Accounting Office who currently pays
them. For periods of Army service prior to current assignment,
request should be addressed to the Commander, U.S. Army Finance
and Accounting Center, ATTN: DACA-FAZ-S, Indianapolis, IN
46249-0526. Individual must provide full name and Social Security
Number as well as current address.

Record access procedures:

Individuals desiring access to records pertaining to them should
write either to the appropriate Finance and Accounting Officer
where record is believed to exist or to the Commander, U.S. Army

- Finance and Accounting Center providing information required by

“Notification procedure™.
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Contesting record procedures:

The Army'’s rules for access to records and. for contestlng contents
and appealing initial determinations are contained in Army. Regu]a—
tion 340-21 (32 CFR part 505). -

Record source categories:

From the ‘individual,: Department of Defense staff agenctes and
field commands/installations/activities.

Exemptions claimed for the system
None. .

A0037-108CE
System name: '
- Corps of Engineers Debt Co]lectlon System
System location: '

Finance and Accounting Offices at U.S. Army Corps of Engineer
Installations worldwide.

Categories of individuals covered by the system

Separated and retired military and civilian personnel and others
indebted to the U.S. Army.

Categories of records in the system:
These records include, but.are not llmlted to:

(1) Records of current and former military members and civilian.

employees’ pay accounts showing entitlements, deductions, payments
made, and any indebtedness resultmg from deductrons and payments
exceeding entitlements.

(2) Individual military pay records, susbstantiating documents such
as miilitary pay orders, pay adjustment authorizations, military master
pay account printouts from the Joint Uniform Military Pay System
(JUMPS), records of travel payments, financial record data folders,
miscellaneous vouchers, personnel financial records, credit reports,
promissory notes, individual financial statements and related corre-
spondence.

(3) Applications for waiver of erroneous payments or for remission
of indebtedness with supporting documents including, but not limited
to: Statements of financial status (personal income and expenses);
statements of commanders and/or finance and. accounting officers;
and correspondence with members and employees.

(4) Claims of individuals requesting additional payments for serv-
ices rendered with supporting documents including, but not limited
to: Time and attendance reports; leave and earning statements; travel
orders and/or vouchers; and correspondence with members and em-
ployees.

(5) Delinquent accounts receivable including, but not limited to
Returned checks; default on lease agreements; collection records; and
summaries of Army Criminal Investigation Command and/or Federal
Bureau of Investigation.

(6) Reports from probate courts regarding estates of deceased
debtors. .

(@) Reports from _bankruptcy courts regardlng claims of the United
States against debtors.

Authority for maintenance of the system:

Debt Collection Act of 1982 (Pub. L. 97-365); 5 U.S.C.
552a(b)(12); 5 U.S.C. 5514(a); 10 U.S.C. 2774; 12 US.C. .1715; 15
U.S.C. 1681a(f); Federal Claims Collection: Act of 1966; 31 USC
952d); 31 US.C. 3711; EO. 9397, ~ ~

Purpose(s)

*To process, monitor, and post-audlt accounts receivable. To admm-
ister the Federal Claims Collection Act of 1966 and the Debt Collec-
tion Act of 1982 and to answer inquiries pertaining thereto. To
match application -data with state information in_order to . verify
eligibility for benefits.

Routine uses of records maintained in the system including catego-
ries of users and the purposes of such uses:

Information may be disclosed to:

(1) U.S. Department of Justice/U.S. Attorneys for Iegal action
and/or final disposition of debt claims.

(2) The Department of the Treasury/Internal Revenue Service for
the purpose of obtaining locator status for -delinquent accounts re-
ceivable, and/or-to report write-off amounts as taxable income as
pertains to amounts comprised and accounts barred from litigation
due to age, and for purpose of offset, either administrative or salary.
To collection agencies for the puncies for the purpose of credit
information and for the purpose of obtaining credit reports or skip
traces when the Army has exhausted its internal collection efforts.

(4) Consumer reporting .agencies pursuant to the Privacy Act of
1974, 5 U.S.C. 552a(b)(12) as defined in the Fair Credit Reporting
Act (15 U.S.C. 1681a(f)) or the Federal Claims Collection Act of
1966 (31 U.S.C. 3701(a)(3)) when an individual is responsible for a

debt to the U.S. Army, provided the debt has been validated, is
overdue, and the debtor has been advrsed of the disclosure and his/
her rights to dispute, appeal or review the claim; and/or whenever a
financial status report is requested for use in the administration of the
Federal Claims Collection Act. Claims of the United "States may be
compromised, terminated or suspended when warranted by informa-
tion collected.

Policies and practices for storing, retnevmg, accessmg, retaining, and

" disposing of records in the system:

Storage:

Paper records in file folders and bulk storage, card files, magnetlc
tapes, paper printouts and microfiche.

Retrievability:

By SSN, name and substantiating document number.

Safeguards: .

Security guards' are employed at all Corps of Engineers Finance
and Accounting Offices. Paper records are maintained in areas acces-
sible only to authorized personnel who are properly screened,
cleared and trained. Computerized records are accessed by the custo-
dian of the records system and by persons responsible for servicing
the records in the performance of their official duties. Certifying
Finance and Accounting Officers of debts have access to debt infor-
mation to confirm if the debt is valid and collection: action is to be
continued. Computer equipment and files are located in a separate
secured area. .

Retention and disposal; . :

Delinquent accounts receivables are retamed for six (6) years and
three (3) months and then destroyed. .

System manager(s) and address: .

The Finance and Accounting Officer at the Headquarters, US
Army Corps of Engineers, 20 Massachusetts Avenue, NW, Washing-.
ton, D.C. 20314-1000.

Notlf‘ cation procedure

Individuals desiring to know whether this system of records con-
tains information about them should contact the Finance and Ac-
counting Officer at the appropriate U.S. Army Corps of Engineers

“installation, furnishing full name, SSN, and other information verifia-

ble from the record itself.
Record access procedures:

Individuals seeking access to records in this system pertalnlng to
them should submit a written request as indicated in ‘Notification
Procedures‘ and furnish information required therein.

Contesting record procedures: ‘ Ve

The Army'’s rules for access to records and for contestmg contents
and appealing determinations are contained in AR 340-21 (32 CFR
part 505). .

Record source categorles.

Information is receivéd from the Department of Defense staff and
field installations, other creditor Federal agencies, Social Security
Administration, Treasury Department, Banks, Savings and Loan As-
sociations, Employee Credit Unions and other financial organizations.

Exemptions claimed for the system: .
None. . .
A0037~2028AFM :

System name:

FHA Mortgage Payment Insurance Files.

System location:

US Army Finance and Accountlng Center, Indranapohs IN 46249

Categories of individuals covered by the system:

Any Army military member with more than 2 years of active duty
service who applies for an FHA loan.

Categorles of records in the system:

~ Individual’s application, certificate of eligibility, record of pay-
ments, notices of termination of eligibility, and correspondence with
FHA and other Government offices.

Authority for maintenance of the system:

44 U.S.C,, 3101. - .

Purpose(s):

To determine the amount of insurance- payments and to control
authorized payments.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:
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See ‘Blanket Routine Uses' at 48 FR 25503, June 6, 1983.

Disclosure to consumer reporting agencies:

.Disclosures pursuant to 5 U.S.C. 552a(b)(12) may be made-from
this system to ’consumer reporting agencies’ as defined in the Fair

Credit Reporting Act (15 U.S.C. 1681a(f)) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701(a)(3)).

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage: )

Paper records in file folders.

Retrievability:

By Army member’s surname.

Safeguards:

Building employs security guards. Records are maintained in areas

accessible only to authorized persons having official need therefor in
the performance of their duties.

Retention and disposal:

Records are destroyed 10 years after final separation of the individ-
ual from the Army.
System manager(s) and address:
Commander, US Army Finance and Accounting Center, Indianap-
_olis, IN 46249
Notification procedure:
Information may be obtained from the System Manager. Individ-
uals should furnish their full name, SSN, current address and tele-
~ phone number.

Record access procedures:

Individuals desiring access to information concerning themselves
should write to the System Manager, providing information required

under ‘Notification procedure".
"~ Contesting record procedures:

The Army'’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 732 CFR part 505).

Record source categories:

From the applicant, his/her commanding officer, FHA, and other
government records.

. Exemptions claimed for the system:

None.

AD040DASG
System name:
Medical Facility Admlnlstratlon Records
System location:

Medical centers, hospitals, and health clinics. Official mailing ad-
dresses are published as an appendix to the Army’s compilation of
system of records notices.

Categories of individuals covered by the system:

Individuals who are authorized to use services of an Army medical
facility.

Categories of records in the system:

Information in this system generally relates to administration at a
medical facility, as opposed to an individual's health/care. Typically,
records comprise scheduling of appointments, medical history data
used to locate medical records, individual’'s name, Social Security
Number, birth, death, accountability of patients (e.g., bad charts;
transfer, leave requests, etc.); receipts for patients’ personal property,
prescriptions for medications, eyeglasses, hearing aids, prosthetic de-
vices, diet/special nourishment plans, blood donor records, charges,
receipts and accounting, documents of payments for medical/dental
services; register number assigned‘ Social Security Number, and simi-
lar records/ reports.

Authority for maintenance of the system:
5 U.S.C. 301 and 10 U.S.C. 30]3 and Executive Order 9397
Purpose(s):

To locate medical records and personnel, schedule appomtments
provide research and statistical data.

To enhance efficient management practices and effective patient
administration.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Birth records are disclosed to states’ Bureau of Vital Statistics and
overseas birth records are disclosed to the Department of State to

provide the official certificates of birth. Birth records may also be
used for statistical purposes.

Death records are disclosed to federal, state and private sector
authorities to provide the official certificates of death. Death records
may also be used for statistical purposes.

Policies and pnictices for storing, retrieving, accessing, retaining, and
disposing of records in the system'

Storage:

Cards; paper records in file holders or other computerized or
machine readable media.

Retrievability:

By individual’s surname or Social Security Number.

Safeguards:

Records are maintained within secured buildings in areas accessible
only to persons having official need therefor who are properly
trained and screened. Automated segments are protected by con-
trolled system passwords governing access to data.

Retention and disposal:

Nominal index files, including register numbers assigned, are de-
stroyed after 20 years. Records of transient value (e.g., issuance of
spectacles/prosthetlcs, diet/food plan, etc.) are destroyed within 3
months of patient’s release. Other records have varying periods of
retention: Record of birth/death—2 years; patient accountability (ad-
mission/discharge)—5 years; blood donor—5 years or when no
longer needed for medical/legal reasons whichever is longer; record
of patient’s personal property—3 years.

System manager(s) and address:

Office of the Surgeon General, Headquarters, Department of- the
Army, 5109 Leesburg Pike, Falls Church VA 22041-3258.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this records system should address written inquiries to
the Patient Administrator at the medical facility where service/care
was provided. Official mailing addresses are published as an appendix
to the Army’s compilation of system of records notices.

For verification purposes, individual should provide the full name,
Social Security Number, details which will assist in locating record,

. and signature. '

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Patient
Administrator at the medical facility where service/care was provid-
ed. Official mailing addresses are published as an appendix to the
Army’s compilation of system of records notices.

For verification purposes, individual should provide the full name,
Social. Security Number, details which will assist in locating record,
and signature.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in.Army Regulation
340-21; 32 CFR part .505; or may be obtained from the system
manager.

Record source categories:

From the individual; medical facility records and reports.

Exemptions claimed for the system:

None. ~

A0040-1DASG
System name:

Professional Consultant Control Files.

System location:

Office of the Surgeon General, Headquarters, Department of the
Army; U.S. Army Health Services Command; U.S. Army Medical
Command, Europe; U.S. Army Medical Command Korea. Official
mailing addresses are publlshed as an appendix to the Army’s compi-
lation’ of system of records notices. ;

Categories of individuals covered by the system:

Any individual who has been used or appointed as a professional
consultant in the professional medical services.

Categories of records in the system:

Documents containing name, curriculum vitae of professional
qualifications and experience, appointment, utilization, duties, respon-
sibilities, and compensation of appointed consultants.

Authority for maintenance of the system:
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5 U.S.C. 301 and lO u.s.C. 1071—1086.

Purpose(s): -

To appoint and monitor utilization of desrgnated consultants

Routine uses of records maintained in the system,‘mcludmg catego-
ries of users and the purposes of such uses:

Information on individuals may be provided: to civilian and mili-
tary medical facilities, Federation 'of State Medical boards of the
United States, State Licensure Authorities and other appropriate pro-
fessional regulating bodies for use in considering and selecting indi-
viduals for panels or boards or for speaking engagements.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By last name of consultant.

Safeguards: ,

Records are maintained in secured areas accessible only to author-
ized individuals having ofﬁcml need therefor in the performance of
assigned duties.

Retention and dlsposal : :

Records are destroyed | year after termination of consultant’s
appointment. .

System manager(s) and address- :

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church VA 22041- 3258 '

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: SGPS-CP, Leesburg Pike, Falls Church, VA 22041-
3258. Official mailing addresses are publlshed as an appendix to the
Army’s compilation of system of records notices.

For verification purposes, the individual should provrde the full
name, current address and telephone number, and signature. .

Record access procedures: ‘

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the office of
the Surgeon General Headquarters, Department of the Army,
ATTN: SGPS-CP, Leesburg Pike, Falls Church, VA 22041-3258.
Official mailing addresses are published as an appendix to the Army’ s
compilation of system.of records notices.

For verification purposes, the individual should provide. the full
name, current address and telephone number and sngnature

Contesting .record procedures

The Army’s rules for accessing records, conlestmg contents, and
appealing initial determinations are contained. in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. .

Record source categorles' .

From the individual; Army records and reports

Exemptions claimed for the system:

None.

A0040-1HSC
System name: ’

Professional Personnel Information File.

System location: :

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258.

Categories of individuals covered by the system:

Practicing physicians, residents, psychologists, social workers, and
pharmacists assigned or employed in medical treatment facrlmes op-
erated by the Army Medical Department. . .

Categories of records in the system:

Files contain personal information provided to the 'various’ profes-
sional staff officers assigned to Department of the Army Surgeon
General by practitioners assigned to medical treatment facilities. This
includes personal data questionnaires, -curricula, vitae, assignment
preferences, personal correspondence, and other records pertaining to
the professional qualifications and experlence ‘of personnel being
monitored by the consultant.

Authority for maintenance of the system:

10 U.S.C. 3013.

Purpose(s): :

To establish and maintain familiarity with the locations, assign-
ments, utilization, marital and. family status, .professional and military
experience. and quahf'catlons, and assigriment preferences of profes-
5|onal staff in medical treatment activities, and as an aid in momtor-
ing the utilization of professional personnel and to assist in career
management and assignment activities.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Clinical privileged information may be provided to civilian and
military medical facilities, Federation of State Medical Boards of the
United States, State Licensure ‘Authorities and other appropnate pro-
fessional regulating bodies.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

- Storage:

Paper records in file folders and on index.cards.
Retrievability:

By last name of professional person.
Safeguards:

Records are stored in buildings protected by security guards;
access to, records-is restricted to designated individuals having need
therefor in the performance of official duties.

Retention and disposal:

Records are destroyed within | year followrng terrnination of
practitioner’s assignment -or employment.

System manager(s) and address: .

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258.

Notification procedure:

Individuals seeking to determine lf information about themselves is
contained in this record system should address written inquiries to
the Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258. -

For verification purposes, the individual should provide the full
name, current address and telephone number, and signature.

Record access procedureS'

Individuals seeking access to records about themse]ves contamed in
this record system should address written inquiries to the Office of
the Surgeon General, Headquarters, Department of the Army, 5109
Leesburg Pike, Falls Church, VA 22041-3258.

For verification purposes, the individual should provide the full
name, current address and telephone number, and signature.

Contesting record procedures: .

The Army’s rules for accessing records, comeslmg contents, and
appea]mg initial agency determinations by the individual concerned
are published in Department of the Army Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager.

Record source categorles' i

Official Personnel” Roslers reglslers and Army records and re-
ports.

Exemptions claimed for the system:
None.

) SN A0040-3aDASG

System name: . L
Medical Review Files. . , i
System location: b : ‘
Office of the Surgeon General, Headquarters, Department of the

Army, 5109 Leesburg Pike, Falls Church VA 22041~ 3258
.Categories of individuals covered by the system:

Applicants and registrants who are being considered for Army
service and whose medical fitness is questionable; Army members
being considered for continuance: in service, promotion, special as-
signment, or separation whose medical fitness is questioned either by
the medical evaluating authority or by the individual.

- Categories of records in the system:

Files contain documents relating to medical fitness of mlerduaIS
for appointment, enlistment, retention in service; promotion, special
assignment, or separation. Included are reports of medical examina-
tion and evaluation, psychological evaluatlon reports, and similar or
related documents.- )

Authority for maintenance of the system: ,

5 U.S.C. 301 and 10 U.S.C. 1071.



DEFENSE DEPARTMENT | B 45

Purpose(s):
To evaluate medical fitness of marginally qualified personnel for
Army program with strict regard to established medical- standards.

" Routine uses- of records maintained in the system, including catego-
ries of users-and the purposes or such uses:

None.

Policies and practlces for storing, retrlevmg, accessing, retaining, and-

disposing of records in the system:
Storage:
" Paper records in file folders.
Retrievability:
By individual’s name.
Safeguards:
Records are mamtamed in secured areas accessrble only to desig-

nated personnel having official need therefor in the performance of
assigned duties.

Retention and disposal:

Destroyed after 3 years.

System manager(s) and address:

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to

the Office of the Surgeon General, Headquarters, Department ‘of the -

Army, ATTN: SGPS-AQ]I, 5109 Leesburg Pike,
22041-3258.

For verification purposes, the individual should provide the full
name, place and date of medical examination, additional details that
will facilitate locating the record, and signature.

Record access procedures

Individuals seeking access to records about themselves contamed in
this record.system should address written inquiries to the Office of
the Surgeon General, Headquarters, Department of the Army,
ATTN: SGPS-AOI, 5109 Leesburg Pike, Falls Church VA 22041-
3258.

For verification purposes, the individual should provide the full
name, place and date of medical examination, additional details that
will facilitate locating the record, and srgnature

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
_appealing initial- determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

‘Record source categories:

From clinical records, health records, medical boards, cwrhan phy-
sicians, consultation reports, other Army records and reports

Exemptions claimed for the system.
None.

Falls Church VA

A0040-3bDASG
System name:
Medical Evaluation Files.
System location:

Primary system is located at Army Medical Department medical
facilities convening a medical board. A segment exists at the U.S.
Army Physical Evaluation Board and the U.S. Army Physlcal Dis-
ability Agency (USAPDA).

Categories of individuals covered by the system:

Army members whose medical fitness for continued service has
been questioned either by the member or his/her commander.

Categories of records in the system: -

Personal information concerning the member; certain codes of spe-
cific types of injuries for research study purposes; Department of
Veteran Affairs Schedule for Rating Disability Diagnostic Codes;
documents reflecting determination by an Army board of medical

“ fitness for continued Army active service; board proceedings and
related documents.

Authority for maintenance of the system:

5 U.S.C. 301; 10 U.S.C. 1071 and 1201; and Executive Order 9397.

Purpose(s): ]

Records are used by Medical Boards to determine medical fitness
for continued Army active service. They are used by the Physical
Evaluation Board to review board findings when required and to

determine if the individual should be discharged, temporarily or
permanently retired for disability, or retained for active service. The
U.S. Physical Dlsabllrty Agency reviews determinations and disposi-
tions, and responds to inquiries.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

None.

Policies and practrces for storing, retrlevmg, accessing, retammg,and
disposing of records in the system:

‘Storage:

Paper. records in file fo]ders magnetlc dlskettes

Retrievability:

By individual’s name.

Safeguards:

Records are maintained in areas accessrble only to authonzed per-
sonnel who are properly screened and trained. Qperatlo_n of data
processing equipment and magnetic tapes are limited strictly to au-
thorized personnel. Computer has key lock and key is controlled.

Magnetic diskettes are stored and controlled to ensure they do not
result in unauthorized disclosure of personal mformatton

Retention and disposal:

Records of Medical Boards are retamed for 5 years and then
destroyed. Records of the U.S. Army Physical Evaluation Boards are
retained for 2 years or until discontinued, whichever occurs first.
Records at the U.S. Army Physical Disability Agency are retained.
for 5 years and then destroyed Deéstruction of all records is by
shredding.

System mannger(s) and address:

Office of the Surgeon General, Headquarters Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: SGPS-AOI, 5109 Leesburg Pike, Falls Church, VA
22041-3258.

For verification purposes, the individual should provide the full
name, Social Security Number, details which will assist in locating
pertinent records, and signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Office of
the Surgeon - General, Headquarters,  Department of the Army,
ATTN: SGPS-AOI, 5109 Leesburg Pike, Falls Church, VA 22041-
3258.

For verification purposes, the individual should provrde the full
name, Social Security Number, details which will assist in locating
pertinent records, and signature.

Contesting record procedures: :

The, Army’s rules for accessing records, contesting contents, and
appealmg initial determinations’ are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager A L

Record source categones' :

From the individual; medical records and reports

Exemptions claimed for the system:

None

f

) A0040-3cDASG
System name:
Medical Regulating Files.
System location:

Primary system is located at the Office of The Surgeon General,
Headquarters, Department of the Army, The Pentagon, Washington,
DC 20310, Segments exist at Army medical treatment facilities, evac-
uation units and medical regulating offices.

Categories of individuals covered by the system:

Any patient requiring transfer to another medical treatment faclllty
who is reported to the Armed Services Medical Regulating Office by
US Government medical treatment facilities for designation of the
receiving medical facility.

Categories of records in the system:

File contains information reported by the transferring medical
treatment facility and includes, but is not limited to, patient identity,
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service affiliation and grade or status, sex, medical diagnosis, medical

condition, special. procedures or requirements needed, medical spe-

cialties required, administrative considerations, personal consider-

ations, the patient’s home town and/or duty: station .and other infor-

mation having an impact on the transfer
Authority for maintenance of the. system‘
5 U.S.C. 301.

. Purpose(s):

To properly determine the appropnate medlcal treatment facility
to which the reported patient will be transferred; to notify the_.re-
porting US Government medical treatment faC|I|ty of the transfer
destination; to notify’ the receiving medical treatment facility of the
transfer; to notify evacuation units, medical regulating offices and
other government offices for official reasons; to evaluate the effec-
tiveness of reported information; to establish further the specific
needs of the reported patient; for statlstrcal purposes; and when
réquired by law and official purposes:

Routine uses of records maintained in the system, lnclndmg catego—
ries of users and the purposes of such uses:

~None.

"NOTE: Record of the 1dent|ty, dmgnosrs, prognosis, or treatment
of any client/patient, 1rrespect1ve of whether or when he ceases to be
a client/patient, maintained in connection with the performance of
any alcohol “or' drug abuse prevention and treatment function ‘con-
ducted, regulated, or directly or indirectly assisted by any depart-
ment or agency of the United States, shall, except as provided there-
in, be’confidential and be disclosed only for the purposes and under
the circumstances expressly authorized in Title 21 U.S.C., section
1175 and Title 42 U.S.C., section 4582. These statutes take prece-
dence over the Privacy Act of 1974, in regard to accessibility of such
records except to the.individual to whom-the record pertains. ‘Blan-
ket Routine Uses* do not apply to these records. -

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

, Storage: :

‘Paper records in file fo]ders mdex cards . .

"- Retrievability:

By individual’s name.

. Safeguards:, -

Records are mamtamed in secured areas accessrble only to author-
-ized personnel who are properly screened and trained. -

Retention and disposal: —t ‘

Destroyed | year following the end of the calendar year in which

the patient was reported to the Armed Serwces Medlcal Regulatmg
Office. Vi

System manager(s) and address:

‘The Surgeon' General, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310. .

Notification procedure:

Individuals wishing to know whether or not information on them
is contained in this'system of ‘records should write to the System
Manager or to the Patient Administrator at the ‘medical treatment
facility where service' was provided. Individual should provide full
name, rank or status and parent service, approximate date of transfer,
medlcal treatment facility from which transferred, and current - ad-
dress and telephone number.

Record access procedures:

Individuals desiring access to records about themselves should
write as indicated in ‘Notification procedure furnishing information
specified therein.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initia]l determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505). -

Record source categories: .

* From transferring and receiving d treatment facilities; medlcal reg-
ulating offices, evacuation offices, and other US Government offices,
agencies and commands relevant to the patient transfer.

Exemptions claimed for the system
None '
A0040-5DASG '
System name:
Occupational Health Records.
.System location:- |, . .

Army medical treatment facilities; addresses may be obtained from
the System Manager.

Categories of individuals covered by the system'

“Departmerit of the Army employees; active duty military personnel
and their dependents who are treated on an out-patient basis by
medical treatment facilities for whom speclﬁc occupational health
examinations have been requested. .

Categories of records in the system: . :

Name, SSN, date and place of birth, marital status, dates of :medi-
cal surveillance tests and their results; documents reflecting the train-
ing, experience and certification to work within hazardous environ-
ments; external exposures to chemicals, radiation, physical stress,
non-human primates, including personnel monitoring results, work
area monitoring readings, and similar and related documents; person-
nel protective equipment .and medical programs required to limit
exposure to environmental safety and health hazards.

Authority for maintenance of the system:

29 CFR Chapter XVII, Occupational Safety and Health Standards;
5 U.S.C,, section 150; Executive Orders 11612 and 11807.

Purpose(s): .

To determine persons listed in the ‘lndwrdual -Category’ above,
pursuant to appropriatet to appropriate preventive. medicine pro-
grams; to ensure that employees are gqualified to perform duties under
environmental stress and that such stress is limited to lowest level
practical.

Routine uses of records mamtmned in the system, lncludmg catego-
ries of users and the purposés of such uses:

Information may be disclosed to appropriate Government agencres
whose responsrblhty falls wrthm the above 0ccupat|0nal health stat-
utes.

Policies and practlces for stormg, retrieving, accessing, retaining, and
disposing of records in the system:

. Storage: [ -
Paper records; magnetlc tapes,- discs, and pnntouts
Retrievability: -
By individual’s name and/or SSN.
. Safeguards::

Access to all records.is restncted to desrgnated mdlvrduals whose
official duties dictate -need therefor. Information in automated media
are further protected by storage in locked rooms. All individuals
afforded access are given periodic orientations concerning sensitivity
of personal infromation and requlrement to prevent unauthorized
disclosure: L

Retention and disposal:

Personnel exposure files/monitoring data are retained 5 years after
evaluation .and recorded on permanent medical records.. Records
relating to individual’s “health are incorporated in the individual’s
medical record. .

System manager(s) and address:

The Surgeon General, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310.

Notification procedure:

Individuals wishing to know whether or not information on them
is contained in this system of records may write to the Patient
Administrator at the appropriate medical treatment facility, or to the
System Manager. Individual must provide full name, SSN, current
address and te]ephone number, sufficient delalls to permit locatmg
records, and signature.

Record access procedures: :

Individuals desiring access to records about themselves should
write as indicated in ‘Notification procedure, supplying information
specified therein.

.. Contesting record procedures: : :

The Army’s rules for access to records and for contestmg contents
.and appealing initial determination are contained in Army Regulation
340-21 (32 CFR part 505).

Record source categories:

From Army Medical records and reports

Exemptions clalmed for the system:

None.

o A A0040-14DASG
System name:. '

. Radiation, Exposure Records.
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System location:

. Army installations, activities, laboratories, etc., Wthh use or store
radiation producing devices or radioactive materlals or equipment.
An automated segment.exists at Lexington Blue Grass Depot, KY.

Categories of individuals covered by the system:

Persons'employed by the Army, including employees of contrac-
tors, who are occupationally exposed to radiation or radioactive
materials. .

Categorles of records in the system:

Documents reflectmg individual’s trammg. experience, and certlﬁ
- cation to work within hazardous environments such as require the
handling of or exposure to radioactive materials or equipment, expo-
sure to radiation.’ Records may include DD Form 1852 (Dosimeter
Application and Record of Occupational Radiation Exposure), DD
1141 (Dosimetry Record), DA Form 3484 (Photodosnmetry Report),
SF 11-206, exposed dosimetry film; investigative reporestigative re-
ports of harmful chemical, blologlca] and radlologlca] exposures;
relevant management reports.

Automated- records contain data- elements such .as individual’s
name, SSN, date of birth, film badge number, coded: cross-reference
to place of assignment at time of exposure, dates of exposure and
radiation dose, cumulative exposure, type of measuring device, and
coded cross-reference to qualifying data regarding exposure readings.

Authority for maintenance of the system:

US Nuclear Regulatory Commission Regulatlon (10 CFR Part 19);
Department of Labor Regulation (29 CFR Part 1910) .

Purpose(s):

To ensure individual qualifications to handle radioactive materials
and/or to work under management identified stressful conditions; to
monitor, evaluate, and control the risks of individual exposure to
ionizing radiation or radioactive materials by comparison of short
and long term exposures; to conduct investigations of occupational
health hazards and relevant management studies; to determine safety
standards. , .

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information from this system of records may be disclosed to Fed-
eral agencies, academic institutions, and non-governmental agencies
such as the National Council on Radiation Protection and Measure-
ment, and the National Research Council which are authorized to
conduct research, evaluation, and monitorship.

Policies and practlces for storing, retrieving, accessing, retammg, and

disposing of records in the system:
Storage:
Papers in file folders, film packets, magnetlc/tapes/dlscs
Retrievability:
By individual’s name and/or SSN.
Safeguards:

- Access to all records is restricted to designated individuals having
official need therefor in the performance of assigned duties. In_addi-

tion, access to automated records is controlled by Card Key System, _

~ which requires positive identification and authorization.
Retention and disposal:

Personnel dosimetry and bioassay records are permanent lnvestr-
gative reports of harmful chemical, biological, and radiological expo-
sures are retained for 30 years. Processed film showing individual
exposure is retained 5 years after evaluation and recorded on perma-
nent records. Medical test results are transferred to military members

medical records or, in the case of civilians, to their civilian personnel

records on reassignments, transfer, or separation.

System mansger(s) and ‘address:

The Surgeon General, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310.

Notification procedure: -

Information may be obtained by writing to the System Manager,

ATTN: DAAG-HGH, Washington, DC 20310. Individual must fur- -

nish full name, SSN, dates and locations at which exposed to radl-
ation or radioactive matenals, etc., and signature.
- Record access procedures: '
Individuals desiring access to records in this system pertaining to
themselves should write as indicated in ‘Notification procedure®, pro-
viding information required therein. .
Contesting record procedures s
The Army’s rules for access to records and for contesting contents

and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

- Record source categories:

From the individual, dosimetry film, Army and/or DOD records_
and reports.

Exemptions claimed for the system: ‘ .
None.

A0040-31aDASG
System name:

Pathology Consultation Record Files.

System location:

Armed Forces Institute of Pathology, Walter Reed Army Medical
Center, Washington, DC 20306.

Categories of individuals covered by the system:

Individuals treated in military or civilian -medical factlmes whose
cases were reviewed on a consultative basis by members of the staff
of the Armed Forces Institute of Pathology.

Categories of records in the system: .

Documents, tissue blocks, microscopic shdes, X-rays and photo-
graphs reflecting outpatient or inpatient treatment of observation of
all individuals on whose cases consultation has been requested.

Authority for maintenance of the system:

5 U.S.C. 301.

. Purpose(s):. .

To ensure complete medical data are available to pathologist pro-
viding consultative diagnosis to requesting physician in order to
improve quality of care provided to individuals; to provide a data
base for education of medical personnel; to provrde a data base for
medical research and statistical purposes and when required by law
or for official purposes.. i

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

- Individual records may be released to referring physician, to physi-

: cians treating the individual, to qualified medical researchers and

students, and to other Federal agencies and law enforcement person-
nel when requested for official purposes involving criminal prosecu-
tion, civil court action or regulatory orders.

Policies and practlces for storing, retrieving, accessing, retammg. and
disposing of records in the system:

Storage:

Paper records, X-rays, photographs in paper ﬁle folders, micro-
fiche, magnetic tape, printout; tissue blocks in appropriate ‘storage
containers; and microscopic 'slides in cardboard file folders

Retrlevabrlrty

" By last name or terminal digit number (SSN) or accession number
assigned when case is received for consultation..

Safeguards: o :

Access to the Armed Forces Institute of Pathology is control]ed
Records are maintained in areas accessible. only to authorized person-
nel who are properly screened and trained. .

Retention and disposal:

Retained as long as case material has value for medical research or
education. Individual cases are reviewed periodically and materials
no longer of value to the Institute are destroyed.

System manager(s) and address:

The Surgeon General, Headquarters, Department- of the - Army,
The Pentagon, Washmgton DC 20310, -

Notification procedure: ‘

Information may be obtained from the Chlef Patlent Records and
Tissue Repository Division, Armed Forces Institute of Pathology,
Walter Reed Army Medical Center, Washington, DC 20306. Re-
questing individual must submit full name, name, SSN' or service
number of military sponsor and branch of military service, if applica-
ble, or accession number assigned by the Armed Forces Institute of
Pathology, if known. For requests made in person, identification such

" as military ID card or valid driver’s license is requlred

Record access procedures:

Requests from individuals should be addressed to the Chief, Patient
Records and Tissue Reposttory Division, Armed Forces Institute of
Pathology, Walter Reed "Army medical Center, Washmgton DC
20306.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents

and appealing initial determinations are contamed in Army Regula-
tion 340-21 (32 CFR part 505). : :




a8 ~ PRIVACY ACT SYSTEMS

Record source categories:

" Interview, diagnostic test, other avallable admlmstratwe or medical
records obtained from civilian or military sources.

Exemptions claimed for the system: -

None. K

A0040-31bDASG
System name: ’
Research and Experimental Case Files. i
System location:

US Army Medical Research Institute of Chemlcal Defense, Aber-
deen Proving Ground, MD 21010. :

Individual research/test/medical documents (paper records) are
contained in individual’s health record which, for reserve and retired
military. members, is at the US Army Reserve Components Personnel
and Administration Center, St. Louis, MO; for other separated mili-
tary members, is at the National Personnel Records Center. St.
Louis, MO; for military members on active duty, is at the servicing
medical fat:lllty/center for civilians (both Federal employees and
prisoners) is in a special file at the Nat|onal Personnel Records
Center.

As paper records are converted to mlcroﬁche, the ongmal (silver
halide) and | copy of the microfiche will be located at the Washing-
ton National Records Center; 1 copy will be located at The Surgeon
General's Office (DASG- PSA). Headquarters, Department of the
Army,-Washington, DC 20310; 1 copy will reside with the Army
contractor - the -National Academy of Sciences; and | copy retained
at the US Army Medical. Research Institute of Chemical Defense.

Historical 16mm film and audlo visual tapes are at Norton Air
Force Base, CA.

Categories of individuals covered by the system:

Yolunteers (mllltary_ members, Federal civilian employees, state
prisoners) who participated in Army tests of potential chemical

agents and/or--antidotes from the early 1950’5 until the program

ended in 1975.
Categories of records in the system:

“ Individual pre-test physical examination records and test records of
performance and blomedlcal parameters measured dunng and after
test exposure.

Authorlty for mamtennnce of the system:

10 U.S.C. 3012¢ and 4503

Purpose(s) , ] : )

"To follow,up on individuals who voluntarily participated in Army
chemical/biological agent research projects for the purpose of assess-
ing risks/hazards to them, and for retrospective medlcal/saentlﬁc
evaluation and future scientific and legal significance.

Routine uses of records maintained'in the’system, mcludmg catego-
ries of users and the purposes of such uses:

Information may.be disclosed to the Veterans Admlmstratlon in
connection with: benefits determinations.:

Policies and practlees for storing, retrieving, aceessmg, retammg, and
dlsposmg of records in the system. .

Storage : BRI

Paper records in mdwndual s medlcal ﬁle folders see 'system loca-
tion* above for storage of microfiche, computer magnetlc tapes and’
paper printouts, video tapes and 16mm film. :

. Retrievability: - - -t

Paper records in individual’s health-'record are retneved ‘by sur-
name and/or service number/social security account number. Micro-
fiche are retrieved by individual’s surname. Film/video tape is ac-
cessed by case number and/or volunteer's number. Automated
records are accessed by volunteer s number or case number.

Safeguards 2t - o e

" 'Paper records and microfiche are kept in Iocked rooms/compart-
ments with access limited to authorized personnel. Acéess to comput-
erized-‘data ‘is by use of .a valid site ID number’ assigned to the
individual terminal and by a valid -user ID -and password code as-
signed to authorized user, changed periodically .to avoid compromise.
Data entry is on-line using a dial-up terminal. Computer files are
controlled by keys known ,only to US Army Medical Research
Institute of chemical Defensé personnel.assigned-to work on the data
base.” Data base output is available only to designated computer
operators at the Institute. Computer facility has double barrier physi-
cal protection. The remote terminal is in a room which is locked
when " vacated arid the building is secured when unoccupied. The
contractor (National Academy of Sciences) employs equal safeguards
which meet Army standards for Privacy Act data. .

Retention and disposal:

Records stored 'in the- computer and on‘microfiche are retained
indefinitely he sites identified undér ‘system location‘. Pdper medical
records in an individual’s -health record are retamed permanently

System manager(s) and address:

" The Surgeon General, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310. B

Notification procedure:

Individuals wishing to inquire whether this system of records con-
tains information about them should contact: the Commander, us
Army Medical Research Instituté of Chemical Defense, Aberdéén
Proving Ground, MD 21010. Written requests should mclude the full
name, social security account number, current address and telephone
number of the requester, For personal visits, the’ individual should be
able to provide acceptable identification such as valid driver’s license,

e

-employer or other individually identifying.number, building pass, etc.

Record access procedures.

. Individuals. seeking access should follow the procedures in Notifi-
cation procedure’ above. - i

Contesting record procedures.

The Army’s rules for access to ‘records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505)

‘Record source categories:

From the individual through test/questronnalre forms completed at
test location; from medical authorities/sources by evaluation of data
collected previous' to, during,-and followmg tests whlle individual
was in this research program. ) t B

Exemptions claimed for the system: o

None. . '

t

- A0040-66aDASG
System name:
Medical Staff Credentials File.
System-location: . -

Medical treatment facilities at Army commands, mstallatlons and
activities. Official mailing addresses are ¢ontained in the appendix to
the Army’s inventory of System: Notlces at 48 '‘FR 25773, June 6,
1983. t- .

Categories of mdmduals covered hy the system

Individuals performing clinical practlce in medical ‘treatment fac:lh-
ties.

Categories 'of records'in the system: - -

Documents reflecting. delineation of clinical pnvtleges and clinical
performance. “ .

Authority for maintenance of the system

5.U:8.C. 301; 10 US.C. 1071. - . Lo

Purpose(s): e '

To determine and assess capahrllty of practmoners clinical prac-‘
tice.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

In specific instances, clinical privileged information from this
system of records may be provided to civilian and military - medical
facilities, Federation of State Medical Boards of the United States,
State Licensure Authormes and other approprlate professional regu-
lating bodies.

Policies and practlees ‘for storing, retrieving, accessmg, retammg, and
disposing of records in the system

Storage:

Paper records in file folders
Retrievability:

- By.individual’s surname.
"Safeguards: :

Records are mamtalned in areas accessible only to the medlcal
treatment facility commander and credentials commlttee members
Retention and disposal: . '

Records are retained in medical treatment facdtty of individual’s
last assignment. Records of military mémbers are transferred to indi-
vidual’s Military Personnel Records Jacket upon separation or retire-
ment. Records on civilian personnel are destroyed 5 years after
employment terminates.> - TR

System manager(s) and address: e T
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The Surgeon General, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310.

Notification procedure:

Information may be requested from the commander of the medical
treatment facility where practitioner provided clinical service.

Record access procedures:

Individuals seeking access to information from this system should
contact the commander of the medical treatment facility where clini-
.cal service was provided, furnishing full name, SSN, and signature.

Contesting record procedures:

The Army's rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

Interviewer, individual’s application, medical audit results, other
administrative or investigative records obtained from civilian or mili-
tary sources.

Exemptions claimed for the system:
None.

A0040-66bDASG
System name:
Health Care and Medlcal Treatment Record System
System location:

Army Medical Department facilities and activities. Official mailing
addresses are publlshed as an appendix to the Army’s compilation of
record systems notices.

Categories of individuals covered by the system

Military members of the Armed Forces (both active and macuve)
dependents; civilian employees of the Department of Defense; mem-
bers of the U.S. Coast Guard, Public Health Service, and Coast and
Geodetic Survey; cadets and midshipmen of the military academies;
employees of the American National Red Cross; and other categories
of individuals who receive medical treatment at Army Medical De-
partment facilities/activities.

Categories of records in the system

Name, Social Security Number, medical records (of a permanent
nature) used to document health; psychological and mental hygiene
consultation and evaluation; medical/dental care and treatment for
any health or medical condition provided an eligible individual on an
inpatient and/or outpatient status to include but not limited to:
Health; clinical (inpatient); outpatient; dental; consultation; and pro-
curement and separation x-ray record files. Subsidiary medical
records (of a temporary nature) are also maintained to support
records relating to treatment/observation of individuals. Such
records include but are not limited to: Social work case ﬁles, inquir-
ies/complaints about medical treatment or services rendered by the
fr'nedlcal treatment facility, and patient treatment x-ray and index
iles.

Authority for maintenance of the system: .

5 U.S.C. 301; 10 U.S.C. 1071-1085; 50 U.S.C. Supplement IV;
appendix 454, as amended and Executive Order 9397.

Purpose(s):

To provide health care and medical treatment of individuals; to
establish tuberculosis/tumor/cancer registries; for research studies;
compilation of statistical data and management reports; to implement
preventive medicine, dentistry, and communicable disease control
programs; to adjudicate claims and determining benefits; to evaluate
care rendered; determine professional certification and hospital ac-
creditation; and determine suitability of persons for service of assign-
ment.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Department of Veterans Af-
fairs to adjudicate veterans' claims and provide medical care to
Army members.

National Research Council, Natlonal Academy of Sciences, Na-
tional Institute of Health, and similar institutions for authorized
health research in the interest of the Federal Government and the
public. When not essential for longitudinal studies, patient ‘identifica-
tion data shall be eliminated from records used for reseach studies.
Facilities/activities releasing such records shall maintain a list of all
such research organizations and an accountingdisclosure of records
released thereto.

Local and state government and agencies for compliance with
local laws and regulations governing control of communicable dis-

eases, preventive medicine and safety, child abuse, and other public
health and welfare programs.

NoTE:Records of ldentlty, diagnosis, prognosis, or treatment of any
client/patient, irrespective of whether or ehn he/she ceases to be a
client/patient, maintained in connection with the performance of any
alcohol or drug abuse prevention and treatment function conducted,
regulated, or directly assisted by any department or agency of the
United States, shall, except as provided therein, be confidential and
be disclosed only for the purposes and under the circumstances
expressly authorized in title 42 U.S.C. 290dd-3 and 290ee-3. These
statutes take precedence over the Privacy Act of 1974 in regard to
accessibility of such records except to the individual to whom the
record pertains.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system

Storage:
Paper records in file folders; visible card files; mlcroﬁche cas-

settes; punched cards; magnetic tapes/discs; computer printouts; x-
ray film preservers.

Retrievability: . .

By patient or sponsor’s surname or Social Security Number.

Safeguards: :

Records are maintained in buildings which emp]oy security guards
and are accessed only by authorized personnel having an official
need-to-know. Automated system passwords governmg access to
data.

Retention and disposal:

Military health/dental and procurement/separatlon x-ray records
are permanent. Clinical (inpatient), outpatient, dental and consultation
record files for years; records pertaining to U.S. Military Academy
cadets are withdrawn and retired to ‘the Surgeon, U.S. Military
Academy, West Point,, NY 10996-1797. Records on civilian and
foreign national are destroyed after 25 years. Records on American
Red Cross personnel are withdrawn and forwarded to the American
National Red Cross.

All ‘medical records (except the Military Health/Dental records

~which are active while individual is on active duty, then retired with

individual’s Mlhtary Personnel Records Center on an accumulation
basis) are retained in an active file while treatment is provided and
subsequently held for a period of 1 to 5.years following treatment
being retired to the National Personnel Records Center.

Subsidiary medical records, of a temporary nature, are normally
not retained long beyond termination of treatment; however, support-
ing documents determined to have significant documentation value to

. patient care and treatment are incorporated into the appropnate

permanent record file.
System manager(s) and address:

.Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258.

Notification procedure:

Military and civilian individuals seeking to determine if information
about themselves is contained in this record system should address
written inquiries to the medical facility where treatment was provid-
ed. Official mailing addresses are published as an appendix to the
Army's compllanon of record systems notices. Red Cross employees
may write to the Medical Officer, American National Red Cross,
1730 E Street NW, Washington, DC 20006.

For verification purposes, the individual should provide the full
name, Social Security Number, and current address and telephone
number. Inquiry should include name of the hospital, year of treat-
ment and any details which will assist in locating the records. "

Record access procedures:

Military and civilian individuals seeking access to records about
themselves contained in this record system should address written
inquiries to the medical facility where treatment was provided. Offi-
cial mailing addresses are published as an appendix to the Army’s
compilation of record systems notices. Red Cross employees may
write to the Medical Officer, American National Red Cross 1730 E
Street, NW, Washington, DC 20006.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. C :

Record source categories:

"Personal interviews and history statements from the individuals;

. abstracts or copies of pertinent medical records; examination records
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of infelligence, personality, achievement, and aptitude; reports from
attending and previous physicians and other medical personne] re-
garding results ‘of physical, -dental, and miental exammatlons, treat-
ment, evaluation, Consultation, laboratory, x-ray and special 'studies
and research conducted to provide health care, and medical treat:
ment; and similar or related documents.

Exemptlons claimed.for the system.
None,

S

L Aoow-womsq, '
System name: C

Entrance Medical Exammatlon Flles

.. System location: S S : . .

Army medical examining facnhtles Mllltary Enlistment Processing
Stations (for enlistees); Department of Defense Medical Review
Board, U.S. Academy, CO 80840 {(except for reservists). Official
malhng addresses are,pubhshed as an-appendix to the Army’s-compi-
lation of record systems notices.

Categories of individuals covered by the system: -

Individuals who enroll' in the Reserve Officers, Tramlng Corps
program, enlist or are appointed in the U.S. Army or. US. Army
Reserves, or are appomted as a cadet to the U S. Mllllal’y Academy

Categorles of records’in the system
_ Entrance medical examination and. resultmg documcntatlon such as
SF 88, Report of Medical Examination, and SF 93, Report of Medi-.
cal Hlstory, together with relevant and supporting documents,

Authonty for maintenance of the system:

-5 U:S.C,,301 and Executlve Order 9397

Purpose(s): T : S

To determine’ medical acceptance of applicant for military service
and thereafter to properly assign and use individual. Management.
data are derived and uséd by Health Services Command to evaluatc
effectiveness of procurement medical standards.

Routine uses of records maintained in the system, mcludtng catego-
ries of users and the purposes of such uses: ;

None

< Policies ‘and practlees for stormg, retrlevmg, accessmg, retammg, and
disposing of records in the system .

Storage:

Paper records in file fo]ders selected management data are stored'

on word processing or magnetic discs and: tapes
Retrievability: ’
By individual’s surname.
Safeguards:
- Records are maintained in buildings using security guards, accessi-

ble only to authorized personnel having official need for the mforma-
tion who are properly screened and trained. . i

- Retention and disposal:

Original SF 88 and 93 bécome permanent documents in individ-
ual’s Health Record; 1 copy of these forms and supporting documen-
tation is retained by the Army or Military Enlistment Processing
Station examining Facility. for 1 year; I copy is forwarded to the
Department of Defense Medical Review Board where it is retained
for 5 years. Records of individuals rejected for military service are
retained for statistical analyses, bt for no longer than 2 years, after
which: they are destroyed ) . :

System manager(s) and address

Office of the Surgeon General, 51109 Leesburg Pike, Falls Church
VA 22041-3258.

. Notification procedure: , co

"‘Individuals seeking to determine if mformatlon about: themse]ves is
contained -in this record system should -address written inquiries to
the: commander of: the medical - examining facility -where physical
examination- was. given. Official mailing addresses are published as an
appendix to the Army's compilation of record systems notices. °

For verification purposes, the individual should provide the full‘

name, Social Security Number, home address, approxrmate date of
.the examination, and signature.” .

Record access procedures: -

Individuals seeking access to records about themselves contained
in this record system should address written inquiries to the com-
mander of the medical examining facility where physical examination
was given. Official mailing addresses are published as an appendix to
the' Army’s compilation of record systems notices.

duty hours.

~ For verification purposes, the individual should pro'v1dé"th'e' full
name, Social® Secunty Number, home address, approxnmate date of
the examination, and stgnature
~'Contesting record procedures.

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army- Regulation
340-21; 32 CFR part 505; or may be obtamed from the system
manager.

Record source categorles

From the individual; from the phystclan and’ other medical person-
nel.

Exemptions claimed for the system:

None.

A0040-407DASG
System name:

Army Community Health Nursmg Records—Famlly Records

System location:

Army Medical Centers and hospitals. Official mailing addresses are
published as an appendix to- the Army’s compilation of record sys-
tems notices.

Categories of individuals covered by the system: .

Individuals eligiblé for Army military medical care.

Categories of records in the system:

Family Record Form (DA Form 3762) Case Referral Form (DA
Form 3763); Medical diagnosis, observations, socnoeconomlc plans
and goals for nursing care, summarization of consultatlons, and simi-
lar relevant documents and reports. .

Authority for maintenance of. the system )
‘5USC 301 10 U S. C 3013 and Executlve Order 9397.
Purpose(s): .- . "

To |dent|fy family memberis who recelve Army commumty health
nursing care.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses: :

The “Blanket’ Routine Uses” set forth at’-the beginning of the
Army’s compilation of record systems notices apply to this system.

Policies and practlces for storing, retrieving, accessmg, retaining, and
disposing of records in the system' o . i
Storage: TR , .
Paper- records in ﬁle folders retamed in the Army Commumty
Health Nursing Office;scopy of DA Forms 3762 and 3763 is t'led 1n
individual’s outpatient med1ca1 record. - . 4

Retrievability: . ‘ RS
By surname of ehglble mlhtary member or sponsor o
Safeguards:

Records are maintained in, areas accessible only to authorized per-
sonnel having official .need. therefor. Facilities are locked during non-
Retention and disposal: ’
.Records are destroyed 3 years after case is closed.

" System manager(s) and address :

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church VA 22041- 3258

Notification - procedure'

Individuals seeking to determme if 1nformat10n about themselves is
contained in this record system should address ‘written inquiries to
the Patient Administrator of the Army medical treatment facility
which provided the health nursing care. Official mailing addresses
are published as an appendix to the Army s compllatlon of record
systems notices." -

For . verification purposes, the individual should furmsh the full
name, Social Security Number, name and Social Security Number of.
sponsor, if applicable,: relationship to military member current ad-
dress and.telephone number, and sngnature ‘

Record access procedures:' ‘

lndtvtduals seeking access to records about themselves contalned in
this record system should address written inquiries. to the Patient
Administrator of the Army medical treatment, facility’, which provnd-
ed the health nursing care. Official mailing addresses are pubhshed as
an appendix to the Army’s compilation of record systems notices.

For, verification purposes, the individual should furnish the-: full
name, ‘Social Security’ Number, name and Sacial Security Number of
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sponsor, if applicable, relationship to military member, current ad-
dress and telephone number, and signature.

Contestmg record procedures: :
The Army’s rules for accessing records, contesting contents, and

appealing initial determinations are contained in Army Regulation-
32 CFR part 505; or may be obtained from the system-

340-21;
manager.
Record source categories:

From the individual, family. members, other persons having infor-
mation relevant to health of family members; educational institutions;

civilian health, welfare, and recreational agencles ‘civilian law en-,

forcement agencies.

Exemptions claimed for the system:
None.

A0040-905DASG

System name:

Privately Owned Animal Record Files.

System location:

Veterinary service at medical facilities on Army installations and
activities.

Categories of individuals covered by the system:

Persons whose privately owned animals receive veterinary care.

Categories of records in the system:

Name, home address and telephone number of animal’s owner;
record of treatment of animal; and related information.

Authority for maintenance of the systemi

10 U.S.C. 133, 1071 through 1087, 5031 and 8012.

Purpose(s): - :

To record registration, vaccination, and/or treatment of animals; to
compile statistical data; and to identify animals registered with the
Veterinary . Animal Dlsease Preventive and Control Facility in con-

nection with the Veterinary Preventive Medicine and Zoonotic Dis-
ease Cor.trol Program.

Routine uses of records mamtamed in the system, mcludmg catego-
nes of users and the purposes of such uses:

" None.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By name of the animal’s owner.

Safeguards:

Records are maintained in buildings which are locked when unat-
tended and are accessed only by authorized personnel having an
official need-to-know. .

Retention and disposal:

Destroyed within 6 months of death-of the animal, explratlon of
rabies vaccination, or transfer of owner.

System manager(s) and address:

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258.

Notification procedure:

Individuals seeking to determlne if information about themselves is
contained in this record system should address written inquiries to
the veterinary facility at the installation where the animal was treated
or euthanized. Official mailing addresses are publiShed in the Army’s
compilation of record systems notices.

Animal owner should provide the . full name, home address and
telephone number and the animal’s rabies vaccination number

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the vetennary
facility at the installation where the animal was treated or euthanized.
Official mailing addresses are published in the Army’s compilation of
record systems notices.

Animal owner should provide the full name, home address and
telephone number and the animal’s rabies vaccination number. Per-

. sonal visits may be made to the veterinary facility where animal was
treated. Owner must provide personal identification such as a valid
military identification card or driver’s license.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, -and
appealing initial determinations are.contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the systemn
manager. ' :

Record source categories:

From the animal owner, vetermanan reports, and similar or related
documents. ‘

Exemptions claimed for the system:
None. ‘
Aooss-nsAFM
System name;
Household Goods Shipment Excess Cost Collectlon Flles
. System location:
US Army Finance and Accounting Center, Indianapolis, IN 46249.
Categories of individuals covered by the system:

Army and Air Force members who have shipped excess household
goods. .

Categories of records in the system:

Government bills of lading, supporting documents, and copy of -
excess ‘cost billing.

Authority for maintenance of the system:
'5 U.S.C. 301.

" Purpose(s):

To establish liability and issue notices of amounts due the United
States for excess household goods shipments.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses: °
" See ‘Blanket Routine Uses* at 48 FR 25503, June 6, 1983.

Policies and practlces for storing, retnevmg, accessing, retalmng, and
disposing of records in the system

Storage:

Paper in file folders.

Retrievability:

By service number/SSN.

Safeguards: '
" Building- employs security guards. An employee badge and visitor
registration system is utilized. Records are maintained in areas acces-
sible only to "authorized personnel who are properly screened,
cléared, and trained.

Retention and disposal:
Records are destroyed after 6 years
System manager(s) and address:

Commander, US Army Fmance and Accountmg Center, lndlanap—
olis, IN 46249 .

Notification procedure'

Information may be obtained from the System Manager Individ-
uals should furnish their full -name, SSN, current address and tele-

" phone number.

Record access procedures'

*‘Individuals desiring access to information concermng themselves,
should write to the System manager, providing information requlred
under *Notification procedure’.

Contestlng record procedures:

The Army’s rules for access to records and for contesung contents
and appealmg initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From paid Government bills of lading.
Exemptions claimed for the system: -
None. .

A0055-355MTMC
System name:
Personal Property Movement and Storage Records.
System location:

Installation Transportation Offices. and Joint Personal Property
Shipping Offices, world-wide; addresses may be obtained from the
System Manager.

Categories of individuals covered by the system:
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Military members of the Army, Navy, Marine Corps, and Air
Force:: Civilian eémployees; dependents; personnel of:other govern-
ment -agencies when sponsored by the Department of Defense.

Categories of records in the system:

Orders authorizing shipment/storage of personal- property 'to in-
clude privately owned vehicles and house trailers/mobile homes;
Department of Defense Form 1131 (Cash Collection Voucher), DD
Form 1299 (Application for Shipment and/or Storage of Personal
Property), DD Form 1384 (Transportation Control and "Movement
Document), DD Form 1797 (Personal Property Counseling Check-
list), Standard Form 1203 (Government Bill of Lading)," Storage
contracts, and other related documents.

Authority for maintenance of the system:

10 U.S.C. 3012; E.O. 9397.

Purpose(s):

- To ‘arrange for the movement, storage and handling of personal
property; to identify/trace lost or damaged shipments; to answer
inquiries and monitor effectiveness of personal property traffic man-
agement functions.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to commercial carriers. to |dent|fy
ownership, verify delivery of shipment, support billing for services
rendered, and justify claims for loss, damage, or theft. See also
‘Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices. .

Policies and practlces for storing, retrieving, accessing, retalmng, and
disposing of records in the system

Storage:

Paper records in file folders; mlcroﬁlm magnenc tapes and .com-
puter printouts.

Retrievability: .
By individual’s surname.
Safeguards:

Information is maintained in secured areas, accessible only to au-
thorized personnel having an official need-to-know. Automated seg—
ments are further protected by code numbers/passwords .

Retention and disposal:

Documents relating to packing, shipping and/or storlng of house-
hold goods within continental United States.are destroyed -after. 3

0
.

£ v

years; those relating to.oversea areas are destroyed after 6 years..

Documents regarding -shipment of Privately -owned vehicle/house
trailers are destroyed after 2 years. Shipment discrepancy reports aré
destroyed after 2 years or when claim/investigation is Settled, which-
ever is later. Administrative files reflecting querles and responses are
retained for 2 years; then destroyed:. ~

System manager(s) and address:

-Commander, Headquarters, M|1|‘tary Trafﬁc Management Com-
mand, Falls Church, VA 22041-5050.

Notification procedure:

Information may be. obtained .from the’ Installatlon Transportatron
Office which processed the sh_lppmg/storage documents.

Record access procedures:

Written requests should contain requester’s full name, SSN, current
address and telephone number, and any information which will assist
in locating the records requested (e.g. typé of shipment, origin, desti-
nation, date of application, etc.). .

Contesting record procedures:

The Army’s rules for access to records and for contestmg contents
and appealing, initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505). . ; I

Record source categories: N ’ T

From the individual whose personal property IS shlpped/stored
from the carrier/storage facility.

Exemptions claimed for the system:
None.
A0055-355aDALO
System name:
Local Transportation Authorization and Use Files.
System location:

Army.offices charged with:responsibility for approving and issuing
local transportation fare media to be used in*the transaction of offi-
cial Government business. . .

Categories of individuals covered by the system:

Any person required to use official‘local transportation in conduct-

ing official Government busmeSSx with and around h1s/her desngnatedv

duty stations.
. Categories of records in the system:- . .5 , -}

Documents pertaining to the accounting: for=and- Jissuance of Iocal
ferry tickets, commercial bus tokens, rail passes, -toll bridge tlckets,
etc., for official travel of Government personnel.

Authority for maintenance of the system. lO us. C 30]2
Purpose(s) - - , e

“To account for rssuan,e of tlckets/tokens/fare passes for Iocal

official travel.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army s
listing of record system notices..

Policies and practlces for storing, retrlevmg, accessmg, retammg, and
disposing of records in the system:

Storage:

. Paper records in file folders; cards.
Retrievability:
By user’s name or SSN.
Safeguards:

Records are maintained in areas accessnble only to authorlzed per-
sonnel.

Retentlon and dlsposal
Destroyed after 3 years
System manager(s) and address:

Deputy Chief of Staff for Logistics, Headquarters, Departmem of
the Army, The Pentagon, Washington, DC 20310. o

- Notifi cation procedure:

Information cari be obtairied from the desrgnated 0fﬁcral responsr-’

ble for issuing local transportation fare media.
Record access procedures'

Individuals may inquire of the deSIgnated ofﬁcral who dlspenses
local fare authorizations.

Contesting record procedures:

The Army’s rules for access to records and for contestlng contents
and appealing initial determination are contained in Army Regulatlon
340-21 (32 CFR part 505).

Record source categories: st - N
From individuals using tickets/tokens/passes for official travel.
Exemptions claimed for the system: "

None.

R ... ['A0055-355bDALO i

System name: s C S
Individual Travel Files.
- System location:. N

Travel ofﬁces at mstallatrons, major commands, and Army Staff
Agencies.

Categories of individuals covered by the system. ‘

Army military (activé and reserve) and _civilian personnel us
Government personnel assigned to Army and other military installa-
tions, their dependents and bona fide members of individual’s house-
hold, and US personnel travelmg under Army sponsorshlp, 1ncludmg
contractors.

Categorles of records in the system., '

Documents pertaining to travel of persons on official Government
business, and/or :their dependénts, including bat not limited to travel
assignment orders, -authorized  leave ‘enroute, availability of quarters
and/or shipment of household goods and personal effects, application
for passport/visas, the passport. authorized travel, security clearance
and relevant messages and correspondence. Records may also include
clearances for official travel to or within ‘certain foreign countries
which’may réquire military theater/area and/or Department of State
authorization pursuant to DOD Directive 5000.7, or other established
military requirement applying in oversea commands for personal un-
official travel in certain foreign countries.

Authority for mamtenance of the system;

. 10 U.S.C., sections 704 and.3012; Status ofForces" Agreement or
other srmllar international agreements binding on rmilitary forces

Purpose(s):

T

vt




DEFENSE DEPARTMENT 53

To process official travel requests (and personal travel to restricted
areas if in oversea commands) for ‘military and civilian personnel; to
determine eligibility of individual’s dependents to travel, to obtain
necessary ‘clearances where foreign travel is involved, including as-
sisting individual in applying for passports and visas and counseling
where proposed travel involves visiting/transiting communist coun-
tries.

-Routine uses of records maintained in the system, me]udmg catego-
ries of users and the purposes of such uses:

Information may be disclosed to attache’ or law enforcement au-
thorities of foreign countries; to US Department of Justice or De-
partment of Defense legal/intelligence/investigative agencies for se-
curity, investigative, intelligence, and/or counterlntelhgence oper-
ations.

Policies and practnces for storing, retrlevmg, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders
Retrievability:

By individual’s surname.
Safeguards:

Records are maintained in areas accessible only to authorized per-
sons who are properly screened, cleared, and trained. Buildings hous-
ing records are either located on controlled access post or otherwise
secured when offices are closed.

Retention and disposal:

‘Records are retained for 2 years after which they are destroyed by
shredding.

System manager(s) and address:

The Adjutant General, Headquarters, Department of the Army,
2461 Eisenhower Avenue, Alexandria, VA 22331.

Notification procedure:

Information- may be obtained from the Administrative or Personal

Services Office at the installation/major tommand at whlch travel
request/clearance was initiated.

Record access procedures:

Individuals may submit written requests for information in thls
system to the appropriate decentralized record custodian, furnishing
full name, grade/rank, signature, and details of travel authorization/
clearance documents being accessed. Custodian of records may re-
quire notarized statement of identity.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 5095).

Record source categories:

From the individual requesting travel authorlzatlon/clearance
Army records and reports. .

Exemptions claimed for the system:
None.

A0056-9TRADOC
System name:
Marine Qualification Board Records.
System location:

Marine Qualification Board, United States (US) Army Transporta-
tion School, Ft Eustis,. VA 23604.

Categories of individuals covered by the system:

Military and civilian employees of the Army.

Categones of records in the system:

Marine Service Record (DA Form 3068- I), individual’s request for
examination, test results, character and suitability statements, physical
qualiﬁcation reports, experience qualifications and evaluations, com-
mander’s recommendation, Marine Qualification Board recommenda-
tion and final action thereon, US Army Marine Licenses (DA Forms
4309 and 4309-1), and S|m|lar relevant documents.

Authority for maintenance of the system:

10 U.S.C. 3012.

Purpose(s): .

To evaluate and recommend appropriate action concerning the
issuance, denial, suspension, or revocation of US Army Marine Li-
censes; to award certification to individuals passing the marine quali-
fication examination; to monitor test content and .procedures to
ensure that tests are valid and current; to award Special Qualification

Identifiers to appointed Marine Qualification Field Examiners; to
review marine casualty reports, incident reports, and investigations to
re-evaluate qualifications of persons involved; to issue Marine Service
Book to qualified individuals; and to maintain Marine Service
Records.

Routine uses of records muintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

The US Coast Guard, Department of Transportation may be fur-
nished information concerning certification and licensing of individ-
uals.

Policies and practices for storing, retrieving, accessing, retammg, and

disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By individual’s surname.

Safeguards:

Records are maintained within a bu:ldlng secured during non-duty
hours, and are available only to authorized individuals having ofﬁCIal
need therefor.

Retention and disposal:

Records are retained for 40 years, after which they are destroyed
by shredding. )

System manager(s) and address:

Commander, US Army Training- and Doctrine Command Ft
Monroe, VA 23651. .

Notification procedure: . : .

Individuals who wish to know whether or not this system of
records contains information on them should inquire of the Marine
Qualification Board, US Army Transportation School, Ft. Eustis, VA
23604. Individual should furnish name, pertinent details that will

‘facilitate locating the address, and signature. ure.

Record access procedures:

For access to their records, individuals should submit a written
request as indicated in ‘Notification procedure’, providing informa-
tion required therein.

Contesting record procedures

The Army’s rules for access to records and for contesting contents

and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual, military and civilian personnel records and
reports, civilian maritime records, US Coast Guard, commanders and
vessel masters, and other appropnate sources able to furnish relevant
information.

Exemptlons clmmed for the system:

None.

A0060-20DAMO
System name:
Ration Control/Blackmarket Monitoring Files.
System location: .
Office of the Provost Marshal U.S. Army, Japan; US. Army,

Europe and Seventh Army; U.S. Army, Sou(hern Command; U.S.
Forces Korea/Eighth Army.

Categones of individuals covered by the system

All members of the U.S. Army at overseas locations, their depend-
ents, civilian employees, U.S. Embassy personnel, contract personnel,
technical representatives, and individuals who are assigned to or
under the judicial or administrative control of the U.S. Army who
make purchases of controlled items from authorized resale activities
at overseas locations, those authorized duty-free privileges at Class
VI stores, commissaries, and retail outlets located on U.S. facilities
and installations overseas. :

Categories of records in the system: )

Individual’s name, Social Security Number, passport number, citi-
zenship, service component, dependency status, local address; sales
slips and control sheets used in.sale of controlled items by U.S.
Forces; over spending/over purchase printouts produced by central
computer facilities.

Authority for maintenance of the system: .

10 U.S.C. 3013; 5 U.S.C. 301, Status of Forces Agreement between
the United States of America and-the host country in Wthh us.

. Forces.are located; and Execuuve Order 9397.
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Purpose(s):

To. assist commanders and U S Armed Forces investigative agents
in-monitoring purchases of controlled items; to produce ration con-
trol plates for authorized users; to maintain record of selected con-
trolled item purchases at retail facilities and suspected violators of the
system; and to comply. with Joint Service blackmarket monitoring
control policy.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

To provide information to the host country, required by the Status
of Forces Agreement between the United States of America and the
host country.

The “Blanket Routine Uses”
Army compilation of record system notices also apply to this record
system.

Policies and practlces for storing, retrieving, accessmg, retaining, and
disposing of records in the system:

Storage:

Paper records, magnetic tapes, microfiche.
Retrievability: '

By name and/or Social Security Number.
Safeguards:

Records are accessed only by authorized personnel having official
need therefor. During off duty hours, the facility housing the records
is secured by sound activated alarm.

Retention and disposal:

Records are retained for | year; violations data are retamed until
the end of the mdrvrduals tour of duty or employment; then de-
stroyed.-

System manager(s) and address:

"‘Deputy Chief of Staff for Operatlons and Plans, ATTN: DAMO-
ODL, Headquarters, Déepartment of the Army, Washmgton DC
20310-0440.

Notification procedures:

Individuals seeking to determine if information about themselves is
contained in this récord system should address written inquiries to,
the Provost Marshal at the overseas Army |nsta11atlon which issued
the ration control authorization.

Individual should provrde the full name, Social Security Number,
address, details concerning the explusion or embarment action, and
signature.

Record access procedures: :

Individuals seeking access to records about themselves contained in
this record system should -address written inquiries to -the Provost
Marshal at the .overseas Army installation which issued the ration
control authorization.

Individual should provide the full name, Social Security Number,
address, details concerning the explusion or embarment action, and
signature. ’

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army. Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categones . .

From individual’s application for ration control privileges; record-
ed sales at retail outlets and orders made through exchange catalog
sales at U.S. military facilities in overseas locations.

Exemptions claimed for the system: K

None. o

} AO0065TAPC

System name:
Postal and Mail Servrce System.
System location:

Postal facilities at Army headquarters offices, commands, and in-
stallations.

Categories of individuals covered by ‘the system:

_Persons designated as postal clerks; military. personnel assngned/
attached to Army installations who require mail handhng service.

Categories of records in the system:

DD Form 285 designating Army postal clerks/NCO’s/supervrsors/
orderlies; locator cards (DA Form 3955) comprising a directory of
mdlvrduals assigned, enroute, and/or departing given installation;

published at the beginning of the

“tor cards (DA Form 3955) are retained for 12 months after member’s

showing individual’s full name, grade, current mailing address, date '
of assignment/detachment, and SSN (latter is voluntary).

Authority for maintenance of -the system:

10 U.S.C. 3013 and Executive Order 9397.

Purpose(s):

To designate persons authonzed to perform Army postal functions;
to maintain current addresses of persons arrlvmg/departmg units for
the purpose of handling personal mail. :

Routine ‘uses of records maintained in the system, mcludlng catego- )
ries of users and the purposes of such uses: -

Information may be disclosed to the'U.S. Postal Service.

The “Blanket Routine Uses” set forth at the beginning of the
Army’s comprlatlon of record system notices also apply to this
system.

Policies and practlces for storing, retrieving, accessing, retalmng, and
disposing of records in the system:

Storage:

Cards, paper records, microfiche, word processing disc.

Retrievability:

By individual’s surname and/or Socla] ‘Security Number.

Safeguards:

Records are located in secured bulldmgs, accessible only to desrg-
nated persons having an official need for the information. Where
word processing equipment is used, information is, protected by a
password . system; when not in use, word processing equlpment is
locked.

Retention and disposal:

Documents designating postal personnel are destroyed two years
from the termination/revocation date of designation. Directory loca--

e

departure, from unit.
System manager(s) and address.

Commander, U.S. Total Army Personnel Command 200 Stovall
Street, Alexandria, VA 22332-0400. .

Notification procedures:

Individuals seeking to determine lf lnformatlon about themselves is
contained: in this record system should address written inquiries to
the Postal Director at the unit where assigned or employed.

Individual should provide the full name, Social Security Number,
rank/grade, and any other information that will assist in locating the
records. .

Record access procedures: : )

Individuals seeking access to records about themselves contained in o
this record system should address written inquiries to the Postal
Director at the unit where assigned or employed.

Individual should provide the full name, Social Security. Number,
rank/grade, and any other information that will assist in locating .the
records.

Personal visits may be made individual must furnish proof of
identity.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part- 505; or may be obtained from the system
manager. )

Record source categories:

From the individual, unit commanders and Army postal ofﬁcers

Exemptions claimed for the system: :

None.

A0070AMC '
System name:
Resumes for Non-Government Technical Personnel
System location:

US Army Research Office, PO Box 12211,
Park, NC 27709.

Categories of individuals covered by the system:

Resumes of candidates to provide scientific services to Federal .
agencies in the fields of mathematics and the physical, engineering,
life and geosciences. .

Categories of records_in the system:

Research Triangle
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Individual's name, personal hlstory resume, aﬂ"hatlons, area of
expertise, SSN, record of remuneration for services provided, and
performance evaluations.

Authority for maintenance of the system:

S U.S.C. 301.

Purpose(s):

To provide a source of. personal mformauon/quahﬁcauons on

qualified scientific and technical personnel able to solve scientific and
technical problems of interest to the US Government.

_Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

~ See ‘blanket Routine Uses* at 48 FR 25503, June 6, 1983.

Policies and practlces for storing, retrlevmg, accessmg, retaining, and
disposing of records in the system:

Storage:
Paper records in metal containers; magnetic disc, tape.
Retrievability:

By candidate’s surname; automated records are retrieved by Key
Word.

Safeguards:

Records are maintained in areas accessible only to authorized,
properly trained personnel who have official need therefor.
Retention and disposal:

Retained for life of the contract destroyed by shreddlng when no
longer needed.

System manager(s) and address:

Director, US Army Research Office, PO Box 12211,
Triangle Park, NC 27709.

Notification procedure:

Information may be obtained from the Contracung ‘Officer, US
Army Research Office, PO Box 12211, Research Triangle Park, NC
27709.

Record access procedures:

Written requests may be sent to the Systern manager; requester
must provide his/her full name, current address and telephone
number, position title, and current employer.

Contesting record procedures:

The Army'’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual candidate.
-Exemptions claimed for the system:
None.

Research

A0070-16DASG *
System name:
Immunity Booster Flles
System location:

U.S. Army Medical Research Institute of Infectious Diseases, Fort
Detrick, Frederick, MD 21701-5011.

Categories of individuals covered by the system:

Military and civilian employees of Fort Detrick engaged in re-
search who have been immunized with a biclogical product or who
fall under the Occupational Health- and Safety Act or Radlologlc
Safety Program.

Categories of records in the system:

File contains name of biological agents, individual’s name, Social
Security Numbers, age, race, date of birth, occupation, titers, immu-
nization schedules, known allergies, amount of dosage, reaction to
immunization, radiologic agents, exposure level, health screening test
results, health test schedule, similar relevant documents.

Authority for maintenance of the system:

5 U.S.C. 301

Purpose(s):

To create a large data base of immunological data for research
purposes, and to manage the scheduling of all health screening tests,
immunizations, physicals, and other special procedures required by
the U.S. Army Medical Research Institute of Infectious Diseases
biosurveillance program, radiologic safety program, and occupational
‘health and safety program.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

None.

Policies and praetlees for storing, retnevmg, accessmg, retammg, and
disposing of records in the system:

" Storage:

Random access disc files and backup on magnetlc tape.

Retrlevnblllty

For research purposes, the data are usually retrieved and analyzed
with respect to relative times, vaccine lots, titers, demographic
values, etc. Data are seldom retrieved by name, by test to be taken,
and by month of scheduled examinations.

Safeguards:

Records are maintained in controlled areas; access is restricted to
authorized persons having need therefor in the performance of offi-
cial duties.

Retention and disposal:

Records are permanent.

System manager(s) and address: .

Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: SGRD UlAs, 5109 Leesburg Pike, Falls Church, VA
22041-3258.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Medical Research Institute of Infectious
Diseases, Fort Detrick, Frederick, MD 21701-5011.

For verification purposes, the individual should be specnfc con-

" cerning type of information sought.

Record access procedures: :

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, US. Army Medical Research Institute of Infectious Diseases,
Fort Detricks, Frederick, MD 21701-5011.

For verification purposes, the individual should be specific con-
cerning type of information sought.

Contesting record procedures:

The Army’s rules for accessing records, contestmg contents, .and

~appealing initial determinations are contained in Army. Regulation

340-21;
manager.

Record source categories:

From medical persons, their interview w1th individual concerned,
laboratory results, 1mmun|zat|on results, and other relevant test re-
sults.

Exemptions claimed for the system:

None.

32 CFR part 505; or may be obtamed from the system

A0070-25DASG

System name:

Medical Research Volunteer Reglstry

System location:

Primary locations are U.S. Army Medical Research and Develop-
ment Command, Fort Detrick, Frederick, MD 21701-5012;

U.S. Army Chemical Research, Development, and Engineering
Center, Aberdeen Proving Ground, MD 21010-5423;

Secondary locations are Letterman Army Institute of Research,
Presidjo of San Francisco, CA 94129-6800;

Walter Reed Army Institute of Research, Washington, DC 20307~
51004;

us. Army Aeromedical Research Laboratory, Fort Rucker, AL

"~ 36362-5000;

U.S. Army Instltute of Dental Research, Washington, DC 20307~
5300;

Us. Army Institute of Dental Research, Fort Sam Houston, TX
78234-6200;

U.S. Army Medical Bioengineering Research and Development
Laboratory, Fort Detrick, Frederick, MD 21701-5010;

U.S. Army Medical Research Institute of Chemical Defense, Aber-
deen Proving Ground, MD 21010-5425;

U.S. Army Medical Research Institute of Infectious Diseases, Fort
Detrick, Frederick, MD 21701-5011;

U.S. Army Research Institute of Envnronmental Medicine, Natick,
MA 01760-5007.

Categories of individuals covered by the system:

Records of military members, civilian employees, and non-Depart-
ment of Defense civilian volunteers participating in current and
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future research sponsored by the U S Army Medlcal Research and
Development Command and the U.S. Army Chemrcal Research
Developments, and Engineering Center.

Categories of records in the system:

Name, Social Security Number, and other information necessary 1o
locate the individual. Individual consent agreements, test protocols,
challenge materials, inspection/after-action reports, standard operat-
ing procedures, medical support plans, and summaries of pre-test and
post-test physical examination parameters measured before and after
testing.

Authonty for maintenance of the system
5 U.S.C. 301; 10 U.S.C. 1071-1090; 44 U S.C. 3101; and Executlve

P

Order 9397.
Purpose(s):

b

To assure that the U.S. Army Medical Research and Development

Command and the U.S. Army Chemical Research, Development, and

* Engineering Center can contact individuals who participated in re-

search conducted/sponsored by the Command and Center in order to
provrde them with newly acqurred mformatron which may have ‘an
impact on their health.

‘To answer inquiries concerning ‘an individual’s partrcrpatron in
research sponsored/conducted by USAMRDC and CRDEC.

To facilitate retrospective medical and/or scientific evaluatrons

Routine uses of records maintained in the system, including catego-
ries of users and the purpose of such uses:

Information may be disclosed to Headquartérs, Department of the
Army to contact volunteer human subjects: later should it be in their
best interests; to document and assist in determining the need for
medical treatment at any future time for a condition proximately
resulting from participation in a test; to adjudicate claims and deter-
mine benefits; to report medical condltrons required by law to other
federal, state, and local agencies; for retrospective medical/scientific

_ evaluation;.and for future scientific and. legal significance.

Department of Veteran Affairs to assist in making determlnatlons
relative to claims for serwce-connected disabilities; and other 'such
benefits.

The “Blanket Routine Uses” set forth at the beginning of’ the
Army’s compilation of record systems notices also apply to this
system.

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system:

Storage:

- Paper records in file folders; computer magnetlc tapes, disks, and
printouts.

Retrlevability:
By name and Social Security Number. | : "
Safeguards: t

U.S. Army Medical Research and Development Command: Com-
puterized records are accessed by the custodian of the records
system, and by persons responsible for servicing the records system
in the performance of their duties. Computer equipment and files are
located in separate and secured area.

US. Army Chemical Research, Developments, and Engineering
Center: Paper records and data’ disks are kept’in lockéd compart-
ments with access limited to authorized personnel. Access ' to comput-
erized data is by use of a valid site identification assigned to an.
individual terminal and by a valid user identification and password
code assigned to an authorized user, changed periodically to'avoid
compromise. Data entry is on-line using a dial-up terminal. Computer’
files are controlled by keys known only to" personnel assigned' to
work on the data base. Data base output is available only to designat-
ed computer operators. Computer facility has double barrier physical
protection. The remote is in a room which is locked when vacated
and the building is secured when unoccupied.

Retention and disposal:
Records are destroyed after 65 years.
System manager(s) and ‘address:

Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: SGRD-HR, 5109 Leesburg Pike, Falls Church, VA
22041-3258.

Notification procedure -
Individuals seeking to determine. 1f information about themselves is
contained in this record system should address written ‘inquiries to
the Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: SGRD-HR, 5109 Leesburg Pike, Falls Church, VA
22041-3258 or to ‘Commander, U.S. Army Chemrcal Research De-

N

velopment and Engineering Center, ATTN: SMCCR-HV, Aberdeen
Proving Ground, MD 21010-5423. -

For verification purposes; the individual should provrde ‘the full
name, Social Security Number, military status or other information
verifiable from the record itself.”

For personal visits, the individual should be able to provide ac-
ceptable identification such as valid driver's license, employer; or
other individually identifying number, and building pass..

Record access procedures

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Office of
the Surgeon General, Headquarters, Department of the Army;,
ATTN: SGRD-HR, 5109 Leesburg Pike. Falls Church, VA 2204]-
3258 or to Commander, U.S. Army Chemical Research, Develop-
ment and Engineering Center, ATTN: SMCCR-HV, Aberdeen Prov-,
ing Ground, MD 21010-5423.

For verification purposes, the individual. should provide the full
name, Social Security Number, current address, and telephone
number of the requester.

For personal visits; the individual should be able.to provrde ac--
ceptable identification such as valid driver's license, employer, -or
other individually identifying number, and bulldtng pass.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and,
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager

Record source categories:

From the individual, medical authorltres, test director reports, doc-
uments prepared by staff supporting the test/research, and records/
documents from records custodians. s .

Exemptions clalmed for the system
None. :

A0070-45DASG
System name: )
Sandﬂy Fever Flles
System location:

U.S. Army Medical Research Institute of lnfecttous Dlseases, Ft.
Detrick, Frederick, MD 21701-5011.

Categories of individuals covered by the system:

All human volunteers who participated in the Sandfly fever studies’
at U.S. Army Medical Research Institute of Infectious Diseases.

Categories of records in the system:

Records contain data on name, body: temperature, pulse, blood
pressure, respirations, urinalysis results, blood serology results.

Authority for maintenance of the system:

5 U.S.C. 301 :

Purpose(s):

Information is being stored for possible future study. Data were
collected and analyzed during a previous. Sandfly fever study.

Routine uses of records maintairied in the system, including catego-
ries of users and the purposes of such uses:

None. .

Pollcles and practlces for stormg, retnevmg, accessing, retammg, and
disposing of records in the system:.

Storage:

Random access disk files and backup on magnetic tape

Retrievability:

By individual’s name, analyzed by parameter, pre- or post lnfectton
day, and. experimental versus controls.

ur

Safeguards: .

Files are maintained in a secured building locked during:non- duty
hours. Access is restricted to authorized personnel only.

Retention and disposal: .

Records will be malntarned until they have no further research
value. S

- System manager(s) and address: '

Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: SGRD-DIA, 5109 Léesburg Pike, Falls Church, VA!
22041-3268. . .

Notification procedure:

f
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Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Medical Research Institute of Infectious
Diseases, Fort Detrick, Frederick, MD 21701-5011.

For verification purposes, the individual should pl'OVlde details
which will assist in locating the record.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, US. Army Medical Research Institute of Infectious Diseases,
Fort Detrick, Frederick, MD 21701-5011.

For verification purposes, the individual should provide details
which will assist in locating the record.

Record source categories:

From quantitative data obtained from mvestlgatlve staff and clini-

* cal laboratory reports.

Exemptions claimed for the system:
None. -

A0095-1TRACDOC
System name:
“Individual Flight Records Folder.
System location:

Decentralized to Flight Operations Section of Army/Army Re-
serve/National Guard units for all personnel on whom flight records
are maintained. Copies of individual flight records (DA Form 759)
for active Army and Reserve Component personnel who are instruc-
tor pilots, standardization instructor pilots, or. instrument flight exam-
iners are maintained at the U.S. Total Army Personnel Command,
ATTN: HQDA (TAPC-OPE-V), 200 Stovall Street, Alexandria,
VA 22332-0400 for active Army officers; U.S. Total Army Personnel
Command, ATTN: HQDA (TAPC-OPW-AYV), 200 Stovall Street,
Alexandria, VA 22332-0400 for active Army warrant officers; and
U.S. Total Army Personnel Command, ATTN: PERSCOM (TAPC-

OPH-MS) for active Army Medical Service Corps (MSC) officers.

Records of Army reservists not on extended active duty are main-
tained at the U.S. Army Reserve Personnel Center, St. Louis, MO;
those of National Guardsmen are maintained at the National Guard
Bureau, Aberdeen Proving Ground, MD.

Categories of individuals covered by the system:

Army aviators who are members of the Active and Reserve Com-
ponents and qualified and current in the aircraft to be flown; civilian
employees of Government agencies and Government contractors
who have appropriate certifications or ratings, flight surgeons or
aeromedical physicians’ assistants in aviation service, enlisted crew
chief/crew members, aerial observers, personnel in nen-operational
aviation posmons and those restricted or prohibited by statute from
taking part in aerial flights.

Categories of records in the system:

DA Forms 759 and 759-1 Individual Flight and Flight Certificate
Army (Sections I, 1I, and 111); DA Form 4186 (Medical Recommen-
dations for Flymg Duty), results of annual aviation written examina-
tions, waivers, disqualifications, DA Form 4187 requesting re-qualifi-
cation, re-qualification orders, aeronautical orders awarding ratings.

Authority for maintenance of the system:

5 U.S.C. 301; 10 U.S.C. 3013; and Executive Order 9397

Purpose(s): :

To record the flying experience and qualifications data of each
aviator, crew member, and flight surgeon in aviation service.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Federal Aviation Agency
and/or the National Transportauon Safety Board.

The “Blanket Routine Uses" set forth at the beginning of the
‘Army’s compilation of record system notices apply to this record
system.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By individual’s surname and/or Social Security Number

Safeguards:

Records are maintained in controlled areas accessible only to des-
ignated persons having official need for the record.

Retention and disposal:

+

321-135 0—92——3

So long as an aviator remains operational, records are maintained
by installation operations officer; when individual is no longer in
operational flying status, individual Flight Records Folder is collo-
cated with his/her Military Personnel Records Jacket.

System manager(s) and address:

Commander, U.S. Army Training and Doctrine Command, Fort
Monroe, VA 23651-5000.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Flight Operations Section of their current unit; if not on active
duty, inquiry to addresses listed in “System location™. )

Individual should furnish the full name and Social Security
Number. . .

Record access procedures: '

Individuals seeking access to records about themselves contained in

* this record system may visit or address written inquiries to the Flight

Operations Section of their current unit; if not on active duty, send

inquiry to addresses listed in *“System location™. ) ]
Individual should furnish the full name and Social Security

Number. ‘
Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the individual, Federal Aviation Administration, flight sur-
geon, evaluation reports, proficiency and readiness tests, and other
relevant records and reports.

Exemptions claimed for the system:
None.

» 'A0095-3TTRADOC-ATC

System name: )

Air Traffic Controller Records.

System location: :

Primary system is at U.S. Army Aviation Center, Fort Rucker,
AL 36362-5000. :

Segments are located at Army Air Traffic Control facilities at
fixed Army airfields and other aviation units requiring Air Traffic
Control personnel. Official mailing addresses are published as an
appendix to the Army’s compilation of record systems notices. .

Categories of individuals covered by the system:

Air Traffic Controllers employed by the Department of the Army:

Categories of records in the system:

Name, Social Security Number, Air Traffic Controller qualifica-
tions, training and proficiency date; ratings and date assigned to

. current facility; and similar relevant documents.

Authority for maintenance of the system:

Federal Aviation Act of 1958, 49 U.S.C. 313, 601, 1354, and 1421.
Purpose(s): )

To determine proficiency of Air Traffic Controllers and reliability

of the Air Traffic Control system operatlons within the Dcpartment
of the Army.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

. Information may be disclosed to the Federal Aviation Administra-
tion, the National Transportation Safety Board, and similar authori-
ties in connection with aircraft accidents, incidents, or traffic viola-
tions.

The “Blanket Routine Uses” published at the beginning of the
Army’s compilation of system of record notices also apply to this
record system.

Policies and practices for storing; retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders; cards magnetic tapes/discs.
Retrievability:

By individual's surname.

Safeguards:

Records are maintained in secure areas avallable only to designated
persons having official need for the record.

Retention and disposal:
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-Records are retained so long as individual is employed-or on active
duty. Copy: of controller’s qualifications, training, and srmllarly rele-
-vant data are maintained indefinitely at pnmary Jocation.

System manager(s) and address:’

Commander, U.S. Army Tramlng and Doctrme Command, Fort
Monroe, VA 23651-5000.: ~« . Lo

Notification procedure: - i

Individuals seeking to determine if information about themselves is
contained in this record system:should address ‘written inquiries: to
the Air Traffic Control: facility where assigned -or to Commander
U.S. Army Aviation Center, Fort Rucker, AL 36362-5000. .

Individual should :provide the full name, details which w1]] facrll-
tate locating the records, current address and signature?

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Air Traffic

v

Control facility where assigned or to Commander, U S. Army Avia:

tion Center, Fort Rucker, AL.36362-5000.
Individual should prov1de the full .name, detalls whlch wrll faclll-

tate locating the records, current.address and signature. ' ‘
Contesting record procedures: S
The Army’s rules for accessing records, contesting contents, and

appealing initial determinations are'.contained in;Army Regulation

340-21; .32 CFR part 505; or may bel obtamed from the system

manager.. - i oA
Record source categories:

From the individual, individual’s supervisof, Army or Féderal
Aviation Administration physicians;: Air, Traffic Control Facrllty Per-
sonnel Status Reports (DA Form 3479:6-R). :

Exemptions claimed for the system " : . IS
None. . T e

A014DAJA

.o

* System name: .

JAGC Reserve Components’ Ofﬁcer Personnel Records

System location: £

JAGS-ZA, 600 Massey Street, Charlottesville, VA 22903 1781.

Categories of individuals covered by the system:

All Judge Advocate General Corps (JAGC) US Army Reserve
and- National Guard ofﬁcers, not serving on extended active duty;
and officers seeking appointment, branch transfer, or: Federal Recog+
nition to the JAGC without. concurrént call to actlve ‘duty.

Categorles of records in the system:

training, constructive credlt mobilization desrgnee posmon, educa-
tional courses completed, home and business addresses and telephone

numpers, grade, promotion eligibility date, primary military occupa--

tlonal Spec1alty, date of birth, sex, basic date of mandatory removal,
unit assignment and address, employer, job title, specialty and
awards, correspondence between the .Army and.the mdrvrdua]

Authonty for maintenance of the, system. o,

10 U.S.C. 275(a);. E.O. 9397.

Purpose(s)

" To schedule-Judge Advocate General Corps reserve ofﬁcer train-,
ing; select officers for reserve unit command positions; identify -indi-
vidual reservists in need of -training; determine mandatory retirement
dates; provide full background information on ‘individuals applymg
for mobnllzanon designee posmons, constructive credit for training
courses and/or active duty for training, to document ‘background of
applicants for appointment in the Judge Advocate General Corps or
branch transfer consistent with- prerequisites requiréd for type of
appointment/ branch transfer and to establish eligibility for appoint-
ment/branch transfer. Records are also used for management and
statistical studies and-reports.

Routine uses of records maintained in the system, mcludmg catego-‘
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* sét forth at the beginning of the Army s
listing of record system notices.

Policies and practlces for storing, rétrieving, accessmg, retammg, and
disposing of records in the system:

Storage:
Paper records in file folders; magnetlc tape/dlsc :

' Retrievability:- o K R . [
By individual’ s surname, - SSN ’ K
Safeguards: E N

All records are maintained in secured areas, accessnb]e only to
destgnated ‘officials. Automated records require password for access

* Retention and drsposal ) -

. Records are retamed until individual officer retires from the. Re-
serves, held 2 additional years, and then destroyed e

System manager(s) and address: e

The Judge Advocate General, Headquarters, Department of the
Army, ‘The Pentagon, Washmgton DC 20310.:. : C e

‘Notification procedure: . Tohel ‘

. Individuals wishing to know whether or not information on them
exists-in*'this system should ‘inquire of thé Director, Reserve Affairs
Department at The Judge Advocate School, Charlottesville; VA
22901. Individual must provide his/her name, SSN, sufficient details
to permit locating pertinent records, and signature:.

Record access procedures: J

Individuals desiring access to records about themselves should
submit a written request as indicated in ‘Notification procedure®,
providing information specified therein.

Contesting record procedures:

The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21. (32 CFR part 505)

Record source categories:
, From the |nd1v1dual ofﬁcnal personnel documents.
Exemptlons claimed for the system: ~
None ' . e
‘.. A0I45-1TRADOC
System name~

Army ’ Reserve Officers’ Tra|n|ng Corps Gold QUEST Referral
System.

System locatron i

Primary system‘ex1sts at MCRB Sérvicé Bureau,,l1633 Vlctory
Boulevard, NorthHollywood, California 91609. Segments exist at
MCRB Service Bureau 7447 Candlewood Road Hanover, Maryland
21076; WATS Telemarketing Center, Omaha, Nebraska Wunderman
Worldwrde, 575 Madison Avenue, New York, New York 10022;

.Headquarters, U.S. Army ROTC Cadet Command, Fort Monroe,

VA 23651-5000; Army ROTC Region Headquarters (4); ROTC
Cadet.Battalions (315) and ROTC Goldminer Teams (18) e

Categorles of mdmduals covered by the system: ) . 4

Potentlal enrollees m the Semor ROTC program.,

Categones of records in the system e

' Records of current and former prospect referrals showmg Name,
address telephone number, Social Security Number (optional), sex,
citizenship, prior military service;. name-of high school, high school
graduation, date, grade point average, SAT/ACT test score, college
expected. to attend admtssrons status to college, academlc ma_|or. and
date of birth. .

Authority for mamtenance of the system.

10US.C, Chapter 103, sectlons ZlOl 21]] - :

Purpose(s): i o

To provide a central database of potentlal prospectSe for enrollment

-in the Senior ROTC program; assist prospects by providing informa-

tion concerning. educational institutions having ROTC .programs;
scholarship information and applications; information regarding other
Army enlistment, Reserve or National Guard Programs; to render
fecruitment management information reports; to refer qualified pros-
pects, a Professor of Military Sc1ence at or nearest to their co]lege of
choice.’

Routine uses of records’ malntamed in the system, mcludmg catego-
nes of users and the purposes of such uses:

The Army’s “Blanket Routine Uses” set forth at the begmnmg of
the Army’s compllatlon of record system notlces apply to this record
system.

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system:

Storage:

Paper records and cards in file cabmets on magnetlc tape, “disks,
and computer printouits.

Retrievability:

- By* prospects’ surname or pecuhar ldentlf canon number assngned
by the system.

Safeguards:

A
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Records are maintained in secured areas within protected build-
ings, and accessible by only designated, authorized individuals having
official need.

Retention and disposal

Records are retained for 3 years and then destroyed

System manager(s) and address:

Commander, Headquarters, U.S. Army Training and Doctrine
Command, Fort Monroe, VA 23651-5000.

Notification procedure:

Individuals seeking to determine if information about themselves i is
contained in this record system should address written inquiries to
the Commander, Headquarters, .U.S. Army ROTC Cadet Command,
ATTN: Marketing Directorate, Fort Monroe, VA 23651-5000.

Individuals should provide their full name, current address, tele~
phone number and signature.

Record access procedures;

Individuals seeking access to mformatuon about themselves con-
tained in this record system should address written inquiries to the
Commander, Headquarters, U.S. Army ROTC .Cadet Command
ATTN: Marketing Directorate, Fort Monroe, VA 23651-5000.

Contesting record procedures:

The Army’s rules for accessing records, contestlng contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the Commander,
Headquar(ers, uU.s. Army ROTC Cadet Command, ATTN Marke(-
ing Directorate, Fort Monroe, VA 23651-5000.

Record source categories:

. Source categories for prospects include the Army ROTC toll-free
telephone number, magazines, newspapers, poster advertising cou-

- pons, mail-back reply cards, letters, walk-ins, referrals from parents,

relatIVes, counselors, teachers, coaches, fnends, associates, college
reglstrars, dormitory directors, national testmg organizations, honor
societies, boys’ clubs, boy scout organizations, Future Farmers of
Anmerica, minority and civil rights organizations, fraternity and
church organizations; neighborhood youth centers, YMCA, YWCA,

social clubs, athletic clubs, boys state/girls state/scholarship organi-
~ zations, U.S. Army Recruiting Command, Military Academy Liaison

officers, West Point non-select listing, previous employers, trade or-
gamzauons, military service, and other orgamzatlons and commands
comprising the Department of Defense. .

Exemphons claimed for the system

None.

AQl45—1aTRADOC—ROTC
System name:
ROTC Appllcant/Member Records.
System location:

Headquarters, U.S. Army  Reserve Officers Training Corps
(ROTC) Cadet Command, Fort Monroe, VA 23651-5000. Segments
of the system exist at the U.S. Total Army Personnel Command, 200
Stovall Street, Alexandria, VA 22332-0400 and in offices of the
Professor of Military Science at civilian educational msmunons in
ROTC regional offices.

Categories of individuals covered by the system:

Persons who apply and are accepted mto the Army ROTC pro-
gram.

Categories of records in the system:

Application for appointment, which includes such personal data as
name, Social Security Number, date and place of birth, citizenship,
home address and telephone number, marital status; dependents; tran-
scripts and certificates of education, training, and qualifications; med-
ical examinations; financial assistance documents; awards; ROTC
contract; photograph; correspondence between the member and the
Army or other Federal agencies; letter of appointment in Active
Army on completion of ROTC status; security clearance documents;
official documents such as Cadet Command Form 139, DA Form
597, DA Form 61, DA Form 873, SF 88 and SF 93, DD Forms 4/1-
4/2, and DOJ Form I-151 if applicable.’

Authority for maintenance of the system:

10 U.S.C. 2101-2111 and Executive Order 9397.

. Purpose(s):

These records are used in the selection, training, and commission-
ing of eligible ROTC cadets in the Active Army and Reserve Forces
and for personnel management, strength accounting, and manpower
management purposes.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information may be disclosed to the Federal Aviation Administra-
tion to obtain flight certification and/or licensing; to the Veterans
Administration for member Group Life Insurance and/or other bene-

. fits.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage: ' :

Paper records in folders; punched cards; microfilm/fiche; magnetic
tape, drum, or disc. .

Retrievability:

By name or Social Security Number.

Safeguards:

All records are maintained in areas accessible only to authonzed
personnel who have official need in the performance of their assigned
duties. Automated records are further protected by assignment of
users identification and password edits to protect the system from
unauthorized access and to restrict each user to specific files and data
elements. User identification and passwords are changed at random
times; control data are maintained by the system manager in a sealed
envelope in an authorized safe.

Retention and disposal: ) ’
Cadet Command Form 139 is retained in the ROTC. unit for §

years after cadet leaves the institution or is disenrolled from the
ROTC program. Following successful completion of ROTC and

" academic ‘programs and appointment as a commissioned officer with

initial assignment to active duty for training, copy of pages | and 2
are reproduced and sent to the commandant of individual’s basic
branch course school. Records of rejected ROTC applicants are
destroyed. Other records mentioned 'in preceding paragraphs are
destroyed if not required to become part of individual’s Military
Personnel Records Jacket.

System manager(s) and address:

Commander, U.S. Army Training and Doctrine Command Fort
Monroe, VA 23651-5000.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Reserve Officers Training Corps
(ROTC), Fort Monroe, VA 23651-5000 or the Commander, U.S.
Total Army Personnel Command, 200 Stovall Street, Alexandria,
VA 22332-0400. )

Individual should provide the full name, current address and tele-
phone number and definitive description of the information sought.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, U.S. Army Reserve Officers Training Corps (ROTC), Fort
Monroe, VA 23651-5000 or the Commander, U.S. Total Army Per-
sonnel Command, 200 Stovall Street, Alexandria, VA 22332-0400.

Individual should provide the full name, current address and tele-
phone number and definitive. description of the information sought

- Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. . . :

Record source categories:

From the individual, civilian educatlonal institutions, official Army
records addressing entitlement status, medical examination and treat-
ment, security determination, and attendance and training information

" while an ROTC cadet.

Exemptions claimed for the system:
None.

A0145-1bTRADOC-ROTC -
System name: '
ROTC Financial Assistance (Scho]arshlp) Appllcatlon File.
System location:

Primary location is at U.S. Army. Reserve Officers Training Corps
(ROTC) Cadet Command, Fort Monroe, VA 23651-5000.

Segments exist at U.S. Army Reserve Officers’ Training  Corps
(ROTC) Regions, ROTC elements of civilian educational institutions.

Categories of individuals covered by the system:
Students and service members who desire ‘to participate in the

Army ROTC Financial Assistance (Scholarship Program). -
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.- Categories of records in the system' '

Individual’s application for membershlp, academlc transcripts, col-
lege board scores and test results, references, photograph, interview
board results, acceptance/dechnatlon, selection board action includ-
ing applicant’s scores in areas evaluated, notice of applicant’s medical
status including reports of medical examination; evaluation of appli-
cant by Professor of Military Science commanding officer, letters of
recommendation, inquiries regarding applicant’s selectlon/non selec-

tion, reports 'of ROTC Advanced, Ranger, or Basic Camp’ perform-
ance of applicant, information of applicant’s choice of institution.”

Authority for maintenance of the system:

10 U.S.C. 2101-2111 and Executive Order 9397

Purpose(s):

To administer the financial assistance’ program; to select recipient
for 2, 3, and 4-year scholarships; to monitor selectee’s academic and

ROTC performance to develop polrcnes and procedures, complle
statistics and render reports.

Routine uses of records maintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

"The “Blanket Routine Uses” set forth at the beglnmng of the
Army’s compilation of record system notices. f
Disclosure to consumer reporting agencies:
Disclosure pursuant to 5 U.S.C. 5523(b)(12) may be made from this
system to consumer reporting agencies. as defined in the Fair Credit

Reporting Act of 1966 (15 U.S.C. 1681a(f)) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701(a)(3)).

Policies and practices for storing, relrlevmg, accessing, retammg, and
disposing of records in. the system:

Storage. . roee : :

Paper records in file folder; selécted data automated for manage-
ment purposes on tapes, discs, cards, mlcroﬁlm/ﬁche

Retrievability: : '

By individual’s name, Socral Securl(y Number, other characterls—
tics of qualification or identity.

Safeguards:

Records maintained in areas accessible only to authorized person-
nel having official need in the performance of duties.

Retention and disposal: ’

Destroyed 1 year after individual graduates or is disenrolled..

System manager(s) and address:

Commander, U.S. Army Reserve Officers’ Trammg Corps (ROTC)
Cadet Command, Fort Monroe, VA 23651-5000.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander,

23651-5000.
Individual should provide the full name, current address and tele-
phone number and definitive description of the information sought.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com-
mand, ATTN: ATCC-PS, Fort Monre, VA 23651-5000.

lndlwdual should provide the full name, current address and -tele-
phone number and definitive, description of the information sought.

Contestmg record procedures:

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army-Regulation
340-21; 32 CFR part 505; or may be.obtained from the system
manager.

Record source categories:

From the individual, medical records, academic institutions, Army
agencies and commands.

Exemptions claimed for the system:
None : .
A0145-2TRADOC
System name:
Junior ROTC/NDCC lnstructor Files.
System location:

U.S. Army Reserve Ofﬁcers Trdmmg Corps (ROTC) Cadet Com—
mand, Ft Monroe, VA 23651-5000; schools, colleges, training centers

U.S. Army Reserve Officers’ Training Corps’
(ROTC) Cadet Command, ATTN: ATCC-PS, Fort Monroe, VA

and ROTC Regions at Ft Bragg, NC; Ft Knox KY; Ft Riley; KS
and Ft Lewis, WA.

Categories of mdmduals covered by the system:

Assigned and potentlal ms(ructors and guest speakers at above
locations.

Categories of records in the system:- :

Instructor evaluation® forms, qualification data, biolographical
sketches and similar or related documents.-

Authority for maintenance of the system:

10 U.S.C. 2031 and 4651 and Execuuve order 9397

Purpose(s) ‘ .

To provide, record of quallﬁcanons, experience, effectiveness, and
similar related information . on.potential and/or assigned instructors
and guest speakers.

Routine uses of records maintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at -the beginning of ‘the.
Army’s. compnlanon of record system notices apply to this record-
system.

Policies and pracnces for storing, retrieving, accessing, retalmng, and
disposing of records in the system'

Storage: . Cou <

Paper records in file folders and card ﬁles

Retrievability: . , .

By name, Social Securlly number/servtce number, and year.

_Safeguards: ;

..Records are stored in locked cabinets or rooms, dependmg on
location.

Retention and disposal’

Records are destroyed 2 years after instructor’s transfer or separa-
tion or after guest speaker speaks

System manger(s) and address:

Commander, U.S. Army Tralmng and Doctnne Command Ft
Monroe, VA 23651-5000. P

Nonf‘catlon procedure: - .

Individuals seeking to determine if information about themselves is
contained this record system should address written inquiries to the
Commander, U.S. Army Reserve Officers Training Corps (ROTC)
Cadet Command, Fort Monroe, VA 23651-5000 or commanders of
organizations listed in **System location”. )

Individual should provide the full name, Social Security Number/
military service number, duty position, academic department, and
dates of service at the training activity.' -

Record access procedures:

‘Individuals seeking access to records about themselves contained in
this record system should addfess written inquiries to the Command-
er, U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com-
mand, Fort Monroe, VA 23651-5000 or commanders of organlzatlons
listed in “System location™.

Individual should provrde the full name, Social Security Number/
military service number, duty position, academlc depdrtment, and
dates of service at the training activity.

Record access procedures: .

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, U.S. Army Reserve Officers Training Corps (ROTC) Cadet Com-
mand, Fort Monroe, VA 23651-5000 or commanders of orgamzatlons
listed in “System location™. .

Individual should provrde the full name, Soc1a1 Security Number/‘
military service number, duty posmon, academic department and
dates of service at the training acllvny

Contestmg record procedures: r

The Armys rules for accessing records, contesnng contents; and
appealing initial determinations. are contained in Army’ Regulanon
340-21; 32 CFR part 505; or may be obtained from the "system
manager. A

Record source categories.

Staff and faculty of appropriate school, college, training center, or
ROTC Region responsible for conduct of instruction. .

Exemptions clalmed for the system:

"“None.

L . A0165—laDACH
System name:
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Baptism, Marriage, and Funeral Files.
System location:

Records from 1917 - 1952 are in the National Archives and Record-

Administration. Records from 1953 - 1977 are in the Washington
National Records Center, Washington, DC 20409, as well as the
office, Chief of Chaplams Department of the Army, Washington,
DC 20310.

Categories of individuals covered by the system:
Any service member, his/her dependent, authorized civilian per-

sonnel, or retired service member for whom an Army chaplain has
performed a baptism, marriage, or funeral.

Categories of records in the system:

Names of individuals who apply for marriage, those on whom
funeral services are conducted, or baptisms are performed.

Authority for maintenance of the system:

10 USC 3547.

Purpose(s):

To render service to military fnembers, their dependents and au-
thorized civilians.’

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing "of record system notices.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Microfilm at office of the Chief of Chaplains; paper records at the
Washington National Records Center for period 1917-1952.

Retrievability: -

Marriage records are filed by groom’s surname; funeral records by

surname of deceased person; baptismal records by the individual’s
surname.

Safeguards: A

Records are retained in buildings which employ security guards.
Retention and disposal:

Records from 1953 to 1977 are retained for 50 years; this system

was_discontinued October 1, 1977 after which no information was
collected or is retained. '

System manager(s) and address:

The Chief of Chaplains, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310-2700.

Notification procedure:
Information may be obtained from the Office, Chief of Chaplains,

Headquarters, Department of the Army, Attn: DACH-IMW, Wash-
ington, DC 20310-2700.

Record access procedures:

Individuals may write to the System Manager, providing the fol-
lowing information:

(1) For baptismal records: Full name of person baptized, approxi-
mate date, names of parents, name of chaplain, and place of baptism.

(2) For marriage records: Full name of groom and maiden name of
bride, approximate date, installation at which married, and name of
chaplain.

(3) For funeral records: Name of deceased person, year of death
and name of next-of-kin.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual.

Exemptions claimed for the system:
None.

A0165-1bDACH
System name:
Chaplain Privileged Counseling/Interview Communication Cases.
System location:

Army installations; official addresses are contained in the directory
at the end of the Army inventory of record system notices.

Categories of individuals covered by the system:

Army members, their dependents and other individuals who have
received pastoral counseling from Army chaplains.

Categories of records in the system:

Memoranda and/or documents resulting from counseling or inter-
view sessions between a chaplain and an individual.

Authority for maintenance of the system:
5 U.S.C. 301.
Purpose(s):

To document privileged counseling/interview sessions between
Army chaplains and individuals.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:
None authorized; See Army Regulation 165-20.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in locked file cabinets.
Retrievability:

By individual’s surname.

Safeguards:

Information is stored in locked cabinets or desks, and is accessible
only to the chaplain maintaining the record.

Retention and disposal:

Retained for 2 years after the individual case is closed; then de-
stroyed by shredding.

System manager(s) and address

The Chief of Chaplains, Headquarters, Department of the Army,
Washington, DC 20310-2700.

Notification procedure:

Individuals desiring to know whether or not information on them
exists in this system of records should inquire of either the System
Manager or the Chaplain at the Army installation where counseling
or interview occurred.

Record access procedures:

Individuals may write to the System Manager or the Chaplain at
the Army installation where record is believed to exist; individuals
must provide their full name, present address and telephone number,
and signature.

Contesting record procedures:

The Army’s rules for access to records -and for contesting contents
and appealing initial determination are contained in Army Regulation
340-21 (32 CFR part 505).

Record source categories:

From the individual.

Exemptions claimed for the system
None.

A0165-1cDACH

System name: :
Religious Census, Education, and Registration Files.
System location:

Army installations; official addresses are contained in the directory
at the end of the Army inventory of record system notices.

Categories of individuals covered by the system:

Military, dependent, and civilian pérsonnel who voluntarily partici-
pate in religious services and/or activities.

Categories of records in the system:

Individual’s name, age, denominational preference, religious educa-
tion desired/attained, and similar information.

Authority for maintenance of the system: 5 USC 301.

Purpose(s):

To provide data on religious educallon/trammg or needs of faith
groups, denominations, or religious sects; to determine and administer
educational or training needs in socia], spiritual, and humanitarian
relationships for the military community served; to record attend-
ance, training accomplished, participation, and spiritual growth.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routiné Uses* set forth at the begmnmg of the Army’s
listing of record system notices.

Policies and practices for storing, retrieving, accessing, retaining, and -
disposing of records in the system:

Storage:
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Maintained in file folders and/or card files. -
Retrlevablllty' ‘ i
By individual’s surname

Safeguards:

Information is accessed only by individuals determined to have
need therefor in the performance of official busmess

Retention and disposal:

Information is retained until mdrvrdual is no longer actlve in ofﬁ-
cial chaplain-sponsored services and actrvrtles

System manager(s) and address:

The Chief of Chaplains, Headquarters, Départment of the Army,
Washington, DC 20310-2700.

Notification procedure:

Individuals may inquire of the Chaplain at the Army mstallatlon
where he/she participated in religious educatlon/tralnmg

Record access procedures: Ce
See ‘Notification procedure*.
Contesting record procedures
The Army’s rules for access to records and for contesting contents

and appealing initial determination are contained in Army Regulatlon’

340-21 (32 CFR part 505).

‘Record source categories: - Ca oo ¥ )

From the individual.
Exemptions clalmed for the system:
None. :

A0190-5DAMO
System .name; _ . )
-Vehicle Registration System (VRS) . SRR
- System location: .

Decentralized to Army installation which created the vehicle regis-
tration/driver record. A cross-reference index in eithér manual or
automated media may exist at intermediate. and higher command
levels. In addition, .information is stored.on computer: media at five

contractor-operated Regional Data Centers located near Washington, .

DC; Fort McPherson, GA; Fort Knox KY; Fort Hood, TX; and
Fort Ord, CA.”

. Categories of individuals covered by the system. .

. Military personnel (active, “reserve, retired), crvrlran employees,
contractor personnel, vendors, visitors.

Categories of records in the system: RN

Information contained on the DA Form 3626 may be provrded by
paper record, the automated VRS, or the automated Vehicle Regis-
tration System/lnstallatlon Support Module (VRS/ISM). Information
entered into the VRS or VRS/ISM from the DA Form 3626 is used
to create a master edit file and master registration file.

Authority for maintenance of the system:

10 U.S.C. 3013(g); -5 U.S.C. 301; Status: of Forces Agreement
between the United States of America and the host country in which
U.S. Forces are located and Executlve Order 9397.

Purpose(s): . oo : :

To assist the commander in carrymg out effectlve ]aw enforce-
ment, traffic safety, and crime prevention programs; to ensure com-
pliance with Highway" Safety Program Standards (23 U.S.C. 402)
applicable to federally administered areas; to provide management
data on which to base crime prevention, selectlve enforcement, and
improved driving safety: :

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information in this system may be disclosed to state law enforce-
ment and motor vehicle departments for ascertaining or disclosing
driver information and/or accident reports, and, .in overseas areas, to
the host country as required by the Status of Forces Agreement
between the United States of America and the host country..

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage: :

Paper records’ in file folders mlcroﬁche magnetlc tapes or discs;
punched cards; or computer prmtouts

Retriévability: - . e )

By surname/Social Security Number S B

Safeguards:

Information is stored in locked containers or storage areas within
buildings which are secured, and the system is accessed by designat-
ed persons-having an official need for the information.

Regional Data Centers are contractor-operated under an Army
approved security program. Contractor personnel participate in a
security education- program. under the Regional Data Security Offi-.
cer. Regional Data Centers are connected through a communications
network to data processing centers at Army installations. Technical,
physical, and administrative safeguards required by Army Regulatlon
380-19, Information Systems Security, are enforced-at the installation
data processing centers. Data are. available only to ‘installation "per-
sonnel responsible for system operation and maintenance. Terminals
not in the data processing center are under the supervision of a
terminal area security office at.each remote location protecting these
terminals from unauthorized use. Access to information is also con-
trolled by a system of assigned passwords for authorlzed users of
terminals.

Retention and disposal: .
Destroyed on transfer or separation of parking permrt holder, or

- when permit is superseded or revoked, whichever occurs first. Traf-

fic law enforcement records are destroyed 2 years after closing of the
case. ' B ' :

System manager(s) and addreSs

Deputy Chief of Staff for Personnel, AT'TN DAMO- ODL, Head-
quarters, Department of the Army, Washrngton DC 20310-0440.

Notification-procedure: :

Individuals seeking to determine if information about themselves is
contained in this record system .should address written 1nqu1r1es to
the Provost Marshal at the mstallatlon where vehlcle reglstratron or
accident occurred.

Individual should provide the full name, Social Security Number,
current address, and other mformatron verifiable from the record
itself. .. o v

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Provost
Marshal at the installation where vehicle registration or accident
occurred.

Individual should provide the full name, Social Securrty Number,
current address, and other information verifiable . from the record
itself.

Contesting record procedures:

*'The Army’s rules for accessing - records, contestmg contents, and
appealing initial determinations are”contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained -from the $ystem
manager. " . )

Record source categorres AR

From the individual, participants in car pools, mllltary or civilian
police reports, investigative and law enforcement agencres, thlrd par-
ties' who provide relevant information. ‘

Exemptions claimed for the system

Parts of this system may be exempt under 5 US.C. 552a(|)(2) as
app]lcable .

An exemptlon rulé for this system has been promulgated in accord-
ance with requirements of 5 U.S. C. 553 (b) (1), (2), and (3), (c) and
(e) and published in 32 CFR part .505. For additional information
contact the system manager .

A0190-9DAMO
System:name: : R .
* Absentee Case Files. - ‘
System location:

Primary U.S. Army Deserter Information Point, U.S. Army Enlist-
ed Records Center, Fort Benjamin Harrison, IN 46249. A copy of all
or portions of this system is maintained at the installation initiating
the report of absence and at respective law enforcement agencies.

Categories of individuals covered by the system:

Any active Army member absent without proper authority and
administratively designated as a deserter pursuant to Army Regula-
tion 630-10, Absence Without Leave and-Desertion.

~ Categories-of records in the system:

Reports and records which document ‘the individual's absence;
notice of unauthorized absence from U.S.  Ariny which constitutes
the warrant for arrest; notice of return to-military control or contin-
ued absence'in hands of civil authorities. - :

Authority for maintenance of the system:

L0
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10 U.S.C. 3013(g) and Executive Order 9397. .
- Purpose(s):

To enter data in the FBI National Crime Information Center
“wanted person” file; to ensure apprehension -actions are initiated/

terminated promptly and accurately; and to serve management pur- .

poses through examining causes of absenteeism and developing pro-
grams to deter unauthorized absences.

‘Routine uses of records maintained in the system, mcludmg catego-

. ries of users and the purposes of such uses:

Information .is furnished to local, state, federal, |nternat|onal or
foreign law enforcement authorities in efforts to apprehend, detain,
and -return offenders to military custody. In overseas areas, informa-
tion may be disclosed to foreign governmental and civil authorities as
required by local customs, law, treaties, and agreements with allied
forces and foreign governments. Information may-be disclosed to the
Veterans Administration for assistance in determining whereabouts of
Army deserters through the Veterans and Beneficiaries Identification
and Records Locator Subsystem.

Policies and practlces for storing, retrieving, accessmg, retaining, ‘and

. disposing of records in the system:

Storage:

Paper documents and the record copy of the Arrest Warrant are
maintained in the Official Military Personnel Files; verified desertion
data are stored on the Deserter Verification Information System at
the U.S. Army Deserter Information Point.

Retrievability:

Manually, by name automated records are retrleved by name, plus
any numeric identifier such as date of birth, Social Security Number,
or Army serial number. .

Safeguards:

Access is limited to authorized individuals having a need-to-know.
Records are stored in facilities manned 24 hours, 7 days a week.
Additional controls which meet the administrative, physical, and
technical safeguard requirements of Army Regulation 380-19, Infor-
mation Systems Security, are in effect.

Retention and disposal:

*Automated records are erased when individual returns to mllltary
custody, is discharged, or dies. Paper or microform records remain a
permanent part of the individual's Official Military Personnel File.

System manager(s) and address:

‘Deputy Chief of Staff for Operations and Plans, ATTN DAMO-
ODL, Headquarters, Department of the Army, Washington, DC
20310-0440.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the U.S. Army Deserter Information Point, U.S. Army Enhsted
Records Center, Fort Benjamin Harrison, IN 42649,

Individual should provide the full name, Social Security Number

" and/or Army serial number, address, telephone number and signa-

ture.
Record access procedures'

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the U.S. Army
Deserter Information Point, U.S. Army Enlisted Records Center,
Fort Benjamin Harrison, IN 46249,

Individual should provide the full name, Social Security Number
and/or Army serial number, address, telephone number and signa-
ture.

Contesting record procedures: ) ;

The Army's rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505- or may be obtained from the system
manager :

Record source categones'

Unit commander, first sergeants, subjects, witnesses, military
police, U.S. Army Criminal Investigation Command personnel and
special agents, informants, Department of Defense, federal, state, and
local investigative and law enforcement agencies, .departments or
agencies of foreign governments, and any other individuals or organi-
zations which may furnish pertinent information.

Exemptlons claimed for the system:_

Parts of this system may be exempt under 5 US.C. 552a(j)(2) as

applicable.
An exemption rule for this system has been promulgated in accord-
ance with requirements of 5'U.S.C. 553 (b) (1), (2), and (3), (c) and

(e) and published in 32 CFR part 505. For additional information
contact the system manager.
A0190-13CFSC

System name; AN

Security Badge/Identification Card Files.

System location: .
' Offices which issue security badges and identification cards author-
ized by Army Regulations 606-5 and 190-21, located at Headquarters,

Department of the Army, staff and field operating agencies, states’
adjutant general, and installations/activities..

Categories of individuals covered by the system:

Active duty, reserve, and retired military personnel and authorized
dependents; Department of the Army civilians and authorized de-
pendents; Medal of Honor recipients; visitors authorized for official

purposes, e.g., vendors, dellverymen, utility and special equipment

servicemen; accident investigators; contractor personnel and their
authorized dependents Red Cross personnel; and persons authorized
by the Geneva Convention to accompany the Armed Forces.

Categories of records in the system:

Individual's application on appropriate Department of Army and
Department of Defense forms specified by AR 606-5 (the original of
which may be filed in the individual’s personnel file) for identifica-
tion and/or building security pass/badge issuance; individual’s photo-
graph, fingerprint record, special credentials, and allied papers; regis-
ters/logs reflecting sequential numbering of badges/cards.

Authority for maintenance of the system:

5 U.S.C. 301; 10 U.S.C. 3012(g).

Purpose(s):

To provide a record of security badges and identification cards
issued; to restrict entry into installations/activities; and to ensure
positive identification of personnel authorized access to restricted
areas. Registers/logs maintain accountability for issuance and disposi-
tion of badges and identification cards.

Routine uses of records maintained in the systern mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing of record system notices.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:
Paper records in file folders; cards; magnetic tapes, discs, cassettes;

.computer printouts; microfiche.

Retrievability:

By individual’s name, SSN card/badge number

Safeguards:

Data are maintained in secure buildings and are accessed only by
authorized personnel who are trained and cleared for access. Infor-
mation in computer facilities is further protected by alarms and
established procedures for the control of computer access.

Retention and disposal:

Applications for military identification cards are mamtamed by the
issuing office for 1 year; those for civilian cards are retained 4 years,
after 'which they are destroyed. Registers/ logs are destroyed 3 years
after last badge has been accounted for.

Limited area credentials are replaced after 3 years or when a total
of 5of the total have been lost or unaccounted for, whichever occurs
earlier; exclusion area credentials are replaced at least once every 3
years; controlled area credentlals are replaced at the discretion of the
major commander.

System manager(s) and address:

Commander, US Army Community and Family Support Center,
2461 Eisenhower Avenue, Alexandria, VA 22331-0301.

Notification procedure:

Information may be obtained from the issuing - office where the
individual obtained the identification card.

Record access procedures ;

Individuals desrrmg access to records about themselves should
write to the issuing officer at the appropriate lnstallauon Individual
should furnish his/her full name, number of the identification card if
known, and current address.

Contesting record procedures:
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The Army’s rules for access to records and for contesting contents-
and appealing initial determmatlons are contained in AR 340-21 (32
CFR part 505).

Record source categories:’ Indtvrdual Army records and reports.
Exemptions claimed for the system:
None.

ca

- A0190-14DAMO
System name: ’
Reg|stratlon and Permlt Fl]es : P .
System location: L : )
Army installations. Ofﬁctal mailing addresses are pub]rshed as an
appendtx to the Army’s compilation of record system notices.
Categones of individuals covered by the system:

Any citizen registering . restricted items of property ‘on a mllltary
installation or desiring to engage in restricted activities on a military
installation. Items/activities include but are not limited to prlvately
owned firearms/weapons, pets and hunting and ﬁshmg

Categories of records in the system:

Registration form for items of restricted property, permlt appllca-
tion for restricted activities.

* Authority for maintenance of the system:.
10 U.S.C.. -3013 and Executive Order 9397.
Purpose(s): ' - o

" To ‘assist the commander in carrying out effective law enforce-'

ment, troop safety, and crime prevention programs.

Routine uses of records maintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

Information is furnished to criminal justice elements outside the

Department of Defense for investigation and prosecution when such
cases fall within their Jurrsdlctlon or concurrent jurisdiction is appli-_
cable. These include: Federal Bureau of Investigation; U.S. Customs
Services; Bureau of Alcohol, Tobacco and Firearms; U.S. District
Courts; US Magistrates; state and local law enforcement, wildlifé
conservation and public health agencies; and, in overseas areas, host
government law enforcement agencies.

Policies and practlces for storing, retrlevmg, accessing, retammg, and
disposing of records in the system:

Storage: : ¥

Paper records in file folders: Magnetlc drsc/tape m1croﬁches com-
puter printouts.

Retrievability:

By individual’s surname.

Safeguards:

Only authorized personnel have access to . files. Physrcal security

measures include locked containers/storage areas, controlled person-
nel access, and continuous presence of authorized personnel.

Retention and disposal:

Destroyed upon removal of the restrictéd property from the mili-
tary installation or upon expiration of the permlt

System manager(s) and address:

Deputy Chief of Staff for Operations and Plans, ATTN DAMO—
ODL, Headquarters, Department of the Army, Washmgton, DC
20310-0440.

Notification procedure'

Individuals seeking to determine - 1f information about themselves is
contained in this record system should address written inquiries to
the Deputy. Chief of Staff for Operations and Plans, ATTN: DAMO-
ODL, Headquarters, Department of the Army, Washington, DC,
20310—0440

Individual should provrde the full name, ‘Social Securtty Number
and other information verifiable from the record 1tself

Record access procedure:

Individuals seeking access to records about themselves contained i in..
this record system should address written inquiries to the Deputy”
Chief of Staff for Operations and Plans,” ATTN: DAMO-ODL,
Headquarters, Department of the ‘Army, Washington,, DC ,20310-
0440.

Individual should provide the full name, Soclal Securlty Number,
and other information verifiable from the record itself. -

Contesting record procedures :

The  Army's rules for accessmg records contestmg contents, and
appealing initial determinations are ‘contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from' the system
manager. - -

i

Record source categories: - T

Any citizen desiring/required to register ﬁrearms/weapons, pets,
etc. that will be maintained within or desiring to hunt/ﬁsh within the
confines of any Army-installation. .

Exemptions ‘claimed for the system' ) s

Parts of this system may be exempt under 5 US.C. 552a(k)(2) as”
applicable.

An exemptlon rule for this system has been promulgated in accord-
ance with requirements of 5 U:S.C. 553(b) (1), (2), and (3), (c) and (e)
and published in 32 CFR part 505 For additional 1nformatron contact

the system manager
b

A0190-30DAMO. )
System name: L O

Military Police Investrgator Certlﬁcatlon Ftles A

System location: ° '

Primary records are maintained at the U.S. Army Military Person-
nel Center, 200 Stovall Street, Alexandria, VA 22332. Segments exist
at the installation initiating request and at respective major Army
commands.

Categories of individuals covered by the system:

Any individual who ‘has been nominatéd by a commander for
certification as a Military Police Investlgator

Categories of records in the system: .

Files contain requests, name checks, background checks, approvals,
dlsapprovals, appeals, rebuttals, and related documents

Authority for maintenance of the system: ’

10 U.S.C. 3012(g) and Executive Order 9397.. .

Purpose(s):

To establish eligibility and sunablllty of lnd|v1duals to be certlﬁed
as Military Police Investigators. i IR

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: )

The “Blanket Routine Uses” set forth at the beginning of the
Army’s compllatlon of record system notices apply to th|s record
system.

Policies and practlces for storing, retrlevmg, accessing, retammg, and’
disposing of records in the system: ‘

Storage: L

Paper records in file folders; card indices.

Retrievability:

By individual’s surname.

Safeguards:

Buildings employ securlty guards and control access. Information
is- not disclosed outside -the agency; within the agency, access to
records containing adverse suitability information is restricted by use
of protective markings. Distribution and:access are -based on strict
need-to-know.

Retention and disposal:

Destroyed upon individual’s release from active service or 3 years
after involuntary withdrawal of certification.

System manager(s) and address:

Deputy Chief of Staff for Operatlons and Plans, ATTN DAMO—
ODL, Headquarters Department of the Army, Washlngton, D.C
20310-0440. . )

‘Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Deputy Chief of Staff for Operations and Plans, ATTN: DAMO-
ODL, Headquarters, Department of the Army, Washmgton, ‘DC
20310-0440.

Individual should provide the full name, Social Secunty Number,
current address; other |nformat|0n vertﬁable from the record ltself
and signature. R .

Record’access procedures

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Deputy
Chief of ‘Staff for Operations and Plans, ATTN: DAMO-ODL,
Headquarters, Department of the Army, Washmgton, DC 20310--
0440.

10

Individual shoild provide the full name, Soctal Securlty Number,
current address, other |nformatlon verifiable from the record itself,
and signature.* .

Contesting record procedures -

e T e
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The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

Subjects, witnesses, victims, Military Police and U.S. Army Crimi-
nal Investigation Command personnel and agents, informants, various
Department of Defense, federal, state and local investigative and law
enforcement agencies, departments or agencies of foreign govern-
ments; and any other individuals or organizatons which may supply
pertinent information.

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(k) (2), (5),
(7) as applicable.

An exemption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional information contact
the system manager. .

A0190-40DAMO
System name:

Serious Incident Reporting Files.

System location:

Primary System is located at the Office of the Deputy Chief of
Staff for Operations and Plans, ATTN: DAMO-ODL, Headquarters,
Department of the Army, Washington, DC 20310-0440. Segments
are maintained at the installation initiating the report and at the
respective major Army command.

Catggorles of individuals covered by the system:’

Any citizen identified as the subject or victim of a serious incident
reportable to Department of the Army in accordance with Army
Regulation 190-40, Serious Incident Report. This includes in general
any criminal act or other incident which, because of its sensitivity or
nature, publicity or other considerations should be brought to the
attention of Headquarters, Department of the Army.

Categories of records in the system:

Records include the initial report of the incident plus any supple-
mental reports, including reports of final adjudication.

Authority for maintenance of the system:

10 U.S.C. 3013(g) and Executive Order 9397.

Purpose(s):

To provide the military chain of command with timely information
regarding serious incidents to permit a valid early determination of
possible implication; to provide an early indication of acts or condi-
tions: which may have widespread adverse publicity; to provide a
means of analysis of crime and conditions conducive to crime on
which to base crime prevention policies and programs; and to meet
the general needs of Department of the Army staff agencies for
information regarding selected incidents which impact on their -re-
spective areas of responsibility.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The *“Blanket Routine Uses” set forth at the beginning of the
Army’s compilation of record system notices apply to this record
system.

Policies and practlces for storing, retrlevmg, accessing, retammg, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By individual’'s name, Social Security ‘Number, and mstallatlon
number.

Safeguards:

Buildings employ security guards and control access. Distribution
and access to files are based on strict need-to-know. Records are
contained in locked safes when not under personal supervision of
authorized personnel.

Retention and disposal:

Destroyed | year ‘after final report is completed

System manager(s) and address:

Deputy Chief of Staff for Operations and Plans, ATTN: DAMO-
ODL, Headquarters, Department of ‘the Army, Washington, DC
20310-0440.

Notification procedure: -

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to

the Deputy Chief of Staff for Opertions and Plans, ATTN: DAMO-
ODL, Headquarters, Department of the Army, Washington, DC
20310-0440.

Individual should provide the full name, Social Security Number,
current address and telephone number, other information verifiable
from the record itself, and signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Deputy of
Staff for Operations and Plans, ATTN: DAMO-ODL, Headquarters,
Department of the Army, Washington, DC 203 10-0440.

Individual should provide the full name, Social Security Number,
current address and telephone number, other information verifiable
from the record itself, and signature._

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

Subjects, witnesses, victims, military police and U S. Army Crimi-
nal Investigation Command personnel and special agents, informants,
various Department of Defense, federal, state and local investigative
and law enforcement agencies, departments or agencies of foreign
governments, and any other individuals or organizations which may
supply pertinent information.

Exemption claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(j}(2) as
applicable.

An exemption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional information contact
the system manager.

A0190-45DAMO
System name: o
Offense Reporting System (ORS).
System location:

Decentralized to Army installations which created the Military
Police Report; copy may be sent to the U.S. Army Crime Records
Center (USACRC), Baltimore, MD, dependent on nature of crime
(see Army Regulation 190-45, Records and Forms). A cross-refer-
ence index is either manual or automated media may exist at interme-
diate and higher command levels. In addition, information is stored
on computer media at five contractor-operated Regional Data Cen-
ters located near Washington, DC; Fort McPherson, GA; Fort Knox,
KY; Fort Hood, TX; and Fort Ord, CA.

Categories of individuals covered by the system:

Any individual who is the subject, victim, complainant, witness, or
suspect in a criminal, civil, or traffic offense.

Categories of records in the system:

Criminal information or investigative files involving the Army
which may consist of Military Police Reports (DA Form 3975) or
similar reports containing investigative data, supporting or sworn
statements, affidavits, provisional passes, receipts for prisoners or
detained persons, Reports of Action Taken (DA From 4833), and
disposition of cases. Information contained on the DA Forms 3975 or
4833 may be provided by paper records, the Offense Reporting
System (ORS), ORS-2, or Simplex Automated Military Police
System (SAMPS). Personal information includes, but is not limited to

‘name, social security number, home address, telephone number, cate-

gory of offense, involvement, and case number.
Authority for maintenance of the system:
10 U.S.C. 3013 and Executive Order 9397,
Purpose(s):

To provide detailed information necessary for Army officials and
commanders to discharge their responsibilities for maintaining disci-
pline, law, and order through investigation of complaints and inci-
dents and possible criminal prosecution, civil court action, or regula-
tory order. This system contains information which may be used, as
permitted by the Privacy Act and other pertinent laws, for employeé
personnel actions and determinations concerning, but not limited to
security clearances, recruitment, retention, and placement. Statistical
data are derived from individual report and stored in automated
media at major Army commands and Headquarters, Department of
the Army, for the purposes of: (1) Developing crime trends by major
categories (e.g., crimes against persons, drug crimes, crimes against
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property, fraud crimes, and other offénsés), and (2) developing law
enforcement and crime prevention programs to reduce or deter cnme
wrthm Army communities.

' Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:' ~ .

Information may be disclosed to federal, state, and local (mcludmg
Foreign Government) agencies for investigation and prosecution
when cases are either within their jurisdiction ‘or. when concurrent
jurisdiction applies. These include: Federal Bureau of Investigation,

- Drug Enforcement Administration, U.S. Customs-Service, Bureau of
Alcohol, Tobacco and Flrearms, U S. Dlstrlct Courts, U.S. Magls-
trates. .

"Policies and practlces for storlng, retrlevmg, accessing; retaining, and
disposing of records in the system: .

Storage:

Paper records in file folders; microfiche; magnetlc tapes/dlscs
punched cards; computer prmtouts

Retrlevabrhty

By individual’s name, date of birth, Socral Security Number, and
case number

Safeguards

Access to mformatlon is controlled hmrted to authorized personnel
having, official need therefor. Reglonal Data Centers are¢ contractor-:
operated- under ‘an_ Army--approved  security program. Contractor
personnel participate in an on-going security education program.
under the Regional Data Security Officer. Regional Data Centers are
connected through a communications network to 44 distributed data
processing centers at Army installations. Technical, 'physical, . and
administrative safeguards requrred by Army Regulation 380-380 are
met at installation data processing centers. Data are available only to
installation personnel- responsible for systems operation ‘and mainte-
nance. Terminals not in the data processmg center are under the
supervision of a terminal area security office at each remoté location
protecting them from unauthorized use. Access to information is also
controlled by a system of assngned passwords for authorized users of
terminals.

Retention and disposal:
Information is destroyed after 5 years except for' that required by
Army Regu]atron 190-45 to be sent to the-Crime Records Center
where it is retained 40 years following ﬁnal actron
" System manager(s) and address: - o

Deputy Chief of Staff for Operations- and Plans, ATTN: DAMO«
ODL, Headquarters, Department of the Army, Washington, DC
20310-0440. . .

Notification procedure

Individuals seeking to determine if mformauon about themselves is
contained in this record system should. address. written inquiries to
the commander of the installation where the .incident occurred. If
more than five years have elapsed since the occurrence, Individual
should address written mqumes to the U.S. Army Crime Records
Center, Baltimore, MD.

Individual should provrde the full name, Social Security Number,
date and place of the'incident, and a notarized SIgnature

Record access procedure:

Individuals seeking access to records about themse]ves contained in
this record system should address written inquiries to the commander
of the installation where the incident occurred. If more than five
years have elapsed since the occurrence,. Individual should address
written inquiries to the U.S. Army Crime Records Center, Baltimare,
MD.

“Individual should provrde the full name, Social Secunty Number,
date and place of the incident, and a notarized srgnature

Contesting record procedures:. .

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part: 505; or may be obtained from -the system
manager. ! . L. o

Record source categories: )

From the individual; witnesses; victims; Military Police and/or
U.S. Army Criminal Investigation Command special agents; inform-
ants; investigative and law enforcement persons. of Federal, state,
local and foreign government agencies; any source that may supply
pertment information. . .

Exemptions clalmed for the system.

Part of this system may be exempt under 5 USC 552a(|)(2) as
applicable. * -
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An exemption rule for this system has been promulgated in accord-
ance-with requrrements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional information contact
the system manager.

’ A0190—47DAMO
System name: .

Correctlonal Reportmg System (CRS).

" System location: S : ' ’ N

Army installation detention- facilities, U.S. Army Correctional Ac-
tivity, Fort Riley, KS; U.S. Disciplinary Barracks, Fort Leaven—
worth, KS.

An automated extract of selected data from md1v1dual correcuonal
treatment records at Army facilities is stored on computer at five
contractor-operated regional datacenters located near Washington,
DC;. Fort McPherson, GA; Fort Knox, KY Fort Hood TX; and
Fort Ord, CA. o

The Army Clemency Board Ofﬁce Asslstant Secretary of the
Army, Manpower and Reserve Affairs, Washington, DC 20310 (for
decisions on clemency recommendatlons parole actions, and restora-
tion to duty).

Categories of individuals covered by the system- ’

. Any military member confined at an Army confinement or correc-
tional - facility” as a  result of, or- pending, trial by courts-martial.

' Categories of records in the system:

Documents related to the administration of |nd|v|dual mllltary prls-
oners; courts-martial orders, release/confinement orders, medical ex-
aminer’s reports, requests and receipts for health and comfort sup-
plies, reports and recommendations$ relating to dlscrphna.ry actions,
clothmg and equipment issue records; forms authorizing correspond-
ence by prisoner, mail. records; personal history records; individual
prisoner utilization records requests for interview; ﬁngerprmt cards,
military police reports; prisoner identification records parolee agree-
ments; inspections; documents regarding custodlanshlp of personal
funds and property of prrsoners former commanding officer’s report;
parents’ report; spouse’s report; classification recommendations; re-
quest to transfer prisoner; social history; clemency actions; psycholo-
gist’s report; psychiatric.and sociologic reports; certificate of parole;
certificate of release from parole; assignment progress reports;- and
similar relevant documents. . . s

Authority for maintenance of the system:

10.U.S.C. 951-953 and Executive Order 9397.,

; Purpose(s):

Correctional ‘treatment records ‘are used to" determme pnsoners
custody classifications,” work assignmients," educational needs, adjust-
ment to confinement, areas of particular concern, and, as the basis for
clemency, parole and. restoration to duty considerations. Automated
records provide ‘pertinent information required for proper manage-
ment of confinement facility ‘bopu]ation,‘demographi‘c studies, ‘Status
of discipline and responsiveness of personnel procedures, as well as
confinement utilization factors such as populanon turnover, recidi-
vism, etc.

Routine uses of records maintained in the system, mcludmg categu-
ries of users and the purposes of such uses: - o

Information may be disclosed to local, state, and federal law en-
forcement and investigation agencies for investigation and possible
criminal prosecution, civil court actions or regulatory orders. .

To confinement/correctional agencies for use in the administration
of correctional programs including custody classification, employ-

ment, training and educational assignments, treatment programs,
clemency, restoration to duty or parole actions, verification of of-
fender’s criminal records, employment records, and social histories.

The ‘Blanket Routine Uses’ set forth at the beginning of the
Army's compilation of record system notices also apply to thls
record system. L . i

-Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system: . - . i

Storage: ! ‘

Paper records in f'le l‘o]ders, punch cards, magnetrc tape and disc.

Retrievability:

By prisoner’s surname and/or Socral Securlty Number/reglster
number.

Safeguards: -

All records are maintained in areas accessible only to desrgnated
personnel having official need therefor. Automated -data base and
output are managed ‘through .comprehensive procedures and pohcres
prescrlbed in system funcnonal users manuals:

c oy

oy N

B EEE A



DEFENSE DEPARTMENT _ ' : 67

Regional Data Centers are contractor-operated. Contractor person-
nel are security screened; employees receive a security briefing and
participate in an on-going security education program under the
‘Regional Data Security Officer. Regional Data Centers are connect-
ed through a communications network to 44 distributed data process-
ing centers at Army installations. Technical, physical, and administra-
tive safeguards required. by Army Regulauon 380-19, Information
Systems Security, are met at installation data processing centers and
information is secured in locked rooms with limited/controlled
access. Data are available only to installation personnel responsible
for system operation and maintenance. Terminals not in data process-
ing centers are under the supervision of a terminal area security
officer at each remote location protecting them from unauthorized
use. Access to information is controlled further by a system of
assigned passwords for authorized users of terminals.

Retention and disposal:

Individual correctional treatment records for prisoners in the U.S.
Army Correctional ‘Activity (USACA) or U.S. Disciplinary Barracks
(USDB) are retained for 90 days following expiration of sentence/
completion .of parole/maximum release date, following which they
are retired to the National Personnel Records Center for. 25 years;
destruction is by shredding. Similar records for prisoners in local
Army confinement and correctional facilities are destroyed 4 years
following release of prisoner from confinement.

NoTE: Transfer of a prisoner from one facility to another is not
construed as release from confinement. When a prisoner is trans-
ferred to another facility, his/her file is transféerred with him/her.

Information on tape/disc is erased after 3 years.

Army Clemency Board case files are returned on completlon of
Board action to USACA or USDB, as appropriate, where they are
retained - for 90 days after prisoner‘s release from confinement or
return to duty, following which they are retired to the National
Personnel Records Center and maintained for 25 years before being
destroyed by shredding.

System manager(s) and address:

" Deputy Chief of Staff for Operations and Plans, ATTN: DAMO-
ODL, Headquarters, Department of the Army, Washington, DC
20310-0580.

Notification procedure: o

Individuals seeking to determine if information about themselves is
contained in this record system 'should address written inquiries to
the commander of the confinement/correctional facility, or to the
Deputy Chief of Staff for Operations and Plans, ATTN: DAMO-
ODL, Headquarters, Department of the Army, Washington, DC
20310-0440.

Individual should provide the full name, Social Security Number,
and other information verifiable from the record itself.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the confine-
ment/correctional facility where a prisoner, or to the Deputy Chief
of Staff for Operations and Plans, ATTN: DAMO-ODL, Headquar-
ters, Department of the Army, Washington, DC 20310-0440.

Individual should provide the full name, Social Security Number,
present, address, and dates of conﬁnement and signature.

Contesting record procedures: k

The Army’s rules for accessmg “records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the individual witnesses; victims; Military Police/U. S Army'

Criminal Investigation Command personnel and/or reports; inform-
ants; various Federal, state and local investigative and law enforce-
ment agencies; foreign governments; and other individual or organi-
zation that may supply pertinent information.

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as ‘

applicable.

An exeémption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional information contact
the system manager.

A0195-2aUSACIDC
System name:
Source Register.

System locatton-

Primary System is at Headquarters U S. Army Criminal Investiga-
tion Command (USACIDC), 5611 Columbia Pike, Falls Church, VA
22041-5015.

Segments of the system exist at subordinate elements of the U.S.
Army Criminal Investigation Command which exercise local admin-
istrative and technical control of sources. Official mailing addresses
are published as an appendix to the Army’s compilation of record
systems notices.

Categories of individuals covered by the system:

All individuals, civilian or military, who are used as sources by the
U.S. Army Criminal Investigation Command.

Categories of records in the system:

Files contain cross indexed code numbers, name, race, m|l|tary
occupational specialty, sex, date and place of birth, home of record,
educational level, area of utilization, civilian employment handler,
letters, vouchers, personal history, performance, citizenship, marital
status, physical description, criminal history, expertise, talents, actions
taken, and other related personal data.

Authority for maintenance of the system:

10 U.S.C. 3013.
 Purpose(s):

To monitor performance and reliability; to check utilization of
sources; to maintain an accounting of expenditures connected with
the sources; to answer Congressional inquiries concerning misuse or
mistreatment of sources or those who allege they are not sources;- to
document fear-of-life transfers for military sources. -

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to foreign countries under the provi-
sions of Status of Forces Agreements or Treaties. :

The “Blanket Routine Uses™ set forth at the beginning of the
Army’s compilation of record system notlces apply to this system of
records.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system: -

Storage:
Card files, computer/magnettc tapes, dlsks, and paper printouts.
Retrlevablltty.

By individual’s name, code number, or Military Occupatlonal Spe-
cialty (MOS).

Safeguards:

All information is stored in locked contamers within secured build-
ings; information is accessible only by designated officials having

"need therefore in the performance of official duties.

Retention and disposal:

Records concerning Level I Drug Suppression Team sources are
maintained for 10 years after termination of source’s service. At
Headquarters, U.S. Army Criminal Investigation Command, informa-
tion concermng other sources is retained for 10 years after termina-
tion of source’s service. At other locations of U.S. Army Criminal
Investigation Command, source files and cross-index cards are re-
tained for 3 years after termination of source’s service; master source
cards are retained until no longer needed to control or facilitate
work. Destruction is by shredding. Retention period for automated
records . varies according to Headquarters, U.S. Army Criminal In-
vestigation Command and field element, but total retention does not
exceed 10 years.

System manager(s) and address:

Commander, Headquarters, U.S. Army Criminal Investtgauon
Command, 5611 Columbia Pike, Falls Church, VA 2204]1-5015.

Notification procedure:

Individuals seeking to determine-if mformatton about themselves is
contained in this record system should address written inquiries to
the Commander, .U.S. Army Criminal Investigation command, 5611
Columbia Pike, Falls Church, VA 22041-5015 .

For verification purposes, individual should provide the full name,
date of birth, current address, and signature.

Record access procedures:

Individual seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, -U.S. Army Crimina! Investigation Command, 5611 Columbia
Pike, Falls Church, VA 22041-5015.

_For verification purposes, individual should provide the full name,

date and place of birth, current address, and signature.
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Contestmg record procedures:

The Army’s rules for accessing records, contestlng contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager

Record source categornes

From the military personnel records if the source is military, or the
civilian personnel records if source i$'a civilian employee.

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(])(2) as
applicable.

An exemption rule for this system has been promulgated in accord-
ance with requnrements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional |nformatlon contact
the system manager. ,

: o A0195—2bUSACIDC

Systern name: s )
Criminal Investigation and Crime Laboratory Files.
System location:

Headquarters, U.S. Army Criminal Investigation Command (USA-
CIDC), 5611 Columbia Pike, Falls Church, VA 22041-5015.

Segments exist at subordmate USACIDC elements; the addresses
may be obtained from the system manager.

An automated index of cases is maintained at the U.S:. Army Crime
Records.Center, U.S. Army Criminal Investigation Command; 2301
Chesapeake Avenue, Baltimore, MD 21222-4099 and at the Defense.
Investigative Service, PO Box. 1211, Baltimore, MD 21203 2111

- Categories of individuals covered by the system:

Any individual, civilian or military, involved in or suspected of
being involved in or reporting possible.criminal activity -affecting the
interests, property, and/or personnel of the- U S. Army - t

Categories of records in the system: ‘

Name, * Social - Securlty Number, rank, date and place of birth,
chronology of events; reports of investigation containing statements
of _witnesses, subject and agents; laboratory ‘reports, documentary
evidence, physical evidence, summary and administrative data per-
taining to preparation and distribution of the report; basis for allega-
tions; Serious or Sensitive Incident Reports, modus operandi and
other investigative information from Federal, State, and local investi-
gative agencies and departments; similar relevant documents. Indices
contain codes for the type of crime, location of investigation, year
and date of offense, names and personal identifiers of persons who
have been subjects of electronic surveillance, suspects, subjects and
victims of crimes, report number which allows access to records
noted above; agencies, firms; Army and Defense Department organi-
zations which were the subjects or victims of criminal investigations;
and disposition and suspense of offenders listed-in criminal mvestlga-
tive case files, witness identification data.

Authority for maintenance of the system. C ;

10 US.C. 3013(g).

f

"

“Purpose(s): .

To conduct criminal investigations and Erime preventlon activities;
to accomplish management studies involving the analysis, comprla-
tion of statistics, quality control, etc., to ensure that completed inves-
tigations are legally sufficient and result in overall improvement in
techniques,.training and professionalism.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information concerning criminal or possible crlmlnal activity is
disclosed to Federal, State, local and/or foreign law enforcement
agencies in accomplishing and enforcing criminal laws; analyzing
modus operandi, and detectlng organized criminal activity. Informa-
tion may also be disclosed to foreign countries under the provisions
of the Status of Forces Agreements, or Treaties. - -

* Policies and. practlces for stormg, retnevmg, accessmg, retaining, and
tdlsposmg of records in the system

Storage: ° .

Paper records in file folders; card fles .and indices; automated
‘indices; computer magnetic tapes, disks, and printouts;

Retrievability: ) ‘

By name or other |dentlﬁer of |nd|v1dual

Safeguards.

Access is limited to destgnated authorized individuals havmg ofﬁ-
cral need for the information in the performance of their duties.
Buildings housing records are protected by securrty guards

Retention and disposal:

.

At Headquarters, 'U.S. Army Criminal Investigation Command,
criminal investigative case files are retained for 40 years after final
action, except that at USACIDC subordinate elements, such files are
retained from 1 to 5 years depending on the level of such unit and
the data involved. Laboratdry reports at the USACIDC laboratory
are destroyed after 5 years. Destruction is by shreddlng

_ System manager(s) and address.

Commander, U.S. Army Criminal Investlgatlon Command 56l1
Columbia Pike, Falls Church, VA 22041- 5015 )

Notification procedure:

‘Individuals seeking to determine if information about thémselves is
contained in this record system should address written inquiries to
the Director, U.S. Army Crime Records Center, U.S. Army Criminal
Investigation Command, ATTN: CICR-FP, 230[ Chesapeake
Avenue, Baltimore, MD 21222-4099.

For verification purposes, individual should provrde the full-name,
date.and place of birth, ‘current address, telephone numbers, and
signature. . . '

‘Record access procedures.

““Individual seeking access to records about themselves contained -in
this record system should address written inquiries to the Director,
U.S. Army Crime Records Center, U.S. Army Criminal Investigation
Command, ATTN: CICR-FP, 2301 Chesapeake Avenue, Baltimore;
MD 21222-4099. .

For verification purposes, individual should provide the full name,
date and place. of birth, current address, telephone numbers, and
signature.

The Army’s rules for. accessing records, contesting contents, and
appealing initial determinations are contained -in. Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. . ' ' B o )

Record source categories: o .

Suspects,” witnesses, vrcttms, USAClDC speClaI agents and other
personnel informants; various Department of Defense, federal, state,
and local investigative agencies; departments or agencies of-foreign
governments; and any other mdlvtdual or orgamzatlon which may
supply pertinent information. :

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U S.C. 552a(j)(2) as
applicable.

An exemption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For addltlonal information contact
the:system manager.

A0195—4USACIDC
System name: o ‘

U.S. Army Criminal lnvestlgatlon Fund Vouchers
. System location:

Headquarters, U.S. Army Crlmlnal Investigation Command (USA-
CIDC), 5611 Columbia Pike, Falls Church, VA 22041-5015.

Segments of the system are located .at USACIDC. “subordinate
elements addresses for. these may be obtained from the Commander,
USACIDC, at the above address..

Categorles of individuals covered by the system

Special agents of USACIDC or military police investigator of U.S.
-Army who have made expenditures or have requested reimbursement
from USACIDC limitation .0015 contingency . funds authorized by
Army Regulation 37-47, Contmgency Funds of the.Secretary of the
Army.

Categories of records in the system:

Individual's name, grade, .reason for such expendlture recelpts (or
certificates when receipts are unavailable), relevant documents.

Authorlty for maintenance.of the system:
© 10 U.S.C. 3013(g). . -

Purpose(s): ' !

To maintain proper accountmg of the USAClDC 0015 contingen-
cy funds.

Routine uses of records mamtamed in the system, mcludmg catego-
ries of users and the purposes of such uses: .

The ‘‘Blanket Routine. Uses™" set forth. at- the begmnlng of the
Army’s compilation of record system notices apply to this systém ‘of
records.

Policies and practrces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:
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Paper records in file folders, computer magnetic tapes, and hard
copy printouts.

Retrievability: ) :
By individual's name at USACIDC subordinate - elements; by
voucher number at Headquarters, USACIDC. Automated data is

_retrieved through routine and specially created programs to meet
various management requirements.

Safeguards:
Access is limited to designated authorlzed individuals having offi-

cial need for the information in the- performance of their duties.
Buildings housing records are protected by security guards.

Retention and disposal:

Individual voucher, voucher register, subvoucher and supporting
documents maintained at Headquarters, USACIDC are destroyed 1

year after inspection and clearance by Secretary of the Army; at .

other USACIDC subordinate elements, 1 year after inspection and
clearance by Comptroller, USACIDC. Automated. data are erased
after a hard copy of the register is produced. Disposal of manual
records is by shredding or burning.

System manager(s) and address:

Commander, U.S. Army Criminal Investigation Command, 5611
Columbia Pike, Falls Church, VA 22041-5015.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Director, U.S. Army Crimé Records Center, U.S. Army Criminal
Investigation Command, ATTN: CICR-FP, 2301 Chesapeake

Avenue, Baltimore, MD 21222-4099.

* For verification purposes, individual should provide the full name,
date and place of birth, current address, telephone numbers, and
signature. .

Record access procedures:

Individual seeking access to records about themselves contained in
this record system should address written inquiries to the Director,
U.S. Army Crime Records Center, U.S. Army Criminal Investigation
Command, ATTN: CICR-FP, 2301 Chesapeake Avenue, Baltimore,
MD 21222-4099.

For verification purposes, individual should provide the full name,
date and place of birth, current address, telephone numbers, and
signature.

Contesting record procedures: :

The Army’s rules for accessing records, contestmg contents and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the individual, source, or the statement of third parties
pertaining to the expenditure.

Exemptions claimed for the system:

None.

A0195-6USACIDC
System name:

Criminal Investigation Accreditation and Polygraph Exammer
Evaluation Files.

System location:

Headquarters, U.S. Army Criminal Investigation Command (USA-
CIDC), 5611 Columbia Pike, Falls Church, VA 22041-5015. Infor-
mation concerning polygraph examiners is located at the Crime
Records Center, USACIDC, 2301 Chesapeake Avenue, Baltimore,

MD 21222-4099 and subsequently at the Washington National

Records Center, GSA, Suitland, MD 20746.
Categories of individuals covered by the system:

Applicants for entry into the USACIDC program as an apprennce
special agent, a polygraph examiner, for supervisory credentials, for
the USACIDC officer specialty program or ‘warrant officer appoml-
ments; or for laboratory technician credentials.

Categories of records in the system:

Individual’s application, statement of personal history, personal
identifiers, photographs, fingerprint cards, qualifications record, biog-
raphy, information pertaining to assignment capability or limitation,
letters of recommendation, educational institutional documents, char-
acter investigation data, reclassification actions, reassignment orders,
commander’s inquiry data, reports of investigation, reasons for with-
drawal from program, reason for denying application, date of accept-
ance into program, date appointed, date of accreditation, badge

number, credential number, polygraph certificate number, agent se-.

quence number, assignment, date assigned, marital status, and other
data’ pertinent to the accreditation function, physical profile, date of
last physmal assignment preference, transfer restrictions, job title,
security clearance data, date of last background investigation, foreign
language proficiency, special quallﬁcanons service agreement,
spouse’s place of birth and citizenship, agent’s place of birth, private
licenses, hobbies, and last 10 assignments.

Polygraph examiner performance and evaluation data maintained
at the Crime Records Center (CRC) include individual’s name, per-
sonal history statement, certificate number, polygraph examination
history, year of polygraph report, report of investigation or CRC
cross reference number, type of examination, and monitor’s com-
ments.

Authority for' maintenance of the system'

10 U.S.C. 3013(g) and Executive Order 9397.

Purpose(s):

To determine applicant’s acceptance into or rejection from the
USACIDC program; continuing eligibility, placement or standing

therein; and to manage and evaluate polygraph examination perform-
ance.-

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The *“Blanket Routine Uses” set forth at the beginning of the
Army’s compilation of record system notices apply to this system- of

records.

Policies and practlces for stormg, retnevmg, accessing, retaining, and
disposing of records in the system:

Storage:
Paper records in file folders, cards, magnetlc tapes, disks, and

paper printouts.

Retrievability:

By individual’s surname, agent sequence number, Social Security
Number, badge/credential number, and polygraph certificate number

Safeguards:
All records are maintained in buildings protected by security

- guards or a locked wire enclosure; information is accessed only by

designated individuals having official need therefor in the perform-
ance of assigned duties.

Retention and disposal:

Records of accepted applicants are retained until the individual
retires, is released from active duty, or is removed from the USA-
CIDC program; at that time, files are places in inactive storage at
HQ USACIDC for 2 additional years and then stored at the Wash--
ington National Records Center for an additional 8 years before
being destroyed by shredding. Records of rejected applicants are
retained at HQ USACIDC for | year, then destroyed by shredding
or burning. Information on Criminal Investigation Program Data
Cards is maintained permanently. Information-in automated media is
retained for 90 days following termination of investigator's active
status. Polygraph examination report information is retained for 3
years following closure or completion of the pertinent investigative
report. Records of approved polygraph examiner certifications are
retained at the CRC for 10 years after the examiner retires or is
released from active duty, then destroyed by shredding or burning.
Records of disapproved polygraph examiner certifications are re-
tained at the CRC for | year, then destroyed by shredding or burn-
ing.

System manager(s) and address: :

Commander, U.S. Army Criminal Investigation Command, 5611
Columbia Pike, Falls Church, VA 22041-5015.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Director, U.S. Army Crime Records Center, U.S. Army Criminal
Investigation Command, ATTN: CICR-FP, 2301 Chesapeake
Avenue, Baltimore, MD 21222-4099. '

For verification purposes, individual should provide the full name,
Social Security Number, date and place of birth, current address,
telephone numbers, date of application to the program, sufficient
details to locate the record, and signature.

Record access procedure:

Individual seeking access to records about themselves contained in
this record system should address written inquiries to the Director,
U.S. Army Crime Records Center, U.S. Army Criminal Investigation
Command, ATTN: CICR-FP, 2301 Chesapeake Avenue, Baltimore,
MD 21222-4099.
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For verification purposes, individual should- provide the full name,
Social Security: Number, date and place. of> birth,  current .address,
telephone numbers -date of application to the program, suft'clent
details to locate the record, and signature. .

Contestmg record procedures;

The Army’s rules for accessmg records contestmg contents,” and
appealing. initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system

_manager

Record source cetegorles. o

From the 1nd|v1dual, individual’s prevrous or present employers,
financial institutions, relatives and former spouses, educational institu-
tions, trade or fraternal organizations, neighbors past and present,
work associates, social acqualntances, churches, public records, law
enforcement and investigative’ agencies, Army records and reports.

Exemptions claimed for the system:

Parts of this system may be exempt under 5U.S. C 5523(k)(2) (5),
or (7) as applicable.

An exemption rule for this system “has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (&)
and published in 32 CFR part 505. For additional information contact
the system manager.

. A0210-7ACFSC - . L
System name: | B

Vendor M|sconduct/Fraud/Mlsmanagement lnformatlon Exchange
Program.

System location: : - k

Primary System is located at the US Army Community and
Family Support Center, 2461 Eisenhower, Avenue, Alexandria, VA.
Segments exist at Army activities and nonappropnated fund -instru-
mentalities, the addresses of which may be obtained from the System
Manager.

Categorles of individuals covered by the system:

Individuals who are identified in reports of vendor mrsconduct,
fraud, or mismanagement.

Categones of records in the system:

* Names of mdwlduals companies represerted; reports of mlscon-
duct, fraud or mismanagement in procurement, efforts’ concerning
military installations/activities; similar relevant documents and re-

‘ports

:Authority for maintenance of the system: . .
40USCsamnmn@)ff o : R
Purpose(s) } : . ' :
To provide management ofﬁcrals of nonapproprlated fund activities
and commissaries with timely .and useful: information regarding inci-
dents of vendor mlsconduct, fraud, and/or mismanagement and of
individuals..involyed in such incidents through the collection, ex-
change and drssemmauon of relevant information to. DOD compo-
nents so as to permit informed responsible:. procurement decisions.

Routine uses of records maintained. in the system, meludlng catego-
ries .of users and the purposes of such uses: = * R

/See ‘Blanket Routine Uses* set forth at the begmnmg of the Army’s’
listing of record system notices. ,

Policies and practlces for stonng, retrleving, accessing, retammg, and
dlsposmg of records in the system: ) . . ) .

Storage
Paper records in file folders. oo ST
. Retrievability: ) T L S
i Ey name of individual, vendor, or company. S -
Safeguards: v .
:Records are maintained:-in combination lock f]e sat‘es when not
under personal supervision of responsible ofﬁclals
‘Retention and disposal: Voo
* Destroyed two years after final determlnatlon is rendered ‘on case.
System manager(s) and address:

Commander, US'Army. Community and Famlly Support Center,
2461 Elsenhower Avenue, A]exandrla, VA 22331-0301. Lo

Notification procedure: C s N L

Individuals wishing to know whether or not mformatlon on them
exists in this system of records should write to- the System Manager,
providing their full name, name of company, current address and
telephone number, sufficient detail concerning incident or event to
facilitate locating the record,.and signature.

Record access procedures.

" Individuals do re¢ords about themselves should  should address an
mqulry as indicated in ‘Notification procedure’, furmshmg informa-
tion specified therein.

Contesting record .procedures:

The army’s rules for access to records’and for contestmg contents
and appealing initial determmatlons are contalned in Army. Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

Copies of reports of audlts, mspectlons, admlmstratlve investiga-
tions (e.g., AR 15-6); summaries of criminal reports_ |ssued pursuant
to Defense Acqulsmon Regulation 1-608 received from Army Staff
agencies, major Army commands, or the Army and Alr Force Ex-
change Service, and/or Department of Defense agencres R

" Exemptions clalmed for the’ system o
None. -

.

o AOZID—"IbCFSC

System name:
Commercial Solicitation Ban Llsts
System location:

Centralized list of commercral solrcrtors banned from Army instal-
lations is maintained at the' US Army Community and Family Sup-
port Center. Segments exist at Army installations where commanders
have banned agents. Listing of.those so banned is furnished to Major
Army-Commands; addresses may be obtained from the System Man-
ager.’ ’ .

Categorles of lndmduals covered by the system-

Any individual . whose’ on-base commercral sollcnatlon pnvrleges
have been withdrawn. - . -~ S

Categories of records in the system

Individual’s name, name of company represented, approval/disap-
proval of business solicitation "action on' Army posts, camps, and
stations; requests for and authorization of accreditation and removal
of accreditation .of: compames, agents vendors, salesmen, and SOllCl-
tors; related documents. *. . .= ¢

Authonty for maintenance of the system:
_lous.c. 3012 '
Purpose(s):

To maintain listing of agents/companies whose business solicitation
privileges have been banned:or suspended from ‘military bases.

Routine uses of records:thaintainéd in the system, mcludmg catego-
ries:of users and the purposes-of such uses:

See ‘Blanket Routine Uses' set forth at the beginning of the Army s
listing of record system notices.

Policies and practlces for storing, retnevmg, accessmg, retammg, and
dlsposmg of records in the system:

Storage:

Paper records in file folders.

Retrievability: G

By agent s/company s name.
. Saféguards:

Records are maintained in secured areas accessible only to desig-
nated officials having need therefor in the performance of their
official duties. - . .

-Retention and disposal: - -’

Records supporting the demal or suspensron of sol|c1tat10n perl'
leges are retained’ for 10, years and then destroyed by shredding.
Auxiliary and/or non-adverse actron records are retained until no
longer needed.

System manager(s) and Aaddress. -

Commander, uUs Army Commumty and Family Support Center,
2461° Elsenhower Avenue, Alexandria, VA 22331-0301.;

Notification proeedure

Individuals desiring to know whether or not information on them
exists in this system of records should write to the System Manager
or to the installation commander who banned their solicitation. privi-,
leges lnd|V|dual must provide full name, name of company repre-
sented,’ current; address and telephone number. sufﬁment deta|ls to!
permlt locatmg the records, and srgnature L c

.. Record access procedures: -,

Individuals seeking access to! records on- themselves should write as
indicated in ‘Notrﬁcatlon procedure provrdmg mt‘ormatlon specified
therein.

-
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Contesting record procedures: -

The army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

Agent’ s/company’s name, circumstances leading to banning action,
investigatory reports, other Army records and reports, similar rele-
vant documents.

Exemptions claimed for the system:
None.

A0210-7DAMO
System name:
Expelled or Barred Person Files.
System location:

Records are maintained at the Army installation initiating the ex-
pulsion or debarment action.

Categories of individuals covered by the system:
Any citizen who is expelled or barred from an Army mstallauon
Categories of records in the system:

Name of individual, expulsnon orders, investigative teports and
supporting documents.

Authority for maintenance of the system:
18 U.S.C. 1382 and Executive Order 9397.
Purpose(s): ’

To assist the commander in carrying out responsibilities requlred

by 18 U.S.C. 1382.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses™” set forth at the beginning of the
_ Army’s compilation of record system notices apply to this record
system.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system: :

Storage:

Paper records in file folders.
Retrievability:

By individual’s name.
Safeguards:

Distribution and access to files are based on strict need-to-know.
Physical security measures include locked containers/storage areas,
controlled personnel access, and continuous presence of authorized
personnel.

Retention and disposal:

Destroyed on revocation or upon discontinuance.

System manager(s) and address:

Deputy Chief of Staff for Operations and Plans, ATTN DAMO-
ODL, Headquarters, Department of the'Army, Washmgton, DC
20310-0440.

Notification procedures:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquires to the
Deputy Chief of Staff for Operations and Plans, ATTN: DAMO-

- ODL, Headquarters, Department of the Army, Washington, DC
20310-0440.

Individual shouid provide the full name, Social Secunty Number,
address, details concermng the expulsion or debarment action, and
signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Deputy
Chief of Staff for Operations and Plans, ATTN: DAMO-ODL,
Headquarters, Department of the Army, Washington, DC 20310-
0440 : : :

Individual should provide the full name, Social Security Number,
address, details concerning the expulsion or debarment acuon, and
signature, D

Contesting record procedures.

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categorleS°

Subjects, witnesses, victims, Mllnary Police and U.S. Army Crimi-
nal Investigations Command personnel and special agents, informants,
various Department of Defense; federal, state and local investigative
and law enforcement agencies, departmerits or agencies of foreign
governments; and any otlier individuals or organizations which may
supply pertinent information. ‘ :

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(j)(2) as
applicable.

An exemption rule for this system’ has been promulgated in accord-
ance with requirenients of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional information contact
the system manager.

. A0210-10TAPC
System name: : .

Departure Clearance Files. '

System location:

Administrative offices of Army Staff agencies, field operatmg com-
mands, installations, or activities, Army-wide.

Categories of individuals covered by the system:

All Army military and civilian personnel.

Categories of records in the system: :

DA Form 137 (lnstallatlon Clearance Record), copy of receipts or
documents evidencing payment of telephone bills, return of material
held on memorandum receipt, and similar clearance matters.

Authority for maintenance of the system:

10 U.S.C. 3013.

Purpose(s):

To verify that an individual -has obtained clearance from the Army
Staff agency or, installation’s facilities and has accomp]lshed his/her
personal and ofﬁcml obligations.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the begmnmg of the

'Army’s compilation of récord system notices.

Polneles and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system:

Storage: :
Paper records in file folders.
Retrievability:
By surname of departing 1nd1v1dual
Safeguards:
Information is accessed only by designated persons having ofﬁclal
need therefor.
Retention and disposal:
Destroyed after 1 year.
System manager(s) and address:
Commander, U.S. Total Army Personnel Command 200 Stovall
Street, Alexandria, VA 22332-0400. ..
Notification procedure: - :
Individuals seeking to determine if information about themselves is
contained in this records system should address written inquiries to
the administrative .office of the installation/activity to which the
individual had been assigned.
Individual should prowde the full name, departure date, ]ocatlon of
last employing office, and signature.
Record access procedures:
Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the administra-

- tive office of the installation/activity to Wthh the individual had

been assigned.
Individual should provnde the full name, departure date, location of
last employing office, and signature.

- Contesting record procedures:

The Army’s rules for accessing records, contesting contems, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be -obtained from the -system
manager. o ' o

Record source categories:

. From the individual; Army records and reports.

Exemptions claimed for the system.

None.
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« © A0210-50CE

System name: , .. ) ' o
Army Housing Operatlons Management System
System location:

Office, Chief of Engineers, Headquarters Department of the
Army, Washington, DC 20314 Housing Managers at Army mstalla-
tions.world-wide.. :

Categorles of individuals covered by the system -

" Military " personnel, their dependen(s Department of Defense or
other key civilian’ personnel

Categories of records in the system

Applications for on/off post housing contalnlng name, servrce/
SSN, rank/grade and date, service data, organization of asstgnment
home address and telephone number; locator data; appropriate travel
orders; records reflecting housing avadablhty/ assagnment/termlna-
tion; housmg financial records; referral services; property inventories,
hand receipts, and issue, slips; cost control, _]Ob orders; survey data;
reports of liaison with real estate boards, realtors, brokers and other
Government agencies; other management ‘reports regarding the
Army housing system; complaints and.investigations; and similar rele~
vant documents.

Authority for maintenance of the system:

10- U.S.C., sections 133 and 2674; DOD Instructlons 1100. 16
4165.27, 4]65 34, 4165.43, 416544 416547 and 4165.51 and E.O.
9397,

Purpose(s):

To provide information relating to the management, operation; and
control of the Army housing program; to provide necessary housing
for military personnel, their dependents, and qualified civilian em-
ployees; to determine housing adequacy/suntablllty, to, document cost
data for alterations/repair of units; to-establish rental rates; to pro-
vide guidance and referral service; to reflect liaison with real estate
boards, brokers, and other Government agericies; to render reports;
to investigate complaints and related matters.

. ‘Routine uses of records maintained in' the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the begmnmg of the Army s
listing of record system notices.

Policies and practices for storing, retrieving, accessmg, retammg, and
disposing of records in the system: . .

Storage:

Paper records; cards; computer tapes, discs, and printouts.

‘Retrievability: )

By individual’s surname, facility name or number.

Safeguards:

Records are maintained in areas accessible only to authorized per-
sons having official need therefor, housed in buildings protected by
security guards or locked when not in use. Information in automated
media is further protected by physical security devices; access to or
update of information.in the system is protected through a system of
passwords, thereby preserving integrity of data. -

Retention and disposal:

~ Installation troop housing files are destroyed after 3 years; installa-
tion housing project tenancy files are destroyed 3 years after termina-.
tion of quarters “occupancy; family ‘housing cost. controls "are de-
stroyed 11 years after last entry; family housing leasing: files are
destroyed 3 years after lease terminates, is cancelled, lapses, or after
any litigation is concluded; family housing rental rates are destroyed
after 10 years; housing referral services are destroyed after 5 years;
off-post .rental housing reports are destroyed after 2 years; off-post
housing complaints and investigations are destroyed 5 years after
completion al office having Army- w1de responslblllty, and at other
offices complaint and mvesugatlon ‘records “are destroyed 2 years
after completion. .

System manager(s) and address e

Chief of Engineers, Headquarters Department of the ‘Army, Wash-
ington, DC 20314.

Notification procedure:

*Information may be obtained from the Dlrector of Industrlal Oper-
ations, Office of the Chief of Engineers or his counterpart in Dis-
trict/Division Engineer Offices providing housing service.

Record access procedures:

An individual’s Tequest may be addressed to the Director of Indus-
trial Operations at the appropriate installation, and contain his/her
name and address and last assignment location.

s

1

.t N

Contesting record procedures;

The "Army’s rules for access to records and for comesting contents
and appealing initial ‘determinations are contamed in Army Regula—
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual, his/her personnel records, tenants/landlords
and realty activities, financial institutions, and previous employers/
commanders. '

Exemptions claimed for the system: ~

None.

‘ A0210-60SAFM
System name:

Check Cashing Privilege Files.

System location:

All Army lnstallatlons/actmtles wtth facnlmes to cash checks

Categories of individuals covered by the system: . P

Persons whose checks, written at Army facilities, have been dlS'
honored and/or whose check cashlng privileges have been suspended
or revoked.

Categories of records in the system:* =~~~ - - ' s

Documents related to advancing, revoking, or suspending, restor-
ing and general supervision of check cashing privileges. Included are
letters to individuals about bad checks, warnings that.a recurrence
may result in withdrawing check cashing privileges, notices from
banks that the bank was in error, notices to activities that check
cashing privileges have been suspended or withdrawn, and relatedv
papers.

Authority for maintenance of the system:

10 U.S.C. 3012‘.

Purpose(s) :

To determine mdwnduals to be denied check cashmg perlIeges at”
installation-check cashing facilities.

Routine uses of records maintained in the system including. catego-
ries of users and the purposes of such uses: e

See ‘Blanket Routine Uses® set forth at the beginning of the Army’s
listing of record system notices.

Lists of persons whose privileges have been suspended or with-
drawn may be disclosed to banks or credit unions operating on Army
installations so that the financial facilities can, if they wish, withhold
check cashing :privileges from those individuals. .

Disclosure to consumer reporting agencies: ™ 0 ’

Disclosure pursuant to 5 U.S.C:. 552a(b)(12) may be made from- this
system to ‘consumer reporting agencies’ as defined in the Fair Credit
Reporting Act (15 U.S.C. 1681a(f) or the Federal Claims Co]]ectlon
Act of 1966 (31 U.S.C. 3701(a)(3)). . .

Policies and practlces for storing, retnevmg, accessmg, retmmng, and
disposing of records in the system. .

Storage: ; .

Cards, paper records in ﬁ]e folders, and computer tapes

Retrievability: - '

By individual’s name or SSN.

Safeguards:

" Files are malntamed in areas accessnble only to authorlzed persons
having an official need therefor in the performance of official duties.

Retention and disposal:

Destroyed 3 years after individual has made restltuuon for dishon-
ored check.

System manager(s) and address-

Comptroller ‘of the Army, US Army Financé and Accountlng
Center, Ft Benjamin Harrison, IN 46249.

. Notification procedure: .

Information may be obtained from the mstallatlon commander
where check was cashed. e Lo

Record access procedures: ]

Individuals desiring access to records pertaining to themselves
should write to the installation commander,: furnishing fuII .name,
SSN, details relevant to.the incident; and 5|gnature

Contestlng record procedures .

The Afmy's rules for access to records and for contesting, contents

and appealing initial determinations are contalned in Army Regula—
tion 340-21 (32 CFR part 505).
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Record source categories:

From the dishonored check, the mdlvndual banking facilities.”
Exemptions claimed for the system:

None.

A0210-130DALO
System name:
Laundry and Dry Cleaning Accounting Files.
System location:
All laundries at Army 1nstallat|ons world- w1de DA Form 3799 is

maintained also at US Army Finance and Accounting Center, Indian-
apolis, IN 46249.

Categories of individuals covered by the system:
~ All military personnel who are authorized payroll deduction serv-
ice.

Categories of records in the system:

Individual’s application for laundry and/or dry cleaning start or
stop deductions (DA Form 3799), laundry mark, organizational code
number, amount deducted from pay monthly for laundry or dry
cleaning service, date, and organization name.

Authority for maintenance of the system:

10 U.S.C. 3012.

Purpose(s):

To determine patrons authorized laundry and dry cleaning service,
to verify receipt and shipment of individual laundry bundles, and
amount of money deducted from soldier’s pay; for management and
statistical reports.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses* set forth at the beginning of the Army’s
listing of record system notices.

Policies and practices for stormg, retrieving, accessing, retammg, and

disposing of records in the system: @

Storage:

Paper records in file cabinets; magnetic tape.
Retrievability:

By individual's surname.

Safeguards:

Records are accessible only to authorized individuals having need
therefor.

Retention and disposal:

Records are retained for 1 year, after which they are destroyed by
shredding/erasing, DA Form 3799 is retained indefinitely until laun-
dry or dry cleaning service is cancelled by the individual.

System manager(s) and address:

Deputy Chief of Staff for Logistics (ODCSLOG), The Pentagon,
Washington, DC 20310.

Notification procedure:

Information in this notice may be obtained by mqumng of the
Laundry Facility at the Army installation/activity where service was
obtained.

Record access procedures:

Individuals wishing to access records concerning them in this
system of records may inquire of the Laundry Facility at the installa-
tion providing service; individual should furnish name and pertinent
data that will facilitate locating the record.

Contesting record procedures:

The Army'’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:
From the individual; DA Form 3799.
Exemptions claimed for the system:
None.
A0210-190TAPC
System name: ’
Individual Gravesite Reservation Files.
" System location:

Commander, Military District of Washington, Fort Lesley J.
McNair, Washington, DC 20319; Soldiers’ and Airmen's Home Na-
tional Cemetery, Washington, DC 20011; Commander, U.S. Total

Army Personnél Command, Alexandria, VA 22332~0400 for selectwe
Army post cemeteries.

Categories of individuals covered by the system:

Active and former Armed Forces personnel and their dependents
who reserved grave plots in either Arlington National Cemetery
Soldiers’ Home National Cemetery, or Army post cemeterles prior to
1961.

Categories of records in the system:

Gravesite reservations (DA Forms 2122, 2123); reservist’s name,
address, number and section of grave reserved, mllltary service, or
relationship to service member: :

Authority for maintenance of the system:

10 U.S.C. 3013.

Purpose(s): :

To maintain records of individuals holding gravesite reservations in
Army national or post cemeteries made prior to 1961; to conduct

periodic surveys to determine validity of such reservauons to re-
spond to inquiries.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the beginning of the
Army's compilation of record system notices apply to.this system.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders; cards.

Retrievability:

By individual’s surname.

Safeguards: -

Records are mairitained in areas accessible only to authorized per-

" sonnel having official need therefor in the performance of their

duties.

Retention and disposal:

Destroyed when gravesite reservation is used or canceled.

System manager(s) and address:

Commander, Military District of Washington, Fort Lesley J.
McNair, Washington, DC 20319; Soldiers’ and Airmen's Home Na-
tional Cemetery, Washington, DC 20011; Commander, U.S. Total
Army Personnel Command, Alexandria, VA 22332-0400 for selectlve
Army post cemeteries.

Notification procedure: .

Individuals seeking to determine if information about themselves is
contained in this records system should address written inquiries to
the appropriate system manager.

Individual should provide sufficient details to permit locating perti-
nent records and signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the appropriate
system manager.

Individual should provide sufficient details to permit locating pertl-
nent records and signature.

Contesting record procedures: -

The Army's rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. . )

.Record source categories:

From the reservist, his/her representanve or next- of kin; Army
records and reports.

Exemptions claimed for the system:

None.

A0215CFSC
System name: ’

"General Morale, Welfare, Recreation and' Entertainment Records

System location:

Major Army commands, field operatmg agencies,. installations and
activities, Army-wide.

Categories of individuals covered by the system:

Mlhtary personnel, their families, other members of the military
community, certain DoD civilian employees and their families over-
seas, certain military personnel .of foreign nations and their families,
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personnel authorized to use ‘Army:sponsored Morale, Welfare, Recre:
ation (MWR) services, youth services, athletic and recreational serv-
ices, Armed Forces Recreation Centers, Army recreation machines,
and/or to participate in MWR-type activities; professional entertain-
ment groups recognized by the Armed Forces Professional Entertain-

ment Office; Army athletic team members; ticket holders of athletic’

events; units-‘of national youth -groups 'Such 4 - Boy 'Scouts, Glrl
Scouts and 4-H Clubs.

Categories of records in the system: Teoom e
Nare, ‘address, and other’ pertment |nformat|on of members, - par-
ticiparits, patrons,  and othér authorized -usefs. Otheér ancillary infor-
mation such a travel vouchers, secunty check results and orders will"
be kept in the system. : s e gt
Authority for maintenance of the system: g
5 U.S.C. 301 and Executive Order 9397. o
. Purpose(s): ; : o

' To ‘administer programs devoted to the. mental and physrcal well-
bemg of Army personnel and. other authorized: users; to document
the approval and conduct of specific contests, shows, entertainment
programs, sports activities/competitions, and other MWR-type activi-
ties and events sponsored or sanctioned by the .Army. Relevant
information on an individual may be disclosed for bona fide purposes
such as marketmg and 'promoting MWR, entertainment programs,
and to- sports, educational, athletic, and srmllar-related orgamzatlons‘
conducting equivalent MWR: -type activities. R

Routine uses of records maintained in the system, including catego-‘

ries of users and the purposes of such uses:

None. Ve g

Policies and practlces for storing, retrlevmg, nccessmg, retammg, and
disposing of records in the system: [

Storage: -

Paper records in file folders, cards, magnetic tapes, discs, computer
printouts, and srmrlar media. :

Retrievability:

By name, social . securlty number, or other individual ldentlfylng
characteristics. . .

SafeguardS'

Records are kept in buildings secured durmg non-duty hours and
accessed by only designated ’ persons having official need therefor..

-Retention and disposal: , R . -

- All documents -are destroyed after 2 years,. unless requlred for
current operation.’ e

System manager(s) and address: : : H

Commander, U.S. Army Community and Famlly Support Center,
2461-Eisenhower Avenue, Aléxandria; VA 2233]-0521 5}

Notification procedure: , ST s

“Individuals’ seekmg to detérfine whether information about them-
selves is contained in this record system should address |nqumes to
the Mora]e and Welfare office at the installation or act|v1ty where
assigned.;. v o e KRR

Record access procedures: : v coall .

Individuals seeking access to records about themselves contamed in
this record system should-address- inquiries to' the Morale and Wel-
fare office at the installation or activity where assigned:

Individuals must provide name, rank, SSN, proof of: 1dent1ﬁcatron.
and.any other pertinent.information necessary. ,; I

’ Contestmg record procedures: . - v

~The armys rules for accessing ‘records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
343-21; 32 CFR part 505; or may be obtarned from- the system
manager. ; N

Record source categorles. R

From the individual or group receiving the service.” .- - -

Exemptions claimed for the system:

None. .

A0215-1CFSC | E .

System name; v o
Nonappropriated Fund Employee Insurance and Retlrement Files.
System location: ey

U.S. Army Communlty and Famlly Support Center, 2461 Elsen-
hower Avenue, Alexandria, VA 22331-0500.”" -

. Categories of, mdmduals covered by the system: .

Army: nonaproprlated fund (NAF) employees who partlcrpate in
thé NAF Group Insurance and Retirement Plan. ;

f

~ Categories of records in the system: <5

Monthly :and cumulative insurance' and retirement. deducttons for
each employee; name and Social Security Number.

Authority for maintenance of the system: ’ \

Pub. L. 95-595; 26 U. SC 401a; and Executive Order 9397,
Purpose(s): :
To substantiate initial . enrollment and subsequent change in the‘

NAF Group Insurance and Retirement Plan; to vérify monthly de-
ductions and to compute annuities, refunds, and death benefits.

~'Routine- uses of records ‘mainitained in the’ system mcludmg catego-
ries of users and the:purposes of such uses:

The “Blanket Routine Uses” set forth at the begmmng ‘of the
Army’s compllatron of record system notices apply to thls system.

- Disclosuré to consumer reporting agencies: it e

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this
system to consumer reporting agencies as defined in the Fair Credit
Reporting , Act (15 U.S.C.-1681a(f)) or‘the Federal Clalms Collectlon
Act of 1966,(31 U.S.C. 3701(a)(3))-" e

Policies and’ practlces for storing, retnevmg, accessmg, retammg, and'
disposing of records in the system . '

Storage: A N S

Magnetic tapes/discs, microfiche, paper records. R

Retrievability: =

. By'individual’s surname W|th|n each NAF acthlty

Safeguards o .

Records are located in controlled ‘areas w1th|n bulldmg havmg
security guards; information is accessed only by individuals who are

properly cleared and trained and have need therefor in 'the perform-
ance of official dutles
Retention and dlsposal :
Paper- files maintained by the Community and Family Support
Center are destroyed | year “after microfilming or earlier after accu-
racy of microfilm is verified. Microfilmed filés are destroyed after 56
years. Other offices destroy the records after 4 years.

System manager(s) and address; © -

Commander, U.S. Army Community and Family Support Center,
ATTN: CFSC-HR-PB, 2461 Eisenhower Avenue, Alexandria, VA
22331-0500. "

-Notification .procedure: - -' ;" - . ; o

Individuals seeking to determme if mformatron about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Community and Family Support Center,
ATTN: CFSC-HR- PB,,2461 Eisenhower Avenue, Alexandria, VA
22331-0500. ’

Individual should provrde the full name, Social Securlty Number,
NAF activity where employed and signature.

Récord access procedures: f :

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, U.S..Army.:Community ‘and Family Support Center, ATTN:
CFSC-HR-PB, 2461 Eisenhower "Avenue, Alexandria," VA 22331-
0500.

Individual should provide the full name, Social Security Number,
NAF activity where employed, and signature, .

Contesting record procedures [ <

The: Army's rilés for accessing records, contestmg contents and
appealing initial determinations.are contained -in Army Regulation

. LA,
_— Wl :

340-21; 32 CFR part 505; or may be obtained from the:system
manager. . .. , Vv ey - A
Record source categones St .

From the individual and NAF personnel ofﬁcers
Exemptions claimed for the system:
None. N R
A0215-1aSAFM
System name: '
Nonappropriated Funds ‘Central Payroll System (NAFCPS).
System location:

System Proponent: Assistant Comptroller ‘of the' Army for Finance
and Accounting (ACOA(F&A)), ATTN: DACA-FAP-N, Indianapo-
lis, IN 46249-1056; NAFCPS 'is operational at two sites: Central
Nonappropriated, Funds Payroll Office, P.0. Box 75, Texarkana, TX

-75504-0075, and..the Nonappropriated Funds Central Payroll Diyi-



DEFENSE DEPARTMENT A ‘ 75

*sion, USS. Army Finance and Accounting Center Europe (USAFA-
CEUR), APO NY 09007-0137.

Categories- of individuals covered by the system:

All civilian employees of the Department of the Army, Defense
Logistics Agency, and Panama Local Nationals who are pald from
nonappropriated funds (NAF).

Categories of records in the system:

Individual records of appointment or assignment; officially authen-
ticated time and attendance records, supported by substantiating doc-
uments; individual leave records, payroll control files, individual
wnthholdmg authorization files, withholding tax exemption certificate
files, withholding tax files, savings bond schedule files, other deduc-
tion type files, payroll journal and check register, earnings statement,
earnings records, tips received, earnings and leave statements, subsist-
ence and quarters files, unemployment compensation data request
files, health and life insurance files, income tax withheld, employer
and employee Federal Insurance Contributions Act files, Employer
Quarterly Federal Tax Return, state tax files, local tax files, Fair
Labor Standards Act files, and total employer liability for accrued
leave at separation.

‘Authority for maintenance of the system: .

5 U.S.C,, section 2105, 5531, 5533; Pub. L. 92-203; Fair Labor
Standards Act; E.O. 9397. :

Purpose(s):

- To calculate the net pay due each employee provide a history of
pay transactions, entitlements .and deductions; maintain a record of

leave ‘accrued and taken; keep a schedule of ‘bonds due and issued;
record taxes paid; respond to inquiries or claims.

Routine uses of records maintained in the system, including catego-’

ries of users and the purposes of such uses:

Data required .by law, e.g., employees’ earnings, taxes wnhhe]d
Fedeéral Insurance Contributions Act contributions, are provided to
the Treasury Department, the Social Security Administration, Inter-
nal Revenue Service, states and localities which have an agreement
with the Department of the taxable earnings information.

Disclosure to consumer reporting agencies: ’

Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from this
system to consumer reporting agencies as defined in the Fair Credit
Reporting Act (15 U.S.C. 168la(f), the Federal Claims Collection
Act of 1966 (31 U.S.C. 3701(a)(3)), or Title III, Section 301 of Pub.
L. 97-253, the 1982 Omnibus Reconciliation Act.

Policies and practlces for storing, retrieving, accessmg, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders and bulk storage, magnetic tapes,
discs, microfilm, microfiche, and computer printouts.
Retrievability:

By individual's social security number (SSN) within each nonap-

propriated fund Standard NAF Number (Installation, fund, location,
and department code).

Safeguards:

Files are maintained in areas accessible only to designated person-
nel who have need therefor in the performance of official duties.

Retention and disposal:

Individual pay records are permanent; they are forwarded to the
National Personnel Records Center after three years; they are re-
tained at servicing payroll office while individual is actively em-
ployed. Upon separation or termination of employment, files are
placed in an inactive status and retained 18 months after close of pay
year. Leave records are retained 10 years and then destroyed. Other
management and accounting information reports are retained from
one to three years before destruction.

System manager(s) and address:

Assistant Comptroller of the Army for Finance and Accounting,
ATTN: DACA-FAP-N, Indianapolis, IN 46249-1056."

Notification procedure:

Information may be obtained from the Chief, Central NAF Payroll
Office, P.0. Box 75, Texarkana, TX 75504-0075, or Commander,

USAFACEUR, ATTN: AEUTCF-NAF, APO NY 09007-0137. Indi-
vidual should furnish full name, SSN, period and location of employ-

ment, and signature.
Record access procedures: ]
Requests for system information should be sent to the System
Manager. Requests from individuals should be sent to the appropriate

servicing payroll office furnishing details required by ‘Notlﬁcatlon
procedure®. .

Contesting record procedures: .
The Department of the Army’s rules for access to records and for

contestlng contents and appealing initial determinations are contamed
in Army Regulanon 340-21 (32 CFR part 505).
Record source categories: .
From the individual, Time and Attendance reports, former em-
ployers, Social Security Administration, Treasury Department, DOD
staff agenmes and field installation, Government benefit programs,
servicing civilian personnel offices.

Exemptions claimed for the system:
None.

AOZIS—IbSAFM
System name:
Nonappropriated Fund Accounts Recewable System.
System location:
Nonappropriated fund activities-at Army 1nstallauons world-wide.
Categories of individuals covered by the system:

Current and former members of Nonappropriated Fund lnstrumen-
talities (NAFI) whose accounts show balances other than zero; per-
sons using Post billeting facilities on a fee paid basis (bachelor ofﬁcer
quarters, visitor quarters and guesthouse facilities) and persons no
longer using such facilities whose accounts have other than zero
balances; any individual havmg a statement of account for the billing
period, individuals occupying government housing at any military
installation; individual class B telephone subscribers; members, cus-
tomers or civilians having 30 day credit terms for ‘“‘charge™ sales
and/or dues obligations to NAF activities; all persons whose ac-
counts have been dishonored by banking institutions and their checks
returned to NAF activities; individuals who have cash loans charged
to their accounts.

‘Categories of records in the system:

Individual’s name, SSN, rank, amount of charges, billings of items
or services furnished, subsidiary ledgers containing detail. of services
billed and paid by individual; work order forms, ‘invoice listings,
monthly receipt vouchers, date and method of payment, -file of bil-
lings associated with returned/dlshonored checks, and relevant simi-
lar documents.

Authority for maintenance of the system:

31 U.S.C. 66; 10 U.S.C. 2481 and 3012, 5 U.S.C. SlOl and E.O.
9397. :

Purpose(s):

To maintain current rosters as subsidiary records for accounts
receivable’ and cash acccountability control; to provide monthly
statements to custoiners; to provide ledger balances for activity finan-
cial statements; to prepare aged listing of accounts receivable, 30, 60,
and 90 days; to answer inquiries to members on account of status and
specific transactions.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses;

(1) See “Blanket Routine Uses” set forth at the beginning of .the
Army'’s listing of record system notices.

(2) Disclosure pursuant to 5 U.S.C. 552a(b)(12) may be made from
this system to ‘‘consumer reporting agencies” as defined in the Fair
Credit Reporting Act (15 U.S.C. 1661a(f)) or the Federal Claims
Collection Act of 1966 (31 U.S.C. 3701(a)(3)). .

Policies and practices for storing, retrieving, accessing, retalmng, and
disposing of records in the system:

Storage:

Magnetic tapes and/or discs by account in numerical and alphabet-

‘ical order; computer hard copy printouts filed in binders; coples of

statements filed in folders.
Retrievability: . B
By customer name and SSN.
Safeguards:

Records are maintained in lock-type cabinets within storage areas
accessible only to authorized personnel.

Retention and disposal;

Destroyed after 3 years following audit wnlh no exceptions or
irregularities disclosed.

System manager(s) and address:

- Office of Deputy Finance and Acvcounting for Operations Manage-
ment, ATTN: SAFM-FAP-N, Stop 66, Indianapolis, IN 46249-1056.

Notification procedure:
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Individuals may submit written request to the custodian of nonap-
propriated funds actwmes at the installation where record is believed
to exist.

Record access procedures: Individuals’ des:rmg access to records
pertaining to them in this sytem should write to. appropriated nonap-
propriated fund activity custodian, furnishing full name, SSN, and
account number.

Contesting record procedures:

. The Army’s rules for access to records and for contestmg -contents
and_appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From daily transaction Tegisters/journals received from bllletlng
officer, signal officer, and/or club officers.

Exemptions claimed for the system:
None.

AOZ]S-ZaCFSC
System name;
. Army Club Membershlp Flles
System location:-
" Decentralized: at Army |nslallauons Fles are malntamed by the
officers, noncommissioned, or other mlhtary club managers at Army
installations having club activities. Official mailing addresses are pub-

lished as an appendix to the Army’s compﬂatlon of record systems
notices.” .

Categones of individuals covered by the. system:

Military (active Reserve, retired), personnel, their dependents,

and/or civilian- employees who' apply for membershlp in any Army

club.
Categories of records in the system:

Individual’s name, Social Security Number, address, phone
number, name of spouse, credits; merchandise code, date of purchase,
card number, club bill,; and similar related |nformat|0n

Authority for maintenance of the system: .
_lous.c. 3013 and ‘Executive Order 9397
Purpose(s):

To administer club accounts, prepare billings, collect monies, and
disseminate information concerning. club activities.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The *‘Blanket Routine Uses” set forth at .the begmnmg of the
Army's compilation of record system .notices apply to this-system.

. Policies and practices for. storing, retrieving, accessing; retaining and
disposing of records .in the system:

Storage: R
Cards, magnetic tape/disc, computer pnmouts
Retrievability:

By member’s name, Social Security Number, or club membershlp
number; - &

Safeguards:

Information is mamtamed in secured areas acce551ble only to au-
thorized personnel.

Retention and disposal: "\

Retained as long as member is active; destroyed 3 years after
membership is discontinued.

System manager(s) and address: .

Commander,” U.S. Army Community ‘and Family Support Center .

2461 Eisenhower Avenue, Alexandria, VA 22331~ 0500 .
Notification procedure: -

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Community and Family Support Center,
ATTN: CFSC-BP, 2461 Eisenhower Avenue, Alexandria, VA
22331-0500.

Individual should provide the full name, Socral Securlly Number
present address, and signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the club of
which a member or to the Commander, U.S. Army Community and
Family Support Center, ATTN: "CFSC-BP, 2461 Eisenhower
Avenue, Alexandria, VA 22331-0500. .

Individual should provide-the full name, Social Security Number,
present address, and signature. .

Contesting record procedures: .-

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. . , ) .

Record source categories: .

* From the individual. ¢
. Exemptions clalmed for the system
None.

Aozls;ZhCFsc
System name:

Commercial Entertalnment Transaction Records

System location: : .

Installation and area clubs; ‘other membership associations, nonap-
propriated fund activities and instrumentalities; Armed Forces recrea-
tion centers throughout the Army; United States Army Europe and
Korea commercial/entertainment offices; addresses may be obtained
from the System Manager. .

Categories of individuals covered by the system: )

Individual performers, members of entertainment groups or their
agents who may be members of the United States Forces and/or
their dependents, civilian components of US Forces and/or their
dependents, and other US citizens or foreign natlonals .

Categories of records in the system:

File contains name of individual or group, SSN of individual, type
of entertainment, passport number, nationality, location of perform-
ances, agent code, performance/band information, fees charged, pay-
ment records, individual contract number, performanc'e' information
and-date, and code of the non-appropriated fund activity. -

“Authority for maintenance of the system ‘

10 U.S.C. 3012.

Purpose(s):

‘To register individual/group entertamers appearmg at non- appro-
priated fund activities or instrumentalities, clubs, associations or
recreation centers; to issue pay and supporting documents incident to
contract for such entertainers; to account.for monies of open:messes
and clubs for entertainment purposes.

Routine uses of records maintained in the system including catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses' set forth at the beginning oI' the Army’s
listing of ‘record system notices.

Policies and practlces for storing, retnevmg, accessing, retammg. and
disposing of records in the system . ‘

Storage: ‘ o o R

Paper records in ﬁle folders punch cards, magneuc tapes and
discs, and computer printouts.

_Retrievability: - -

By SSN, agent code or band code.

Safeguards: .

-Buildings housing, records employ security guards. Paper files,
computer cards, and printouts are stored in- areas accessible only to
authorized personnel; offices and buildings are locked during non-
duty hours: Access to computer is limited to individuals who are
properly cleared and trained. :

Retention and d|sposal : : )

Records are retained for 6 years, then- destroyed by shredding..

System manager(s) and address:

Commander, US Army Community and Family Support Center,
2461 Eisenhower Avenue, Alexandria, VA 22331,

Notification procedure

Individuals, desiring to know. whether or not |nformat|0n on them
exists in this system of records should write to the System Manager,
providing full name of the individual, agent code (if applicable), SSN
and/or passport number, and the time period and performance date
involved. . .

Record access procedures: -

Individuals .desiring ‘access to records about themselves should
write as indicated in ‘Notlﬁcatlon procedure prov1d1ng information
specified therein.

Contesting record procedures:
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The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

" From the individual entertainer and agent.
Exemptlons claimed for the system~
None. '

: A0215-3DAPE
System name:

NAF Personnel Records.

System location: :

Civilian Personnel Offices and at Army installations; National Per-
sonnel Records Center; (Civilian), 111 Winnebago Street, St Louis,
Mo. 63118. Where duplicates of these records are stored in a second

office, e.g., an administrative office closer to where the employee
actually -‘works, this notice applies.

Categories of individuals covered by the system:

All individuals who have applied for employment with, are em-
ployed by, or were employed by nonappropriated fund (NAF) activi-

- ties.

*

Categories of records in tlle system:

Applications for employment, documents relating to testings, rat-
ings, qualifications, prior employment, appointment, suitability, secu-
rity, retirement, group - insurance, medical certificates, performance
evaluations; job descriptions; training and career development

records; awards and commendations data, tax withholding authoriza-

tions; documents relating to injury and death compensation, unem-
ployment compensation, travel and transportation, reduction-in-force,
adverse actions, confilict-of-interest and/or conduct, and similar rele-
vant matters.

Authority for maintenance of the system:

5 U.S.C. 301.

Purpose(s):

These records are maintained to carry out'a personnel management
program for Department of the Army non»appropralted fund instru-
mentalities. Records are used to recruit, appoint, assign, pay, evalu-
ate, recognize, discipline, train and develop, and separate individuals;
to administer employee benefits; and to conduct labor-managemem
relations, employee-management relations, and responsnbllmes inher-
ent in managerial and supervisory functions.

Routine uses of records maintained in the system, in¢luding catego-
ries of users and the purposes of such uses:

Information may be disclosed to:
. Appropriate Federal agencies such as the Ofﬁce of Personnel Man-

agement, Department of Labor, Department of Justice, General
Services Administration, General Accounting Office, to resolve and/
or adjudicate matters falling within their jurisdiction. Records may
also be disclosed to labor organizations in response to requests for
names of employees and identifying information.

Policies and practices for storing, retrieving, accessing, retaining, and

disposing of records in the system:
Storage:’
Paper records in file folders, kardex files.
Retrievability: .
By individual’s surname or SSN.
Safeguards:
* Records are maintained in areas restricted to authorized persons

having official need therefor; all information is regarded as if it were

marked ‘For Official Use Only
Retention and disposal:

Records are permanent; after employee separates, records are. re-
tired to the National Personnel Records Center (Civilian), 111 Win-
nebago Street, St Louis, MO 63318 within 30 days. Copies of these
records maintained in an administrative office or by the supervisor
are retained until the employee transfers or separates; destroyed 30
days later.

System manager(s) and address:

The Deputy Chief of Staff for Personnel, Headquarters, Depart-
ment of the Army, Washington, DC, 20310

Notification procedure:

Information may be obtained from' the local Civilian Personnel
Officer; former nonappropriated fund employees should write to the
National Personnel Records Center (Civilian) 111 Winnebago Street,

St Louis, MO 63118. Individual should provide his/her full name,

current address and telephone number, a specific description of the
information/records sought and any identifying numbers such as
SSN.

Record access procedureS' .

Individuals desiring access to information about .themselves in this
system of records may inquire of their local Civilian Personnel Offi-
cer or, if separated, the National Personnel Records Center (see
‘System location'). Individual should furmsh information required by
‘Notification procedure'.

Contesting record procedures. .

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are contamed in Army Regula-
tion 340-21 (32 CFR part 505). .

Record source categories:

From the applicant; statements or correspondence from persons
having knowledge of the individual; official records; actions affectmg
individual’s employment and/or pay.

Exemptions clalmed for the system

None.

A0220-1USSOCOM L
System name:

Military Personnel Data File, USSOCOM

System location:

U.S. Special Operations Command (USSOCOM), Machll Air
Force Base, FL 33608,

Categories of individuals covered by the system:

All Army, Navy, Marine Corps, and Air Force personnel aSS|gned
for duty with USSOCOM.

- Categories of records in the system:

File contains individual’s name, Social Security Number rank, pay
grade, date of rank, branch of service, Army officer branch, basic
active service 'date, basic pay entry date, date of birth, organization
and division, primary and secondary military specialty, duty MOS/
AFSC, marital status, officer evaluation report/enlisted efficiency
report date, reserve regular officer status, duty telephone number,
home address and telephone number, spouse’s name, date arrived at

~ USSOCOM, projected loss date, expiration term of service, foreign

service availability code, human personal reliability screening data,
language proficiency, enlisted evaluation report weighted average,
name of OER/EER rater, duty title, permanent grade, date of rank,
rated category, highest professional military and civilian educat|on
source of commission, mandatory. retirement date (officers).

Authority for maintenance of the system:
10 U.S.C. 3013 and Executive Order 9397.
Purpose(s):

To maintain a consolidated joint personnel file pertaining to Army,
Navy, Marine Corps, and Air Force personnel. Although each serv-
ice has its own personnel records system, USSOCOM requires basic
personnel data for:Command Manning Rosters and similar manage-
ment purposes.

Routine uses of records mainatained in the system, mcludmg catego-
ries of users and the purposes of such uses:

None.

Policies and practnces for storing, retnevmg, accessing, retaining, and
disposing of records in the system:

Storage:

The system is an on-line disc resident appllcatlon with back- -up
maintained on magnetic tape.

Retrievability:

Standard reports and ad.hoc ‘retrievals are generated via remote
terminals using a data management system. Updates -and record
browsing may be accomplished in the interactive mode through
keying by Social Security Number.

Safeguards:

All operators have Passwords which are requlred ‘for access to the '
computer file. All output products bear Privacy Act labels.

Retention and disposal:-

Personnel data are deleted upon departure of the |nd|v1dual from
USSOCOM.

System manager(s) and address:

Commander in Chief, U.S. Special Operations Command, Machll
AFB, Florida 33608. -

" Notification procedure:
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Individuals seeking to determine if information about themselves is
contained in this record ‘system should address written inquiries . to
the Commander in Chief, U.S. Special Operations Command, ATTN:
Director of Personnel (SOJ1-P), Machll AFB, Florida 33608.

Individual should provide the full name," “Social Sécurity Number,

and mllltary -status .or other mformatlon venﬁable from the record'

ltself . .

* Record access. procedures: - 7T ¢ ot ’ -

Individuals seekmg access 0 record about themselves contamed in
this record system should address written inquiries'to Commander in
Chief, U.S. Special Operations Command, ATTN: Dlrector of Per-
sonnel (SOJ1-P), MacDill AFB, Florida 33608 st

-'Individual should provide the full name, Social Securlty Number

and military status or other information venﬁable from the record:

itself,
Contesting record procedures: .

. The, Army’s..rules for accessing records, contestmg contents,‘and
appeallng agency determinations. by the’ individual concerned are
published in Department of the. Army Regulation 340-21; 32 .CFR
part 505; or may be obtained from the system manager.

Record source categories:

From official military personnel records of the mdlwdual upon
his/her reporting to USSOCOM for duty.

Exemptions claimed for the system:-
None.

Pt T T A340JDMSS

System name: -
. HQDA Correspondence and Control/Centra] Files System
System location: -

Office, Secretary of the Army; Offi ice,r Chlef of Staff; Headquar-
ters, Department of the Army Staff agencies.

. Categories of individuals covered, by the system‘

" Individuals who either initiated, or are the subject of, commumca»
tions with the Headquarters, Department of the Army. - B

Inquiries, with referrals and:responses, and other communications
pertaining to any function .or subject involving or of interest.to
Headquarters, Department of the. Army level: Records may include,
but,are not restricted to, complaints, appeals, grievances,.investiga-
tions, alleged improprieties, personnel actions, medical reports, intelli-
gence, and similar matters. ‘Fhey may be either specific or general in
nature and may include such personal information as an individual’s
name, SSAN, date and/or place of birth; -description of events or
incidents of a sensitive or privileged nature, commendatory..or -unfa-
vorable data.

Authority for maintenance of the system'
10 U.S.C. 3012; 5 U.S.C. 301.
Purpose(s):

To control correspondence, document actlons taken, and Iocate
records for reference purposes: ...

“.Routine uses of records:maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

See ‘Blanket Routine Uses'.set: forth at the beginning: of the Army s
hstmg of record system notices.

NOTE.--Disclosure of information from documents or . records
which. properly become part of another system of records will be as
authofized in the ‘routine uses* portion’of.that system of. records.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system

¥ Storage:

Paper and/or microfiche in Office, Secretary of the Army Office,
Chief of Staff Army, and those Army Staff (ARSTAF) agencies
having primary functional responsibility for the subject matter being
addressed.; Selected 1dentlﬁcat10n data are stored ln the automated
index central’ computer facility.

Retrievability:

.., paper records .are retrieved by date; microfiche is retrleved by
Subject (based on Alpha Numeric Fllmg System) and within the
subject, is individually identified by cartridge number, year and se-
quence number and personal names if appropriate. Primary access to
the automated. index, is accomplished through a document control
number, :

Safeguards: ‘ B

"Records are -controlled; access to- mformat:on from specnﬁed docu-
ments is restricted to persons who have been designated by their
agency to have official need for the information in the performance

<y

~i' N e

of their duties, ARSTAF agencies are linked to the automated index
by on-line terminals, thereby sharing a common data base, but do_not
have access to the record itself.

File areas within the Secretariat and the Office, Chlef of Staff and
certain ARSTAF file areas are protected by electronic surveillance
systems with combination -lock doors; all other file areas (within
ARSTAF) are protected consistent .with the. sensitivity of Privacy
Act data included therein. Users of the system receive training: de-
signed to preclude misuse or. unauthorlzed disclosure of information.

Retention and disposal:

Non-policy documents are kept 10 years. They are converted to
microform and destroyed after verification that the microform is an
acceptable substitute for the original document. The hard ¢opy. and
microform remain in-current files area-for 2-years after-completion of
action, then are retlred to - the Washlngton ‘National Records Center
(WNRO).

Policy action files are permanent Orlgmal documents are convert-
ed to microform. The hard copy and microform remain in current
files area for 2 years, then are retired to WNRC. The hard copy is
destroyed at a future date after the microform is properly certified to
meét archival standards set by General Services Administration.

" Information 'in the automated index is ‘kept permanently. At the
beginning of each calendar year the index of all permanent docu-
ments added to the central file that year is' transferred to tape. The.
tape is kept in-house to support:Army operations and -is destroyed
when no longer needed for current operations. A duplicate copy of
that tape is transferred to:the Machme ‘Readable- Archlves, Natlonal
Archlves and Records Serv1ce, GSA. . o

- System manager(s) and .address: REEE e

The Administrative Asststant to the Secretary of the Army ‘For
OSA records. - - T

The Director of- the Army Staff For Commumcatlons dlrected to
the Office of the Chief of Staff, Army.

Heads of Army Staff agencies::For records in thelr functional
areas.

All of the above officials are located in The Pentagon, Washmg-
ton, DC 20310. (except for the Chief of Engineers who is Iocated at
the Pulaski’ Bulldmg, Washmgton, DC 20314) ;

. Notification procedure - .

Individuals wishing to inquire- whether thls system contains infor-
mation about them should contact the System Manager having func-
tional responsibility -or interest.. Inquiries should include- full name,
SSAN, ‘current address, details. that.will assist in identifying the
records sought, and signature. - . o

Record access procedures: .

Individuals seeking access to records should address thelr inquiry
as outlined in ‘Notification, procedure’. .

[ Contesting record procedures: - & © - -

“ “The Army’s rules for access to records and for contestmg contents
and appealirig initial determmatlons are contamed in Army Regula-
tion 340-21 (32 CFR part 505)." :

Record source categories:

From the individual; correspondence emanatmg w1th1n the Army
Secretariat, the Office, Chlef of Staff, and ARSTAF agencies; other
Federal agencies.

Exemptions claimed for the system:

Portions of the records in this system may be exempted under 5
U.S.C. section 552a(k)(1) through (k)(7) from the following provi-

s' I

sions of Title 5 U.S.C. section 552a: (c)(3), (d), (e)1), (e)(4)G),

(e)(4)(H), and (f). Documents are generated by other elements of the
Army or are received from other agencies and individuals.. Because
of the' broad scope of the contents of ‘this system and since the
introduction of documents is largely unregulatab]e, specific portions
or documents that may require an exemption cannot be predeter-
mined. Therefore, and to the extent that such material is received and
maintained, selected individual documents may be exemptéd from
disclosure under aiy of the’ provnsnons of subsectlons )1y through
k)(7), Tntle 5, U.S.C. 552a. - K

A0340-21SAIS
System name: . ) :
Privacy Case Files. . o ST ,
System location: o ' ’

These records exist at Headquarters, Department of the Army,
staff.and field joperating agencies, major commands, installations and
actlvmes réceiving Privacy Act ;requests. Official mailing-addresses
are pubhshed as an- appendlx 0. the Armys compllatlon of system
notlces . L .
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Records also exist in offices of Access and Amendment Refusal
Authorities whea an individual’s request to access and/or amend his/
her record is denied. Upon appeal of that denial, record is maintained
by ihe Department of the Army Privacy Review Board

Categorles of individuals covered by the system:

Indnvnduals who request information concerning themselves which
is in the custody of the Department of the Army or who request
access to or amendment of such records in accordance W|th the
Privacy Act of 1974, as amended.

Categories of records in the system:

. Documents notifying requesters of the existence of records on

them, providing or denying access to or amendment of records,
acting on appeals or denials to provide access -or-amend records, and
providing or developing information for use in litigation; Department
of the Army Privacy Review Board minutes and actions; copies of
the requested and amended or unamended records; statements -of
disagreement; and other related documents.

Authorlty for maintenance of the system:

10 US.C 3012 and 5 U.S.C. 552a, the anacy Act.of 1974, as
amended.

Purpose(s):

To process and coordinate individual requests for -access and
amendment of personal records; to process appeals on denials of
requests for access or amendment to ‘personal records by the data
subject against agency rulings; and to ensure timely response to
requesters.

Routine uses of records maintained in the system, including catego-
ries of users and purposes of such uses: )

The “Blanket Routine Uses” set forth at the beginning of the
Army’'s compilation of record system notices apply to this record
system.

Policies and practlces for stormg, retrieving, accessing, retaining, and
disposing. of records in the system:

Storage:

. Paper records in file folders; microfilm.
Retrievability:

By name of requester on whom the records pertain.
Safeguards:

Records are accessed by: custodian of the record system and’ by
persons responsible for servicing the record system in performance of
their official duties. Records are stored in locked cabinets or rooms.

Retention and disposal:

Approved requests, denials that were not appealed, denials fully
overruled by appellate authorities and appeals adjudicated fully in
favor of requestor are destroyed after 4 years. Appeals denied in full
or in part are destroyed after 10 years, provided legal proceedings
are completed.

System manager(s) and address:

Director of Information Systems for Command, Control Commu-
nications, and Computers, ATTN: SAIS-PDD, Department of the
Army, Washington, DC 20310-0107.

Notification procedure:

Individuals seeking to determine if information. about themselves is
contained in this record system should address written inquiries to
the Director of Information Systems for Command, Control, Com-
munications, and Computers, ATTN: SAIS-PDD, Department of the
Army, Washmgton, DC 20310-0107.

For verification purposes, individual should provide full name, date
and place of birth, current address and other personal information
necessary to locate the record. .

Record access procedures:

- Individuals seeking access to records about themselves contained in
thls record system should address written inquiries to the office that
processed the initial inquiry, access request, or amendment request.
Individual may obtain assistance from the Director of Information
Systems for Command, Control, Communications, and Computers,
ATTN: SAIS- PDD Department of the Army, Washington, DC
20310-0107.

For verification purposes, individual should provide full name, date
and place of birth, current address and other personal information
necessary to locate the record. Personal visits may be made to the
office maintaining the records upon presentation of acceptable identi-
fication, such as a valid driver’s license, and furnishing verbal infor-
mation that can be verified from the individual’s case file. .

Contesting record procedures:

The Armys rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are published in Department of the Army Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager

Record source categories:

From the individual, Army orgamzatlons, Department of. Defense
components, and other Federal, state, and local government agencies.

Exemptions claimed for the system:

The majority of records in this system are not exempted Coples of
documents residing in the office of an Access and Amendment Refus-
al Authority having a law enforcement mission which fall within

(i)(2) are exempted from the following provisions of Title 5 U.S.C.
?823 (C)(3) (@), ©1), (€)2), (€)(3), ()4)(G). E)DH), (e)5), (e)®),

, and

Coples of documents maintained by the Department of the Army
Privacy Review Board and by those Access and Amendment Refusal
Authorities not having a law enforcement mission which fall within 5
U.S.C. 552a (k)(1) through (k)(7) are exempt from the following
provisions of Title 5 US.C. 552a: (c)(3), (d), (e)(1), (e)4)(G)

" (e)(4)(H), and ().

A0350-1DAMI

\ System name:

INSCOM, Personal Qualification and Tralnmg Profile.

System location:

United States Army Intelligence and Security. Command, Ft. Be]-
voir, VA, 22060-5370. .

Categones or Individuals covered by the system: .

All Army military personnel assigned to Headquarters, United
States Army Intelligence and Security Command and its attached
activities. .

Categories of records:in the system:

File contains individual’s name, Social Security Number, pay
grade, primary military occupational specialty (PMOS)/Specialty
skill identifier (SSI), date of last evaluation report, sex, date of birth,
organization/unit processing code, duty section, helght weight,
weight control program status, physical profile factors. (PULHES),

. date of last physical examination, examination, profile status, expira-

tion date of temporary profile, over 40 medical clearance status, date
last Human Immunodificiency Virus (HIV) test, date last Army phys-
ical fitness test (APFT), APFT results, APFT scores, date last skill
qualification test (SQT), SQT score, PLDC attendance, CAS3 at-
tendance, date last weapons qualification, weapons qualification
status, caliber of weapon in which qualified, date last subversion and
espionage directed against defense in which qualified, date last sub-
version and espionage directed against defense activities (SAEDA)
training, date of last operations security training, and similar person-
nel, medical and training related data pertaining to assignments. .

Authority for maintenance of the system:

10 U.S.C. 3012 and Executive Order 9397

Purpose(s)

To maintain a consolidated file of specnﬁed personnel, medlcal and
training related data pertaining to all Army military personnel as-
signed to Headquarters United States Army Inte]]igence and Security
Command and their supporting tenant activities.

A consolidated records system of selected data is requ1red to more
efficiently and effectively provide management and training support
to assigned personnel.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the beginning of the
Army's compilation of record system notices apply to this system.

Policies and prachces for storing, retrieving, assessmg, retaining and
disposing of records in the system;

Storage:

Hard disc, floppy diskettes and paper records in file cablnets

Retrievability:

By individual's name, Social Secunty Number or other individual-
ly identifying characteristics.

Safeguards: .

Military police are used as security personnel. A stnngent employ-
ee identification badge and visitor registration/escort system is in
effect. The computer terminal and hard copy records are maintained
in areas accessible only to authorized personnel who have a need for
the information in the performance of their official duties. The com-
puterized records system is accessed and updated by the custodian of
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the records system and by .a limited number. of other personnel
responsible for ‘servicing the records in the performance of their
official -duties. Access to the computer file requires utilization of a
password. Once in the system, access-is restricted to only the user’s
appllcable portions of the system. One ‘unit cannot access another
unit’s records. All hard copy products bear Prlvacy Act labels.

Retentlon and disposal:

All data pertaining to an individual is deleted from the computer
file durmg the individual's out-processing. Paper records are retained
for 2 years and are destroyed as unclassnﬁed For Ofﬁcml Use: Only
waste.

System manager(s) and address

‘; Commander United States Army lntelllgence and Securlty Com-
'mand, Ft. Belvolr, VA 22060-5370.

. Notification procedure:. :

Individuals seeking to deterniine if mformatlon about themselves is
contained in this record system should address written inquiries to
the Commander United States Army Intelligence and Securlty Com-
mand;, ATTN: 1ACSF-FI, Ft. Meade, MD 20755-5995. "

Individuals must furnish hls/her full name,
Number, current address, telephone number, and signature.

Record access procedure'

Individuals seeking access to records. about themselves contamed in
this record system should address written inquiries to the Command-
er, United States Army Intelligence and Security Command, ATTN:
IACSF-FI, Ft. Meade, MD 20755-5995. * ¢

lndlvrdua]s must furnish the full name, Social’ Securlly Number,
current address, telephone number, and signature. .

- Contesting record procedures; . . ‘o

"The Army's rules for accessing records. contestmg contents; and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from .the system
manager ) ) ) Lo )

Record source categones o . . o "

From the individual and from the official military personnel
records, official health records and local training records during in-
processing. Data for updates to records in the system are obtained
from the individual and from source documents utlllzed to update the
mleldual s official records X

Exemptnons clalmed for the system

. None.

4
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wi A0350—6FORSCOM
System name " S

us Army Marksmanshlp Unit Data System (AMUDS)

- System location:- '

Primary system exists at the US Army Marksmansh)p "Unit, Ft
Benning, GA; segments exlst at srmllar units at Ft Meade MD; Ft
Riley, KS; and Ft Ord, CA." - T

Categories of individuals covered by the system.

Active..duty Army personnel who compete in: regional or-US
Army Rifle and Pistol Championships; Interservice Shooting Chap-
mionships or National Rifle Association Natlonal Shootlng Champi-
onships.

Categorles of records in the system . .

Name, SSN, information concerning shootlng classnt‘canons, levels
ol' participation_in competition, scores fired in such competitions;
primary military occupational specialty, duty asslgnments, last umt
address, phone number, and assignment preferences
“ Authority for maintenance of the system

10°U.S.C. 3012

Purpose(s): -

To monitor the competitive status of marksmanshlp ‘qualified per-

sonnel throughout the Army, coordinate their assignment or' attach--

rent: to appropriate marksmanship units in support -of the National
Trophy Group for Interservice and National Matches competitions,
and/or for support of.US Army efforts to place individuals on -US
Shooting Teams. In addition, ‘information is used to assist installation
commanders in identifying qualified persons to conduct marksman-
ship programs.

Routine uses of records ‘maintained in the system, mcludmg catego-
rles ‘of users and the purposes of such uses:
" Informatlon may be disclosed to the National Rifle Assocratlon m
,connectlon with competitions. See ‘Blanket Routine Uses' set forth at
the, beginning of the Army’s listing of record system notices.

Social “Security

Policies and practlces for stormg, retrieving, accessmg, retammg, and
disposing of records in the system: . :

Storage:
Paper records in file folders cards magnetlc tapes/dlscs
Retrievability:

_ By Individual’s surname and SSN.
Safeguards: ]
All records are mamtamed in locked containers accessible only to

‘coaches and managers of Marksmanshlp Unit teams.

Retention and. disposal:

Information- is destroyed 4 years after the last: competmon entry.

System manager(s) and. address:

Commander us Army Forces Command, Ft McPherson, ‘GA
30330. . .

Notification procedure-

Individuals wishing to know whether or not ‘information on them
is contained in this system of records should write to the Command-
er, US Army Marksmanship Unit, Ft Benning, GA 31905. Writer
should provide his/her full name and SSN, current address and
telephone number. .

. Record access procedures: . t o i

Individuals destrlng access to records on themselves should write
to the Commander, US Army Marksmanship Unit, Ft Benning, GA
providing information required in ‘Notification procedure’. ’

Contesting record procedures:

The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contalned in Army Regula-
tion 340-21 (32 CFR 'Part 505).

" Record source categories:

From the individual; official Army records and reports

Exemptions claimed for the system:

None.

A0350-37TRADOC ~
System name:

Skill Qualification Test (SQT).

System location:

Individual Training Evaluation Directorate, U.S. Army Trammg
Support Center-(USATSC), Ft Eustis, VA 23604: Main computer
location, ITEP enlisted:.master file, individual SQT results, and origi-
nal test forms.
~ Training Standards Offices (TSOs) at military installations world-
wide; transmittal rosters and graded microfiche, (HISTORICAL).

U.S. Total Army Personnel Agency Enlisted Records and Evalua-
tion Center (USATAPCEREC) SOldlCl’S SQT scores (DA Form
2A). ¢

Supervisory Noncommissioned Officers (NCOs) at unit level
worldwide: Job Books and Fleld Expedient Squad Books (DA Form

5165-R).

Categories of mdmduals covered by the system

All active Army and Reserve Component enlisted personnel who
take the SQT.

Categones of records in the system:

Soldier response’history of answers to SQTs, both mdlvldual cu-
mulative; analyses of soldier's test results. The ITEP enlisted master
file at Individual Training Evaluation Directorate contains update
listings of name, Social Security' Number, pay grade, and primary

military occupational specialties (MOS), and component. File in TSO
(located at the soldier’s installation) contains name, rank and Social
Security Number. Job Book and Field Expedient Squad Book (DA
Form 5165-R) (located at soldier’s unit) contains name,. rank, and
record of individual performa'lce of job tasks conducted.in a. umt
training environment. R : .

. Authorlty ‘for maintenance of the system: .

©10 U.S.C: 3013 and Execunve order 9397.

" Purpose(s): !

o skill Qualification Test scores are used to measure a soldier’s job
proficiency, to determine eligibility for schooling and eligibility. for
promotions. J.ob.Books and Field Expedient Squad Books,(DA Form
5165-R) are used by commanders and noncommissioned- officers to
assess individual and unit proficiency and.combat readiness and, to
identify routine and intensified training needs.-

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:
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The “Blanket Routine Uses™ set forth at the beginning of the
Army's compilation of record system notices apply to this system.

Policies and practices for storing, retrieving, accessmg, retammg, and
disposing of record in the system

Storage:

Paper records in file folders; magnetic tape/dlsc computer print-
outs.

Retrievability:

- Paper records filed in folders retrieved by processing date and
imprint serial number; computer magnetic tape and disc retrieved by
Social Number and name.

Safeguards:

Paper records are filed in folders stored in a locked room. Magnet-
ic tapes are kept in controlled vault area. Magnetic disks are protect-
ed by a user identification and manual controls.

Retention and disposal:

Magnetic tapes are retained | year after which data are erﬁséd
discs retained for 8 months before data are erased; hard copy - is
retained for 5 years; then destroyed.

System manager(s) and address:

Commander, U.S. Army Training and Doctrine Command Ft.
" Monroe, VA 23651-5000.

Notification procedure:

Individuals seeking to determine if information about themse]ves is
contained in this record system should address written inquiries to
the Commander,” U.S. Army Training Support Center. ATTN:
ATIC-IT, Ft. Eustis, VA 23604-5000.

Individuals should provide’ ldentlﬁcatlon to prevent dlsclosure to
unauthorized persons.

Record access procedures:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Training Support Center, ATTN:
ATIC-IT, Ft. Eustis, VA 23604-5000.

Individuals should provide identification to prevent disclosure to
unauthorized persons.

If inquiring in person, individual should present appropriate identi-
fication such as valid driver’s license.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. .

Record source categories: )

From the individual, other Department of Army staff and com-
mands in document and computer readable form.

Exemptions claimed for the system:

Portions of this system of records may be exempt pursuam to 5
U.S.C. 552a(k)(6) as applicable.

An exemption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553 (b)(1), (2), and (3), (c) and (e)

and published in 32 CFR part 505. For additional information contact

" the system manager.

. AD351AMC
System name:

Student/Faculty Records: AMC Schools Systems

System location:

US Army Logistics Management Center, Ft Lee, VA; US Army
Management Engineering Training Agency, Rock lsland IL; U.S.
Army Defense Ammunition Center and School, Savanna, IL;
USAMC Field Safety Agency, Charlestown, IN.

Categories of individuals covered by the system:

Students enrolled/attending schools identified above, faculty, in-
structors, and guest speakers.

Categories of records in the system:

Student academic records ‘consisting of course completion and
results, aptitudes and personal’ qualities, grades/ratings assigned; in-
structor/guest speaker qualifications and evaluations, including bio-
graphical data; class historical/academic achievements; and related
information.

- Authority for maintenance of the system:

5 U.S.C. 301; E.O. 9397.

Purposel(s):

To determine applicant’ eligibility, monitor individual’s progress;
maintain record of student/faculty achievements, and to provide
bases for management assessment of curricula and faculty effective-
ness and class standing.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

See 'Blanket Routine Uses" set forth at the beginning of the Army’s

. listing of record system notices.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records; cards; photographs; magnetic tapes/dlscs and prmt-
outs.

. Retrievability:

By name, SSN, military service number.

Safeguards:

Records are maintained in locked cabinets within secured areas
accessible only to authorized persons ‘having an official need-to-
know.

Retention and disposal: ) )

Individual academic records are retained for 40 years, 3 of which
are at the school which created them; they are subsequentlytrans-
ferred to the National Personnel Records Center, 9700 Page Boule-
vard, St Louis, MO 63132. Faculty/instructor qualifications records
are retained until individual transfers from the facility, held.for 5
years, and then destroyed. Other records are retained until no longer

~ needed, at which time they are destroyed.

System manager(s) and address:

Commander, US Army Materiel Command, 500] Elsenhower
Avenue, Alexandria, VA 22333-000].

Notification procedure:

Information may be obtained from the Commandant/Dlrector of
the appropriate School/Agency. Requests should contain person's

full name, rank/grade, SSN, course title/class number, and date of

attendance or, if a faculty member: Name, course(s) taught, and
period in which instructed at named training facility. .

Record access procedures:

Written requests for information should be made to the Comman-
dant/Director of the appropriate training facility, giving information
specified in ‘Notification procedure®.

Contesting record procedures:

The Army’s rules for access to records and for contesting contents
and appealing initial determinations are -contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual student, faculty, lnslructor, guest speaker, and
management analyses of class performance.

Exemptions claimed for the system:
None.

A0351DAMO
System name: :
USAWC Cooperative Degree Program Files.
System location: )
U.S. Army War College, Carlisle Barracks, PA 17013,
Categories of individuals covered by the system:

Present and past students participating in the Cooperatlve Degree
Program.

Categories of records in the system:

Student’s name, rank, and service number, past military and civil-
1gn academic records (transcripts, diplomas, letters®of recommenda-
tion, Veterans Administration application, etc.).

Authority for mamtenance of the system

10 US.C. 3013.

Purpose(s): -

To assist students in applylng for, and pursulng their graduale

. degree, to monitor administrative data for use in' managing the pro-

gram (number and percent of students participating, degrees being
pursued, anticipated completion dates, schools.being atiended, etc.),
and to maintain data for evaluating the program. ‘

Routine uses of records, maintained in the system, including catego-
ries of users and the purposes of such uses;
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]nformatlon may be disclosed to .the.:Veterans Admlnlstratton and

other mterested Government agencres

Pollcles ‘and practrces for storing, retrieving, accessmg, retammg, and

disposing of records in the system: i . RS

.. Storage: . ;- SRR

Paper records in file cablnets magnetnc tapes/dtscs
Retrievability: - .~ A
By student's name.
" Safeguards: -

Records are mamtatned in a secured area with access llmrted to

authorized personnel. In addition, access to computerized data is by
password known only to designated authorized personnél.

Retention and disposal:
.Records are permanent.
System manager(s) and address:

l_](():]o:immandant US Army War College, Carlisle Barracks; PA

*Notification' procedure: oo e

)

Individuals seeking to determine if 1nformat|on about themselves lS.

contained in this record system should address written inquiries to
Commandant,"U.S. ‘Army -War College, ATTN: Director, Student
and Faculty Development, Drrectorate ol' Academtc Affairs, Carlisle
Barracks, PA 17013. "~ - N

* Individual should provrde the full ‘name, Soclal Security Number/

servrce number current address and telephone number, and stgna--
N

ture. - - BRI
Record access procedure:

Individuals seeking access to records about themselves containéd in
this-record systém should ‘address written inquiries to Commandant,
U.S. Army War College, ATTN: Director, Student and Faculty
Development Directorate of Academic Affairs, Carlisle Barracks,
PA 17013.

Inleldual should prov1de the full name, Social Secunty Number/
‘serv1ce number, current address and- telephone number and " signa-
ture. . ..

Contesting record procedures. b Fare

The Army’s rules for accessing records contestlng contents, and
appealing ‘initial determinations .are, contamed .in Army Regulation
340-21; 32 CFR .part 505; ‘or may be obtamed from the -system
manager e RN

Record source categories: .

..-From, students; .staff and faculty, ofﬁcnals at 000perat|ng crvrhan

institutions. such as Shrppensburg Umversrty ‘and the Capltol Campusv

of the Pennsylvania State University. Do
Exemptions claimed for the system: e R
,None. . ’ Ce ‘ o

- AD3SIDAPE © = . o

System name: - ; ’ )
Army Training Requrrements and Resources System (ATRRS)
System location:

Deputy Chief of Staff for Personnel Headquarters, Department of
the Army, The Pentagon, Washmgton, DC 20310-0300; U.S. Total
Army Personnel Command; major commands; Army. Reserve Per-
sonnel Center; National Guard Bureau; Schools and Army Tramlng
Centers worldwide: Official mailing addresses are pubhshed -as’ an
appendix to the Army’s compilation of record systems notices. . -

= Categories of individuals covered by:the system: KIS

Members of the Army, Navy, Air Force, Marine Corps, Reserve
Officers’ Training Corps students, Department of-Defense (DoD)
cwrllan employees and approved foreign military personnel attending
a"coutse .of 1nstructlon conducted under the auspices .of a DOD
School. - L ;

Categories of records i in the system ’ : ' A ’

The system contains records pertammg to course, admmrstratrve
data; course scope and prerequisites, course training requrrements,
course equipment, personnel and facilities constraints, requirements
for instructors, class. schedules, class quotas, prioritized order of merit
list . for " input into Nonconimissioned - Officers Education System
(NCOES) training, by name reservations, limited individual personnel
data; and course input.and completion data by name/Social Secunty
Number. Data related to an individual is as follows:. - Tt
.. Training-course completton data and reason codes. for attrttlon are
maintairied for an individual, as well as.training seat reservations.

[ T i -

Limited..personnel -data is maintained on an individual as long as
the. individual has a valid reservatnon for training or ‘is currently, in
the training base. -

Authority for maintenance of the system' ; .

5 U.S.C. 301; 10 U.S.C. 3013 and 4301; and Executlve Order 9397

Purpose(s): K

The Army Tralnlng Requtrements and Resources System
(ATRRS) supports institutional training missions. The-system inte-
grates training requirements for individuals by using resources and
class schedules developed by ‘the training establishment. Reservations
are made by name for’ training in Army formal schools and other
service schools. The system maintains other service schools mput
and course completion statistics.

The Mobilization Training Planning System (MTPS) provtdes re-
source information to tralmng personnel managers in-a mobtlrzatton
environment.

The Student Trainee Management System—Enllsted (STRAMS—
E) monitors the flow of tramees through the accessron, trammg, and
distribution process.

The Quota Managément System :provides' theé' U.S. Total Army.
Personnel Command, Reserve Component counterparts, and other
agencies that have an input to training " missions, .. the vehicle to
manage individuals -and training course seats/quotas through the
training base of officers and skill level 2 and above. .

The ATRRS system provides the Army’s Schools. and Trammg
Centers with the data necessary to manage resources assocrated with
the instructors, equipnent, and facilities.

’ Routine uses of records mamtamed in the, system, meludlng catego-
ries of users and purposes of such uses:

vThe *“Blanket Routine Uses’: set forth at the begmmng -of the
Army’s compilation of record system notices apply.to this record
system.

Policies and practrces for storing, retrlevmg, accessing, retammg, and
dlsposmg of records in the system

: Storage [N

Magnetic tapes, computer dlSCS, and Irmrted paper’ pnntouts o
- Retrievability: T ’
. Retrieved by Social Security Number.

Safeguards R

An employee badge and visitor reglstratlon system is’ in -effect.
Hard copy-records which .contain data.by Social Security Number
are maintained ‘with an_“Official .Use Only”. cover. Access to the,
ATRRS systém is limited to those who .have. a need to access the
data as determined by the System’ Manager .

Retention and disposal:

Records are kept on the individual only as long as the mdnvrdual is
actively seeking training. .- . L e e

System manager(s) and addreSs :

Deputy Chief of Staff for Personnel, Headquarters, Department of

i R e

" the Army, ATTN: DAPE- MPT, Washmgton DC 20310—0300

Notification procedure: = . . . . 2

Individuals seeking to determme if mformatnon -about themselves is’
contained in this record system should address- written inquiries to
the local commander. Official mailing addresses are -published as an
appendix to the Army’s compilation -of record systems notices.

Individual should provide the full name, Social Security Number,
and military status or other 1nformatlon verlﬁable from the record
itself. R -

Record access procedures T ‘

- Individuals seeking access‘to records about themse]ves is contained
in this record system-should address written inquiries to the local
commander.’ Official mailing’ addresses are published as an appéndix
to the Army’s compilation of record systems notices.

Individual should provide the full name, Social Security Number,
and fmlhtary status or other information venﬁable from the record
itsel .

Contesting record procedures: . . ' - et 4
- The Army rules for accessing records, contestlng contents, and
appealtng mltlal agency determinations by the individual concerned
are ‘published. in Department of the ‘Army ‘Regulation 340-21; 32
CFR part 505; or may. be’ obtatned from the system manager. .
Record source categories: ot
Information is received from. DoD: staff, -field. lnstallatlons, and
automated systems. o

Exemptions claimed for the system:

.y PR
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None. -
' AD351DASG
System name:
Army School Student Files: Physrcal Therapy Program.
System location:

Office of the Surgeon General Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church, VA 22041-3258.

Categories of individuals covered by the system:

9Graduates of the US Army Physical Therapy Program since
1928.

Categories of records in the system:

Academic grades only on graduates from 1973 to present. Academ-
ic grades and varying amounts and types of anecdotal information on
performance: 1945-1972. .

Authority for maintenance of the system:
5 U.S.C. 301.
Purpose(s):

To provide certification of graduatlon from an approved physlcal
therapy program to the individual graduate.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

None.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:

Paper records in file folders:
Retrievability:

By last name of graduate,
Safeguards: '

Records are in closed files, accessible only to designated ofﬁctals

having need therefor in the performance of their duties.
Retention and disposal:

- Records are permanent.
System manager(s) and address:

Office of the Surgeon General, Headquarters, Department of the
Army, 5109 Leesburg Pike, Falls Church VA 22041-3258.

Notification procedure:
lndwlduals seeking to determine if information about themselves is

contained in this record system should address written inquiries to

the Office of the Surgeon General, Headquarters, Department of the
Army, ATTN: DASG-DBP, 5109 Leesburg Pike, Falls Church, VA
22041-3258.

For verification purposes, the individual should provide the full
name, maiden name if married, year of graduation, current address,
institution and complete address to which transcript is to be mailed |f
other than that of individual concerned

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Office of
the Surgeon General, Headquarters, Department of the Army,
ATTN: DASG-DBP, 5109 Leesburg Pike, Falls Church, VA 22041-
3258.

For verification purposes, the individual should provide the full
name, maiden name if married, year of. graduation, current address,
institution and complete address to which transcript is to be mailed if
other than that of individual concerned.

Contesting record procedures:

The Army's rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager. ‘ .

Record source categories:

Staff and faculty of appropnate school and/or tralnmg hospital
responsible for presentation of instruction.

Exemptions claimed for the system:

. None.
. A0351HSC
-System name:
Practical Nurse Course Files.
System location:

Practical Nurse Course, ‘Fitzsimons Army Medrcal Center. Aurora,
CO 80045-5001.

Categories of individuals covered by the system:

These files relate to student personnel who attend formal course of
instruction at the Practical Nurse Course.

Categories of records in the system: )

Individual Academic Record Files consisting of courses attended
by Army members, length of each, extent of each, completron and
results, aptitudes and personal qualities, grade and rating attained and
related data for each indivitdual. Faculty Board Files pertaining to
the class standing, rating, classification, and proficiency of students;
Class Academic Record indicating progress and attendance of class

" members.

Authority for malntenance of the system' .

5 U.S.C. 301 and Executive Order 9397.

Purpose(s): .

To confirm eligibility for attendance, monitor student progress,
determine successful completion of academic requirements and pre-
pare transcripts. Records reflect accomplishment of courses which
may be prerequisites for attendance at other formal courses of in-
struction, or taking of State Board Licensed Practical Nursing ex-
aminations.

Routine uses of records maintained in- the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the beginning of the
Army's compilation of record system notices apply to thrs record
system.

Policies and practlces for storing, retrlevmg, accessing, retammg, and
disposing of records in the system:

Storage: ,

Paper 'records in file folders, card files; magnetic disks and tapes.

Retrievability:

By name and/or assigned class number

Safeguards:

Building housing records has limited access; information is released
only to authorized personnel. .

Retention and disposal:
Individuval Academic Records and Class Academic records are

destroyed after 40 years; collateral -individual training records are
destroyed after 1 year; Faculty Board files are destroyed after 1 year.

System manager(s) and address.

Commander, Health Services Command Fort Sam Houston, TX
78234-6000. .

Notification procedure:

Individuals seeking to determine if information about themselves i |s
contained in this record system should address written inquiries to
the Practical Nurse Course, Fitzsimons Army Medical Center
Aurora, CO 80045-5001.

For verification purposes, individual should provide the full name,
Social Security Number, rank at time of attendance, military service
number or student number, if applicable, course title and class
number, or description of type of training received and dates of .
course attendance.

Record access procedures:
Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Practical

Nurse Course, Fitzsimons Army Medical Center, Aurora, CO 80045~
5001.

For verification purposes, individual should provide the full name,
Social Security Number, rank at time of attendance, military service
number or student number, if applicable, course title and’class
number, or description of type of trammg received and dates of
course attendance.

Contesting record procedures: ) )

The Army's rules for accessing records, contesting contents, and
appealing initial agency determinations by the concerned individual
are published in Department of the Army Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager.: <"

Record source categories:

From the school staff and faculty responsible for presentation of
instruction.

Exemptions claimed for the system:
None. -

AQ0351HSC-AHS
System name:
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Academy of Health Scnences Academic and Supportmg Records.
;- System location: :
Academy of Health Sciences; Fort Sam Houston TX 78234 6000
and Fitzsimons Army Medical Center, Aurora, CO 80045-5001.
. Categones of individuals- covered by the system:

- Resident, and, correspondence students enrolled in courses at’ the
Academy

-Categories of records in the system: ~.

Student's name, Social Security Number,’ grade/rank academic
qualifications, progress reports, academic grades, ratings attained,
aptitudes and personal qualities, including corporate fitness  results;
faculty board records pertaining to class.. standmg/ratmg/clasmﬁca-
tion/proficiency of students; class academic records maintained by
instructors indicating attendance and progress of class members.

Authonty for maintenance of the system:

5.U.S.C. 301 and Executlve Order 9397

Purpose(s)

To determine eligibility for enrollment/attendance, monitor student
progress, record accomplishments, and serVe as record of courses
which may be prerequisite for other formal courses of instruction;
licensure; certification,:and employment. .

Routine uses of records maintained in- the system, mcludmg catego-
ries of users and the purposes of .such uses: -

“Information may be disclosed to colleges or universities or medlcal
institutions which accredit the Academy s instruction.

The “Blanket Routine Uses™ set forth at the beginning of the
Army’s compllatlon of record system notices apply to this_record
system.

Pollcnes and practlces for storing, retrieving, accessmg, retammg, and
dlSpOSll‘Ig of records in the system:

Storage:

Paper records, microfiche, cards, magnetic tape and/or disc, and
computer printouts.

--Retrievability:~ . . .. ~ T it

By individual’'s name, Social Securlty Number, a551gned passwords

Retention and disposal:

" Academic records are maintained 40 years at the Academy of
Health Sciences.
erased after the fourth updating cycle.

System manager(s) and address: - B

"Registrar, Academy of ‘Héalth Sciences, Fort+Sam Houston TX
78234-6000.

Notification procedure:

" Individuals seeking to determine if information about lhemselves is
¢ontained ‘in this record system should address writtén inquiries to
the Registrar, Academy- of Health Sciences, Fort Sam Houston, TX
78234-6000.

For verification purposes, individual should provide the full name,
Social Security ' Number, date attended/enrolled current address, and
signature.

Record access proeedures'

Individuals seeking access to records about themselves contalned in
this record system should address written inquiries to the Registrar,
Academy of -Health Sciences, Fort Sam Houston, TX 78234-6000.
. For verification purposes, individual should provide' the full name,
Social Security Number, date ‘attended/enrolled, current address, and
signature,

Contestmg record procedures -

,,The Army’s. rules for accessing records, contesting’ contents, and
appeallng initial agency determinations by.the individual concerned
are published in Army Regulation 340-21; 32 CFR part 505; or may
be obtained from the system manager. X

. Record source categorles

From the mdwndual Academy of Health Smences staff and facul-

s

t)’ s
Exemptlons clalmed for the system: . S T
None.

. RN ~A035INDU.

System name: C '
NDU National Defense Unlversny ‘Student Data Files.

System location:

National Defense University, Ft. Leslle J. McNair, Washmgton
DC 20319.-

Except for the master file, automated data are"

Categories of individuals covered by the system:

Resident/non-resident students enrolled at courses of instruction at
The National Defense University (NDU), including the Industrial,
College of the Armed Forces and the National War College ‘

Categorles of records in the system

Name, date of birth, SSN, student number, grade/rank branch of
service or civilian' agéncy, years of - Federal service, - biographical
data, course/section assignment, prlor education, and academlc and
other related management data. :

Authority for maintenance of the system:. .. . . .

10 U.S.C. 3012. o

Purpose(s): )

"To ‘confirm’ attendance eligibility, - monitor  student ' progress,
produce record of grades and achievements, prepare assignment ros-
ters; to render management and statlstlcal summarles and reports; and
complle class yearbooks.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Student transcripts may be dlsclosed ‘to other. educatlonal lnstntu-
tions. i . .

Policies and practlces for storing, retrlevmg, accessmg, retalmng, and
disposing of records in the system:- .

Storage: ’

Paper records in file folders; computer magnetlc tapes, dlscs, and
printouts.

Retrievability: o

By SSN or student identification number.’ > '

Safeguards: . -

Records are maintained in buildings which employ security guards
and are accessed only by authorized personnel having- an official
need-to-know. Automated records employ software passwords; mag-
netic tapes are protected by user identification and manual controls.
Computer room is controlled by card key system requiring positive
identification and authorization. . )

Retention and disposal:

Individual and class academic records are destroyed after 40 years.
Records pertaining to extension courses are held indefinitely béfore
being retired to the National Personnel Records Centér, St. Louis,
MO. Individual training records are destroyed annually; management
reports are destroyed when no longer needed.- -

System manager(s) and address:

President, National Defense University, Ft.
Washington, DC 20319.

Notification procedure:

Students may apply to the National Defense University, Ft Leslié:
J. McNair; Washington, DC 20319. Requester should provide his/her
full name, SSN, and date of enrollment and or complet|0n of gradua—
tion. .

. -Record access procedures:

"Requests for access to records should follow reqmrements in ‘Noti-
fication procedure

‘Contesting record procedures:

The Army’s rules for access:to records and for contesting contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From applicants, faculty evaluatlons and reports, transcnpts ‘from
educat|onal institutions. :

Exemptwns claimed for the system -
" None. - :

vy

3

Le_slie J. McNair,

A0351USAREUR ce
System name:; -, , e . .
Individual Academic Record Files.~ .. .. A
System location: ' :

Headquarters, Seventh Army Combmed Arms Tra1n1ng Cen(er
APO New York 09112.

Categories of individuals covered by the system:

Military or civilian personnel admitted as a student at a course of
instruction conducted by the Seventh Army Combined Arms Train-
ing Center. .

Categorles of records in the system: ‘
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.Student’s name, Social Security Number, race, unit of assignment,
course quota status, roster number, applicable Army Classification
Battery Scores, eligibility for course attendance, academic achieve-
ments, awards, and similar relevant data.

Authority for maintenance of the system;

10 U.S.C. 3013 and Executive Order 9397.

Purpose(s): )

To determine eligibility for enrollment/attendance, monitor studént

progress, and record accomphshments for management studies and
reports.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The *Blanket Routine Uses™” set forth at the beginning of the
Army’s listing of record system notices apply to this record system.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders; magnetlc tape.

Retrievability: ,

By student’s Social Security Number,
number.

Safeguards:

Records are maintained in locked rooms, accessible only to desig-
nated persons authorized to use in the performance of official duties.

Retention and disposal:

Information in automated media is contained for 5 years before
being erased. Manual records are retained for three years. Academic
records, class rosters, and grade sheets are retired to the National
Personnel Records Center, St. Louis, MO and held for 40 years.

System manager(s) and address: '

‘Commander in Chief, US Army Europe and Seventh Army, APO
New York 09403.

Notification procedure:

Individuals seeking to determine if infotmation about themse]ves is
contained in this record system should address written inquiries to

the Commander, Seventh Army Combined Arms Training Center,
APO New York 09112.

Individuals should provide their Social Security Number, full
name, course and class dates of attendance, and signature.

Record access procedure: ]

Individuals seeking access to information about themselves con-
tained in this record system should address written inquiries to the

Commander, Seventh Army Combined Arms Training Center, APO
New York 09112.

Individuals should provide their Social Security Number, full
name, course and class dates of attendance, and signature.

Contesting record procedures: i

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations by the individual concerned are pub-
lished in the Department of the Army Regulation 340-21; 32 CFR
part 505; or may be obtained from the system manager.

Record source categories:

From the individual;
records and reports.

Exemptions claimed for the system:
None.

surname, course/class

his/her commaider; instructors; Army

A0351-12DAPE
System name: )
Applicants/Students, US Military Academy Prep School.
System location: )
07%2 Military Academy Preparatory School, Ft Monmouth, NJ
Categories of individuals covered by the system'

Applicants and students, US Military " Academy Preparatory
School.

Categories of records in the system:

Application for admission, high school/college transcripts, Scho—
lastic Aptitude/American College Test, CLEP/GT/Officer Candi-
date, and related test scores, admissions evaluation worksheets and
correspondence relating to admission, medical history, academic
progress/grades and related reports, and relevant information com-
prising the cadet candidate’s attendance and behavior at the School.

Authority for maintenance of the system:

5 U.S.C. 301.
Purpose(s):

To evaluate applicant’s acceptance and, once admitted, to assess
his/her leadership, academic, and physrcal aptitude potential for the
US Military Academy.

Routine uses of records maintained in the system, mcludmg catego-

" ries of users and the purposes of such uses:

See “Blanket Routine Uses' set forth at the beginning of the Army’s
listing of record system notices. '

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Paper records in file folders.

Retrievability:

By applicant/student surname.

Safeguards: :

Records are stored in locked rooms within buildings which are

secured during non-duty hours, and are available only to authorized
persons having an official need for the information.

Retention and disposal:

For applicants who are rejected or who choose not to enter the
US Military Academy, records are maintained until individual ex-
ceeds the age limit for acceptance to the Academy. For applicants
who are accepted and enter the US Military Academy, records are
retained for 40 years after individual's class graduates from Acade-
my, following which records are destroyed by burning and/or shred-
ding.

System manager(s) and address:

Deputy Chief of Staff for Personnel, Headquarters, Department of
the Army, The Pentagon, Washington, DC 20310.

Notification procedure:

Individuals wishing to inquire whether this system contains infor-
mation about them should contact the Commandant, US Military
Academy Preparatory School, Ft. Monmouth, NJ 07703. Written
requests should include the full name, SSN, current address and -
telephone number of the requester, and year of application and/or
attendance. For personal visits, the individual should be able to
provide acceptable identification such as military, employee, or other
individually |dentlfymg number, valid driver’s license, building pass,
etc.

Record access procedures:
. Individuals desiring access to their records should follow the pro-

-cedures and provide the information set forth under ‘Notification

procedure’ above.

Contesting record procedures:

The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army Regula-
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual;, high school/college transcripts, nationally
recognized and Army testing services, staff and faculty of the US
Military Academy Preparatory School, military supervisors/unit per-
sonnel officers.

Exemptions claimed for the system:

Parts of this system which fall within 5 U.S.C. 552a (K)(S) and (7)
are exempted from Subsection (d) of 5 U.S.C. 552a.

A0351-17aTAPC-USMA
System name: )

US Military Academy Candidate Files.

System location: )

US Military Academy, West Point, NY 10996,

Categories of individuals covered by the system:

Potential and actual candidates for entrance fo the US Military
Academy for the current and previous-2 years.

Categories of records in the system: ‘

Entrance examination results, Personal Data Record (DD Form
1867), Candidate Activities Report (DD -Form 1868), Prospective
Candidate Questionnaire (DD Form 1908), Interview Sheets, School
Official's Evaluation (DD Form 1869), Employer’s Evaluation of
Candidate, Scholastic Aptitude Examination scores, American Col-
lege Testing Program Scores, High School and College/University

transcripts, physical aptitude examination, Candidate Summary
Sheets, Nominating Letter, naturalization or adoption papers, birth
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certificate, Oath 5-50, special orders, all correspondence to/from/and
about candidate.

Authority for maintenance of the system: )
10 US.C. 4331, 4332, 4334, ° S T
Purpose(s): TR
To evaluate a candidate’s academic,. leadershlp, and physrcal aptl—

tude potential for the US Military Academy; to conduct management
studies of admissions criteria and procedures.

Routine uses of records maintained in the system,,mcludmg catego-
ries of users and the purposes of such uses:

Information may be disclosed to Members of Congress to assmt
them in nominating candidates.

Policies and practlces for storing, retrieving, accessmg, retammg, and
disposing of records in the system:

Storage: .

Paper records are maintained in file folder. Selected items of infor-
mation reside on computer dlSCS .

Retrievability: 0. C » S

By candidate’s surname; by source of nomlnatlon, current status,
and special categories.

Safeguards:

 All information is stored in locked rooms with restricted access to

authorlzed personnel. Automated data dre firther protected by a user
identification and password convention.

Retention and disposal:

For accepted candidates, records become part of the Cadet s Per-
sonnel Record, described by System of records A0709.03DAPE--a
permanent record. Records on candidates not accepted for admission

Py

]

v

. are _destroyed either on explratlon of age el|g|blhty or after '3 years,

whichever s later.
System manager(s) and address: ‘f - '
Superintendent, US Military Academy, West - Point, NY"]0996.
Notification procedure: - i

Indwrduals desiring to know whether or not information exists on
them in this system of records may writé to the System Manager,
furnishing full name, present address year of apphcatron source of
nomination, and signature. . Lo

_ Record access procedures: . )

To obtain access to information about themselves in th|s System of

‘records, individuals should write to the System Manager, providing

information required by ‘Notification procedure".
_ Contesting record procedures

" The Army’s rules for access to records and for contestmg contents
and appealing initial determinations are contained in Army- Regula-
tion 340-21 (32 CFR part 505).

“Record source categories: .

. 'From the individual, Members of Congress, schoo] transcnpts,
evaluations from former employer(s), medical reports/physical exami-
nation results, US Military Academy faculty evaluations, American
College Testing Service, Educatlonal Testlng Servrce, and similar
relevant documents.

Exemptions claimed for the system:'

" All portions of this system which fall within 5

(6), or (7) are exempt from Subsection (d) of 5 U.S.
- A0351- 17bTAPC—USMC

System name: ’ .

US Military Academy Personnel Cadet Records

System location:

US Military Academy, West Point, NY 10996-5000.

Categories of individuals covered by the system:

Present and former Cadets of the US.Military Academy

Categories of records i in the system:

Appllcatlon and evaluations of cadet for admlssmn letters of rec-
ommendation/endorsement;, academic ach|evements, awards, honors,
grades and transcripts; performance counseling; health, physical apti-
tude and abilities and athletic accomplishments, peer appraisals; su-
pervisory assessments; suitability data, including honor code infrac-
tions and disposition.. Basic biographical and historical summary of

Cadet’s tenure.at the US Military Academy is maintained on cards in
the Archives Office or on microfiche in the Cadet Records Section.

- Authority for maintenance of the system“
10 U.S.C. 3012 and 4334 E.O. 9397.
Purpose(s) o . o

R

UsSs.C 552a(k)(5),
C. 552a

To record the Cadet’s appointment to the' Academy, his/her- scho-
]astlc and athletic achievements, performance, motivation, d|sc1plme
final standing, and potential as a mlhtary career officer.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of-such uses:

Academic transcripts may be provided to educational institutions.
See also ‘Blanket Routine Uses' set forth at the beginning of the
Army s listing of record system notices. :

.- Policies: and practices for storing, retnevmg; -accessing, retammg, and
dlsposmg of records in the system

.. Storage: : o
Manual records in file folders mlcroﬁ]m ' .
: Retrievublllty '
"By surname, or Socml Securlty Number. .
" Safeguards:

Access to records is limited to persons havmg oﬂ'clal need there-
for; records are maintained in secure file cabinets and/or in locked
rooms.

Retention and disposal: -

Records of Cadets who aré commlssmned become part of his/her
Official Military Personnel File. Records of individuals not commis-
sioned are destroyed after 5 years. Microfilmed records maintained
by USMA are permanent hardcopy files are destroyed after being
microfilmed.

System manager(s) and address: , o

Superintendent US Military Academy, West Point, NY ‘10996-
5000. o

Notlf‘ cation procedure. .

Individuals wishing to inquire whether th|s system of records con-
tams information about them should contact the System Manager.

" Record access procedures: ‘

Individuals may request access to their records by contactmg the
System Manager, furnishing their full name, SSN, and signature.

..Contesting record procedures: s . .

The Army’s rules for access to records-and for contestmg contents
and appealing initial déterminations are contamed in Army Regula—
tion 340-21 (32 CFR part 505).

Record source categories:

From the individual, his/her sponsors, peer evaluations, grades and
reports- of US Military Academy academic and physncal education
department heads, transcripts from ‘other educational institutions,
medical examinations/assessments, supervisory counselmg/perform—
ance reports.

‘Exemptions claimed for the system

Parts of this system which fall within 5 U S C. 552a(k)(5) and (7)
are exempt from subsectlon (d) of 5 US.C. 552a

I .. A0351-17aUSMA
System name '

U.S. Military’ Academy Candidate Files.

System location: '

U.S. Military Academy, West Pomt NY 10996—1797

Categories of individuals covered by the system:

Potential and actual candidates for entrance to the U.S. Military
Academy for the current and previous 2 years.

Categories of records in the system:

Entrance examination results, Personal Data Record (DD Form
1867), Candidate Activities Report (DD Form 1868), Prospective
Candidate Questionnaire (DD Form 1908), Interview* Sheets, School
Official’'s ‘Evaluation (DD .Form 1869),  Employer’s -Evaluation of
Candidate, Scholastic Aptitude Examination scores, American Col-
lege Testmg Program Scores, High School and College/University
transcripts, physical aptitude examination, Candidate . Summary
Sheets, Nominating Letter, naturalization or adoption papers, birth
certificate, Oath 5-50, special orders, all correspondence to/form/and

t oy

_about candidate.

Authority for maintenance of the system:‘

10 US.C. 4331 ,4332, and 4334.

Purpose(s):: = N - :

To evaluate 'd candidate’s academlc, leadership, and physical aptr-
tude potential for the U.S. Military Academy, to conduct manage-

ment studies of admissions criteria and procedures. . .
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Routine uses of records maintained -in the system, lncludmg catego-
ries of users and the purposes of such uses:

Information may be disclosed  to Members of Congress to assist
them in nominating candidates.

Policies and practlces for storing, retnevmg, accessmg, retammg, and
disposing of records in the system:

Storage: :

Paper records are maintained in file folder. Selected ltems of infor-
‘mation reside on computer discs.

.Retrievability:

By candidate’s surname; by source of nomination, current status,
and special categories.

Safeguards:

All information is stored in locked rooms with restricted access to
authorized personnel. Automated data are further protected by a user
identification and password convention.

Retention and disposal: .

For accepted candidates, records become part of the Cadet’s Per-
sonnel Record, described by System of Records A0351-17bUSMA —
a permanent record. Records on candidates not accepted for admis-
sion are destroyed either on expiration of age eligibility or after 3
years, whichever is later.

System manager(s) and address:

Superintendent, U.S. Military Academy, West Point, NY 10996~
1797.

Notification procedure:
Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to

the Superintendent, U.S. Military Academy, West Point, NY. 10996—
1797.

Indlwdual should prov1de the full name, current address, year of

application, source of nomination, and signature.
Record access procedures: .
Individuals seeking access to records about themselves contained in

this record system should address’ written inquiries to the Superin- -

tendent, U.S. Military Academy, West Point, NY 10996-1797.

Individual should provnde the full name, current address, year of
application, source of nomination, and srgnature

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are_published in Department of the Army Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager.

Record source categories: .

From the individual, Members of Congress, school transcripts,

evaluations from former employer(s), medical reports/physical exami- -

nation results, U.S. Military Academy faculty evaluations, American
College Testing Service, Educauonal Testing Service, and similar
relevant documents.

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U. S C. 552a(k)(5), (6),
or (7) as applicable.

An exemption rule for thls record system has been promulgated in
accordance with the requrrements of 5 U.S.C. 553(b)(1), (2), and (3),
(c) and (e) and published in 32 CFR part 505. For additional mforma-
tion contact the system manager.

A0351-17TbUSMA .
System name:
U.S. Military Academy Personnel Cadet Records
System location:
U.S. Military Academy, West Point, NY 10996-5000.
Categories of individuals covered by the system:
Present and former Cadets of the U.S. Military Academy.
Categories of records in the system:

Application and evaluations of cadet for admission; letters of rec-
ommendation/endorsement; academic achievements, awards, honors,
.grades, and transcripts; performance counseling; health, physical apti-
tude and abilities and athletic accomplishments, peer appraisals; su-
pervisory assessments; suitability data, including honor code infrac-
tions and disposition. Basic biographical and historical summary of
cadet’s tenure at the U.S. Military Academy is maintained on cards
in the Archwes Office or.on mlcroﬁche in the Cadet Records Sec-
tion.

- Authority for mmntenance of the system:

10 U.S.C. 3013 and 4334, and Executive Order 9397
Purpose(s)

To record the cadet’s appointment to the Academy, hrs/her scho-
lastic and athletic achievements, performance, motivation, discipline,

" final standing, and potential as a mllltary career officer.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Academic transcripts may be provided to.educational institutions.

The “Blanket Routine Uses™" set forth at.the beginning of the
Army’'s compilation of record system notlces apply to this record
system.

Policies and practlces for storing, retrieving, accessing, retmmng, and
disposing of records in the svstem.

Storage:

Manual records in file folders microfilm.
Retrrevabnhty' :

By surname or Social Securrty ‘Number.
Safeguards:

Access to records is llmlted‘ to persons having official.need there-
for; records are mamtamed in secure file cabinets and/or in locked
rooms.

Retention and disposal;

Records of Cadets who are commissioned become part of his/her
Official Military Personnel File. Records of individuals not commis-
sioned are destroyed after 5 years. Microfilmed records maintained
by USMA are permanent hard copy ﬁles are destroyed after being .
microfilmed.

System manager(s) and address: .

Superintendent, U.S. Military Academy, West Point, NY 10996-
5000.

Notification procedure: -

Individuals seeking to determine if information about themselves'is
contained in this record system should address written' inquiries to
the Superintendent, U.S. Military Academy, West Point, NY 10996—
5000.

Individual should provide the full name, Socral Security Number,
and signature.

Record access procedures‘

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Superin-
tendent, U.S. Military Academy, West Point, NY 10996-5000.

Individual should provide the full name, Social Security Number,

- and signature.

Contesting record procedures:

The Army's rules for accessing records, contesting contents, and
appealing initial agency determinations by the individual concerned
are published in Department of the Army Regulation’ 340-21;
CFR part 505; or may be obtained from the system manager.

Record source categories:

From the individual, his/her sponsors, peer evaluations, grades and
reports of U.S. Mlhtary Academy academic and physical education
department heads, transcripts .from other educational institutions,
medical examination/assessments, superv1sory counseling/perform-
ance reports.

Exemptions clarmed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(k) (5), (6),

“or (7) as applicable.

An exemption rule for this record system has been promulgated in
accordance with the requirements of 5 U.S.C. 553(b) (1), (2), and (3),
(c) and (e) and published in 32 CFR part 505. For additional informa-
tion contact the system manager.

A0351aNDU-CI
System name: )
DODCI Student Record System.
System location:

Department of Defense Computer Instltute, Washmgton Navy
Yard, Washington, DC 20374.

Categories of individuals covered by the system:

All students who have completed a course of instruction presented
by the Department of Defense Computer Institute. These are primari-
ly DOD military and civilian personnel as regular students; personnel
from other federal, state and local government agencies who have
attended courses on a space available basis; military and civilian
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personnel from foreign governments who requested and_were grant-
ed authority to attend courses; and personnel from private industry
who are under direct contract to a DOD actlvtty who sponsor their
attendance.

Categories of records in the system: s :

Records consist of name, Social’ Securlty Number, home address, i

home telephone number, m|l|tary rank or rate, civilian grade, branch

of service, DOD agency or activity and course 1D attended. Also,

associated file of consolidated listing of students for each course
offering arranged by DOD agency or activity and name.

Authority for maintenance of the system: LY
5 U.S.C. 301 and E.O. 9397.
Purpose(s):

Maintained by DODCI Student Operations Section to respond to
individuals requesting official verification of attendance to a specific
course; to respond to students, agency or activity requesting official
record of training completed. Used to compile statistical data of
student output, e.g., attendance by course, attendance by branch of
service, agency or activity. Statistical data is not compiled by name.

Routine uses. of records maintained in the system, including catego-
ries of users and the purposes of such uses: -

The “Blanket Routine Uses” that appear at the bcglnnmg of the

Department of the Army’s compilation of systems of records apply
to this system.

Policies and practlces for storing, retrlevmg, accessing, retammg, and
disposing of records in the system:
" ‘Storage:

Card file, paper copies forms, and hard dlsk/magnettc tape.

Retrievability:

‘Name and course ID. .

Safeguards: o

Maintained in administrative office which is locked after normal

working hours, accessible only to authorized office staff and director
or delegate on demand.

Retention and disposal: :

Records are retained for five ﬁscal years and then destroyed

* System manager(s) and address:

Chief, Student Operations Section, DoD Computer Institute, Build-
ing 175, Washington Navy Yard, Washlngton DC 20374.

Notification procedure: )

Individuals seeking to determine whether this system of records
contains information about themselves should address inquiries to the
Chief, Student Operations Section DoD Computer Institute, Building
175, Washington Navy Yard, Washington, DC 20374. Individual
must provide course title and year of attendance

‘Record access procedures: . S

Individuals seeking to access records about themselves contained in
this system of records should address inquiries to the Chief, Student
Operations Section, DoD Computer Institute, Burldlng 175 Washing:
ton Navy Yard, Washington, DC 20374. o

Contestmg record procedures: it

The” Department of the Army rules for accessmg records and“for
contesting contents and appealing initial agency determinations by
the individual concérned are published in Department of the Army
Regulation 430-21-8; 32 CFR part 505 or may be obtained from the

: system manager.

Record source categories:

Enrollment and registration request for DoD management: educa-
tion and training program courses (DD Form 1556, SF 182, orders,
letters/messages), and course listing of students revrewed by course
manager and individual students.

Exemptions claimed for the system:

None. :

—

A0351bNDU-CI

System name:

DODCI Student/Faculty/Semor Staff Biography System.

System location:

Department of Defense Computer Instltute, Washmgton Navy
Yard, Washington, DC 20374.

Categories of individuals covered by the system:

All faculty members, senior staff members, and guest lecturers
currently instructing or managing at the DODCI. All students who
are attending or who have completed a course of instruction present:

ed by the Department of Defense Computer Institute. These are
primarily DoD military and civilian .personnel as regular students;
personnel from other federal, state and local government agencies
who have attended courses on a space available basis; military and
civilian personnel from foreign governments who requested and were
granted authority to attend courses; and personnel from private in-
dustry who are under direct contract to a DoD activity who sponsor
their attendance.

- Categories of records in the system: '

Biographic summary forms mdlvtdually submitted upon request by
each DODCI faculty member, senior staff member, guest lecturer, or
student. .Students - record ,consists of name, rank or. rate, civilian
grade, organization and division, office phone number, current and
previous job titles and positions, number of months with present job
title, major duties of present job, formal education completed, course
ID, objectives for attendmg DODCI course, computer-related and
other technical training and experience; information on usage of
computers in present position, influence and ‘authority student has

_over design of computer-based systems including security and priva-

cy. aspects, extent" mvolved in plannmg and design of teleprocessmg
systems.

Faculty/semor staff record consists of name, rank or rate current
and previous job titles and positions, former major duties, formal
education completed, computer-related and other technical training
experience.

Authority for maintenance of the system'

5 U.S.C. 301

Purpose(s):

The student biographical summaries are used by course managers
and functional:department heads to evaluate education level, comput-
er related work experience, and general computer backgrouond of
DODCI students. Establishes student qualifications to attend a re-’
quested course and if course objectives have satisfied personal objec-
tives of students attending course. Statistical summarization of infor-
mation contained in the system provides basis for modification and
revision to course content. Serves as vehicle to place student into
appropriate laboratory and seminar group in courses requiring such a
breakout.

Information on faculty/semor staff members contained in the bio-
graphical simmaries is provided to students as an attachment to their
student notebooks. Records are used to identify faculty and senior
staff members, areas of data processing and information management
expertise for consultation purposes and as an experuse preamble to
the next scheduled lecturer.

‘Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

e “Blanket Routine Uses” that appear at the beginning of the
Department of the Army compllatton of systems of records apply
to this system.- u/

Policies and practices for storing, retrieving, accessing, retmmng. and
disposing of records in the system

Storage:

~ Paper records and computer hard disk/magnetic tape. . -

Retrievability: '

By name for facully/senlor staff members. Course ID and name for
students.

Safeguards: :

Maintained in Student Operations Section” which is locked after
normal working hours, access controlled by system manager and
accessible only to authorized faculty members, director or admlms-
tration, and director or delegate on demand.

Retention and disposal:

All completed individual student biographical summaries are re-
tained in a file folder marked by course ID and course date. lndWId-
ual student biographical summaries are retained by course for two
fiscal years preceding the -fiscal year in progress. All individual
faculty and senior staff biographical summaries are retained in a
master file folder until no longer providing services. to DODCI.
Master file is reviewed periodically to maintain currency.

System manager(s) and address:

" Chief, Student Operations Section, DoD Computer Instrtute, Build-
ing 175, Washington Navy Yard, Washington, DC 20374, ’ -

Notification procedure:

Individuals seeking .to :determine whether this system of records
contains information about themselves should address inquiries to the
Chief, Student Operations Section, DoD Computer Institute, Build-
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ing 175, Washington Navy Yard, Washington, DC 20374. Individual
must provide course title and year of attendance.

Record access procedures:

Individuals seeking to access records about themselves contained in
this system of records should address inquiries to the Chief, Student
Operations Section, DoD Computer Institute, Building 175, Washing-
ton Navy Yard, Washington, DC 20374.

Contesting record procedures:

The Department of the Army rules for accessing records and for
contesting contents and appealing initial agency determinations by
the individual concerned are published in Department of the Army
Regulation 430-21-8; 32 CFR part 505; or may be obtained from the
system manager.

Record source catégories:

Student ‘biography forms are of DODCI origin and comipleted by
each individual student. Forms are completed either the first day of
the course or, in the case of certain specific courses, are mailed to

the prospective student requesting return prior to commencement of
the course.

Biographies aré authorized by each faculty and senior staff member
soon after arrival at DODCI. ‘Guest lecturers are requested to volun-
tarily submit biographies for use in course notebooks. Content is
never changed, but 'in some cases selectively reduced in length so as
not to exceed one page. Format and content are generated solely by
DODCI member and are subjected only to editorial review.

Exemptions claimed for the system:
None. .
- AD351cNDU-CI
System name:
DODCI Course Evaluation System.
System location: .

Department of Defense Computer Institute, Washington Navy
Yard, Washington, DC 20374.

Categories of individuals covered by the system:
All students who have completed a course of instruction presented

by the Department of Defense Computer Institute. These are primari-
ly DoD military and civilian personnel as regular students; personnel,
from other federal, state and local government agencies who have

attended courses on a space available basis; military and civilian
personnel from foreign governments who requested and were grant-

ed authority to attend courses; and personnel from private industry"

who are under direct contract to a DoD activity who sponsor thelr
attendance.

Categories of records in the system:

Individual student evaluation of entire course and random sampling
of specific lecture presentations. Includes course 1D; objectives for
attending course; statement concerning realization of personal objec-
tives, numerical or qualitative rating of overall course, lab sessions
and/or specific lectures; list of strengths and weaknesses of course;

- list of lecture subjects of particular benefit or of little use to student;

list of lecture subjects which should be expanded or reduced in
coverage; and list. of topics not covered in course but should be
included. Comments concerning course content, sequence, lecture
presentation, teaching techniques, audio visual aids, physical facilities
and administrative support are-solicited and recorded. Categories are
posed as questions with ample space to encourage written response
to student opinion in a structured but non-restrictive format. These
Course Evaluation Forms also contain hard core factual information,
i.e.,, course ID, course dates, student name, rank/rate/grade, branch
of service, duty station or agency, and present job title.

Authority for maintenance of the system:

5 U.S.C. 301.

Purpose(s):

The system is used to evaluate course, lecture, teaching techniques
and individual instructor effectiveness. It provides basis for modifica-
tion and revision to course content and sequence and lecture content.
1t provides input to long-range plan for course update, additions and
revisions. The evaluation of all attendees to a particular course are
reviewed as a composite group by DODCI faculty members to
determine problem areas, trends, and provides a continuous evalua-
tion of course effectiveness.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: .

The ‘Blanket Routine Uses™ that appear at the beginning of the
Department of the Army’s compllauon of systems of records apply
to this system.

321-135 O—92——4

Policies and practu:es for storing, retrieving, accessing, retmmng, and
disposing of records in the system:

Storage:

Paper records and computer hard disk/magnetic tape. - -
Retrievability:

Course ID and student name.

Safeguards: ’

Maintained in Student Operations Section Office which is locked

after normal working hours, access controlled by system manager

and accessible only to authorized faculty members. Director of Ad-
ministration and Director delegate on demand.

Retention and disposal:

All completed individual evaluations of students attending a specif-
ic course are retained by course ID and course date. Individual
student evaluation forms are retained by course for two fiscal years
preceding the fiscal year in progress.

System manager(s) and address:

Chief, Student Operations Section, DoD Computer Institute, Build-
ing 175, Washington Navy Yard, Washington, DC 20374.

Notification procedure:-

Individuals seeking to determine whether this system of records
contains information about themselves should address inquiries to the
Chief, Student Operations Section, DoD Computer Institute, Build-
ing 175, Washington Navy Yard, Washington, DC 20374. Individual
must provide course title and year of attendance.

Record access procedures:

Individuals seeking to access records about themselves contained in
this system of record should address inquiries to the Chief, Student
Operations Section, DoD Computer Institute, Building 175, Washing-
ton Navy Yard, Washington, DC 20374.

Contesting record procedures: )

The Department of the Army rules for accessing records and for
contesting contents and appealing initial agency determinations by
the individual concerned are published in Department of the Army
Regulation 430-21-8; 32 CFR part 505; or may be obtalned from the
system manager.

Record source categories:

Student course evaluation forms are of DODCI origin and distrib-
uted in class and completed by each individual student.

Exemptions claimed for the system:
None.
A0351aTRADOC
System name:
Army School Student Files.
System location:
All Army schools, colleges, and training centers. .
Categories of individuals covered by the system:

Students who attend formal and/or nonresident courses of instruc-
tion at Army schools, colleges and training centers.

Categories of records in the system:
Individual academic records consisting of courses attended, length .

.of each, extent of completion and results; aptitudes and personal

qualities, including corporate fitness results; grade and rating at-
tained; and related information; collateral individual training records
comprising information posted to the basic individual academic train-
ing record or other long term records; faculty board files pertaining
to the class standing/rating/classification/proficiency of students;
class academic records maintained by training instructors indicating
attendance and progress of class member instructors indicating at-
tendance and progress of class members.

Authority for maintenance of the system:

5 US.C. 301 and Executiye Order 9397.

Purpose(s):

To determine eligibility of students for attendance, monitor
progress, record completion of academic requirements, and document

courses which may be .prerequisites for attendance/participation in
other courses of instruction.

"Routine uses of records maintained in the system, including catego-
ries of users and the purpose of such uses::

The *“Blanket Routine Uses™ set forth.at the beginning of the
Army's compilation of record system notices apply to this system.
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Policies and practnces for storing, retrieving, accessing, retaining, and
disposing of records in the system.

Storage:

Paper records in file folders, cards, ‘computer magnetic tapes/disks;

printouts.

Retrievability:

By individual’'s name, Social Secunty number/mllltary service
number.

Safeguards:
" Information is stored in locked cabinets or rooms accessed only by
authorized individuals having official need thereof.

"Retention and disposal:

Individual and class academic records are destroyed at'ter 40 years;

collateral individual training records and faculty board ﬁles are de-
stroyed after 1 year.

System manager(s) and address:

Commander, U.S. Army Training and Doctrme Command Ft.
Monroe, VA 23651.

Notification procedure: :

Individuals seeking to determine if information about themselves is
contained in this record system should address written |nqu1r|es to
the Academic Record Office of the Army school, college, or tralmng
center attended. )

Individual should provide the full name, student number, course
title and class number, or description of type -training recelved and
dates of attendance/enrollment. :

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Academic

Record Office of the Army School, college, or training center at-
tended.

Individual should provide full name, student number, course t|tle
and class number, or description of type training received and dates
of attendance/enrollment.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents; and
appealing initial determinations are contained in Army Regulatlon
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the staff and faculty of appropnate school college, or train-
ing center responsible for the instruction. .o

Exemptions claimed for the system: .
None.

A0351bTRADOC
System name;
TRADOC Educational Data System. '
‘System location:
U.S. Army Training Support Center Fort Eustis, VA 23604-5000.
Categories of individuals covered by the system:

Members of the Army, Navy, Marine Corps, and Air Force, Re-
serve Officer Training Corps and National Defense Cadet Corps
students, Department of Defense civilian employees, and approved
foreign military personnel enrolled in a nonresident course adminis-
tered by the Army Institute for Professional Development.

Categories of records in the system:

Files contain name, grade/rank, Social Security Number, address;’
service component, ‘branch, personnel classification, military occupa- "

tional specialty, credit hours accumulated, examination and lesson
grades, student academic status, curricula, course description.

Authonty for maintenance of the system:

10 U.S.C. 3013 and Executlve_Order 9397,

Purpose(s):

To record lessons and/or exam grades maintain student academic
status; course and subcourse descriptions; produce course completion
certificates and reflect credit hours earned; and produce management
summary reports. . .

Routine uses of records mamtamed in the system, including catego-
ries-of users and the purposés of such uses:

The “Blanket Routine Uses” published at the begmmng of the
Army'’s compilation of system of records notices apply to this record
system

Policies and practices for storing, retrieving, accessing, retmmng, and
dlsposmg of records in the system:

Storage: i L
Magnetic tapes, discs, and paper printouts. ) R
Retrievability: V o

By Social Security Number )

Safeguards: - v '

Random number sign-on authentication: for each inquiry made to
the system is required. Sign-on decks to enable such access are
updated weekly, safeguarded under Army Regulation 380~19, Infor-
mation Systems Security, and are unique to. one terminal only.
Access is granted only to designated personnel at the Army 'Institute
for Professional Development responsible for the administration and
processing of nonresident students. -

Retention and disposal:

Machine records are retained during student’s. enrollment after
which student's records are transferred to the Academic Records
System' History File for indefinite retention. Nonresident students are
assigned a 6 month enrollment period or, if in multiple subcourses, an
enrollment period of 1 year. A hard copy transcript reflecting the
student’s personal and academic data is produced; this is retained by
the Army Institute of Professional Development for 3 years, then
transferred to the National Personnel Records Center, St. Louts, MO,
where it is retained for 37 years, then destroyed. - - L

System manager(s) and address:

Commander, U.S. Army Training Support Center, ATTN: [nstl«
tute for Professional Development, Ft Eustis, VA 23604-5000.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Training Support Center, ATTN: Insti-
tute for Professional Development, Fort Eustis, VA 23604-5000.

Individual should provide the full name, Social Securlty Number,
and signature for identification.

* Individual making request in person must provnde acceptable iden-
tification such as driver’s license and, military |dent|ﬁcat|on

Record access procedures

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, US. Army Tralnmg Support Center, ATTN: Institute for Profes-
sional Development, Fort Eustis, VA 23604-5000.

Individual should provide the full name, Social Security Number,
and signature for identification.

Individual making request in person’ must provide acceptable iden-
tification such as driver’s license and military identification. . -

Contesting record procedures: : .

The Army's rules for accessing records, contestmg content, and
appealing initial determination are contained in Army Regulatlon
340-21; 32 CFR part 505; or may be obtained from~ the system‘
manager.

Record source categories:

From individual upon enrollment, from ‘class records and instruc-
tors, from student’s personnel records and from graded exammatlons

Exemptions claimed for the system
None. :

N

* A0351cTRADOC
System name: o
Standardlzed Student Records System.
System location:
Defense Language Institute, Prestdlo of Monterey, CA 93940
Categories of individuals covered by the system:

Persons who have been enrolled for foreign language training at
the Defense Language Institute. o

Categories of records in the system:"

Individual’s name, Social Security Number, and mllltary adminis-
trative data, together with.-academic data generated at Defense Lan‘
guage Institute.

Authority for mamtennnce of the system o

10 U.S.C. 3013 and Executive:Order 9397. Coa

Purpose(s):

To establish a pérmanent. student .record used for issuing official
grade transcripts and preparlng statlstlcal studies’ to lmprove trammg
and testing methods. s

Routine uses of records mamtamed in the system, including eatego-
ries of users and the purposes of such uses:
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" The “Blanket Routine Uses” published at the beginning of the
Army’s compilation of system of records notices apply to this record
system.

- Policies and practlces for storing, retnevmg, accessmg, retmmng, and
disposing of records in the system:

Storage:

Magnetic tapes/discs.
Retrievability:

By Social Security Number.
Safeguards.

Records are accesmble via remote terminal only by -authorized
personnel citing established user identifier and password

Retention and disposal: -

"Records are permanent. They are retamed in active ﬁ]e (on- Ime)

until the student departs; then retired to a history tape
System manager(s) and address:

Commander, U.S. Army Tramlng and Doctrme Command Fort
Monroe, VA 23651-5000. .

Notification procedure:

Individuals seeking to determine if information about themselves is
contained 'in this record system should address written ifnquiries to
the Defense Language Institute, Presidio of Monterey, CA 93940.

Individual should provide the full name,-current address and tele-
phone number, Socral Security number, class attended, and year
graduated. '

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Defense
Language Institute, Presidio of Monterey, CA 93940.

“Individual should provide the full name, current address and tele-
phone number, Social Secunty Number, class attended, and year
gradbated. .

Contesting record procedures*

The Army’s rules for accessing records, contestmg contents, and
appeahng initial determinations are contained in Army - Regulation
340-21; .32 CFR part 505; or may be obtamed from the system
manager

Record source categories:

From the individual; staff and faculty.

Exemptions claimed for the system:

None. -

- A0351d- laTRADOC

System name:

Automated Instructional Management System (AIMS)
System location:

The systems are located at Headquarters, Training and Doctrine
Command_ (TRADOC); TRADOC Service Schools; and Army
Training Centers. Addresses for the above may be obtained from the
Commander, U.S: Army Training and Doctrine Command, ATTN:
ATOM-T, Fort Monroe, VA 23651-5000.

Categories of individuals covered by the system:

Military members of the Army, Navy, Marine Corps, and Air
Force, and civilians employed by the U.S. Government, and ap-
proved foreign military personnel enrolled in"a resident course at a
U.S. Army service school.

Categories of records in the system:

Files contain personnel, Program of Instruction, schedu]mg, test-
ing, academic, graduation, recycle, and attrition data.

Authority for maintenance of the system:
5 U.S.C. 301 and Executive Order 9397.
Purpose(s):

This is the TRADOC 'standard resident student training manage-
ment ‘system 'which automates those processes associated with the
scheduling, management, testing, and tracking of resident students.
The system is composed of several subsystems which perform func-
tions for personnel, student load management, academic records man-
agement; test creation, scoring and grading, student critique, resource
scheduling and utilization, electronic mail, and query.

The sole users are the personnel responsible for the -administration
of personnel enrolled in the resident student training programs at
U.S. Army service schools and Army training centers. Course com-
pletion data on active Army enlisted personnel. is .supplied-to the
Army-American Council on Education Registry Transcript System
(AARTS) in magnetic media. Course completion data on active

Army officer personnél is supplied to the U.S. Army Research Insti-
tute (ARI) in magnetic media. All student transactions are supplied
to the Army Training Requirements and Resources System (ATRRS)
through a datly electronic interface.

Routine uses of records maintained in the system, |ncludmg catego-
ries of users and the purposes of such uses:

The Army’s “Blanket Routine Uses” set forth at the begmnmg of
the Army’s comprlatlon of record system notices apply to this record
system...

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:

Magnetic tapes, computer drscs, and paper prmtouts

Retrievability:

Retrieved by Social Security Number and course/class number.

Safeguards: :

Different user identification sign-on codes are asmgned each person
with authorized access to the database. Each sign-on is authenticated
by system software. Identification sign-on codes are changed every
six months, additions or deletions occur at any time a new person is
assigned or someone leaves. The above meet Army’s Informatlon
System Secumy Regulation, requirements. :

Retention and disposal:

Machine records are retained during student’s active enrollment,
after which they are classified as history records, written to magnetic
tape, and stored indefinitely for reference. Paper .records are de-
stroyed after 40 years as follows: Army .elements serviced by a
records holding area (RHA) hold records for 2 years in the current
files area (CFA), transfer to RHA for 1 year; the RHA retires the
records to the National Personnel Records Center (NPRC), St.
Louis, MO, for the remaining 37 years. Army elements not serviced -
by a RHA, hold records for 2 years in CFA then retire to NPRC
for the remaining 38 years.

System manager(s) and address:
Commander, US. Army Training and Doctrine Command

- ATTN: ATOM-T, Fort Monroe, VA 23651-5000.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this records system should address written inquiries to
the: Commander, U.S. Army Training and Doctrine Command
ATTN: ATOM-T, Fort Monroe, VA 23651-5000. -

Individual should provide the full name, Social Security Number,

-and ‘military status or other information verifiable from the record

itself.

Record access procedures:

.Individuals seeking access to records about themselves contamed in
this record system should address written inquiries to the Command-
er, U.S. Army Training and Doctrine Command, ATTN: ATOM-T,
Fort Monroe, VA 23651-5000.

Individual should provide the full name, Social Security Number,
and military status or other information verlﬁable from. the record
itself.

Contesting record procedures: -

The Army’s rules for accessing records, contesting contents and
appealing initial agency determinations by the individual concerned
are published in Department of the Army Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager. -

Record source categories: .

Information is received from the mdtvndua] DoD staff Personnel
and Training systems, and staff and faculty.

Exemptions claimed for the system:

None.

' A0352-3CFSC
System name: ' Co
‘Dependent Children School Program Files. -

System location:

Army-operated dependents schools located at Fort Benning, GA;
Fort Bragg, NC; Fort Campbell, KY; Fort McClellan, AL; Fort -
Rucker, AL; Fort Stewart, GA; and U.S. Military Academy, West
Point, NY. Official mailing addresses are published as an appendix to
the Army’s compilation of record systems notices. Records of former
students are located at the Washington National Records Center,
Washington, DC 20409. -

. Categories of individuals covered by the system.
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Students in the Army-operated dependents schools located-at Fort
Benning, GA; Fort Bragg, NC; Fort Campbell, KY; Fort McClellan,
AL; Fort Rucker, AL; Fort Stewart GA; and U.S. Mllltary Acade-
my, West Point, NY.

Categories of records in the system:.

Enrollment/adm|ssron/reglstratlon/transfer apphcatlons course
preferences/curriculum; health records; attendance registers; academ-
ic achievements and report cards reﬂectlng grades/credits earned,;
aptitude, intelligence quotient, and other test results; notes regardmg
student’s special .interests, hobbies, activities; sports; counselmg docu-

N

ments; high school transcripts and certificates;.and related supporting

documents
Authority for maintenance of the system:
Section 6, Public Law 81-874.
Purpose(s): -

To record education provrded “for eligible dependent children of
military and civilian personnel residing on Army bases at Fort Ben-
ning, GA; Fort Bragg, NC; Fort Campbell, KY; Fort McClellan,
AL; Fort Rucker, AL; Fort Stewart, GA; and USs. Mllltary Acade-
my, West Point, NY.

Routine uses, of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be disclosed to Department of Education in con--

nection with Federal funding for public education; to federal and

‘state educational agencies in connection with student’s application for

financial aid; to student’s parents/legal guardians when Army - offi-
cials determine bona fide need therefor and disclosure is not other-
wise precluded by the Family Educational Rights and: Privacy Act of
1974 (The Buckley Amendment) 20 U.S.C. l232g

Policies and practlces for storing, retrieving, accessing, retammg, and’
disposing of records i in the system .

Storage:

Paper records in file folders.

Retrievability:

By student surname.

Safeguards:

Records are accessible only to authorized personnel ha\}ing need
for the information in the performance of their official duties.-

Retention and disposal:

Academic records for elementary school ‘'students are destroyed at
the school-attended after 5 years; those for secondary school students
are destroyed after 65 years by the Washington National Records
Center where such records are retired 5 years following student’s
graduation/withdrawal.

Individual student health records and tests/achievements docu-
ments are retained at the local school 1 year for elementary students;
2 years for secondary students, after which they are destroyed. -

Teacher class registers of attendance and scholastic marks and
averages are retained at the local school for § years; then destroyed

System manager(s) and address:

Commander, U.S. Army Community and Family Support Center,‘

2461 Eisenhower Avenue, Alexandria, VA 22331-0500.
Notification procedure:

Individuals seeking to-determine if information about themselves is
contained in this record system should address written inquiries to
the principal of the school attended. If the records have been retired
to the Washington National Records Center, write to the Command-
er, US. Army Community and Family Support Center, 2461 Eisen-
hower ‘Avenue, Alexandria, VA 22331-0500.

Individual should provide current full name, name use at the:time
of school attendance, date of birth, identity and ‘location of school
attended, dates of attendance, and signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the principal of
the school attended. If the records have been retired to the Washing-
ton National Records Center, write to the Commander,- U.S. Army
Community and Family Support Center, 2461 Eisenhower Avenue,
Alexandria, VA 22331-0500.

Individual should provide current full name, name used at the time
of school attendance, date of birth, identity and location of school
attended, dates of attendance, and signature.

Contesting record procédures.

The Army’s rules for accessing records, contestmg contents, and
appealing initial determinations are contained in Army Regulation

340-21;
manager.
Record source categories:

From individual,” school teachers, principal, counselors, medical
personnel, parents/guardians.

Exemptions claimed for the system:
None.

32 CFR part 505; or may be obtained.from the system

AD360SAIS
System name:
Mailing List for Army Newspapers/Perlodlcals/Catalogs
ystem locations:

Headquarters, Department of the Army staff and field operating
agencies, major commands, field installations and activities,” Army
service schools/colleges, Army National Guard Bureau Headquarters:
and field activities. Official mailing addresses are published as an
appendix to the Army’s compilation of system notices.

Categories of individuals covered by the system:

Name and current mailing address of recipients of Army and/or
National Guard magazines, newspapers, professional and trade publi-
cations, journals, catalogs, admissions policies and procédures, di-
gests, and newsletters. Recipients may be current or former Army
and/or National Guard personnel, staff .and faculty or graduate/
resident/correspondence student of Service Schools, military reserv-
ists, Reserve Officers Training Corps cadets, civilian academicians,
professional or other personnel who have requested inclusion on
mailing lists.

Categones of records in the system:

Mailing lists containing names and addresses of reC|plents of vari-
ous periodicals published by the Army/or the National Guard which
have public relations value. Types of periodicals include but are not
limited to journals, catalogs, admissions policies and procedures pub-
lished by military schools and colleges, medical facilities, and training
institutions; and Army newspapers or digests containing official or
quasi- -official but non-directive data of elther a technical or admlnls-
trative nature.

Other personnel data may be included such as Alumni Association
Member number, professional society or trade orgamzatlon of which
a member and related information.

Authority for maintenance of the system:
‘10 U.S.C. 3012 and 32 U.S.C. 110.
Purpose(s)

To produce mailing lists for distribution of Army penodlcals,
newspapers and various journals, catalogs, digests and newsletters;
and to perform statistical analyses and surveys of reader interest and
opinion.

‘Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The ‘“‘Blanket Routine Uses™ set forth at the beginning of the
Army’s compllatlon of record system notices apply to this record
system.

Policies and practlces for storing, retrlevmg, accessmg, retaining, and
disposing of records in the system:

Storage

Paper records, magnetic tape disc, ‘cards, prmtouts, and addresso-
graph plates.

Retrievability:

By individual’s name.

Safeguards:

Records are accessed and maintained only by authorized personnel
who have need therefor.

Retention and disposal:

Retained until no longer needed, normally until individual requests
deletion, after which record is destroyed. | . !

System: manager(s) and address: ‘

Heads of Department of Army staff and ﬁeld operatlng agencies,
major commands, commanders of installations/activities, Army serv-
ice schools/colleges and National Guard activities that publish peri-
odicals, command newspapers, catalogs or other special- mterest re-
curring publications.

Official mailing addresses are published as an appendix to the
Army’s compilation of system nouces

Notification procedure:
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Individuals seeking to determine if information about themselves is
contained in this records system should address inquiries to either the
editor of the publication, registrar of the school, or the Army or
National Guard Public Affairs Office publishing the periodical. Offi-
cial mailing addresses are published as an appendix to the Armys
compilation of system notices.

For verification purposes, individual should provide full name and
current address to permit locating the record.

Record access procedures:

Individuals seeking access to records about themselves: contained in
this record system should address inquiries to either the editor of the
publication, registrar of the school, or the Army or National Guard
Public Affairs Office publishing the periodical. Official mailing ad-
dresses are published as an appendix to the Army’s compilation of
system notices.

. For verification purposes, individual should: provide-full name and
current address to permit locating the record.
Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in .Army Regulation
340-21; 32 CFR part 505; or may be obtained from-the system
manager.

Record source categories: : .

From the individual; records of the Army or, National Guard
organization publishing 'the document.

Exemptions claimed for the system:

None.

A0360SAPA
System name:

Media Contact Files.

System location:

Chief of Public Affairs, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310-1500 and their field operating
agencies at Los Angeles, CA; New York, NY; and Washington, DC;
public affairs offices of Army Staff agencies, major commands, instal:
lations and activities. Official mailing addresses may be obtained from
the Chief of Public Affairs, Headquarters, Department of the Army,
The Pentagon, Washington,, DC 20310-1500.

Categories of individuals covered by the system:

Journalists, authors, editors, columnists, researchers and media.

representatives.
Categories of records in the system:

Name, address, telephone number, biographical datzi, ‘public media
affiliation; and correspondence.between the Army and the individual.

Authority for maintenance of the system:
Title 10 U.S.C. 3012
Purpose(s):

To maintain contact with- public media representatlves on issues of
common: interest.

Routine uses of records maintained in-the system, including catego-
ries of users and the purposes of such uses:

The ‘Blanket Routine Uses' set forth at the beginning of the

Army’s compilation of record system notices apply to this record .

system.

Policies and prnctlces“ for storing, retrieving, accessing, retaining, and
dlsposmg of records in the system:

Storage:
Card and papers in file folders.
Retrievability:

- By individual’s surname.
Safeguards:

Information is accessed oniy— by individuals: having need in. the

performance of official duties.

‘Retention.and disposal:

Records are destroyed when no longer needed for current oper-
-ations..

System manager(s) and address:

‘Chief .of Public Affairs, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310-1500.

‘Notification procedure:

Individuals seeking access to determine if information about them-
selves is contained in ‘this record system should address written
inquiries to the Chief of Public Affairs, Headquarters, Department of
the Army, The Pentagon, Washington, DC 20310-1500.

For verification purposes, individual should provide full name, and
current address and telephone number.
Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Chief of
Public Affairs, Headquarters, Department of the Army, The Penta-
gon, Washington, DC 20310-1500.

- For verification purposes, individual. should provide full name, and
current address and telephone number.

Contesting record procedures:

The Army’s rules for accessmg records, contesting contents, and
appealing initial determinations by ‘the individual concerned are pub-
lixhed in Department of the Army Regulation 340-21; 32 CFR part
505; or may be obtained from the system manager..

Record source categories:

From the individual, newspapers, libraries, Army and Department
of Defense records.

Exemptions claimed for the system: ' e
None. ‘ )
) A0360-5SALL
System name: :
Biographies: Members of Congress.
System location:
Chief of Legislative Liaison, Office of the Secretary of the Army,

~ The Pentagon, Washington, DC 20310-1600.

Categories of individuals covered by the system:
Current members of the U.S. Congress.
Categories of records in the system:

Biographical information on members of the Congress, their voting
trends, and committee memberships.

Authority for maintenance of the system:
10 U.S.C. 1034.
- Purpose(s):

To providé background information 'on Members “of Congress
before whom Army representatives may be testifying or for whom
escorts may be provided to familiarize them with the members’
attitudes and relationships with the Department of Army.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

-None.

Policies and practlces for storing, retrieving, accessing, retammg, and
disposing of records in the system:

Storage:

Paper records in loose leaf binders.

Retrievability:
" By Member of Congress’ last name.

Safegurards:

Records are maintained in secured areas accessible only to author-
ized personnel.

Retention and disposal: - V-
Records are retained only -for the Member of Congress tenure
System manager(s) and address:

Chief of legislative Liaison, Office of the Secretary of the Army,
The Pentagon, Washington, DC 203[0-1600

Notification procedure:

Individuals seeking to determine if information about themselves. is
contained in this records:system should address written inquiries to
the Chief of Liegislative Liaison, Office of the Secretary of the Army,
The Pentagon,. Washington, DC 20310-1600.

For verification purposes, individual should ‘provide the full name,
Social Security Number, and should identify the Member of Con-
gress’ full name and state the Member represents.

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Chief of
Legislative Liaison, Office of the Secretary of the Army, The Penta-
gon, Washington, DC 20310-1600.

For verification purposes, |nd|v1dual should provide the full name,
Social Security Number, and should identify the Member of Con-
gress’ full name and state the Member represents.

Contesting record procedures:
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“The Army’s rules for accessing 'records, contesting contents, and
appealing initial agency determinations by’ the individual concerned
are published in Department of the Army -Regulation.340-21; 32
CFR part 505;.or may be obtained from the system manager

Record source categories: . - e
Official public records such as the Congressnonal Record Congres-

sional Quarterly Weekly Report, official transcripts of unclassified
committee hearings, and thé Congressnonal Staff Directory.

Exemptions claimed for the system: "~ - - e
None. ) o ’
' "A0360-5SAPA. < ¢
System name: o N L

Biography Files. .-~ T R

System location:

Chief of Public Affairs, Headquarters, Department of the Army,
The Pentagon, Washington, DC 20310-1500; public affairs offices of
Army staff agencies, field operating agencies; major commands, in-
stallations, and activities. Official mailing addresses may be obtained

from the Chief of Public Affairs, Headquarters, Department of the
Army, The Pentagon, Washington, DC 20310-1500.

Categories of individuals covered by the system:

Leading Department of the Army. military and civilian personnel

Categories of records in the system: :

Biographical material including photographs, newspaper cllppmgs,
speeches, and related  documents. Name, position/rank/grade, sum-
mary of service, and outstanding achievements may also be mcluded

Authority for maintenance of the system:

10 U.S.C. 3012 and Executive Order 9397

Purpose(s): : :

" To respond to queries from the press and Army agenc1es/com-
mands relating to individuals concerned.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

The *“Blanket Routine Uses” set forth at the begmnmg of the
Army’s compilation of record system notices apply to, this record
system. .

Policies and practices for storing,. retrievmg, accessmg, retammg, and:
disposing of records in the system. Lo .

Storage:
Paper records in ﬁle folders .
Retrievability: Ve
‘By individual’s surname.  *~ B
- Safeguards:

Records are accessed only by designated officials havmg need
therefor in the performance of their assigned duties. Storage areas are
locked during non-duty hours.

Retention an disposal:

Records are destroyed 2 years after ret|rement, transfer, separatlon,
or death of the person concerned.

System manager(s) and address:

Chief of Public Affairs, Headquarters, Department of the Army,
The Pentagon, Washmgton, DC 203]0—1500

Notification procedure: ° !
Individuals seeking to determine if mformatlon about themselves is

. contained in this record system should address written inquiries to

the Public Affairs Office in. the organization to ‘which the individual
is or was assigned or employed. Official mailing. addresses are pub-
lished as an appendix to the Army’s compllatlon of record systems
notices.

For verification purposes,” individual should provrde full name,
current address and telephone number, ‘and signature

Record access procedures:

Individuals seeking access to récords about themselves contamed in
the record system should address written inquiries to the "Public
Affairs Office in the organization to which the individual is or was
assigned or employed. Official mailing addresses are published as an
appendix to'the Army’s compilation of record systems hotices. -

For -verification purposes, individual shiould provide full name, '

current address and telephone number, and signature.

Contesting record procedures R

“The Army’s rules ‘for. accessing records, contestmg contents, and
appealing initial agency determinations by the individual concerned
are published in Department of the Army -Regulation 340-21; 32
CFR part 505; or may be obtained from the system manager: °

.System name:

Record source categoriés:

From. the' individual; clippings from. pubhshed media published
blographical data from Army records and reports

Exemptions claimed for the system:
None.

_A0361-100aDAMI . -

Intelligence Collection Files.

System location: :

US Army Intelligence- and Securlty Command Ft Meade, MD
20755. Decentralized segments located at US Army Intelligence and

Security Command groups, field stations, battalions, detachments,
field offices and resident offices stationed worldwide. .

Categories of individuals covered by the system:

Any individual who is qualified and may be accepted for sensitive
intelligence duties, with the US Army. - .

Categorles ‘of records in the system:

Files contain' documeénts which describe the’ requirements, the ob—
jectives, the approvals, the implementation, the reports, and the re-
sults of Department of the Army sensntlve 1ntel]1gence activities.

Authority for maintenance of the system:

Executive Order 10450, paragraphs 2,3,4,5,6,7,8,9 and 14 10
U.S.C., section 3012 (b)(c)(g); National Security Act of 1947 as
amended.

Purpose(s): v i .
To support contingency planning and military operations.

Routine uses of records maintained in the system, including’ catego-
ries of users and the purposes of such uses:

(1) Information is.used by The Federal Bureau of lnvestlgatlon and
the Central Intelligence Agency for Counterintelligence; within :the
continental . Unlted States for the FBI and outside the Umted States
for the CIA. N

(2) Information may be disclosed to: forelgn law enforcement, secu-
rity, investigatory, or administrative authorities in order .to comply
with requirements imposed: by, or to claim rights conferred in, inter-
national agreements and-arrangements including those regulating the
stationing .and status in foreign countries of DOD military and civil-
ian’ personnel and Othér countries wheré there are routine .reciprocal
exchanges of information.

(3) See ‘Blanket Routine Uses‘ set forth at the begmmng of the
Army’s llstmg of record system notices

Policies and practices for storing, retrievmg, accessmg, retalmng, and
disposing of records in the system:

Storage:

Paper records in file folders and visible, vertical card files; auto-
mated records on disc with video -display ‘of individual source
records on cathode ray tube

P . A

Retrievability: <~ ™7

Alphabetically by last name, numerically by source and numerical-
ly by prOJect number

Safeguards: )

-Buildings employ security. guards. Records are maintained - in areas
accessible only to authorized personnel who are properly cleared,
and have a need-to-know for the information. Automatéd media are
protected by authorized code word for access to system, controlled
access to operations rooms, and controlled input distribution.

Retention and disposal:

Records are permanent and retained in active file until no’ longer
needed; then retired to the Investigative Records Repository, US
Army Intelligence and Security Commmand Ft Meade, MD 20755.

System manager(s) and address:

The Assistant Chief of Staff for Intelligence,’ Department of the
Army, The Pentagon, Washington, DC 20310.

Notification procedure:

Information may be obtained from the Commander, uUsS Army
Intelligence and Security Command, "ATTN: IACSF-FI, Ft Meade,
MD 20755; telephone: Area Code 301/377-4742/4743.

Record access procedures:

Requests should be addressed to the Commander, United States
Army Intelligence and Security Command, ATTN: IACSF-FI, Ft
Meade, MD 20755. Written _requests must contain the full name and
SSN of the individual, current address, and telephone number. For
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personal visits, the individual must furmsh acceptable 1dent|ﬁcatlon
and verbal information that can be verified from his/her file.

Contesting record procedures:

The Army’s rules for access to records and for contestm'g contents
" and appealing initial determinations are contained in Army Regula-
tion 340-21 {32 CFR part 505).

Record source categories:

From individual investigative reports of Defense Investigative
Service, US Army Intelligence and Security Command, and other
Federal and DOD investigative and law enforcement agencies.

Exemptions claimed for the system: :

All portions of this system of records which fall within 5 U.S.C.
552a(k)(1), (2), or (5) are exempt from the following provisions of
TIEIE( 3 US.C,, section 552a: (c)(3), (d), ()(4)(G), (e)(4)(H), (e)(4)(1)
an

A0380-13DAMO

System name:

Local Criminal Intelligence F]]es

.System location:

Records are maintained at the mstallatlon mmatmg or collecting
the documents.

Categories of individuals covered by the system:

Any citizen or group of citizens suspected or involved in criminal
activity directed against or involving the United States Army.

Categories of records in the system:

Reports and supporting documents of criminal activity directed
against or involving the US Army.

Authority for maintenance of the system:v
10 U.S.C. 3013(g) and Executive Order 9397.
Purpose(s):

“To identify individuals or groups of individuals in an effort to’

anticipate, prevent or monitor possible criminal activity directed
against or involving the U.S. Army.
To enable Army officials, commanders, or civil criminal justice

agencies to meet their responsibilities regarding the maintenance of-

discipline, law and order through investigation and possible criminal
prosecution, civil court action or regulatory order. Users within the
Army include commanders in exercising their authority under the
provisions of Titles 10 and 18, U.S.C.; persons designated by the
commander to assist in carrying out these responsibilities, i.e., staff
judge advocate, investigating officers appointed in accordance with
Army regulations, US Army Criminal Investigation Command, mili-
tary intelligence personnel in those incidents involving possible or
actual sabotage or espionage. :

Routine uses of records maintained in the system, mcludlng catego-
ries of users and the purposes of such uses:

Intelligence may be disclosed to the Federal Bureau of Investiga-
tion; -Drug Enforcement Administration; U.S. Customs Service;
Bureau of Alcohol, Tobacco and -Firearms; other federal, state, and
local enforcement agencies; and, in overseas areas, host government
law enforcement agencies when the intelligence pertalns to matters
within the jurisdiction of those agencies.

Policies and practlces for storing, retrieving, accessing, retaining, and
disposing of records in the system'

Storage: .

- Paper records in file folders _magnetic tape/disc.

Retrlevablllty' :

By individual’s name, or by cross- mdex of other data mamtamed in
the system.

Safeguards:

Only authorized personnel have.access to files. Physical security

measures include ‘locked containers/storage areas, controlled person-
nel access, and contmuous presence of authorized personnel

Retention and disposal: -

Destroyed upon supersessnon, obsolescence, or deactlvatlon of the
related command.

System manager(s) and address.

Deputy. Chief of Staff for Operations and Plans, ATTN DAMO- .

ODL, Headquarters, Department of the Army, Washington, DC
20310-0440. .
Notlﬁcatlon procedure'
Individuals seeking to determine if information about themselves is

contained in this record system should address written inquiries- to
the Deputy Chief of Staff for Operations and Plans, ATTN: DAMO-

ODL, Headquarters, Department of* the .Army, Washington, DC
20310-0440.

Individual should prov1de the full name, Social Security Number,
address, details concerning the expulsion or debarment action, and
signature.

Record access procedures:

Individuals seeking access to records about themselves contained in
this records system should address written inquiries to the Deputy
Chief of Staff for Operations and Plans, ATTN: DAMO-ODL,
Headquarters, Department of the Army, Washington, DC 20310~
0440.

Individual should provide the full name, Social Security Number,

" address, details concerning the expulsion or debarment actlon, and

signature. .

Contesting record procedures:

The Army’s rules for accessing records, contestmg conlents, and
appealing initial determinations are ‘contained 'in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
mar:ager.

Record source categories:

Subjects, witnesses, victims, Mllltary Police and US Army Crimi-
nal Investigation Command personnel and.special agents, informants,
various Department of Defense, federal, state and local investigative
and law' enforcement agencies, departments or agencies of foreign
governments, and any other individuals or organizations which may
supply pertinent information.

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(_|)(2) as’
applicable.

An exemption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c) and (e)
and published in 32 CFR part 505. For additional information contact
the system manager.

A0380-67DAMI

‘System name:

Personnel Security Clearance Information Files.
" System location:

Joint Adjudicative Clearance System (segment of the Defense Cen-
tral Index of Investigation), Defense Investigative Service, Fort Ho-
labird, MD 21203.

Decentralized segments may be maintained by offices at Depart-
ment of the Army Staff agencies, major commands, installations,
activities, and unified and spectt' ied commands, as records relate to
the individual’s personnel security and clearance status. Official mail-
ing addresses are published as an appendix to the Army’s compilation
of record systems notices.

Categories of individuals covered by the system:

Any individual, civilian or military, affiliated with the. U.S. Army
by assignment, employment, contractual relationship, or as the: result
of an interservice support agreement on whom a personnel security
clearance determination has been completed is in process, or may be
pending. .

Categories of records in the system:

File may contain pending and completed personnel security clear~
ance actions on individuals by personal identifying data. It may also
contain briefing/debriefing statements for special programs, sensitive
positions, and other related information and documents required in
connection with personnel security clearance determinations.

Authority for maintenance of the system:

Executive Orders 10450 and 10865; 10 U.S.C. 3013; 50 U.S.C.
4039; and the National Security Act of 1947; and Executive Order
9397.

Purpose(s):

To assist in the processing of personnel security clearance actions,
to record security clearances issued or denied; and to verify eligibil-
ity for access to classified information or asslgnment to a sensitive

.. position.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

Information may be released to federal agencies based on formal
accredition as specified in official directives, regulations, and demon-
strated need-to-know; to federal, state, local, and foreign law enforce-
ment, intelligence, or security agencies in connection with-a lawful
investigation under their jurisdiction; and to commanders/agency
heads for adverse personnel. actions such as fraudulent enlistment
proceedings, removal from sensitive duties, elimination from the serv-
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ice, removal ‘from employment; denial to a restricted or sensitive
area, and revocation of security clearance.

Policies and practlces for storing, retrieving, accessing, ‘retaining, and
disposing of records in the system:

Storage:

g ll’(aper records in folders, file cards; computer tape, punch cards, or
isks .

Retrievability: i
Alphabetically by individual’s surname or Socml Security Number.
Safeguards:

Records are stored in .locked buildings which.employ security

guards and are subject to Military Policy and/or local civilian law

enforcement patrol security. All records are maintained in areas ac-
cessible .only to authorized personnel who are properly screened,
cleared, and trained. Use of computers, including remote terminals,
requires know]edge of special transactlon codes to preserve mtegnty
of data.

Retention and disposal:

Primary system files are destroyed at the same time as the dossier
upon which security clearance action was based. Decentralized Seg-
ment personnel security clearance files are either (1) destroyed upon
termination of access, (2) destroyed 1 year from the date of transfer
or separallon of individual, or (3) forwarded to the gaining organiza-
tion. Investigative reports are forwarded to the United States Army
Central Personnel Security clearance Facility, Ft. Meade, MD for
inclusion in dossier at the United States Army Intelligence and Secu-
rity Command Investigative Records Repository, Ft. Meade, MD
20755-5995. Dossiers are maintained no longer than 15 years from
date of last entry unless significant adverse information is present, in
which case retention is 25 years. Copies of investigative reports are
destroyed upon completion of final action.

System manager(s) and address:

_Commander, U.S. Army Central Personel Security Clearance Fa-
cility, Fort Meads, MD 20755-5250.

Notification procedure:

Individuals seeking to determine information about the status or
degree of personnel security clearance/access contained in this
record system should address written inquiries to the installation or
command secunty officer where assigned or employed. Information
contained in investigative files may be obtained from the appropriate
investigative agency.

Individual should provide the full name, Social Security Number,
current address, and telephone number.

Record access procedure:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, ATTN: Security Officer, of the command of installation 'where
assigned or employed.

Individual should provide the full name, Social Security Number,
current address, and telephone number.

For personal visits to the Security Office, the individual should be
able to provide identification (e.g., driver’s license, identification
card) and verbal information that can be verified with officer
records.

Requests for information contained in investigative files should be
addressed to appropriate investigative agency with personal-identify-
ing data required by that system as published in the FEDERAL REGIS-
TER.- .

Contestlng record procedures:

The Army’s rules for accessing records, contestmg contems, and
appealing initial determinations are contained in Army Regulation
340-21; 32 CFR part 505; or may be obtained from the system
manager.

Record source categories:

From the individual; investigative results from the Defense Investl-
gative Service, U.S. Army Intelligence and Security Command, and
other Federal, Department of Defense, and Army investigative or
law enforcement agencies.

Exemptions claimed for the system:

Parts of this system may be exempt under 5 U.S.C. 552a(K) (1)
(2), or (5) as applicable.

An exemption rule for this system has been promulgated in accord-
ance with requirements of 5 U.S.C. 553(b) (1), (2), and (3), (c), and
(€) and .published in 32 CFR part 505. For additional information
contact the system manager. )

A0380-67TUSAREUR
System name;: . Lo

- Employee Screening Program/Installation Access Files.
System location: '

Office of the Deputy Chief of Staff, Intelhgence, Office of the US
Commander, Berlin, Germany.

Categories of individuals covered by the system: -

All civilian appllcants for and/or employees in positions in US
Forces activities in the Berlin Command, other than Department of
Defense civilians. Persons included are of various nationalities, paid
from both appropriated and nonappropriated funds, as well as from
funds provided by the German Occupation Costs Office, who are
administered under the Berlin Tariff Agreement, which governs em-
ployment of the local national workforce. Non-US citizen applicants
for and holders of passes authorizing unoffical access to closed US
Forces installations and facilities in Berlin.

Categories of records in the system:

Cards or paper files containing name; date and place of birth; SSN
for' US ‘citizens; address; personal identity documents by type and
serial number; employing or potential employing agency; type of
position held or applied for and related information; dates security
screening action initiated and completed; list of investigative agen-
cies’ files checked with results and disposition of case.

Authority for maintenance of the system:
10 U.S.C, section 3012.
Purpose(s):

To determine suitability of lndwlduals for employment and to
grant access to closed military installations as warranted.

Routine uses of records maintained in the system, mcludmg catego-
ries of users and the purposes of such uses:

Information on security screening actions is provided to DOD and
US Department of State law enforcement investigative agencies in
Berlin for use in criminal/security investigative purposes when war-
ranted. : .

Policies and practlces for storing, retrieving, accessmg, retaining, and
disposing of records in the system:

Storage: .
Records ‘are stored in secured boxes and file folders.
Retrievability:
By individual’s surname. -
ASafeguards: . . .
Records are accessible only by designated authorized persons

having official need therefor in performance of their duties. Buildings’
are enclosed in a compound to which access is comrolled at-all times.

" Retention and disposal:

- Files pertaining to US citizens are destroyed on transfer or separa-
tion of individual. Files on non-US employees on whom no derogato-
ry information .is*developed during their tenure of service are held
for 6 months after termination of employment, then destroyed; those
records containing derogatory information are destroyed 2 years
after individual is terminated. Files pertaining to applicants who are
not accepted are destroyed upon notification by appropriate Civilian
Personnel. Officer. Files pertaining to .non-US citizen applicants or
holders of installation passes are disposéd of in accordance with the
following schedule: When file contains ndé or only minor derogatory
information, destroyed upon notification from responsible official of
surrender of pass. When pass is denied or withdrawn for cause, it is
placed in the inactive file, held for 3 years and then destroyed by
shredding.

System manager(s) and address:

Deputy Chief of Staff, Intelhgence, Office of the US Commander
Berlin, APO New York 09742. )

Notification procedure:

Information may be obtained by writing to the System Manager
Individual must furnish full name, date and place of birth, SSN
(where appropnate) current address,.and signature.

Record access procedures:

Individuals desiring access to records about themselves in this
system of records should either write to’ the System Manager, as
specified in ‘Notification procedure’, providing information specified
therein; or on a personal visit provide acceptable identification such
as national passport, government identity document, employing of-
fice’s identification card. .

Contesting.record procedures: ' . .
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The Army’s rules for access to records and for contestlng contents
and appeallng initial determinations are contained in AR 340-21 (32
CFR part 505).

Record source categories:

From the individual, Army or Department of Defense records and
reports, official personne] file, law enforcement agencies, previous
employers, financial institutions, educational institutions.

Exemptions clalmed for the system:

None.

A0380-380SAIS
System name: '

Access to Computer Areas, Systems Electronically, and/or Data
Control Records.

System location:

Information Processing and/or Communications Activities Army-
wide. Official mailing addresses are published as an appendix to the
Army’s compilation of record systems notices.

Categories of individuals covered by the system:

Personnel assigned to the Army Information Processing and/or
Communications installation; contractor personnel; authorized cus-
tomers/users.

Categories of records in the system:

Operator’s/user’s name, Social Security Number, orgamzatlon,
telephone number, and office symbol; security clearance; level of
access; subject interest code; user identification code; data files re-
tained by users; assigned password; magnetic tape reel identification;
abstracts of computer programs and names and phone numbers of
contributors; and similar relevant information.

Authority for maintenance of the system:

10 U.S.C. 3012 and Executive Order 9397.

Purpose(s):

To administer passwords and identification numbers for operators/
users of data in automated media; to identify data processing and
communication customers authorized access to or disclosure from
data residing in information processing and/or communication activi-
ties; and to determine propriety of individual access into the physical
data residing in automated media.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

The “Blanket Routine Uses” set forth at the begmmng of the
Army’s compilation of record system notices apply to this system.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage: ’

Paper records in file folders; punch cards; and magnetic tapes/
discs.

Retrievability:

Name, subject, user identification code, news item number, user
password, application program key word/author

Safeguards:

All information is maintained in secured areas accessible only to
- designated individuals having official need therefor in- the perform-
ance of ‘official duties. Either Army Information Processing Installa-
tion security guards or remote location operators check access
against system reports.

Retention and disposal:

Individual data remain on file while a user of computer facility;
destroyed on person’s reassignment or termination.

System manager(s) and address:

Director of Information Systems for Command, Control, Commu-
nications, and Computers, ATTN: SAIS-PDD, Department of the
Army, Washington, DC 20310-0107.

Notification procedure:

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Army Information Processing Installation Operations Center. Of-
ficial mailing addresses as an appendix to the Army’s compilation of
record systems notices.

For verification purposes, individual should .provide full name,
sufficient details to permit locating pertinent records, and signature.

Record access procedures:

Individuals seeking access to records about themselves containéd in
this record system should address written inquiries to the Army
Information Processing Installation Operations Center. Official mail-

‘System name:

ing addresses as an appendix to the Army’s compilation of record
systems notices. ]

For verification purposes, individual should - provide full name,
sufficient details to permit locating pertinent records, and signature.

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial agency detérminations by the individual concerned
are published in Department of the Army Regulation 340-21; 32
CFR. part 505; or may be obtained from the system manager.

Record source categories:

System managers, computer facility managers, automated interfaces
for user codes on file at Army sites.

Exemptions claimed for the system:

None. 4

A0381-20DAMI

Badge and Credential Files.

System location:

U.S. Army Intelligence and- Security Command, Ft Meade, MD
20755-5995. . )

Decentralized Segments exist at U.S. Intelligence and Security
Command groups, field stations, battalions, detachments, field or
resident offices having assigned personnel who possess Military Intel-
ligence badges and credentials. Official mailing addresses are pub-
lished as an appendix to the Army’s compilation of record systems
notices.

Categories of individuals covered by the system:

Individuals who currently possess or in the past possessed Mllltary
Intelligence badge and credential.

Categories of records in the system:

Card file contains the name, Social Security Number, rank, and
badge and credential number of each person who has been issued
Military Intelligence badge and credential. This card file is an index
to a numerical filing system consisting of envelopes having a badge
and credential status and Control Card (MIA Form 70) attached
which contains the name of the individual, badge and credential
number, component (military or civilian), millitary occupational spe-
cialty, clearance of civilian, authority for issue, and comments which
indicate the history of the badge and credential keyed to the individ-
uals having been assigned the badge and credential.

Authority for maintenance of the system:

Executive Order 10450, sections 2, 3, 4, 5, 6, 7, 8, 9, and 14; 10
U.S.C. 3013(b)(c)(d) and (g); National Security Act of 1947, as
amended; and Executive Order 9397. .

Purpose(s):

To maintain control and accountability over Military Intelligence
badges and credentials.

Routine uses of records maintained in the system, including. catego-
ries of users and the purposes of such uses:

Information may be disclosed to Federal investigative and/or intel-
ligence agencies to ascertain if an individual legally possesses badges
and credentials.

Policies and practices for storing, retrieving, accessing, retaining, and
disposing of records in the system:

Storage:

Card files.

Retrievability: ]

Alphabetically by last name of possessor of badge and credential.

Safeguards:

Primary system is maintained in buildings . employing security
guards. Records are maintained in area accessible only to authorized
personnel who are properly cleared and trained.

Retention and disposal: .

" Records are maintained indefinitely. Destruction is authorized by
Central Custodian of the badge and credentlal

System manager(s) and address:

The Deputy Chief of ‘Staff for Intelligence, Headquarters, Depart-
ment of the Army, The Pentagon, Washington, DC 20310-1001.

Notification procedure: )

Individuals seeking to determine if information about themselves is
contained in this record system should address written inquiries to
the Commander, U.S. Army Intelligence and Security Command,
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ATTN: IACSF-FI, Fort Meade, MD 20755 5995; telephone (30])
377-4742/3.

Individual should provide. the full name, Social Secunty Number,
or other information verifiable from the record 1tself

Record access procedures:

Individuals seeking access to records about themselves contained in
this record system should address written inquiries to the Command-
er, United States Army Intelligence and Security Command, ATTN:
‘I‘?‘SSF—FI ‘Fort Meade, MD 20755-5995; telephone (306) 667-4742/

Individual should provide the full name, Socral Securlty Number,
current address, and telephone number.

For personal visits, the individual should furnish acceptable identi-
ﬁcaélon and verbal information that can be verified from his/her file
car

Contesting record procedures:

The Army’s rules for accessing records, contesting contents, and
appealing initial determinations are contained in Army Regulation
- 340-21; 32 CFR part 505; or may be obtained from the system
manager

Record source catégories: :
US. Army personnel and security records and U.S. Army Orders
Exeniptions claimed for the system'

None. :

'

. A0381-453DAM1
System name: v

USAINSCOM Investlgatlve Frles System )

System location:

U.S. Army Intelligence and Secunty Command, Ft- Meade, ‘MD
20755 5995. )

- Decentralized segments are located at U.S. Army Intelligence and
Security Command groups, field stations, .battalions, detachments,
and field officers stations, worldwide. Official mailing addresses are
published as an appendix to the Army’s comprlatlon of record system
notices. .

Categories of individuals covered by the System

Military personnel of the U.S. Army, lncludmg active duty, Na-
tional Guard, reservists and retirees; civilian employees. of the De-
partment of the Army, including contract temporary, part-time, ad-

visory, and volunteer, citizen and alien employees located both in the’

U.S. and in overseas areas; industrial or contractor personnel who are
civilians working in private industry for firms which have contracts
involving cases to classified Department of Defense information;
aliens granted limited access authorization to U.S. Defense informa-
tion; Department of Defense alien personnel investigated for visa
purposes; individuals about whom there is a reasonable basis to be-
lieve that they are engaged in, or plan to engage in, activities such as
(1) theft, destruction, or sabotage of ammunition, equipment, facili-
ties, or records belonging to Department of Defense units or ‘installa-
tions, (2) possible compromise of classified defense information by
unauthorized disclosure or by espionage, (3) subversion of loyalty,
discipline or moral of Department of Army. military or civilian,per-
sonnel by actively encouraging violation of lawful orders and regula-
tions or disruption of military activities, (4) demonstrations on active
or reserve Army installations or immediately adjacent thereto which
are of such character that they are likely to interfere with the
conduct of military operations, (5) direct threats to Department of
Defense military or civilian employees regarding their official, duties
or to other persons authorized protection by Department of Defense
resources, and (6) activities or demonstrations endangering classified
defense contract facilities or key defense facilities of the Panama
Canal approved by Headquarters, Department of the Army; certain
non-Department of Defense affiliated persons whose activities .in-
volve. them with the Department of .Defense, namely, activities in-
volving requests for admission to Department of Defense facilities or
requests for certain information regarding Department of Defense
personnel, activities, or facilities; persons formerly affiliated with the
Department of -Defense; persons who applied for or are/were being
considered for employment with or access to Department of-Defense
such as applicants for military service, preinductees and prospective
contractors; visa applicants, individuals residing on, having author-
ized official access to, or conducting or operating any business or
other function at any Department of Defense installation and facility;
and U.S. Army Intelligence and Security Command sources.

Categories of records in the system: _

Requests for investigation and attachments thereto such as personal
history statements; fingerprint cards; personnel security questionnaire;

waivers for release of credit; medical and/or educational records; and
National Agency check requests.

Investigations conducted by U.S. Army Intelligence and Secunty
Command or other Department of Defense, Federal, State or local
investigative agency to include: - National Agency checks; local
agency checks; military records; birth records; employment records;
education records; credit records; interviews of education, employ-
ment, and credit references; interviews of listed and developed char-
acter references; interviews of neighbors; documents which succinct-
ly summarize information in subject’s investigative file; case summa-
ries prepared by both investigativé control offices and requesters of
investigation interrogation reports; correspondence pertaining to the
investigation or its adjudications by clearance authority to -include;
(1) information which reflects the chronology of the investigation
and adjudication; (2) all recommendations regarding the future status
of the subject; (3) actions of security/loyalty review boards (4) final
actions/determinations made regarding the subject; and (5) secufity
clearance, limited access authorization, or security determination;
index tracing reference which contains aliases and the names of the
subject and names of co-subjects; U.S. Army Intelligence and Securi-
ty: Command form indicating dossier has been reviewed and all
material therein conforms to Department of:Defense policy regarding
retention criteria; U.S. Army Intelligence and Security Command
form to indicate material has been removed and forwarded to the
Defense Investigative Service; security termination statements; notifi-
cation_of denial; suspension, or.revocation of clearance; record of
U.S. Army lntelllgence and Security Command agent case agree-
ments; reports of casualty, biographic data concerning Army person-
nel who are missing or captured; cross reference sheets which indi-
cate the removal of investigative.documents requiring limited access.
Case control and management documents that serve as.the basis for
conductmg the investigation. This includes documents requesting the
investigation; background data such as personal history statement,
fingerprint cards, National Agency check requests, and release state-
ments; and documents used in case management and control such as
lead sheets, other field tasking documents, and transfer forms. :
~ Card .index of personnel investigations/operations which are under
controlled access, to include U.S. Army Intelligence and Security
Command personnel, file procurement officers, and sensitive counter-
espionage, counter-sabotage, and counter-subversion - mvestlganons
and/or operations.

Accession file maintained to keep record of all persons and agen-
cies authorized to receive Investlgatwe Records Reposntory (IRR)
Files.’

Microfilm index and catalogue ﬁle, which is an |ndex to all investi-
gative-holdings contained in microfilmed investigative records.

Investigative index card file record system maintained to keep a
permanent record of all dossiers charged out of U.S. Army Intelli-
gence and Security Command on loan to user agencies or on perma-
nent transfer to Defense Investigative Service.

Document account record or dossiers of their reproductions or
microfiche files forwarded from and returned to U S. Army Intelli-
gence and Security Command.

File containing a record of all favorable IRR dossiers destroyed
because no action has transpired in the file within the past 15 years.
File consists of either the last clearance certificate contained in the
dossier or, if no clearance certificate exists, a summary card contain-
ing the name of the individual, his/her date and place of-birth, his/
her Social Security Number, or Army service number, date and type
of invest