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FOREWORD

(U) The Northeast power fallure of 9-10 November 1985--the
"Great Blatkout"--dramatized, as never before, the utter dependence
of the United States and other advanced natlions on a relizble, con-
stant flow of electrical energy; There 1s virtually no aspect of
modern 1life that is not in some critical sense dependent on electric-
ity. It is the "lifeblood" of industry, transportation, communica-
tions, commerce, and social life. No modern nation can long survive
when 1t 1s deprived of thils vital energy source. Pull the electrical
plug from soclety, and most of the vital productive, distribvutive,
and socizl processes will come to a sudden, screeching halt. Pro-
long that outage for a significantly long period of time, and the
scciety will no longer be able to sustain itself in its present
form. With each passing day of electrical power deprivation, the
society will experience 2 pregressive degradation in its integra-
tion, oroductlvity, and capacity for growth and development. Con-
tinue that power deprivation for weeks and menths, and people will
be forced to a primitive level of survival and subsistence in which
the comrlex processes of a modern, interdependent society can no

longer be sustained.

(U) This crucial dependence of modern societies on a constant
flow of electrical energy nas alwzys been implicitly recognized by
thougntful observers. But, in the United States, at least, neither
the expert nor the layman ever seriously doubted the capability
of the U.S. power industry to continue to supply this wvital source
of energy. Prilor to the Northeast blackout, the U.S. power industry
and government power officizls had generally painted a reassuring
picture of the industry's strength and relative invulnerabdility

tc either an internal breakdown or to an external attack.
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Serresentative Walter Rogers (Democrat, Texzs), Chairman of the

touse Commerce Committee's power subcommitiee, on the dzy after

the fallure, expressed 2 wldely helé view: "I had no icéez anything
li¥e this could happen. Power suthorities had led Congr to

oelieve over the years that a failure such as vesterdzy's cculd

nct ocecur .because of built-in safeguerds in the power system".

vJ) Even under ccnditions of massive nuclear zttzck. the v
ndustry's ability “o supply electrical energy to the nation vas
exmected to be relatively unimpaired. In October 1664, for example,

the Defense Zlectric Power &Admini ion (DEZPL), Depertment of

M

tericr, issued a report of a study on the "Vulnerability of
Elgotric Power Systems to Nuclear Weapons."2 That study, fundegd
by the O0ffice of Civil Defense and conducted by DEPA with the
suprcrt of the electric power industry, assumed a hypothetical

ttack on 206 urban-military targets and the corresponding destruc-

)]

tion of the 206 largest power plants in the United Stztes. Despite
this heavy damage, the report concluded that "the remaining

enerzting capaclty con a nationzl basis would be more than adecuate

14

o meet the surviving load." More specificeally, 1% concluded that
"the electric power industry has the capability to furnish service
tc the surviving population during the shelter confinement pericd

\D clus l to D plus 15) as well as during the succeeding decon-

ct

amination aznd recovery periods (up teo D plus 120}," and "that

«t

here is no need for supplemental emzrgency generaztor sources." -
Ir. explaining the "relative invulnerability and flexibility" of

the power system under conditions cf such an attack, the report
pointed to two principal reasons: (1) "the widely éispersed
locations of the natlon's generating plants mean that many plants
with ccnslderable generating cépacity would not be damaged," and

(2) "the interconnected nature of the transmission systems often

“UrI Dispatch, 10 November 1965, 1536 EST.

2D epartment of Interior, Defense Electric Power Administration,

Vulnerzabilitv of Electric Power Systems to Nugclear Wezpons, (Washingt:
Q

Government Printing Office, 166%4), Uneclassified.

UNCLASSIFIED 2
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veillablie generating capacltiy to arezss
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normally supplied by plants damaged." Thus "even though

the core city power plants were destroyed, the multiplicizy of

m
[

ternzilive power sources, via interc-nnecticns Irom the rnorth,

south and east, made 1¢{ possible to malntain service te¢ the sur-

(U) ZIn view of these and other similar optimistic reports,
regssurances, and predletions, it was nct surprising that the
Northeast power railure produced a sense of shock among responsibile
government officials., This shock, in turn, stimulated a new wave
of investigations designed to uncover the vulnerabilities in the
system andéd tc indicate the corrective actions that should be taken

o st

cf
3

engthen it. Within hours after the initial occurrence of

he failure on 9 November 1965, President Jchnson ordered *the

ct

Chalirman of the Federal Power Commission (FPC) to conduct a full-

scazle investigation of the event, in these words:

Today's fallure is a dramatic reminder of the importance
¢f the uninterrupted flow of power to the health, safety,
and well being of our citizens znd the defense of our
country.

This failure should be immedlzfely zand carefully
investigated 1in order to prevent a recurrence,

You are therefore directed to launch & thorough
study of the cause of this fzilure. I am putiting &t
your cisposal full rescurces of the federal government
and directing the Federal Bureau of Investigation, the
Department of Defense and other agencies to support you
in any way pcssible. You are to call upon the top experts
in our nation 1in conducting the investigation.

4 report is expected a2t the earlliest possible moment as
to the causes ¢f the failure and Ehe steps you recommend to
be taken to prevent a recurrence.

lIbid-, pp' 5-11-

2Memorandum for Honorable Joseph C. Swidler, Chalrman, Federal
Power Commission, from Lyndon B. Johnson, The White House,
Washington, D.C., § November 1965.

UNCLASSIFIED 3
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(U) 1In response to this directive, the FPC issued zn initiel
. - 1 .
repcrt tc the President con § December 1865,” and an interim repor:
g 2
in April 1055, The finzl) three-volume report of the ¥2C was

published and sent tc the President on 19 July 1967.°

(U) -In addition to the FPC investigation, numerous cther

publiic and private agencies undertook their own studies cf thne

‘o

event, either in conjunction with the ¥PC study cr inderencdsntly.
Fzjor studies have been conducted by the Federzl Communiceztions
Commission (FCC), the National Communications System (NCS), the
Defense Communications Agency (DCL), the Militzry Services, the
House Subcommittee to Investigate Power Failures (the Rogers
Subcommittee), the electrical industry itself, and by various other
governmental, industrizl, and private groups. The past and con-
tinuing reports of these agencies document in detzil the effects

of the power faillure on various systems, activities, and cperations;
the physical deficiencles an@ vulnerabilitlies revealed Dy the event;
sné the remedial actions that should be or have been taken to
correct the noted deficiencles. Taken as a whole, this mzss cf
doccumentation provides the largest and most therough body of
information ever assembled on the U.S., electrical power system--

its strengths, weaknesses, and the critical effects that occur

rigi, commercizl,

<k

when various communication, transportation, indus
health, safety, and defense facilities and installations are sub-

Jected to power cutages.,

(U) 1In general, these stucdies have revezled various physicel

vulnerabllities in the power grid system, numerous vital facilities

1Federal Power Commission, Northeast Power Failure November 9 and

10, 1965, £ Report to the President by the Feaeral Power Commissiocn,
Decemper 6, 1965 (Washington: U.S. Government Printing COffice,
December 1965), ' a

Federal Power Commission, Continuilng Activities of the Federzl
Power Commission in Power raililure Analysis, An Interim Regort by
the rederzl Power Commission, April 1960,

32

FTederal Power Commission, Prevention of Power Failures, a Report
to the President by the F?C, July 1967 (Washingtcn: U.S. Government
Printing Office, July. 1967), 3 Vols.

2

i
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that were inadequately served or prctected by standdy cr zuxilizry

-
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power, ané certain technical and procedurzl rroblems in the mein-

tenance and operaticn of commerclal power systems and auxliiitary

rcwer generetors. Many of the revealed technical &ngé physiczl deli-
cienclies nave already been corrected by the responsible zgencies ér,

144

least, 2lans and provisicns have been made to correct them in

1}]

ot

ne future.

(U) Thus, the technical lessons of the Northeasi power fzilure--

need to strengthen the power grids, to provide additional or

ct
e
.
3+

ernaetive sources of stanéby power for criticel faciiities and

[4H
-4
ot

functions, and to improve procedures for maintaining and cperat-
ing electrical generators and associated ecuipment--have, for the
most part, been well documented and, in some cases, are bteing aprlied

to achlieve physical improvements in the system,

(U) But there are otﬁer, different lessons still fo be learned
from the Northeast power fallure. That event not only revealed
ohvsical and technical vulnerabilities and deficiencies in the
power and communications system, it alsc provided a critical test

¢f the U.S. ceapebility to detect and act upon potential warning

indiceators.

(U} The real cause and source of the Northeast.bower~failure
vas not finally determined until filve davs after the event. It
ras only in retrospéct that the early Interpretatiocn of the event
zs one caused by an internal breakdown in the power system~-rather
than by sabotage or enemy-caused action--fortunately provéd correct.
In this sense, the blzckout provided an analogue to a Pearl Harber
kind of attack that did not heppen. It contained many of the same
elements of ambiguity and uncertainty that characterize most rezl
international crisis and disaster warning situations. It provided
various kinds ¢f warning cues or indicators which we know from
past experience should have produced a state of increased alert
among the responsible intelligence, warning, andé military command

and control agencies.

i

URCLASSIFIED
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(U) This is the context in which the present s:tudy views the
Nertheast power failure. Except in passing, it is nct concerned
vith the physical effects of the power fallure, but rather with
the present soclzl organization and procedures for gathering,

processing, analyzing, and communicating information sbout potentizl

ct

s and dangers that arise in the domestic arena. The study

m
(¢

LLre

[y

ddresses two basic, interrelated guestions: (1) Is the U.S.
government and military command and control system adecuately
crganized andé prepared to detegt and respond to pessitle enemy caused
¢r enemy inspired actions that originzte within the gecgrephic limits
af

of the Nation and in contiguous areas? (2) If not, what steps or

actions might be taken to improve this capabllity?

(U The author believes that there are important 1esson§ in
this subject area which should be documented before the experience

of the Northeazst power failure recedes too far into history.

UNCLASSIFIED 6



I. GENERAL

{C} This study reviews the Ncrtheast power failure of G-10
lovember 1965 as a domestlic c¢risis that provided a valuable and
rezlistic test of U.S. intelligence gethering, warning, and communi-
cetion capabilities. Its generzl purpose 1s to identify some prob-
iems of danger detection, warning, and communication revezled by
that event. DMcre specifically, this case study aims:

l. To examine the capability of U.S. command and control

agencies (a) to detect, investigate, and assess the causes, scope

ané effects of the failure; and {b) to communicate this information

B3

imely end effective manner to apprepriacte civil and military

ct
l_l

e

ities; and

Ly
2ucao

'3

2., To utilize the experience of the power failure zs a

ans of identifying, descrlibing, and analyzing actuzl and potentizal

4]

m
deficiencies in the corganizetion and procedures for detecting,
analyzing, and communicating Information about domestic threzts and

c¢angers that may have relevance for nationzl security and U.S.

military capabilities.

5. SCOPE
(U) Previous studies and analyses conducted by the Federal
Power Commission (FPC), the Federazl Communications Commission (FCC),
the National Communications System (NCS), the Defense Communications
Lgency (DCA), the Organization of the Joint Chiefs of Staff (0JCS),
the Military Services, the Congressional Subcommittee to Investigate

Power Failures {(the Rogers Subcommittee)}, the electrical industry

itself, and by numerous other official znd private agencies have
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to Tocus primzry a2ttention on the physical deficiencles in

a.

tende
the power and communications system that were revealed by this

crisis.

(C) The present study supplements these valuable ané essentizl
physicel znalyses by focgsing major attention cn the organizationeal,
rrocedural, information collecticn and prccessing, and communication
activities ¢f the variocus netional command and communicationé
centers that played a centrzl role in interpreting aznd handling

the crisis.,

(C) Tne various centers covered in this report include the
following:

1. National Military Command Center (NMCC)

2. National Indications Center (NIC)

3. White House Situation Room (WHSR)

U, Office of Civll Defense QOperations Room (OCD-0R

5. Office of Zmergency Flanning-HEIGH POINT (OEP-HP)l

£. ©Federal Aviation Agency Communications Control Center
(FAA-CCC)

. State Department Operations Center (SDOC) .

7
8. North American Air Defense Command-Combat Operations
Center (NORAD-COC)

9. National Warning Center (NWC)
10. Air Defense Command Post (ADCF)
11. Air Force Command Post (AFCT
12, Army Operaiions Center (AOC)

135. Navy Flag Plot (NFP)

(C) 1In addition to these primary information collection and
processing centers, various subsidlary communication and.technical
control centers that supplied information and data to the primary
centers were als¢o covered. These included:

1. NMCC Weshington-Moscow Emergency Communicatiocns Link
Room (NMCC-MOLINK)

lvhe “erm "HIGH POINT" is used here beczuse it 1s the more familliar

-
term for the OEP classifled relocation site., The official CEP
designation 1s "Speclal Facilities Division."

Gl :
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2. NMCC Emergency Actions Room (NMCC-EAR)

3., NMCC Commurications Center (WMCC-CC)

4, KMCC Technical Control (NMCC-TC)

5. Department of the Army Communications Center (DAZC)
€. U.S. Army Interagency Communications Agency (USAICA)
7

. _.Department of the Army, St
Q'
b

tegic Communlcations Director-
zte, Telecommunications g

i
O0ffice (STRATCOM-TSO)

. Defense Communications Agency, Operztions Cernter (DCA~OC)

{C) The report begins with a recapitulation of the overall
nature of the crisis and a2 summary of some of the salient effects
cf the blackout cn the affected civil sector of society and on
public behavior. This is followed by a2z section that summarizes
the effects of the power failure cn various military, civil defenss,

and other governmental facilities, equipment, and systems.

(C) This resume of salient effects on civil, military, civil
Cefense and governmental Tacilitles and systems establishes the
packground and context for reviewing how various comﬁand and com-
municeticns centers named above responded to the crisis, both in
terms of their own internal organizational needs and in terms ¢of
their contacts 2nd the exchange of information with cother centers,
agencies, and personnel. This review focuses on how and when
the centers first learned about the event, what actions they foock
in response to the information that they received, aznd how some of
the responsible perticipants in these centers viewed the event in

retrospect.

(C) Following this examination of the information collection
communication activities of the various centers, the report moves ¢
a more general level of analysis in which an attempt is made to isc

late various problems and deficlencies revealed by the crisis.

C. SOURCES OF DATA

(C) The following basic sources of data were utilized:

1. =zZmergency Action Leogs: Communication and emergency actlor

'logs for the period $9-11 November 1965 were collected from each of

w0
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the 21 primzry and subsidiary command and communiceticrn centers
noted previously. In addition to those zlready noted, zhe NMEC dzte
included teped telephone transcriptions of the Zmergencr ictions

-

foom, the 1ogs ©

L

the Ccmmané Center Operaticns Chief (TZ3C), the
Rorth American (Ni) Desk, and the State Department Desk. These lcgs

znd telepzcne tape transcriptlions contain a2 record of the <elephene

[¢]
(42

ocmmunications and other actions taken by each center.

2. Interviews: Personal interviews were conducted with a

total of LS key people in the above named centers and with various
cther experts on the power failure. The interview dzta have been
tvilized tc clarify and supplement the dazta contzined in the

emergency action logs cf each major center, and to 1solate various

problems and deficiencies that were identifled by the respondents.

3. Investigative Reports: The Northeast power fzilure resuited

in the production of dozens of initial aznd continuing stucdies by

numerous government and private agencies, and the findings of these

rrevious studies have been utilized in the present report.

=

4, Messages, Cocrrespondence, Internal Memorandz, and Other

Documents: The author was given access Lo the files on the Ncrih-
ezst blackout contained in the OJCS Operations Directorate (J-3)
eand the NMCC; the Defense Dlrector of Resezrch and EZngineering
(Deputy Director for Electronics and Informetion Systems); and

the Assistant Secretzry cf Defense for Administration (Nationzl
Communicetions System). These files collectively include the
government messages theat were transmitted during and iﬁmediately
following the crisis, a large volume of correspondence, internal
memoranda, position papers, speclel reports, and other documents
that proved useful both in reconstructing the effects of the power
failure and in delineating the subseguent steps that have been
tazken to correct or remedy some of the deficiencies revealed by
the event. Copies of critical messages, procedural guidelines,
znd other background papers were also collected from many of the

other centers zlready. noted.

<«
“\

‘ .



(3]

UHCLASS!FIEL (

IiI, ELEFFECTS OF THE NORTHEAST POWER FAILURE ON CIVIL SHCIETY

A, GZNERLL DESCRIPTION

(U} The Northeast power failure of 9-10 November 1965 was
the mcst dramatic powér failure Iin the history of North Lmericsa.
It covered an area of B0,000 sguare miles-~includling eight nortn-
gastern states and the Province of Ontario, Canada--and it affected
the lives of an estimated 30 million people.

(U) The outage started at 1716 ES'I‘l

on Tuesday, 2 Ncvember
1965. Within a period of 12 minutes (from 1716 to 1728 EST),

28 separate electrical utilities, including some of the Nation's
largest, went down like a row of dominoces and the entire affected
area was prlunged into darkness. The geographic boundaries of the
failure srea included virtually 211 of New York State, Connecticut,
Massachusetts, Rhode Island, and small segménts'of northern
Pennsylvania andé northeastern New Jersey. Substantial areas of
Ontario were alsc without power. New Hampshire and Vermont were
subject to speotty fallures that lasted {rom three minutes te severa:
hours. Maine did not experience any feilure. The map shown in
Figure 1 outlines the affected area and lists the outzge perilods
for various parts of the area. It will be noted that parts of the
affected area had electrical service restored within 15 minutes,
put most of the area was blacked out for periods ranging from 3

to 8 hours, and in New York City; complete ;@rvice was nct restored

until 0700 on Wednesday, 10 November--an elapsed time cf over 13

hours.

lThroughout this report, 2ll time references will be given in

Bastern Standard Time (EST).

UNCLASSIFIED - 11
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BOUNDARIES SHOWN ARE ROUGH APPROXIMATIONS, - y e

SOME SMALL AREAS WITHIN SHADED AREAD DID NOT

LOSE SERVICE AND SOME RESTORATIONS OVERLAPPED OUTAGES

THE BOUNDARIES SHOWN,

ey

MOMENTARY TO 15 MINUTES

15 MINUTES TO 3 HOURS
3 HOURS TO 8 HOURS

8 HOURS TO 13 HOURS

bt =4 -

FIGURE 1 (U). Power Blackout in the Northeast, November 9, 1965,
Generclized Areas of Qutage (U)
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B. EFFECTS ON CIVIL SOCIETY ZND PROCZSSES

(U) This massive blackout graphically éemonstrated.the utter
dependence of the United Steates (and of cther highly developed
nations) upen a continuous supply of eleciriczl energy. Throughout
the zffected area and in clty after clty the whole Iintriczte mechan-
ism of trapsportation, commuricztions, menufacturing, commerce,
and the normal routines of deally 1ife was severely disrupted.

Some cf the highlights of this impact on the faclilitles, systens,

o

néd socizl processes in the affected zres are detaziled below,

Transportation

(U) Transportation throughout the zrea was severely hampered.
Subways, streetcars, and electric trains froze in their ¢racks.
in Tcronto, 12,000 subway riders were stuck underground for up
to an hour. But New York City's subway stoppage was worse. An
estimated 600,0@0—800,000 pecple were stranded in the subwzays
of New York, and &t least 10,000 people were still on the immobile
subway trains at midnight. Tens o¢f thousands of commuters and
other travelers were also stranded con trains or in railrcad staticr
a2s rail travel in the New York City area ceme to z virtual stand-
still. All railroads except one were ocut of service until 0500,
10 November. Throughout the entire affected region, railroad
operations were hampered by the ocutage, since mcst railroads depen
on commercial power to operate signal systems.

(U) Massive traffic jams occurred in cities throughout the

-

raffic contrcl signals and the

<t

region due to the failure of
absence of street lighting. Autos and trucks that ran out of
gasoline had té be abandoned because the electrically operated
pumps in service stations would not work. Torontc had z recerd
trafflic jam compounded when streetcars and trolley buses carrying

some 48,000 passengers ran dead.

UNCLASSIFIED
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(U) Only & fcriunate concateneztion of events prevented 2
mejor tragedy for tne rundreds ¢f zirliners and private aircraft

scheduled to leand at the blacked out civiiiazn airports throughout

1]

the arez. xceptionally clear weather, 2 bright, mooniilt night,
the professionalism and ingenuity of rilcts a2nd ground personnel,
ena the fact that the en route facilities continued to operate,

zll combined to prevent whet ctherwise could have been a déisaster,
LT Toronto Internstionzl Airport, emergency lighting enabled'cpera—
ticons to continue. But commercilzl zirliners and other civil zir-
eraft bound fcr 3oston, New York, and cther mzjor cities in the
clacked out area had tc be diverted to airports in Philadelphisz,
Newark, Washington and elsewhere. In the New York City area zlcne,
it vas necessary to cancel or divert to other zirports zaprroximately
250 flights. Control towers at Xennedy International and LaGuardie
eirports were out of service for 1l hours and 35 minutes and field
lighting, navigational aids, and radar were without power and
inoperative until 0530, 10 Ncvember. At LaGuerdiz Fleld, limited
cperation was restored after a two~hoﬁr delay by using a makeshiflt
communication system (composed of a radio transmitter/receiver set
on a truck and radios in two parked aircraft) ané by lining a
runway_with flare pots. & total of 240 zircraft were landed
during the night using this makeshift system. A similar situation
prevailed at Logan Field in Beston, where the tower and radar were

inoperative for 4 hours and the instrument landing systems for 3

hours.

Communications

(U) Public communication facllities throughout the affected
area experienced the impact of the power failure in different

ways.

UNCLASSIFIED
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Erczicast
(U tandard broadcast radio service continued despize
the blackout and pleayed z significant role in telling the genereal
public what was happening and what to do in the early nours of the
tlackout. Within the affected area, cut of 174 AM radic stations;

2 total of 3L stations experienced no power outage and they continued

pa

brcadcasting without any interruption of service. Withirn zn

10

=
H

[N

u

-t
L

after the power shutdown, an adéitionzl 78 steations (ine ing 1
daytimers) were able to resume broadcasting by operating on auxilisry
power egquipment. Signals from these stations covered the entire

area affected by the blackout.

(U) A noteworthy fezture of the event was the pubtlic
reliznce on the AM battery-powered transistor razdic which, for many
people In the Dlacked out area, was the only means of hearing news
broadcasts. & special.TEENDEX study, published 28 Novémber 1945,
reported that in an 18-county New York metropolitan area during the
nlackout, 72 percent of all adults listened to radio. In places no:
directly affected by the power failure, but in the general l8-county
area, 93 percent of adults listened to the radio., Overzll, it con-
cluded that even with the blackout, which affected most of the New
York metropolitan area, 81 percent ¢f adulis cculéd still listen to

|
ratio and that 9 out of 10 4id.”

(U) The o6perations of FM radio ané televisicon broadcasting
were more seriously impeded by the power outage. Out o: a totzl
168 M broadcast stations in the area, 9€ stations were diszbled for
the duration of the power fazilure, 18 stations experienced no power
fzilure, and 25 statlions resumed operation within one hour with
emergency power. Most felevision stations, the operatlons of which

depend on commerclal power, were out of service for the full period

1Reported in Office of Civil Defense, Effectiveness of Emergency
Government Organizations and Syvstems during the Northeast Power
Feilure of November 9, 1965, December 1965, Unclassified, p. 11.

15
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cf the power fallure. The inzbility of most FF and TV stztions t¢

continue broadcasting was of little moment, however, since the

'

ublic had few battery-operzted FM receivers and still fewer tattery

coperated TV sets.

Newspapers a2nd Press Services

{U) Newspapers zné the news services in the affected
erea were similarly hard hit. Of the three morning papers in New
York City, for exazmple, only the "Times" managed to print & Wed-

nesdey edition--of only 10 pages, with no zévertising. It used

ot
o)
L]
Y
m
(@]
|_l.

lities of the "Newark News" across the river in New Jersey,

(U) Associated Press lost all of its New York based
teletype circuits because the drive mecheanisms on the machines
werrx off ordinary wall plugs. Facsimile machines z2ll over New
York City quit, forcing magezines that faced deadlines tc telerhone

copy cCirectly tc printing plents,

Common Carrier Services

(U) The ebility of the common carriers to meintain servi
during the blackout depended upon the availabillity of emergency or
alternate power sources, ané the switching or transferring of

certain loads to unaffected areszs.

{U) The telephone ccmpanies fcr many years have eguippe¢
central offices and_communications centers with emergency power
svstems (including both reserve battery power and diesel or gas
turbtine generators). For this reazson, telepnone communications
were maintzined in most areas throughout the blackout period. Som
areas in upstate New York and New England were without service for
short periods and numerous private branch exchange switéhboards
(P3X's) and call éirectors were inoperative because they depended
on commercial electric power to operate signal lights, bells, and

other controls.

16
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(8) Local exchanges, long ¢lstance and coversezs telephone service
were unimpeired except for problems of oroviding service te eguipment
which depended upon local power scurces for operation ¢f tele-
typewriters and other types of communicetion and printing equip-
ment. However, delays in placling cells were experienced because
of overloaging of long disteance and loczl lines, especially in New
Tork City, due to the inability of some companies tc¢ meet such an
aonormel peak load. In the New York Telerchone Company arez, for
example, dizl traffic from 1730 to midnight was double the normal

load.

(3) Public message and commercizl private wire services were
et 2 virtual standstill due to the power failure, which prevented
the use ¢f teleprinters and facsimile equipment regardless of the use
cf emergency power by the telegrapn offices. Telegraph service
interruption varied from relzstively short delzys in somes areas %o
2s much as 14 hours in others. 1In New York City, telegraph ser-
vices were out until 0740 the next merning beczuse the main Western
Unicon Office In the cifty lost its two AC and one DC commercizl power
sources, a contingency that haéd never been contemplated.l As will
be noted in 2z later section, this power failure at Western Unicn's

rmain New York office alsco aflected severazl military systems (includ-

ing the Bomb Alazrm System and the AUTODIN system).

(S) The central offices of the internatiocnal record communi-
cetions carriers (ITT World Communications, Inc.; RCA Communications,
inc.; &nd Western Union Internatiocnal, Inc.) zre 21l located in mid-

town Manhattan and a2ll were dépendent on commercizl power supplied
1

A few months before the 9-10 November power failure, the maln
Western Union office at 60 Hudson Street, New York Cilty, had
removed its auxiliary power generator (eguipped with "no break"”
power) and switched to three different sources of commercial power,
including two separate AC circuits and one DC circuit. This was
done because the history of commercial power supply to the Western
Union building for more than two decades had never shown a similar
situation where both AC and DC sources failed concurrently, nor had
either supply falled for such 2 prolonged period of time. Source:
Interview No. 33, 1l February 1966, p. 2.

)
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(U)Y 'In the iand uransccvtation radlc service categery,
the impgct on éutomobile, bus, *a*l and trucking services wzs
minimal, except that there wzs some fzilure ¢l railrozd bzse station
which were dependent on commercizl power. Ship operaticns were
not a2dversely affected because 2ll ships generzte their own power.
Common carrier coast telegraph stevtions continued teo function

Ctn nrough the use ¢ emergency power generaziers.

(U) The problem of the aviaticn services

was minimized

ni

by the reduced numbe* of flight schedules during the gat.

1 -

“This category includes a highly diverse grouging of radic station
licensees, poth individual ané others, in zviaticn, public safety,
meritime, industrial, land transportation, amzteur, and citizens.

oy
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Scheduled zir carrler operaticns continued zand sufficlent reliable
cermmunications beltween the aircraft aznd supporting ground fagili-
ties were zveilable. International air operztlions in the North
Atlentle zreaz 2né to the south that were femporarily urnatle to
communicate with New York used the facilicles at Miami, San Juan,
Bermuda, znd Gander. Support land line fazcilities were seriously

ffected, but there was no adverse effect on zir safety.

w

Some amsateur and citizen radio licensees functioned zs

guxiliary uni{s for police and fire departments, arranging for

(F3

m

emergency transportation, and aseisting in trazffic control.

]

Summary of Other Effects

{U) The criticael vulnerabllities of the U.S5. tc such a massive

pover outvage were revealed in many otner domestic areas of 1life.
Hospitals

(U) Approximately 855 hospitals were without commercial
pover as 2 result of the fallure. With the exception of New York
City, virtually zll hospitals had some form of standby power avail-
able for the coperating and emergency rooms, =sievators, ané other
criticael needs. In New York City, however, out of approxzimately
150 hospitals, less than helf had adeguate emergency power, At
many hospitals wiﬁhout emergency power, civil defense, police, and
fire officiels were‘called upen to supply portable units to main-

tzin essentizl facilities and to help in the movement of natilents.

(U) Operations of water and sewage systems dependent on
pumping operations were impaired throughout the area. In western
Massachusetts, four of ten wzter supply systems were unable to
carry out pumping operations for periods varying from 15 minutes tc

three hours; and in the Jamaica zrea of Queens, New York, the water

system was out of service until azround midnight.

[
O
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(U) Lack of transportation and failure of gzscline

left many people stranded 1in downtown areezs of New Yeork

hotels were unable to provide zccommodations cn upper flocrs

cf lack ¢f elevetor ané water service,

(¥) In hundreds of stzlled elevaters in business

and apartmznt buildéings, people were trapped up to seven hours

until firemen and maintenance workers broke through walls znd

shafts to rescue them. Thirteen elevetcrs--and 96 passengers--

were suspended Iin the lofty reaches of the Empire State Building

Incustry and Commerce

(U) Initial estimates of the tofzl econcmic loss astrib.

utable to the power fzilure were in the neighborhood of $100

million, much of which was not covered bty insurance.

(U) Manufacturing processes in the affected area czne

to a standstill and the power interruption was felt severely ty

some industries., For example, Dunlop Tire's Buffzalo plant lost

1,700 tires (worth $50,000) when power faziled during the critical

curing process. At the Tonawanda, New York, Chevrolet plant, 250

engine blocks had to be Junked because high-speed drills frcze

while boring piston noles. Bakeries throughout the arez were

similarly affected. In New York State &lone, 300,000 loaves of

bread were spoiled.

(U) Z=rokerage houses, banks, and other financiagl insti

tions 1in New York, Boston, and cther cities were severely handi-

capped by the blackout.. Mountains of unsorted checks piled up in

banks when computers that can process 200,000 checks hourly whirr

to a halt. Fifty million pieces of mail--one fifth of the U.S.

total daily volume~-plled up in post offices, causing some West

1

When firemen broke into one of these trapped elevators and askec

the passengers: "Are there any pregnant women in this car?" A

man's voice came back: "We've hardly even met."

UNCLASSIFIED | 20
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Coezst delilveries to lag as much as two days,

(U) The stock exchanges in New Ycrk City delayed the
start cf trading until zbout 1100 Wednesday, one hour afier the
nermal 1000 opening. Most New York commodity exchanges cpened
.ate, ané one dia not trade at all. As an aftermath of the black-
out many bénks, brokerage offices, and other commercizl and indus-

triesl firms throughout the affected arez faced huge backlogs of

[$1)

werk., This was due in part to the faillure cf zn estimated 3

percent of the work force to return to work on 10 November.

Fomes and Farms

(U) In tens of thousands of darkened homes, apartments,
and cn farms throughout the &ffected arez, the public was made
acutely aware of their persconzl dependence c¢cn electricity. Hoeme
neating rlants shut down; electric cooking stoves, dishwashers,
washing machines and dryers, and the whcle panoply of electiric

househeld equipment and gadgets (electric blankets, st

®

reo sets,

hzir céryers, can openers, rators, -toothbrushes, carving knives,

jo 2
O
Q
L
o
[11]
-

ls, intercom systems, electric-eye garzge doors, ete.)
suddenly proved useless. Food began spoiling in freezers zand
refrigerators; farmer's pumps and electric milking machines would
nct work; and people were forced to improvise scluticns for their

most immediate needs with the resources near at hand.

€. PUBLIC REACTICONS TO THE BLACKOUT

{(U) Large-scale disasters and major crises tend to unify
socleties, to increase the normal amount of mutual zid and support-
ive behavior, and to decrease the amount cof anti-social and

patholecgical behavior normally present in the affected populace.

(U) Contrary to the popular stereotypes, sclentific cdisaster
and crisis studies have consistently shown that people conflronted
with severe externally induced crises do not usually become panicky

and hysterical, do not engage in looting, crime, and other forms of

UNCLASSIFIED
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selfish or anti-soclal behavicr, znd generzlly exhibii zn admiratle

amcunt of restraint and concern for their fellow humen deings

(U) The public responses to the Northzast power tlackous

provided

3

© excepticns to these previously establiished findings.

The newspaper and magazine reports of public behavior made

»
=y
's
m

O
=
1]
3
ct

reference 'to the "e¢risis-born spirit of camzraderie ané exhilara-

n

tion," and to the "friendliness" and "helpfulness" of pecple who

were stranded, trepped, or c¢therwilise confronted with situvetisns
in wkich their normzl actions and patterns of behavior were not
feasible. These impressionistic repcris were subseguently con-
Tirmed by 2 systematic study of the event by the National Opinion
Research Center (NORC), which conducted a sample survey of the

effected populace (1,313 interviews) during the periocd 15-30

November 1965.

(U) Among other findings, this survey found that fhroughout

the affected area cone-third of the totzl pcepulace observed unusuzl

£

e

ct

friendliness ané helpfulness between strangers, 12 percent

'3
[44]

nor

oy
]

acrou

ch
-

thet they observed people making a2 holidzy occasion of the

and only 3.6 percent observed what they intergreted as mercenary

o
®

havi

[8)
i

or "people taking unfair advantage of others.”" (The latter

b

category presumably referred primarily to such actions tax

Y
wn

¢rivers charging higher than normel fares and venders and merchants
boosting their prices on items that were in great demand--Tlash-
lights, candles, lanterns, battery-operated radios, etc.--during

the plackout.)

(U) New York City has frequently been cited as the epitome
of the mass, anonymous, competitive, unfriendly city where, under
.—conditions of disaster or other severe crisis, chezos and anti-
social behaviof wotild reign supreme. Yet, despite the fact that
residents of the City were exposed to the blackout conditions-for
longer periods than any other affected arez, the NORC survey found

that, on the whole, public response to the btlackout was orderly

UNCLASSIFIED
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né calm; people were observed to be unusually friendly ané helpful
and "festlve moods" were observed more freguently than "oppor-

tunistic behavier." Specifically, it was found that 5

La)
‘g
1)
s |
(@)
m
o
ot

cf the City's populace

+

eported sirengers being more helpful and

)
3
[
[11]
3

dly to each other than usual, 18 percent cbserved vecple making

(U) The fears of variocus federzl, state, and municipzl

joy

(N

cffictals that the blackout weuld lead to igher incidence of
looting, rioting, robbtery, and other forms of criminal or dis-
orderly behavior in the affected area zlso proved unfounded.

Past studies have consistently shown that the rate of theft, crimes

inst persons, and other forms of anti-social behavior actually

m
o
m

ct
[

o decrease under conditions of disaster and severe crises; and

ct

nds

m

gain, the Northeast power blackout experience supported these

vrevious studies. Although iritizl newscasts reported "whclesale

igoting” in the Negro sections of Rochester, this

3

eport subseguently
proved to be false. Subseguent investigation showed, in fazct, that

on the night of the tlackout, Rochester, New York City, and other

&

.J.

H
ct
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m
0
et
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iec discorde

!l

metropolitan areas had less crime and publ

lThe survey data reported in this section are contained in Netional

Opinion Research Center, Public Responses to the Northeastern
Power Blackout, University of Chicago, October, 1366.

The only major disorder reported during the blackout was the
rioting of 320 prisoners in the Walpole, Massachusetts State
Penitentiazry, which produced zn estimated $75,000 in damage.
There is no clear evidence, however, to indicate whether or not
this prison riot was actually triggered ty the blackout or was
gimply utilized as an opportunity by the prisoners to express
theilr grievances against the prison administration.

2
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ITI., ZIFFECTS OF THE PCWER FPATLURE OW MILITARY, CIVIL
DIFEZNSE, AND OTHIR GOVERNMENTAL FACILITIES PN“ SYSTENZ

L. X V.G“OJT

(Z) In responding to various outside inc“irias abcut the
eflect of the Northeast power failure on rilitary facilities, the

Depariment ol Defense tock the public and official position that no

relezsed Information to the press indicating that "4 rapid check of
mejor military installetions, including the Strategic Air Command
and the Neortn Americen Air Defense Command, confirms that
cemmunications are intact." It was noted that ﬁhere Wwere repcris

of difficulty on some land lines "but there are adeguate aliermszie

routes to take cere of such emergencies. ALl Defense communicacicns

staztions have zuxiliary power systems."”

(U) On 12 November 1965, the Chairman of the Federal Power
Ccmmission (Joseph C. Swidler) sent z messzge to the Secretary of
Defense indicating that the President had reguested the F?C'to‘
investigate the causes cf the power outage and reguesting that thet

agency be supplied "with any infermation or reports which you have

n
£ 1
0.
-y
)
o)
b
[
'_I
ot
-
o
"

n the incident and itz effects on your cperaticn
The S=cDef responded to this message on 15 November with & messeage
to Swidler, signed by the Deputy Secretary of Defense. It ncted
that "no essential Defense System was significantly degraded by the
power outage; nor was the capability of any unified or specified

command, or of any Service, to accomplish its assigned mission Iimpair

lissociated Press dispatch, 9 November 1965, 1838 EST.

%Msg., Chmn. FPC to SecDef, 121855 November 1965, NMCC/HC In No.
L8358, 1219187 November 1965. Unclassified.

3Msé., SecDef to Chmn. FPC, 1523317 November 1665, Sudbj: "Impact of
NE United States Power Outagn on Essentizal Desfense Systems."
Unclassified. _ . e
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Fepresentzilives Speclezl Subceormmittee o Investigasts Towsr Tazilures

chelred by Walter Rogers of Texzs, the Deputy Directar [Zlsztronics
) ]

Ty capadlililty here in Weshington, or of any unifisé oo
Z2¢ command, or of any service <o accomzli

-rmissien during the ceriod of the power failure.”

the distinction betweesn "(1) vitzl, nighly survivaisle secure

Tew low capacity circuits are required; and (2) communications for
the normal dzy-to-dzy business of supporting cur forces in.readiness

cr which a large numdber of relatively h

T izh czzecity circulits is
required."3 He ncted thaft "the former--ihe vizzl circuiis--zre
designed throughout to cperate in an emergency zné any putlic power

cutage will have no impact on their perfermance,” wnersas "many

¢f our normal communicztions circuits deo depend, to scme degres
"
ublic power.'

‘o
QO
3

‘d

(C) Though technically correct. when zpclisd retrespectively to

(4}

ne events of the Northeast power fzilure, these pubiic statements

tanded to obscure some serious vulnerabilities of militarv command

*T™e chzirman c¢f the Subcommititee was
_=meating that there were severgl sens
/
/

ﬂ _ _ : The fallure of

L Sae. Comb Alarm System, etc.) that could net be eiscussed in open
hearings and 1t was suggesfted that 1 the Subcommitiee cesired
cestimony on these, 1t should go into ¢losed sessicn. The
Subcommittee chairman decided, however, to a2void these supjects,
sc that the entire testimony of the Deputy Director, DDR&EZ, could
be given in copen sessicn. Source: Interview No. 34, 25Tebruary
195¢.

n
H

Eouse of Representatives, Hearings before the Speclzl Subcemmictee
£tz Investigcate Power Pailures of the Commitiee on Intsrstaie and
Fcoeigzn Commerce, zighty-nintn Congress, rirst & 3Second Sessicns on
Tnveszigat-on cf Ncrtheast Power Pailure, Decemder 15, 1935;
Fesruary 24, 25, 1966, Serial No. 89-40 (Wazshington: Govarmmens
Printing Office, 1966), p. 60. )
31p1s., p. 62.
L .
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28 fentrol scmmuniczations znd gthew facilizizs o texmerzial povsm
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SEllures,

with particular exchasis on “hose of relevance to commeni and ceprmal

(C) It is.in this perspeciive—-i.e., the pessible future

L
1

y
4

rseurrence of widespread commercisl power fzilures under z iffarent

]
-

-

set of intsrnztionzi—=Tc—dTmestic envirenmental condisiéns ams
&¢ffecting other areas of the naticn--that the fellowing review of
the effects cof the blackeut on military and civi: defense facil:is

ang systems can best be appreciztad.

3. EIFFESCTS ON MILZITARY PACILITIZS AND SYSTENS

-
LECT

(C) The following paragraphs briefly summarize :the mzjor.erf
¢l the power failure on various militzary systems znd facilisies

—

and U.S. defense capabilities.
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ot rlarm System
(S) The Zomb Alazrm System (Display stuen 210-A), develcped
unider contract with the USAF by the Western Union Telegrapn Ceompan
. is designed to detect nuclear defonations

in selected target areas

(}]

2 to furnish infermation to appropriate display cenisrs within a

Tew seconds after the burst. AL the time of the power lzilure, the

svstierm covered S7 target sites within t

o)

e continentzl U.S. znd the

ot

AN ]

woe 3IMEWS sgi<es a2t Thule, Greenland, angd Clear, Alaske.

{C) Each of these target sites is ringed in & trizngular pattiern

by three or 2 multiple of three sensing devices which observe in

G

£21 directions. The staztus of the designated

continually displayed a2t selected displey centers, witxz

recognition of a nuclear event (red light, zlarm condiiion)

C'Luur_tk
NG

M)

eas covered in the continental U.S.

re included ®4 -
s--mainly SAC bases-- and 13 mzlor popula

ion centers.
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readiness to report such an event if 1t were to occur (green light,
normzl conditlon); and equipment melfunction (yellow light, trouble

cecndition).

ﬂq-

(S) Zleven rezdout displeys are instelled in the following
. locatlons: NORAD, SAC, Hg USAF Command Post, NMCC, ANMCC, Richards-
Gebaur AF3, Misscurl, 2nd Air Ferce, 8th 4Lir Force, Hg USLF (rezr)
Nexwell AFRB, Alazbama, &né the 0ffice of Emergency Planning (QOEP
speelzal feacility, BEIGE POINT. These displays comsist of two types:
& Map Display Panel, which displays alarm information only by
iighting 2 red lamp at the aprroprizte target location,l ané the
Communicator's Display Panel, which displays detailed infeormztion
as to the status of each detector in the system by lighting a2 red,
yellow, or green lamp, as appropriate.2 Some of the display
locations noted zbove--e.g., the NMCC--contain only the Map Display
Penel, .while others--e.g., NORAD,3 USAF Commané Post, and QZP HIGH

n both the Communicator's Display Panel and the Map

2CINT--conce

N ’_J-

[
._l-
n
e
[
m
<
i
13
'....l

(TS) At the time of the Northeast power blackout, the
functioning of the Bomb Alarm System was totally dependent on
commercial power. As a result, of the 50 bomb alzrm locaticns in
tne Eastern UnitedVStates, thirteen locatlions (3¢ detectors) were
out of service, These included Bosteon, Mass.; Griffiss AFB, N.Y.;

Hancock Fleld, N.Y.; New York, N.Y.; Nlagara Falls Municipal

ct

Airpor

—

1

N.Y.; Otis AFB, Mass.; Pitisburgh, Pa.; Plattsburgh AFE
L H] H E - L]

£ red lamp on the Map Display Panel is lighted only when two or
more detectors in the same target area report the occurrence of a
nuclear event, or when one detector reports a nuclear event and the
remaining two detectors in the same area are reported as being in

2 yellow cendition.

2The lamps for the three detectors ringing a particular target area

are grouped togetner on the Communicator's Display Panel, so that,
for a particular target area, there are a total of 9 lam,s (tnree
red, three yellow, and three green).

3The Bomb Alarm Conscole at NORAD is not physically contained in the
Combat Operations Center (COC). At the Ent AFB facility, Colorado
Springs, Cclerado, 1t was contained in a separate builciﬁg located
about one block from the COC. In the Cheyenne Mountain Complex, it
is located in the DCAi faciliity--also physically removed from the

C0C. 1In both cases, the system is manned by Western Union contract
emplocyees. - -
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N.Y.; Suffolk Ccunty, N.Y.; Westover AFB, Mass.; Pease AF3, N.K.;
Lering AFB, K.Y.; and Dow AFB, Maine., In additlion, because of the
rnzture of the circult routing in the Somb Llarm System, nine additionzl
iocations hadé only one detector available. These were: Thule A3,
Greenland; VWashington, D.C.; Selfridge AP3, Mich.; Fort Riichie, Md.;
McGulire AFZ, N.Y.; High Point, Va;; Cleveland, Onio; Chicago, Ill.;

znd Bunker Hill AFP3, Ind. This, in effect, meant that in a2 total of
22 of the 9¢ target areas coverad by the Bomb Llarm Systenm thé
occurrence of 2 nuclear detonation could not have been identified

vy the System during the period of the power outage.

-

(TS) The outege of the Bomd Alarm System was first noted a2t
Westover AFB, Mass., at 1718 EST and, although a few detectors were
»es+ored to service within an hour, ccmplete service to the system
was not restored until 0842 EST on 10 Novembter, an elapsed time of

1

over 15 hours.

f4vm Tafares Farildities

Radar Sites

lOne of the main causes of this lengthy outzge was the fallure of
both the commercizl AC & DC pewer in the main Western Union office
located 2t 60 Hudsoen Street, Kew York City.

Ny
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iy Defense Weapons

(TS) .Ehe BOMARC's at Otis AFB, Mass., were out of aciion fof
1l hcur ani»lu minﬁtes. Tne following zir defense artillery batteries
were zlso cut of action for the perlods noted: 3 in the 3Boston
Secter for 1 hour and 27 minutes; 6 in the N.Y. Sector fer 2 hours

LS minutes. During this period, an air defense interceptor
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apzhbility was meintained with the 60th Fighter Interceptor Scuadron

m

t Otis AFEB and with other interceptor sguadrons in the surrounding
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lMemorandum from USAF Assistant Vice Chief of Staff to Secretary -of

the 2ir Force, Subj: "Effects of Power Failure in the Northeastern
United States on Air Force Readiness and Operations," 19 Nov 1965,
TOP SECEET. WSEG Log No. 201544,

2M5morandum for the Deputy Secretary ol Defense, from Chairman, JCS,
CM-965-65, Subj: "Impact of NE United States Power Outage on
Essential Defense Systems," 15 Nov. 65, TOP SECRET. Enclosure to
Jcs 222/902-1, 16 November 1965, TOP SECRET.

Memorandum for USAF Assistant Vice Chief of Stefl, op.cit., p.2.
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Department of the Army Installations and Communications
(C) Approximately 18 mzjor posts, camps, and stetions of the

Department of the Army are located in the region affected by the
power failure.2 Cf these, five installations were unaffected by

the tlackout, and 13 had various electrical outzges ranging in

length from 1 hour 45 minutes <o 11 hours 32 minutes. Emergency
standcy power wés adequate in most of these installiations to insure
operation of such critical equipment and facilities as heating plants,

dispensaries, securlty lighting, and refrigerated warehouses; but

1
-
o
[
o

-

p. 16,

18 instzllations include the follewing: Watervliet Arsenal, N.Y.;
ngfield Armory, Mass.; Watertown Arsenal, Mass.; Schenectady
Depot, N.Y.; U.S. Army Netick Lzboraztories, Mass.; U.S. Colcd
ons Research & Engineering Lzboratory, Hanover, N.H.; U.S.
Pictorial Center, N.Y.; Fort Hamilton, N.Y.; Fort Wadswcrth,
Fort Slocum, N.Y.; Fort Totten, N.Y.; Fort Tilden, N.V.;
Army Support Center, N.Y.; Camp Drum, N.Y.; Fort Zancock, N.J.;
Jay, N.Y.; Fort Devens, Mess.; 3Boston Army Bzse, Mass.
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<ne commerclal power fallure affected the operationzl continuity

anéd/or communications of 2 number of them.

(C) At the Watervllet Arsensl, N.Y., 190 seconé shift employees
were relezsed and communications center teletype and cryptegraphic
ecuipment were inoperative for L& hours 25 minutes. The Arsenzl
glso encouﬁtered extensive ocutages in it{s Western Union TELEX circuics.
The Springfield Armory, Mass., releazsed 156 second shift employees
plus 115 over-time personnel; and its teletype and crypte operations
were incperative for over three hours. The Watertown Arsensl, Mass.

»elezsed 72 se

(9]

ond shift empleoyees.

(C) The refrigeration plant supporting 24 cold rooms in the
U.8. Army Cold Regiocns Research and Englineering Laboratcry, Hanover,
N.%., was inoperative, and the various cold rccocms warmed up from one
tc 26 degrees. Usually the condition would have ruined many man-
months of research effort; but at the time cof the power outage a
series of tests had recently been completed and only a few
experiments in process were lost. It was noted, however, that
"the most severe damage 1s caused when the rooms warm up to 32
degrees F., and had the power been off for zpproximately hzlf an
hour longer considerzble damage would have resulted.”l The
Lzboratory z2lso lost the use of its teletvpe and crypto eguipment

for 2 period of 1 hour 45 minutes.

(C) At the U.S. Army Pictorizl Center, New York City, the
power cutage rendered 2,000 feet of original meotion pictﬁre film
negatives unuseble because of the stoppage of the developing machines.
"o reshoot the scenes in the San Francisco area, and for necessary
schedule changes, the Center incurred an additional expenditure of
$8,660. The Center had no emergency standby generators and, as a
consequence,'gll equipment, including teletype and crypto equipment,

was inoperative for 11 hours 32 minutes.

1Memorandum from Deputy Asst. Secy. of the Army (I&L){cr Asst. Secy.
of Defense (I&L), Subj: "Impact of Electrical Power Fzilure on
Military Installations," 20 Dec. 65, FOR OFFICIAL USZ ONLY,
Zncliosure #6.
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(C) Fort Slocum, located at New Rochelle, New York, had no

standty power generatcrs and was without electric power of any kind

{except for one dock aresa) for 10 hours B minutes.

(C) Tort Totten, Flushing, Long Island, K.Y., lost its
commercial source of pewer for 11 hours 32 minutes. During this
time emergency standby power was adequate to meet communication andé

emergency lighting requirements. However, 1t lost its leased.

(C) Fort Jay, Governors Island, New York, which experienced
an outege of 11 hours 33 minutés, immediztely went on emergency powsr.
£11 NIXE systvems Iin the affected area were operated on backup power
during this period and all emergency facilities continued o operats
except for cone leased facllity at the New York ferry slip, which weas

out of operation for over 21 hours.

(C) The Boston Army Base, which had no standby power facilities,
w2s one of the most seriously affected instzllations. It was without
commercial power for four hours 13 minutes and, during that time, all

tenant and U.S. Army Reserve activities ceased operationzl funcilons;

all datz processing ecuipment on the post was inoperative; AUTOVON was
inoperative for about one and one-half hours and limited to incoming
messages thereafter; AUTODIN was inoperative for the period of the
feilure; and it lost its two-way FM Redio Base Station which supporte:

its Post Security, CIC Headquarters, and mobile operations.

(C) The continued operation of the commercial and AUTOVON
telephone systems provided the mailn source of communication for these
and other Army installations. A final report on the effects of the
power failure on Army communications concluded that "the critical

funictions of the Department of the Army at zll locations were not
1
L

)

ffected cdue tcoc the avallability of telephone service.

[

National Communications System, Evaluation of Federal Government
Telecommunications Performance During the Northeast Fower rFzilure
Nev € ané 18, 1965, cr.cit., CONFIDENTIAL, p. 32.
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(TS) ZIn addition to those already cited, various c<cher
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Communiicaticns Directorate (STRATCOM) militeary networks ware &f .

Tect
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Ko STRATCONM ocperated facilities experienceé total statien fallure, dud
numercus cirzuits leased from ATET and Western Unlon wersz out cf

. operation for periods ranging from 10 minutes to 9 hours 20 minutes.
Forsc Ritchie and Fert Detrick, Maryland were the primery Installaticns

invelved. Among others, one circuilt of the Emergency Messzge Lutomati:

v
]
m
3
n
H

issicn System (EMATS) from Fort Ritchie to the Pentagzon and
one circuit of the Lrmy Command and Contrcl Network from Fort Fiitchis

t¢ Heldelberg wer 1

(4]

cut for a period cof 10 minutes. In beth cases,

nowever, voice circults were availlable as btackup; and the Lliernate
Netionzl Military Command Center (ANMCC) circuits at Fert Ritchie

were unaf‘fected‘2

3

epartment of f! ja nstallations anéd Communications
Department of the Navy Installastions C icatd

(TS} Naval facilitles located primarily in the First and Third
Naval Districts were affected by the power outage. Headguarters,
Commander, Naval Diétrict Three and Commander, Eestern Ses Frontier--
coloczted in New York City--lost commercizl power at 1728 for &
period of about 90 minutes until azuxilizry power was made available
at 1802. During that time, racdio amplifier eguipment supplying powe:

to the Search and Rescue net, the Chief cf Nzval Operations hot line

Msg., from DA to JCS, NMCC, NO DA 740063, DTG 1965 Nov 1118521Z.

TOP SECRET. Both of these ocutages occurred between midnight and
0010 on 10 Nev 65 EST and, zccording to z later message, they coulc
not be verified to be the result of the power failure. Msg. from
USAJSC, Pt. Ritchie to USASCC, DTG 20 Nov €5 02282, CONRIDENTIAL,

Drzf+c Memorandum for the Deputy Secretary cof Defense, Subj: "Impac-
of NE United States Power Outage on Essentieal Defense Systems,”
11 November 1965, TOP SECRET, Prepared by North Lmerican Desk, NMC

3Information presented in this section is based on the following
source materials: National Communications System, Evalusation of
Federal Government Telecommunications Performance during the
Ncrtheast Power Feilure, November 9 and 10, 1965, No Date,
CONPIDENTIAL; Department of the Navy Memorandum for Assistant
Secretary of Defense (I&L) from Captain N.M. Martinsen, USN,
Director of Faclilities Management, Bureau of Yards and Docks, Subj
"Impact of the Electric Power Fzilure on Naval Installations,”

14 Dec 1965, Unclassified; US Navy Fiag Plot, Op-333Cl/ss,
Memorandum for the Record by Captain L., Morris. USN, Navy
Department Duty Captain, Subj: "Electrical Power Failure in Parts
of the Northeastern Part cof the United States,” 10 November 1965,
Unclassified; Msg., Navy Depertiment, DTG 1116062 Nov 65, from
COMEZASTSEAFRON to WWNA/CNO, TOP SECRET.

2
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znd the Atlantic Submarine Warfare hot line were Inorerative. Full

commareizl power vwazs not restored until 0530, I November,

i

Sennet

o

(T8) A&t the Naval Lir Station at Floy teld, New York

ct

ity, runway lighting was out for twe hours, on-line communications

@]

=

rere 10st for perilods ranging from 15 minutes to one hour, ané there

were extended outages on weather circuits.

(C) The Naval Ship Yard in New York City lost its internzl
security, incustrial control, secondary ship-to-shore and tug

communication

wn

for a period of about 20 minutes, but after that time

K]
its mei

]

plant generators were able to supply not only the Yard's
cwn electrical needs but also to furnish the Consclidated Zdiscn

Company in New York with 5000-8000 KW of power.

(C) In the First Naval District, several Naval instzllations

in Massachusetts and Rhode Island experienced commercial power outages

'.)-
ct
n

ranging up to five hours or more. The Bostcn Naval 3tation lest
source of commercial power at 1723 and full power was nct restcred
until 2345, over six hours later. Partizl power was supplied for

26 minutes by a 96 KW auxiliary generator, but when the oil tank

was empty the unit could not operate because the pumps providing

the fuel supply were operated with commercizl power. During the
cutage, ship-to-shore communications, reception of the Newport Fleet
Srecadcast, communicaticns with the Commandant, 1st Naval District,

& simplex teletype circuit to the Navy Air Station, South Weymcuth,
Mzss., and a simplex teletype circuit to the USS WASP were affected.
At the Boston Naval Shipyard, the prime source generators were
adeguate to supply thelr own power needs and &lso supply the Boston
Ediscon Compan& with 1600 KW of power for two hours. Fowever, the
UNIVAC computers at the Shipyard were out of operation for 45
minutes because of the voltage éip that occurred when the commercial

power failed.

e .



C C

(C) In Rhocde Island, the RNavy Ccmmunications Stetion at
Newport lost commercial power for over cne znd one-half hours and,
during that time, ship-to-shore communications, reception ¢f the
Newpert Fleet Broadcast, rollow-the-Fleet Coordination Clrecult with
Nerfelk and the Naval Command Cperations Net to five tributaries
gnd the Navy Communications Station in Washington, D.C., were
gffected. The Port racllities Offlce in Newport zlso lecst Harbor

centrol, Tug Contrcl, Search and Rescue, and Hearbor Commen Comrmunica-

- A
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ct
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tiones Tor appreximetely 20 minutes. The Navel Hospitzl h ubliz

)

ct

Werks Center 2t Newport also experienced commercizl powe

H
o]

2Ees.

m

Lt the laztter Center, auxiligzry power was partizlly effective, but
the Communications Station at Ccaster EHarbor lost power for 11
minutes and the Coddington Cove destroyer pler and fuel depot were
without power for 28 minutes. At the Construction Battalion Center,
Davisville, Rhode Island, power was interrupted for 3 hours ancé the
communication center and various electronic systems were out for a
few minutes to one-half hour until several standby generestors could

he activated.

(C) Despite these and other effects of the blackout cn Naval
facilities, the Chiefl of Naval Operations concluded that "critical

functions of the Department of the Navy were not adverseliy affected.”

1

C. EFFECTS ON CIVIL DEFENSE FACILITIES AND SYSTEMS™.

tn

(C) Nationezl, state, and loczl civil defense (CD) facilities and

organizations were variously affected by the power blackout. In
1

Information presented in this section 1s based on the following sourc
materizls: Office of Civil Defense, Effectiveness of Civil Defense
QOrganizetions and Systems during the Northeast Fower rallure of
November ¢, 1965, No Date (circa Decemper 1965}, rOx OrriCLAL USE
ONLY; Office of Civil Defense, Effectiveness of Emergency Government
Organizations and Systems during the Northeazst rower railure of
Kovember 9, 1965, No Date (circa January 1506), Unclassifiea; Testimc
of Mr, John W. McConnell, Assistant Director of Civil Defense (Plans
and Operations), Department of the Army, in Eighty-Ninth Congress,
Hearings before the Special Subcommittee to Investlgate Power Failure
of the Committee on Interstate and roreign Commerce, House of repre-
sentatives, Serial No. 89-4C (Washington: U.S. Government Printing
Office, 1968), pp. 76-85; U.S. Senate, Committee on Commerce,
Responses to Inguiries about the Northeast Power Fzilure, November O
and 10, 1965, Report No. 10769 (Washington: U.S. Government Printing
Cffice, 1966), pp. 20-38; and various background Office of Civil
Defense manuzls andé guides.
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the national emergency communicaticns system for conveying
warning messages to reglonal, state, and local points remained opera-
tional; but the total system for warning the public was seriously
gdegrzded. Ncreover, If the event had regulred the utilizztion of the
CD public fallout shelters in the Ncrtheast area, serious preblems of
entry and habitability might have developed, because most of the
shelters are located in existing bulldings that are totally

dependent on commercial electricicty for lighting and fer the operztic

¢l heating and‘ventilating,sewer 1ift pumps, and other equipment.l

(U) Some of the specific effects of the blackout on CD systems

and facilities are detailed below.

National Warning System (NAWAS)2

(FOUO) The National Warning System--which contzined §7 warning
points in the Northeastern states, as well as an extension into
Canada-~remained operationzgl throughout the power fazllure andé was
~used extensively by state and local governments for their direction

and control activities. An initilal roll call cf these 87 warning

lNo accurate datz on the percent of putlic shelters protected bty
auxiliary power 1s currently avallable. A small and unrepresentati
sample study of National Fallout Shelter Survey Shelters In souther
states showed that 28.5 percent were located in facilities containi
"auxiliary electric power. However, the percentage in Northeastern
states 1s probably considerably lower. Source: Interview No. 35,
5 March 1968.

2NAWAS is the Federal portion of the Civil Defense Warning System.
It consists of ful”-pe"iod private-line vcice circuits, leased
from telephone companies ute“connecting 0OCD Warning Ceﬁters,
OCD Regions, certain OF D offices, and more than 850 Warning Pcinis
that serve 3Stztes and thelr principal subdivisions. The Naticnal
Warning Center is located in the Combat Operations Center at
NORAD Headgquarters in Colorado Springs, Colorado. In addition,
there are two zlternate Warning Centers that can assume the functic
of the National Warning Center if necessary: The Nationzl TWO
Warning Center at Denton, Texas; and the National THREE Warning
Center a2t the OCD Headquarters Relocation Site, located near
Washington, D.C. The system is Independent of cocmmercial power,
and can operate up to 14 days from emergency generators at the
key centers of the telephone company.

42
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coints was made at 181% hours and z2ll but six of the V¥arning Fcints
respended to this first roll call., Two Warning Polnts in New York

City--the Atomic Energy Commission and the Ceneral Services

acknowiedge the messzges during the entire vower feilure.” The NAWAS

contrecl circulilt connectlion to the FPederal Warning Center in Canada was

3

out Tor 57 minutes. (The zlternzte communicaticn channel wi<h

(@]
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hot" 1line from the National Werrning Center to the

Canzilan Federzl Warning Center--was not affected.)

(70UQ) Although the NAWAS system was operationzl during the
power fzilure, the abvillity to warn the public was seriously degraced.
This i1s due tc the fact that 97 percent ¢of the sirens--the major
publiec warning device--are dependent on commerclal electric power
for their operation. Thus, despite the fact that virtually all the
communities in the tlacked-out zrea served by the NAWAS system could
have received a warning message a2t the locel warning point, the
dissemination of this warning to the public would have failed becauss

the cutdoor warning systems could not have been activated,

Zmerzency Action Notification Svstem (EANI)

(FOUO) At the time of the Northeast power fzlilure, thzre were
nc alternative plans to utilize the capabilities cf commercial
oroadcasting stations to issue warning announcements.2 Eowever,
even if there had been such plans, there would have been difficuliie:

4

in activating the Emergency Broadcast Sysiem (EBS) because of the
failure of the EZmergency Action Notification System (EANS). EANS is
a teletypewriter system for rapldly transmitting Emergency Action

Notification messages to approximately E500 standard and FV radio

lThe werning points a2t AEC and GSA 1n New York City were able to

receive but not transmit because of the nature of the circuitry--
a four-wire system with one pair of wires, powered by the telephons
company, on the receiving side, and one pair on the transmitting
side using commercial power.

2Since that time, steps have been taken by 0CD, in collzboration wit
the FCC, to develop procedures fer immsdiately advising all conmmerc
broadcast stations whenever an attack warning message is issued by
so that stations may announce that "OCD has 1ssued zn attack warnir
cver zhe Nationzal Warning System.™
43
UNCLASSIFIED
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staticns anid telievision stations.l It utilizes the comtined
Asscclated Press and Unilted Press Internztionel news facilities,

anc these faclliities were inoperative at many locations in the
necrthezstern arez due to the lack of commercizi power to goerate the
teletype machines. ZIf the ERS system were to be activetesd undsr

these ccenditicns, it would have been necessary to rely upen zlternzate

crocedures involving the meonitering of designated key staticens, An
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backup to EANS.

cency Broadcast System (EBS)2

sl

(U) As a part of the OCD Broadcast Protecticn Program,3 standby
emergency power units are being installed in selected troadcasting

facilities throughout the nation. At the time of the power failure,

)

a1
'_l-
L]
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ot

1V

L]

y- LNV staztions in the general area zffected had been or were

ct

heduled to be furnished emergency generating eguipment under this
srogram. Of these 55 stations, 43 experienced electric power

outage. Thirty-one of the 43 stations that lost power returned to

“T™he formatied message to be sent to the approximately 4500 brozdces
stations reads as feollows: "A NATIONWIDE ALERT HAS EBEZEN DECLARED.
ALL NORMAL BROADCASTING WILL CEASE IMMEDIATEL ALL STATIONS WILL
IMPLEMEZNT THE REQUIRED PROCEDURES OF TEE “VPRGfNCY ECTION NOTIFICATIC
SEQUENCE, TWO CARRIZR BREAKS END 1000 CYCLE TONE FOLLOWED 3Y LLERT
MESSAGE, SECTICN 3.921B OF COMMISSION RULES, AND CONLY THCSE STATIONS
EUTHORIZED TO OPERATE UNDER NATIONAL DEFZHNSE EMZRGENCY AUTHORIZATION
MAY REMAIN ON THEZ AIF DURINC TrIS PERICD."

“The =ZRS replaces the former CONELRAD system for emergency bdroadcastin
This plan, prepared by the Federal Communications Commdssion, provide
the President and Federal offlicizls, as well as State and 100&1
of ficlals, with & means of communicating with the general public
through nongovernment broadcast stations in an emergency. It
provides for utilizing in a controlled manner selected facilities
znd personnel of the nongovernment communications industry on a
voluntary basis under FCC regulations during & nationzil emergency.

3This program has three parts: (1) fallout protection zt either the
studic or at the transmitter location; (2) the provision ¢f standby
emergency power units on a loan basis; and (3) the provision of a
radlio communications link between approved Emergency Cperzting
Centers and selected radio broadcast statlons.

4y
URCLASSIFIED



C

the alr ty using ecuipment previously furnished bty 0ZD. The other

UNCLASSIFIED

"

iz of the U3 staticns were off the air for the duratisrn ¢f the power

fzillure Decause their emergency generaztcrs had not yet been

ct

ccmrletely installed. As noted in an earlier secticn ¢f thils report,

[
a]
n

the LM steatio that returned te the zir on emergency power--together

with those that continued broadcasting without any interrugtion of

v
d e

i~

service--played z si ficant role in keeping the public informed

m

curing the power fallure.

RACOM 1 and NACOM 2

(U) NACOM 1 is a2 telephcne and teletype system that trovides

‘01

for OCD coperaticnal communications. It uses lezsed land-lines to
interconnect OCD national headguarters, regicnal offices, state
civil defense oflices, and a relocaticn point. It 1s extended from

OCD regional headquarters by inferconnection with other government and

military systems. It a2lso connects regional headguarters and CONUS
zrmies. NACOM 2 is tThe emergency raclo backup to NACOM 1, zné serves
the szme locations. It is a high freguency radic system cépable of

veoice, manual code, and teletypswriter transmission.

(U) During the power Talilure, OCD Region 1l--located at Harvard,

zss,-~es5tablished voice contact over NACOM 1 to &1l st

2

tes. rHowever,

m

the teletype portion of NACOM 1 was inoperative until commercial
vovier was restored in that area after 2100 hours. Freguency problems

cf the emergency generator made the use of teletype eguipment unstable

(U) NACOM 2 was not immediately aveilable, due t¢ :trouble on &
microwave channel which 1s used for remote control of the transmitter
at Fort Devens. In order to switch over to use of a telephone circuit
it was necessary to send someone from the Reglon 1 headguarters to
Fort Devens. By the time this action was completed, the commercizl
power had been restored and there was no requirement for NACOM 2. A
later check revealed that component parts of the microwave system head
fziled due to either an under or cver vecltage at the time the

commercial power failure occurred. Mzine and Rhode Isliand were the

UNCLASSIFIED
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enly states in Regilon One with NACOM 2 equipment installed. However,
since the Mazine Emergency Cperating Center was not activated, and
the Rhode Island personnel were unable to get into thelr IZImergency
Cperating Center, NACOM 2 could not have been usedé for me2ssage
treffic to the states, even if the Region 1 equipment nad been

operational.

(U) State and local CD facilities and commmunications were
actively used throughout the blacked out area. The states most
seriously effected by the power outage--Connecticut, Fhode Islandg,
Mzssachusetts, New York, and Vermont~-all zetivated their stzce CD
Zmergency Operating Centers (EOCs); alerted the State Nationzl Guard
ané placed them on stendby status; established communications with
lower and higher echeions of governmént; maintzined contact with the
Governor or the Governor's offlce; established contact with the
news media, racio, television, and newspapers; and in some cases
made public information releases. The States ¢f New Jersey and
Eampshire also activated thelr state EOCs and checked the emergency
communicaticns capebility of the state portion of the Netional Warnin
System. The State of Maine had no problem with the power.outage anc,

therefore, did not alert their civil defense organization.
3 &

{U) Although stzate and local CD facilities were affected by
the overloading of telephone systems and the inoperability of

eletypewriters, auxiliary speakers, and other equipment utilizin

M

locel commerciazl power, emergency power generators enzbled critficel

o

communications to be maintained. In Rhode Island, however, the
emergency generator at the state EOC becams overheated and inoperable
and the City of Providence EOC assumed control as the zlternate
state EOC. Similarly, in Wellesley, Massachusetts, the auxiliary
generator in the EOC falled, and thls necessitated moving CD

operations to an zlternate site.

UNCLASSIFIED

A



C C

o, EZFPECTE CON OTEER U.S., GOVERKMENT FACILITIZES AND SYSTEMSl

(C) In addition to <the Department of Defense and the 0ffice of
Civil Defense, virtually every cilher federal government agency
experienced some Iimpact of the power fzilure on its communications
end activities. In most cases, this Impact was less ihan might ha?e
cccurred under other circumstances, primerily because climasic and
ciher coniitions were favorable and the outage occurred during off-
cduty hours, so that the normzl functions performed durlng the working

day were not adversely affected.

i

14

(U) It is beyond the scope of this paper to det 2ll ¢f the

g
2 .
efTects of the power failure on non-defense agencies, The fcllowing

ct
ot

r

G
1Y)

-

late to national security matters and to wilitary operations.

]
M

lInformation presented in this section is based on the following
source materials: U.S. Senate, Committee on Commerce, Responses

to Inguiries about the Northeast Fower Failure, November 9 zné 10,
1965, Report No. 1079 (Washington: U.S. Government Printing Office,
1966); and National Communications System, Evaluation of Federazl
Covernment Telecommunications Ferformance during the Nertheast
Power Failure, Nov ¢ and 10, 1965, A Report to the Executive Agent
for the National Communications System, 196656, CONFIDENTIAL, NOFORN,

2?0r more detailed coverage of effects on other agencies of

government, consult the references noted in the preceding footnote.

culer zgencies have been selected because their activities closel



cezariment of Ccmmerce
(Z; Thne lcss zf rublic power resulted in 2n zlmost cormplete
stctrege of services from the field service ¢ffices cf the Enviren-

mentel Science Services Administration (ESS4) within the zrez

ck

trensportation, either air or ground, or both, cone cznnet estimat

what calamities might have resulted."

Pederal Aviation Azency (RFAL)

(C) The FAA multipoint weather distribution and ccllection
teletypewriter netvorks--lezsed from ATET znd Western.Urlc*-—me“e
totally disrupted within the tlackout aresz, A4erorneauticzl Messacge
Circuits were zlsc interruptied for varying pericds of time due to
the loss of power for terminzil telety?e eguirment--anéd this

4o T

ct
m
J—

o s

interruption affecsted apprroxims . stations, &1l milizar

L9

girfields, and the airliine dispatch offices within and adjacent to
the blackout area. However, flight movemsnt messages that are
ricrmally handled by this service were zlternete routed viaz the FAii
interphone veoice system, which was essentially unaffected by the

power fzilure,

(C) The FAA high freguency transmitter site at Szyville, Nex
York, from which International Flight Service circuits are operated,
was out of service for the duration ?f.the power failure, This
outage interrupted circuits to Santa Maria, Azores; Gander,
Newfoundland; San Juan, Puertc Rico; and to Bermuda. In addition,
tne lew York Synoptic Weather Brcadcast, the New York Hurricans Net,

and the New York Air/Ground EZnroute Meteoroclogical Broadcest were

flected. , Criticzl messages fecr San Juan were relzyed over the FLA

o

.

volce networx through Miami, Florida.

(g o]
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(C) The Depariment of State's Diplomatic Telecommunications
System (DTS)-~z world-wide configuration containing approrximetely
231 long-haul c¢ircuits to important overseas locations--was affected
by the power failure for extended periods of time. Twenty-three
DTS circuilts were inoperable, including the fellowing which originate
from Washington, D.C. and traverse the New York City area: 2 circuifs
to London, England; 1 circuit to Peris, France; 2 c¢circuits tco Nicosiz
Cyvprus; 1 circuit to Ottawa, Canada; and 1 circult to United Nztions
nezdguarters (all out for about 14 hours); and 1 cifcuit to Clark
EIr Szse, Philippines (out approximately 8§ hours). In additien,
the DTS lost communications cver lea sed facilities frcm the

washington, D.C., areaz to various stations in South A&merica and

{C) Attempts of the common carriers to restore circults in the
New York City area were unsuccessful. The restorzl of essential
cemmunication services to the affected areas was accemplished througr
the use of DoD/DCS zlternate circuits that do net traverse the
New York Clty-area. For the mest part, facilitles of the DCS werse

employed to resteore only the most essentlzl communications services.

(C) The U.S. Arms Control and Disarmament Agency--which employs
Washington, D.C. to New York United Nations circuius—-veported
that critical matters were being considered in Washington by a2 Unitec
National General Assembly Committee at the fime of the power outage.
Due to the &avallability of telephone service, the loss of the telstyr

circult to the United Netions diad not have an adverse effect upon

the Committee.
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wecisnel Aeronautlics znd Space Administration (NASAE)

(C) The NASA Communications Network (NASCCM) consistis of
epprceximetely 334 teletype, data, and veoice circuits strategically
locetved throughout the world in support of spece missions. Thirty-
glght NASCOM circults were affected by the power blackou: for
extended periods cf time due to the lack of adequate emergency power
at the commeon carrier locations in New York City. £11 circuits

which were affected were from the Goddard Space Flight Center in

¥aryland and traverse the New York City area. At the time ¢f the

L

pewer failure no criticzl cperations were in progress; tnerefore,
“he critical functions of NASA were not seriously impaired. Had
KASA been involved actively in a2 space mission at the time, however,
critical circuits would have had to be restored raplidly by the

comman carriers.

Civil Aeronautic Board (CAB)

(€) In New York City, during the first two hours after ths
nlackeout, the CAB's Office of the Bureau of Safety was unable f¢
contact their investlgators who were at home at the time, After this
initial two hour pericd, communications conditions Zimproved to the
extent that priority calls could be completed within 30 to ﬁS minutes—-

an unacceptably long delay from the CAE's point of view,

Treasury Departmentc

(

(@]
Nt

The U.S. Coast Guard (USCG) owned and leased dedicated

etype circuits encountered briefl interruptions while

'_,'

e

ch

vecice and
emergency power generators were being activated. In two cases,
however, circuit outages occurred for the duration of the commercizl
power fallure. The first was in.New York Clty, where the Coast

Guard Automated Merchant Vessel (AMVER) Reporting Center was rendered
inoperative, AMVER i1s 2 computerized center through which position
reports of all ships-at-sea are maintained to facilitate the rescue
cf vessels. The second was in Boston, Massachusetts, where the
Commander, Flrst Coast‘Guard District circult intc the AMVER Center

was also rendered inoperative.
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(C) To compensate for the lecss of cormunicaticns by the

Y

Ccommander, First Ceczst Guard District in Scston, thelr Rescue
Ccordination Center functions were shilted to the Coast Guard tir
Staticn in Szlem, Massachuse<tits, where necessary access circulcs
to AMVER were avallable. The AMVER Center in New Yorx emcloyed

he Communications Center facility of the Commander, Third Coast

ch

.

o

(%]

¢ in the same building) to provide message

ct
m

Sistrict (loce

o))

e

was restored.

'3

handling service until powe
= -

(

rzdio facilitles which provide vitzl commnicaticens for control of

Cx

) In zddition, the USCG experienced minor interruptions to

Cczst Guard sezrch and rescue and for distress communications with

nongevernment maritime moblle stations.

Office of Emergency Planning (QEP)

(C)Y QEP reported that individual offices and home lines both
in the Washington, D.C. area and in QEP-0CD Regicn l--wnich for the
most part encompasses the area of the power fzllure--experienced

very heavy demands on telephone facilities, resulting in a

. SUMMARY ASSESSMENT

(U) The reiétively detzailed and precise summary descriptions of
the physical effects of the Northeast power blackout presented in the

receding secticns are based on the work of hundreds of investigators

‘g

pe

znd anzlysts who ettempted to reconstruct the svent in the days,
weeks, and months following 1ts occurrence. Evén after the dozens

of special investigations, hearings, and pubtlished reports on the
subject, however, it 1s difficult to assess the total net impact

¢f the power failure on U.S. defense capabllities and operations,
primarily because the studies ol the event took an inventcry approach
rather than a systems approach to the sublect. Thus, for example,

we know that there were hundreds of separate communicatlon cutages--

each properly inventoried in detail by the responsible or concerned

ionships of these

o
l._l
W
ct

zgencies--but we do nct know what the interr

1h
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utages were in delaying cr preventing vitzl commnications among
~ne various agencles which required cooréination cf zetien., Similarly
i¢ fs Gifficult to assess how our defense cepabilities might have

he internzvional ané domestliec environmentzl conditicns

m
[11]
't
o1
- b
)

ferent than those pertzining on the night of the blackzut.

(U) £&n assessment of such total system effects--either actuzl or
nypothetlceal--would require much more detailed Infermation on-
cmmuniceation patterns and content than 1s currently availastle, T
would reguire, for example, information on who wanved tec communiczate
with whom, when, how, about what subjects, end for what purpcses--

and what the consequences of & delay or prevention in such communica-

ions would have been for criticzl cperations.

{U) Lacking such detailed data on system interrelationships
any general assessment of the impact of the power fallure on defense
cepabilities is necessarily somevwhat speculztive. 1In the light of the
preceding review, however, the basic conclusion that there was nc
deé}a-égion in essential defense capabilities aﬁpears to ne at least
enn oversimplificaticon; and it can be Justified only by hindsight
¥riowledge that the potential dangers inherently present in the

“

ituation fortunately did not materializg.

in

(S) There is another retrospective view that eppears equsally

velid and more useful for purposes of future plaznning. The outage
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UNCLASSIFIE

Iv. FRZEPONSES OF VARIOUS COMMAND EAND CONTRIL
ENTERS TO THE POWZR FAILURE

A INTRODUCTION

o

(U) Successful detection and recogniticn of danger signels ang
vresaration for crises or disasters--elther domestliec or internztional
--zre always difficult because the danger cues are usuzlly azmbiguous

nterpretavion, because the availszble

}.I.

anc¢ subject to varizbple
nformation 1s incomplete or confiiecting, because there is a natural
tendency for human beings to deny the existence of danger, and
because the agencies respcnsible for danger detection and warning zare
reiuctant to issue zlerts or warningé until they are reasonably

cercain that the danger will actually materialicze,

(U) These inherent difficulties are compounded when the crisis
generating events transect the cognizance and clearly-defined
responsibilities of a particular zgency--as they did in the Northezast
power failure. As the events on the night of 9-10 November 1965
unfolded, it becames apparent that the effects of the power failure
transcended the traditional distinctions between private &nd public,
between business and government, between domestic and internztionzal,
and vetween civil and military. It involved an underlying system
_.network on which every sector of lifle de_ended.. In this sense,
the event nhad both unique and common features when compared with
past crises. It was unigue in that never before had the underlying
interdependencies of modern lifé been so grephically demonstrated
cn so wide a scale. It was common in that i1t showed once again
that the traditional, compartmentalized distinctions used in slicing
the real world are beccming increasingly irrelevant in assessing

pctential dangers to the natlon.

UNCLASSIFIED . 5k
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(U} Threats to the nation's security can

G

riginate In the foret:
erenzg cr In <the cdomestic arenz, or both. In the internaticrezl arensz,
the signs cf danger may present themselves irn the form cf forelign
scclel and pelitical happenings; in the activitles cof foreigzn

1

gencles (e.g., movements in the Socviet trawler fleet);

[
r
m
3
3
1]
fu

n the domestic sector, the indicators may zlso appeer in mary
different ferms or gulses--in large-scale netural andéd man-made
élsesters that affect both civil and militezry facilities and
crgarnization; in civil disorders; in industrizl sabeteage; in
attempied or actual Presidentlal assassinations; and in many

other forms.

(U) Similzrly, the actual detection of danger signs mey derive
rom many Gifferent sources--from our foreign intelligence gzthering
crganizations; Trom blips on a radar screen zt NORAD; from civilian

airline pilot reports; from the U.S. Weather Bureau; from_the PEI;

L]
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=
ct
a2
b
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ret Service; from one cr more of the dozens of
privately-owned system networks that constantly monitor their own
operations (telephone companies; telegreph and radio companies;
pipeline companies; reilrocads; air;ines; ship and barge lines; etec.);

cr simply from a single private citizen who has observed an even

that he interorets to be dangerous or suspicious.

(U) Domestic crises and dangers may have nc relevance whatever
to enemy intentions or activitigs, but they may alsc be & precursor
to an enemy initiated ac¢tion or attack. Moreover, the domestic
event may either be directly or indirectly induced by the eneny
oer it may be & naturally occurring event that the enemy utilizes
for his own advantage. These distinctions comprise the essence
of the problem of intelligence gathering and assessment in criées
that appear initizlly tb bé of pureiy domestic, natural, or

internal origin.

wn
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'(S) £t about 1745, the Military Assistant to the Deputy

Aessistant Secretary of Defense for Public Affalirs celiled a2nd asked

if the NMCZC had further informetion on the tlackout. At 1748, the
Korth American (NA) desk officer telephoned the Air Forge Command
Pest, which reportedly confirmed the power failure. At 1758, a UPI
teletype dispatch was recelved, indicating "a massive power failure ir

ur of the five boroughs of New York City and at least three suburbar

Y
o

-
1
"~

commaniities. It was not until 1806 that the UPI and AP news

£

tickers located in the NMCC began reporting that the power fallure
was not confined to the New York City area, but covered z major
cortion of New England. At 1800, the NA desk cfficer telephoned

the OCD National Three Warning Center (colocated at the OEP-EIGH

POINT relocation site), and szid: "We've Jjust received 2 report,
which has zlready hit the press, on a massive power outage in New
York. Heave you heard anything on this?" The response of the 0OCD
Varning Officer, and the subsegquent conversation was as follows:

0CD: Yeah, we started getting information on that at 1745.
And it's a massive area there that has lost power. New York
is out; it goes on out te Long Isleand--that whole area is out.
Mzssachusetts is out, Rhode Island, Connecticut, and--Mzine
is all right. I talked to them on a back-up line. But there
is 2 huge power failure up in that ares.

NMCC: Okay. D¢ we have any indications on what caused it
yev?

OCD: Not yet. The only thing that we have 1s that it's
just 2 big commercial failure. And, of course, we've asked thern
tc advise us as soon as we had some cdata, but I suppose they
will 211 be so busy that it might take & little whille.

NMCC: Well, DoD is-~-of course, this can extend on over to
the White house very shortly--is very concerned about this,
and I'm celling everycne I can think of.

OCD: If we get some data on it, I'1l send it right up %o
you. But the appearances at the moment are that it's purely
2 commercial failure. I will advise you if I get scme data

on 1it.

NMCC: Do you know if anybody has tried to call the power
company up there?

OCD: Well, I'm sure that they're protably 2all trying to
call them. I don't know anyone specifically, no.

1yp1 Dispatch No. 152, 9 November 1965, 1558.
2Emergency Action Tape transcription, 9 November 1965, 1800,

i 60



[} ol (8] n bty ) ) '\n «» Y o o
%) 0 O h n n O 3] “d ot 'y w
2 1t © H = ¢} ] (B (B i
ERL A ¥ R R FURNR B '$ oy
. t4 " 5. "y th “w m s i i
- ] - -4 - -4 (RS | - | M " g (1T} m ot () b ]
[0n) o (0] (0] oo (g 4] (¢ 3] [e8 £ [ B {43 [} ] [ 1+ i) 'y €. a
n n - 1-4 o o (=] e o Yy ~—~ . ) O tn
-3 o (Vo R o -3 n La i 1) §2 = >t e ¢y 1a 'y At
[ o 3] | s (@) oy 4 n 0
] ] t ] 1 | | ™M 1 ol H ) m 5 M 'y 0 ot
" [ ~ 1) 0w g §e s
= = A OBt Ot Q2 T L ¢ I ogo g -3 ct 5 L I = iw oF ot ot = O m '} 1)
'e) =z O el o ok Y Y Orovy O o} o2 w7 "W m g 'y = (e 1 ® N 1
) QU M = F b 'e] w O £ ‘OH om <t Q) -ty 1] m ] ot O 1 P b n
4 Ae i M o QO col ogl O - b O) 0. 0 g~ tn oy <
O - U = o wirN, =z Yappo YN O N T A S S S A VI ¢
. . o ct w® = g ry > Mt 3 e b . o 1§y i . <l 'y (1] b | ] ' mn )
Z. Oy YO M $: <1 D ot " RS | - wm o H UM e - = Q ] 4 |- IR 8 ) |
@Yo Ot o ry v a0 0 oo i M ¥ ol . ot 4 i m : 0 =
iu: QO = 3 O (A ct ot ot O [ ot ot (g N, ot [ ] = :] m =p v -t w ,‘1 1< [ id) 0 Yy "t - m
HQ YD 1+ = W oD M < ey ot <t I~ f- (R I o 1] Y 0 Iy Q (33 1 '} - H '
sy E MYy - MA@ T 0 nw = o9 o ct ah O o «! 'y [ > [P TR ¢ M b- ct wn
> < Mo g [{ N i~ M W MO0 1 -~ Hi B - oW - '~ ® i i I+ (¢ n
+ 3 ot > F, M ¥ £ 7] . H (2t o« BT H oo Y ¢ ’ 1 1) O LT Y] 1 S PRI i - o
- H o (R ® @® ot t- Ll o 0N 1M ] " w0 " 9 ] ) I-= ct H -
RLUIR RN ) g mYYyrom g O -l vy Ve o o (7, I . I~ (b o o m i Yy s O
ok ot O Hog U ® D Yy O tw = ct i+~ 0 ot Ly . <t .o '8 (5 B vt 'y " 0 P i3
M ot ot 1] g m ® '3 trler | ot b ct ) =0 m of 'y ol o " Q Q H =2 |
< ct® I s I I e I g e Mot oo ct L t 3 O - wn ) in  u o A w s ] n ) |
W -~ )= ct gm0 @ by | AN & E e ST e N | by @ F ¥ op-d £ H U O o ot L] ) u
. © o ot m |- F] MO 'y ct m i~ ] i n @ e 0 i 1 tn w . 3] ot 'y o - b
0o D ct I3 - - o ] ol O «F o . 1<Q Ay | le] LY 1] D e ' n .
- B o k03 P. VN - E MY Y- 's ] e 1) O m m ot 7 ® ot ot 0 et i (1 m 0O
n O Imi>onD M 44y (s N LD Iy oo 3 ] WO " O W i 4 s o of ot
o P+ © o ST *{ ot o' mo o E o =~ 0o n LE] 'S T LA L N N & I -
- O o oo e ity mo'oy oY " N I i SR - o m O (9] 4 | Q) 1 <3 o
3 J 0 PY O O Y A A o B ] RN H . <l (] O o i 1y or S -
[ moOooo ok 2 th v O cl S A AN} ' r- [ H W 0 w I b | w Q Y 3] )
] DI IS0 0O0Rr WIS b ® 0! (L s | Q " o " S S I o 'L | ) o
(o) o) < -0 13 ¥ gt’ - (b D H IS NS Bl g o <l m o thiy ! 4 I~ - .o w® ] 1+ (11 ' '
151 4 ot - i [PEN R fo « W [T - ot [ILE LI | B ol e ty 3 t in 3 ™ vy ¢ n B |
D Y ([ oI INT-RLY B by I | IS K} O 3 ol 3 1] (% = 0imM n . i B 'y 1™ 11} 0l w W
wm O 1 v g (o] ;q‘ m kY 0 -4 by ¥ H 133 L b ) ol 4 ty [ (e [} (3 (9]
<o fo M I M N, 11 . 13y oo v+t ot O - (Y ] = | ™ o H ih 13 O <t 34 O 'y
e} TS S A NS B\ VI i ') O TS e TV O [ i Yhoah vy MR iy 0 vl i 10 [§] M M ol M |
QO =000 X pp YE(n LY x 5 1Y S L EONN T o (TN IR 8] (Y Q O 'y ' ' o R i . H - K
= oy N oW ER S BT A X R 4 (v NI L A ot D o
.’J (RS Mtk O » btz vy in )y “1 o bl K W R m Hl fur ) 3 (3] (8}
(7 w e 043 =z )y O (YIS 173 (O | (S L} O ¥ L1 . i 1 thy - ol [
[ | 14 [{] “4 ¢tw 13 LR ! [G RIS [§ I (8 VAN SRS NS ] O () ¥ ) v It - ok H ) ot (1] ]
I | o p i NI ] H m o ) W I > O : ty " {4 Y| g " )
o n» iy v pj: +h oy ot I R W n « I~ 0 0 th iy 1A i % 11 ol 0 w ) 1 m
ot ot Mmoo o I o1 [SF) S N L o heo Y 1 BCY A [ER RS " i JAd I ) 15 -1 ¥ ITT = iy}
‘ ro< Y B oo B OF fn g NS R i |tely o ] ) vy " 'y [ (1 " [ H > [ ‘s
m o 0 < Fymw ot ) ' O .ot [N n of TS o1t . 13 vt i 1 1y . I tn 'R ot i
| §o v B LT ey (7 'y 3 10O o by 3 5] b m () (R tn m - [ 1 - 13 1)
' = O Dct|Z~ D0 (9] [n W l H O 4 % BLLAEE ih 'y oo 5| [ [y LY LK [} 11 m : ¥
O om0 1y tf O m l'e) . . m oot . i~ i 1l "w L 0 1 [ 1y ) ) ol 7
™ 233 10 ia HIRRE N s AL g oty ne ) L) 0 }- " in (SRS L ) A w
13 MmO m a3 o et 1] [14) i M w o [ V) (hfu (D H | 1 ] 1" ot p 11 1} '¢]
™ (1) (T o B I AN} ek 5O 0 (R ALK )~ o "n ‘o W (B o O
{0 L EWEEY vy P o m o (r (© Y 0 0o 0 o ' ot .
m «t (8] tn o 1 0.0 vl L) ’ } i m o~ of b IS ¢ in 'y fu P = o m 1] O ]
Yy -y oy ] Yy o a ! b 7} §-» 1 }-+ s 3 [ i 3 M m
)= O L n ct m - ] [w) f'e) . . ot (R M 'y b | 1] & ) o
! e | ot oM ol 1§ d (@] 4] W 0 1 ol } e} o
-3 m «t W ) . in B ) [ (W)
) £ n Q



C C
T

NMCC: fnd that's all we have. They didn't szy what
kiné ¢f z breakdown, thougn, dld thev?
NORAD: No. I'm reading it now--I just got 1:.

NMCC: Mechanical failure is about 211 we can come up
with--which 1s pretty obvious. I'd like to
know the reason for the fallure. It seems like
they're dutting a lcot of eggs in one basket if
one mechanical failure is going to kncck out theat
nuch--that bilg an &area.

NORED: Thzt's terrible.

NMCC: I Just got 2 call from the commercizl radio
statlon in New York City wanting me to tell thern
what happened. WCBS Radic in New York. I told

them, "By golly, if they couldn't tell me, we
were both in bad shape.™

(S) By 1830, all the news media were carrying stories of the
clackout, and it is evident that the NMCC--znd many of the other
cormand and control centers referred to in later sectlions--were
relying heavily on the TV coverage of fhe event and on AP, UPI,
eand other teletype news services. By this times also, reporters from
the various news media began makling contact with the NMCC. As noted
earlier, /CES redio 4in New-York contacted the NMCC shortly before
or éduring the conversation with NOR&D at 1827. At 1831, radio
station WPAT in New York telephoned the NMCC and recorded the
following conversatiocon:

WPAT: This is Radio Station WPAT, New York City. VWe have a
massive power failure and difficulty in getting any
information on it; but we are on the zir. Can you
advise us?

NMCC: I also got a czll from WCBS z few minutes ago on the
seme problem. I can give you & little more than I
gave them. The whole gist of this thing zppezrs to be
a2 brezkdown-~a mechaniczal power failure of some fype--
at the Niagara Power Station. The type cf breakdown
we are not able to determine. This 1s the reason gilven
to us by the 0ffice of Civil Defense, by the Commander
in Cnief, North American Air Defense Command, and that is
all that we have. We don't know how the breakdown
occcurred, how extensive 1t is--but we understand the
problem., We're running it down. I understand, of
course, the problems invclved up there--being ocut of
power. However, from a defense posture, tnere is no
degradation. This is Just for your information. Ncow
what caused your breszkdown in your power company up
there--we are still not able to pin that down; and it's
impossible to get through the telephone to those people.

WPAT: I see. So i1t's the Niagara power station in Nizgara,
New York?

PO :



NMCC:

WBAT:

NMCC:

NMCC:

WEAT

NMCC:

WPAT:

NMCC:

WPAT:

C C

Flght.

Creay. Now how much should be given out--~dc you havs
zny opinion?

about the only thing that we have is
iaﬂspreac, cver parcs of Messachusetss,

, Connecticut and New York. I wunders:tand
hts are still burning in New Jersey, zcross
ver; but 1t appears that they may nhave scme

ms over there too, from what...
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scacttered areas. Massachusetts, Rhods Island,
rk, Connecticut?
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Pight. I understand New Londcn, Quonset
urse, you're ramiliar with--I understen

extends on over to Staten island.

, there's still a little power in Brocklyn ané
ten Island in isolated sections, we're told,

see. Well, we understand that there is qu*“ a2 bit of
ouvage in Boston, that Boston is suffering the szme
problem; and apparently from Philadelphia on zcross.

ke

ot
o

es. Philadelphia is okeay, vy the way. I sp
hem earlier. They have no problems.

Q

Okzy. We weren't too sure on that. We've besen-~--cf
CoOUurse, our sources are Drﬂma”11 from outside. As
soon as we heard about 1t we went to all of our Service
¥ar Rooms--Army, Navy, and Air Force--and the Office

cf Civil Defense~-and they started putting feslers ourt.
End the information that we got back initiszlly wzs
confirmed--but pinning down the problem is something
that no one--including the pecple in your arsz there
that I've been able to talk to--can give us azfinitely,
except that it appears to be a mechanical fellure at ti
Niagara Power Station.

e. All right, now would you tell me once again whe

I s
I z2m talking to? Is this the Pentagon, or what?

_’
o o

he in the
e

Yes, this is
T r, Office of the Joint

e
National Military Conmand C
Chiefs of Staff.

(Lt this point the Emergency Acticn Room console cpersa
intervenes in the conversation to say: " s, you
being monitored on tape. Did he notify you of that?")

--in the Pentagon.  Thank you very much.

(S) Shortly after--at 1845--z reporter who identified himsel

as & member of the Washington Evening Star (WES) telephcned the NF

and the following conversation took place:

WES:

NMCC:

L

This is of the Evening Star. VWha
hear about the power failure from the Northe

¢o you al
-3

rr

I hear they've got a big one.

.
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RMCC:
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NMCC:

WES:

They do. Are ycu people doing anything?

, we're watching it, Jjust like--we get most of our
formation off television.

I see. You don't have any communications into the
grez, then?

Well, we have ccommunication to the various military
commands in the area. We'lve talkeé to them. They
confirm the power outage--they can't give us & cause.
The only thing that we have that you can hang your hat
on &2t a2all 1s from OCD that says i1t appezars t¢ be a
mechanical feilure at the Nizgars T>owev~ Station., And
that's all that we have in the way of what or wvhy.
20 you people have any responsibilicty in a case like
this? Do you just sit tight and walt for--you don't do
anyihing automatically unless you get the wordé to do it,
I suppose

Well, not the way 1t looks right now. It appears to us
to be a legitimate commercizl power outage. Of ccourse,
this could have some effect on us, but we've taken steps
from our standpeoint to offset this, and we don't see any
rarticuler prodlems along the line. We are concerned
about what really happened, and nobody knows when we'll
find our for sure.

Okey. Thank vou very much, then.



¢l eny Cramatic infcecrmaticn concerning the effects ¢f the fzilliure on

militery fecilities znd communicaticns-—~zpparently led tne WNMCC <o
cenclivde thazt there was no urgent need To exerciss The presceribed

srocedures for netifying verious J-3, Jeint Ssaff, and (32 officials

ticnelily, i1t mey nave peen assumed that 211 the ccncerned offizizl
23 zireazdy been infcrmed by other official szurces c¢r viaz TV cr
szdiz, In severszl cazseg, the latter assumptiszn sreveé 2zmr2ct. Thus
fzr exzmzle, the tslephcne cgll frem the Deputy Sscretary 2Ff LDefense

tne fzillure in New York City, and the occasion of this call was

—

ty the NMCC/DDO &lsao ta _n;c*m him |
S . ____I .
thne czll initiated oy the SecDef's military assistant zt 1820 indi-

-

ceted kKnewledze of the power failure Iin New York Cicy, ané it ray

the event Tty that time., The rzdio and TV- news-

*

[ 2
Yy
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czscs between 1830 and 1500 were al eqdy carrving the story thes
The President had been in touch with the Sec¢Del. Eut it was not

un+il 1620 that the NMCC received cfficizl notification from the
—

SecDef's military assistant that

——p—

L
N

(S8) The édata indicate that notification of many cf <the

.I—

responsible officials was delayed for a considerabl
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nand was somewhzt unsystematic in nature, The J-3 Deputy Directer
for NMCS was not officizlly notified until 1850--one nour .20 minutes
af erthe initial report of the power fallure was given to the NMCC
(2t 1730). At that time, ne was %tcld that 2 faw milifery circuits

were ouf but that "we have commo with everycne, sc there's no

military prcblem as far as the outage is conecerned.” XHe was zlsc
< r- .-\ 5 - - 4 i - -y G ."_
informed but that it was now tack in
J

U - ‘




c - C

(8) The Deguty Director, J-3, had appersntly besn given notice

~ — ey InTad@LifisnTEa the :all from the Secﬁéf direcginé théﬁ

the military compands render whatever assistzance they could tc the
maycrs and gcverﬁéré of"the’éffédtgd areas, he initizted two other

N

czlls to the NMCC/DO cduring the course ¢f the evening. So%h ¢f these
rellected his concern ;hat the power failure migh:t lezd =c civil
disorders in Néﬁ York City. .In_thg first call, at 1932, ne asked:
"What's the latest on Manhattan? Any disorder? Are the lights back
on? If not, when are they scheduled 'to go on?" Ee was informed that
thére was no information on when the Iights would bé on and that
there éid not appear to be any widespread increase in disorders--
tnet the c¢ivilian populace iq.New York City seemed toc be under c5n-
_Trol. Again, at 2C1C, the SecDef asked for further word on the
power situation in New York City and asked to be informed when the
power returned, adding: "I'm just concerned zbaut possiktle discrders

up there." .

(8§) The SecDef's directive regarding military assistance
stimulated & consideratle number of communicztions throughcout the
night of the blackout. 1Initially, there was scme discussicn among

NMCC and J-3 officials on how best to implement this diresctiive; but

.




. gnhorTiy after 2000, it was decided to ask each ¢f the Szwvia
war Pooms 10 "instruct zll suberdinzite commanders $o0 givs whatever

r

zssistence they can tc governors and maycrs in the zreas affected

rocrce Commend Pest, and the Marine Corps Communications Cenzer zt

201z, and was feollowed shortly thereafter by telephoned notificztion

(S) At 201E, the Deputy SecDef telephorned the NMCC/DDO zni
gs¥ed 1I there hzd been any reqguests for assistance from local
communities, Told that the Services had not yet had time tc rezct to
the cirective, the Deputy SecDef asked to be czlled at 2115 znd

have any such requests reported to him,

(S) Most of the actual reguests for assistance were handled by
the Service Operations Centers and the subordinete military commanders,
cut the NMCC was the initial peint of contact for severzl such
reguests. At 2054, for example, the act;ng Governor of New York

"We have a pretity sericus situztion here. We've

[
m
J=t
(48]
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3
Q
o
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ot
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teen without power in the entire city since about 5:30 (P.M.) New
York time, and 1t is now more than three nours and I was wendering
how we could get some help from the Army inscfar as emergency equip-

ment to give us some power--some lights in some areas?" He was told

that the loczl commancers were ready to assist in any way pessible
zrd that contact should be made with the First Army Heazdguar:ters at
Gevernor's Island or the Third Naval District in New York. Sub-

seguently, First Army Headguarters was contacted and tecld to get in
Touch with the Acting Governor. Again, gt 21541, the Deputy SecDef
telephoned to request that the NMCC contact the relevant Army commander
in the New York City area to determine whether or not they could {ur-

nish transportation to aid the thousands c¢f people stranded in the

NWCC Msg., DTG 1001502Z

-1

[WAY



C C

City in returning te thelr homes. The DDO sulseguently rerorted
tack tec the Deputy SecDef (at 2256) to say thzt the Commanding
Generzl of the First Army had been contacted eng that the First
Army Headguarters had been Iin touch with the Mayor's office to
determine what military transportaticn could se furnishes for thnis

purpose,.

(S) Several of the requests for assistaznce were of an unusuzl

3
m

ture and did not fzll strictly within the purview of the original

-

-

|9
b
*3
D

ctive. At 0026, 10 November, for example, the Deputy SecDef

elepncned to say that the Chief of the AP news bureau in kKew York

ot

City hed wired the President at the LBJ Ranch znd reguested assis-
fence in getting their wire service equipment back in opersztion.
The NMCC was requested to have the Pirst Army Eeadguarters get in
touch with the AP Chief to "see what they can do to get the AP

pecple get their shop back in service again."

(U) On the morning of 10 November, the IMCC canvassed the

n
0]
]
-
o
P
1]
Q

perations Centers to inventory the type and amount cf zssist-
ance thet had been rendered during the previous night. It showed thzat
the Kavy had been called on most frequently fecr 2 variety ¢f services.
These included sending the destroyer USS BRISTOL t¢ the East River to
start an zuxlliary power turtine at the lith Street power station in
New York City; supplying generators to the Brooklyn General Heospital,

to the Brooklyn Elmhurst Hospital, and to the Mercy Hospital in Spring-

field, Mass.; supplying two generztors to the Ravenwood, L.,I. power
station; and furnishing 3000 KW of power To the 3Soston, Mass. power

station, and 700 KW of power tc the Newport, R.I. power station. Other
incidental Navy assistance includéd the provislon of an unknown
éuantity of ice to the Flatbush Hospital, an unknown quantity of

fuel for emergency vehicles, and backup fire fighting equipment for
Boston. The Air Force reported thet they had made their airfields

availzble for commercial aircraft landings, but zpperently most

commercial flights were diverted to fields outside the blackout area.
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Caznzdian Chief o Defence Staff (CDS) called “he NMCC zné saii thas

the Mindszter of Natlionel Defe“_e had zsked him tc inguire abcut the
cause cf <he extensive power failure. The NMCC ra2spense was: "Ne,
we nave ncthing ¢f 2 positive nature. We zre dependent upon the news

syetem. OQOur military coms munications system ané alli of cur millizary

-=cili€ies, ef course, have our own sources of powe“‘f:r amar

sucnh as this. We conly know that 1t is Ir om the Nié;ara rFalls system

gand it appears to be & mejor bre k between Nizzzrz Fzlls znd Fcchestar
LR )

and that's abour as much as I can tell you without getting insz an

grez where I'm Uncertain of wnat I'm saving."

(S) The NMCC ¢.nya**en...ly dia not receive official notifizaztion

t=at the Fed l Powe" Commission (FPC) was unden
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tization of the cause cf the event until 2210 when the Zmergency
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Actions Room played back & tape receording cof

conversaticn betﬁeeﬁ tné’Sedﬁef”énd'the Director of the Taderzl Fower
N

Ccmmission, Joseph Swidler. The conve* icn between Mr. MeNamere

and Mr; Swidler wzs as follows

S: Mr. McNamara, this is Joe Swidier, Federzl Power
Commissicn.

| - Jinvestigate uh blackout that's occurred
in New York and New England, and we're getting ourselves
crganized here tonight to conduct the investigztlion.
I've wired to the presidents of the principal companies
asking them to assemble information and bring In some
experts, and we'll ¢ry to get this thing rolling as fass
as possible.

M:r Very good. Are the lights on in Manhattan yet?

S: I don't know that. My information on this is not as
good as yours. You have better communications than we
do. The last that we heard, it was not. Our regiocnzail
engineer in New York-seid that it is not, and the time
he predicted is Just zbout now, tut I haven't any word
that 1t has come back.

)
[$]
i
(W]
-1

Thank you very much indeed. You were nice tce
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the TPC investigzaticn of the cause of

g time-consuming cperation. I was nct

i-?
un LT

mtsl the mo"ning of ber--cver five days after <he fzilure--
tret the cezuse was pinpeinted at the Sir Acdam Beck No. Z Zydro-
g.ectric Plant on the Niagzra River in Ontario, Canada. There
wze found that a relay had éisconnected the fransmissior lines “hen
eving §cwer north‘froﬁ that plant, reversing the power fliow from.

north te south and causing z massive su e ¢f gower intc the north-

(8]

szstern U.S. The poss*bi ity that the fa*ln*ﬂ had been caused by

in
n
(8]
Q
ot
f

g2 razther than by an iaternzl breazkdown in the powsr gZrii
system ¢oulé ncs be firmly ruled out until that time. The F?L
finzlly concluded by 15 November that "there is nc evidence whatever

: ]
that satotage was invelved Iin any stage of the power failure."-

(S) Avzilable dzta are net clear on when, during the night of
-10 November, the NMCC was reasonably satisfied that the reported
zuse of the failure--an internzl breakdown in the power zrid system--

—————2s in fact true. It appears, however, that this report gained

inereasing credibility during the period from zbout 223C, § Novemper

until 00, 10 November; by virtue of establishing|

cabnle and radio had definitely been traced to z weak link in the.
system--i.e., that both circuits passed through technical centrol
centers located in the vicinity of New York City, and that both were
therefore affected by the commercial power fallure. At 0100, 20 Nov-
ember, the Army Operaticns Center (AOC) telephoned the NMCC to say
that, although there was no definite word on the cause of the cutage
i+ was suspected that it originated in a2 power station or in a cable

i
in the vicinity of Buffale. AOC also reported at that time that

e a2l Power Commission, Northeast Power Failure, November & and 10,
963, A Report to the President by tne FPC, December 6, 13¢5 (wash-
ington: U.S. Government Printing Office, December 13965}, p. 1.
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S5 rercent ¢f the power had been restored in Fochester, 73 percent
% Leng Island, and 7C percent in Rassau County. ACC added zhat the
Neticnzl Guars units ocutsilide the New York metreoclitan zrez hzé been

~eased from duty 2t this time.

(§) During the remzinder of the nigat--Srom 0109
CC~=the NMIC began taking.a retrospective look 2t the events of
the blackout. EZfforts were made tc consolidate, systematize, and

pdate infermaticn by contacting NORAD, the Service War Rocms, and

4]
'
m

ravion for an 0730 triefing scheduled for the Chairman,

]

(1]

N - . .
reafter, offorts centered cn the

r
ceint Cniefs ¢l Stafl. Th

znd cormunications. E : PARCE .

NMCC and J=3 Assessments of the Power Fzilure
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(S) ZBeginning on the morn;ng cf 10 Nevember znd con
Tany weaks therezfter, persgﬁﬁéi:ih{the NMCC 2nd in J-3 took becth
& retrospective view and a prospective yiew of the Slackout experiencs
in terms of the.leésons that cculd be derived for the future. The
retrospective view tendéd to focus on matters ¢f organization énd
procedure, and on the technical facilities zctually affected by {he
oower outage; the prospective view wés concerned vrimarily with whas

might physicazlly happen if the Pentagon and the Washington arez

suffered a2 similar type of power fzilure. The follcowing paragraphs

kS

rovide a capsule summary of these assessments, tasgsed on formal and

¥

infermal memeranda and reports prepared in the z2ftermath znd on

-

information conveyed in personal interviews with variocus participants.

Matters of Organization and Procedure

-+
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- {(8) One of the obvious lessons of the Northeas

'—bl
-

was that the NMCC needed o add still znother tvd erisis event

[

e

lIt should be noted that the c¢riticzal assessments made by various
individuals during the course of personal interviews do not necesszari
represent the views of the majority of the participants in the NMIC
and in J-3. On the contrary, many of the opinions expressed grobatly
represent a2 mincrity view or even a purely individual one. For
purposes of future reference, however, it 1s belleved that the
reporting of minority and individual views may have value in dellneat
-

4 T oo d . - o - o - o - o e Lkl ~ B
Or LSCLiatilg VEILOUS TITCob.Lems thiar may ceserve Ilurtaer avien..con.
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te that reguire its zttentisr
ani g:izance. Fellowing the tlackecu:, 2z stzndézrd prosedure for
repcrTing 2l tower outages 2ffecting miliitzry facilities and.

.a Fi - < - 4 - - - - - - - fa - Ty
wticztlons was Instituted and steps wers taxken tTo insurs thet an

fied in NMCC OF L-l, "Significa

i
Zvent Ketiflcaticn Procedures," dated 6 March 1865, That Operationa

Frogedure was updat ed as of" 22 December 1955 to specify tha: any
significant communication outage affecting the World Wide Na=ional

-

Wilitary Command aznd Control System would immediately be recorced o

lce Dirgetor, -2, the DepDir/NMCS, the NMCS Divisicn Chiefl, =
P . 1

J-€ Duty Officer, and'the DCA Operations Center.”-

—7uu: g¢s by Army Technicel Control, oy che

- 4 . T . . ]

Defanse Communicaztlons Agency Operations Center, and by the NMCC,
They 2lso specified that if the commercial carriers were unatle _to
restcere service within ten minutes, alternate routes, using military

facilities, would be zetivazted. Whereas before the power failure

cnly duzal outages-—of both the cable ané radic circuits-=-were

immediztely reported, the new procedures provided that even single cu
ages of over 10 minutes would be reported to the NMCC/CCCC and other

relevant officials.2

(C) The ampiguity in the nature and cause of the power fzilurs-

+y

and in 1ts effects on both military and civilian facilities--revezled

'Dthev significant events covered by NMCC OP 4-1, include the
following: (1) Berlin; (2) Cubz; (3) Nuclear Accident/Incident;

" (4) Hijacking, Hazrassment, or Incursion or Overflights of £/C or
Ships/Collisions *nvolvinz US/Allied A/C or Vessels W/Nen-Allled/
Major A/C or Missil Accidents' (5) COIN Operations, Ccups or
Changes in Govers “menu, Develonmen *of Insurgency Actions, Major
Operations; (6) Civil Disobedience; (7) Disasters (National or
Incernationzl); (8) D‘saste*s—ro"eign; (9) Unusual Activizy/
®bssible Sabotage at US/Allied Overseas Bases; (10) Coup Attempts
or S*gnificant Deaths of Key Government/Nilita*y Figures; (11)
Augmentation of the NMCC; (l2) Sa-2 Strikes

73
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sor lative gadigulty in determini ns which agenci ne

L

Brime
respensitility for investligative and remedizl actions. In the NMCC,

fcr examcle, the stion arose as to whether or net this event

¢f the U.S. Army (in providing milisary sﬁpport to Civil Defense)
¢ was trimerily Office of Zmergency ?lanning responsipilizy. 7Th

the tlacksut experience

Iy
¥

(S§) The reircspectiva assessments ¢

made by various MNMCC p2 rticipants tend

©

¢ to focus on severzl groblem

greazs, includin the lack of coordinaticn ameng -government zgenciszs,

s

the NMCC's lack of'prépa tion to handle:this type of event, and the
mere general deficiencies in,organization ané procedure revezied
v the event., More specifically, the individual criticues, veclced

vy z number of different pérficip

-

ts, included the foll cwing:

-

1. There is inadeguate 1 teral communication among

various wz ins and command centers and responsible government agencl

»he first of;ic*al word .of the power failure To the

NMCC. There appeared to be 2 breakdown of lateral ccmmunication
yatween the Federzl Power Commission and other agencies--until the
situztion had developed. It confi -med tn 2t %there was 2 problem of

tdentification, notification, and laterzl communication in CONUS."

2. The NMCC is inazdeguately prepered to investigate anc

(4]
"

»aport on domes<ic events. "The initlal response of the NMCC was
’*haé 'this is a civilian matter'. It was only after the scope of
«hne hblackout became clear, and-outside'queries began coming in, that
the NMCC grasped that they had a role to play iﬁ this event. The
NMCC is geared for a milltary crisis and repoxting & wmilitary

operation. It is not geared for reporting domestic events.

|

. Reporting won't be accomplished unless it is important To the

military."

3. The NMCC relied too heavily on TV, radio, and the wire

([upLECOITIT . -
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service news coverage of the event and failed to utllize its
extvensive communication czpability to collect informatlion directly
from primary sources. "The NMCC hes z tremendous capatilicy for

ion of information, yet it deprends on the news media--

ct
;i’l
'_l
l.l

r

TV, radio, and the wire services--for most of its infermation on.
what 1s happening outside. NMCC personnel zre not zdeguately
informed about the nature of the overall U.S. command ani control
structure and the place of the NMCC in this structure. th’knowing
ebcut the facilities available and who should be notilled is one ¢f
the basic problems., Decisions are not racidlily reached because of
lzck of familiarity with the command and control system. There are
spots within each of the major poﬁulation centers where people have
information that will be useful. But individuals here 1n the NMCC

are not trained to think to call these people.”

L, NMCC personnel rely tco heavily on automatic check
lists, not enough on thoughtful anelysis zbout who neecds what types

of information. "By making people so reliant on check lists znd

i

forms, we keep people from thinking. The DDO should functicn as
nerve synapse. They have to be extremely capable. I have c¢ften
thought that this place would run better if we had =z civilian hard-
core group running it. The closest thing ©t¢ top-notch nerve cells
here are the two NS2& (Nationzal Security Agency) representatives, wheo
gre retired military. They have a habit c¢f autometically listing
everything of interest; they automatically reach out and call to zet
information. They function as absorbers cr sponges and when the
moment comes to give out information, they havé it all sorted out an
analyzed. The running of a command and control center should be

made g career for military personnel and civilians.”

5. Too little reccgnition was glven to the possibility th
the blackout might have been produced by acts of sabotage. "This wa.
not an immedlazte response because we are not that suspicious zand we
generally feel secure in the United States. I first thought of
satotage when I first heard this discussed on the radio., Our previo

experience would lead us to discount the possibllity of sabotage.”

——— 15 o o B
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Potential Effects of a Power Pzilure in the Pentagon

(S) The Northeast power fallure ralsed the obvious guestion
for J-3 and the NMCC: What would happen here Lf we had 2z similer
commercial power outage? In the several weeks following the power

blackout, this questlion was Investigated in detzil. The answers

-
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2 repert prepared by the J-3 NMCS Division on. 1l Decexder 1965:

The Petcmac Electric.Power Company (PZ2C0) furmishes
glectrlical gower for the Pentagon. Two nn;n_*y SOUT28S =m—
Zuzzards voiﬁt andé élexandr_a Va.-~2rrive a2t the Fentzgon
be“‘ing ant on two 66,000 volt Eigh Tensicn (E7) circuisls.
Trom the v‘ansforme* yard at the heating plant, four 13,000
volt HT gircuits are fed underground to Two switching
cubicles below the Pentagon. Four 12 XV locps are
cistributed through the Pentagon to 17 trznsfermer veaulss.
Each vault has four 500 KVA transformer»s ané a palir 27
assoclated switchbocards. Primary power for the NMIC
complex comes from twe transformer vaults, located < the
first floor, D Bing, Corridors 8 and 9§ respedtivelr. EZach
has a four wire, 129/208V, three phase service whicn provide
necessary 'Red' and 'Black' power sources for the KMIC.

o
e )
(1]
n

In the event of cormercial power fzilure,

crovide auxilizry power for thelr Communications
Cente-_. " The only zuxiliary power provided Ih

is for the EXIT lights. The NMCC obtalins emerge wer

from the Department of the Army Communicatioh Center. TwO

250 KW Diesel Motor generators, located in Room 23¢iL, provide
about 100 KW of Emergency Power, through intricate switchinb
systems in the NMCC. Remaining power su“uliss cther Army
needs. One of these generators is con automatic switcn at a2ll
times. Should primary power fall, 2 sensing device automaticseall;
cranks the Dlesel engine and switches the gensrator cnto the
emergency power bus. Some emergency powsr avzilable within
30 to 60 seconds after d.primary power fzilure; nowever, the
full design load capability may take 10¢ <o

h
<l
om O tD
O
r.:
'.l.
’_l
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e
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If 2 primary power fzilure occurs, the following will
continue to operate .in the NMCC:

a. ZEZmergeney lights--all areas of the NMCC.
b. Telephones and Indicator Button Lights~-all zreas
of the NMCC.
¢c. All comrmunications equipment in the communlic
d. Telephones, EMATS, and VLF Seize Key in the
Actions Room. ,
. Public Address System. —

. De;ense conditions and status display boards.
. Interim Data Terminzl (spare in the Communicaticns Room
. Associazted telephones and TELZCCN ezuipment In the

JCS Conference Room.

e
~Z. Secure Phones.
h
i
J

Note: Due to the time regquired for emergency generztor star 1n6
all on+~line c¢rypto equipment would need resynchronizin
with the distant terminal.

If a2 primary power failure oécurs, the following will
be inoperative in the NMCC:

. Air Conditioning.
. Automatic Data Processing (ADP).
. Long Distance Xerox (LDX).

. Graphlc projection facilitles.
. Pneumatic tubes,

. Miscellaneocus items (stove, re

B0 00 O

]
-
18]
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W
ct
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lMernorandum for the Directeor Administrative Services, from J-3,
NMCS,

12 January 1965, Enclosure A, "Investigztion and Findings

Concerning Electrical Power for the Pentagon and the NMCC are as
Fellows:" CONFIDENTIAL,

Wbl e
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(S§) As it turned cut, even this repcrt preved to be scmewhat

cotimistie ceneerning the eguipment that would continue =¢ funciion

_in the NMCC under auxiliery power. 1In a subDsecguent actual test,

(D

ey

3

cwer

l

neld on 1% CJanuary 19£8€, the NMCC was switched toc emerge
2

I}
|

¢ 0655. L& repert noted the following discrepznel

b
n

!

it
tn
' 3

There was 2 total power outage from 0810 teo 08f17
This wzs caused by 2 faulty automztic relay switeh in z
transfcrmer box in the corrider outside NMCC., It was n
t¢ shakxe the transformer in orcer To ef*ec the transfe
TC emer 'gency power. '

'y (D
m
n
Y
H
3

Wnile operating on emergency power, the following ite
é¢ié not uncuion.

R

£11 wall plugs.

All electric clocks.

&1]l electric typewriters. :

Curtain control switches in the confarence room.

AP wire service was not wired ¢o racelive emergsenc

power.

(6) O0OXford telephone instruments, in the SnCD”"s.office
and conference anteroon.

(7)Y A1l "receive"™ czapability for pneumatic tubes'. ("Send"
capability to AFCC, NFP, AWR, and NCC operatioconzl).

(8) Lignts behind ADDO and DO and lights apove mad
presentation boards benind Desk Offlicers.

(9) Lignts in latrine..

(10) Conference room flourescent overhead lights,

(11) VLF in Zmergency Action Room. _

(12) All auxiliary accessories to EA conscles, such as
tape recorders, clocks, ete.

(13) All zir conditioning (except individual units in

"Communications Room).

o Ve Ve e T
AN =) b
e e N At

There was no provision for battery lights in either the
DDO's office or the Graphics Room, which resulted in those
rooms being totally without lights during the seven minutes
when there was no power.

-— T T T e s e e e

- ."_.__:_.‘_.;:_——#
h (8) The potential severity of the problems createé b§ inacdeguacte
auxiliary power in the Pentagon is only partly revealed by the fore--
going data. The auxiliary Eenerators supply*nb electricity to the
NMCC did not provide "no break™ capability in the switchover from

commercial to emergency power. Thus the power interruption would

produce desynchronizatlion of the c¢ryptographic equipment, the spill

lMemorahdum fer Chief, NMCS Division, from NMCC/CCOC, Sub: "Power

Test for the NMCC, 14 January 1966, o 16 January 1966 CONFIDENTIAL. .

IECLAQRTITN 79
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out of data 1n the computer core memory, the temporary loss of
secure volce circuits, and similar disrupticns to equipmen:
reguiring a highly rellatle flow of electrical energy. DMoreover,
without air conditioning, it was estimazted that the NMCC could
zrobably not function effectively for more than two to fbur hours
tecause there would be cverheating of temperature-sensitive com-
conents internzl to the electronic equipment using emergency power

and because hezt and atmespneric condltions in the facility would

’ 1
create an uncomfortable or intclerable working environmens<.”

(S} Since only the NMCC and the Service Communications and
Orerations Centers are covered by auxillary power, the situation
throughout the rest of the Pentagon would be evén more grim. All
lights (except EXIT lights) and electrical equipment would fail. The
SecDef, the Chairman, JCS, the Director, Joint Staff, the Director,
J=-3, and other officials would be left In the dark, as wéuld such
vital support activities as the DIA, and the other Joint Starff
e¢ffices aﬁd facilities. Only the telephones would be operative,
but their use would be iimited essentially to outgoing calls because
the indicator lights on call directors and multiple-line telephones
are dependent on commercizl power and therefore 1t would be difficuls

or impossible to detect which lines contained an incoming cell.

Initizl Remedial Actions

(S) In the light of this survey of potential effects of a
-commercial power fallure in the Washington area, it beczme zpparent
that the command and control capabilities of the NMCC and of the
Pentagon more generally could be seriously degraded by an outage
comparable to that which occurred in the Northeast blackout. As a
consequence, various short-term steps were quickly taken to improve
the situation and activities directed toward longer-range solutions
were started. The actions taken during December 1965 ZiIncluded the

following:

lMemorandum for the Director of Operations (J-3), Joint Staff, from
DCA Assistant Deputy Director for National Military Command/System,
Subject: "NMCC Emergency Power," 10 December 1$65, Ref: ©23/3350
CONFIDENTIAL.

" 50
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1. The U.S. Army--which supplies auxiliary power tc the NMCC--
elready héd rlans to expand &nd enlarge their Emergency Power capabil-
ity to 2-250iw Dlesel generators ané 2-750KW gas turbines. This
would prcvide & "no break" power for on-line eguipments as well as
"stand-by" emergency power. 3ix months was programmed for the
completion of this instzlliation; however, action was initizted by the

Army tc expedite installation.

2. The NMCC and the Service Communications and Operations
Centers took action to insure that the LDX equipment was connected
tozuxiliary power. TFurither action was taken by the NMCC te have
graphics equipment connected to auxlliary power. This wouid give the
NMCC a "no degradation" capability in 2ll areas except ADP where air
conditioning is a necessity and could not be tied into the exist-

ing a2uxiliary power supplied by the Army.

3. Arrangements were made between the NMCC and the Depariment
of the Army to run weekly tests on auxilizary power in an effort <o

determine difficulties encountered during the switchover to azuxil-

[N

"3

ary power znd to train operators to react promptly. The first
test--2 simulation with the auxiliary engines zlready running and
qualified personnel standing by--was held on 19 December 13865.

The second test, held on 14 January.1966 (zlready referred to zbhove),

for the first time actually shut off the commercizl power source

to the NMCC.

L, J-3 developed 2 plan--dubbed "Cperation Alternate Dynamo'"--
whereby varicus key 0OSD and OJCS personnel would be provided tem-~
porary office space in the NMCC .facility in the event of a commer-
cizl power failure. Office space and equipment was to be made
immediately avallable to the following personnel: Secretary of
Defense; Deputy Secretary of Defense; Assistant Secretary (ISA);
Assistant Secretary (PA); Chairman, JCS; Director, Joint Staff;

Director, J-3; Vice Director, J~3; Deputy Directors for Commzand

b
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Aregs, J-3; Director, J-4; Director, J-6; and Defense intelligence

Agency personnel.l

(S) 1In addition to these "quick fix" solutions, efforts were
begun to develop two longer-range solutions. Ry June 1956, arrange-
ments were made with PEPCO to retain the Pentagon 2s a2 loaé on one
primary generaztor (backeé up by a second) which it will isclate
frem the power grid during a collepse. At that time the DeD had
asked the Generzl Services Administration to make a formal ggreement
on this matter with PEPCO. Other efforts were directed toward the
problem of auxilizry power for critical facilities in the Fentagon.
The JCS had asked DCA to expand its initizl study on the Pentagon
NMCS emergency power to include information on a number cof cost
options and certain NMCS activities not physically within the NMCC.
These options were presented to 0SD in December 1666, with the
regquest that a detailed sSystems engineering plan for the improvement
of the NMCC emergency electrical power and environmental support be

developed.2

C. NATIONAL INDICATIONS CENTER (NIC)

(S) Thne NIC--lcocated in the Pentagon--is the opefational arm
of the U,S. Intelligence Board (USIE) Watch Committee. The Watch
Committee has the same organizational membership as. USIB--i.e.,
CIA, State, NSA, DIA, FBI, and AEC--but the representatives are
one echelon below the rank of the USIB members. The Committee

:regularly meets at the beginning of each week to assess foreign
intelligence indicators and to analyze various developments that
ca1ld lead to hostilities. Based on this analysls, 1t publishes a

weekly Watch Report. Aside from its regularly scheduled meetings,

lMemorandum for the Director Administrative Services, from J-3
NMCS, 1 January 1865; and Memorandum for the Director, Joint

" 8¢aff from Director, J-3, Subj: "Emergency Zlectrical Power for
The Naticnal Military Command Center (NMCC)," 30 December 1965,
UNCLASSIFIED.

JCSM-1478-66, 6 December 1966; and Memorandum for the Chairman,
Joint Chiefs of Steff from Office of the Secretary of Defense
(Administration), SubJ: "Emergency Power for the Nationzl Military
Command Center (NMCC)," 7 January 1967, CONFIDENTIAL.

N
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any member has the right to call 2 speclal meeting of the committee

never he deems it necessary.l

1,

=
o
1

(S) The NIC is headed by a Chief, z Deputy Director, and a
Senicr watch Officer. 1In addition, 1t has z staff of 30 personnel

who cover the Zh-hour period on 8-hour reotating work shifts. Eezch

Cfficer, seven znelysts drawn from the civiliazn znd militeary irtelli-
gence agencies (NSA, CIA, Army, Navy, and Air Force), zné z clerk-
typist. It is in frequent communicztion with each of the mejor
intelligence agencles--CIA, NSA and DIA--and makes 2 routine situa-
tion check with these ggencies once every eignht-hcur shift. Aside
from the usuzl éryptographic teletype équipment and secure telephones,

tne Center contains AP and Reuters teletype press tickers.

(8) First notification to the NIC of the Northeast power

1805, when an NSA maintenence man came into
the Center and said that he had heard a radio report that there
was & power failure in New York City, beginning at 1728, and
in Ecston, beginning at 1721. Shortly after the maintenance man's
departure from the Center at 1811, the NIC Watch Officer gueried the
DIA representative in the NMCC and was informed that the available
information was that the power faillure was due to a mechanical break-

down in the power system. However, no mention was made of the

noct informed of other significant events during the course of the
night--e.g., that OEP-EIGH POINT had gone on zn increased alert

{(to te discussed in z later section of this report).

(S) Detailed log data on the subseguent communicztions of

the NIC during the night of 9-10 November were not available,® but,

Lt the time of the Northeast power failure, the lazst special meeting
of <the Watch Commiftee had been held during the Cuban missile crisis
of 1¢02.

Ezetailed log data on COMINT and other intelligence communicaticns
were maintained, but reccerds on communications pertinaing te the
ccwer Tlzckout wsre not.

{n
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1. The NIC had no specizl operating crocedures (SOPs) for

nencéling events such as a power failure, primarily because its
main focus of atlentiocn is on longer-range rIorelgn intellizence

T was belleved that
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"perhaps the intelligence community should ke solicited and we

sheould z2lisc check wish <he CINCs."

-

2, There were no $0Ps for zlerting the NIC to outages of the

=4 not been informed of such outages pricr to the
The KIC perscnnel reaised the guesticn: "Shouldn't

the DIA representative in the NMCC pess this informztion to us as

g matter of significznece?" There were alsc no SOPs for transmitting

increased alert,
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- information that QOZP

3. The NIC would te highly vulneratle to & power outage in
the Fentegon. The entire zreez would be dark. "We have only dry

ceil Ilashlights." The secure telephones, cryptographic ecuipment,

. .teletype tickers, and cther electrical eguipment in the Center would

nov operate. Because the Alr Ferce 1s the Executive igent for the

'S

NIC facility, the provision of auxiliary power to the facility would

recguire AF authority and action.

Information in this section is based on communication logs of the
wW=SX, the RNMCC, and rii, and cn an interview with severzl key
WESE personnel (Interwview No, 17, § February 1966).
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E. OFFICE OF CIVIL DEFENSE (OCD)l

(U) At the federal level, three major elements of OCD were
inveolved in the events of the power blackout--the Nztional Warning
System (including the National THREZ Warning Center and the National
Warning Center, co-located with NORAD Combat Operations Center); the
Nztional OCD Headguarters Operations Room (Pentagon); and the Region

One Headguarters (Harvard, Massachusetts).

lInformation in this section 1s based on communication logs of the
National Warning Center, the National THREE Warning Center, NORAD-COC,
the NMCC, and on varicus OCD reports. The OCD Headgquarters Operatlcns
Room (Pentagon) éid not maintzin detailed communication lecgs, ané

the account of that activity relies essentially on post facto data
presented in the OCD document, Effectiveness of Civil Defense
Organizatlons and Systems during the Northeast Power Failure of
November G, 1965, No date (circz December 15635), FOR COFFICIAL USE
OKLY. Time references in the latter document have been corrected,
where necessary, by reference to the aforementioned logs.
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(U) First indication of the failure for OCD came &% 1745, when
the New York State warning point cealled the National THREE Warning
Center (co-located with OEP-HIGE POINT in the protected relocation
center near Washington, D.C.) to report z power fallure "in New

Yerk Clty and vicinity,"” and to ask if there were any indications of

an attack. The response by the Attack Warrning Offlcer on duty was,

&)

"The warning system is normal.™ his is the standard response required

[

by CCD Warning Center Procedures. It relates to readiness ang

th

imzly means that there has been no declaration of "zir raid waraing,"
or that CINCNORAD has not declared an "Air Defense Emergency Warning
Red or Yellow." The most likely interpretation of thils message by

the warning point 1s that "it is not 2 military incident" or "this

is not enemy &action.”

(U) At 1746, after receiving this call from the New York S:tate
warning point, the Attack Werning Officer called the National Warning
Center, located in the NORAD COC. He was told that the NORAD
Controller had the same Iinformation about the blackout and that
NOFAD was checking on it. This informetion, and the absence of z
declared air defense emergency by NORAD, apparently led him to
conclude that "all is normal there." VAt 1748, he checked with each
of the state warning points in OCD Region One and reguested information

_on the extent of the power failure. On the basis of this check, he
concluded that "it appears that New York, Massachusetts, Rhode
Island, Connecticut, and parts of New Hampshire are blacked out due
to power failure." Shortly thereafter, the following special
announcement was made on NAWAS to the warning points in OCD Reglons
One and Two: '

The warning system is normal. Power fzilures are reported

throughout the ncortheast. Appropriate annocuncements will be
transmitted over this system should the situatlion warrant.

OCD Manual 4305.1, "OCD Warning Center Procedures for Operation of
e National Warning System."

ct
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(G) On the basis of this announcement, a2 number of staz%e and
local civil defense personnel apparently concluded that it had
officlally been determined that the power failure was not caused by
szbotage or enemy attack. In Massachusetts, fcr example, the
Messachusetts State Civil Defense Director announced at 1830 over
the Bcston and various other radlo statlions that:

The Massachusetts Civil Defense Agency was informed by

NAWAS within a minute after the blackout happened (sic) thsat

it wes due to a massive power fallure, and not from saboctage

or enemy attack. The rapidity by which NAWAS clarified the
situaticn is direct proof of the efficlency of the warring
system to respond in any type of disaster.

(U) While such announcements were being made public, however,
neither Warning Center THREE nor the other communications and
command and control centers could in fact verify the actuzl source
znd cause of the failure. At 1755, the Center checked with the
New York warning peoint te ask i1f they knew the cause: "They c¢id
not know." At 1815, after numerous intervening czlls <o and from
the NMCC, the OCD Operations Room, OCD Regicn One, and the PRI,

a systematic check éf-the NAWAS circuits was begun. Each stzte was
requested to call all warning points and report the status of the
tate circuits. That check, completed about 1830, revealed that in
New York there was no response from Rochester or from the Atemic
Energy Commission (AEC) and the General Services Administration (GSA)
warning points in New York City; Massachusetts reported two stations
that did not acknowledge, but did not name them; and New Hampshire
reported that Claremont did not respond. At 1827, the Center -
attempted to contact the Federzl Warning Center in Canada, but did
net get any response. ATE&T was notified of this failure and service
was finally restored at 1920. At 1847, the Reglon One warning
circuit became very noisy. Service was impaired, but transmissiocns
lwere readable over the ne¢ise., This was reported te the Toll Test
Room in Richmond and the circult was restored to normal at 1915.
By 1910, all warning points were completely operational except

EZC and GSA in New York City and Claremont, New Hampshire.

UNCLASSIFIED -



C - C
GRS

(C) The previous announcement thzt "the warning system is
rnormzl" caused a number of officizls to call Warning Center THREE
cen the assumption that that Center had infcormation on the cause and
source of the fallure. Atv 1820, for example, an FBI agent called to
request further data, and was told that 211 was normal only in the
sense that "the Warning System is cperating normal." That gualifica-
tion was added in all subsequent responses to inquiries, ang, by 2000,
czliers were being tocld that an "officizl reason is not avallable

in this office. Ve have a request in af the New York State werning

pcint to advise when the official reason is determined.”

(C) Even the qualified statement that "the Warning System is
operating normal," was scmewhat misleading. In fact, although it
was possible to reach 87 per cent of the warning pecints in the blacked
out area via the NAWAS system, it was impcssible to warn most of the
public in the affected area because over 985 per cent of the sirens
and cother public warning devices were dependent on commercilzl power.
Moreover, at that time there were no alternative plans to utilize

commercial radioc facilities for warning announcements,

OCD Netional Headguarters Operationslﬁoom (OCD-0R)

(C) The OCD National Headguarters has nc full-time operational
center. ‘Emergency information is handled during duty hocurs by =z
daytime Duty Orficer (0830-1700) and during non-duty hours, Sundays,
and hollidays by a weekiy Duty Officer. The OCD-OR comprises the
suite of offices occupied by the OCD Assistant Director for Plans
and Operations and his Deputy. These cofflices include connections
to the NAWAS circuits, AUTOVON volce circuilts, and a connectlon
to the NACOM 1 teletype equipment located in the OCD Mail Room,

(There is no NACOM 2 (radio) circuit in the Pentagon.)1

{C) On the night of the blackout, the CCD Assistant Director
for Plans, hils Deputy, and twc other members of the Dlrectorate

for Plans and Operations were still in thelr offices when, at about

Ynterview No. 44, 28 March 1968,

g3



C - C

1745, the OCD Emergency Irnfcrmation Cffice notified them of the

.
power failure.” At that time, they &activateé the Operations Rcom.

-y o —

The first action was to contact the Naticnal THREEZ Warning Center
{at about 1755). The Center indicated that the warning system was
normel and that each State warning point wzs operationzl, tut on
emergency pcower, except for Maine and New Jersey, whilch had
commercial power. Shortly thereafter, Naztionazl THREE wazs directed
Z0 contact the State warning points znd reguest them to mzke 2
special rell call ¢f the 97 warning points in the affected areas to
determine whether NAWAS was operationzl tc these warning points and
whether the warning polnts were operating on commerclzal or emergency

power., At about 1800, the Director of Plans and Operations calied

the NMCC and briefed the CCOC there on the information then avallable.

(U) Concurrent with the call to National THREE, a czll weas
placed to OCD Region One headguarters, but there was no answer.
A& long distance call was 1lnitiated to the Regional Director's home
at Leominster, Massachusetts. The long distance telephone circuits
into the northeast were swamped and 1t was necessary to assign
priority to the call. Operators along the line selized circults
and the connection was completed in about three minutes. The
Regional Director was instructed to activate the Regional Cperating
Center with a small cadre of personnel. Activation of the Reglion

One Center was begun at 1836.

(U) The OCD-OR did not maintain detezliled communication logs
during the course of the evening of 9 November, but, according
to a subsequent report, the following activities occurred:

Communications were maintained with the National Three
Warning Center and OCD Regicn One which, in turn, were in
contact with the elight State warning points, the 97 warning
points within States, and the State Civil Defense Emergency
Operating Centers. The Naticnal Warning Center at Colorado
Springs was requested to connect the Canadian Federal Warning
Center to the NAWAS control circuit; and this provided ancther
point of contact and information for the headguarters operation
room. Anocther source of information was the OCD Emergency
Information office. From these sources, the OCD cperations

Tnterview No. 45, 28 March 1968.
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room was able to determine the degree of State and local
emergency government organizational readiness and (1; that the
Nation was orn nermal readiness, (2) that the OCD National
Warning Center was operational, (3) that 91 of the 97

werning pcints had answered roll call, (4) that the warning
points in the affected area were on emergency power, (5) that
NACOM 1 vecice communications from Reglon One to its States was
cperational, (6) that NACOM 2 teletype from Region One to its
States was not in operation until the Region Cne emergency
cwer generators were actiivated at 6:50 p.m., (7) <hat all

zve EOC's in the zflected area had been activated, including
e State-arez and State-secter EOC's in New York, Ccnnecticut,
C
m

UNCLASSIFIED
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¥Yassachusetts, (8) that civil defense officials used
cmmercial broadcast statlions to advise and reassure the

eneral public, and (9) that civil defense officials and
uxiliasries assisted in many communities in traffic control

and evacuaticn of pecple from shelters. Additionally, the
orveraticons room was able to determine rapidly the general extent
¢f the power fzllure in the northeastern Stztes and southeastern
Cznada as well as the subsequent progress of power restcration.
Subseguently, it was determined that 51 commercizl rzdio stations
that had experienced power outage were aple to return to the

glr by using emergency generating eguipment furnishedé under
OCD's Broadcast Station Protection Program.

3

The OCD operations room immediately reported all significant
available information to (1) the Office of the Secretary of
the Army, (2) the Army Chief of Information, (3) the National
Militery Commanc Center, (4) the Office of Emergency Planning,
and (5) the Departiment of Interior, including the Defense
Electric¢ Power ALgency. Information was zlso avellable to the
wire, press, radic, and TV services &t thelr request through
the OCD Emergency Information office.l
(G) Tne OCD-OR phased out its operations at about 2100,

S Kovember, after learning from the National THREZIE Warning Center
and other sources that "normal service will soon be available--more
localities are getting power," and after determining that the
Region One Operating Center was functioning. Thereafter, the 0OCD
National Headguarters emergency information activities were handled
by the regular OCD Duty Officer, who continued to maintein

contact with the Nationzl THREE Warning Center zand with the

Region One Operating Center.2

lOffice of Civil Defense, Effectiveness of Emergency Government

Organizations and Systems during the Northeast Power Fallure of
Kovemper 9, 1905, No date {circa January 1966), Unclassified.

Interview No. 45, 28 March 1668, and National THREE Warning Center
communication logs.

2
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Fecfon Cne Headguarters

(G) Activation of Region One Headguerters at Harvard,
Wzsszchusetts, was begun at 1836, but the Operating Center initizlly
nad céifficulties in starting i1ts emergency generatofs. Communlicea=-
ticrs sgystems were checked using commerciegl telephone ani NAWAS,
wiich did nes reguire commercial power. fter the emergency genera-~
Tcrs were started, at 1850, the other communication circuits were
necked ané found to be operationzl. A4 seccnd roll call was taken
ol the warning points shertly thereafter. All points acknowledged

gxcect one in New Hampshire and twe in New York City. Thereafzter,

(e
vy

zccording te & subsequent report:

tatus of State EOC activation was cdetermined. All states
reported that: (1) there was & well controlled situation with
emergency brocadcast information providing reassurance to the
public, (2) civil defense personnel were assisting pclice in
many cities, (3) the State c¢f PRhode Island declzred a state of
emergency, and (4) civil defense units at State and local levels
were organized ané ready. The informaticn was reported te the
OCD coperations room in the Pentagon.l

OCD Essessments of the Power Fzilure

(FOUO) Following the blackout, the Director of Civil Defense

eppointed a special committee to review OCD performance during the

~

event, and the following informaticn 1s excerpted from the reportd

cf that group:

Problem: A basic guestion exists as to what the Office
of Civil Defense should be doing during non-civil defense
emergencies. The answer to this guestion, in turn, determines
the data, 1f any,; the OCD should collect and possibly relay
©0o higher zand lower government authcrities., The answer also
would determine what information shcould be disseminated to
the public by OCD. '

Discussion: Whenever & situation occurs which 1is outside
the realm of OCD's dzily exlistence, the OCD receives information

1Office of Civil Defense, Effectiveness of Emergency Government

Organizations . . .", op. cit.

[ LY

2Memorandum from Directorate for Policy and Programs, Directorate
for Plans and Operations, and Directorate for Emergency Operations
to Director of Civil Defense, Subj: "Information Flow for Non-
Civil Defense Emergencies," 19 November 1955. FOR OFFICIAL USE ONLY,

pYS)
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m the Regions and Warning Points and recuests for
crmaltlion Ifrom other sources. As for the cuality of the
g2 coliected end/cr disseminated, 1t appears there is
n to be desired., Not because the datz doesn't exiss,
due t¢ the fact there is no procecdurel base on which
vie can collate, analyze, ané evzluate dztz coming in. Irn
ad¢dition there is no coordination process within the Dol
structure of which OCD 1is an zctive participant.

=]
L2
-
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~
~
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Perhaps the most serious shortcoming ¢f the current situation
concerning the various non-civil defense emergency situations
that arise 1s the lack of defined and azgreed COCD resopcnsibility.
We become invelved not because someone has said, "This is your

- -—-

Job, do 1it," tut because there is no clezr delineztlon cf
operaticnal responsibility at the Federzl level, znd CCD hzs

an inherent operationzl capability. tate and local ¢fficlals
tené to lock to OCD when these situaticns erise becesuse, nis-
toricelly, the Federal Civil Defense crganization once also
had naturel diszster responsibllities and, civil cefernse
communicaticnrs capabilities zre avalilzble to them. Lisc, civil
defense has selized every oppertunity to utilize non-Cr emer-
gency situations to create a fzvorable public image or public
information pilcture.

L ¢

)}

Tnhe tendency to use these non-civil defense emergency
situzstions for creating a favorable image is sometimes mis-
leading. . . One cese in point. During the power fzlliure,
we reported that NAWAS was intact ané operetional. Aryone not
intimately familiar with the warning system would assume from
this that the status of civil defense warning weas gooé. The
information we omitted could be mislezding. We did not recort
that nearly &ll sirens operate con commercizl power and they
could not be sounded. We also failed to repcrt that the AP
and UPI circuits, printers, eftc., in the blacked out area
were incperszble for varying periods of time. Washington UFI
reports that almost 211 of its wire service printers in the
affected erea were out for & while. The 2billity to activate
ZBS was degraded; however, the EBS Plan provides zlternate
means to activate the syvstem. Hence, the accuracy of the data
reported by OCD to varicus sources could be misinterpreted by
omission of some cf the facts.

21
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In order for the OCD to meet ifs responsib
ol obvlious

zssigned by Federzal law and Executive Order,
that the primary CD systems, e.g.,

b
it
4
18

Warning (NAWAS control circuit),
Shelters,
NACOM I and II,
tockpiles (Engineering, Medical, Shelter supplies),
RADEF,
EOC's (Region and State),

OV o O -

have to be capable of coperations at all times. They, therefore,
must be tested in the event of a non-civil defense emergency
and the results, as they affect the general public, provided

to SechArmy, SecDef, and the President, particularliy if this
capability has been seriously degraded. This Is particularly
true in emergencies other than natural disaster. Sabotage

of power, communications, transportation ané other systems can
be easily accomplished, and might bte 2 precurser c¢f a nuclear
ettack on this country.
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The power Zailure zlso poses znother series c¢f guestions
€.2., wnether Stete and local governments znd/or the general
suzlic shou be Informed that the emerzency is not »relazted
To 2 mi¢Auarv a:tack whe or whetv agency should make this
determination, and how and when the infcrmation sheoulild be
Clssemineted...

CORCLUSZICON: The cepebility for OCT to apply such an
nformaticn svstem now exists. NAWAS, RACOM I and KRECOM II
crovide tne necessary links Wnat 1s now lacking zre the
cosriéinated procedures betwenn OCD &ni other elements of tThe
Lrmy end DoD end the assignment of respensitility. FRespeon-
gibility for including CD date must be assigned tc toth the
NFMCC and the AWR. Inclusion of pertinent civil defense statu
must be presented tc users (SecDef, President) by The NMCC.
£8 it now stands, the NMCC is :‘iuarily concerned witn status

f military forces. In fact, verbatim log records of OCD
inputs t¢ the NWMLC were not even Kept in the most recent
incicgent. It Is doubtful under these cecncitions thet 0C2
informaticn pzssed to the NMCC went any place. The RKMCC,
in effect, became 2z dead end.

LS

ith respect to other OCD responsitcilities during norn-
civil defense emergencies, it would appear thet OCD could and
should funetion as an information gaunev¢ﬂ mechanism for
obtaining situation reports from State end local levels c¢f
government, utilizing NAWAS and NACOM facilities. This ;nform

ticn should be provided to the OEP or cother Federal zgenciles
&s approvriate to thelir responsitilities in non~-¢civil defznse
emergencies but also should be used to znswer Congressionzl

inguiries that zre received.

NAWAS and NACOM communications faclillitlies zlso could be
used, if desired, to provide information to State znd locel
governments about the nature of the emergency, €.g., that
it i net releted to a nuclilesar attack. Lewever, the other
decisions concerning this protlem are beyond the purview
cf OCD zlithcuzh the Committee feels that they must be
taken into consideration in setting up future procequres.

QOCD PUELIC INFORMATION ASPECTS: n
of emergency, OCD can expect to receive
meciz representatives concerning its op2 ional capebilities
and whether these nave been affected. T e guestions shculd
be answered factuzlly as authorized by the Director cf Civil
Defense or his representative, or by higher authority. These
gre the only oueshicnt to which 0OCD Dub._h Informzticn personne
should address themselives. All other guestions, exgent those
Gealing wilh matters for which OCD has 2 direct operaticnal
responsibility, should be referred either to the Department of
Defense news room or to tne Office ¢f Emergency Planning,
depending upon the nature of the inguiry.-

event cf any kind
tions from news

e

lIbid. To the author's knowledge, this candéid zssessment by OCD

presents the only case in which 2 responsible agency involved
in the power fzilure sponsored an officiel, systematic, critical
review of its own operations and their implications for future
crganization and procedures. As such, it represents a commendable
effort to derive valuable lessons and guldelines from the experienc
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(U) ©On the basis ¢f the preceding zssessment and similar
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ive critiques, COCD developed a number cf general con-
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“I
e
ry
'
[
fr
4

¢65, these conclusions znd actions were as fcllows:

QCL (Qrerztions Room

1. Conclusions: The capetilify of OCD to collect emergency
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emergency period OCD 4id net recelve any requescts for informatisn
frem any element of the Federal Government. The Emergency Measures
Organization cof Canada reported a similar situation. Furcther, all
requests to State and locel governments for informaticn were self

zenerated by OCD.

2. Acticns Taken: OCD is studying proper channels and pro-

cedures to ise approprizte Federal agencies: (a2) of OCD's

s

communications sysvems and organizztionzl rezdiness tc obtain and

b

lons,

ct
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on under pe cetime disaster situe

\
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(t) that OCD activat

11]

s i

s Operations Koom upon the occurrence ¢f

m

disasters of significance, and (c¢) that Federzl agencies should
indicete their peint of emergency contact during regular and non-
regular hours to receive reports from the OCD Operations Room.

Netional Warning System

Coneclusions

1. The NAWAS communications system 1s relizble during
pericds of powér failure, but the ability to transmit warning to the
public is almost entirely dependent on commercial power. Siren
systems reguire commercial power almeost without exception. Although
some commercizal broadcast capablility was retzined, there were no
2lternative plans to use these facilities for warning announcements.

2. OCD should continue to suppert and encourzge the develop-

ent upon

£

ment of outdoor warning systems, even though these are depen
commercial power, because likelihood of power aveilabillty on a

Nztional basis in the event of a surprise atteck is rezscnably high.

UNCLASSIFIED | 9g
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That OCD give priority emphasis to current work with FCC
fer (2) develcring hcme racio aierting devices znd the necessary
suppertling systems and (o) developing procedures for transmitting
&TTEecK wWerning over commercial raiic troadcast stations.

=, Thet gll cecrmercially-powered equizment associated with

:’r:
i
n
[ &)
[11]
i
()]
s
-4
m
0O
[£)]
0.
o
i
[}
‘ bl
[4+]
‘g
o
O
3
1Y)
O
|-t
s
0
[
'.l-
ct

powered egulpment cr

€. O0OCD rnes the following cptions feor irnstructions Tc the

warning centers In responding to gQuestions concerning possitle eneny

g. Continue the present grocedure to respond only that
the system is normzl. This will be Interprested to mean "No enemy
action." This might be misleacing as an incident could be the
result of covert enemy acticons, but unxXnown or not releszseable

to the public.

3
ot

18€

»

. Give 2 positive respo hat there has, ¢r has not,
ceen enenmy action. This would dercendé upcen receipt of positive
irnformaticn from some source outside of 00D and, therefore, is

currently impossible.

¢
o]

¢c. FReport that OCD hes no informaticon. Because of 0CD's

lity and the public assumpiion that we must hzve

(S

warning responsib
full information to meet that responsibility, this response would

be interpreted &s unwillingness to share information or inability

to carry ocut our warning mission. Eilther interpretation could result
in adverse c¢riticism of OCD and the entire Federzl Government,

G. Refer the inguiry to NORAD Combat Operations Center or
to NMCC. While this would reduce or transfer criticism, 1t probably
would not produce a better answef.

6. The basic problem is that there 1s apparently no procedure
or plan in the Federal establishment to issue public information
concerning actuzl or potentizl enemy action short of actuzal zir
attack on the Nation. Increased readiness zt DEFCON 2 (and DEFCON
3 when so directed by higher headguarters) is to be reported to the

.

Governors but no public dissemination 1s prescribed.

-
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Aecicons Teaken '

1., By letter cated 15 November 1065, OCD advised “he Pederal

1f

o)

e e

Power Comrnission that "While t erzl Gevernment has the cap-

ity to communicate essentizl emergency information te the public
tnrough Government channels, it has not crganized itself te provide
sucn communications to the public during naturzl or man-made disasters,

ghort of nuclear attack. A qguestion could be raised as tz whether

the Federal Govermment should study the desirability c¢f p
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tris function. Procedures in OCD Manual 4305.1, "OCD Warning

Center Procedures for Operaztion of the National Warning Sys<em,"

gated January 1963, crovide a reply to inguiries which is subject <o
the interpretation that the occurrence has not been caused by enemy

gctions. There is nc procedure for warning center officers to be
given information from cther sources to answer such inguiries, other
then on the basis of Defense Readiness Conditicns declzred by NORAD,
which they c¢an check. Also, there is no known place in the Federszal
Government except the OCD Warning Centers where State znd local
governments can obtain such infecrmation. Since the OCD Warning
Centers are responsible [for dissemineting "LTTACK WARNING," conversely

they have been put in a position to indicate when a situation 1s

not an "ATTACK WARNING". The OCD becomes involved in non-civil

defense type disasters regardless cf whether or not it has & natural

+

ciszzster responsibility. The nature of the Netiongl Warning

T

=y
o

fact that Stzte and

System, the Emergency Broadcast System, and ¢!
locel civil defense directors have beth enemy and naturasl disazster
responsibilities automatically involves OCD. The OCD i1s, therefore,
judged on its actiens and effect;veness of its programs no matter
what the cause of z disaster may be.

(U) OCD also developed similar conclusions and recommenaations
pertaining to Emergency Information, to Region One Headguarters, and

to Stzte and loceal Civil Defense elements.1

1

For further information on these, see OCD, Effectiveness of Emercency
"Government Organizations and Svstems during the Northezst Power
Fzilure of November G, 1965, No Date (Circa Januzsry 1965), UNCLASSIFIEL
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A
}83 OEPEﬁPiElfirst knowledsé of the power faillure came at 1753,
' 39 minutes after the first indication of failure occurred at 1716.
At 1755, the Director. of OEP Regien 1 (Harvard, Mass.) teléphoned the
[EP Chieilto advise that "there was a power blackout in the Northeast.
In response, the[@hieé]telephoned the NMCC 2t 1803, and they "con- '

firmed the vower blackout." 'In quick succession, the following
T 5

i Interview No. 15, 20 January 1966.
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cemmunic

1814
1825
1826

1830

1832
1633

1834

1838
1840
1841
1848

1849

(S)

C - C

ticns took rlace:

- CZ7 Derzuty Director called seeking informaticn. He
sugzested calling Consolidated Edison in lNew York.

- Ccntacted Consolidated Edison. Ziackout confirmed.
Czuse unknown.

- Czlied Deputy Director. Suggested advisablility cf
cdeclering an ABLE alert.

- OEP Director of Information celled zand expresses &
édesire to eannounce that there was no military alert.
Diseagreed, &s no infcrmation on militery status was
available.

- Guard czlled Duty Officer and informed him tnat the
Bomb Alzrm alert signal hed been activated.

~ Chief called conference of key site personnel

~ Washingten Switch queried Duty Officer asking
wherezbouts c¢f Department of Interior Duty Cfficer.
Suggested calling his home.

- Wzlter Cronkite TV news prcgram reported that the key
to the blackcut was believed to be in the Buffzlo-
Niagare ares,.

i
>

ttempted to call CEP Deputy Director - line busy.

tempted to call OLP EZmergency Operations Director --
ne bL v.

H ct

2lled Duty Officer to fill him in with events up te
hat time.

4
1
C
<
- QEP Security 0Office celled seeking information.

-~ QEP Director cof Informetion called seeking information.

- Another OEP staff member called seeking informaticn.

- Called Director of OEP, advising him there was no firm
information up to this time., Suggested to him that &
Condition ABLE should be declarec. He directed that
this be dcne at once,

- Condition ABLE announced.

Aside from OCD--which activated its Operations Room and

Fegion One Emergency Operating Centér--OEPTHP was the only other

national-level command and control center that went on full alert

during the course of the power fazilure. Asked to explalin the basis

for this decision, the Chief of the Speclal Facliities Plvision,

responded:

p—+
(o]
(S ]
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We zlways suspect the worst. We had probed arcund.for
2 gooé hglf-necur end could not pinpoint the trouble. We
couldn't find ocut i it was sabotage or what. Sc we got guite
concerned. We contacted CON ED Iin New Yerk and got very vague
infermation from them. s A = : SRR -

.....

(S) One of OEF-EF's own systems--the Bomb Alerm conscle--might

have been used as the first source of information about the power
fzilure, but it zpparently was not. ALlthough the outage in theat
system initially occurred at 1718, it was not until 1814, nearly an
hour later, that the outage was called to the attention of the OEF-ZP
Duty Officer. The information c¢ccnveyed by the Bemb Alarm console at.
that time was hardly encouraging. In addition to yellow lights at

22 of the 99 target locations, it showed-red fer Salt Lake City, Utzah,

and Charlotte, North Cerolina. According zo EP spokesmen:

We tried to make scmething ocut of the Bomb Llarm System;
put it didn't give us any information. One loop cut of each
of the three was out. The one loop centered on A4Albany exrlained
the Northeast indicetlons; put it wes unnaiurzl to have one
from Salt Lake City and Charlotte.?@ :

The uncertainty over these two reds, together with the inability

to pin down a2 cause of the power-failure, apparently contributed

to the decision to recommend tHat OEB-HP géjon the alert. It was not
learned until several days after thé éower failure that the two reds
were false indicatlions caused by 2 peculiarity in the circuitry of

-

the particular Bomb Alarm console located at .HP.

lIbid.

21pigd,
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(S8} Ancther paradox in notificatisn derived from the co-locztion

cf the OCD Natlonal THREEZ Warning Center in the EP facility. Despite

™
=
3

Yy

the fact that the Warning Center hz ormegticn about the power
Tzilure at 1745, OEP-HP did not learn cof the event until 10 =minutes

ilgter -- and then only through its own communications channsls te

(8) Tollowing the declaration of the AZLE zler:i, 0Z®-:?
activated its Command Post (at 15655), and from that poin:i or until
50, when the AELE zlert was terminated, continuocus effcoris were

made to determine the cause and source cf the failure. Pursuing

the initiel lead that the failure appeared to stem from the Niagera-

ln
'*'b

)

uffzlo area, the OZP Director of Information, zt 1856, tried <o

3
m

< the Army Supply Center at Niagara Fzlls Municipal Airpert,

ct

c

[¢]

C

-

but was unable to get through at that time. At 2028, the Alterrate
Defense Coordinator for the FBI called znd "wznied any information
we may have.'" The Chiefl of OEP-HP &t that time requestad the ©:
Ccordinator tc "tzlk to some of the FREI aéents in the Buffzlo arez
and see 1f they can be of help in giving us irnformation." The

Coordinater "said that he would and would cell beck,"

(S) At 2030, the Chief Electrical Engineer, Consolidated
Ediscon Company In New York Clty was contacted:

He zdvised that they are trying to get the power back to
21l seciions of the cities as soon as possible. The power is
back on at their main station. All of Staten-Island has power
and & smzll piece of Brooklyn. The fault was on the Nizgarz
grid system where something was pullecd down. Hope tc have it
2ll back %y morning, but can make no definite answer. He
stated that he is at their mein office downtown and has no
idea of the status in other parts of the State. Also does
not know the condition in other States in the Northeast.
Suggestecd that this information be obtazlned from the
individual power companies.l

At 2040, this infeormation and the previous request made to the FEI
Cocrdinztor were relayed to the 0P Deputy Director, who, in turn,
said he thought that "they (the FBI) should try to have their agents

check on ary information available."

—

‘! v - -
“Office of Zmergency Plarning, "Log of Zmergency Activities,
November 9, 19€£5," SECRET, Tab A.
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(S) Acccrding to OEF-EP spokesmen, “he response of the F3I to

reguests for Informaticn was incrdinately slow and inadeguaze.

Coordinator te check with agents in the Buffale area—-CIS-IT goiil
nec not recelved any respense. At that Time, the Chiel zzzin zalled

T

Coorcinator called the OEP-HP Chief to repors
ust gotten 1n toucn with the Superviscr in Zuffzlc but they have not
iearned what the official has found out." In the meanwhile, the
Coordinater sald that he had asked the FEI Duty Officer to "czll

vyou as soon as he hears anything," and "if you leazrn anything that

you think the FBI should be made aware of, call us." One hour lzter--
at 2335--the FBI Duty Officer still had nct czlled OZIP-EP, Agein,

1led the FBI and was told by the Duty Officer that

m

the HP Chief ¢
"we have talked to ocur official ir 3uffelo and anything that we have
¢ report will be reported directly tc the Ltfiorney Generzl." That

conversation apparently ended Q0ZP-HP's attempts to secure additions

lll
s
I“I

information from the

(S) OEP-HP had similar difficulties in obtaining informatiocn
from the private power companies. Sometime during the period between
1830 and 1845, the OEP Region One Director talked to the Vice
President of the Eoston Edison Company in charge of transmission lines

d was told that the trouble was located in an electrical facility te

5

egnd one-half miles below Nliagara Falls. Unfortunately, when OEP

-

tried again at 2140 to contact the Boston Zdiscn Vice President in oré

o obtain more detailed information, "he was bound, gaggeé, znd thrown

ol

into 2 manhole; he simply disappeared--1.e., the company lawyer had

\
got to him and wouldn't let him give out any information."~ Instead,

)

“Interview No. &, 21 December 1065.

[
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the Director of rublic Relatlions for Zcston EZdison conveved to OEP

the fecllowing information:

Large areas of the city are back cn (estimztes 30%).
The rest zre coming back on clrecuit by cirecult. Zstimaies
trhat all will be con within two hours. Heard on the radi
that Western Nassachusetus has power c¢n. boston has three
mzjor generating stations. Boston L1s tied together with
New ¥Ycry Ty & grid system, and &z power failure there would
affect the Boston area. Feels sure that the power failure
was nct in the Boston system, but occurred elsewhere, <

(8} In the absence of any positive infeormatiocn as to the cause

ci the Tailure, OEP--like 0OCD--was confronted with th

L]
Lo
3
O
2
[
1]
H
O
Yy

what information to release to the mass mediez of communication. 4t
about 1810, the Bureau Chief of the Hears: newspapers in Washington
called the OEP Office of Information and asked if there was an alerst.
According to the spokesman who was contacted:

I asked myself if we dared fo put out information that
there was no alert. I made a two-second, high-level decision to
say nothing abtout a military alert., If I had said thers was no
alert, it would take 10-15 minutes for that information to
go through the communication network--and vy that time there
might have been zn zlert; and you would have a2 hard time
refuting the previous infermation. Instead, I tried to
demonstrate that the situation was one of ncormaley. I implied
that things were under control.

This was a rezl problem, because there was no way of
really knowing what the cause o’ the power ocutage was. We still
don't knew for sure thatv the c*rCL T treaker was not put out of
acticon by some hostile act. It cqulc have been done with one
rifle shot &at the power facility.

.(S) Despite the absence of pesitive information on source and
cause of the failure, the OEP-HP officials grzduzlly developed a
consensual judgment that the prébable cause was an interpal brezkdown
in the system, razther than sabotage. This judgment was based on
the lack of evidence of physical destruction to power equipment, on
the fact that electricity was being restored in many zreas, and
on the fact that there was no fcllow-up enemy action:

We did not have any definitive informztion on the cause
that night, but a number of things seemed to confi“m that

it was an internal breakdown in the system, rather than sabotage.

Our information indicated that thers was no lﬂnes dewn and no
equipment destroyed. The electricity in Boston czme back on at

"lLog of Emergency Activities, November 9, 1965," op. cit., Tab 5.

2Interview No. ¢, 21 December 1965.
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9:0? g.m. If there was goine to be kcco»age, some follow-up

action would take plazce; but nothing heppened. So ty 22:00 D.T.

or so, 1t seemed safe to assume that it was a2 power fzilure due

to an internazl treakdown.l

(8) &%t 2328, the OEP Deputy Director of CEP zave permission to
terminave the ASLE alert, and the extra-duty employvees were released

beginnin glat 2330. At 0032, 10 November, the Director cof Region One
celled to zdvlise that his staff was leaving for home. He zlso
gavised that he had been informed that thes cause of the p::er'failure
wes "a series of brezks; the power comcany says the cause is noi easy
te pinpoint." Therezftier, throughout the remezinder of the night
=37 continued to collect Informetion on the power restorztion, and
to report thls information to OEP officials and the NMCC. As late

zs 0600, 10 November, however, OEP—Hé was continuing to rely heavily
on press reports and the mass mediz coverage ¢f the event. At fhat
time, the NMCC called To obtain informeation on the percentiazge of
power restored In the affected areas--information to be used in the
Chairman, JCS, briefing scheduled for 0730. EP responded by quoting

Iy

" data contained in two recent UPI press dispatches, data thet

d

presumably was slready avellable in the NMCC., Agesin, at 0735,

the NMCC called for late information on percencage of resioration

o

t¢c be included in a report for the SecDef. OEF-HFP suggested that

the NMCC watch the "Today" show on TV for "on the scene" reports.

OF? Assessments of the Power Fallure
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ccllect relizble e power failur

I think that the thing that impressed us most was the
inability to get information cn this particular incident.
All we got was negative information. Ve were unable to
isclate the cause. In general, this does not augur well for
2 real emergency--even with a2 good communications system.

(S) OEP-HP is limited in 1ts ability to interpret the national

security significance of such events as power fallures and other

domestic crises because 1t is not routinely informed on foreign
i- '
In
2

erview No. 15, 20 January 1966.
Ibid
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Intelligence matters, on FEI data bearing on interral securisy, or
¢ critizel netlicnel decisions:
Cre of our rroblems 1s that RIGE PCINT is net linred ug

with the Iinvellligence community, Communicaticns g0 from CIi

Tz the Fock (LKMCC), to the I whiek we are not awere of,

We zre precrared for intellligence Interchange, tut we den't ges

“rhig informzticn as 2 matter ¢f routine. WwWe zre not Iinformed

cr. & rcocutine tasis cf critical natlionel Zecisizns. The Tirector

¢ CZF astends the Hational Security Cou*cil meevings zni

cesges ¢n the Informeation that he receivess tThere, DUt even

e 1g exeluied from scme of the criticsl descisions.?

(S) It was Telieved that the declarstion of an EZLT glert hed
Szern aprropriste under the circumstances and that 1Ts use under Thess
crnditions grovided a2 useful test of how OZP-EF personnel wioull
respeond under non-gxercise conditions:

I don't think we would do anything differently. We felt

we did everything we could c¢o under the circumstances. We

were particulerly plezsed with the response ¢f our employeess

to the zlert. We hed had an exercise z couple of weeks belore-

nand; so the employees knew i1t was not an exercise. We kncw thas

they will come under exerclse conditions, but we nave clften

speculated i our peorle would ccme under emergency conditions.

This event provided &z useful test., It was an excellent perfcrmance

ang we made & point of letting ocur people know that we felt that

way. ¢

{(8) The event indicated a number of deficisnclies in QZF-EP
reporiing procedures, and especilzlily a delay in informing the
Director OEP and other high-level officials. As & conseguence, CEP-ZP
was given an additionel mission--tc report directly to the CZP
Director on any "sigificant incicdsnit that the President might bs
interested in." (In the case of the §-10 November power fallure,
the President telephoned the Director of OEP before the latter had
vnoviedge of the event.) This "significant incident reporting systex”

nad been formlized in the form of written procedures.

(s)

The powver

fziiure indics

ted the need for

improved inter-

~communication between the NMCC and OEP-KEP:
People in the NMCC often do not seem to reallze that

EIGH POINT offers a useful source of informstion on varlous
subjects. Tor example, we do gst involved in natural disasiers.
We become the transmittzl station, covering for the OZP Disaster
kssistance Division.

T .

514,
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Subsecuently, in

C

There is a weakness in our present relationships. In zhe
we had falrly close perscnal relationships with severszl

past,

peccle there; but these have declined. The basis cf our
reiationship has been mainly perscnal. VWe have hacd few formel
errangements, glthough the personal contacts may have grown intc
something Tormal. From our peoint ¢f view, relationships could
be better; we weould prefer te¢ have something more Iormal. Whether
we are contacted cor not seems to depend crimerily ¢n the
perticular duty officer whe 1s thers zt the time. I will say,
however, that about a montn after the blackcut, we got a2 rcutine
cell from one of the NMCC Duty Generals. Thet 1= the first
time that hes happened in a long time.

in the past, when the NMCC had & new turnover of personn=i,
they had an arrangement for the shiff team to come tc FIGH
PUINT for & briefing. That hasn't haprened here in 2 long tims.
Until Three yezrs ago, the NMCC shiftis came cut as a team and
we established personal relationships with a numbsr cf them. 1

l‘J

ebruary 1966, the CEP-EP Chief and the NMCS Division

Cniel worked out a new set of understandings and procedures regulating

the interactions between the NMCC and QIGE POINT. Among other changes,

.the new arrangement specified that the KHP Duty Officer on each shift

to conduct a routine check with the NMCC, The NMCS Division Chief

nad zlso been informed of the critical incident reporting procedures

tuted by OEZP-HP.

(C) On a more general level, the Acting Director of OEP reported

the following actions theat hacd been taken by his agency as & result cf

the power failure:

1. Our national office is working with the Federal FPower
Commission and the Defense Electric Power Administration in - —
developing an informztion gethering system in cooperation wivt
the electric utility industry for repcrts to the President
through CEP andé to various levels of government in the early
stages of disasters on such occurrences as the Northeast power
fzilure. The repcrts willl cover the cause of the trouble, the
extent of the disaster, restoration schedules and problems, and
possitble Government actions. These reperts shouléd provide
essentlal facts and ccnclusions of valuable assistance to us
in refining and improving our emergency planning with the
electric power industry. When the plan has been perfected with
respect to power, it 1s planned to extend the technlqgues to
cover transportation, communications, and other essentlal
resource- areas.

2. OEP has requested the Departments cof Commerce, Interior,
and Agriculture to conduct a survey among leading Iindustrial
concerns in thelr particular resource jurisdictions to determine
the effect of blackout on cperations. This survey willl include
such industries as electrical eguipment, petrcleum, chemicals,
and food processors.

§
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3. ©OEP, 2s a result ol thls experience, nzs Ilmproved its

2billify to respond to this type of significant incident by
installing strategically placed telephones; an zutomatic staff
reporting system; and establlshing closer working relationships
with other zgencies, including D¢D, in connecticn with reporting
such instances, and in lessening thelr Iimpact by rtroducing

guick, accurate information to local zuthorities znd to the
public, The power fzilure also emphasizes the need for
emergency generators in all essentiai fzecllities, inciuding
hespitels. In addition, it seeks to highlight the need, in power
pools such as CANUSELl for a central organization to serve as a _
sourcée of information and conteact whenever éifficulties develcop.©

l"CANUSE" refers to the "Canada-U.S. Eastern" interconnection--the
power grid system primarily affected by the 9-10 Nov 65 power failure.

2:‘ghty~Ninth Congress, Hearings before the Special Subcommittee to

ol

Investigate Power Fagilures..., op._cit., p. T7.
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V. SUMMARY OZSERVATIOKS

{(S) The Northezst power failure of §-10 November 19%Z demon-
strated that:there are physical vulnerabliliities in the commercizal
cower system that have serious implications for U.S. commznsi and
centrol cperations and defensive capabilities. That event zliso

revealed various orgenizational and procedurszl problems theat are of

(4]
M

petentigl significance for future efforts to improve U.S. czgabilicies
T0 Cetect, interpret, and communicate information about domestic
threats and dangers that may have relevance for national security and

U.S. military capabllities.

L. PEYSICAL VULNERABILITIES

(S} The Ncrtheast power fazilure and other similar large-sczle

power cutages have demonstrated that the U.S. commercizl power grid

.

system is physically vulnerable to massive internal breakdowns.

Llthough corrective actions were taken after the Northeast power

L]

rzilure o strengthen the power grid system and thereby reduce the

probability that similzr cascading effects will occur, over 20 major
s J

[

feilures-=-affecting nearly every section of the United States--have
occurrgd since the time of the Northeast failure. Severzi of these

bsequent failures have affected large areas of the country and
auseé electrical outages of severzl hours. 0On 5 June 19€7, for
example, a failure covering eastern Pennsylvania, New Jersey, and the
Delaware-Maryland peninsula affected 13 million pecple and lasted for
periods ranging from a few minutes up to 10 hours.l

(S) The analyses conducted as a result of the Northeast power

failure also suggest that to an unknown degree the system is vulner-

able to sabotage. The potential fcr effective sabotage has noct, te

1 -

“For zdditional detalls on this event and other major outages, see
Federal Power Commission, Preventlon of Power Fzilures, A Report to
the President by the FPU (Washington: U.S. Gevernment Printing Office,

July 1967), Vol. I, pp. 21-27 :

!
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bzckup power for some

een remedied has not been evaluated in the present study.

o

(8) There is currently little systemztic knowledze c ths
elfect of an extended or prolonged power cutage on cemmand and control

ené defensive capabilities. 2Present plans and protective nmesasures are

recicated on the duzl zassumptions (&) that commercizl power fzilures

e

will be of comparatively short duratiorn (e.g., less than 7Z ncurs),
znd (b) that only highly criticzl systems and facilities (commznd zné
control centers, radar installations, communications, hospitzls, ete.}

o

need tc be covered by backup power. Much of the backup power Jor

criticel instellations is not designed for relieble, sustazined opera-
tions cover relatively long periocés o¢f time. Thus, for example, the

bettery pack backup provided by AT&T on severzl SAC Primary &Llsrnt
System lines began to fail within & few hours after the power fzilure.
Similarly, many of the zuxiliary generaters presently utilized at

various military instzllations are not designed for sustained,
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relizble operaztion for more than z few days. Mcreover--as
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few highly protected installaticns, such a&s the NORAD Combet O

U
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Center, the ANMCC, and OEP-HIGE POINT, which could be totally s
sufficient for periods of approximately 30 days or more--many cf the
supportive functions at military installatiocns and bases are not
covered by backup power. The absence of light and power in such
facilities as stcrerooms, repzair shops, hangars, barracks, mess halls,
fuel storage facilities, ete., might guickly lead to & progressive
degradation in the overall system, so that even the vital functions

could no longer be performed effectively.
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ORCGANIZATIONAL AND PROCEDURAL DEFICIZKCIES

t

Scecific Observations

(S) The detection of the power fzilure and the :traznsmittal
of information about 1ts occurrence to the various commanéd znd control

ature, As shown

o

centers tended to be both slow and unsystematic in
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ir Tatle 1, ‘besed on the time of the init electrical outzge at

1716, 9 November, the first knowledge of
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feillure in the different
centers reanged from five minutes for the Air Ferce Command Fost to LG

minutes Ier the Nationel Indicztions Center. ZIxcept for ths AFCP,

ct

the NMCC, and the NORAD-COC, the elzrsed time between initizl occeur-

he fzilure was over 25 minutes for all

ct
144

rence and first knowledge of

centers.

Table 1. (S) TIME OF FIRST XNOWLEDGE OF POWER FAILURE
AND ELAPSED TIME BETWEEN INITIAL OCCURRENCE
OF OUTAGE AND FIRST HNOWLZDGE FOR VARIOQOUS
COMMARD AND CORTROL CENTERS (U)

Center Time of First EZlzpsed Time between
¥nowledge (EST) Iritial Outzzge (1716)
(==

and First Knowledge(Min.)

NMCC 1729 13
NIC 1805 49

CLL'A'.(‘CC\

.
.’ <L
R

e OCD—Oﬁl 17u5 . ey v TP L ég
US&\ OEP-HP 1755 29
FAL~-CCC 1750 34
SDOC 1750 3k
NORAD-COC 1735 ’ 19
NWC 1750 34
NWC-Three 1745 29
ADCP ‘ 1743 27
AFCP 1721 5
AOC 1800 . u4
NFP 1800 4y
(S) The notification of zppropriate civil znd military command
zuthborities was similarly slow and unsystematlc in nature. The
dewied
N3C
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The SecDefl appzarenily lezrned about the fzilure
througk his own DoD sources shortly before 1800, but the Direcston,
5-3, was net cfficizlly notified until 2000 hours--nearly <wo hzurs
and 45 minutes af<er the initizl outage andéd twe and one-nzl® hours
zfter the NMIC first learned of ‘the failure. Similarly, the J-3
Deputy Director for NMCS was not officlzlly nctified until 185C--over

one hour zand 20 minutes after the NMCC first learned of the fzilure.

(£) The implications of the power fzilure for national

o

security were not grasped guickly by many cf the centers ani, as
consecguence, investigation ¢f the cause, source, scope, ané effects
of the event was delayed. Approximately 30 minutes elapsed befsre
the NMCC began an investigation of the overall effects of the power
failure on military capabilitiés. Most cf the centers, in fact, nad
inadeguate knowledge of ﬁhe scope and effects cf the power outage

until the teletype press steories znd mass mediz of communication

began reporting fully on the event in the pericd after 1800.

(S) Many of the centers relied too hezvily on the press
service, TV, &ndé radio coverage ol the event and, correspondingly,

feiled to utiiize their own primery information sources to full

-

advantage. Despite the fact that moét of the centers have elaberate
gand sophisticated communication facilities, these facilitles, in

- many instances, were not quickly and zdequately used tc¢ canvass
sources of infermation that were readily zvailable through the normal,
established channels. Several of the centers, including OEP-EP and
the FAA-CCC, have elaborate teleconferencing capabilities, but these
systems were not used even within the organizational confines cf a

particular agency, much less as & technique for gquickly sharing

information among different agencies.

(S) Similarly, the power fzilure demonstrated that existing

monitoring a2nd detection systems were not adequatvely utilized as

A
[

dizgnostic tools for assessing the scope and cazuses of the fzilure,
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The Bomb Alarm Communicater's Display console, for example, could
have guickly provided a rough cdelineation of the area affected by the
power failure, but in zt least three different centers, the fact that

the system showed yellow indications throughcut the Northeast was not

communicated to the appropriate officials until nezrly an hour or more
after the outage occurred. Additional useful diagnostic datz coulgd

have been obtained from the DCA Commurications Centers, loczted both

in the Washington area and at the KORAD Cheyenne Mountain facility,

cut there 1s no evidence to indicate that dazta from these sources

Y

tecnhnicezl) assessment of the power failure.

rere adeguatvely utilized in the overall substantive (as oppcsed <o

(S) The event demonétrated that there were no well-established
ér understocd procedures for alerting the various command ané control
centers to undertake increased precauticonary and readiness measures
in a nonmilitery context. Increased readiness could have been accom-

clished in most of the centers by the declarztion of & DEFCON 3, but

-
b
-
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the precedent for the use of this device in domestic crises had not
been established and there was no established alternative zlerting

system available.

(S) Most of the centers dismissed the possibility ¢f sabotage

cf

-

I ]
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o
v

cnn the basis of inadequate and unconfirmed evidence. With  Cepw-
tion of OEP-H? and OCD, most centers readily accepted the initiel
information that the cause of the fallure derived from an irnternal
brezkdown 1in the power system and falled to take adeguzte preczutions

to insure that this information was correct or to hedge zgeinst the

of

H
n

possibility that it was incorrect. 41l the famlliar mechanism
danger denial and disbelief--repeatedly demonstrated in past studies
of disaster and crisisl--were manifested, poth individuzlly ané coli-
-lectively during the night of the power fazilure., First, they were
exhibited by the several human operators st the varlous commercia
power control centers who refused to belleve the meters and gauges
which showed a gross deviation in the balance of electricity and whe
therefore falled to press the buttons that activate the circuit
breakers. Subsequently, after the power fzilure had occurred, the
same types of denial anc disbelief were revealed in the too-ready
acceptance of the initial reports that the power failure was of
mechanical origin; in the delayed response in checking existing
monitoring systems and primary information scurces, and in the mis-
interpretation by state and local Civil Defense directors that the
standard formatted message sent over the National Warnins System--"The

warning system is normal'--officially meent that it had been estab-

lished that the blackout was not due to sabotage or to enemy attack.

(S) The event also demonstrated serious deficiencies in the
ability to investigate and rapldly isolate the source and cause of

power outages. This was manifested in the unsatisfactory information

lSee Charles E. Fritz, "Disaster," in Robert K. Merton and Robert A.

Nisbet, Contemporary Social Problems (New York: Harcourt, Brace &
World, Inc., 1961), pp. 651-694.
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that OEP-HP received from the FBI and from the rrivate power

companies, and in the fact that over five days elapsed before the

source ané cause were pinpointed by the FPC.-

(S) The power failure demonstrated various deficiencies in the
existing gu:delines and procedures for the release of informztion to
the mass medlz of communication and to the public. The NMCC relezsed
Information to the press.and the broadceast medié that could have been
damaging to the national Iinterest in the event that thls event had
been inspired or instigated by an enemy. OE? laced similzar prcoblems
in determining whether or not to deny or confirm that there was a
milltary zlert. And OCD found that there was no established mechanism
or procedure for informing the public when an "Attack Warning" had

not been 1ssued.

(S) Various steps were taken by the responsible command and
control centers to cerrect some of the organizationzl and procedurzl
.deficiencies revealed by the power failure, but these steps appear to
be essentizlly piecemeal and unsystematic in nazture. Many of the
remecizl actions were orlented toc closely to the problem of dezling
with future power failures and have nct taken into account the fact
that this 1s simply one type of dcmestic crisis, among many, that
poses 2 potential threat to National security or that could be
associated with an enemy attack. Many of the actions were also too
closely tied to internal organizational changes, and not sufficiently

criented to interagency communication end cocrdination.

Generzl QObservations

(C) The following general observations are drawn not only from
the present case study but also from nuﬁerous previous investigations
of the Northeast power failure and from previous studies of disasters
ané criticel incidents-conducted by the author and other investigators.
They are designed to provide a brcader context for viewing the

specific findings and conclusions of this study and for re-exaﬁining



C - C
e

the corrective and remedizl measures that were taken by various
command and control centers in response to the deficiencliles revealed

by the Northezst blackout.

(S) To date, the problem of danger detection and warring has
been £00 narrowly limited tc the possibility of an externally induced
attack on CONUS. Thus, for example, the USIZ Watch Committee and the

nteliligence agencles are constantly mcnitoring foreign indicators

}=
3

that might reveal hostlle intent and provide strategic warning.
Similarly, NCRAD, through the use of its SAGE and BMEWS systems, is
constantly monitoring the externzl aerospace environment for indi-

cators that would provide tacticeal warning of an zttack on CONUS.

(S) There is no comparable mechanism for constant monitcring
and detecticn of potentizl dangers in the domestic arena. Instead,
there are a series of separate centers--both military and civil--ezch
viewing the happenings within the nation through its own peculizr
organizationzl foci of attenticn, and each, tc a lazrge degree, zcting
independently on the information that is avallable within 1ts own

organizational boundaries.

(S) The basic technical substructure to support z more adeguate
monitoring capability already exists  in the form of many different
detection'and communica&ion systems currently belng used by govern-
mental agencies and by private industries. By combining and integrat-
ing data from such systems as the Bomb Alarm System, the ATET damage
assessment system,l the DCA Communications Center, the FAA Communica-

ticns Control Center, together with the information that can be

1The Bell Telephone System has already developed a highly effective

system for assessing damage to 1its own faclllities and equipment
resulting from natural or nuclear disasters. This system has proved
to be highly effective in measuring damage to the telephone system
in past floods and hurricanes. The system 1s so set up that
information about the entire country can flow to AT&T headguarters
in New York City or to one of three presently available zlternate
command posts. The alternate command post at Armonk, New York is
hardened to at least 50 psi. AT&T a2lso has z so-called "Quick-
Check" System, located at the DCA facility in the NORAD Cheyenne
Mountain Complex, which monitors voice circuits across the country.
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quickly obtained through OEP, OCD, and similar communication systems,
it should be possibie to maintain a kind of constant monitoring
capablility over domestlic incldents that have potentizl significance
for naticnal security. These, when combined with current foreign
intelligence data and data from SAGE, BMEWS and other warning systéms
would provide a2 basis for quickly isocleting the location, sccpe, and
possible cause and source of the danger, thereby enabling 2 deter-
mination as to whether or not the event has national security implica-
tions and therefore does or does not require immedlizte precautionary

and protective action.

(S) Such an integration of data from existent military and non-
military detection and communication systems did not exist at the
time of the Northeast power fallure, nor does it exist today. Instesad
the tendency is for each agency to view its own monitoring and
communication systems as isclated, independent entities. As one

expert on the U.S. command and control system has .said:

It 1s useless to deslgn and operate elaborate and expensive
informaticon systems unless the output can be converged,
integrated and dilagnosed in & rational fashion. It is
virtually useless to acquire new systems, expand old ones or
to change the utility of current systems until this integra-
tion process has been established. ...It should be recognized
that under certain circumstances, milifary information systems
have informatlon of great potential value to the non-milltary
parts of the government. The obverse cf this, i.e., taking
advantage of information in the non-military parts of_the
government by the military,should also be emphasized.1

(S) As the foregoing statement suggests, the basic problem in
.the detection of danger and in the process of investigating, analyzing
Vand assessing potentizlly dangerous domestlic events dbes not lie in
the lack of adequate technical equipments and facilities., Rather it
lies in the lack of social organization and training to utilize more
effectively the information that can be obtained through existent

facilities. As 1is true in many areas of modern 11fe, there has been

lT.G. Belden, Institute for Defense Analyses, Memorandum for the
Record, Subj: "Summary of Activity on the Bomb Alarm System
(BAS) Investigation," 2 May 1966, SECRET.

i 123



C - C
wa——

&z "social lag" in which the process of developing social organizations
for officlal information gathering and anzlysis has not kept pace wi-n
the capzabilities of the technoleogical facilities thet are currently

availzble.

(S) This "social lag" has to a large degree been cvercome by
the commercizl mass media of communication which--with their large
national and international staff of reporters and photographers, and
speedy technigues of communicetion--can rapidly report on a great

variety of events throughout the nation and the world. It is probably

ct

his capabllily for extensive and repic reporting that has caused many
cf the offlciel operations and command and control centers to rely so
heavily on these sources of information for developing theilr own
_analysis and assessments of happenings in the domestic and inter-
netionel arenas. But there are great potentiazl hazards in this heavy
reliznee on information obtained from the mass medla and from the
commercizl press services. Early news repcrts on disasters, crises,
zccidents, civil disorders, and other dramatic or unusual incidents
gre often inaccurate, distorted, and incomplete; and acceptance of
such reports may obscure the need to conduct zn independent check
through officizl channels of information gethering and interpretation.
The mass mediz and teletype press reports should never be accerted at
face value, nor as a replacement for rapid, aggressive, and inde-
pendent information search procedures. From an operational standpoint,
they should be used only as secondary and supplementary sources, not

as primary sources.

(8) All of this indicates that the development of an effective
national emergency monitoring, warning, and protection system--z
system attuned to the needs of our modern, highly interdependent,
and rapidly changing soclety--poses some unusual requirements. In
outline form, these requirements appear tc be as follows:

1. Constant, minute-by-minute monitoring of all relevant and
egvailable signzl detection systems--both those concerned with internzl

neppenings, and those directed toward external threats and hazards.

———— et
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2. Continucus comparison, integration, and analysis of infor-

mation that can be derived from &ll of these systems.

3. A highly trained group of spécialists who are oriented
constantly to the total spectrum of threats and hazards 1o national
security--internal and external, foreign and domestic--znd whe have
familiarity with the totzl structure of the U.S. gevernment anid with

the e¢ritical sources and channels of information and commuricztion.

L, &n organizational capability to utilize 212 existing federal
resources Icr monitoring and investigative zctivities, and also to
secure relevant data from approprizte centers of informztion, investi-
getion, and expertise at state and local levels and in the private

sector.

5. An organizational capability to zlert, notify, aznd inform
appropriate civll and military authorities and insure that respcnsible

governmental agencies are taking zpproprizte actions,

(S) This outline of system recuirements is used here 2s an
instrument for focusing attention on the need for developing a more
coherent, coordinated approach to the basic problems of detectiing and
acting on threats to nationel security. Todey there are some major
anomzlies and inherent obstacles to the achievement of the type of
synthesls suggested above. Although they vary in the breadth and
scope of their coverage of natlonal securlty matters, each of the
operations and command and control centers studied in this report
covers only a portion of the totzl spectrum of externzl &ndéd internal
threazts and dangers to the U.S5. Moreover, although there is consider-
able sharing of information between and among many of'the Centers,
each Center, understandably, %ends to focus primary attention on 1its
own speclalized areas of operationzl responsibility and to refain a
monecpoly on some types of information available within ité own system.

-Thus, for example, OEP-HIGH POINT--which has responsibilities for
handling mejor domestic peacetime disasters--1is not routinely informed

of foreign intelligence indicators or of data on current milictary
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cperations and therefore is unable to evaluate such domestic disasters
cr crises in the light of knowledge that might te availazble to the
Netionzl Indications Center or toc the NMCC. There are &lsc continuing
eancmalies in the division of labor between 0Z2 and OCD. Despite
CZP's continuing responsibilitles in peacetime crises and disasters,
CCD--which has responsibility for handling & potential nuclear attack
emergency--has a major share of the communications and operzstional
carabllity relevant to routine c¢risis or emergency situations, but
is constrained by statutory and budgetary limlitations in using 1its
resources in such events. These 2z2né similer constraints deriving
from law, statute, tradition, crganization, and training impose
serious impediments for current efforts to remedy the type of

deficiencies revezled in thils report.
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VI. CONCLUSIONS AND RECOMMEKDATIONS

A. CONCLUSIONS

Prysical Vulnerabilities

(S) The Northeast power failure of 9-10 Kovember 1965, znd over

nJ

0 majer fallures that have occurred since that time, indicate that

ct

he U.S. power system is vulnerable to large-sczle internazl breakdowns.
Subsequent investigations of the Northeast power fallure have zliso
suggested that the power grid system is potentially vulnerable to
sabotage. Regardless of cause, any occurrence of massive electrical
outages has serious implications for U.S. command and contrel and

cdefensive capabilities,

(S) The Northeast power failure also demonstrated that some
command and control facilities-~including the NMCC and other paris
of the Pentagon--were not adequately protected agaihét the eventuality
of a possible future massive outage of this type, and that additionzl
efforts were requlred to provide adeguate backup or emergency power

sources for these critical facilities.

Organizational and Procedural Deflclencies

(S) The Northeast power failure revezled various deficiencies

" in the capability of U.S. command and control agencies {1) to detect,
investigate, and assess the causes, scope; and effects df.the failure,
and (2) to communicate this information in 2 timely and effective

manner to appropriate civil and military authorities.

(S) Specific organizational and procedural deficiencies
identified in this study, include the following;
1. .Delayed detection of the failure znd unsystematic
transmittal of information about its occurrence to the various command

and contrecl centers.

“1
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2. Delayed and unsystematic notification of the appro-

priate civil and military command zuthorities.

3. Fallure by various centers to grasp the naticnel
security implications of the power outage and z c¢cocnsequent undue delay
in the investigation of its cause, source, scope and effects.

4, Too heavy z reliance on informaticn derived Zrom the

press services and the mass mediz of communication; zné corresponding
feilure to utllize availlable communication facilities adequately in

order to canvass primary sources of information.

5. Inadequate utilizetion and integretion of dlagnostic
data that could have been derived from such existing monitoring and
detection systems as the Bomb Alarm Communicztor's Display console

and DCA communication network monitoring equipment.

6. Inadequate laterzl communication of informaztion between
and amecng the various command and control centers, resulting in
unnecessary duplication c¢f effort and failure to Iintegrate informeticn
in 2 form most useful for responsible command authorities and other

officials.

£

7. Lack of well-established or understood procedures for
undertaking increased precautionary and readiness measures in =z

domestic crisis of this type.

8. Too ready an acceptance of initial information that the
power fallure was caused by an internal breakdown; too little atten-

tion given to the possiblility that it might have resulted from sabotage

9. Lack.of capabllity to conduct rapid investigation of

the cause and source of power failures.

10. Inadequate guldelines and procedures for the release of

'

information to the mass media of communication and to the public.

(§) Although various steps were taken by the responsible command
and control centers to correct some of the organizational and proce- .

dural deficiencies revealed by the power fazilure, these steps appear
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to be piecemezl &nd unsystematlic 1n nature; too closely oriented to
power fzllures per se; and not sufficlently related to the problems

£ interagency communication and cocrdination.

{8) ©Cn a more general level cf analysis, this study suggests
that the power failure revezled more basic problems in organizationzl
capzability te monitor, detect, and investigzte potentizl threats and
cdangers in the domestic zrena. Current communication facilities and
systems are not being adeguately used for constant monitoring of the
full spectrum of threats to naticnal security. Moreover, the present
division of labor between and among the various command &né contrcl
centers--military and civilian--does not appear to be adequate to
insure that threat and danger detection, investigation, notification,
and warning functions will be handled in a timely, efficient, and

coordinated manner.

(S) Because many of the deficiencies noted in this report
transect the responsibility and cognizance of many different federzl
agencies of government, future correctivé and remedizl actions cannot
pe limited to those that fall solely within the purview of 2 single

agency.

B. RECOMMENDATIONS

(8) It is recommended that the corrective and remedial measures
taken in response to the Northeast power fallure be re-examined in

the light of the findings and conclusions of this report.

(S) 1In any re-examination of the problems revealed by this
analysis, it i1s recommended that critical attentlon be given to the

following suggestions:

1. The development of z capabllity for more rapid consoli-
dation, integration, and communication of information that can be
_derived from exlsting denger detecticn, monitoring, and diagnostic
systems.
2. Further efforts to develop highly expert command and

control center staffs, having a comprehensive knowledge ¢f the entire
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civil and militery commznd and contrel structure znd the channels of
cecrmuricztion between and among the various elemesnts ¢l the structure.

3. The establishment c¢f better integration and cocrdinz-

[N
ct
h

mon

-

Ticn cf activity between OCD and CEP in oring &né han

S
[$H
b
}ou
3
[t}

tn
e
[ @)
in
in
[
(62
1
[47]

routine hazards, dangers, crises, and disasters, as well &
nuclear attzck situations.

4. The further study of existing network menitcring.
s¥stems--both governmentzl ané commerciazl--to determine how tThey could
be used most effectively, both individuzlly and collectively, eas
Cizgnostic tools in threzt and danger detection.

5. The further study of the vulnerability c¢f criticezl
nztional networks (electric power grids; telephone and telegreph;
racdio and TV broadcasting; natural gas and petroleum pipelines; zir,
rzil, and water transportation systems, etc.) both to externzl =zitack
and to sabotage. FParticular zttention should be given te systematic
studies of the vulnerabllity of the power znd communications systems
to sazbotage anc of the measures that might be taken to counter cr
minimize this type of threat to these systems.

6. The further study of the progressive degradation that

may occur at criticzl facilities as a2 result of a prciocnged power

n
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cutage and the lack of backup powver for support activitie
functions.

7. The further consideration of the desirability andé feasi-
bility of providing protected prime source power (with commercizl

‘power backup) for all offices and activities in suech critical
facilities as the White House, the Pentagon, Military Headguarters
installations, SAC bases, etc.

8. Additional, systematice study of interagency cemmunica-
tion and coordination in the Northeast power failure cf 9-10-November
1965. The data collected for the present study would permit further
zanalyses of the interactions and communication zactivities of the
various responsible centers. Additional, detailed comparisons of the

communication logs and other available date would permit further

)
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refinement of the findings and conclusions
report.

further study of interzgency coordinztion Iir beoth

. domestic crisis events that may occur in the Juture.
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