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EXECUTIVE SUMMARY 

The Assistant Secretary ofDefense (Command, Control, Communications, and . 
Intelligence) (ASD(C31)) in the "Defense Counterintelligence and Security Countermeasures 
Plan"1 calls for a new look at confidentiality ofDoD information - what information needs to be 
protected, how much protection is needed, and the duration of that protection. The ASD(C31) 
mandates a review of the processes used for classification of information and designation of 
sensitive information, and development of an integrated approach - to include establishing a 
senior review panel to provide cohesive and overall policy guidance - that identifies, defines, and 
prioritizes the categories of information that require protection. Accomplishment of these 
objectives will enable DoD organizations to allocate their shrinking security resources to the most 
critical areas. thereby improving the overall protection of sensitive DoD information resources. 

This report deals with two actions derived from the foregoing requirements (which are 
referred to collectively as Implementation Objective No. I). They are: 

• Review the processes for determining classification of information and designation of 
sensitive information; and 

• Define the approach to be used in identifying/defining categories that need protection and 
prioritize the categories. 

Other actions required to satisfy Implementation Objective No. I are set forth in the action plan 
that is a part of this report. 

Information in the possession of the Department ofDefense or its Components is held in 
trust for, or on behalf of, the citizens of the United States, and will be made available on request 
in accordance with the Freedom of Information Act (FOIA) except when laws or implementing 
regulations specifically require that its dissemination be limited. Information is a strategic asset 
uit!:! ~~ th~ ~,:arf'~~9i~~Fi ~f'"thp;. :-o-:.icocotn?t.z> nf't"'o n.,.~.., .... -0 ...... _,...f"J"),..~p~~,.. ~ !" - .... _ • ..,_: ........... 4 .. 

--- ·- ---:... r· __ ... ____ .. _____ -- ....... _ ---------- -- ..... _ --r-·· .. ·-··- -• --·-··""""· •-- -~·-·-o-- ---·, 
information must be protected to an extent and for a period commensurate with its value and the 
degree of danger posed by its unauthorized disclosure, misuse, or loss. The confidentiality of 
classified information, information deemed to be unclassified but sensitive in accordance with the 
Computer Security Act of 1987, and information subject to Privacy Act, privilege, proprietary, or 
other legislative or regulatory protections must be maintained. 

Regardless of whether confidentiality is a factor, the integrity ofDoD information must 
assured by protecting that information from illicit destruction or modification. Implicit in the 
notion of information integrity is the concept that, upon receipt of information, the recipient must 
be able to be sure from whom the information came and that it has not been modified in transit. 
Additionally, information must be available when and where needed to support analytic and 
decision-making processes. Objective No. 1 is., however, exclusively concerned with the issue of 
confidentiality; it is intended to help allocate information protection efforts. 

I Approved by the Allillaut SecreWy on June 4, 1992; - Appendix A 
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Statutes, Executive orders, and other applicable regulatory materials relevant to protection 
of information confidentiality have been assembled and reviewed. This report includes a history 
and analysis of selected statutory information protection mechanisms and a history of secrecy in 
the United States, from which it is clear that there is no unifying linkage among the statutes and 
Executive orders examined other than that provided by the FOIA. The report recommends 
establishing a blue-ribbon panel to provide overall advice and guidance to the Federal 
establishment with respect to information that may need protection as the geopolitical situation 
and our concept of what constitutes "national security" evolves. 

This report further highlights the potential for improvements in security classification 
guidance and security awareness, education, and training. These areas are essential to a total 
quality approach to the protection of DoD information resources. 

Responsibility for further action in response to Implementation Objective No. 1 of the 
CI&SCM Strategic Plan is assigned to the Defense Information Security Committee which will 
report progress to the ASD(C31). This Committee, with assistance from the Acquisition Systems 
Protection Working Group, under the aegis of the Deputy Assistant Secretary of Defense 
(Counterintelligence and Security Countermeasures) (DASD(CI&SCM)), will make preparations 
for future work of the blue-ribbon panel by collecting and analyzing extant information protection 
studies and developing a synthesis of those for higher-level consideration. Additionally, it will 
continue to advise and assist the Information Systems Security Directorate, ODASD(CI&SCM) 
in the preparation of a new issue of DoD 5200.1-R, "Information Security Program Regulation" 
that will provide a unified policy document for protection ofboth classified and sensitive but 
unclassified information within the Department of Defense. 

3 



IMPLEMENTATION OBJECTIVE NO. 1 

Thejollawing is taken from the June 4, 1992 CI&SCM Strategic Plan: 

Prioritize which information needs protection, the threat through loss (and to whom), and 
the protection necessary. 

TilE STATUS: The development of guidance for determining the classification of 
information or designating unclassified information as sensitive is fragmented across numerous 
components and organizations. As a result, there is no standard process that would consider the 
value of the information to be protected to our policymakers and warfighters, or for determining 
the priority of the application of protective resources to classified or unclassified sensitive 
information. Moreover, DoD Components and organizations are attempting to define the threat 
to this information based on their own necessarily limited version of the national security 
environment. Further complicating this situation, information that is crucial to decision-making 
and warfighting (but that is not necessarily classified) increasingly resides on and is shared 
between automated information systems without requisite security considerations having been 
included in the design of the data networking process. Overall, this fragmentation of policy 
development has resulted in inadequate cost benefits analysis, uneven security levels, significant 
redundancy, cost escalation, and managerial inefficiencies. Fiscal responsibility dictates that we 
must carefully define what must be protected and concentrate our finite resources upon 
safeguarding our most important assets and information. This requires a fundamentally new way 
of thinking about the "security envelope" to be applied to our information and information 
systems in the post-Cold War period. 

IMPLEMENTATION ACTION: By July 30, 1992, the ASD(C31) will review the 
processes used for determining classification of information and designation of sensitive 
information, and develop an integrated approach - to include establishing a senior review panel to 
provide cohesive and overall policy guidance - that identifies, ciefines, and prioritizes the 

·categories of information that require protection so that CI & SCM orgaruiations can direct their 
shrinking resources to the most critical areas. 
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ACTION PLANZ 

Determine the Threat Through Loss, and to Whom 

• Provide a comprehensive analysis of the threat to national security information and 
to other DoD information 

Prioritize Which Information Needs Protection 

• Review the processes for determining classification of information and designation 
of sensitive information 

• Develop guidance and standard processes for determining classification of 
information and designation of sensitive information 

• Develop standard processes for prioritization of the application of protective 
resources to classified or unclassified sensitive information 

• Develop an integrated approach 

• define the approach to be used in identifying and defining categories that 
need protection and prioritize the categories 

• establish a senior review panel to provide cohesive and overall policy 
guidance 

Determine the Protection Necessary 

• Direct CI&SCM resources to safeguarding the most critical assets and information 

• perform cost/benefit analyses in support of resource allocations 

***Near-Term Tasks ••• 

Review the processes for determining classification of information and designation of 
sensitive information 

• Assemble relevant existing statutes, executive orders, and other applicable 
regulatory materials 

• Review materials to determine the process currently in use 

2This ..:tion plan wu developed u a prelude 1o thio report. h is the resuh of a decompooition o( llnplemonalion Objcdiw No. I and is inlmdod lo 

emun: compl..., oovcnge of the objectiw. 
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• Document the current processes 

Define the approach to be used in identifying/defining categories that need protection and 
prioritize the categories 

• Develop an operational concept for applying internal CI&SCM resources to 
solving this problem 

• Describe how the senior review panel contributes to the solution 

• Document the approach 

***Longer-Term Tasks*** 

Establish a senior review panel to provide cohesive and overall policy guidance 

• Name an executive secretary 

• Obtain staff support (internal and/or external to ODASD(CI&SCM)) 

• Identify potential members of the senior review panel 

• Select an initial membership 

• Solicit their participation (finalize draft letter for this purpose) 

• Set up first meeting 

Identify and define categories of information that need protection 

• Assemble the results of previous efforts 

• Prepare an input for the Senior Review Panel 

• Action by the Senior Review Panel 

Prioritize the categories 

• Action by the Senior Review Panel 
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REVIEW AND ANALYSIS OF STATUTORY INFORMATION 
PROTECTION SYSTEMS 

HISTORIES AND ANALYSIS 

• Freedom oflnformation Act (FOIA). A people who mean to be their own governors must 
arm themselves with the power knowledge gives. James Madison wrote, "A popular government 
without popular information or the means of acquiring it, is but a prologue to a farce or a tragedy 
or perhaps both." 

The FOIA is based upon the presumption that the government and the information of 
government belong to the people. Consistent with this view is the notion that the proper function 
of the state iJl respect to government information is that of custodian in service to society. Yet 
such a presumption did not always prevail. Prior to the enactment of the FOIA in 1966, the 
burden was on the individual citizen to prove his right to look at government records. Moreover, 
there were no clearly delineated statutory guidelines to assist the individual seeking information 
and no judicial remedies for those wrongfully denied access. With the passage of the FOIA, 
however, the burden of proof was shifted from the individual to the government; the need to 
know standard was replaced by the right to know doctrine and the onus was upon the government 
to justify secrecy rather than the individual to obtain access. In addition, the legislation provided 
workable standards for what records should be open to public inspection and established judicial 
remedies for the aggrieved citizen. Above all, the statute made it clear that Federal agencies were 
hereinafter to provide the fullest possible disclosure of information to the public. In 1974, 
Congress enacted a series of refining amendments to the act which, among other things, 
encouraged even more disclosure than the original statute. 

The legislative background of the FOIA is useful to understanding the key role FOIA 
enjoys in information protection systems. In 1958 Congress enacted a law, introduced in the 
House by Congressman John Moss and in the Senate by Senator Thomas Hennings, to correct the 
abuse of the Government's 180-year old housekeeping statute. The Moss-Hennings bill stated 
that the provisions of the l/iS9 statute, wnicn permineci aepartment heaas to regulate the storage 
and use of government records, did not authorize withholding information or records from the 
public. This law produced some improvement with respect to the accessibility of Federal records, 
but the results were far from dramatic. Most agencies continued to operate in accordance with 
provisions of section 3 ofthe Administrative Procedure Act of 1946. This act was considered by 
many to encourage withholding rather than disclosure. Among other things, it authorized 
agencies to keep information secret "for good cause found, • or where secrecy was in "the public 
interest, • or where the information had a bearing on "any matter relating solely to the internal 
management of an agency. • In addition, an agency was required to furnish information only to 
"persons properly and directly concerned." 

It was not until 1966 that Congress enacted comprehensive legislation to deal with the 
problem of government secrecy. The FOIA of 1966 was milestone legislation that reversed long­
standing government information practices. Enacted as an amendment to section 3 of the 
Administrative Procedure Act, it replaced the vague and general language of that law, and made it 
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clear that it was Congress' intent that any person should have access to identifiable records 
without having to demonstrate a need or even a reason. The burden of proof for withholding 
information, moreover, was placed on the government, as noted earlier. The act also broadened 
the scope of information available to the public and provided judicial remedies for those 
wrongfully denied information. 

Despite the substantial shift in emphasis brought about by the 1966 act, some government 
agencies responded slowly and reluctantly to requests made under the law. In 1972, the House 
Foreign Operations and Government Information Subcommittee held 14 days of oversight 
hearings relating to the administration of the FOIA by Federal agencies and concluded that the 
"efficient operation of the Freedom oflnformation Act has been hindered by five years offoot­
dragging by the Federal bureaucracy." As a result of its findings, the subcommittee proposed a 
number of procedural and substantive changes in the law. Two years later, Congress adopted 
amendments to the 1966 act. They became law over the veto of President Ford in February 197 5. 

The 1974 amendments were designed to speed and ease the process of obtaining access to 
government files. Among other things, they required agencies to publish comprehensive indexes 
for the administrative processing of requests for information, required that agency fees for 
locating and copying records be uniform and moderate, and shortened the Government's time for 
answering complaints brought into court. They also prohibited agencies from withholding entire 
documents, only parts ofwhich were exempt, by requiring the release of nonexempt portions. In 
addition, they directed the courts to expedite consideration ofFOIA cases, authorized judges to 
eXamine withheld documents and make an independent detennination as to whether they should 
be released, and provided for the recovery of attorney fees by requesters who prevailed in 
litigation. 

The 1986 amendments provided broader exemption protection for law enforcement 
information, plus new law enforcement record exclusions, and created a new fee and fee waiver 
structure. The fee provisions established a multi-tiered structure for the assessment of fees. 

Th~ ~OIA. applies only LV \!vcuiii~&-.t.i ~.cl~ ty ~~~ ~~r~ili.itra:;-y"~ r.ger.ci~.; ~ftt,c Exc~~:iv~ 
branch of the Federal government. It does not apply to information maintained by the Legislative 
and Judicial branches. The Executive branch includes executive departments and offices, military 
departments, and independent regulatory agencies. All records in possession of these entities 
must be released upon request unless the information falls within one of the nine specific and 
narrowly drawn exemption categories. 

Among other things, the FOIA grants public access to final opinions and orders of 
agencies, policy statements and interpretations not published in the Federal Register, 
administrative staff manuals, and government records that affect the public. Presidential papers 
have not been considered government records and have therefore not been required to be 
disclosed under the act. 
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,----------------------

The FOIA has become the cornerstone of many but not all information protection systems. 
As will be seen, other statutory protection systems rely on the provisions of the third exemption 
to mandatory disclosure, namely: 

"specifically exempted from disclosure by statute (other than section 552b of this title), 
provided that such statute (A) requires that the matters be withheld from the public in such a 
manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding 
or refers to particular types of matters to be withheld." 

Protecting unclassified information that is sensitive and thus important to the conduct of 
DoD business has the effect of making foreign intelligence services work harder to obtain that 
information. At the same time, it diminishes availability of foreign intelligence assets that can be 
targeted against classified DoD information. Protection of important, sensitive unclassified 
information is viable up to the time that a legal requirement for its release arises. Most often, this 
occurs through a request for the information being submitted pursuant to the FOIA. Essentially, 
any unclassified information must quality under one or more of the eight non-security exemptions 
ofthe FOIA in order to be denied to a requester. Other copies of information may not be 
protected once it is released through the FOIA process. 

The following explanation of the FOIA security and non-security exemptions is provided 
to bolster comprehension of other aspects of this report: 

• Exemption (b)(l) applies to information which is currently and properly classified. 

• Exemption (b )(2) applies to information which pertains to solely to the internal 
rules and practices of the agency; this exemption has two profiles, "high" and "low." The "high" 
profile permits withholding of a document which, if released, would allow circumvention of an 
agency rule, policy, or statute, thereby impeding the agency in the conduct of its mission. The 
"low" profile permits withholding ifthere is no public interest in the document, and it would be an 
administrative burden to orocess the request 

• Exemption (b)(3) applies to information specifically exempted by a statute 
establishing particular criteria for withholding. The language of the statute must clearly state that 
the information will not be disclosed. 

• Exemption (b)( 4) applies to information such as trade secrets and commercial or 
financial information obtained from a company on a privileged or confidential basis which, if 
released, would result in competitive harm to the company. 

• Exemption (b)(S) applies to inter- and intra-agency memoranda which are 
deliberative in nature; this exemption is appropriate for internal documents which are part of the 
decision making process, and contain subjective evaluations, opinions and recommendations. 

• Exemption (b)(6) applies to information the release of which could reasonably be 
expected to constitute a clearly unwarranted invasion of the personal privacy of individuals. 
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• Exemption (b )(7) applies to records or information compiled for law enforcement 
purposes that (a) could reasonably be expected to interfere with law enforcement proceedings; (b) 
would deprive a person of a right to a fair trial or impartial adjudication; (c) could reasonably be 
expected to constitute an unwarranted invasion of the personal privacy of others, (d) disclose the 
identity of a confidential source, (e) disclose investigative techniques and procedures, or (f) could 
reasonably be expected to endanger the life or physical safety of any individual. 

• Exemption (b )(8) applies to certain records of agencies responsible for supervision 
of financial institutions. 

• Exemption (b )(9) applies to geological and geophysical information. 

The FOIA is the essential ingredient; it is the pivotal law that ultimately determines what 
governmental information can be protected from disclosure to the public. Information protection 
schemes that do not meet the tests of the FOIA fail when information protected by them is 
requested by an outside person who cites the FOIA. 

• Department of Defense Authorization Act. 1984. A section (1217 ofP.L. 98-94) of 
this Act provides the Secretary of Defense authority to withhold from public disclosure certain 
technical data with military or space application. In implementing this statutory authority to 
withhold information from public disclosure, the Department of Defense created a full fledged 
information dissemination system that now includes Canada. The DoD implementation is DoD 
Directive 5230.25, "Withholding of Unclassified Technical Data From Public Disclosure," which 
has been published in the Federal Register and is included in the appendices of this report. 

The Department of Defense had sought legislation such as this for a number of years 
because of the exodus of valuable and sensitive but unclassified technology from the United 
States. A necessary consequence of the security classification process is the need to protect that 
which has been classified. Some technology and processes of military importance cannot be 
pHit<:.:;<.;d a.; .:.:c.:.~iZo:u il..;"ua uusiiun bc::eause tney are not owneci or controiied t>y the Uepartment. 
Their unintended export often had adverse consequences. Further, the FOIA had been used to · 
obtain militarily critical technical data that was not classified. Once released pursuant to the 
FOIA, such data were, technically, in the public domain and thus export control laws no longer 
applied. 

DoD Directive 5230.25 implements 10 U.S. C. 140c, as added by- 1217 ofP.L. 98-94, 
which states that the Secretary of Defense may withhold from public disclosure, notwithstanding 
other provisions of law, any technical data with military or space application in the possession of, 
or under the control of, the Department of Defense, if such data may not be exported lawfully 
without an approval, authorization, or license under the export control laws, and provided further 
that the data are not subject to a general, unrestricted license or exemption in the Export 
Administration Regulations or International Traffic in Arms Regulations. The Department of 
Defense added one further test; the data also must be related to a militarily critical technology 
before they will be controlled under the Directive. 
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The implementing DoD Directive has two major features: it provides for the withholding 
of certain DoD technical data that meet the conditions noted above as well as provision of such 
data to requesters with legitimate requirements. 

FOIA and other requests for export-controlled DoD technical data that are received from 
private individuals or enterprises are denied unless they are from "qualified U.S. contractors" 
(now "certified contractors" to recognize the inclusion of Canada in this program) within the 
meaning of the Directive. Becoming a "certified contractor" is accomplished by submission of 
DO Form 2345, "Militarily Critical Technical Data Agreement," to the Defense Logistics 
Agency's Defense Logistics Services Center. The certifications on this from are intended to allow 
technical data to be provided by the Department of Defense without making them available 
publicly, thus leaving the export control laws in force with respect to such data. The form asks 
for a brief business description to allow the Department of Defense to make the judgment that 
technical data requested in the future have a connection with the stated business of the requester. 
(The DD Form 2345 is included in the appendices.) 

With few exceptions, "certified contractors" who request export-controlled DoD technical 
data for use in connection with their legitimate business can expect to receive that data from the 
Department of Defense, even when the business activity does not involve DoD or U.S. 
Government contracts. 

Businesses have to establish themselves as "certified contractors" to receive DoD bid 
packages that contain technical data controlled under the Directive. Further, to the extent that 
export-controlled DoD technical data are involved, prospective prime contractors who are 
"certified contractors" are not able to share bid packages with prospective subcontractors unless 
the subcontractors are also "certified contractors." 

Because of the nature of its business, the Defense Technical Information Center insists 
that its users also be "certified contractors." 

Thus, it can be seen that the law implemented by this directive is given a different nature 
than its title suggests. To build an effective control system without at the same time crippling 
DoD activity, it became necessary to create a proactive technical data dissemination system. 

• Computer Security Act of 1987. At the outset, Public Law 100-235 states that "The 
Congress declares that improving the security and privacy of sensitive information in Federal 
computer systems is in the public interest, and hereby creates a means for establishing minimum 
acceptable security practices for such systems, without limiting the scope of security measures 
already planned or in use." 

This law assigns to the National Institute of Standards and Technology (the National 
Bureau of Standards at the time of passage) responsibility for developing standards and guidelines 
for Federal computer systems, including responsibility for developing standards and guidelines 
needed to assure the cost-effective security and privacy of sensitive information in Federal 
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computer systems, drawing on the technical advice and assistance of the National Security 
Agency. The law also requires establishment of security plans by all operators of Federal 
computer systems that contain sensitive information. 

One of the significant features of the Computer Security Act of 1987 is its definition of 
sensitive information. The following is taken from the law: 

"[T]he term 'sensitive information' means any information, the loss, misuse, or 
unauthorized access to or modification of which could adversely affect the national interest or the 
conduct of Federal programs, or the privacy to which individuals are entitled under section 552a 
of title 5, United States Code (the Privacy Act), but which has not been specifically authorized 
under criteria established by an Executive order or an Act of Congress to be kept secret in the 
interest of n~tional defense or foreign policy .... " 

Thus, many DoD computer systems that do not process national security classified 
information are impacted by this law because of the broad definition of sensitive information. 

• Section 128 of title 10, United States Code. Public Law 100-180 added this section to 
provide for the physical protection of special nuclear material by creating a limitation on the 
dissemination of certain unclassified information. A Friday, August 19, 1988 notice in the Federal 
Register stated that "In accordance with the foregoing authority, the Deputy Secretary of Defense 
hereby prohibits the unauthorized dissemination of unclassified information pertaining to security 
measures, including security plans, procedures, and equipment for the physical protection of 
special nuclear material. This prohibition shall be applied by Department of Defense personnel to 
prohibit the dissemination of any such information only if and to the extent that it is determined 
that unauthorized dissemination of such information could reasonably be expected to have a 
significant adverse effect on the health and safety of the public or the common defense and 
security by significantly increasing the likelihood of: illegal production of nuclear weapons; or 
theft, diversion, or sabotage of special nuclear material, equipment, or facilities." 

The above is the forerunner of DoD Directive 5210.83, "Department of Detense 
Unclassified Controlled Nuclear Information (DoD UCNI)" which has a counterpart within the 
Department of Energy. The Directive provides a full compliment of safeguarding procedures for 
UCNI including the guidance that the Department's FOIA regulation applies to requests for public 
release ofUCNI. Information that qualifies as DoD UCNI, under 10 U.S.C. 128, is exempt from 
mandatory disclosure under 5 U.S.C. 552 which is the FOIA. Consequently, requests for the 
public release ofDoD UCNI shall be denied under section 552(b)(3) of the FOIA, citing 10 
U.S. C. 128 as the authority. 

• National Security Agency Act of 1959. Sect. 6 ofPublic Law 86-36, which provides 
certain administrative authorities for the National Security Agency, effectively says that the 
Director of the National Security Agency does not have to publish information about the Agency's 
missions, people, or organizations. It is deemed to be a law within the meaning of section 
552(b)(3) of the FOIA. A copy of this Act is included in the appendices. 
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• Central Intelligence Agency Act or 1949. This and related laws (e.g., the "espionage 
statutes") provide for the protection of intelligence sources and methods, including the identities 
of certain U.S. undercover intelligence officers, agents, informants, and sources. 

• Atomic Energy Act or 1954. This statute, as amended over the years, creates the 
category of classified information known as Restricted Data. It is, therefore, unique in this 
collection of statutes in that none of the others classify information and most do not even deal 
with classified information. 

There are many differences between the classification of national security information 
(NSI) and Restricted Data I Formerly Restricted Data (RD I FRO). RD is information concerning 
the design, production, and use of special nuclear material. As indicated, there are distinct legal 
origins for the two systems. NSI is classified pursuant to authority that flows from Presidential 
executive orders. RD classification is based on the Atomic Energy Act. RD is "born classified" 
and it takes a great deal of effort to rescind the RD classification. Indeed, only the Department of 
Energy (DoE) has the requisite authority while DoE and DoD must agree on the declassification 
ofFRD. NSI is.a broad category of information while RD is narrow and focused; NSI is owned 
by or controlled by the government while RD may be private or even foreign information. Other 
contrasts abound. The original classification ofNSI is allowed by the current Executive order 
whereas the original classification ofRD is done by the Atomic Energy Act. 

The Atomic Energy Act is a law within the meaning of section 552(b)(3) ofthe FOIA. 

• Other Laws. Other laws that limit distribution or mandate confidentiality are worth 
mentioning. One is the Privacy Act relating to personal information. It is a law within the 
meaning of section 552(b)(3) of the FOIA. From the viewpoint of a foreign person, U.S. export 
control laws are viewed as regulating access to technical data although these laws do qualify 
under section 552(b)(3) of the FOIA. 

COMPARISON OF STATUTES 

An overwhelming conclusion that emerges from these reviews is that there is no unifying 
linkage among the statutes (and Executive orders examined later on in this report) other than that 
provided by the FOIA. Another conclusion that emerges from this analysis is the fact that 
individual laws addressing control of unclassified information by the Department of Defense (or 
by other departments or agencies in the Federal bureaucracy) were established to deal with 
particular issues of a given time. There is no single logic thread connecting the statutes. Barriers 
to effective information protection arise from these circumstances. The FOIA does provide 
connections to other qualifying statutes as noted above but these connections do not provide a 
unified approach to regulating access. 

The statutes cited in this report treat differing subject matter areas and differing sensitivity 
scales. These range from purely personal information of employees to the identification of 
clandestine intelligence agents to the design of nuclear weapons. 
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To be effective in regulating access, at least in the context ofFOIA requests and litigation, 
information control laws must meet one or more of the tests set forth in 5 U.S.C. 552(b)(3) or any 
of the other FOIA exemptions. 5 U.S. C. 552(b)(3) is the FOIA exemption that in effect specifies 
that the Federal establishment may withhold what another law says can be withheld. This 
suggests a possible departure point for a future effort to codifY information protection laws, to 
include creation of a statutory basis for the security classification system should one be desired. 

This latter point raises legal difficulties with respect to the separation of powers concept. 
The President must have the flexibility necessary to discharge his Constitutional duties. Further 
discussion of this topic is contained in the history of the classification system that follows. It is a 
topic that requires close examination by any blue-ribbon conunittee created as a consequence of 
Implementation Objective No. 1. 

IDENTIFICATION PROCESSES 

This section highlights the differences between the identification of classified information 
and the general lack of mature identification processes for unclassified but sensitive information 
that is protected by statute. Extant identification processes are largely -- but not entirely -
developments of departmental or agency implementations of statutes. Perhaps most notable in 
this regard is the identification of information that may be withheld from disclosure to the public 
pursuant to the FOIA. The Department of Defense' utilizes the label "For Official Use Only" while 
the Department of State uses the term "Limited Official Use." The Department ofEnergy uses 
"Official Use Only." The Central Intelligence Agency utilizes "For Official Use Only" for some 
information. An Executive order implementing the FOIA could standardize these labels and 
associated protection requirements. Standardization should lead to both quality and productivity 
increases with a resultant decrease in costs. 

At the present time there is not an established system for identifYing "sensitive 
information" within the context ofthe Comouter Securitv Act of !987. Treatment of all Federal 
information as "Sensitive" in this context would create enormous burdens on available protective 
systems and resources. Protection in this context must encompass confidentiality, integrity, and 
availability of sensitive data. Additionally, computers must be understood as including their 
communication systems. Thus, it is essential that a rational mechanism to identifY that which is 
"sensitive" be established and implemented. Though any protection mechanism must encompass 
confidentiality, integrity, and availability of data, it should focus on simplicity and economy. That 
will reduce implementation costs and promote uniformity. 

Ideally, the various identification labels for unclassified information that have been devised 
to date would be distilled to one or two. An impediment to reaching this goal is the presence of 
some identification labels in legislation. "Unclassified Controlled Nuclear Information" is a prime 
example. Any attempt to codifY present statutory provisions should address this facet of the 
identification process. 

14 



The identification of classified infonnation is a very mature art fonn and perhaps the 
systems in use in the field of sensitive, unclassified infonnation need not be so sophisticated. 
Nonetheless, an integrated approach would have clear advantages vis-a-vis the present situation. 
Quality of implementation would improve while cost of education and implementation would 
decline. 
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REVIEW AND ANALYSIS OF SECURITY CLASSWICA TION SYSTEM 

HISTORY3 

World War II (W.W.II) had a major effect on the classification and control of information 
in the United States. It will be seen that W. W.II is the turning point in information protection in 
the United States. Throughout most of our country's early history until W.W.II, the government's 
concern with protection of information had been mostly limited to a relatively small amount of 
information closely related to military and diplomatic matters. The breadth and depth of security 
classification of information in the United States significantly expanded during and after W.W.II. 
For example, not until W.W.II was secrecy widely imposed by the government on scientific and 
technical information. Since W.W.II it has not been unusual for scientific and technical 
information to be classified by the government. 

The first Executive order (EO) dealing with classification was issued in 1940, shortly after 
W.W.II began in Europe. The first statute dealing with information classification, the Atomic 
Energy Act, was enacted in 1946 shortly after W.W.II had ended. That statute defines 
"Restricted Data." 

Restrictions on the dissemination of information related to the military and its operations 
have existed since the beginnings of our country. During the Revolutionary War, the 1775 
Articles ofWar prohibited unauthorized correspondence by soldiers of the Continental Army with 
an enemy. Those wartime regulations were directed primarily to military persoMel and were 
limited to the control of military information. 

Some ofthe first instances of"civilian" governmental control of information in the "United 
States" were by the Continental Congress ( 1774-1789). Members of the First Continental 
Congress (1774) were requested to keep the proceedings secret, in accordance with the following 
resolution which was passed by the Congress on September 6, 1774, its second day of business: 

Resolved, That the doors be kept shut during the time of business, and that the members 
consider themselves under the strongest obligations of honour, to keep the proceedings 
secret, until [sic] the majority shall direct them to be made public. 

However, at the end of the First Continental Congress its proceedings were ordered to be 
published. 

The Second Continental Congress also requested its members to keep the proceedings 
secret. A resolution nearly identical to that adopted by the First Continental Congress was passed 
on May 11, 1775, the second day ofbusiness ofthe Second Continental Congress. A more 
detailed resolution to that effect was passed on November 9, 1775, as follows: 

3"Sec:utity ClaaifK:IIion of lnfoml&lion," Volume I, ~ion. History. and Advonc lrnpoda." KICG-1077NI. Arvin S. Quill 
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On motion made, Resolved, That every member of this Congress considers himself under 
the ties of virtue, honor and love of his country not to divulge directly or indirectly any 
matter or thing agitated or debated in Congress before the same shall have been 
determined, without leave of the Congress; nor any matter or thing determined in 
Congress which a majority of the Congress shall order to be kept secret and that if any 
member shall violate this agreement he shall be expelled from this Congress and deemed 
an enemy to the liberties of America and liable to be treated as such and that every 
member signify his consent to this agreement by signing the same. 

This Congress also, at an early date (July 25, 1775), authorized a committee to "revise" the 
"Journals of the Congress, and prepare it for the press." Apparently, not all of those proceedings 
were initially made public, since in November 1775 the Congress authorized further publication of 
its proceedings and asked the committee responsible for this matter "to examine whether it will be 
proper yet to publish any of those parts omitted in the journal of the last session." 

The Second Continental Congress established two "secret" committees, the "Secret 
Committee" and the "Committee of Secret Correspondence." The Secret Committee was 
established on September 18, 1775, and dealt mainly with the purchase of weapons, ships, and 
other war materials - "national defense" matters. The Committee of Secret Correspondence was 
established on November 29, 1775, for the purpose of corresponding with "friends" in other parts 
of the world- "foreign relations" matters. This committee later became known as the "Committee 
for Foreign Affairs." Thus at an early date the Second Continental Congress ha~ established 
committees dealing with national defense and foreign relations and had acknowledged the 
importance of secrecy in certain military and diplomatic activities. Those activities, usually the 
responsibility of a government's executive branch, were the responsibility of the Continental 
Congress because at that time there was no executive branch of our government. 

There are other examples of secrecy in our early government. However, the U.S. 
Constitution mentions secrecy only once. Article I, Section 5, authorized the House and Senate 
to publish the journal of their proceedings, "excepting such Parts as may in their Judgment require 
Secrecy." This section was derived from a similar provision i.!l the .'\_rtid.-.~ 0!C~:-.f:dc~::.~ic;-., ~ 
""P."".: ..... --_..a -- _ .. 
•· ·-• ••• .., •• .;.u ~ UC1 . 

Since our nation was founded, Presidents have used their implied Constitutional authority 
to control the dissemination of information related to national defense and foreign relations. The 
Supreme Court and Congress have acknowledged this implied authority as necessary for 
Presidents to execute their responsibilities under Article II, Section 2, of the Constitution as 
Commander-in-Chief of the nation's armed forces and as the Chief Executive responsible for the 
conduct of foreign relations. An early instance of a President's use of this authority to restrict the 
dissemination of information occurred in January 1790, when President Washington transmitted 
information about negotiations with some Southern tribes of Indians to Congress as a 
"confidential communication." Later that year the President sent to the Senate a proposed secret 
article to a treaty with the Creek Indian nation. Subsequently, it was not unusual for certain 
military or diplomatic communications to be designated as "confidential. • 
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Between the Revolutionary War and the Civil War, certain governmental documents were 
given special markings to aid in restricting their distribution. Governmental use of the terms 
"Secret," "Confidential," and "Private" has been traced back to the War of 1812. 

The new developments in weapons technology in the mid-19th century were initially not 
especially protected. Great Britain was the first nation to recognize the need to restrict access to 
information concerning its naval mines; Great Britain consequently applied restrictive defense 
markings to that information. 

In the 1880s Britain further recognized the need to protect weapons technology. In 
awarding contracts to produce a new design of torpedo, the British Admiralty awarded separate 
contracts, to different companies, for the different torpedo components. The rationale was that 
this separation (that is, compartmentation) would prevent any single nongovernmental employee 
from knowing all the information required to build the torpedo. The chance that a foreign 
government could obtain this information was thereby diminished. 

After the Civil War, the U.S. Army and Navy initiated some activities that recognized the 
importance of military information ("intelligence"). Military attaches were assigned to many U.S. 
embassies. Formal Naval and Army intelligence branches were established in 1882 and 1885, 
respectively. 

The first peacetime U.S. governmental directives that were concerned with the protection 
of information were issued in 1869. In that year the Army issued an order restricting the 
availability of certain information on Army forts. The regulation prohibited photographs or other 
views of those forts except with the permission of the War Department. 

In 1898 Congress enacted a statute that established a penalty for damaging fortifications 
or harbor-defense systems, or interfering with their operation, or violating any War Department 
regulations made for the protection of such systems. The penalty was a fine ($100-$5000) or 
imprisonment (not more than 5 years) or both. Thus, penalties for violating the previously 
:ne~~:cn:;d A.-...y i<;:g-ulatk.oil p1oi~iing information on forts and harbor-defense facilities were now 
applicable to civilians as well as to military personnel. 

In 1912 the War Department provided regulations for marking and safeguarding certain 
documents, mostly concerning coastal defenses and other fortifications, as "Confidential." 
Documents so marked were to be kept under lock, to be uniquely numbered, to be periodically 
inventoried, and not to be copied except by the issuing office. These regulations possibly reflect 
the earliest use of a numbering system and periodic inventory requirements for classified 
documents. 

After the April 1917 entry of the United States into World War I and the arrival of the 
first American troops in France, the American Expeditionary Force promulgated regulations to 
protect official information. Those regulations, issued in November 1917, were patterned after 
French and British classification procedures. (The French were said to have used "Secret" and 
"Confidential" terminology; the British also used "For Official Use Only.") Shortly thereafter, in 
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December 1917, the War Department adopted similar regulations to be applicable throughout the 
Anny. Those regulations established three markings as follows: 

Secret - limited the use or sight of a document to the officer to whom it was delivered and, 
when necessary, to a confidential clerk; 

Confidential - restricted the document for use and knowledge to a necessary minimum 
number of persons; 

For Official Use Only- indicated that the document was for official circulation only and 
was not intended for the public or the press. (The American Expeditionary Force used the 
terminology "For Official Circulation Only.") 

From the end of World War I until nearly the beginning ofW.W.II, the military regulations 
for classifYing information remained much the same as those issued in 1917. One major change 
occurred in Anny regulations in 1921. This change provided guidance concerning identification 
of the information to be protected, rather than concerning who was allowed to see the 
information. The "Secret" marking was to be used for information "of great importance and when 
the safeguarding of that information from actual or potential enemies is of prime necessity." 
"Confidential" was to be used for information "of less importance and of less secret nature than 
one requiring the mark of'Secret."' Also included in the 1921 regulations were requirements to 
indicate the name and authority of the classifYing officer and the date of classification. 
Instructions provided for the possibility of canceling the classification marking at a later time. 

In 193 5 the Anny introduced a fourth marking, "Restricted," which was designed to 
protect "research work or the design, development, test, production, or use of a unit of military 
equipment or a component thereofwhich it is designed to keep secret." 

In February 1936 the Anny redefined "Secret," "Confidential," and "Restricted" for use in 
marking documents under its purview and discontinued the use of"For Official Use Only." 
Information falling within the latter category was incorporated into the new "Restricted" 
definition. The new definitions broadened the types of classifiable information to include non­
defense information. Protecting "national security" was mentioned as a reason for classifYing 
information. By implication, foreign policy information seemed to be included within the new 
definitions. The "Secret" designation was to be applied to information whose disclosure "might 
endanger the national security, or cause serious injury to the interests or prestige of the Nation, an 
individual, or any government activity, or be of great advantage to a foreign nation." Throughout 
this time the Navy's classification regulations were similar to the Army's. Neither service's 
regulations applied to information or materials not under their control, nor did they apply to 
nonmilitary personnel. However, the scope of those regulations had expanded significantly 
beyond information on Anny fortifications as first regulated in 1869. 

W.W.II is the time frame for the beginning of classification systems under Presidential 
Executive orders that are familiar today. Although Congress has not explicitly authorized an 
Executive order dealing with classification of information, it has given the classification system 
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implicit approval via statutes. Under Sect. 552(b}(l} of the Freedom oflnformation Act (FOIA), 
Congress has exempted from disclosure documents that have been properly classified under an 
Executive order. Under the Internal Security Act of 1950, Congress has prohibited government 
employees from giving information classified by the President (or under his direction) to foreign 
agents. The Computer Security Act of 1987 (Public Law 100-23 5) recognizes the classification 
system also. Its definition of "sensitive" information excludes information that has been 
authorized under criteria established by an Executive order to be kept secret in the interest of 
national defense or foreign policy. 

The first Executive order dealing with classification was Executive Order 8381, "Defining 
Certain Vital Military and Naval Installations and Equipment," issued on March 22, 1940 by 
President Franklin D. Roosevelt. The main effect of this order was to establish Presidential 
approval of what the Army and Navy were already doing. It also gave governmental civilian 
employees the authority to classifY information, since it provides that information could be 
classified "with the approval or at the direction of the President in addition to being classified by 
authority ofthe Secretary ofWar or the Secretary ofthe Navy." Until this time, military 
personnel had been the only recipients of governmental classification directives. Three 
classifications were provided: Secret, Confidential, and Restricted. 

The second Executive order dealing with classification of information was Executive 
Order 10104, "Defining Certain Vital Military and Naval Installations and Equipment as Requiring 
Protection Against the General Dissemination oflnformation Relative Thereto." It was issued by 
President Truman on February l, 1950. It included the three classifications ofthe first Executive 
order and added a fourth classification ofTop Secret. 

The first two Executive orders on classification were based on a 193 8 defense installation 
statute. Orders from this point to the present day do not cite such a specific authority, relying 
instead on authority vested in me (the President) by the Constitution and laws. 

The first of these Executive orders was Executive Order 10290 that provided a 
comprehensive system for identifYing and protecting Information "the safeguarding of which is 
necessary in order to protect the security of the United States. • Information was classified under 
this order at one of the four established levels and also was identified as "Security Information." 
Terms were defined and regulations were included to classifY, upgrade, downgrade, declassifY, 
disseminate, and handle (mark, transmit, store, and destroy) classified security information. This 
and the orders that followed resemble the current Executive order to that extent. 
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COMPARISON OF CONTEMPORARY EXECUTIVE ORDERS 

The following is a comparison of the major classification features of Executive Orders 
10290 through the present day. 

TIME FRAME- 17 September 1951 to 14 December 1953 (Truman's E.O.) 

Executive Order 10290, "Prescribing Regulations Establishing Minimum Standards for the 
Classification, Transmission, and Handling, by Departments and Agencies of the Executive 
Branch, ofOfficial Information Which Requires Safeguarding in the Interest of the Security ofthe 
United States" 

Executive Order 10290 provided for a four-tier security classification system, namely, 
Restricted, Confidential, Secret, and Top Secret. The damage test did not exist as such. Other 
and different criteria for assignment of each classification were: 

• Restricted - shall be applied to information having such bearing upon national 
security as to require protection against unauthorized use or disclosure, particularly information 
which should be limited to official use. 

• Confidential - shall be given only to information which requires careful protection 
in order to prevent disclosures which might harm national security. 

• Secret - shall be given only to information which requires extraordinary protection 
in the interest of national security. 

• Top Secret - unauthorized disclosure could result in exceptionally grave danger to 
the national security. 

Provisions were made for downgrading and declassification, either automatically or non­
automatically. Markings instructing downgrading and/or declassification could be placed on 
documents by the classifYing official. 

TIME FRAME- 1! December 1953 to 31 May 1972 (Eisenhower's E.O.) 

Executive Order 10501, "Safeguarding Official Information in the Interests of the Defense of the 
United States, • as amended several times including the significant declassification amendments of 
Executive Order 10964,20 September 1961. 

Executive Order 10501 provided for a three-tier security classification system, namely, 
Confidential, Secret, and Top Secret. The damage tests for assignment of each classification 
were: 
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• Confidential • unauthorized disclosure could be prejudicial to the defense interests 
of the nation. 

• Secret • unauthorized disclosure could result in serious damage to the Nation. 

• Top Secret -unauthorized disclosure could result in exceptionally grave damage to 
the Nation. 

The downgrading and declassification system from 20 September 1961 was as follows: 

• Group 1. Information or material originated by foreign governments or 
international organizations and over which the United States Government has no jurisdiction, 
information or material provided for by statutes such as the Atomic Energy Act, and information 
or material requiring special handling, such as intelligence and cryptography. This information 
and material is excluded from automatic downgrading or declassification. 

• Group 2. Extremely sensitive information or material which the head of the 
agency or his designees exempt, on an individual basis, from automatic downgrading or 
declassification. 

• Group 3. Information or material which warrants some degree of classification for 
an indefinite period. Such information or material shall become automatically downgraded at 12-
year intervals until the lowest classification is reached, but shall not become automatically 
declas~ified. 

• Group 4. Information or material which does not qualify for, or is not a5signed to, 
one of the first three groups. Such information or material shall become automatically 
downgraded at 3-year intervals until the lowest classification is reached, and shall be automatically 
declassified 12 years after date of issuance. 

TIME FRAME· l June 1972 to 30 November 1978 (Nixon's E.O.) 

Executive Order 11652, "Classification and Declassification of National Security Information and 
Material." 

Executive Order 11652 provided for a three-tier security classification system, namely, 
Confidential, Secret, and Top Secret. The damage tests for assignment of each classification 
were: 

• Confidential - unauthorized disclosure could reasonably be expected to cause 
damage to the national security. 

• Secret • unauthorized disclosure could reasonably be expected to cause serious 
damage to the national security. 
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• Top Secret- unauthorized disclosure could reasonably be expected to cause 
exceptionally grave damage to the national security. 

The downgrading and declassification system under Executive Order 11652 was as 
follows: 

• General Declassification Schedule: 

• Top Secret- Information or material originally classified "Top Secret" shall 
become automatically downgraded to "Secret" at the end of the second full calendar year 
following the year in which it was originated, downgraded to "Confidential" at the end of the 
fourth full calendar year following the year in which it was originated, and declassified at the end 
of the tenth full calendar year following the year in which it was originated. 

• Secret- Information or material originally classified "Secret" shall become 
automatically downgraded to "Confidential" at the end of the second full calendar year following 
the year in which it was originated, and declassified at the end of the eighth full calendar following 
the year in which it was originated. 

• Confidential- Information or material originally classified "Confidential" shall 
become automatically declassified at the end of the sixth full calendar year following the year in 
which it was originated. 

• Exemptions from the General Declassification Schedule: 

Certain classified information or material may warrant some degree of protection for a 
period exceeding that provided in the General Declassification Schedule. An official authorized to 
originally classify information or material "Top Secret" may exempt from the General 
Declassification Schedule any level of classified information or material originated by him or 
under his supervision if it falls within one of the categories described below. In each case such 
official shall specify in writing ori the materiat the exemption category being claimed and, unless 
impossible, a date or event for automatic declassification. The use of the exemption authority 
shall be kept to the absolute minimum consistent with national security requirements and shall be 
restricted to the following categories: 

• Classified infonnation or material furnished by foreign governments or 
international organizations and held by the United States on the understanding that it be kept in 
confidence. 

• Classified information or material specifically covered by statute, or pertaining to 
cryptography, or disclosing intelligence sources or methods. 

• Classified information or material disclosing a system, plan, installation, project or 
specific foreign relations matter the continuing protection of which is essential to the national 
security. 
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• Classified information or material the disclosure of which would place a person in 
immediate jeopardy. 

TIME FRAME- 1 December 1978 to 31 July 1982 (Carter's E.O.) 

Executive Order 12065, "Classification and Declassification ofNational Security Information and 
Material." 

Executive Order 12065 provided for a three-tier security classification system, namely, 
Confidential, Secret, and Top Secret. The damage tests for assignment of each classification 
were: 

• Confidential - unauthorized disclosure could reasonably be expected to cause 
identifiable damage to the national security. 

• Secret - unauthorized disclosure could reasonably be expected to cause serious 
damage to the national security. 

• Top Secret- unauthorized disclosure could reasonably be expected to cause 
exceptionally grave damage to the national security. 

The declassification system under Executive Order 12065 was as follows: 

• At the time of original classification each original classification authority shall set a 
date or event for automatic declassification no more than 6 years later. 

• Only officials with Top Secret classification authority and [certain] agency heads 
· may classify information for more than 6 years from the date of the original classification. This 
authority shall be used sparingly. In such cases, a declassification date.cr event, or a date for 
review, shall be set. This date or event shall be as early as national security permits and shall be 
no more than 20 years after original classification, except that for foreign government information 
the date or event may be up to 30 years after original classification. 

TIME FRAME- 1 August 1982 to the Present (Reagan's E.O.) 

Executive Order 12356, "National Security Information" 

Executive Order 12356 provided for a three-tier security classification system, namely, 
Confidential, Secret, and Top Secret. The damage tests for assignment of each classification 
were: 

• Confidential - unauthorized disclosure could reasonably be expected to cause 
damage to the national security. 
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• Secret - unauthorized disclosure could reasonably be expected to cause serious 
damage to the national security. 

• Top Secret - unauthorized disclosure could reasonably be expected to cause 
exceptionally grave damage to the national security. 

The declassification system under Executive Order 12356 is as follows: 

• Information shall be classified as long as required by national security 
considerations. When it can be determined, a specific date or event for declassification shall be 
set by the original classification authority at the time the information is originally classified. 
[When a declassification date or event cannot be determined, the information is marked with the 
notation "Originating Agency's Determination Required" or "OADR. "] 
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IDENTIFICATION PROCESSES 

ORIGINAL CLASSIFICATION POLICY 

Original classification is an initial determination that information requires, in the interest of 
national security, protection against unauthorized disclosure, together with a classification 
designation signifying the level of protection required. Original classification authority is 
delegated in writing. 

Except as provided in the Atomic Energy Act of 1954, as amended, Executive Order 
12356, "National Security Information" provides the only basis for classifying information. The 
only reason for security classification of information is to protect the national security which is 
defined as the national defense and foreign relations of the United States. This policy is 
implemented within the Department ofDefense by DoD 5200.1-R, "Information Security 
Program Regulation." 

An original decision to classify shall be made only by an official with that authority' when, 
first, it is determined that the information in question is within one of several categories that are 
classifiable, and, second, a separate determination is made that the unauthorized disclosure of the 
information, either by itself or in the context of other information, reasonably could be expected 
to cause damage to the national security. 

Ifboth of the foregoing determinations are affirmative, DoD information requiring 
protection against unauthorized disclosure, or uncontrolled dissemination, shall be classified at 
one of three levels, namely: Top Secret, Secret, or Confidential. The Top Secret designation 
shall be applied only to information or material the unauthorized disclosure of which reasonably 
could be expected to cause exceptionally grave damage to the national security. The Secret 
designation shall be applied only to information or material the unauthorized disclosure of which 
reasonably could be expected to cause serious damage to the national security. And the 
Confidential designation shall be applied only to information or material the unauthorized 
disclosure of which reasonably could be expected to cause damage to the national security. 

Examples of exceptionally grave damage to the national security, the test for application 
of the Top Secret classification, include armed hostilities against the United States or its allies, 
disruption of foreign relations vitally affecting the national security, compromise of national-level 
cryptographic systems, exposure of some intelligence sources or methods, and substantial 
disruption of the capability of the National Command Authority to function in times of peace or 
crisis. Examples of serious damage and damage to national security are progressively less 
calamitous. 

Original classification authorities shall set a date or event, consistent with national 
security, on which automatic declassification should occur. They may provide for indefinite 
duration of classification only when this cannot be done. 
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Once the classification decision is made, the original classifier incurs the responsibility for 
communicating that decision to others who have need for the classified information through 
appropriate markings or other guidance. This responsibility to provide security classification 
guidance extends to industry when classified contracting is involved. 

Original classification authority flows from the President of the United States through 
Executive Order 123 56 to the heads of various Executive branch departments of agencies. The 
President has conferred original Top Secret classification authority upon four officials within the 
Department. They are the Secretary of Defense and the Secretaries of the Military Departments. 
These officials may delegate this authority to their subordinates. 

Extant DoD security classification policy requires that classification guides be maintained 
in phase with project milestones to the degree practicable. This concept has been reinforced 
recently by actions of the Acquisition Systems Working Group that mandates that protection 
plans be developed along project milestone lines. Classification guides are to be understood as 
the written record of a decision or series of decisions to classify information. Classification guides 
shall: 

• Identify the information elements to be protected, using categorization to the 
extent necessary to ensure that the information involved can be identified readily and uniformly; 

• State which of the classification designation (that is, Top Secret, or Confidential) 
applies to each element or category of information; · 

• State declassification instruction for each element or category of information in 
terms of a period of time, the occurrence of an event, or a notation that the information shall not 
be declassified automatically without approval of the originating agency; and 

• State any special public release procedures and foreign disclosure considerations. 

Security classification cannot b~ US{'<! fu!" !~e ::~!: ;::;:-p~~ ~f-c.:;m.:.ea:ing violations of iaw, 
inefficiency, or administrative error, to prevent embarrassment to a person, organization, or 
agency, or to restrain competition. 

The flow chart that appears on the next two pages illustrates the original security 
classification process. 
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ORIGINAL CLASSIFICATION PRACTICE 

Anecdotal evidence suggests that original classification practice does not always match 
claSsification policy. 

In a Department as large as the Department of Defense, there is need to improve 
constantly the implementation of security classification rules. This is abundantly clear when the 
constant tum-over of supporting staff and officials who occupy positions involving original 
classification authority, and the press of business, are considered. 

Implementation Objective No. 1 recognizes the central role of the original classifier. The 
decision by that person to protect information within his or her domain is the one that triggers 
implementation of other security disciplines. This trigger mechanism inherently is part of the 
process of classification of information. A bad decision to protect information has the same 
consequences as does a proper decision. That is, both lead to the safeguarding of information at 
some expense to the government and its taxpayers. Original classification practice does not 
support the quality judgments that should lead to increased productivity and, ultimately, lower 
costs for the security of information within the Department of Defense. 

In an effort to help others foresee problems that may arise as a consequence of their 
original classification decisions, and to achieve constancy of purpose, the Department of Defense 
developed and published in 1976 a "DoD Index of Security Classification Guides" for use by its 
classifiers and others with an information protection responsibility. The Index provides 
opportunity for classifiers in one part of the Department of Defense to learn of the classification 
decisions made by others. Constancy of classification action would result if all classifiers were in 
a position to know of similar action by peers. To a degree, the Index achieves this purpose but it 
can be crafted into a more useful tool. An expanded version of the Index could bring more 
structure and uniformity to the classification process within the Department of Defense. 
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environments of the Department. Practice does not fit policy when the secretary to a director is 
told to take care of classifying the document just signed. 

Classification practice in many situations is by rote. "It always has been classified and this 
is too" is a refrain heard too often. A mistake made once is repeated with no conscious effort to 
understand why the information needs protection. And consequences of improper and 
unnecessary protection of information are not evaluated. Also, the original decision to protect 
may have been proper at the time it was made but circumstances surrounding the decision 
changed without an accompanying reevaluation of classification. The "by rote" syndrome is one 
that absolutely eliminates any chance of building quality into the classification process. 

Whether by rote or otherwise, classification decisions are made without full consideration 
of the status oflike information on a world-wide basis. Full utilization scientific, technical, 
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intelligence, and public affairs resources would eliminate barriers to quality classification 
decisions. That in tum would lead to increased productivity and ultimately to reduced costs. 

Some bureaucrats engage in "prestige classification" -the practice of classifying at the 
highest level, or adding compartmentation symbols to the classification - as a means of assigning 
importance to information. This practice must be eliminated. 

There are indications that some information is classified because it may be useful to 
another nation. While the motivation for such classification is understood, especially when 
viewed from the light of the Cold War, it is still incorrect classification. This suggests that not 
enough has been done to provide the classifier the tools needed for a quality job. Security 
awareness, education, and training investments for classifiers should produce a significant return 
on investment by decreasing overall costs of classification and preventing loss of information of 
value. 
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DERIVATIVE CLASSIFICATION POLICY 

Derivative classification is a determination that information is in substance the same as 
information that is currently classified. The derivative classification process includes application 
of the same classification markings to the newly created material. Derivative classification is a 
responsibility (as contrasted to authority in the context of original classification authority) of those 
who work with classified information. 

Derivative application of classification markings is a responsibility of those who 
incorporate, paraphrase, restate, or generate in new form, information that is already classified, or 
those who apply markings in accordance with guidance from an original classification authority. 
Persons who apply derivative classifications should take care to determine whether their 
paraphrasing, restating, or summarizing of classified information has removed all or part of the 
basis for classification. Persons who apply such derivative classification markings must: 

• Respect original classification decisions; 

• Verify the information's current level of classification as far as practicable before 
applying the markings; and 

• Carry forward to any newly created documents the assigned dates or events for 
declassification and any additional authorized markings. 

The Department of Defense and other Federal agencies have in place derivative 
classification policy as described above. From the vantage point of the Executive order and 
implementing directives, other approaches are possible. The Department of Energy treats 
derivative classification in much the same fashion as the Department of Defense treats original 
classification. That is, derivative classifiers are designated as such in writing by DoE 
management. 

Providing for the written designation of derivative classifiers, and thus excluding all others 
from the process, should be explored. There are pros and cons to this approach, however. On 
the plus side ofthe equation, it should be expected that the quality of implementation of the 
derivative classification process would improve. Education and training could be targeted more 
precisely. On the other side of the equation is the fact that new bureaucratic structures would 
have to be built and operated with already scarce resources. 
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DERIVATIVE CLASSIFICATION PRACTICE 

Derivative classification accounts for the vast majority (98%) of classification 
determinations made by DoD officials. It works reasonably when portion markings are present on 
the source documentation or when written security classification guidance is explicit enough to 
remove discretion from the process. 

Derivative classification based on source documentation is commonplace in administrative 
business settings that often lack written classification guides. This occurs because of the difficulty 
in drafting guides to cover the wide array of national security-related situations that may arise in a 
Pentagon staff office, for example. This suggests there is a possibility to provide additional tools 
(classification guides) for derivative classifiers that would cover missions as opposed to the more 
common situation of classification guides for systems. Overall efficiency of staff operations could 
improve in many circumstances. 

Source document derivative classification, that is, taking information and its classification 
from one document for use in another, does have strengths and weaknesses. The paragraph is 
generally accepted as the smallest portion of a document that is separately identified with 
classification markings ((C), (S), (TS) or (U) to indicate unclassified). The strength comes from 
the idea that the secret may be contained in a single sentence. The portion marking protects not 
only that sentence but the sentences that surround it. Thus, there is less likelihood of disclosing 
the secret through association with other unprotected information. On the negative side, using 
the same illustration, the unclassified information surrounding the secret sentence gets a 
classification label when it is used elsewhere. The derivative classifier is not empowered to do 
otherwise and thus the total amount of information protected by security classification may grow 
unnecessarily. As information is recycled more often, unnecessary classification becomes worse. 
Costs increase while quality (properly classified information) decreases. 

The importance of the preceding paragraph cannot be overstated. Except for chain-of­
command situations, a derivative classifier has no authority to a.'ld may nut make a determination 
lhat information ts to be handled in a manner other than as marked. Such authority inherently is 
that of the original classification authority. The derivative classifier who changes the decision of 
another brings chaos to the classification system. This is occurs because information is protected 
and not protected at the same time or information is protected simultaneously at differing 
classifications. Even when a derivative classifier exercises good common sense, and treats 
"obviously" unclassified information within a Secret classified paragraph as unclassified, he or she 
is acting without authority and will, sooner or later, make mistakes because he or she does not 
know better than the original classifier. 

Derivative classification based on classification guides tends to be more common in offices 
responsible for high-technology systems such as state-of-the-art missiles. A classification guide 
acts as a written record of a series of classification decisions by an original classification authority 
(in charge of missiles, to continue the example). If it correctly describes information to be 
classified, and does so with precision, a potential exists that only that information requiring 
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protection in the national interest will be classified by derivative classifiers. This is only a 
potential because the classification guide must be available, must be read, and must be understood 
by those who need it. 

Managers of programs with national security information should want to promulgate the 
best guidance possible. The investment of time to do the guide right should be expected to create 
program savings downstream while assuring the security of the program. Program savings should 
accrue because there would be less or no need to correct mistakes. The percentage of productive 
time spent to accomplish program activities increases. 

At the time of initial preparation of classification guides, program managers need to 
provide guidance based on anticipated acquisition or other milestones in the program. This has 
been addressed recently (in the Acquisition Systems Protection Master Plan) but the regulatory 
guidance to that effect-- which has been in place since 1972 --often is ignored. The 
consequences may be unnecessarily long protection of information at too high a level. 
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DEFINITION OF APPROACH TO BE USED IN IDENTIFYING AND PRIORITIZING 
CATEGORIES OF INFORMATION NEEDING PROTECTION 

In all likelihood, there is no single best answer to achieving the stated or any implicit goals 
oflmplementation Objective No. I of the CI&SCM Strategic Plan. Thus, there should be 
flexibility and willingness to make adjustments to the approach recommended by this report. Any 
adjustments ought to be based on experience gained in the course of pursuing the goal. 

Much work has been done in the area of identifying that which needs protection. 
Identification of the work accomplished to date should be prerequisite to further efforts in 
identifying, defining, and prioritizing the categories of information that require protection so that 
CI&SCM organizations can direct shrinking resources to the most critical areas. 

The Defense Information Security Committee {DISC) is chartered by Section 5, Chapter 
XIII, DoD 5200.1-R., "Information Security Program Regulation" to assist in the formulation of 
DoD Information Security Program policy and procedures. The DISC is comprised of senior 
security representatives of the major DoD Components. The DISC is at the disposal of the 
ASD(C3I) and should be tasked to continue the process initiated with the June 4, 1992 approval 
of the CI&SCM Strategic Plan. 

The Acquisition Systems Protection Working Group (ASPWG) should contribute to the 
process. It has developed and caused implementation of requirements for the promulgation of 
acquisition system protection plans as a part of the procurement process. In many cases these 
plans are subject to review during the Defense Acquisition Board (DAB) process. The ASPWG 
effectively has struck down barriers that divided the security and procurement communities too 
long. The ASPWG and DISC are in a position to work as a team to assist in identification of 
broad areas of information that require protection. 
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This new body is to be chaired by the Deputy Assistant Secretary of Defense (Counterintelligence 
and Security Countermeasures) (DASD(CI&SCM)) and be called the Security Classification and 
Safeguards Committee (SCSC). It provides a response to that part of Implementation Objective 
No. 1 that calls for establishment of a senior review panel to provide overall policy guidance. As 
noted, the new SCSC will be chaired by the DASD(CI&SCM). Membership will be comprised of 
the senior security classification and safeguards officials of DoD Components. 

A pending revision of DoD 5200.1-R provides a response to another part of 
Implementation Objective No. 1, that is, it will provide an integrated policy approach for the 
identification and protection of both classified and unclassified sensitive information. It will 
integrate into one issuance DoD policy for the identification and protection of classified 
information as well as information that is For Official Use Only, UCNI, sensitive in the context of 
the Computer Security Act, distribution limited, Limited Official Use, and export controlled. 
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Further integration of processes can be achieved through adoption of new security policy 
that would encourage or require development and promulgation of security classification guidance 
for organizations such as a DoD Component or an office. Such mission-oriented guidance could 
cover the full range of sensitivities that the Component or office confronts on a routine basis. For 
example, in a personnel office, it could identify those Privacy Act details as well as the 
classification of the identities of clandestine intelligence operatives that appear in the personnel 
records collection. This is essential to a total quality approach to the protection of DoD 
information resources. 

The disparity between policy and practice in the fields of original and derivative security 
classification must be addressed at all levels to assure available security resources are expended 
only when required to safeguard properly classified information. The Department of Defense 
Security Institute has launched the "Classification Management" course. The four yearly 
iterations of this course should improve DoD performance in this critical area. The criticality 
comes from the fact that the decision to classify drives application of other security resources. 
The importance of this new course offering should be briefed to the DISC. In turn, the DISC 
members should be tasked to help identify those DoD Component personnel who might benefit 
most from attendance at the "Classification Management" course. 

• Definition of Approach. To apply internal CI&SCM resources to solving the problems 
identified, the DASD(CI&SCM) will chair a series DISC (or SCSC) meetings, with ASPWG 
participation, to address this report. The DISC will, in the interim, act as the "senior review 
panel" and consider its relationship to a blue-ribbon panel of great Americans to be formed in the 
next stages of this effort. Too, the DISC will consider whether, in the long haul, it should be the 
"senior review panel" contemplated in Implementation Objective No. 1. The DISC also will 
consider the advantages and disadvantages of a panel composed of very senior DoD personnel 
versus a panel of"great Americans" who would not necessarily be or have been affiliated with the 
Department of Defense. Inclusion of these alternatives at this point in the development of a 
complete response to Implementation Objective No. 1 is to assure barriers to options are removed 
and the widest range of views is considered. · 

The DISC, and any invited additional DoD agency or working group representatives, will 
make preparations for future work of the blue-ribbon panel by collecting and analyzing extant 
information protection studies and developing a synthesis of those for higher-level consideration. 
Working from that point, an existing study may be adopted or a new one developed by the DISC. 

Additionally, the DISC will continue to advise and assist the Information Systems Security 
Directorate, ODASD(CI&SCM) in the preparation of a new issue of DoD 5200.1-R that will 
provide a unified policy document for protection of both classified and sensitive but unclassified 
information within the Department of Defense. 

Though a DoD initiative, it is envisioned that the blue-ribbon panel report ultimately may 
need to be sent to the President for consideration and further action at the national level. That 
action could take the form of an Executive order implementing the FOIA and other statutes which 
would support a unified information protection structure at the national level. Also, that action 
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could take the form of proposed legislation to rationalize existing statutes and provide a statutory 
basis for the present security classification system. Other possibilities may be developed by the 
blue-ribbon panel for presentation to the President. 

• Reports. The DISC/ASPWG will report progress to the ASD(CJI). 

REVIEWED AND APPROVED: 

DATE: 

Charles A. Hawkins, Jr. 
Acting Assistant Secretary of Defense 
(Command, Control, Communications, 

and Intelligence) 
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APPENDIX A 

ASD(C31) Memorandum of June 4, 1992 



ASSISTANT SCCRCTARY Of' OEFENSC 

WASHINGTON 0 C 20)111 Jo•o 

June 4, 1992 

co ..... ,.u "'" .. '"01. 
cn ....... v,..•• "t •0"'\ 

MEMORANDUM FOR SECRETARIES OF THE MrLITARY DEPARTMENTS 
CHAIRMAN OF THE JOINT CHlEFS OF STAFF 
UNDER SECRETARIES OF DEFENSE 
DIRECTOR OF DEFENSE RESEARCH AND ENGINEERING 
ASSISTANT SECRETARlES OF DEFENSE 
COMPTROLLER 
GENERAL COUNSEL 
INSPECTOR GENERAL 
DIRECTOR OF OPERA 110NAL TEST AND EVALUATION 
ASSISTANTS TO THE SECRETARY OF DEFENSE 
DIRECTOR OF ADMINISTRATION AND MANAGEMENT 
DIRECTORS OF 11iE DEFENSE AGENCIES 

SUBJECT: Defense Counterintelligence and Security Countermeasures Strategic Plan 

Aggressive and focused counterintelligence and security countermeasures effons within 
the Depanment of Defense are required to safeguard the people, material and functions that are 
conaibuting to the security of our nation.· To strengthen these effons, 1 have approved the 
anached Defense Counterintelligence and Security Countermeasures Strategic Plan. 

Request that the Chairman of the Joint Chiefs of Staff communicate the contents of the 
subject plan to the Commanders of the Unified and Specified Combatant Commands. 

-



DEFENSE 

COUNTERINTELLIGENCE 

AND SECURITY 

COUNTERMEASURES 

STRATEGIC PLAN 



INTRODUCTION 

Taking into account the end of the Cold War and adjustments in the new world 
environment, this plan sets forth a course of action to rationalize and strengthen 
counterintelligence and security countermeasures (CI & SCM) as requested by the 
Secretary of Defense in the "Plan for Restructuring Defense lntelli~ence," approved on 
March 15, 1991. As directed by the Secretary, all CI & SCM activittes, except for those 
involving Special Access Programs (SAPs) and international and NATO security 
matters, were transferred from the Under Secretary of Defense for Policy (USD(Pll to 
the Assistant Secretary of Defense for Command, Control, Communications and 
Intelligence (ASD(C31)), thus establishing a closer relationship with Department of 
Defense <DoD) intelligence and information activities. To further strengthen the 
Department's information protection activities, the ASD(C31) combined information 
security with counterintelligence and security countermeasures and created a Deputy 
Assistant Secretary position to manage the programs. This strategic plan complements 
the recent realignments of personnel and responsibilities within the Office of the 
Secretary of Defense. . 

Counterintelligence and security countermeasures protect the national security by 
safeguarding people, facilities, technology, information systems, and materials against 
terrorism and crime, espionage, or sabotage, conducted for or on behalf of a foreign 
power, organizations, or persons. CI & SCM include under their co~izance, as a 
minimum: counterintelhgence investigations, operations, production, and collection; 
material classification and safeguards; personnel, physical, industrial, and systems 
security; and those measures employed to prevent the disclosure, loss, misuse or 
destruction of national security information, materials. or the systems and networks 
used to collect, process, analyze, store, or communicate that information. Effective CI 
& SCM counter, deter, exploit, and elude efforts to diminish our Nation's defense 
ca pa bili ties. · 
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THE VISION 

The CI & SCM community needs a flexible structure within which 
it can create and provide integrated CI & SCM services for both 
policymakers and warfighters. This structure will expand the 
strategies for CI collection, operations, investigations and production 
through a master plan that delineates CI & SCM interoperability in 
the dynamically changin~ world in the next ten year5. This structure 
will also serve designers, 1mplementers, and users of DoD systems and 
networks, and support the understanding and development of 
strategies, tactics, and contingency plans likely to be employed in crisis 
situations or on future battlefields. It will enhance the protection of 
weapon systems critical to battlefield success, as well as the 
development of follow-on systems throughout the entire research and 
development cycle. Essentially, the structure will: 

• coherently address the problems of intelligence threat 
identification, characterization, and neutralization; 

. • conduct risk and vulnerability assessments; 

• develop standards and policies on which to base the validation 
ofCI & SCM requirements; 

• cope with complex legal and legislative issues; 

• take advantage of evolving technologies, both at costs and 
within time periods that are both rational and realistic given 
expected Defense budget levels in the next ten years; 

• bring CI into the arena of joint operations as a key contributor; 

• respond to requirements targeting nontraditional, non­
standard threats (e.g., terrorism, narcotics) with a minimal 
impac~ on daily operations; 

• develop viable strategies for CI support to HUMINT and for 
Offensive CI Operations; 

• develop strategies to ensure that CI & SCM is an integral part 
of the acquisition process; and, 

• develop strategies to maximize CI & SCM support to operations 
of the Military Departments. 
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CURRENT SITUATION, TRENDS, AND ANALYSIS 
The demise of the Soviet Government and its clients in the central and eastern 

European states has radically altered the nature of the foreign intelligence threat faced 
by the US Government and the Department of Defense (DoD) worldwide. The 
implications for the US counterintelligence (CI) and security countermeasures (SCMl 
community are enormous. Recent developments have highlighted economic espionage, 
diversion of military and defense-related technology, US positions and intentions 
involving regional conflicts and threats posed to US military assets involved in 
counterdrug, counterinsurgency, and internal defense and development operations as 
the current high priority targets for foreign intelligence, terrorist, and criminal 
organizations. The widespread availability of state-of-the-art communications, 
cryptographic, and other electronic equipment, coupled with the increasing 
vulnerability of information systems to high-technology threats, such as computer 
viruses, will pose additional national security concerns. In response, a redirection of 
priorities and the development of new responses within the military 
counterintelligence and security countermeasures community are required. 

The demise of the Soviet threat has also caused deep cuts in the US Defense Budget 
and further cuts must be anticipated. This means there will be reduced CI & SCM 
resources to meet future foreign intelligence, terrorist, and criminal threats to the US 
military. Therefore, the efficient, coordinated and frugal use of US Defense CI & SCM 
resources becomes of paramount necessity. 

In the past, US counterintelligence efforts and security countermeasures were 
designed primarily to deal with the high-level of expertise and technical sophistication 
possessed by the Soviet intelligence services and their clients. The current and future 
world environment will present a diverse array ofthrea·ts with widely varying levels of 
sophistication and technical expertise. This diverse threat environment, combined 
with diminished resources, will demand greater flexibility in terms of the application of 
CI & SCM procedures in neutralizing the varying foreign intelligence, terrorist, and 
criminal threats posed to US defense assets. 

The advances in computer technology and telecommunications incorporated into 
uS defense systems and equipment have also created a vastly different category of 
vulnerabilities than those seen only 5 years ago. Thousands of pages of classified 
rna terial can be carried_i~ a ~at pocke~ _Millions of dollars worth of son ware can be 
ciesu-oyed\vir.n B. -phone cail. ln the past, mrormauon systerns securn:.y considerations 
have not always been incorporated 1nto automated information systems from their 
inceptio~. This has resulted in costly attempts to integrate info!'Jllation security 
systems mto DoD automated systems after the fact, many ofwh1ch have proven 
constraining and ineffective. The DoD CI & SCM community must devise methods to 
eliminate these costly and ineffective attempts to retrofit and ensure that information 
security systems are designed into DoD automated systems from their inception. 

An additional factor that will impact adversely on DoD CI & SCM effectiveness is 
the perception that the threat has "gone away." A commander or policymaker/ 
decisionmaker will not expend resources or constrain operations unless he/she is fully 
and effectively informed of the threat that foreign intelligence, terrorist, and criminal 
organizations really present. In the future, the DoD CI & SCM community will be 
required more than ever to define the threat and demonstrate the effectiveness of 
proposed methods to defeat and elude it. 
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The "volunteer" spy, a trusted US citizen who betrays his/her own country for 
money, will continue to be a threat. The major buyers may change from the Soviets to 
narcotics traffickers, economic competitors, and. in some cases, even "friends," as in the 
Pollard case, but the threat will remain. The changing threat environment may 
witness a wider diversity in motivations for espionage. 

Major goals, guiding principles, and objectives to support a renewed CI & SCM 
effort are listed on the following pages. 

--~~--
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LONG-TERM GOALS 

The goals of CI & SCM are to: 

• Enhance at all echelons the understanding of 

threats facing the US National interests and 

programs for the next ten years. 

• Improve our management ofCI & SCM across 

the spectrum of disciplines as an aid to total 

integration of protective measures. 

• Protect the US technological edge within the 

world economic structure and the US readiness 

posture vis-a-vis its role in the world. 

• Establish a better quality and cost-effective 

CI & SCM customer/user support system which 

• Foster innovation and creative research and 

development designed to ensure and protect US 

security well into the 21st Century. 
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GUIDING PRINCIPLES 

In achieving our goals, the following guiding principles apply: 

Centralize and streamline the performance ofCI & SCM. Take 
full advantage of economies of scale where centralization of functions 
can satisfy requirements for provision ofCI & SCM services. Apply 
technological solutions where cost-effective in order to reduce 
dependence on expensive personnel and facilities. 

Maintain close and continuing coordination with agencies and 
organizations pursuing disciplines related to CI & SCM. Obtain 
maximum value from CI & SCM-related information and experience 
by sharing with U.S. law enforcement and intelligence agencies and 
-organizations, as well as those of host countries where appropriate, 
and obtaining access to their information and experience in return. 

Lower co-sts across the board. Seek innovative ways to reduce 
fixed costs over the long term. Use conunercial off-the-shelf (COTS) or 
non-developmental item (NDI) technology where feasible. Recognize 
that success and endurability of future systems will be predicated, in 
large part, on effective cost control. 

Maintain the effectiveness ofCI & SCM personnel and enhance 
their skills consistent with changes in the CI & SCM mission. 
Maintain suitable career paths for civilian and military cadres. train 
and prepare managers for higher responsibility, and provide in the 
work force the mix ofskillssu~{! ~y:~riPn~,. "'"~!"C:<;""'" ~~ trg:_;;;:!tic::-
Jrom today's environment tO that of the future.- ~ 

Achieve a total quality discipline in CI & SCM. Provide an 
environment in which the absence of inefficiencies is the key to lower 
costs and higher satisfaction at the user end ofCI & SCM services. 
Maintain a close relationship with those for whom we provide CI & 
SCM services, constantly analyzing the benefits-that CI & SCM 
provide to their missions. 
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CI AND SCM STRATEGY 

1. IMPLEMENTATION OBJECTIVE: Prioritize which information needs 
protection, the threat through loss (and to whom), and the protection necessary. 

THE STATUS: The development of guidance for determining the 
classification of information or designating unclassified information as sensitive is 
fragmented across numerous components and organizations. As a result, there is no 
standard process that would consider the value of the information to be protected to our 
policyrnakers and warfighters, or for determining the priority of the application of 
protective resources to classified or unclassified sensitive information. Moreover, DoD 
Components and organizations are attempting to define the threat to this information 
based on their own necessarily limited version of the national security environment. 
Further complicating this situation, information that is crucial to decision-making and 
warfighting (but that is not necessarily classified) increasingly resides on and is shared 
between automated information systems without requisite security considerations 
having been included in the design of the data networking process. Overall, this 
fragmentatio~ of policy development has resulted in inadequate cost benefits analysis, 
uneven security levels, significant redundancy, cost escalation, and managerial 
inefficiencies. Fiscal responsibility dictates that we must carefully define what must be 
protected and concentrate our finite resources upon safeguarding our most important 
assets and information. This requires a fundamentally new way of thinking about the 
"security envelope" to be applied to our information and information systems in the 
post-Cold War period. 

IMPLEMENTATION ACTION: By July 30, 1992, the ASDCC3l) will 
review the processes used for determininJ classification of information and designation 
of sensitive information, and develop an mtegrated approach-- to include 
establishment of a senior review panel to provide cohesive and overall policy guidance-­
that identifies, defines, and prior1tizes the categories ofinfonnation that require 
protection so that CI & SCM organizations can direct their shrinking resources to the 
most critical areas. 

· 2. --!~~·?LE~:!E!'-!'!'~~. ~!C ~ --09-J~C~~·-'~: G~.:--::~::-~!~~-: :.~-: ·;=f.ro<::_~~ .::;-a-!!-~-:e~~rt~-~ ----~ 
oversight, operational review, mission execution, and cross-discipline analysis of 
CI & SCM programs. 

THE STATUS: The reorganization ofCI & SCM within OSD into a single 
functional area is designed to improve coordination and management across the 
disciplines. An initial, critical step is to define clearly the programs under DASD 
(CI & SCM) cognizance. Budget development, review, execution, and oversight of DoD 
security programs previously have not been centralized, integrated, or comprehensive; 
rather, SCM resources have been embedded in other major force programs, making 
accounting and ove~ight extremely difficult. Moreover, the CI program, while planned 
and budgeted for by DoD as part of the National Foreign Intelligence Program <NFIP), 
has not had a mechanism to ensure budget execution review or overall stratefPC 
analysis. Information Security Systems(INFOSYSEC) program efforts are d1stributed 
widely across DoD agencies and organizations, and the lack of collective review and 
overall mana~ement virtually ensures that some programs overlap and significant 
gaps in capab11i ty exist. 
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Congress has directed that a report be submitted to the two intelligence 
committees by July 1, 1992, which discusses various alternatives in submitting an 
integrated Cl & SCM program budget. We have contracted with the Institute for 
Defense Analyses (IDA) for support of these tasks; this includes identifying all 
programs and budgets throughout DoD that are associated with Cl & SCM. 

. Congress also directed the transfer of 20 billets from the Military 
Departments to the Intelligence Program Support Group (lPSG) this fiscal year. These 
new resources will help improve the management ofCI&SCM by performing program 
evaluation, cross program analysis, budget displays, and budget execution reviews. 

IMPLEMENTATION ACTION: The ASD(C31), in coordination with the 
DoD Components, will: 

• By July 1, 1992, define those programs to be included in CI & SCM, and 
determine the best method to manage the CI & SCM budgets. 

• By October 1, 1992, develop a plan for providing guidance to DoD 
agencies and organizations with rettard to program overlap and gaps in 
existing information systems secunty programs. 

• .BY December 15, 1992, clearly define CI & SCM support, and the roles of 
various organizations, to the DoD Acquisition process. 

• By December 15, 1992, ensure the IPSO is adequately staffed to establish 
stronger program review ofCI & SCM funding and to develop standards for 
consideration of cross program tradeoffs. 

· 3. IMPLEMENTATION OBJECTIVE: Refocus CI efforts to protect DoD 
information (Objective 1) and improve CI responsiveness to the needs of the Military 
Services, OSD, the unified and specified commands, and the Chainnan of the Joint 
Chiefs of Staff. 

THE STA11JS: For the past 40 years, the DoD Cl community has focused a 
majority of its energies at defending the U.S. military against the intelligence threat 
posed by the Warsaw Pact and the People's Repubic of China. This orientation was in 
consonance with our strategic priorities; however, it left us with a dearth ofknowlede:e 
~~..,--~;---.~;~:~I.~ ;~.;~-di::-;·:;=;:i·t.;a~~vui:ii ·cs.l.vcnwu·ic3. o·vec.t.i:l"e·past clecade and~ 
encouraged by the political changes in Eastern Europe, our realization of the threat 
posed by nuclear proliferation and technology transfer to unstable regional powers, e.g. 
Iraq, bas been sharpened. Concomitantly, the threat~ tO our HUMlNT programs 
and expanding data automation networks by foreign mtelligence services has been 
highlighted by disclosures from Eastern Europe and elsewhere. 

O~r CI focus must react appropriately to evolving National Security · 
Strategies. Recent efforts by the US CI community, in which DoD CI is a major player, 
to better identify and understand the intelligence threat posed by nontraditional 
adversaries have been a necessary first step. Additionally, the inclusion ofCI Support 
Officers (CISOs) on the staffs of the unified and specified combatant commands during 
the last two years is facilitating improved CI support. The establishment of a CI staff 
support office responsive to the DIA J-2 provides the impetus for the development of 
comprehensive joint CI doctrine, strategies, arc hi lectures, procedures, and systems to 
achieve effective interoperable CI support to the Chairman of the Joint Chiefs of Staff 
and unified and specified commands. 
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IMPLEMENTATION ACTION: By August3l.l992, the ASD(C31) will set 
forth a Cl strategy identifying assumptions, objectives and priorities for the remainder 
of the decade, in concert with the SECDEF Defense Planning Guidance and unified and 
specified command needs. In turn, this strategy would be implemented by the Defense 
counterintelligence agencies. The strategy would serve to guide all DoD CI agencies in 
refining the focus of their respective activities. The strategy would also eliminate the 
"Counter Warsaw Pact" orientation of past decades and bring DoD CI into a more 
global venue. It should reflect the heightened priority towards stopping proliferation, 
supporting HUMINT and military contingencies, and neutralizing the pertinent 
aspects of foreign intelligence attempts at penetrating DoD information systems and 
networks. Finally, the strategy should encourage closer integration of all source threat 
data to be shared among the Cl agencies and appropriately interfaced with Defense 
security programs. 

4. IMPLEMENTATION OBJECTIVE: Establish mechanisms to ensure that 
appropriate information security policies are implemented as part of all corporate 
information management (CIM) architectures, networks and systems. 

THE STATUS: The principles ofCIM are applicable to information systems 
architectures, networks, and systems under consideration for, or being developed by, 
the Department of Defense. Information security policies, requirements, procedures 
and protocols must be incorporated from the inception of our architectures, networks 
and systems. The Defense Information Systems Security Program (DISSP) under 
ASD(C3D oversight, will manage, coordinate and direct support to DoD programs, 
develop standards and protocols in accordance with CI & SCM policy for infonnation 
systems security, and expedite the implementation of multilevel secure (MLS) 
command, control, and communications systems for DoD. 

IMPLEMENTATION ACTION: Effective immediately, ASD (C31l/DASD 
(CI & SCM) will ensure INFOSEC participation in the development and evolution of 
DoD's CIM information systems architecture, and will oversee the DISSP's 
mana~ementofimplementation ofinfonnation security within DoD programs and the 
insert1on ofMLS technology. , 

5. IMPLEMENTATION OBJECTIVE: Establish effective and efficient 
nrnt-pro~_~ ... ..... .,~ ..., ___ .... _ ........ _...~ .... .-~1!!' r,.. .. ""-A·~~i nina .c:.r:n~itv ... ~~ .... -~~!' -Jiaihilitv-
... . .; ...... 7 ~ - • -- -·- . ,._ '- - ~-,.. -·-- -~ -'--- - . ---. ... •• • - - ·- .• -0 - .. - •.• 

THE sTATUS: National Security Directive 63 created the Single Scope 
Background Investigatioll to set common investigative standards for use by all Federal 
Agencies in determining the basis for clearance decisions for access to Top Secret and 
Sensitive Compartmented Information (SCI). More effort is underway, as a product of 
the National Industrial Security Program, to establish a single background 
investigative request form and common adjudication standards to ensure reciprocity 
among agencies. · 

Defense Management Review Decision ( DMRDl986 directed the Defense 
Personnel Security Research Center (PERSEREC) to.conduct a study on consolidation 
of the adjudication process. PERSEREC has identified alternatives which are currently 
under review with ASD(C31) and the Defense Components. After full coordination, 
recommendations will be forwarded to Deputy Secretary of Defense for final 
determination. 
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IMPLEMENTATION ACTION: The ASD (C3I>, in coordination with the 
DoD Components, will: 

• Within 90 days of approval ofDMRD 986 by the Deputy Secretary of 
Defense, formulate an action plan to implement the consolidation 
alternative selected. The principles of corporate information management 
will be an integral part of the plan. 

• By December 31, 1992, in further coordination with members of the 
National Industrial Security Program, establish.common and reciprocal 
standards for adjudication guidelines and appeals procedures. 

6. IMPLEMENTATION OBJECTIVE: Develop more viable, attractive career 
paths, improved professional standards, and enhanced cross-training for CI & SCM 
personnel. 

THE STATUS: DoD Components view counterintelligence and security 
countermeasures differently, and thus, are organized disparately. For example, the 
Navy and Air Force view Cl as predominately an elementoflaw enforcement, and 
therefore have combined CI and criminal investigative personnel into one command 
(e.g., t.he FBI model). On t.he other band, t.he Army has viewed CI as an element of 
intelligence and has integrated it into intelligence units, while assigning the criminal 
investigative function to a se{>arate major command (e.g,. t.he CIA model). Information 
Systems Security and Operat1ons Security officials are scattered throughout, but most 
often are located in the information management or operations organizations. 

Due to the difference in organizational structures, CI & SCM personnel tend 
to become focused, or specialized, in a particular area of expertise. While some 
specialization is desirable, a well-defined career program is required for professionals 
who advance to mid-and upper-level management ranks. This would maximize the 
DoD's ability to attract and retain t.he best qualified personnel, and therefore have the 
quality, consistency, and preparedness necessary to meet CI & SCM challenges. 

IMPLEMENTATION ACTION: The ASD (C31), in coordination with the 
ASD (FM&P) and other DoD Components, will: 

. •-~B.;vJune 15 .. 199~ IY\"'~~·•• ~ ~~ui-'!.";1;-' ~--:-~ --~--~•::": ;~E~ie~·tcn~:·:c!=;:--::. 
distinct career path tor CI &. SCM professionals that includes broadening 
opportunities and cross training. Minimum training standards for all 
levels o(the military and civilian CI &. SCM workforce will also be 
established: concurrently, improved consistency in career paths between 
DoD components will be addressed. 



7. IMPLEMfo;NTATIONOHJECTIVfo:: lmprovesecurityand 
counterintelligence awareness among DoD functional managers and supervisors. 

THE STATUS: Currently, there is no mandatory security countermeasures 
component included in general managerial and supervisory training and education 
programs. Therefore, DoD managers and supervisors often do not understand that 
sound security practices are important facets of their responsibilities. For those who do 
receive security education and training, the programs and materials are often 
inadequate, or out-of-date, and thus, are not well-received. In many cases, DoD 
managers and supervisors are not trained to detect, recognize, report, react to, or 
anticipate CI & SCM-related events. As a result, time is lost and risk of disclosure, 
misuse, compromise, or destruction of information systems, and harm to personnel and 
facilities, is ancreased. 

IMPLEMENTATION ACTION: By August 15, 1992, the ASD (C31) will: 

• Define an improved, high quality security awareness program for use by 
all DoD and contractor employees. The DoD Security Institute will 
develop, in coordination wtth all DoD CI & SCM elements, as well as the 
intelligence, law enforcement, and private industry communities, a series 
of advisories and instructional modules that outline the range of . 
vulnerabilities and the capabilities of these organizations to deal with 
threats. The modules will acquaint managers and supervisors with 
reporting requi·rements, protocols and procedures to use when they suspect 
that they are confronted with Cl & SCM problems. 

• Promote, through the Advisory Group/Security Countermeasures 
(AG/SCM) forum, the concept of common instructional standards for CI & 
SCM throughout the community as outlined in National Security 
Review 18. 

8. IMPLEMENTATION OBJECTIVE: Improve research and development 
programs in all CI & SCM disciplines. . 

. . THE STATUS: CI & SCM research and development must be structured to 
1m prove OUr UJlOerstanaing UJlne IUi.uric wte&i'-, W ~i.~i· iiu.;o;uui..&~ iui· o::'iul"Yiit& ~),....., .... ;;; 
and networks, and to sponsor innovative solutions to security vulnerabilities. Pockets 
of research (albeit rudimentary) do exist; for example, a number of studies have been 
conducted recently into the features of American spy cases which have provideduseful 
new approaches to prevent and detect espionage. Similarly, some research and 
development into the use of the polyvaph and follow-on systems as tools for screening 
and investigation continues. In the snformation security arena, some studies which 
have exploited technology offer new options for establishing trusted systems. In no 
instance, however, does DoD have a central means to acquire, analyze, correlate, 
exploit, integrate, abstract, and disseminate CI & SCM-related research .. 

IMPLEMENTATION ACTION: By September 1, 1992, the ASD (C31), in 
coordination with Director, Defense Research and Engineering, will: . 

• Define a program of research and development across the CI & SCM 
disciplines, including projects, programs, and activities within and among 
Government Agencies, academ1a, and private industry; facilitate the 
exchange of information concerning existing and evolving capabilities and 
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technologies; and sponsor active research at both the basic and applied 
levels. At a minimum, this program will sponsor a speedy multi-level 
secure (MLS) solution t.o DoD information management, examine follow-on 
systems or alternatives to the rolygraph, and explore cost-effective 
technical solutions for physica security. 

• Establish and maintain a CI & SCM research information analysis focal 
point t.o coordinate research, and designate appropriate DoD Agencies, 
organizations, institutes, and research facilities as Defense CI & SCM 
.Research Centers responsible for conducting or monitoring of research in a 
given area, and for advising the Components on research results and 
efficiency. 

/ 
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CONCLUSION 
The strategy of CI & SCM in the coming y~ars is .designed to provide more 

effective management and customer support·· to semor pohcy makers, warfighters, 
industry officials, arms control inspectors, 9:cquisitio.n experts, law enforcers, and 
designers, implementers, and users of DoD mfonnat1on systems. Our measure of 
success for CI & SCM programs will be judged by the quality, timeliness, affordability, 
comprehensiveness, and rationality of the protection packages tailored to these 
customers, and the degree to which they can use the programs for near-term 
investment decisions and long-range mission accomplishments. 

CI & SCM programs must be implemented within the context of a dynamic, 
rapidly changing international and domestic environment, and where technologies 
continue to multiply and proliferate at a high rate. Programs must be adaptable to 
change, and their success will require a commitment to acquire new skills and 
technologies, to seek out other po1nts of view, and to find and engage new opportunities. 
This will require strong disciphne, especially in the area of cost control, in order to meet 
mission requirements while protecting adequately US personnel and the Nation's 
secrets, sensitive information, and vital infrastructure . 

. As part of the ongoing CI & SCM improvement process, this plan will be 
reviewed annually and changes made as necessary. 
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A. DISCLOSURE AND PROTECTION OF 
INFORMATION 

SEc:I'ION 552 OF TITLE 6, UNITED STATES CODE (THE 
"FREEDOM OF INFORMATION ACT") 

II 552. Public information; vency rules, opinio111, orden, recorda, 
and proceedlnp 

(a) Each agency shall make available to the public information 88 
follows: . . . . • . 

(1) Each agency shall ~epuatel1. ltate and currently publish 
in the Federal Register for the guidance of the public-

CA.) descriptions of its central and field organization and 
the established placee at which, the employees (and in the 
case of a uniformed aervice, the memben) from whom, and 
the methods whereby, the public may obtain information, 
make submittals or requests, or obtain decisions; 

(B) statements of the general course and method by 
which ita functions are channeled and determined, includ­
ing the nature and_requirementa of all formal and infor-
mal procedures available; · · 

(C) rules of procedure, descriptions of forma available or 
the places at which forma may be obtained, and instruc­
tions 88 to the acope and contents of all papen, reports, or 
examinations; 

(D) substantive rules of general applicability adopted 88 
authorized by law, and statements of general policy or in­
terpretations of general applicability formulated and 
adopted by the agency; and 

(E) each amendment, revision, or repeal of tha foregoing. 
Except to the extent that a person has actual and timely notice 
of the terms thereof, a _person may not in any manner be re­
quired to resort to, or be adversely affected by, a matter re­
!\uired to be published in the Federal Remster and not so pub­
lished. For the purpose of thla parqr&ph, matter reasonably 
available to the class of _pef'!i'Ons affected thereby is deemed 
published in the Federal Hegiater when incorporated by refer­
ence therein with the approval of the Director of the Federal 
~ter. . 

(~) Each agency, in accordance with publiahed rules, shall 
make available for public inspection and coprmg-

(A) fmaJ opinions, including concurnng and dissenting 
opinions, 88 well 88 orders, made in the acljudication of 
cases; 

(B) th088 statementa of policy and interpretations which 
have been adopted by the agency and are not published in 
the Federal Register; and 
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(C) administrative staff manua~s and ins1 ructions to staff 
that affect a member of the pubhc; . . 

unlesa the materials are promptly pubhshed aJ.dcop1e11 offered 
for sale. To the extent required to prevent 11. clearly unwar­
ranted invasion of pertiOnal privacy, an age ICY mar delete 
identifying details when it makes ava~lable •r pubhshes an 
opinion, statement of policy, interpretat.JOn •. or,s~ff manual or 
instruction. However, in each caae tht; Ju&llfict.tJon for the de­
letion shall be explained fully in wntmg. ~·.:~ agen~y shalJ 
also maintain and make av~~e. for pu~bc·_lnspectl~n an 
copying current indexes proVIding 1dent1fymg mformat1on for 
the public aa to any matter U.ued, adopted, lr promulgated 
after July 4, 1967, and required by this paraguph to be m~<Je 
available or published. Each agenc1 s~ pr· mptly pubbeh, 
quarterly or more frequently, and diStribute Ov sale or ~ther-

. wise) copies of each index or supplements therd~ unlesa 1t de­
termines by order published in the F~eral It· gu~ter _that ~he 
publication would be unneoeeeary and 1mprac~!•:able, m ~hdlch 
caae the agency shall nonetheleea pro~de coplf·l of sue~ m. ex 
on reque~~t at a cost not to exceed the du·~ ~·· of dupb~tJon. 
A final order opinion, etatement of pohcy, m. erpretaht•onbrr 
staff manual ~r instruction that affects a memb 1r oft e pu IC 
may be relied on, used. or cited as p~ent by an agency 

ainst a party other than an agency only if- . 
ag lil it has been index~ and either made a· adable or pub-

lished as provided by thiB paragr~ph; or . 
(iil the party has actual and timely notu-e of the terms 

thereof. ad ail bl d r 
(3) Except with respect to the records m e r " a e un e 

paragraphs (1) and (2) of this eubeection, eact. agel!~~~ upo~ 
uest for records which (Al reaaonably .ieec:n.,.,.. euc 

any:;: d (8) is made in accordance with f•llbhshed rules 
~ting th! time, place, fees (if any), and procec.l~res to be fol­
lowed, ehall make the records promptly avr~lable to any 
pen10n h' ti (41(A.l(i) In order to carry out the provisions uf t 1.8 sec ?n• 

h enc:y shall ~romulgate regulations, pun·\-'ant to not1ce 
:;d r~eipt of pubbc COn:'ment, specifying ~he ~~J~ed~i:; :d 
applicable to the pr0Cell8lng of requests un er .118 • • h 
establishing procedures !lnd guidredelin~fos dhtE ~:J~fe ~.;ll 
such fees ehould be waiVed or u · uc · ted . 
conform to the guidel!nell which. shall be prt,m':!~eaDi~r;,s~( 
ant to noticef Mand rece•pt 1°fa~udb~~dc~oe~'::.J\~.hfcl, shall provide 
the Off1ce o anagemen . 
for a uniform BChedule of fee~~ for al age~Ciell. 

!ii> Su
1
chf agenhcY1[e::'~~~:!:I'~ 1~e"S:::~~l~h!~~dard charge~~ 

l l ees s a · · d ··eview when 
for document search, duphcatlt?n· an i • 

ords ure requested for commercial use; , 
r~lll fees shall be limited to reasonable swndard char~es 
for document duplication when recordd abe tot:ug~i~n~ 
commercial use and the requt;st 1s rna e Y •,,n uca il 
or noncommercial sc•enufic msututwn, wh• ose purpose 
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scholarly or scientific research; or a representative of th. 
news media; and . . ,., . . . 

{Jill for any reqUMt not dfMICribed in (I) or (D), fees llha 1 
be limited to reaeMeble standard charp8 for dOCIUDen 
eearch and duplication. . . . ·. . .. : · 

(iii) Documente ahall be furnished without:.:'/. ~e or at , 
charge reduced below ·the fees established r clauee (ii) i 
diac:loeure of the information ill in the public interest because i1 
is likely ~ contribute ·~ificantly to public understanding o1 

the operations or activities of the ·government. and ia not pri 
marily in the commerdal<intereet of the requeat.er. · · '- ,, ·.: 

(iv) Fee ec:hedulee lball' provide for the·~ery of only tht­
direct coste of search, dUJ)lication, or review. fteoriew coat;a shall 
include-only the cliNct ·co.ta incurred during the initial eumi· 
nation of a document for the purpOse& of detemuniJIB·wbether 
the documents must be"~loeed·under this section and for the 
purposee_of wi~J~:any pOrtiollS exe!J!pt from diacloeure 
under~ aect1~n; ~ew costs may n~t mclude any coste in­
curred In resolvmg 1S8WW ·of law or pobcy that may be raised 
in the counte of processing a request under this section. No fee 
may be charged by any jpncy under this section-

m if the coats of roUtine collection and processing or the 
fee are likely to equal or exceed the amount of tl\8 fee; or 

(11) for any requeet 'described in clause (ii) (II) or am of 
this subparagraph for the tint two hours of eearch tl,me or 
for the firet one h~dred pagee of duplication. · . 

(v) No agency mta.Y .~uire advance paymeqt of'luiy fee 
unless the f89uester . ~, previo.,.ly failed to" ~ f~ in a 
timely fashion, or. tlio ~cy h¥ determined t.bat' tho rea will 
exceed $250. · · · · t: · 

(vi) Nothin& in . t.biJ', • tub~apb llhall ~upe~e fees 
c:barl.-ble under a ~ e~ provi~ for '~etting 
tht l~vel of feee fO! ~ type8 of records. · : . · · · 

(v.li) In an~ acti~ ,1: a requ~r regarding UJe waiv4tl' of 
reee under tbia soct.iOKJ. tJ;t..,court llhall determine the matter de 
novo: Pr-ovided. Th4at ~ eourt'a rtview of the DMl~ ~ be 

· limited to the record. befofti the qeiicy. ··: 
(B) On complaint, the. &tiatrict court of the United States in 

. the district in which the OOJilplaiJwlt resides; or has his princi­

. pal place of bueineas, or ill fthich the agency recQI'ds are situat­
ed, or in the District of Col\UIIbia, has juriadiction to :enjoin the 
agency from withholclinl agency recorda and to order the pro­
duction of any agency records improperly witl)held from the 
oomplainant. In such a -'Me the court 8hall determine the 
matter de novo, and may uamine the contentt of euch agQllcy 

•. . . reconil in camera to determine whether such records or any 
.,.., , part thereof shall be withheld under any o( the exemptions set 

forth in subeection (b) of tbia section, and the burden is on the 
agency to sustain ite action.' · . 

~~ . (C) NotwithBtanding any other provision of law, the defend­
~•J• · ant shall eerve an anawer or otherwise plead to any complaint 
ll• ·····made under this subsection within thirty days after , .. _,,;,., 
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upon the defendant of the pleading in which 1uch · :omplaint is 
made, unl- the court otherwise direct. for good c 11uae shown. 

(E) The court may- against the United Su.tee reasona­
ble attorney f- and other litigation costs reasonal,ly incurred 
in any case under this section in which the comJ;lainant has 
subetantially prevailed. . 

(F) Whenever the court orden the production ol ·any agency 
recorda improperly withheld from the complainan>. and Ulelll­
ee against the United Statea ....,..able attorn·1y fees and 
other litigation costs. and the court additionally il.aues a writ­
ten rmding that the circumet•IJCIW lurrounding ft.e withhold­
ing raise '\uestions whether agency penonnel actms arbitrar­
ily or capnciously with respect to the withholding. the Special 
Counael Bh:aJl promptly initiate a proceeding t.J determine 
whether diaciplinary a;ctio~ is warren~ qainst t.!at: office~ or 
employee who was f.rimarilf reeponaible for the 'iVtthholding. 
The Special Counae , after mveetigation and coru ideration of 
the evidence submitted, shall 1ubmit his rmdinp and recom­
mendations to the administrative authority of the :agency con­
cerned and shall send copies of the findinp and ncommenda­
tions to the officer or employee or his representat.ive. The ad· 
ministrative authority shall take the corrective action that the 
Special Counsel recommends. , 

(G) In the event of noncompliance with the ,Infer of the 
court, the district court may punish for contempt :he responsi· 
ble employee, and in the caae o( a uniformed sea rice, the re-
sponsible member. · 

(5) Each a,ency having more than one member shall main­
tain and make available for public inspection a r• 100rd of the 
final votee of each member in fJfl8r'J agency procee1. ing. 

(6XA) Each q:ency, upon any request for recorda made under 
panlll'llfh (1), (2), or (3) of thia IIUbeection, shall-

(i determine within ten day8 (excepting Sat:ardays, Sun­
days, and legal public holidays) ~r the re•• :eipt of any 
such request whether to comply wtth S';!Ch request and 
shall immediately notify the penon making uch requeet 
of 1uch determination and the reasons th.erefc ·, and of the 
right of such pereon to appeal to the head o. the agency 
any adverse determination; and 

(ii) make a determination with respect w any appeal 
within twenty days (ellcepting Saturdays, S mdays, and 
leg;!Jublic holidays) after the receipt of suc~ lppeal. If on 
ap the denial of the request for _records u· ,m whole_ or . 
in pert upheld, the agency shall nottfy the pe 'SOn makmg 
such request of the provl8ions for judi~ial n: ·tie~ of that 
determination under paragraph (4) of this suboection. 

(81 In unusual circumstances as specified in 1~ subpara­
graph, the time limits prescribed in either cla~ (i) or c_lauae 
(iii of subparagraph (AI may be elltended by wnt•ten nottce to 
the person making such requelt se~ting forth th~' re:aso~ for 
such extension and the date on which a determ1 nataon 111 ell­
pected to be dispatched. No such notice shall Sl ecify a d~te 
that would result in an extension for more than ten workang 
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pected to interfere with enforcement proce.· dlnp, (B) would de­
prive a person of a right to a fair trial or ;,n impartial adjudi· 
cation, (C) could reasonably be expected I 1 constitute an un· 
warranted invasion of personal privacy, C)) could reasonably 
be expecte<! to disclose the identity of a cor fidential source, in· 
eluding a State, local. or foreign agency (;r authority or any 
private institution which furnished inform·.ition on a confiden· 
tial basis, and, in the caee of a record or i1 formation compiled 
by criminal law enforceD)ellt authority in t'-ae course of a crimi· 
nal investigation or by an agency conducti lg a lawful national 
aecurity intelligence mveatilation, informi tion furnished by a 
confidential source. (E) would disclose te. bniques and proce­
dures for law enforcement investigations or prosecutions, or 
would disclose guidelines for law enforcemr.,nt investigations or 
proaecutiona if such diBcl9eure could rea&0~1ably be exoected to 
risk circumvention of the law, or (F) could reasonably be ex­
pected to endanger the life or physical aaftt~Y of any individual; 

(8) contained in or related to examinatida, operating, or con· 
dition reporta prepared by, on behalf of, >r for the use of an 
agency responsible for the regulation or ;;lupervision of finan· 

cial institutions; or . (9) geological ~d geophysical information and data. includ· 

IDg maps. concermng wella. , 
Any reasonably segregable portion of a record shall be provided to 
any person requesting such record after delt.tion of the portions 
which are exempt under this subseCtion. 

(cXll Whenever a requeat is made whicl involves aCCilllll to 
records described in subseCtion (bX7XAJ and­

(A) the investigation or proceedin& invt-;ves a possible viola· 

. tion of criJnia.allaw; aDd . · · (B) there ia reason to believe that (i) tb1 subject of the inves-
tigation or proceeding ia aot aware of its tendency, and (ii) eli&' 
closure of the existence of the recorda cotlld reasonably be ex· 
pected to inerfere with enforcement procetidiniB• 

the agency may, during only such time aa tl:"'t circumstance con· 
tinues,' treat the records as not subject to -the .requirements of this 
section. . . · · (2) Whenever informant records maintain« 'i by a criminal law 
enforcement agency under an informant's na1 te or personal identi· 
fier are requested by a third party accordir•~ to the informant's 
name or personal identifier, the agency ma)" treat the records aa 
not subject to the requiements of this secti< 1 ·unless the inform· 
ant's status aa an informant has been officiall•· confirmed-

(3) Whenever a request is made which inv~ ves access to recorda 
maintained by the Federal Bureau of lnves: ~gation pertaining 
foreign intelligence or counterintelliie~ce, 01 i_nterD:ational . 
ism. and the existence of the recorda 18 clar 11ified Information 
provided in subseCtion (bXll. the Bureau rna~ 88 long 88 the 
ence of the recorda remains classified in 'ormation, treat 
records 88 not subject to the requirements of 1 Ilia section. 

(dl This section does not authorize withhol1 ing of information 
limit the availability of records to the public .. except as specthCiaDll 
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the Government data necessary to incorporate change 
design or technology. 

<81 Before ordering any spare part, the contracting of 
should review the acquisition history of that part. 

AUTHORITY TO WITHHOLD FROM PUBUC DISCLO!iURE CERTAIN 
TECHNICAL DATA 

SEc. 1217. Cal Chapter 4 of title 10, United States Code. is arne 
by adding at the end thereof the following new section: 

"§ 140c. Secretary of Defense: authority to withhold from P• 
disclosure certain technical data 

"(a) Notwithstanding any other provision of law, the Secreta 
Defense may withhold from public disclosure any technical 
with military or space application in the possession of, or unde 
control of, the Department of Defense, if such data may n< 
exported lawfully outside the United States without an appr 
authorization, or license under the Export Administration A 
1979 (50 U.S.C. App. 2401-2420. or the Arms Export Control Ac 
U.S.C. 2751 et seq.). However, technical data may not be wit~ 
under this section if regulations promulgated under either suet 
authorize the export of such data pursuant to a general, • 
stricted license or exemption in such regula tiona. 

"(b)( ll Within 90 days after enactment of this section, the S 
tary of Defense shall propose regulations to implement this sec 
Such regulations shall be published in the Federal Register . 
period of no less than 30 days for public comment before prom 
tion. Such regulations shall address, where appropriate, releas 
technical data to allies of the United States and to qualified U1 
States contractors, including United States contractors that 
small business concerns, for use in performing United States 
emment contracts. 

"(2) In this section, 'technical data with military or space apr 
tion' means any blueprin~. drawings, plans, i~structions, com1 
software and documentation, or other techmcal mformatlon 
can be used, or be adapted for Ulle, to design, engineer, proc 
mAnufacture, operate. rel'!'ir. nverhaul, or reproduce anv milt 
or space equipment or U:ochriology coricemmg such equ1pm~ 

(b) The table of sections at the beginning of chapter 4 of such 
is amended by adding at the end thereof the following new 1 
"140.:. Secrecaty a( Defenae: authority to withhold rrom public diaclosun! co 

technical data. ... 

USB OF POLYGRAPHS BY THB DEPARTMENT OF DEFENSE 

Sa:. 1218. (a) The Secretary of Defense may not, before Apr 
1984, use, enforce, issue, implement, or otherwise rely on any 
regulation, directive, policy, decision, or order that would permi 
use of polygraph examinations in the case of civilian employe 
the Department of Defense or members of the Armed Forces it 
manner or to any extent grt'ater than was permitted under r 
regulations, directives, policies. decisions, or orders of the De 
ment of Defense in effect on August 5, 1982. 

(bt The restrictions prescribed in subsection !al with respect t 
use of polygraph examinations in the Department of Defense 

97 STAT. 690 
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B. NATIONAL SECURITY AGENCY 

NATIONAL SECUIUTY AGENCY ACT OF 1969 

PUBUC LAW 116-80--MA Y 211, 1968 

(50 U.S.C. ~ note) 

AN AC't To proride certain eclmlni.tra&iw authoriU. for the National Securit 
.Acaq,IIDd for other~ 

& it efUICted by th# &n.M and HoUJJC of &pnaentativa of t 
United State. ot, Amcric:o ill OJ,..,.. Clllllln&bkd, Tbat this Act m 
be cited as the 'National Sec:urity Apncy Act of 19_59''. 

SIIC. 2. The 8ec:nJtaey of Defenae (or his deaipee for the purpo: 
is authorized to eetabHeb · filCh' poeitiona, and to appoint there 
without regard to the civil lervice laws, such officers and emplc 
eea, in the National Security Agen9, as may be necesaary to car 
out the functions of 1ucb apncy. The rates of basic compensati. 
for such positions eha1l be fiQd by the Secretary of Defense (or l 
deaignee for the purpose) io relation to the rates of basic compem 
tion contained in the Genenal Schedule of the Classification Act 
1949, as amended,1 for poei~na subject to such Act which ha· 
corresponding levela of duties and responsibilities. Except as pr 
vided in 1ubeectiona (f) ~ 'W) of section 803 of the Federal Exec 
tive Salary Act of 1964,.1 n0 officer pr employee .or the National S 
curity Apncy .Ull be .-Jcl buic cOmpensation at a rate in uce 
of the hiahest rate of ~ ciompenaation contained in such Gene 
ai &:bedule. Not more tblm seventy such officers and employe. 
aball be paid basic c:omPea~ation at rates equal to rates of baa 
compensation contained in grades 16, 17, and 18. of sucb Gener• 
Schedule. . .. 

SIIC. 8. [Section 8 ccm•i.._ of amendments to section 168t(a) c 

title 10, United Statal Code.) 
SIIC. 4. The Secretary ofD!(eue (or his deeignee for the purpos. 

is authorized to- ., 
(1) establish in the National Security Agency (A) prof888iom 

engineering poeitioDII primarily concerned with research an 
development and (B) profellaional positions in the physical an 
natural sciencee, mecbcine, and cryptolosY; and 

(2) fix the respective rates of pay of such positions at rak 
equal to rates or~ pay contained in grades 16, 17, &Jld 18 l 

• n. o-lllaotion Act o1 11149 - -w !!r U.. law oii8Ct!Qa Utlo 6, United ltotoo C.. 
d'llblic lAw D-664, 8oJlt. e. IIIII. 80 8lao&. 1181. n. O.O.ral llched'ula ror civlliaa emplor­
- oot out at OKtioa ISlll2 ol title 6. 
'n. Fedenol Eucuti .. liolarJ' A4 of UIN - ~od bJ the law OMCtini title 6, Unit. 
~Coda <1'ld>llc lAw D-6M, lop. 'lNI, 80 llle&. 118~ leo-*- Iiiii ani! 6817 ol title · 
Ulliled lllateo Coda. 

I 



NATIONAL SECURITY AGEMC1 
&2 the General Schedule set forth in section 53:\2 of title 5, United 

Officers and employes appointed to positions est. lblished under this States Code. 
section shal\ be in addition to the number of off; ~ers and employees 
appoi...,. to pooitiona unde' ........, 2 of this ·A .t who maY bo paW 
at rates equal to rates of basiC pay contained i• grades 16, l'l, and 

18 of the General Schedule. SEC. 5. Otftcers and employees of the Natior u Security Agency · 
who are citizens or nationals of the United Sta':.e& maY be granted 
additional compensation, in accordance with regulations which 
shall be prescribed by the SecretarY of Defense. not in es.ces& of ad­
ditional compensation authorif,ed by aect.ion 20'l of the Independent 
Offices Appropriation Act. 1949, 88 amended (~ u.s.c. 118h),l for 
employees whoee rates of baeic compeoaation r.re fJ.Sed by statute. 

SsC. 6. (a) Except 88 provided in aubeecliOD , (b) of this aection, 
nothinl in thia Act or anY other law (includin8, but not limited to, 
the first eec:tion and section 2 of the Act of August 28, 1936 (6 
U .S.C. 654) •) shall be construed to require the disClosure of the or­
ganization or any function of the National Secl 1rity Agency, of anY 
information with respect to the activities there of. or of the names. 
titles. salaries. or number of the persons empl< yed by auch agency. 

(bl 'l'bo ,.portioll,..ui_..ta of """'"" 151 • of UUo 10. UoltOd 
Sta"" Code. aball apply to poaiUona """"'"""' in tho National So­
curity Agency in the manner provided by aect.i<<n 4 of thia Act. sse. 7. {Section 7 was reoealed by eection S<t\) of Public Law 89-

554 (September 6, 1966, SO Stat. 660).} ' SJ!C. S. The foregoing provisions of this Act •shal\ take effect on 
the first day of the first paY period which t..lgins tater than the 
thirtieth daY following the date of enactment o:t this Act. sse. 9. (a) NotwitbstandiPi eection 322 of ·lhe Act of June SO, 
19S2 (40 U.S.C. !>.'18al.- 6636 of UUo fi, Uol ... - Code. 
and - 26'76 of tiUe 10, Uol ......... ()odo, the- of the 
National Security Agency. on behalf of the E;ecretai'Y of Defense, 
maY ..... -' _..y ....... the Uni ... "'"""' !o< l"'rioda not 
exCeeding ten years. for the uae of the Natic !l8l Secunty Agency 
for special cryptolotPC activities and for houat.ng-for personnel ae-

ai.gned to such activities. . . (bl The Ill"""'' of the Nationol Se<UritY ,,..ney,- ...... f of ... _ .. .r l)ofe ....... , ........... -ciVilian .... ,.;li· 
ta'Y po,...nel of tho -t of Dol•"'" who.,. ......... to -ial om>t.oloi!i' adiviU.O ....... the Uni'"'l ...... and who ... 
............ by the...,...,. of Def .... f ... "" .. -of""' .... 

eection-(ll allowances and beneflts-(A) comparable to those provided by the Secretai'Y of 
State to members of the Foreign Ser lice under chapter 9 
of title 1 of the Foreign Service Acto 1980 (22 U.S.C. 4081 

et eeq.) or any other provision of taw; lDd . 

-­• Tbe lndeponden\ Off...,. AppropnaUon Act. IM9, wu .... ~. d by \he I•"' e.,.c\inl title i. 
Un•.-1 SU ... Code tl'\>bh< U.• ~l>b't S.P' 6. 11166. 1!0 SUL 11'1 }. SocUO" 20'1 .A U>al Act -. 

ood•f..-1 u .nion 11941 of tide&. Uni- SUt.ol Code· · • s.p..lod by _.:ti<IO 101 ol Public u.w ~ tJub IZ. 1i60. 1 · SUl· t2'1l. 

NATIONAL SECURITY 
<B . AGENCY 

) m the stances · . case of selected lntellia stmilar to those· in ~rsonnel eervin . . 

th Dir

::pence Agency _ which personn 1 fg m c1rct 
e ecto f -rve, com abl e o the Ce 

Central tnt!uf. Central lntel/i;!ncee:: those provid~ 
accrual in the ::nee Agency (inclutl;n.. pe~nnel of 1 

Central Inten;- 8 manner provid;r'l' 
1~ retiremt Certain Em ,..ence Agency Re · an aectton 3()3 f 

!2>.......,. r ~<50 o.s.c. ... .......,, Aot .r 100. • . ..,....,. -to~ ..... boa< .... , .:::t't'.... I 
::Unty Ag~ncy, on Ci:j{nel, if the Din:,:hoJd equipmer 
ho 8!1 that at would be . tZf the Secretary tnethe Nation ,., .;;:a- .. • public .......: ..... .... 

....... ..lhority of the ..._ to ........ ''" 
under ~u~half of the Secretary r of the National 
.............. (o)and(b)andol""-.totnek Soeuril 

:::-...::: ::..~ .. ~ ~~=-:: 

1 

(d) M ds are availabl year onl· 
both embe~ of the ~ F e for such pur 

eubeection (bXl} . orces may 
· ::."'" Tbe ......... ~ti~ 3'1, Uolted ~&d."'ne61B """"' 

1 

1 

( ' '1 be~.......,. to ........ ····"'"'" • "" the ..... mi:..., ~Uono ....... ~:'"" ........,__ ouch ,..wation• 
HoUM f e Permanent Sel to subsection (b)(l 
of the &,~Jr.:;.ntativee and -:e ~ttee on Inte~~hall be sub-

""'· 10. (o) Tho""'~~ ::l. ':t.., on ~': 
~for, and ahall r .. the National 8oCu . ~'f"""""' .:::::::" _,.Uono .,;.tr ........ ohall ...~LID~ fo• mili.:;"' d...._ 

(1) .. ~ .~ • ._...,.... ...... "3., etviljan niahedmaUro~e for the trai!i!;ang, the Directo . section 
tioJlll; ' ud.ing functional and and instructio~to be f (2) IIUU' . geographic area 6 • .ur-
""""" UTiW40' ... ....... . pocial--

. . ment agencies and, ~ and inBtructio !lli'~''" "' mm..tioD · '" "!'Y - in .~ .. h otlw­. ties, through no 18 unavailable thro appropriate 
mg !Uld inatructi ngovernmental facil'ti ugh Government fi -~n; .. - .. the ...... :.r ~ !umiob ....:. .... -y~...... ...., ....... 

language-related J'OI!"1Dl8 that furnish 
propriate pr : ekilll, including · DecellllllrY l .upport thro ~ are unavailabl • m any case in w~age 
emmental edug contnu:ta. ...... n•• e at Government fi u· ~P" 

I· (4) ma u~tional i.natit~ti- .or cooperation with ac ttiee, 
eli ·duaJi obtain by 

8 
po' ona, and nongov-

• V1 to aerve 
88 

f.n:::'!t or contract the 88 
• ~- ........... -,_,,.!""""of in-

order to maintain ....,. ...... .., or special 

~d related abilit~ capability in r. . 
6 ~tedr, without ~eededto by the NatioO:.re!BJl ~-

• 
01 

Statel Code. ~hapter IV r ~nty may provide •pecial o cnapter monet.o .... --~ 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 
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other incentiVIIB to enco11111&8 civilian cryptolo pc personnel of the 
Agency to aoquire or retain proficiency in fore4.·tn languages or spe-
cial related abilities needed by the Agency. . . 

(2) In order to provide linguistic training an• ! support for crypto-
. IOjlic personnel, the Director- ' 

(A) may pay all or part of the tuition an I o~her expenses_ re-
. lated to the training of personnel who .~e ;188!1pled ~r detaJI~ 

for language and language-related triWllllf, onentatlon, or rn-

struction; and . · 1 · 
(8) may pay benefits and allowances to .' :viltan ~rsonne m 

accordance with chapten 57 and 59 of tit .. e 5, Umted States 
Code, and to military penonnel in accord1• nee with c~pter 7 
of title 37, United Statal Code, and appl, cable proVJSIO!lB of 
title 10, United Statee Code, whe~ sue~ pe1tonnel are ~lglled 
to training at sites away fro~ theu.deelgll& ~.duty stat1on. 

. (cX1) To the extent not inconswtent, m, f:be o •mlon of ~e Secre­
tary of Defense, with the operation of mibtary C9'JI~logtc .reserve 
units and in order to maintain nee eaa"!f capal ihty l_Jl forelgll ~­
guage skills and related abilities. need by th . N~tio~ Security 
Agency, the Director may estabbsh a cryptolO! IC linguist ~rv~. 
The c tol ·c linguist reserve may consist of >·)nne~ or retired .ci­
vilian~ mifitary cryptologic personnel of tht Na~1onal Secuntl 
Agency and of other qualified individuals, as de erm~ed .by t~e Di· 
rector of the Agency. Each member of_ the cry •tolog~c linguiSt re­
aerve shall agree that, during any penod of energenC>: (aa .d~f:er· 
mined by the Director), the member shall retu1 n to active Civilian 
status with the National Securitf Agency a~d 1Jhall perfo~ such 
linguistic or linguistic-related dutlee as the Direr.tor may asslgll. 

(2) In order to attract individuala to ~me JJ embera of the cryp­
tolo,ic li.nguiat ..arve, the Director, Without n .gard to •.ubchaPf:er 
IV of chapter 55 of title 5, United States Code, :nay provide ~ 
monetary incentivee to individuala eligibeb1e to /:"mecrypmt!i!nci~-
the reserve who agree to become mem ra o. e . ,. 
guist reserve and to aoquire or retain profiCiency 1D forelgD lan-
guages or special related abilitiee. . f th 
· (3) In order to provide training_ and support ·or members o e 
cryptolosic linguist reserve, the Director- · 

(A) may pay all or part of the tuit~on an~ other expe~ ~ 
lated to the training of individuals lD the ·:ryptologtc linguist 
reserve who are aaaigned or detail~ for l~e and Ian· 
guage-related training, orientation, or lDBtr! .ction; and . h 

(8) may pay benefits and allowances ·~ acco~'?8. Wit 
chapters 57 and 59 of title 5, United States ·~e. edto mdlVl~~ 
in the cryptologic linguist reserve who are 1188111l to trll;lnlng 
at sites away from their homes or retp~~ar places of _buam~. 

(dX1l The Director, before providing tnulUJ\8. _under t~l8 ~t1on 
· _,, ·d 1 may ob•fi:n an .......... ment \\'lth that mdJVIdual to any mwvJ ua, wu ...,.-- ·' 

that- 1· · f CAl in the case of current employees, pert! ana to contmua 1on 
of service of the emJ.lloyee, and repayment of the expen~ of 
such training for f&lure ~ fulfill the ~ aement,. consiStent 
with the provisions of sect•on 4108 of t1tlt 5, United States 
Code; and 

NAnONAL SECURITY AGENCY 

(8) in t~e ~_of individuals a~pted for membership in 
cryptologtc hngul8t reserve, pertams to return to service wl 
r99uested, and repayment of the expenses of such training 
failure to fulfill the agreement, consistent with the provisi· 
of section 4108 of title 5, United Statee Code. 

(2) The Director, under regulations prescribed under this aecti 
may waive, in whole or in·· pert, a right of recovery under an agr 
ment made under this eubeection if it is shown that the rec:ov• 
would be against equity and good conscience or against the pul 
interest. 

CeXll Subject to paragraph (2), the Director may provide to fam 
membera of military and civilian cryptologic pentonnel assigned 
repreeentational dutiee out.ide the United State&, in anticipation 
the assignment of such personnel outside the United States 
while outside the United Statee, appropriate orientation and Ia 
guap training that is ~y related to the aasignment abroad. 

. (2) ~e training ·uMer ~ph (1) may not be provid· 
to any indiVIdual· throQC4· payment of the expenaes of tuition 
other coat of inatruction ld: a non-Government educational instit 
tion unleea appropriate U..Uction is not available at a Gover 
ment facllitl. . ,,,.' 

(f) The Di~r mar. w:atve the applicability of any provision ' 
chapter 41 of title 6, Umtecl State& Code, to any provision of th 
section if he linda that such waiver is important to the perforn 
ance of cryptologic functioDL 

(g) The authority of the Director to enter into contracts or t 
make grants under this section is effective for any r18Cal year onl 
to the extent that appropriated fundel are available for such pu• 
poee. . .. ,' 

(h) ftetJulationa islluecl JJU)nUant to this section shall be submitte. 
to the Permanent Select Onnmittee on Intelligence of the House o 
Repreeentativee and the Select Q)mmittee on Intelligence of th• 
Senate before such regulationa take effect. 

(i) The Director of the NatiOnal Security Agen~. on behalf of th• 
Secretary of Defense, Q!t; without regard to section 4109(aX2)(8) o 
title 5, United Statee , pay travel, transportation, storage; an• 
subeiltence expeDBe& under chapter 57 of such title to civilian anc 
military personnel of the Department of Defense who are assigned 
to duty outaide the United States for a period of one year or Ionge' 
which involves cryptologic training, language training, or related 
discipline&. ' 

Sac. 11. The Administrator of General Services, upon the applies· 
tion of the Director of the National Security Agency, may provide 
for the protection in accordance with section 8 ol the Act of June 1, 
1948 (40 U.S.C. 818b), of certain facilitiee Cas designated by the Di· 
rector of such Agency) which are under the administration and 
control of, or are uaed by, the National Security Agency in the 
ume manner as if such facilitiee were property of the United 
State. over which the United State. hal acquired exclusive or con· 
current criminal juriadiction. 

Sac. 12. CaXl) 1'he Secretary of Defense (or his designee) may by 
regulation establish a personnel system for senior civilian cryptolo­
gic pentonnel in the National Security Agency to be known as the 
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Senior Cryptologic Executive Service. The re~ulations establishing 
the Senior Cryptologic Executive Service shall·- . 

(A) meet the requirements set forth in E ection 3131 of title 5, 
United States Code, for the Senior Executive Service; 

(8) provide that positions in the Senior Cryptologic Executive 
Service meet requirements that are consintent with the provi­
sions of section 3132(a)(2) of such title; 

(C) provide, without regard to section 2 rates of pay for the 
Senior Cryptologic Esecutive Service that are not in excess of 
the maximum rate or I.e. than the minimum rate of basic pay 
established for the Senior Eucutive Servi c:e under section 6382 
of such title, and that are acljusted at the !18me time and to the 
same extent 88 rate& of basic pay for t.he Senior Executive 
Service are acljusted; 

(D) provide a performance appraisal s•rstem for the Senior 
Cryptologic Executive Service that confol'm& to the provisions 
of subchapter II of chapter 48 of such title; 

(E) proYide for removal consistent with! section 3592 of such 
title, and removal or suspension consisterrt with subeect.ions (a), 
(b), and (c) of aection 7548 of •uch title (exr':ept that any hearina 
or appeal to which a member of the Seni 1r Cryptologic Esecu­
tive Service is entitled shall be held or decided pursuant to 
procedures established by regulations of the Secretary of ~ 
fense or his designee); 

<Fl permit the payment of performanc•: awards to members 
of the Senior Cryptologic Executive Servi e consistent with the 

· provisions applicable to performance a. Nards under section 
5384 of such title; and · 

(G) provide that members of the Seni· •r Cryptologic Execu­
tive Service mar be granted sabbatical l ~vee consistent with 
the provisions o section 3396(c) of such ti• le. 

(2) Except 88 otherwise provided in subeec ion (a), the Secretary 
of Defense (or his des!Jneel may- . 

(A) make applicable to the Senior i' :ryptologic Executive 
Service any of the provisions of title 5, l' 111ted States Code, ap­
plicable to applicant. for or memben of the Senior Executive 
Service; and 

(B) appoint, promote, and assign indh duals to positions es­
tablished within the Senior Cryptologic E 1ecutive Service with­
out regard to the proviaio1111 oHitle 5, Ul.ited States Code, gov­
erning appointments and other perBC>nn ~1 actions in the com­
petitive service. 

(3) The President, based on the recomme·1dations of the Secre­
tary of Defense, may award ranks to membt rs of the Senior Cryp­
tologic Executive Service in a manner coru istent with the provi­
sions of section 4507 of title 5, United States ::ode. 

(4) Notwithstanding any other provision 1.f t~ section, the Di­
rector of the National Security Agency ma. r detail or assign any 
member of the Senior Cryptologic Esecutivt Service to serve in a 
position outside the Nati~nal Security Age11 :!y in which the ~em­
ber's expertise and expenence may be of b.•nefit to the National 
Security Agency or another Gove':"lllllent ~e'lcy. Any such me~ber 
shall not by reason of such detail or assign ;nent lose any entitle-
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mentor status 11880Ciated with be h" . 
gic Executive Service. mem rs 1P m the Senior Cryptc 

(6) The Director of the Nati al Sec · 
submit to the Permanent Sel~ Co u~rty Agency shall each Y• 
HoWle of Reprasentativee and mmittee o~ Intelligence of 1 

of the Senate, at the time the :f'edgSel~ Cobm!'uttee on lntellige1 
to the Congress for the nut fi u e 18 su mltted by the Prasido 
aonnel in the National Securit~ year, Theport on executive p 

(A) the total number of 1jcy. adde report shall includo 
the Senior Cryptologic Ez ~ og: . ed to or deleted fro 

.. t. fiac:a.l year; . ' , ecu ve rvJce dllring the Praced i 

be~) o~thenS:U~~ of eucut!ve perso!lnel (~uding all me 
each grade level ~logic J?ecutive Service) being paid 
ceding f18cal year; an Jl8Y rate m effect at the end of the p 

(C) the number di8trib · 
•. members of the 8eJUor ~ution, an~ amol,Ult. of awar:cJs paid 
·•· the preceding ~-• · tolog~c Eecutive Serv~ce duri 

(D) .. ·- y-.r; an . the number of individuals ed . 
tolQiic Executive Service d , remhov from the Semor Cr} 
leBS than fully s .. --....... .• peunngrti t e Preceding fliiCal year 1 

(b) Th Sec 
......_w ormance. 

. e retary of Defense (or his des· . 
establ18h a merit pay 8)'llf;em for s h tl}ee) may by regulat1c 
Security Agency 88 the Secretary uc emp 0Y- of the Nation 

.lidara appropriate The m.rit of Defense (or his deeignee) co 
out purposes ·. pay system shall be designed to car 
title 5, United s:'t!.te~~ those set forth in section 640I(a) I 

.. ·(c) No•,:"~ in •L.:- ~-L.-n .. · · · · te am;;;;;: ..., ....., . . _ · ....... be construed to allow the ' rv. Service .::re~!hi~ .!.&on :ir _of the Senior Cryptologic E:!:, 
annual rate 'abl fi · u~ an{ fiscal year to exceed tt 
ule in effect =~ :Od'of::;sea';.t eve I of the Executive Sebec 

Sa::. IS. (a) The Director of th N ti na1 Sec · 
mab grants to private individ~ d ~ . . unro Agency ma 
ofti cryptologic beraaearch. An applica:n fu:tiatuJ!:: :!.dtheer tcohisndu, 

on may not approved unl8llll the Di ... . . &e• 

aw~ of the grant would be clearly co:Otenr dte~munth th811 tha~ th ll8CUI"l!Y· . . W1 e nat1onl 
(b) The an · ' · · 

ducted in gr acc!Jt:::mwi~J.isb;tedby ~ubeecti0 "on (a) shall be cor 
~ment Act of 1977 (41 u g er rant and Cooperativ 
such Act ia conaiatent with and _.C. 60lrdet aeq.) .to the _extent tha 
Act. tn acco ance With section 6 of thi 

(c) The authority of the Directo to ak 
tion ia effective for an fiscal r m e grants under this &e< 

ated fund& are availabt r. yeah r only to the extent that appropri 
S 14 Fun e ·~r •uc pu~. 

men~.o~r ~ app=ted to an entity of the Federal Govern 
ba"!l been s~ a::..=ted"for DeJ:":ent of Defense th~ 
eqwpment, materiala, or eervicee . purchue of cryptologJc 
al Security Agency baa been d ~th .:'pect to which the Nation 
procurement lor the Governm 88lgna 88 th~ centr!l' aource o 
period of three fiacal yean. ent lhall ramam available for 1 
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SEC. 15. (a) No person may, except with the 'vritten _permiSBion of 
the Director of the National Sec!!rity ~g~~c; , .~nowl,?gly use ~hf 
words "National Security Agency , the 1mt1a •. 1 ~S~ •. the sea o 
the National &lcurity Agency, or any colorable 1m1tatu~n o~ such 
words, initials, or seal in connecti?n wit~ ~my merchand~&e, Imper­
sonation, solicitation, or co~erc1al _act1v1ty n a m~ner reasoed­
ably calculated to convey the 1mp~1on that '1uch use 18 approv , 
endorsed, or authorized by the National Secur ty Agency. 

(b) Whenever it appears to the Attorney Ge1. era!. that B;llY perso!l 
· ed or is about to engage in an act or J;~ract1ce wh1ch constl· 
~;:g: will constitute conduct prohibited ~y 11~bciect~on ~a), the A~ 
tome General may initiate a c1vil proceedml!~·. m a d18tr1ct court o 
th ITnited States to enjoin auch act or praC'j.lce. Such C?urt. shall 
r~ 

88 
1100n 88 practicable to the hearing and de~rm~nat1on of 

p h action and may at any time before final determmatlon, en~r 
:~~h restraining ord~rs or prohibitions, or ~e such other act1on 
88 

is warranted, to prevent injury to the Um~ States or f:o an.Y 
rson or cl8B8 of persons for whoee protection the act1on 18 

brs':~\6. (al The purpose of this section is t.[) establish an under­
aduate training program, which rna~ 1~~ to the ba~aurea~ r ee to facilitate the recruitment of mdlVld.u.ala. partl~~arly ml-
~t 'high school students, with a demonst!Jlted ca~1hty to de­

~~[~/sk.illa critical to the mission of_ the Natw_nal ~unty Agen.cy, 
including mathematics, computer SCience, enpneenng, and foreJgn 

languages. of Defense is authorized.: in his discretion, to 
.!>~ ~~v~e~~loyeee ~f the Nati~nal &;urity ~e~i~~ti:n!t~f 
dents at accredited profeaalonal, techmcal, 8lll~_,oth: i 1 . skills 
h' her learning for training at the un~eqP":IUua eve m 

IJ.t.cal •- effr-"'ve performance orthe m18810n of the Agency. . 
en ' ""' ..... w • directly or by relm· 

(c) The Nation.al Secunty Agency. maJ ~3,r uaignments under 
bursem!'nt to l!mployeeati~xpeDII!e& jc to eUw ~xtent that appropri-
subaectlon (b), m any year on Y . . 

ted funds are available for auch purpoee. . . . (b) 
a (d)( ll To be eligible for uaign~ent ~!lder . ubsectton • an em-

ployee /'J.l t:;,e c!::~c:e i~h=:, ':( J:' Aj!; mcy ~ornalthe period o~ 
the 888ignment and to comple~ th!' nd~catio course o 
training for ~hie~ the empl~yee fl8th888~' d, ~ uo..nna comple-

(B) to continue m the servtce o e -.~..ncy 0 ~~ ... 
t . f the 888;anment for a period of ore-and-a-half years for 
10n o ..,.. . · · part then" of· 

(B) ~~~~~~:f~~States ~}"~1-:~n=~ ~r~'d"!i 
tion (exc!udmg_ the employee i pay if prior to the employee's 
under th18 section to t~e emp oyee i t ·ni for which the 
comp

1
leting_ t~~gn':tl:~: .:i=e~t ~ ~ th~ employee's em· 

emp oyee 18. • . terminatec: either by the Agency 
ployment. w1th the Agenhcy 18 

1 or b ·' the employee volun-
due to mi.IICOnduct by t e emp oyee " 
tarily; and . b th United States if after completin!f the 
ed~c'a~:Si~o~:: of etraining for whic 1 the employee 18 as-

NATIONAL SECURITY AGENCY 

signed, the employee's employment with the Agency is term 
nated either by the Agency due to misconduct by the employe 

·or by the employee voluntarily, prior to the employee's com pi• 
tion of the service obligation period described in subparagrap 
(B), in an amount that bears the same ratio to the total cost c 
the ~ucation (excluding the employee's pay and allowancet 
proVIded to the employee 88 the unserved portion of the servic 
obligation period described in subparagraph (B) bears to th. 
total period of the ~~ervice obligation described in subparagrapl 
(B). . 

(2) Subject to paragraph (8), the obligation to reimburse tho 
United States under an agreement described in paragraph (1), in 
eluding interest due on sw:h obligation, is for all purposes a deb 
owing the United States. 

(8)(A) A discharge in bankruptcy under title 11, United State: 
Code, shall not rerea.se a person from an obligation to reimburst 
the United_ States required ~er an ~ment ~escribed in para 
graph (1) if the final decree of the discharge m bankruptcy il 
issued within five years after the 1.aat day of the combined period ol 
service obligation described in subparagraphs (A) and (B) of para· 
graph (1). 

(B) The Secretary of Defeue may release a person, in whole or in 
part. from the obligation to nimbune the United States under an 
agreement described in parqraph (1) when, in his discretion, the 
Secretary determines thet equity or the interests of the United 
States so require. 

(C) The Secretary of DefeDM ahall permit an employee 1188igned 
under this section who, prior· to commencing a second academic 
year of such 888ignment, voluntarily termin.atea the 8118ignment or 
the employee's employment with the Agency, to satisfy his obliga­
tion under an agreement delcribed in paragraph (1) to reimburse 
the United States by reimbursement according to a schedule of 
monthly payments which nl8ults in completion of reimbursement 
by a date five years after tha date of termination of the 888ignment 
or employment or earlier at the option of the employee. 

(e)(l) When an employee iaUBJgned under this section to an in­
stitution, the Agency shall diaclose to the institution to which the 
employee is 888igned that the Agency employs the employee and 
that the Agency funds the employee's education. 

(2) Agency efforts to recruit individuals at educational institu­
tions for participation in the undergraduate training program es­
tabtiahed by this section aball be made openly and according to the 
common practices of univenitiee and employers recruiting at such 
institutions. 

(0 Chapter 41 of title 5 and aubsections (a) and (b) of section 3324 
of title 31, United States Code, ahal1 not apply with respect to this 
section. 
~) The Secretary of DefenM may iaaue auch regulations as may 

be necnaary to implement this aection. 
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<b> The authoritY conferred by thls section 
may be deleaated by the Secretary of Defense 
to any person in the Department of Defense or 
by the SecretarY of a militarY department to 
any person within his department. with or 
without the authority to malte successive re­
delegatlona. 

<cl In any case in which funds are expended 
under the authority of subsections <a> and <b>. 
the Secretary of Defense shall submit a report 
of such expenditures on a quarterly basis to the 
Committees on Armed Services and Appropria­
tions of the Senate and the House of Repre­
sentatives. 
<Added Pub. L. 94-106, title VIII. I 804<a>. Oct. 
7, 1975, 89 Stat. 538. 1 ao; amended Pub. L. 
96-94. title XII. 11268<2>. Sept. 24. 1983. 97 
Stat. 705; renumbered 1 127 and amended Pub. 
L. 99-433, title I. II 101<a><3>. llO<d><4l. Oct. 1, 
1986, U)O Stat. 994, 1002.> 

AxzltDMDTS 

19M-Pub. L. 911-433 renumbered section 140 of this 
tlt.le u thla section and substituted "Eme!'lency" for 
"Eine!'lencles" In section catehllne. 

1983-Subsee. <a>. Pub. L. 98-94 strucll. out "of thla 
section" after "subsection <c>". 

Suboee. <c>. Pub. L. 98-94 strucll. out "of this section" 
after "suboeetlona <a> and <bl". 

Co~tSTaucnolt AUTBoiUTY or SICUT.UY or OD'EIIS& 
UlfDD DD:I.A&Anol< or W.u oa N.ATtOI<AL Elo:RGDCY 

Pub. L. 97-119, title IX. l 903. Dee. 23. 1981. 9S Stat. 
1382, which authoriZed the Secretary of Defense. ID 
the event of a declaration of war or the decl&ratlon of 
a national eme!'lency by the President. to undertake 
military construction Without reprd to any other pro­
visions of law. wu repealed and reenacted u section 
2808 of thla title by Pub. L. 97-214. U 2<a>. 1<18>. July 
12. 1982. 96 Stat. 157. 174. effective Oct. I. 1982. 

§ 128. Phy1ieal prolet:tlon of IJIKial nuclear material: 
limitation on dUMminatlon of unclauifled infor-
-··'-~ 

<a><ll In addition to any ·ather authority or 
. requirement resarct1nc protection from dissemi­
nation of Information. and subject to section 
552<b><3> of title 5, the Secretary of Defense, 
with respect. to special nuclear materials. shall 
prescribe such ~&tiona, after notice and op. 
portunity for publlc comment thereon, or Issue 
such orders u may be necessary to prohibit the 
unauthorized d!Aeminatlon of unclassified in­
formation pertaiJlln& to security measures. ln­
cludina security plana, procedures. and equip­
ment for the physical protection of special nu­
clear material. 

<2> The Secretary may prescribe regulations 
or Issue orders under paragraph <1> to prohibit 
the dissemination of any Information described 
In such paragraph only U and to the extent 
that the Secretary determines that the unau· 
thorlzed dissemination of such Information 
could reasonably be expected to have a slgnlfl· 
cant adverse effect on the health and safety of 
the public or the common defense and security 
by significantly increasing the likelihood of-

<A> llleaal production of nuclear weapons. 
or 

<Bl theft, diversion. or sabotage of special 
nuclear materials. equipment, or facilities. 
<3> In maltln& a determination under para­

graph <2>. the Secretary may consider what the 

likelihood of an Ulegal production. theft, diver­
sion, or sabotage referred to In such paragraph 
would be If the Information proposed to be pro­
hibited from dissemination under this section 
were at no time available for dissemination. 

<4l The Secretary shall exercise his authority 
under this subsection to prohibit the dlsaemlna­
tlon of any Information described In par~ph 
!ll-

<A> so as to apply the minimum restrictions 
needed to protect the health and safety of 
the publlc or the common defense and securi­
ty; and 

<B> upon a determination that the unau­
thorized dissemination of such Information 
could reasonably be expected to result In a 
significant adverse effect on the health and 
safety of the public or the common defense 
and security by significantly increasing the 
li.ltellhood of-

<D IUeaal production of nuclear weapons, 
or · 

<Ul theft, diversion, or sabota&e of nuclear 
materials, equipment, or facilities. 

<b> Not~ In this section shall be construed 
to authorize the SecretarY to withhold, or to 
authorize the withholdln& of, Information from 
the appropriate committees of the Conaress. 

<c> Any determination by the Secretary con­
cerninc the appUcabUlty of this section shall be 
subject to Judiclal review pursuant to section 
552<a><4><B> of title 5. 

<d> The Secretary shall prepare on a quarter­
ly basis a report to be made available upon the 
request of any Interested person. detailing the 
Secretary's application durin& that period of 
each reaulatlon or order prescribed or issued 
under thia sec:t.lon. In particular. such report 
shall-

\ 1; 1c.eni.li7 ,..,3 ~""l!c:-:=.:.!1:~ :"'•"t~ ...... ,., ,_....,..... 
disclosure pursuant to such regulation or 
order: 

<2> specifically state the Secretary's justUI­
catlon for determlnina that unauthorized dis· 
semination of the Information protected from 
disclosure ·under such regulation or order 
could reasonably be expected to have a signif­
Icant adverse effeet on the health and safety 
of the public or the common defense and se­
curity by significantly lncreasina the likell· 
hood of llleaal production of nuclear weapons 
or the theft. diversion, ot sabota&e of special 
nuclear materials. equipment, or facilities, as 
specified under subsection <a>; and 

<3> provide justification that the Secretary 
has applied such reaulatlon or order so as to 
protect from disclosure only the minimum 
amount of Information necessary to protect 
the health and satety of the public or the 
common defense and security. 

<Added Pub. L. 100-180. dlv. A. title XI. 
11123<a>. Dec. ~. 1987, 101 Stat. 1 l<l9. l 

PI.Joa J>aOVISIOJII 

A prior aeetlon 128 wu renumbered se<:tlon 421 of 
this tltle. 
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Public Law 100-235 
lOOth Congress 

An Act 

To provide for a computer st.andards procram within lhe National Bureau of SLolnd· 
ards. to pro¥ide for Govemment-wide compu&er security. and to provide for the 
traininc in sea~rity matters of penons who are invol'l'ed. in the manacement. 
opera lion. and u.se Of Federal computer syst..ems. and for other purposes. · 

Be it enacted by the Senate and House of Repn:scncatives of th~ 
United States of America in Congress assembled, 

SECTION 1. SIIOUT TITLE. 

This Act may be cited as the "Computer Security Act of 1987". 

SEC. %. I'UIII'OSF.. 

(a) IN GENERAL-The Congress declares that imp~ving the secu· 
rity and privac;y_of se!ll'i.tive info11t1.ati9n in Federal computer sys· 
terns IS'inThe public interest. and hereby creates a means for 
establishing minimum acceptable security practices for such sys· 
tems, without limiting the scope of security measures already 
planned or in use. 

(b) SPECJnc PuRPOSES.-The purposes of this Act are- · 
(1) by amending the Act of March 3, 1901, to assign to the 

· National Bureau of Standards responsibility for developing 
. standards and guidelines for Federal computer systems. includ· 

ing responsibility for developing standards and guidelines 
needed to assure the cost-effective security and privacy of sen· 

_ntive information in Federal computer,s)ostems, drawing on the 
technical advice and assistance (including work products) of the 
National Security Agency, where appropriate; 

(2) to provide for promulgation of su·ch standards and guide­
lines by amending section lll(d) of the Federal Property and 
Administrative Sel"vices Act of 1949; 

(3) to require establishment of seeurity plans by all operators 
of Federal computer systems that contai~ se~itive information: . 
~!!<!- .·· -· . - . . . . - . . 

(4) to require mandatory periodic training for all persons 
involved in management, use, or operation of Federal computer 
systems that contain sensitive information. 

SEC. ~ ESTABUSIIMEI'\7 OF COMPUTER STANDARDS PROCRAAI. 

The Act of March 3. 1901 (15 U.S.C. 271-278hl, is amended-
(1) in section 2(0, by striking out "and" at the end of para· 

graph (18), by striking out the.period at the end of paril(raph 
(19) and inserting in lieu thereof:"; and", and by inserting after 
such paragnph the following: 

"(20) the study of computer systems (as that term is defined in 
section 20(d) of this Actl and their use to control machinery and· 
proc~sses "; 

(2) by redesignating section 20 as section 22. and by inserting 
aner section 19 the following new sections: 

"SEC. 20. (a) The Na•ional Bureau of Standards shall-
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"(l) have the mission of developing standards, guidelines, and 
associated methods and techniques for computer systems; 

"(2) except as described in paragraph (3) of this subsection 
(relating to security standards), develop uniform standards and 
guidelines for Federal computer. systems, except those systems 
excluded by section 2315 of title 10, United States Code, or 
section 3502(2) of title 44, United States Code; 

"(3) have responsibility within the Federal Government for 
developing technical, management, physical, and administra­
tive standards and guidelines for the cost-effective security_and 
privacy of sensitive information in Federal computer systems 
except- ··· ·· · 

"(A) those systems excluded by section 2315 of tille 10, 
United States Code, or section 3502(2) of title 44, United 
States Code; and 

""(B) those systems which are protected at all times by 
procedures established for information which has been 
specifically authorized under criteria established by an 
Executive order or an Act of Congress to be kept secret in 
the interest of national defense or foreign policy, 

_thf!.l!..ri~ary purpose of which standards and guidelines shall be 
to control loss and unauthorized modification or disclosure of 
sensitivelnforination in such systems and· to prevent computer; 
re!a~raucl.~mLmisuse; -- .. -

"(4) submit standaras and guidelines developed pursuant to 
paragTaphs (2) and (3) of this subsection, along with rec­
ommendations as to the extent to which these should be made 
compulsory and binding. to the Secretary of Commerce for 
promulgation under section lll(dl of the Federal Property and 
Administrative Services Act of 1949; 

"(5) develop guidelines for use by operators of Federal com­
puter ustems that contain sensitive information. in training 
their employees in security awareness and accepted security 
practice, as required by section 5 of the Computer Security Act 
of1987:and . . 

·'\bl aeve&op va&iaauon procedures ior, ana evaiuate the 
effectiveness of, standards and guidelines developed pursuant to 
paragTaphs (1), (2), and (3i of this subsection through research 
and liaison with other government and private agencies. 

"(b) In fulfilling subsection (a) of this section, the National Bureau 
of Standards is authoriz.ed-

"(1) to assist the private sector. upon request, in using and 
applying the results of the programs and activities under this 
section; 

"(2) to make recommendations, as appropriate, to the 
Administn.tor of General Services on policies and regulations 
proposed pursuant to section 11Hdl of the Federal Property and 
Administrative Services Act of 1949; 

"(3) as requested, to provide to operators of Federal computer 
systems technical assistance in implementing the standards and 
guidelines promulgated pursuant to section lll(d) of the Fed­
eral Property and Administrative ..jervices Act of 1949; 

"(()to assist. as appropriate, the Office of Personnel Manage- Replations. 
ment in developing regulations pertaining to training, as re-
quired by section 5 of the Computer Security Act of 1987; 

"(5) to perform research and to conduct studies. as needed, to 
determine the nature and extent of the vulnerabilities of. and to 
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devise techniques for the cost~ffective secu!"i9' and privacy of 
sensitive informaticm in Federal computer systems; and 
- · "(6) to coordinate- closely with other agencies and offices 
(including, but not limited to, the Departments of Defense and 
Energy, the National Security Agency, the General Accounting 
Office, the Office of Technology Assessment, and the Office· of 
Management and Budget}-

"(A) to assure maximum use of all existing and planned 
progTams. materials, studies. and reports relating to-com­
puter systems security and privacy, in order. to avoid un· 
necessary and costly duplication of effort; and · 

"(B) to assure, to the maximum extent feasible, that 
standards developed pursuant to subsection (a) (3) and (5) 
are consistent and compatible with standards and proce­
dures developed for the protection of information in Federal 
computer systems which 1S autfiorii.eQUiiQer i:ni.eria estab­
lished by Executive order or an Act of CongTesS to be kept 
secret in the interest of national defense or foreign policy. 

"(c) For the purposes of-
"(1) developing standards and guidelines for the _2rotectian..of 

sensitive jnfnnn!ltion in Federal computer systems under 
su~ons·(aXll and CaX3l, and 

"(2) performing resea.-ch and cor.ducting studies under 
subsection CbX5l, 

the National Bureau of Standards shall draw upon computer system 
technical security guidelines developed by the National Security 
Agency to the extent that the National Bureau of Standards deter· 
mines that such guidelines are consistent with the requirements for 
._2t:'Qtecti~~itive information in Federal computer systems. 

"(d) As used in this section-
"(1) the term ·~_uter system'~ 

"(A> means any equipment or interconnected system or 
subsystems of equipment that is used in the automatic 
acquisition, 5ton~Je. manipulation, manage~ent, . !J10~e-.. 
.:..a~ ... ;;. ~ ... -.vl, ciw~~oj, a"•~u.a.u5, ini.cn:Rattge, t•an.S· 
mission, or reception, of data or information; and 

"(B) includes-
"(i) computers; 
"(iil ancillary equipment; 
"(iii) sofiware, firmware, and similar procedures; 
"(ivl services, including support services; and 
"(v) related resources as defmed _by reg\llations • 

issued by the Administrator for General Services 
pursuant to section 111 of the Federal Property and 
Administrative Services Act of 1949; 

"(2) the term 'Fed~ral computer system'-
"(Al means a c:ornputer system operated by a Federal 

agency or by a contractor of a Federal agency or other 
organization that processes information (using a computer 
system) on behalf of the Federal Government to accomplish 
a Federal fur ction; and 

"(B) includes autnmatic data processing equipment u 
that term is defined in section ll1(aX2l of the Federal 
Property and Administrative Services Act of 1949; 

"(3) the term 'operator of a F~er.al computer system' means a 
Federal agency, contractor of a Federal agency, or other 
organization that processes information using a computer 
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sys~m on behalf of the Federal Government to accomplish a 
Federal function; 

"(4) the tenn 'sensitive information' means any information. -
the loss, misuse, or unauthorized access to or modification of 
which could adversely affect the national interest or the con· 
duct of Federal programs. or the privacy to which individuals 
are entitled under section 552a of title 5, United States Code 
(the Privacy Act), but which has not been specifically authorized 
under criteria established by an Executive order or an Act of 
Congress to be kept secret in the interest of national defense or 
foreign policy; and 

"(5) the t~nn 'Ft'dt>ral aeen!"y' hl\5 the ml.'.aning given ~uc-h 
term by section 3(bl of the Federal Property and Administrative 
Services Act of 1949. , I~ usc :ri~~-~ 

"SEC. 21. Cal There is hereby established a Computer System 
Security and Privacy Advisory Board within the Department of 
Commerce. The Secretary of Commerce shall appoint the chairman 
of the Board. The Board shall be composed of twelve additional 
members appointed by the Secretary of Commerce as follows: 

"(l) four members from outside the Federal Government .who 
are eminent in the computer or telecommunications industry, 
at least one of whom is representative of small or medium sized 
companies in such ·industries; 

"(21 four members from outside the Federal Government who 
are eminent in the fields· of computer or telecommunications 
technology, or related disciplines. but who are not employed by 
or representative of a producer of computer or telecommuni­
cations equipment; and 

"(3) four members from the Federal Government who have 
computer systems management experience, including experi-. 
ence in computer systems security and privacy, at least one of 
whom shall be from the National Security Agency. 

"(b) The duties of the Board shall be-
"(1) to identify emerging managerial, technical, administra· 

tive, and physical safeguard issues_rejative to.eom?ut-'!r ~·'!\!'-
.. ~~~~~~ :=.d t;.~';dC:.j~ ·--- - -~ .- . . - . . . 

':(2) to advise the Bureau of Standards and the Secretary of 
Commerce on ~rit.Y and privacy issues pertaining to Federal 
computer systems; and . 

"(3) to report its findings to the Secretary of Commerce, the Reports. 
Director of the Office of Management and Budget. the Director 
of the National Security Agency, and the appropriate commit· 
tees of the Congress. 

"(c) The term of office of each member of the Board shall be four 
years, except that- . 

.. (1) of the initial members. three shall be appointed for tenns 
of one year, three shall be appointed for terms of two years, 
three shall be appointed for terms of three years, and three 
shall be appointed for terms of four years; and 

"(2) any member appointed to ftll a vacancy in the Board shall 
serve for the remainder of the term for which his predecessor 
was appointed. 

"(d) The Board shall not act in the absence of a quorum, which 
shall consist of seven members. 

"(e) Members of the Board, other than full-time employees of the 
Federal Government. while attending meetings of such committees 
or while otherwise performing duties at the request of the Board 
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N:uion:.l Oure:llu 
of5t3nd~rds Act. 
l'i USC :!71 note. 

President or U.S. 

Federal 
~istcr. 
publication. 

Federal 
_Reci~~er. 

publicauon. 

Chainnan while away from their homes or a regular place of 
business, may be allowed travel expenses in. accordance with sul>­
chapter I of chapter 57 of title 5, United States Code. 

"CO To provide the staff services necessary to assist the Board in 
carrying out its functions, the Board may utilize personnel from tbe 
National Bureau of Standards or any other agency of the Federal 
Government with the consent of the head of the agency. 

"(g) As used in this section, the terms 'compute!:" system' and 
'F~computer system' have the meanings given in section 20(d) 
or this ACt";ana---- - · 

(3) by adding at the end thereof the following new section: 
"S£C.. 23. This Act may be cited as the National BuJ:"eau of 

Standards Act.". 

SEC.4.AII1£NDAIENTTO BROOKS Acr. 

Section lll(dl of the Federal Property and Administrative Serv­
ices Act of 1949 (40 U.S.C. 759(d)) is amended to read as follows: 

"(dXU The Secretary of Commerce shall, on the basis of standards 
and guidelines developed by the National Bureau of Standards 
pursuant to section 20(a) (2) and (3) of the National BuJ:"eau of 
Standards Act. promulgate standards and guidelines pertaining to 

..Fesiera.lj;QJ!lJ!!lter .m~ms. making such standards compul.sorj and 
binding to the extent to which the Secretary determines necessary 
to improve the efficiency of operation or_security and privacy of 
Fecfen!l Q?_rru!!lter systems. The President may disapprove or modify 
such standards and guidelines if he determines such action to be in 
the public interest. The President's authority to disapprove or 
mOdify such standards and guidelines may not be delegated. Notice 
of such disapproval or modification shall be submitted promptly to 
the Committee on Government Operations of the House of Rep­
resentatives and the Committee on Governmental Affairs of the 
Senate and shall be published promptly in the Federal Register. 
Upon receiving notice of such disapproval or modification. the Sec­
retary of Commerce shall immediat.!!ly r-escind or modifv.su~h ~--~-­
... ..;., u• &ui<ieiine:s as cnrecte<i oy the President. · · 

"(2) The head of a Federal agency may employ standards for the 
cost-effective security and ~rivacy of sensitive information in a 
Federal computer system wtthin or under the supervision of that • 

· agency that. are more stringent than the standards promulgated by _ 
the Secretary of Commerce. if such standards contain, at a mini· 
mum, the provisions of those applicable standards made compulsory • 

. and binding by the Secretary of Commerce. 
"(3) The staDdards determined to be compulsory and binding may 

be waived by the Secretary of Commen:e in writing upon a deter· 
mination that compliance would adversely affect the accomplish­
ment of the mission of an operator of a Federal_ .computer system, or 
cause a major adverse financial impact on the operator which is not 
offset by Government-wide savings. The Secretary may delegate to 
the head of one or more Federal agencies authority to waive such 
standards to •.he extent to which the Secretary determines such 
action to be necessary and desirable to allow for timely and effective 
implementation of Federal computer systems standards. The head of 
such agency may redelegate such authority only to a senior official 
designated pursuant to section 3506(b) of title 44, United States 
Code. Notice of each such waiver and delegation shall be transmit· 
ted promptly to the Committee on Government Operations of the 
House of Representatives and the Committee on Governmental 
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Affairs of the Senate and shall be published promptly in the Federal 
Register. · -

"(41 The Administrator shall revise the Federal information re­
sources management regulations !41·CFR ch. 2011 to be consistent 
with the standards and guidelines promulgated by the Secretary of 
Commerce under this subsection. 

"(51 As used in this subsection, the terms 'Federal computer 
system' and 'operator of a Federal computer system' have the 
meamngs given in section 20(dl of the National Bureau of Sl.olndards 
Act..''. 

S£C. S. ~·E:O£R.~L COM!'t"!'!:!! SYS'!'£,'! S!::C!!!t!'!'Y T!HINISC. 

(a) IN GENERAL.-Each Federal agency shall provide for the 
mandatory periodic training in contputez: sen•rity.a.lNarer:~_and 
accepted computer security practice of all employees who are in· 
volved 'with the- management, u5e;- or operation of each Federal 
computer system within or under the supervision of that agency. 
Such training shall be-

(1) provided in accordance with the guidelines developed 
pursuant to section 20(a)(5) of the National Bureau of Standards 
Act (as added by section 3 of this Act!, and in accordance with 
the regulations issued under subsection (c) of this section for 
Federal civilian employees; or 

(2) provided by an alternative training program approved by 
the head of that agency on the basis of a determination that the 
alternative training program is :1t least as effective in accom· 
plishing the objectives of 11uch guidelines and regulations. 

(b) TRAININC OIIJ'ECTIVES.-Training under this section shall be 
started within 60 days after the issuance of the regulations de­
scribed in subsection (C). Such training shall be designed-

(1) to enhance employees' awareness of the threats to and 
~ulnJ!rability oLcomputer systems; and - ---

-(2) to encourage the use of improved computer security 
pr.actices.. • - . . . . 

· · (:~ R:.:.v"""''";.,;;.-Wtthln SIX months after the date of the enact· 
ment of this Act, the Director of the Office of Personnel Manage­
ment shall issue regulations prescribing the procedures and scope of 
the training to be provided Federal civilian employees under subsec· 
tion (al and the manner in which such training is to be carried out. 

SF.C. '· ADDmONAL RESPONSIBILITIES FOR COMPUTER SYSTEMS 
SECUIUTY AND PRIVACY. 

Reculations. 

-'II USC ;:.!1 noceo. 

(a) IoENTtnCA110N or Svsn:Ms THAT CoNTAIN SENSJTtvE INFORMA· 
TION.-Within 6 months after the date of enactment of this Act. 
each Federal agency shall identify ~ch Federal computer system, 
and system under development. which Is-within or under the super· 
vision of that agency and which contains_ .sen.siti'le. infonnation • 

(b) SECURITY Pt.\.N.-Within one year after the date of enactment 
of this Act. each such agency shall. consistent with the standards, 
guidelines, policies, and r ..;gulations prescribed pursuant to section 
lll(d) of the Federal Property and Administrative Services Act of 
1949, establish a plan for the security and privac;y of each..FedeRlL 
com~ identified by that agency iiuisU.ant to subsection :r 
(a) that IS commensurate with the risk and magnitude of the harm 
resulting from the_!_~. misuse, or unauthorized ac:r::e:ss to or modi· 

·fication of the iruormation contained in such system. Copies of-each 
such plan shall be 'transmitted to the National Bureau of Standards 
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and the National Security Agency for advice and comment. A 
summary of such plan shall be included in the agency's five-year 
plan required by section 3505 of title 44, United States Code. Such 
plan shall be subject to disapproval by the Director of the Office of 
Management and Buqget. Such plan shall be revised annually .as 
necessary. 

~~~USC 7~!1 note. SEC. 7. DEFINITIO:O.'S. 

As used in this Act, the terms 's~mpnter system:· •. '~Fed~al. 
_computer S)'l!tem", ,"operator of a Federal computer system", 
"sensltiVe"inlormation", and "Federal agency" have the meanings 
given in section 20(di oi the National Bureau of Standards Act las 
added by section 3 of this Act). 

~o USC 7!o!t note. SEC. 8. RULES OF CONSTRUCTION OF Acr. 
Nothing in this Act. or in any amendment made by this Act. shall 

be construed-
(1) to constitute authority to. withhold information sought 

pursuant to section 552 of title 5, United States Code; or 
Publie (2) to autho•ize any Federal agency to limit, restrict. regulate, 
infonnatian. or control the collection, maintenance, disclosure. use, transfer, 

or sale of any information·(regardless of the medium in which 
the information may be maintained) that is-

(A) privately-owned information; 
(B) disclosable under section 552 of title 5, United States 

Code, or other law requiring or authorizing the public 
disclosure of information; or 

(C) public domain information. 

Approved January 8, 1988. 

LECISLATIVE HIS'C'ORY-H.R. 14~: 

HOUSE REPORTS: ~o. 100-15:1, Pt. I tComm. an S.:ie...,.. Space. and TechnoiOCYiand 
Pl. 2 tComm. on c-..n.ment Opent.-1. 

CONCRESSIONAl. RECORD. Vol. 133 t1987t 
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<b> The a.uthorlty conferred by this section 
ma.y be delega.ted by the Secretary of Defense 
to a.ny person In the Depa.rtment of Defense or 
by the Secretary of a. m!IJta.ry depa.rtment to 
a.ny person within his depa.rtment. with or 
without the a.uthorlty to make successive re­
delega.tlons. 

<c> In a.ny ca.se In which funds a.re expended 
under the a.uthorlty of subsections <a> a.nd <b>. 
the Secretary of Defense shall submit a report 
of such expenditures on a quarterly basis to the 
Committees on Armed Services a.nd Approprla.­
tlons of the Senate a.nd the House of Repre­
sentatives. 
<Added Pub. L. 94-108, title VIII. I 804<a>. Oct. 
7, 1975, 89 Stat. 538. 1140; amended Pub. L. 
98-J4, title XII. 11288<2>. Sept. 24, 1983, 97 
St~·. 705; renumbered 1127 and amended Pub. 
L. :.-9-<t33, title I. U 10l<al<3l. llO<d><4>. Oct. 1. 
1986, 100 Stat. 994, 1002.> 

AMD<l>MEHTS 

19811-Pub. L. 99-433 renumbered section 140 of thla 
title as thla section a.nd substituted "Eme111ency" for 
"Eme111encies" In section catchllne. 

1983-Subsec. <a>. Pub. L. 98-94 struck out "of thla 
section" after "subsection <cl". 

Subaee. !cl. Pub. L. 98-94 struck out "of this section" 
after "subsections l&l a.nd !bl". 

COIISTili!CTIOII AUTHORITY OP SlECRJ:TAllT 01' Oli:I'DIIl 
U!<DD 01DC1..UATIOI< OP WAR OR NATIOIIAl. ElaRGI:IICT 

Pub. L. 97-99, title IX. I 903. Dec. 23. 1981, 95 Stat. 
1382. which authoriZed the Secretary of Defense. In 
the event of a declantion of war or the decl&ration of 
a national eme,..ency by the President. to undertalr.e 
military construction without re~rard to any other pro. 
visions onaw. wu repealed and reenacted as section 
2808 of this title by Pub. L. 97-214. 11 21a>. 7118>. July 
12, 1982.96 Stat. 157. 174. effective Oct. I. lll82. 

§ 128. Phyolcal protection of opecial nuclear material: 
limitation on dlaaemination of uncluai.lled lnfor· 
mation 

1 • \I~~ rn_ · •~A.d.~t.t~n t.n a.nv nH"!PP -~!.~~-h~11t.y. nr 
requirement reaa.rdin& protectton from dissemi· 
nation of lnlorma.tlon. a.nd subject to section 
552<b><3> of title 5. the Secretary of Defense, 
wlth respect to special nuclea.r ma.terla.ls. sha.ll 
prescribe such reaula.tlons, a.fter notice a.nd op­
portunity for publlc comment thereon. or Issue 
such orden a.s ma.y be necessary to prohibit the 
una.uthorlzed dbsemlna.tlon of unclassified In· 
forma.tlon perta.lnlni to security measures, In· 
cludina security pia.ns, procedures. and equip­
ment for the physical protection of special nu· 
clear material. 

<2> The Secretary ma.y prescribe reaula.tlons 
or issue arden under paragra.ph < 1 > to prohibit 
the dlssemina.tlon of a.ny information described 
in ;uch paragraph only if and to the extent 
that the Secretary determines tha.t the una.u­
thoriZed dissemination of such ln!onna.tlon 
could rea.sona.bly be expected to ha.ve a. stgnifl· 
cam adverse effect on the health a.nd sa.fety of 
th~ public or the common defense a.nd security 
by cigni!lcantly lncrea.slng the likelihood of-

<A> illcga.l production of nuclea.r wea.pons, 
or 

<B> theft, diversion. or sabotage of specia.l 
nuclea.r ma.teriAls. equipment. or facUlties. 
l 3 > In ma.klni a. determination under para· 

graph < 2>. the Secreta.ry may consider v.·hat the 

likelihood of a.n lllega.l production. theft. diver· 
slon. or sa.bota.ge referred to In such pa.ragraph 
would be If the lnlormatlon proposed to be pro­
hibited from dlssemina.tlon under this section 
were a.t no time a.va.Uable for dlssemlna.tion. 

< 4 > The Secretary shall exercise his authority 
under this subsection to prohibit the dlssemina.­
tlon of a.ny lnlorma.tlon described In paragraph 
<ll-

<A> so a.s to a.pply the minimum restrictions 
needed to protect the hea.lth a.nd safety of 
the public or the common defense a.nd securi· 
ty; a.nd 

!Bl upon a. determina.tlon tha.t the unau· 
thorlzed dissemination of such Information 
could rea.sona.bly be expected to result In a 
significant advene effect on the health and 
sa.fety of the public or the common defense 
a.nd security by significantly lncreasina the 
likelihood of-

<ll Wepl production of nuclea.r weapons. 
or 

!Ul theft. diversion. or sa.bota.ge of nuclea.r 
materials, equipment. or fa.cillties. 

<b> Nothin& In this section sha.ll be construed 
to a.uthorlze the Secreta.ry to withhold, or to 
authorize the wtthho1dlni of, Information from 
the a.pproprlate committees of the Congress. 

<c> Any determination by the Secretary con· 
cernin& the a.ppllca.bUity of this section sha.ll be 
subject to judicia.! reView pursuant to section 
552<a.><4><B> of title 5. 

<d> The Secretary sha.ll prepa.re on a qua.rter­
ly ba.sia a report to be made a.va.Uable upon the 
request. of 8.llJ interested penon, detaUini the 
Secretary'S appllca.tion durlni tha.t period of 
ea.ch reaulatlon or order prescribed or Issued 
under thla section. In pa.rticula.r. such report 
aha.ll-

~1l.l~•nH•- --- '.-•"':'~_7'"' 1 ... _ -·-:-•-•......,.. , __ 

disclosure pursua.nt to such rea\11a.tlon or 
order; 

< 2> apectflca.lb' at&te the Secretary's justlfl­
ca.tlon for determlnlna tha.t una.uthorlzed dis­
semination of the lnforma.tlon protected from 
disclosure under such regulation or order 
could reuona.bly be expected t.o ha.ve a slgnif. 
icant advene effect on the hta.lth and sa.fety 
of the public or the common defense and se· 
curtty by significantly lncreastna the llkell· 
hood of Wep.l production of nuclea.r weapons 
or the theft. divenlon, or sa.botace of specla.l 
nuclear materials, equipment. or fa.cilltles. as 
specified under subsection <a.>; and 

<3> proVide justltica.tlon that the Secreta.ry 
hu applled such reiula.tlon or order so a.s to 
protect from disclosure only the minimum 
a.mount of lnforma.tlon necessary to protect 
the hea.lth and safety of the public or the 
common defense a.nd security. 

<Added Pub. L. 100-180, div. A. title XI. 
i 1123!a.l, Dec. 4, 1987, 101 Stat. 1 H9. l 

Pa!Oa PltOVISIONI 

A prior section 128 was renumbered S«tlon 421 of 
this title. 
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FENTRAL INTELLIGENCE AGENCY ACT OF 1949 

AL'T OF JUNE 20, 1949 

AN ACr To provide for the administration of the Central Intalligence Apncy, -
tablial, :d pursuant to oection 102, National Security Act of 1947, and for other 
purpo! ,., · 

Be it eiUJCted by the Senate and House of Representatives of the 
United States of America in Congres$ assembled, 

DEFINITIONS 

SBCT DN 1. [50 U.S.C. 403a) That when used in this Act, the 
term-

(a) ",'.gency" means the Central Intelligence Agency; 
(b) ") lirector" means the Director of Central Intelligence; 
(c) "Uovernment agency" means any executive department, com­

missior·, council, independent establishment, corporation wholly or 
partly •wned by the United States which is an instrumentality of 
the U1 ited States, board, bureau, division, IMlrvice, office, oft'fcer, 
author ty, administration, or.other establishment, in the ezecutive 
branch of the Government. 

S&AL OJ' OFJ'ICB 

SBC. 2. [50 U.S.C. 403b] The Director of Central Intelligence 
shall c:1U1MJ a seal of office to be made for the Central lnte~~:~ 
Agenc)'; of such design as the Pr.ident shall approve, and j ' · 
notice uhall be taken thereof. 

PKOCUUMIENT AUTHOIUTIBII 

SBC. 3. [50 U.S.C. 40&:] (a) 1D the performance of its functiona 
the Ce :ttral Intelligence Agency ia authorized to elUlrciae the au­
thoriti• ill contained in IM!Ctions 2(c) (1), (2), (3), (4), (6), (6), (10), (12), 
(16), (1''), and IM!Ctions 3, 4, 5, 6, and 10 of the Armed Servicee Pro­
curemt nt Act of 1947 1 (Public Law 413, Eightieth Congnw~, 18C0nd 
-ion1. 

(b) l11 the exercise of the authorities granted in subsection (a) of 
this se.!tion, the term "Agency head" shall mean the Director, the 
DeputJ1 Director, or the EJ:ecutive of the Agency. 

(c) 1',1e determinations and decisions provided in subsection (a) of 
this Be< :tion to be made by the Agency head mar be made with 1"&­
spect t. 1 individual purchases and contracts or With respect to claa-

• The 1 rmod S.rviceo Procurement Act of 1947 - ~ bJ the law eDII<:tiDc litlooo 10 aDd 
32, Uniu•.: Slata Code tAct of A...- 10, 1956, 70A SiaL II. 'nw cited -uoa...,. repl..t by 
ooctiona ;.104lal liH6l,ll0), 1121. (15J, and (171, 2105 (aHcl. zaoe, 2307, 2308. 21109, 2812, aDd Dlt 
of Iillo 1.1. Section tlllbJ of that Act provi<lacl: "Rafore...- tba& ""-~ 
onloro mo '" IAJ tho replaced law ahall ba c:onolduwd IAJ ba ll*le 1G tba W.. 
ol(lhe., iona onactin8 tillaa 10 &ad 82~" 
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es of pu~ or contractB, and shall be finaL Except as provided 
in aut-:tion (d) of this section, the Agency head is 'authorized to 
delegate his powers provided in this section, includi1 g the making 
of such determinations and decisions, in his discreti« :n and subject 
to his direction, to any other officer or officers or <:.fficials of the 
Agency. 

(dl The power of the Agency head to make the dekrminations or 
decisions specified in paragraphs (12) and (15) of se•:tion 2(c) and 
section 5(a) of the Armed Services Procurement Act ,,f 1947 1 shall 
not be delegable. Each determination or decision req~1ired by para­
graphs (12J and (15) of section 2(c), by aection 4 or by aection 5(a) of 
the Armed Services .Procurement Act of 1947,' shall 1>e based upon 
written findings made by the official making such duterminations, 
which findings shall be final and shall be available within the 
Agency for a period of at least six years following tile date of the· 
determination. 

leJ Notwithstanding subsection (e) of section 111 of the Federal 
Property and Administrative Services Act of 1949 (40 U.S.C. 759(e)), 
the provisions of section 111 of such Act relating tc·., the· procure­
ment of automatic data proceaaing equipment or ser ices shall not 
apply with respect to such procurement by the Centr.•J Intelligence 
Agency.'" 

[Original section 4 (50 U .S.C. 403dJ was repeal d by section 
2llbk2J of Public Law 85-507 (72 Stat. 337, July 7, 195.'~-).] 

TRAVEL, ALLOWANCES, AND RELATKD UP&Nt 18 

Sa.:c. 4. [50 U.S.C. 403e] (a) Under such regulatiom as the Direc­
tor may prescribe, the Agencr. with respect to ita o~·.cers and em­
ployees aaaigned to duty stations outside the several States of the 
United States of America, excluding Alaska and H ... waii, but in­
cluding the Diatrict of Columbia, •hall-

(1 )(AJ pay the travel expe~ of officers and employees of 
the Agency, including expenses incurred while tr1 vebng pursu­
ant to authorized home leave; 

(B) pay the travel expe~ of members of thE· family of an 
officer or employee of the Agency when proceeo ing. to or re­
turning from his post of duty; accompanying hi: n on author­
ized home leave; or otherwiae traveling in accord mce with au­
thority granted pursuant to the terma of this or I" ny other Act; 

<C> pay the ooat of transporting the furniture t na household 
and personal effecta of an officer or employ~ of. pe Ag~ncy to 
his succeasive posts of duty and, on the termmab·!D of Ilia serv­
ices, to his residence at time of appointment or •'o a point n~t 
more distant, or, upon retirement. to the place ·yhere he w1ll_ 
reside· ' 

(DJ PaY the cost of packing and un~cking, h~ns~rting to 
and from a place of storage, and atormg the :umJture and 

• See footnote 1. The c•t.od provWona were rept..oed by parqyaphe tl2J ,and ()6) of -=tion 
~k.l.f1a1 and .ct.Joo ZJO'ltal ol tatle 10. , . 

IS., footnote ) 1be Cl\.ed provi.tona we~ rep~ by par-.,ra.ph.t (12) .and (15) of MCUOR 

~~U.C·••. aect1on 2.J06 and 2313, and ..cl1on ~lal ol Utle 10. . I . 
.. l.ubhc t•• 9'1-t69 provuied that •ubeection (e) ol eectaon ~ of tbe ( entral ln&ellacence 

~ll"ni")' Act 0 ( IV4~ du. not apply Lo • contract m.u. before September Zl, 1 :ts2. 
. ' 
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household and personal effecta of an officer or employee of the 
Agency, when he is !ibeen~ from his post of aaaigninent under 
orders, or when he 18 8SIIlglled to a post to which he cannot 
take or at which he is unable to use such furniture and house­
hold and personal effecta, or when it is in the public intel"88t or 
more economical to authCifUe storage; but in no i.utance man 
the weight or volume of the effects stored together with the 
weight _or. vol_ume of the effecta t~ported eJ:ceed the maxi­
mum linutatlons fiXed by regulations, when n~ otherwise 
fiXed by law; 
, (E)" pay the cost of packing and unpackilur, traaaporting to 
and from a place of storage, and storing ilie fumiture and 
household and personal effecta of an officer or emDloyee of the 
Agency in connection with auignment or tranJer ·to a new 
post, from the date of his departure from hie last post or from 
the data of his departure from hie place of reaideoce in the 
case of a new officer or employee and for not to eXceed three 
months after ·arrival -at the new poet, or until the establish­
ment of 1"88idence quarters, ,.-bichever shall be aborter; and in 
connection with separation of an officer or employee of the 
Agency; the cost of packing and unpacking, trauporting to 
and from a place of storage, and storing for a penod not to 
eJ:eeed three months, hie furniture and houaehold aDd personal 
effecta; but in no instance llhall the weight or volume of the 
effecta stored together with the we~~~ or volume of the effecta 
tranaported eJ:eeed the mnimum · 'tations fiied by regula-
tions, when not otherwise ftud by law. · • 

tF> pay the travel ezpenaea and transportation coata incident 
to the removal of the members of the family of aD officer or 
employee of the Agenc:r aDd hie furniture and hoUMhold and 
personal effecta, including automobiles, from a poet at which, 
because of the prevalence of disturbed conditions, there is im­
minent danger to life and property, and the return of such per­
sons, furniture, and effecta to auch post upon the ceuation of 
such conditions; or to such other poet as may in the meantime 
have become the post to w~h such officer or eaaployee baa 
been lllllligned. ·• ,., · · 

(2) Charge eJ:penaea in counection with travel of peraonnel, 
their dependents, and ~tion of their holllehold goods 
and personal effecta, involvhlc a change of perman..,t atation, 
to the appropriation for the;fUcai year current when any part 
of either the travel or transportation pertaining to the tra.nafer 
begins pursuant to previously iaaued travel and tra.nafer 
orders, notwiths~ding the fact that such travel or transporta­
tion may not all be effected· during such fiscal year, or the 
travel and transfer orders may have been issued during the 
prior fiacal year. 

(3XA) Order to any of the 18¥eral States of the United States 
of America (including the Dilt.rict of Columbia, the Common­
wealth of Puerto Rico, and any territory or poae,.ion of the 
United States) on leave of abeence each officer or employee of 
the Agency who waa a reeident of the United Statea (as d&­
acribed above) at time of employment, upon completion of two 
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years' continuous service abroad, or as soon l s possible thereaf­
ter. 

(B) While in the United States (as described in paragraph 
(3)(AJ of this section) on leave, the service of any officer or em­
ployee shall be available for work or dutie~~ in the Agency or 
elsewhere as the Director may prescribe; and the· time of such 
work or duty shall not be counted as leave. 

(CJ Where an officer or employee on lee. ·.,e returna to the 
United States (as described in paragraph (3)A) of this section), 
leave of absence granted shall be es:clusive of the time actually 
and necessarily i:/;ied in going to and from the United 
States (as ao descri ) and such time as maj' be necesaarily oc-
cupied in awaiting transportation. . 

(4) Notwithstanding the provisions of an) other law, trans­
port for or on behalf of an officer or employte of the Agency, a 
privately owned motor vehicle in any case b which it shall be 
determined that water, rail, or air transportation of the motor 
vehicle is necetleary or e~tpedient for all or 11ny part of the dis­
tance between points of origin and det~tin~r~ion, and pay the 
coats of such transportation. Not more than one motor vehicle 
of any officer or employee of the Agency n ay be transported 
under authority of this paragraph during ar.J four-year period, 
e~tcept that, as replacement for such motor vehicle, one addi­
tional motor vehicle of any such officer or e.,nployee may be ao 
transported during such period upon appro·.ral, in advance, by 
the Director and upon a determination, ui 1 .dvance, by the Di­
rector that such replacement is necesea~ . or reaaona beyond 
the control of the officer or employee an i 1 in the interest of 
the Government. A.ft.er the upiration of a 1 eriod of four /ears 
following the date of tr&DIIportation unde1 authority o thia 
paragraph of a privately owned motor vehi• le of any officer or 
employee who has remained in continuous ~ervice outeide the 
several States of the United States of J,merica, ucluding 
Alaska and Hawaii, but including the Dil met or Columbia, 
during such period, the trans_j)Ortation of 1 replacement for 
such motor vehicle for such officer or emplo: ·ee may be author­
i%ed by the Director in accordance with thia lllr&graph. 

(6) (A) In the event or m- or i.rijury reQIIiring the hospital­
ization of an officer or full time employee 1f the Agency, not 
the result of vicious habits. intemperance, Oh miaconcfuct on his 
part, incurred while· on aaei(punent abroad, n a locality where 
there d~ not eltist a suitable hospital or cl nic, pay the travel 
es:penses of such officer or ~mployee by v· hatever means. he 
shall deem appropriate and wtthout regard · [) the Standardized 
Government Travel Regulations and sectio 1 10 of the Act of 
March 3, 1933 4 (47 Stat. 1516; 5 U.S.C. 73b., to the nearet1t lo­
cality where a suitable hospital or clinic el iste and on his re­
covery pay for the travel upensea of his 1'1 tum to his post of 

• Tho o&.ed Art o{ Man:h 3, 19:13, woa ..,~by the law .....:tin;: titla 6, Uniled !k.Leo Code 
tPubhc Law llt-11«. &opt. 6, 1966. 110 !k.L 8'781. 8oc\ion 10 of thai l.d w~ ~ oa -=tioD 
~1BHal o{ Iillo 6. SoclioG 1(b) o{ Pllblic: Law lt-M4 (110 IIUL Ull pro idod: A ,..,...,.,.,.loa law 
ropla<>od bJ eec:tiona I~ o{ lhio Art. indudiol a roreNncalD a ,.....t·.\loo. onler, 01' Giber law, lo 
cleemed 10 ....r., 10 the ""....-.pondi"' pnwiaiaD .....:uod bJ uu. Act." 
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duty .. If the officer or employee is too ill to travel unattende. 
the Director. may alao pay the travel es:pensea of an attendan 

(B) Estabhsh a first-aid station and provide for the servict 
of a .nurse at a post at which, in his opinion, eufficient pei"IIO• 
n~l 18. e';Dplol.~ to Wllfr!Ult such a station: Provithd, That, i 
his opm1on, 1t 18 not feaa~ble to utilize an eltisting facility· 

(C) In the event of illness or i.rijury requirln¥ nospital~tio 
of an offiCI!'r. or full. tim~ employee of the Agency, not th 

· result. of vtCio~ habi!-1, mtemperance, or misconduct on hi 
part, mcurred m the line of duty while such peraon is &lllligne 
~.road. pay ~or the COlt of the treatment of euch illne888 o 
uyury at a swtable hospital or clinic; 

(D) Provide for the ~riodic physical uamination or officer 
and employees or the ~cy and for the cost of administerin 
inoculations or vaccinations to such officers or employees. 

(6) Pay the coats of proparing and transporting the remain 
or ~ officer or e~p~ o~ the Agency or a member of hi 
family who may die while m travel status or abroad to hi 
home or official station, or to euch other place as the llirecto 
~y dete~ine to be the appropriate place of interment, pr< 
vtded that m no case lha11 the expense payable be iJ'e&ter tha1 
the amount which would have been payable had the deatint 
tion been the home or official station. 

(7) Pay the coats of travel or new appointees and their dt 
pendente, and the transportation of their household goods on. 
peraonal effects, from places of actual residence in foreig~ 
countriet~ at time of appointment to placea or emplopnant an. 
return to their actual nlllidenC811 at the time or appomtment 0 
a point not more diatant: Provided, That such appointees agre. 
in ~ting to remain ~ the United States Government for l 

pe~od of not Is. thaD-twelve months from the time or ap 
pomtment. · , , . 

Violation of such agreement for peraonal convenience of a• 
employee or becaUI8 ~ 18_para~n for miscon~uct will bar sucl 
return payments and. if determ.med by the Director or his des 
ignee to be in the belt intereeta of the United Statee, an• 
moner es:pended by U.. United States on account of sud 
trave and tranaportatioD shall be considered u a debt due b• 

. the individual concernecl to the United State. · 
<bX1) The Director may pay to officers and ~ployees of th• 

Agency, and to peraons detailed or 888igned to the Agency fron 
other agencies of the Government or from the Armed Forces, al 
lowances and benefits comparable to the allowances and benefit: 
authorized to be paid to members of the Foreign service unde• 
charter 9 of tiUe I of the Foreign Service Act of 1980 (22 U.S.C 
408 et seq.) or any other provision of law. 

(2) The Director may pay allowances and benefits related to offi 
cially !lutho~. t~avel, penonnel and physical 18CUrity activities 
operational activtbes, and cover-related activitiet1 (whether or no• 
euch allowances and beneflta are otherwise authorized under thi• 
18Ction or any other provision of law) when payment of such allow 
ucee and benefits is nece=ery to meet the special requirements o 
work related to euch activitia Payment of allowances and benefit> 
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under trua paragraph shall be in accordance with regulatione pre­
acribed by the Director. Rates for allowances anC. benefits under 
trua parllil"aph may not be set at rates in exce1111 )f thoee author­
ized by section 5724 and 6724a of title 5, United Sbte& Code, when 
reimbursement is provided for relocation attributa:1le. in whole or 
in part, to relocation within the United States. · 

(3) Notwithstanding any other provision of thlt section or any 
other provision of law relating to the officially aut .orized travel of 
Govemment employees, the Director, in order to n. nect Agency re­
quirements not taken into accowat in the formul: tion o( Govem­
ment-wide travel procedures, may by regulation-

(A) authonze the travel of officers and e;cJplo,Yees of the 
Agency. and of peraone detailed or 888igned to r he Agency from 
otner agencies of the GoverDJDent or from tlJ, ' Armed Foreee 
who are engaged in the perfOrmance of inteU · irence functions, 
and <B> provide for payment for auch travel, in ch18M of cues, u 
determined by the Director, in which such tra·vel is important 
to the performance of intelligence functions. 

(4) Members of the Armed Foreee may not recei' e benefits under 
both trua section and title 37, United States Code, l>r the same pur­
pose. The Director and Secretary of Defense sha'l preecribe joint 
regulations to carry out the preceding sentence. 

(5) Regulations issued pursuant to this subeect.'on shall be sub­
mitted to the Permanent Select Committee on Jr.telligence of the 
House of Representatives and the Select Commitwe on Intelligence 
of the Senate before such regulations take effect. · 

GKNDAL AtmiORITII8 

SIC. 6. [50 U.S.C. 403f] In the performance of its functions, the 
Central Intelligence Agency is authorized to-

(a) Trarulfer to and receive from other Govemm~nt aaencies such 
sums aa may be approved by the Bureau of the B1·dset. for the per­
formance of any of the functione or activities auU,:orized under sec­
tione 102 and 303 of the National Security Act of 19'7 (Public Law 
263, Eightieth Congrese. and any other Govemm::•nt agency ia au­
thorized to tranafer to or receive from the Agencr such sums with­
out resard to any provisions of law limiting or 1Jrohibiting traJUI­
fers between ap8,r:!priatioos. Sums transferred to the Agency in ac­
cordance with · paragraph may be expended for t6e pUJll011811 
and under the authority Of t.hia Act without l'eiBI" i to limitations of 
appropriations from which transferred; · 

(b) Exchange funds without recard to section ! 651 Revised Stat.. • 
Ute& (31 U.S.C. 543); · 

(c) Reimburse other Govemment agencies for 1 ervices of pe~n· · 
nel aBBigned to the Agency, and auch other Go' emment agenc101 
are hereby authorized, without regard to provis. 'lDB .of law to the 
contrary, ao to aaaign or detail any officer or (:mployee for duty i 
with the Agency; . 

(d) Authorize personnel designated by the Dm ~tor to carry 
arms to the extent neceaeary for the. ~rfonnan• e. of the Al·enc:Y••J: 
authorized functions, except that, Within the u, 11~ l:ltlates, 
authority Bhall be limited to the purpo&ell of prot oetlon clall8ified 
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[Original section 9 (50 U.S.C. 403i) was repeale~l by section 60l(b) 
of Public Law 763, 68 Stat. 1115; September 1, 1954.] 

APPROPRIATIONS 

SEC. 8. [50 U.S.C. 403j] (a) Notwithstanding any other pr~vi­
sions of law, sums made available to the Agency by appropriation 
or otherwise may be expended for purpoees nece:l88ry to carry out 
its functions, including-

(1) personal services, including personal services without 
regard to limitations on typee of persons to be employed, ~d 
rent at the seat of government and elsewhnre; health-service 
program as authorized by law (5 U.S.C. 150) • re':'tal of news­
reporting services;. purchase or ren.tal and. o·~ration of ph~to­
graphic, reproduction, cryptogra.phic, duphat. ~on an~ pnnting 
machines, equipment and deVIces, and rfi.dio-receiVIng and 
radio-sending equipment and devi~. includ ng tel~aph 8';1d 
teletype equipment; purchase, mamtenance~ operation, repa1r, 
and hire of p811118nger motor vehicles, and Ill\ craft, and vessels 
of all kinds; subject to policies established, by the ~rector, 
transportation of officers and employees of t. e Age!'cy m .~v­
emment-owned automotive equipment betwe. ~n their domiciles 
and places of employment, where sue~ pei'SI nnel are engaged 
in work which makes such transportation neo.llll8lU")', ~d trana­
portation in such equipment. to and from sclt ool, of children f!f 
Agency personnel who have quarters for thr. ~lves and t~eir 
families at isolated stations outside the co ntmen~ ~mted 
States where adequate public or private tra 1B~rtat10n 18 not 
available; printing and binding; purchase, namtenance, . and 
cleaning of firearms, including pure~. st< r~e, and mamtA;­
nance of ammunition; subject to pohc1es esu; l)hahed by the J?i· 
rector, expenses of travel in connection wi~l1 and expe.nses u~­
cident to attendance at meetings of profesa1c 1al, technical, ICI· 

· entific, and other similar Ortlanizations whe.; su~ attendance 
would be a benefit in the conduct of the W<' rk of the Agency; 
asaociation and library dues; payment of pn.llliuiD8 or costs of 
surety bonds for officers or employees without reg&n;i to the 
provisions of 61 Stat. 646; 6 U.S.C. 14; • payment of claiiD8 pur­
suant to 28 u.s.C.; acquisition of nece1181l1")' l;;md an~.~e d~­
ing of such land; construction of buildinp a:nd facih~Ies With­
out J'eiard·to 86 Stat. 699; 40 U.S.C: 2~9. 26'';'.

0 .r:"palr, ~:"~~· 
operation, and maintenance of bu1ldmgs, Jtlhties, facihtles, 
and appurtenances; and 

• The J.aw Codified t..o MJCtaon J!JO o( title 6 before the enactme.nl o( !.hal title WU replaced by 
.,.,.,;\lOR 7~1 u( Utle 5 upon the en.c11knt uf that Litle by PubliC La ' ti9-Mt (Sept.. 6, 1966. 80 

&:'s!!t~~n 1• of \ltle 6. llnited SLota.~· relatintt lO ~h·...:~rc~,~~~n: ju:v:~ ~~~8$ 
ment rmployree. wu re~ed by MJCtaon 203t U of Pubhc 
Suo• ~w · · 269 

I u ~-uun :J7:U of the Rev..i St.&t.lula of the Una ted Stat.-. f~rser rd'cl ... :!': ~ =·~M .. 
and 'l.61 o( Ull• 40. wu repealed by -=t&on 11(121 of !.he PubliC u. mp o 2 ol lU ~ 
Law ti6-24V, 73 Sl.a<. 41161. 'Thai Act io"""'"" in !.he Un<!Ad Sta,_ Cole u chapler I l • 

140 u.sc 601 ot- l 
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. (2) suppli-:s, equipm~nt, and personnel and contractual serv 
Ices otherwiSe ~uthorized by law and regulations when ap 
proved by the Director. ' 

.<b> The sums made available to the Agency may be ex nde 
Without regard to the proviaions of law and regulations rela:. ~ 
t~e expenditu.re of Government funds; and for objects of a confi~en 
tial, elrtraordmary, or emergency nature, such expenditures to bt: 
accounted. for solely on the certificate of the Director and every 
such certi.fi~te s~ll be deemed a sufficient voucher for the 
amount therem certified. 

SKPAUIIILft'Y 01' PB0Vl810N8 

S~. 9: [50 U.S.C. 403a.~ote] If any provision ofthia Act, or the 
apph<;atiOJ! of such provwon to any pel'IIOn · or circumlltances · 
held. I!lvahd, the remain~er 9f this Act or the ap~tion of s~ch 
p~V18lon .to ~rsons or c:irCUDiatanc:ee other than..~ 88 to which 
It 18 held mvalid, shall not be affected thereby. · , · 

8HOilT 1'ITLK 

S&c. 10:_[50 U.S.C. 401 notf'] This Act may be cited aa the "Cen-
tral Intelhp~ce Agency Act ¢"1949". · 

AUTHOIU'I'Y TO PAY DL\nt OllA"nJI'fta 

SBC. 11. [~. U.S.C. 403k] (a)(l) The Director may pay a gratuity 
to the surVI~g dependenta of any officer or employee of the 
Agen~ who d.Ies as a n:-Wt of injuries (other than from disease) 
~UIItained outs1de the United States and whose death-

(A) resulted from hostile or terrorist activities; or 
~) occurred ~ connection with an intelligence activity 

haVIng a substtmtial element of riak. 
... .,.,t.bsThe proyisions of thia IUbsection Bh~Ul apply with re8pect to 
... OC:CIIlTlng after June 80, 1974. 

paymentundersubMction(~ 
llhall be in an amCNilt equal to the amount of the annual 

;;:~:~ .':! the officer () .... ~~ployee concerned at the tim~ of 

be considered a gift and ahallbe in lieu of payment 
lesser death gratuity authorized by any other Federal 

and .~ . . . . 
.hall be .made un~ the same conditlona as apply to pay· 

tM•Dt.l;·autho~ by seCtion 14 of the Act of Auguat 1, 1966 (22 
....,..~..., 2619a). . , 

·~~~·!·~IUTY '1'0 AOCIP'!',(Jvrs, DSVJBirS, AND BIDQUDI'l'll 

121, U .S.C. 4031] (8} Subject to the provisions of this sec-
may accept, hold, administer, and use gifts of 
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money, securities, or other property whenever 'I tie Director deter­
mines it would be in the interest of the United S ates to do so. Any 
gift accepted under this section (and ~ny. incom · produced by any 
such gift) may be Ulled only for art~t1c d18play •r. for purposes re­
lating to the general welfare, education, or recre tt10n of employees 
or dependents of employees of the Agency ?r for simil~r purposes, 
and under no circumstances may such a g1ft kr any mcome p~ 
duced by any such gift) be .uaed for o~rat~o!lal pu~pos_es. The DI­
rector may not accept any gift under th18 sect1on which 18 e~p~ly· 
conditioned upon any expenditure ~ot to be met from the ~ 1tself 
or from income produced by the gift unless surh expenditure has 
been authorized by law. . . 

(b) Unless otherwise restricted by the terms of the gift, the D~r~­
tor may sell or exchange, or invest or reinvest,1my property which 
is acceptAMI under this section, but any sue!' in ;~estment !~~BY ~nly 
be in interest-bearing obligatioJI:II o.f the Uru~ ':>tates or m obl~a­
tions guaranteed aa to both pnDClpal and mter.e.t by the Un1tAMI 
States. · 

(c) There is hereby creatAMI on the books of t .1e Treas~~ of the 
UnitAMI States a fund into which gifts of mor .ey, secur1t1es, and 
other intangible property acceptAMI under the anthority of.this sec­
tion, and the earnings and proceeds thereof, shall be depos1ted. _The 
assets of such fund 11hall be disbursed upon the order of the Direc-
tor for the purposes specified in subsection (a) 01 '(b). . . 

(d) For purposes of Federal income, el!tate, md gift ~ea. gifts 
acceptAMI by the Director under this sectiOn shnll be considered to 
be to or for the use of the UnitAMI States. , , . .. . 

(e) For the purposes of this section, the term gift mcludes a be­
quest or devise. 

MiliUS& OF AG&NCY NAM&, INITIAUI ( ll S&AL 

SlfC. 13. (50 U.S.C. 403mJ (a) No pefi!On mr.y, except wi~ the 
written pei"IJU.ion of t~e ~~· ~o~ly . : l8e the words Cen­
tral Intelligence Agency , the 1n1tials ~~ , ~he seal of the Cen~r~ 
Intelligence Agency, or any colorable un1tet1on ~f s';lch words, .IDl· 
tials or seal in connection with any merchan! l&e, Impersonation, 
eolicitation, or commercial _activity in a man_m·r reaeonably calcu­
latAMI to convey the impression that such use 18 approved, endorsed, 
or authorized by the Central Intelligence Agenc.r. 

(b) Whenever it appears to the Attorney Geno ral. that ~h perso!l 
is engaged or is about to engage in an act or pillCt&ce wh1c const1· 
tutes or will conlltitute conduct prohibited ~Y s• bsect~on ~a), the At­
torney General may initiate a civil proceed&ng. n a d18tnct court of 
the UnitAMI States to enjoin such act or p_ract1 e. Such C';Jurt. shall 
proceed as soon as practicable to the hearmg c.td de~rm~at&on of 
such action and may, at any time before final• etermmat10n, en~r 
such restraining orders or prohibitions, or ~ ~ such other action 
as is warrantAMI, to prevent injury to the Unr ~ States or l:'> an_y 
person or class of persons for whose protl:::taon the act10n 18 
brought. 
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RETIREMBNT EQUITY IPOB SPOUSBB OF CBBTAIN DIPLOYBBB 

SEc. 14. [50 U.S.C. 403n] (a) The provisions of sections 204 
221(b) (1}-(3), 221(0, 221(g)(2), 221(1), 22l(m), 221(n), 221(o), 222, 22:J 
224, 234(c), 234(d), 234(e), and 263(b) of the Central Iotelligenc. 
Agency Retirement Act of 1964 for Certain Employees (50 U.S.C 
4_08 note) establishing certain requirements, limitations, rights, en 
t&tlements, and benefits relating to retirement annuities, llurvivo; 
benefits, end lump-eum PQQW~nts for a spoUIIe or former spoUIIe o 
an Agency employee who ~ a participant in the Central Intelli 
gence·Agency Retirement~ Dieability Syatem sball apply in tho 
same manner and to the same extent in the case of an Agency em 
ployee who is a participant, in the Civil Service Retirement ant 
Disability System. · 

(b) 'rite ~rector o~ the Oftice of Personnel Management, in con 
sultation Wl~ the Director of Central ln~lligence, shall prescribt 
auch. ~tiona u may ~-~•ary: to unplement the proviaiom 
of this section. . ; J . 

UCUBITY PDSONNJit. AT AOJNCY IN8TA,1.4.TIONS 

SEC. 15. [50 U.S.C. 403o] (a) The Director may authorize Agenc) 
personnel within the United States to perform the same functiom 
as special policemen of the General Services Administration per 
~orm under the first section of the Act entitled "An Act to author 
1Ze the Federal Works Administrator or officials of the Federal 
Workll Agency duly authorized by him to appoint special policemen 
for duty u~n Federal property under the jurisdiction of the· Feder· 
al Works ency, and for othor Plll'p08es" (40 U.S.C. 318), with the 
powers aet. orth in that aectiDn, except that such personnel shall 
perfOJW auch functions ~:exercise such powen only within 
Apncy installationa. and~ rules: and regulations enforced by 
~ch personnel shall be rules and feBU)ations promulgated by the 
Director. .. , . . . 

(b) The Director is au~ to establish penalties for violation~ 
Cll.ibo rules or regulations promulgated by the Director under sub­
.UOO (a) of this section. Such penalties shall not exceed those 
ll*ified in the fourth eection of the Act referred to in subsection 
<->of this aection (4Q U.S.C. 818c). 

U:) Ageocy personnel designated by the Director under subsection 
W Ri this section shall be clearly identif1able as United States Gov­
·~t security personnel while elliaged in the performance of 

. · &be functions to which subsection (a) of this section refers. 

B&NDITB !POll CQ'I'AJN IPOBMIUl SPOUSBB 01' C&NTBAL 
INT&LLIOD(!Ja AO&NCfY KMPLOYDS .... ·, 

408p]. (a) Except as provided in subsection 
lndi·vidual-

jJ,)Jmmetrly married to an employee or formez: employee of 
~JI.-lcy, whose lllariUge waa dissolved by divorce or annul­

May 7, 1985; 
at any time during the eighteen-month period before 

tbe divorce or annulment became final, was covered under a 



CENTRAL INTELLIGENCE AGENCY RETIREMENT ACT OF 
1964 FOR CERTAIN EMPLOYEES 

PUBUC LAW IIII-648-0CI'OBER 13, 1964 

(50 U.S.C. 403 DOle) 

AN ACT To provide for the e.tabliahment and maialelumoe f1l a Cenb"al lnlelli­
gence Agency Retirement and DiMbilitJ S71lem Cor a limiltecl lllllDlber or emploJ-
eea, and for other purpoaee. · · . 

Be it enacted by the &oote and House of Repraentativa of the 
United States of Americo in CoflllTUS asumbled. , 

TITLE I-TITLE AND DEFINITIONS 

p AllT A-Tm.E 

SEC. 101. This Act may be cited 88 the "Central Intelligence 
Agency Retirement Act of 1964 for Certain Employees". 

PAilT B-DUJNmoNs 

SEC. 111. When used in this Act, the term-
(1) "~ency" means the Central Intelligence Agency; 
(2) "Director" means the Director of Central Intelligence; 
(3) "Qualifying service" means service performed as a partic­

ipant in the system or, in the case of service prior to designa­
tion, service determined by the Director . w · have been per­
formed in carrying out duties described in section 203; 

(4) "Fund balance" means the sum of- . 
(a) the investments of the fund calculated at par value; 

and 
(b) the Cllllh balance of the fund on the boob of the 

Treasury; ' ' ... 
(5) "Unfunded liability" means the estimatechmceM of the 

present value of all benefits payable from the fund to pertici­
pants and former participants, subject to thil AGt, and to·their 
survivors, over the aum of-

(a) $he present value of deductione to be withheld from 
the future b88ic salary of participants currently 1ubject to 
this Act and of future Agency contribution~ to be made in 
their behalf; plus · 

(b) the present value of Government payments to the 
fund under section 261 (b) and (c) of this Actj plus 

(c) the fund balance 88 of the date the WliWlded liability 
is determined; and . 

(6) "Normal cost" means the level percentage of payroll re­
quired to be deposited in the fund to meet the cost of benefits 
payable under the system (computed in acCordance with gener­
ally accepted actuarial practice on an entry-ap basis) Ieee the 

37 
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dustriaJ design, or model in respect of the invention. A Un;teo 
States patent issued to such person, his successors, 888ign&, or legal 
representatives shall be invalid. 
1186. Penalty ·· ·· · · · 

Whoever, during Uut period or period. of time an invention has 
been ordered to be k•pt l8eNt and the grant of a patent thereon 
withheld pursuant .tq:MCtion 181 of this title, ahall, with ~owledge 
of such order a.nd ~ut due authorization, willfull~bJiah or 
diaciO&I! or autho~.or cause to be publiahtld or. diec: ~.th, in· 
vention, or ma~iia) P1forouation wi~ respect thereto, or· wtio;yer. 
in violation of th•. ptpviaio111 ot leCtion 184 of this ti~ ahall ·me: or 
cause or authorize.'to be fiJe4 Jn !lOY foreiJD ~untry an appl~ti~n 
for patent or for the ~on 1>1 a. utility model, ~lndu.etrial 
design, or model Ua; ~ pi, any ,inventio~ ~ in t)le ,Uilit.ed 
States, lhall, upon COD~· be fined not more than $10,000 or 
imprilloned for not·more thaD two yean, or both. · · ' 

1187. NonapplicabWtJ tO~ peiaona . . . .. . 

The probibitiolill and penalti811 of this chapter shall not apply to 
any officer or agent :or the United States actinB within the acope Qf 
his authority, nor to any pei'IIOD acting upon hie written instnic-
tiona or permission. · 

1188. ftufea and repaJatiOIII, deleptiOn Of power I 
The Atomic EneiJY Commleeion, the Secretary of a def~ de­

partment, the chief officer Qf any other department ~or .,.0cy of 
the Government deaipated Ill ~e Preeldent ae a defeJJ,88 agency of 
the United Statee, and the' SecretarY fit Commerce, may separately 
i.asue rules and regula~ to "eilabfe the reepective department or 
agency to carry out the provW,ona of this chapter, and may dele-
gate any power conferred by this chapter. · 

CHAPTERS 12 AND 18 OF·TIIIC ATOJIIC ENERGY Acr OF 1954 
(PROTECfiON OF ATOMIC ENERGY INFORMATION)• .. : )· 

CHAP1'ER 2. DEFINITIONS 

S.C. 11. (42 U.S.C. 2014;1 baraNrrioNIJ.-Tlui intent of COngreea 
in the defin1tiona aa given 1n this section lhould be collltrued from 
the words or phra1811 used in t.be definitions. All used in thiB Act: 

a. The term "agency of the United States" means the e:~~:ecutive 
branch of the United Statee, or any Gove.rnment qency, or the leg­
ialative branch of the United Stat., or any agency, committee, 
commission, office, or other eetablishment in the leiWative branch, 
or the judicial branch of the United States, or any office, agency, 
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commitwe, commillsion, or other establishment in·, the judicial 
branch. 

• • • • • 
h. The term "defense information" means any ir.formation in 

any category determined by any Government agency ~uthorized to 
claasify information, 88 being information respecting, relating to, or 
affecting the national defense. 1 I 

• • • • • 
• • 

I. The term "Government agency'' meane any exec 11tive depart­
ment, commission, independent establishment, corpo1.11tion, wholly 
or partly owned by the United States of America wl. ich is an in· 
strumentality of the United States, or any board. bur• ~au, division, 
service, office, officer, authority, administration, or oti·,er establish- · 
ment in the executive branch of the Government. · 

• • • • • 
• • 

s. The term "person" means (l) any individual, corp' •ration, part­
nership, firm, 88110Ciation, trust, estate, public or pr vate institu­
tion, group, Government agency other than the Con: !Dission, any 
State or any political subdivision of, or any political entity within a 
State, any foreign government or nation or any poli .. ical subdivi­
llion of any llUCh government or nation, or other en tit:•; and (2) any 
legallluccessor, representative, agent, or agency of the foregoing. 

• • • • • • 
y. The term "Restricted Data" means all data o ncerning (1) 

design, manufacture, or utilization of atomic weaporu: .. (2) the pro­
duction of special nuclear material; or (3) the use of sv.lCial nuclear 
material in the production of energy, but shall not inc ude data de­
classified or removed from the Restricted Data categ~·ry pursuant 
to section 142. 

• • • • • • • 

CHAPTER 12. OONTROL OF INFORMATI<.IN 

SJ:C .. 14_1. (42 U.S.C. 2161} Po~.!CY-:-lt shall beth~ pol!cy of the 
Commi88Jon to control the dU188mJn&t.ion and declassJLcatJon of Re­
stricted Data in such a manner 811 to aasure the con: mon defense 
and eecurity: Consistent with such policy, the Commiuion shall be 
guided by the followins principlee: 

a. Until effective and enforceable internationa' safeguards 
againat the use of atomic energy for destructive p1·~ have 
been established by an international arrangement, tltere shall be 
no exchange of Restricted Data with other nations l·;~tcept 88 au-
thorized by section 144; and ' b. The diallemination of scientific and technical informat~on relat-
ing to atomic ene~ should be ~rmitted an.d. e_ncour, !fed .&0 88 to 
provide that free mterchange of 1deas and cntaclB~ w.uch lB ~n­
tial to scientific and industrial progress and pubbc u,1derstandiD1 
and to enlarle the fund of techmcal information. 

S.:c. 142. 42 u.s.c. 2162] C!..A881FlCAT10N AND DKCI.A881FlCATION 

ov RKBTRJcrlm DATA.-

S£L£CTED :..AWS OF INTEREST 237 

.a. The Commission ahall ·fro · . 
W!thin the definition of Reetri m t!fmna to tam~ determine the data, 
wtthout undue risk of the co c ta, which can be publiatled 
thereupon cause aucb data to b:d:c.= and security and shall 
category of the Reetricted Data. and reJI)OVed from the 

~- The Commiaaion lhal1 · · . ltriA:ted Data and o( any ~~ •0 co.dntin!Joua: review of Re-
ance of thoee in tb8 atanlic ..... e..,. 01l w ee ~ for the gWd­
areu of Restricted Da ·,.... ·- · pi'Ogi'IUD with ~ to the 
determine . 'Jihich infl ta which have been dec!.!Nifled m order to 
from tb'e category of~ma~ ~ ~l••lfied,l~ removed 
common defense and securitY. . ta wtthout und~. riak to the 

c. In the c:aae of Reatricte4 Data hicb ! ' ~~en~ .of J?efense jointli deter!m :~w~lllio~ and the Jni!itary utilization of atomic the . P~Y to the 
data may be publlahed ... :.L:.!!eapoDS, e de~~n that auch to •L- wa ....... t constituting an ,, __ ;.ft ___ r..1 . 
. ....., cod mmon defense an4 18CUJ'ity ahall be ~by___.. the Coe ~ 

810D an the Department of o.fe jo' tl . 111Dll8-
and the Department of DtifL or m y, and if the CommiMion 
shall be made br the Preaidenr;:a o not agree. the determination 

d. The Comml88ion shall from ry auch data as the Com ~e the &e.tricted Data categ~ 
jointlr determine relates r;;.u an':a thtbe o::rurtment .of ~ellSe 
atollllC weapons and which thl, f'IA Y . tary utibzation of 
fense jointly determiDe can b8';d'!qm\tltlon and De~ent of De­
information: Provid«l. ho · .. · ~tely .saC~ aa dldellSe 
~m the Reltricted Data~- ~no auch daf.:a 110 ~ved 
W18e made available to UI,Y =or . be tranamit,Wd or ~ 
while such data remainl d~ in!=: daf1Pl88 o.rpnjlatioD. 
an ~elll for coo~ _t.i......t il•to .on~r&!18Jlt to 
aectioD 144 b. ·· Of"rt"'-~ · lD . . . wtth IU~ 

e. The Commi•~on .mill ~ rrom' .. the . : 
ry euch information conce~ ~ ato -~~ l)ata e.ateg~ 
~ ~ona ae the (\!mQ!iwi · ·· d the ~ 01;\ei'JD' _lllGSI'8JD8 of 
ligence JOintl,- determine to ~ ~ of Centrallntel­
aions of 118Ction 102(d) of tb8' Na · euary C;IUT)" out the provi­
•mended and can be ad · •-• · tional Secunty Act of 1947 as 
tion. ' equa .... y eafeguarded as dof~ info~-

S.c. 148. &~~-s.p. 2163] Dst>uTIQQfr or DuXN. P . 
TlOH.-Tbe l88lOD ma.y ... • . Q UTICIP4· 
ploy ... or all)' contractor . ~ ~)' of ata .,pJiloY-. or em­
apective liceneee of the cd ~ve ~tractor, licenaee or pro: 
ace.. to Re8tricted II' ••Jl or !'llf other ~ .authorised 
b. and 145 c. to pe~:-.!: ='!,"'!roD under aublietione 145 
ment of Defen~~t or of ita COD~ · ·an qancy of t&e Depart­
FOI'all to have ~ t.O Re.trid.ed b':: ...-Y IJI!'lnber of the Aimed 
aDQe o( hia duties and 10 certiftecl b :1:. r:T in the perfo_nn-
9DCY of the Department of n.;.,._!_ 0 '-'- d=-i~ ~pprop~te 
laOwcwr, That the head of tJui ~- . r .... ee: ProvidM/., 
ment of Defenae or his d-i-~~d aa~ncy of the De~ 

'th•L- --~~rm~· rdan. 
wt ....., eatabliahed personnel leCUrit roced ' m acco ce 
of IUcb agency, that permittin, the Y P ures and ltandards 
ace.- t.o auch Restricted Data Will member or employee to have not. endanger the common de-



238 
SELECTED lAWS OF INTEREST 

fense and security: And provided further, That the ::\ecretary of De­
fense fmds that the established personnel and othe• security proce­
dures and standards of such agency are adequate ar•d in reasonable 
conformity to the standards established by the Commission under 

section 145. SIC. 144. [42 u.s.c. 2164] INTONATIONAl. CooPE.lATION--
a. The President may authorize the Commiasiqn to cooperate 

with another nation and to communicate to that n.1tion Restricted 

(1) refining, purification, and subsequent treument of eource Data on-

material; <2) civilian reactor development; 
(3) production of special nuclear material; 
<4) health and safety; (5) industrial and other applications of atr~mic energy for 

peaceful purpoeelli and I (6) research and development relating to the toregoing: 
Provided. however, That no such cooperation ahall .,wolve the com· 
munication of Restricted Data relating to the deaii'n or fabrication 
of atomic weapons: And provided furt~r. That tlie cooperation is 
undertaken pursuant to an agreement for cooperation entered into 
in accordance with section 123. or is undertaken ·pursuant to an 
agreement existing on the effective date of this Act. 

b. The President maY authorize the Department >f Defense. with 
the a~~Sistance of the Commission, to cooperate witl·. another nation 
or with a regional defense organization to which t .e United States 
is a party. and to communicate to that nation or c:·-ganization such 
Restricted Data (including design information) aa J nece~sery to-

( 1) the development of defense plans; 
(2) the training of personnel in the emplo~ nent of and de-

fense 94ainat atomic weapona and other mib~.ary epplicatione 

of atomlc enefl)'i (3) the evaluation of the capabilities of pot.tr:ttial enemies in 
the emrloyment of atomic weapons and other. military applica· 

tiona o atomic energy; and (4) the development of compatible. deliv·,ry systema for 

atomic weapons; . · whenever the President determine& thet the prOli )98d cooperation 
and the ~ro~ communication of the Restri~ rl Data will pro­
mote an will not conatitute an unreaaonable na.c to the common 
defense and security, while such other nation o·· organization is 
participating with the United States pursuant to an international 
arrangement by substantial and material cont 1-ibutions to the 
mutual defenae and security: Provided. however. •r;hat the coopera· 
tion is undertaken pursuant to an agreement er·tered into in ac· 

cordance with section 123. \ c. In addition to the cooperation authorized in a:ubsections 144 a. 
and 144 b., the President may authorize the Commillion, with the 
assistance of the Depsrtment of Defense. to coope ·,ate with another 

nation and-11) to exchange with that nation Reatrictet Data concerning 
pt.omic weapons: Provide_d. ~at communic.l.tion of. such ~ 
8

tricted Data to that natton lP neeeasary to 1: nprove 1tB atomiC 
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weapon design d : vided that natlo:velopment, or fabrication .. 
opment of ato . bas made substantial capab•.lity and P' 

(2) to commr::::i weapons; and : progn188 m the dev• 

Data conc:erniag ~benge with tba~ nati . 

he

reectora. . •·!·" development, or :.~-:~n Rear. ~etc 
w never the Preeident · i;. • · . ~ ... o u»liuu 

. and the communi ti .~that~ p~ · :;::e aDd will nfJt~~:e proPoaed ~· na:O~tio 
enae and security bile an unreasonable· riB. will pr• 

the United States • w IUch other natio · ~ ~he commo' 
substantial and p~uant to an internatl ::ar,:c•pating witl 
aecurity: Provw!f%,rial contributions to th: m~uaJ dgement b· 
pursuant to an weurr, That the coo . efenae an; 
128. agreement entered into . peration is undertak 

d. Tbe Presid , , · .. , . m accordance with secti!' 
to commUilica e!'t may authorize 8D · n 
agreement forteC: ~with·&, ,-:ncy ot the United States 
b., or c., such Reslri=~D ~eel pUI"8•= ~ condi~one fA an under the Data u ia.detennin aubllection 144 a., 
~ 14fi~ir~t~~.'1~tioo involved,.~ to be kanamill!lihle 

eball beo arrangement atuill"\e~d. N&.-made or co ..:- eel • ma e Q.Dder lllCtion 81 cenae abali be · nwuu JQ· effeet. und • no contract 
'!it.h whom auc:'~ lli:tion 108 o~r 1~.:i 41, and no li­
tive ~nt.ractor, or the ti!Jl~t }s ~. the • _. the person ~t BD1 individual ~ve h011neee ~r ~~ proapec-
re vii rt Sernce Commi•iOD I ::.;r:esa t,o Restricted ~~ ~ot W 

pool to the Commi•ion 
0 

. .l.t:_ have made 8D in..-;,.':ftil the 
.uch iodividual and n "'ffil character . ~~-on and 

t permittm,IUCh' the ~n :aha~ and loyal-
the common defe periOll to. · n...•- . ve determined b. D--- nee aDd .curl..,. , .. · ..,... 1ri1l not en~&--~ 

.,.......r,. u authorized b · v· ·'' .....,...,. 
:C = !_.~te~atiOD ~ ~~::!!-'n or the General Man 
individ ...,_,n lS clearly oonv.t Jon or General -

. . ual aball be employed by =t with the natioul . ~er 
:'J!:rttT.'Ci':itSeanY: bidiVidual to ~~ion nqr mJi th-:'&!~ 
tion and report to":f! ~mi,Uon' ehall-=·~Reltrl<:ted Date 
and ~oyalty of auch indi.;:.:!J;'-~mt on the characte: ': m"!~a­~ta will that permittiD« ~and the Comm!Mion d.~tiodns. 

not endanler the penon to have . ve e-
.. _C:..:~ lieu of the m:!' .. H .... :'"'mon defenae ands:::n to Restricted .,...... ..... CoiDIDill' --u on and report to be ty. 
Commi•ion may lon pursuant to•eubeection b ~e by the Civil 
ter, ueociatio eccept an iovllll&lfation and . o tJiia llection, the 
emment agen~ ~~chloyalty of an mdividuaJ ,:;:rtbon the charac­
provided that . conducts pe 1 ~ Y another Gov-
vidual by anothe~~ty clearance ~tJ!en~.!':t~ intoveatigationa, 
and report. emment qency baaed 0 h . auch iodi-n auc mveatigation 
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d. In the event an investigation made pureuu 1l to subsection a. 
and b. of this section develops any data reflectit g that the individ­
ual who is the subject of the investigation is of -~uestionable loyal­
ty, the Civil Service Commission shall refer the matter to the Fed­
eral Bureau of Investigation for the conduct of 1 full field investi­
gation, the results of which shall be furnished ·~o the Civil Service 
Commission for its information and appropriate tction. 

e. If the President deemB it to be in the natiot· al interest he may 
from time to time determine that investigatio·.s of any group or 
class which are required by eubeeCtionB a., b., a·•d c. of this section 
be made by the Federal Bureau of Investigation 

f. Notwithstanding the proviaionB of subsectif nB a., b., and c., of 
this section, a m~ority of the members of th• . Commission. shall 
certify th(llle specific poeitionB which are of a hi.tth degree of impor­
tance or ~t~DBitivity, and upon auch eertificatiOI!l, the investigation 
and reports required by such proviBioDB shall he made by the Fed-

eral BurellU of Investigation. g. The Commission shall establish standards nnd specificatioDB in 
writing 88 to the acope and e~:tent of investiga·:ione, the reports of 
which will be utilized by the Commission in mB ~ing the determina· 
tion. pursuant to subseCtions a., b., and c. of tl:1is section, that per­
mitting a person access to restricted data wi 1 not endanger the 
common defense and security. Such etand~ardti and epecificatioDB 
shall be balled on the location and c\888 or kine of work to be done, 
and shall. among other coneiderationB. take int~· account the degree 
of importance to the common defeDI!e and secu:rity of the restricted 

data to which access will be permitted. i . h. Whenever the Congress declares that a Bl!lte of war exists, or 
in the event of a national diaallter due to enemY attack, the Com­
mission is authorized during the state of war •\r period of national 
disaBter due to enemY attacK to employ indiv)du.Bls and to permit 
individuals access to Restricted Data pendiJ'g the investigation 
report. and determination required by section •145 b., to the e~:tent 
that and 80 long 88 the Commis&ion fmd& th.~t such action is re­
quired to prevent impairment of its activities 'n furtherance of the 

common defense and securi~-SKC- 146. [42 u.s.c. 2166] G&NUAL raovuwn~e.-
a. Sections 141 to 145, inclusive, shall note elude the applicable 

proviaioDII of any other law.. e~:cept that no Government agency 
shall take any action under auch other }awe · ncoDBistent with the 

provisions of thoee sections. · . b. The Commission shall have no power to c: ontrol or restrict the 
disllemination of information other than 88 i\• anted by this or anY 

other law. S&C. 147. [42 U.S.C. 21671 SArEGUAROSlNrr•RMATION.-
a. In addition to any other authority or l'·quirement regarding 

proteCtion from diaclOIIure of information, an('· subject to eul:JBeClion 
(bK3) of section 552 of title 5 of the United ftlltell Code. the Com­
mission shall prescribe such regulations, aft.t.: notice and opportu-
nity for public comment, or iseue such orden., 88 necessarY to pro­
hibit the unauthorized diaclOIIure of safeguaJ ia information which 
specifically identifies a licensee's or applicant's detailed-
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(1) control d (inclu";"_ an. accounting proced 

b 
. .....,. IMICUrltv -•--ft uree or aecu ·t P YBlcal prot.ec:tio" .,......., procedun~~~. and . n Y mea 

PliBBea ed w!Jetb n .or special nuclear mate~pment) fo, 
tennined. by tho er G:nm ~it or at rued sites .• by whon 
health and llllf'e 18110n to be .;_;,;~~"m quantitie 

(2) .......,,..;t ty or the common d-~ _...._..t to the P· 
d --· y JDeU11 r ... eue and eecu . = b equirodpment) for :h: P~~ng aecuz:ity plBDII,n:;~ ~ w:t material, b protection of ' ~t or at .fiuc1 . . Y whomever _ source mat. 

aualion to be ,.; -:• m quantitiea ~-~~sed, whethe 
common def..u;:".!.ct cant ~ the public h~S:: by the l 

(8) aecuritu m acunty; or aafety or 
and . •;, 8P'FUNe (iDcluding 
of cee:t.U:~) for the phJ8ical leOW'ity plane, pnx:ed 
u...,,._ . plant equ!ceot ..,...._, protection of and the I u 
...._tioa r ... nw. 

1 
~-... to the·.,._, f oca• 

if thperqrapba (1) and (2)' w viDe nuclear . materlal:roductior 
e UIUlutborized di8cl •· · •· covered 

be ezpected to bave a m::fl of such informatio~· 
safety ~ the public or the cant adverae effect o cotuhld reaeona 
cantly m - tbe . common defense n e health £ 

such ma~ such ~ood of theft, di::d _aecurity by aign 
authority of this .w.ectic:hty. ~ Commisei=on, or aabotage 

(A) eo as to - • . . llhall uercile t 

teet the health apply the minimum rstri . 
and security, .:dd "'1ety of the public or~:' needed to p 

(B) upon a determina . · common defen 
~eh information could tion that the unauthorized . 
1cant advene effect ;reaeoth nably be expected to ~loeure 
the common defeue on e health and safety ve a sign 
the likelihood or th..ft-rmC: aecurity by ~~ of r'e· public ' 

N

or ~ch facility. · -·-a., ,vemon, or aftbotage '!ft Y hmcreaeir othinB in this Act . '• . BUC materi. 

the public disci · . aQU authnPI ..... th quantitiea of Bbi06llre of informati~.T pe~mmitwion tQ prohlb 
high level nucl pment.B of ~urce material mg to the routes an 
pei'IIOn, wbethe::. -::e· ~ted nucie::·=ct materia ~Y replation adopted a .censee of the Comm· · r fuel. An 
Civil. monetary penalti wide. r ~ section shal~n, w~o violate ~on eball be es of section 234 of th .,., eub~ect to th· 
"';:' !!- tl>e dul~ autho>joe the ,ri~~r in thi 

· .-or the purpoeee f . comnutteee of the Co o · informa 
orders pr.cribed or •. o section 223 of thi.e ngreee. :r.J!::'-bo .........:.\ :;:" ~-~"::; ~~"aec·onst. or A~>"- ·•· """"'or 188Ued unde . 10n 

. ~-Any determination b . . r section 161 b. 
bility of t.hia aecti :J{ the CommiMiOD co . 
IUCodeblection (a)(4xiDD of ---~-.ubject to judicu.'irefll;lDi th- applies-. --.652 .9f friUe 6 of mw ~ursuant to 

. d. Upon prescrib· . •. . the Un1tecl Statel:l 
,118Ction If. of thi.e .!:fi or IIWIIIDI any replati ... ,a report that: on, tha COmmiaeion ahallon orbo~ under suD-. fU ~t to Congreetl 
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. Ill _specifically identifies the type of informntion the Commis­
tnon mtends to proteCt from disclosure under the regulation or 

121 speciftcaliY stateS the Commission's just:fication for deter-
mining that unauthorized disclosure o£ the ·information to be 
proteCted from disclosure under the regulation or order could 
rea.eonably be expected to have a significant adverse effect on 
the health and safety of the public or the col 1mon defense and 
security by significantly increa&ing the like\ hood of theft di­
ver-Sion, or sabotage of such material or sucl facility, as IIPeci-

order; 

fied under aubeection (a) of this section; and · (3~ provides juatification, including propos• :1 alternative reg-
. ul~t!ons or orde_rs •. that the regulation or ord· r applies only the 
mmtmum ~estncttona needed to protect the health and safety 
of the ~!U:bbc or the common def~nae and secv rity. 

e. In addttton to the reports required under at·· D&ect-ion d. of thi& 
section. the Commiaaion shall submit to Congrt.ta on a quarterlY 
baai& a report detailing the Commiaaion'a appliration during that peri~ of every. regulation or order preacribed 01 iaaued under thi& 
secuon. In particular. the report shall: · I l I identify anY information prot.eeted fror• di&Closure pursu· 

ant to such regulation or order; (21 specifically stllte the Commission's jusl .,ftcation for deter-
mining that unauthorized disclosure of tho: information pro­
teeted from disclosure under such regulati••n or order could 
rea.eonably be expected to have a signiftcan' adverse effect on 

. the boalth ond oafety of the pubiUo o< the ~ _. defe.,. """ 
security by significantlY increasing the liktiihood of theft, di· 
ve111ion or asbot.age of such material or sue\:• facility, as speci· 

f1ed under subeection a. of this section; and · 
(31 provide justification that the Commission has applied 

such regulation or order 110 as to ~rotect fr tlm disClosure only 
the minimum amount of informauon neces,r.aTY to proteCt the 
health and_allfety of the public or the comnlon defense and ee-

curity. sac. \48. [42 u.s.c. 2168] PJ&OtU&mON AGAlli8T THS Dl88SYINA· 

noN or CKRTt.IN UNcL.A.BSlnKD lNVOB»ATloN-. a. (ll In addition to aDY ...., autho<itY o< ',..w,....nt ....... 
ini proteCtion from di&llemination of informat: tln. and subject to 
oo<Uoo 552tbK3l of title .. Unitod States Code, '·be So<,.._.,, with 
_,... to •""""' ...... del- ........... of '""'"" ""' ......... 
•• tbia - '"'"""' .... the • ....,....., .. , ,ball "'"'ribe ,.,. 
regulations. after notice and opportunity for puhlic comment there­
on, or iaaue such orde111 as maY be necessaTY tc prohibit the llnau­
thorized dissemination of unclassified information pertaining to-

tAl the design of production facilities or u >ili7.ation facilities; 
\Bl security measures (including securitl: plana. procedure&. 

and equipmentl for the physical protection of (il production or 
utiliz.ation facilities, tiil nuclear material contained in such 
facilitietl, or liiil nuclear material in transit .or (0 the design, manufacture, or utiliza .ion of anY atomic 
weopon or component if the design. manufl ::ture, or utilization 
of 11uch weapon or component was containe<i in anY information 

-----
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ec aas1fied or Secreta ( removed from the . 
ment of'knor the head of the pred Restricted Data ca 

(2) The Secre ergy) purauant to secti 8Cell80r agency o~~Y t 
_.-aph (II ::z' "'l'>:- ~ 14:l e pa 
ecnbed m auch prohibit the di•:t:a~ons or i.uue orde 
""" ......... - ooly if ........ of ... , "" .. _ .... 
mation coui:fea that the imauthoriuxr _the extant tn!~on d 
effect on the rea!Jonlbly bo P....,....~ d'meminat.ion WIG Seer· and eecuri h~th or .ret. :;---'to baYe:Jl · • of such info 
producti ty by !f'iticaatlyyin the _public o~ theaipificant adven 
f on of n ear . . creaamg the lik . common defe 

o nuclear materials, w~pona, or (B) theft. ~ehb~ of (A) ill W:. 
(3) Ia ~ a de"""'~""'!'' or.., .. ._ ........., or oabo eg 

may COD111der wha termination und · tag< ::r"· ?' .......:. "="""! of::. cr .. .., ... ""''""" .... --to .tom- ..........,,tboftd) (4}~-Nat .. U.:::~ ~~beif'th~ 
tion to proSechib~ttathry ~I ex:=:bhial~ for-di!!Mmina::nan tion under 

8 

._...._., I e diaee · autho ·t · u._.won a. (1}- aunation of any infil Y u~der tbi& aubsec-
(A) 110 ormation d . 

teet tb h811 to apply the _;ft · · ' escnbed in 
e ealtb d ...... 1mum t · . ""!1.:-'ty; .:; ..rao, of the .,.bi'k ;::,no ...,..... ID Pn> 

ti fupon a determina~';.:!· . , . common defense 
;n o. SU:Ch informatioa ....... that . the WUlUibo . . . ..,:.,-.. _=,_, ... ,,be .. ~~·-
.,.,..; ... !""" .... .w- ...... hoalth ..::;~ "'""ult 
ona. or {lf)thbkeli~ «.d) ill~ IIBCUrit~ by a•-:"".:>'-of ~e 
~. eft., divenlion -production f...-u ....... tl.J m-

(61 WI"'!""•."' fadliW. •-•• - of o ouclear -~ ""' otltioa m trua .- ..... • ....... ma..,..:; ...= .. """"'""'::::..::r. be _......, .. . • 
b. (1) A».oor.rmutt.etwJ or the Co dma .of informatio:~~ the 

ret.ary · Y pen10n who ~ Dfllf!JII4. .· . ......., the ap-
dislle _118Ued under thia . U1 replat' .. be . mmation of informa:CUOP wtth .on .;rtborcler of the Sec-liD~ by the Sec: on lball be subject ~ ~utborized =:;.• .::r.""" Tho ~·,or oot to ..,.::; $1'1:,~nalt>, to 

(2) Tho y ~ .......... - """! ......... '"'".:.. ,., -
oholl be ...,...o .. of,......,..-..._ ......., or "'"'" 
by the applicable with rea n b. and c. of section 

~viaio~ret.ary under UU.~ tQOP~e tbeimpoeition of ~vilof thia Act 
.. areali . m nal' mm18111on :::lep cable to the unpoe'tio 81Ull8 manner S:t ties 

<.- For tho p "~ L of...J, • ~ ciril ponaltieo b ":f' 
ecnbed or ord l1flJl!IM!I8 of eection 228 of t~· . . . . Y e 
also bed med lllllued by the 8ecre Act, any r-·'ft . 
UU.Ad. oe ID be .,.....-. ·""" """"' ...;-....,uon.,.. 

•. An • - . . "' .............. -':"'""" ...... tty of J;: .......... """ by tho..;., • 161 b. of 
eecti section shall be . tary oonoerni e ::;, ~aX4KBlof Utlo 6 if'i:',\ ID Ju.tida\ ,.:f tho applkobil. 
made a~ail&hl~ shall p.,i~ on ~qtes Code. ew pU111uant to 

pon the ....., uarterly basis • ...,ueet of any in teres a report to be ted ....,.. ,....,......_ ... . • . ' 
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ing the Secretary's .applica~ion during that pt·riod of each regula­
tiOn or order prescnbed or lliBUed under this s;.~tion. ln particular, 

such report shali-Ol identify any information protected fnm disclosure pursu-

ant to such regulation or order; (2) specifically state the Secretary's ju.ltification for deter-
mining that unauthorized dissemination of the information 
protected from disclosure under such regu \ation or order could 
reasonably be expected to have a significr:nt adverse effect on 
the health and safety of the public or the .::ommon defense and 
security b( significantly mcreaains the \ikc!lihood of illegal pro­
duction o nuclear weapons. or theft, dive:rsion, or sabotage of 
nuclear materials, equipment, or facilitie ~. as specified under 

subsection a.; and \ l3) provide justification that the SecreWTY has applied such 
regulation or order so 88 to proteCt fron,) disclosure only the 
minimum amount of infonnation neceeliaTY to protect the 
health and safety of the public or the conimon defense and ae-

~ri~- ' SEC. 149. [42 u.s.c. 2169) FINGIUU'IUNTING l'OB CIUYlNAL Hurr<>-

BY Ri:COBP CJtJ!CKS.-a. The Nuclear Regulatory Commission (in this section referred 
to as the "Commission") shall require each \io nsee or applicant for 
a license to operate a utilization facility under section 103 or 104 b. 
to fingerprint each individual who is permit1. ~ uneseorted access 
w the facility or is permitted access to sa' eguarda information 
under section 147. All fingerprints obtained t':' a licensee or appli­
cant as required in the pf.eCeding sentence 1 1all be submitted to 
the Attomey General of the United Stat.ell thr· .ugh the Commission 
for identification and a criminal histoTY recor·! .s cheek. The coeta of 
any identification and recorda check conductel' pursuant to the pre­
ceding sentence shall be paid by the licensee M applicant. Notwith-
standing any other provision of law. the A.wrneY General may 
provide all the results of the search to the Cc nmiseion, and, in ac­
cordance with regulations prescribed under I 1is section, the Com­m~~on may provide _such results to the licet. see or applicant eub-

mlttmg such f~Dgerpnnta. b. The Commission, by rule, maY relieve pe·BOns from the obliga-
tions im~ by this section, upon specified ,,mna, conditions, and 
periods. if the Commission finds that auch acyion ia consiat.ent with 
1ts obligations to promote the common defelll ·~ and security and to 

protect the health and safety of the public. c. For purpose8 of adminiatering this secdon, the Commiaaion 
shall preseribe, subject to public notice and e<·mment, regul~tion&­

l 1 1 to implement prOcedures for the tak: ng of fingerprmta; 
(2) to establish the conditions for use of information received 

from the Attorney General. in order-(A) to limit the redissemination of iuch information; 
\Bl to ensure that such informatiou is used 110lely for the 

purpose of determining whether an. i·1dividua~ shall be per­
mitted unescorted access to the fac1l ~Y of a licensee or ap­
plicant or shall be permitted access ·.o safeguards informa-

tion under section 147; 

--------
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(C) to ensure that ~!ely on the baaia ~0 final determinaf tion involving- of information provid!d may be m< (i) an · . under this s 
no infi ~ ~re than 1 · 

(ii) :nrm.:= ~the clis~:O ':ffdJ: which there 

(D)r: acqui~!AJ;. an~ ...Wted in diami,.,j:,\b!, char 
this protect mdividuala eub· . , . 
and section froDJ m.i.luse of ra ~!'\!rioting undo 

~3) to provide each . : · . . history record 
this aection with t.ba ~diVJdual subject. to finp . . 
formation contained z:ilht to compfete. co- rpnnting und, any rmai ad m the c-'-:--' ' . ,,_.., and exexplain' · 

d. (1) The vel'!'8 de~nninati ........... history recorda . n . Comm,•ion on.. pnor t 

e nnte and crimUW mv eetabu.h and coli ) rrJotwit.hatandiDg ~ recorda under t ~· feee. to proces 
Code, and to the extent~ ~0~) of title me ~D. 

• (A) a portion of •'-! m appropriation As:t.Plted State. 
m any fiscal year ~ ~unte coUected un ~ 
to carry out this aectf ~retained and WJed ~ this au~on ~) the remainiiJI 01:1• ~d . y the Comml8!lion 
this subsection in ~on of the amounte ~: to the ~ttom!)' Ge= year :3 be t.rar::l~:;::t llJ!de.r 

(3) An carry this section. . and by the Attorne penodt-
re . Y ~ount made availabl Y Gener-

mam available until ezpended~ for use under paragraph (2) shall 

• • • • • • • 
CHAPl'ER ., 

SIIC. 221. [42 U.S.C 22'11]1 a~' ENFORCEMENT 
a. To protect . · IINIUlAL Pao Data and to aaf~~~ ~.unlawful diJJeeVIBI.ON8:-proDA~of th "'&....... facilitiee, . mmation of Rest · 

utilor- -: Commiuion the eqUl_Pment, materiala d ncted 

118 
eervu:ee of aD - • Preeident ehall ha • an other 

deemb necmary or d~Gowmment agency to th ve authority to 
. . The Federal 

8 
e. · e extent he may 

tioe ahall •- . ureau of lnv-';" · ... ,_ wYeetigate all all--'-weation of the Denart.rn ..... Act. · •- or suspected • r-. -:ent of J~~&-
c. No action shall be b , . . . criminal VIolations of 

~~~:!.~ ~..:!...C-:!Jl't/.:1:;!.~"'- <M 

A 

action and no such 
6

.,.; the Commiaaion "th Y General t~mey General f """':'on aball be co WI respect to 
action ehall be b~~ u.:::J: Statee: Pro~=~ uoept by the "='by ... u..-....... r- ... 228 ~That no :P 

1 
.further, TI;ut~ nothing :thia the A~~ey Gene;..: Andor 226 

to admm
18 

• . aubeection ahal ro-J~22 .. £42 u.~~W~l v taken by the eor!: C!>nstru~ as 
oever willfully vi la sounoN or S lll810n. 

!ate, any provision of ~ attempta to violate s;:Jrsc f:!ICCTioNa.-
mterferee, attempta to~t!:l 67, 92, or 101, or' wh:nsplree to vio-ere, or conspires to . ver unlawfully tnterf~>,.,. w;n. --·-
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1 
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1 

1 
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1 

1 
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1 

1 

1 
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1 
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recapture or entry under section 108 shall, upon con·•~ctio~ thereof, 
be punished by a fine of not more than $10,000 or b)• 1mpnsonment 
for not more than ten years, or both, except that whoever commits 
such an offense with intent to injure the United ::>tates or with 
intent to secure an advantage to any foreign nati·cm shall, upon 
conviction thereof, be punished by imprisonment for life, or by im· 
prisonment for any terms of years or a fine of·' ot more than 
$20,000 or both. 

SEC. 223. (42 U.S.C. 2273) VIOLATION OF SIICTIONl GENERALLY.-
&. Whoever willfully violates, attempts to violate, 1r conspires to 

violate, any provision of this Act for w~ch no criminal pe~alty is 
specifically provi~ed or of any """lat1on or ~rder prescnbed or 
issued under section 65 or subsections 161 b., 1., or o. shall, upon 
conviction thereof, be punished by a fme of not more than $5,000 or 
by imprisonment for not more than ~wo.ye&l'll, or.bc_lth, except ~hat 
whoever commits such an offense With Jntent to ln.JI.Ire ~he Un~ted 
Sta"tee or with intent to secure an advantage to any rorelgll nation, 
shall, upon conviction thereof, be punished by a fi1 e of not more 
than $20,000 or by imprisonment for not more than twenty years, 
or both. 

b. Any individual director, officer, or employee_ ~f ~ firm ~~n-
structing, or supplying the components of any utJl:~t·~n facd1ty 
required to be licensed under section 103 or 104 b. o!_ th111 Act who 
by act or omission, in connection with such constr~c::10n or supply, 
knowingly and willfully violates _or causes to _be v1oiated, any sec­
tion of this Act, any rule, regulat1on, or order 188Ued t.~ereunder, or 
any license condition, wh~ch. violati.on r~ulta, or 1f u!ldetected 
could have resulted, in a slgllJficant 1mpaument of _.1 baa1c compo­
nent of such a facility shall, upon convicti~n, ~ subJ•~ to. a fi~e of 
not more than $25 000 for each da)' of violation, or to Jmprl80n· 
ment not to uceed 'two years, or ~~· H the con~cti•>n is ~or a vio­
lation committed aft.er a first conviction under this snbeectlon, \)un· 
ishment shall be a fine of not more than $50,000 pe:r daY of VIOla· 
tion, or imprisonment for not more th~ tw? yean.,. or ~th. For 
the purposes of this subeection, the term 'baa1c compnent means 
a facility structure, system, component or part thered neceaaary to 
a.saure-

(1) the integrity of the reactor coolant _p_resaure bo~n~ry~ . 
(2) the capability to shut-down the fac1hty and naJDtam 1t m 

a safe shut-Gown condition, or 
(3) the capability to prevent or mitigate the C«~.~uencea of 

accidents which could result in an unplanned ~fl·ute relee:ee of 
quantities of fiasion products in excess of the hm. ts estabhshed 
by the Commiasion. . . . . 

The provisions of this subsectiOn shall ~ promme1 ·. tly posted at 
each site where a utilization facility requared to be _l:censed under 
section 103 or 104 b. of this Act is under constructJo.:n an~ _on the 
prem~ of each plant where components for such a fac1hty are 

fabricated. R SJC.C 224. (42 u.s.c. 2274] CoMMUNJCATI~N (, ~RJCTED 
DATA.'-Whoever, lawfully or unlawfully,. haVIng 1()118e8810n ~f, 
acceBB to, control over, or being entrusted w1th any d• cument, wnt-
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ing_, sfiketch,_ ph~tograph, plan, model, instrument, appliance, note, 
or m ormatiOn lD":OIVlng or incorporating Restricted Data-

.. a,. Commumcatea, tranamita, or disclOIMlll the same to an in­
diVId~ or. pe~n, or attempts or conspiree to do any or the 
forgouJi, w1th mtent to uyure the United Statee or with intent 
to secure an advantaJe to any foreign nation, upon conviction 
~reof, shall be Puniahe4 by imprisonment for life, or by im­
pnsonmAnt for any term of years or a fine of not more than 
'20,000 or both; . 
· . ~· communicates, transmits, or diaclOIMWil the ea.me to an in· 
diVJd~ or ~raon, or atf.empta or conapiree to do an:r, of the 
fo~ollli, wt~ reason to ~lieve auch data will be utilized to 
~ure t~ Uruted Statea or to secure an advantage to any for­
eign nation, aba1l, upon f)Onviction, be pu,niahed by a fine of 
not more than $10,000 Of, ~p~ent for liot more tlwl ten 
years, or both. . .. ; 

S.c. ~· _[42 U.S.C: ~6l' ~ ~ IUimuCRD DATA.-Who­
ever, wttla mtent to uuure tlie United States or with intent to 
secu~ an advantsfre to any t'oreiin nation, acquires or attempts or 
conspires to ~u1re eny d~ent, writing, sketch. photograph, 
P~. model, ~trume':lt., appl,iance, note. , or information invo}Vlllg 
or l!lcorpora~ ~tncf4MI ~~ shall, ~Jpon conviction thereof, be 
pun11hed by liDPI'liOnmen,t f~; .life, or ·Jl.>: impriaonment for any 
term of years or a rme of n~ mqre than 520 000 or both' 

s.c. 22s. J:42.u.s.c. 22'J&;t r.-IUUH9 wiTH Rxlmu~ DATA.­
Whoever, With mtent to IDJUN the United States or with in~nt to 
secure an . advantage to . any foreign pation, re!J¥1-, conceals, 
tampers wtth, alters, mutila~.CI! deetrQya any d~ent, wtiting, 
ake

1 
~h, pbo!4P'aph, P~. IDIMI~ ID8ti"UDJ8nt, applianCe, or note in· 

vo VlDI or m~rating .~ Data and Uled by any individ­
ual or. pei'IOn lD connection wtth the production of special nuclear 
material, or ~ or devflloMJent relating to ato,mi.c energy, 
cond~ bf the Uruted State.,•(* fituulced in whole or in part b1 
Federal ~.or conducted wi~ the ai4 -{)(special puclpr meten· 
al, Bhall be punished by iqlp~nt fW life, or by ~~nment 
for any term of years or a fi. ~:..=- thai), J~\l!QCf ~r1 both. 

S.C. 'JZI. t42 U.S.C. = · .. QJ' ~::I)~'I'A . ..;.. 
Wb~er! heine or ha ·~ employ"' qj!· Qf·tlie 
ComDWIIIIon, a membe:t:fthe.,MJned '~;s·· · oiU1y 

ency of thl! United Stat.-, • Wn.l ··bavi . ~~ ~ t~ Comml•ion or of an apncy of the uru:f tf.tAie.ttl"Or: b4!inB or 
haVIng been an employee of a contractor of the ComruWion or of 
an agency of the United Statea. or beiDB or having~" liqensee 
of the Commiaaion, o,r ~in4{ or l!aving been an employee of a Ji. 
C8Jl881! of the Com~on, IUJOWlllflY communicates, or whoever 
conspires to commurucate or to rece1ve, any Restricted O.tf. know· 
ing or having reason to !Jelieve that such. deta ill Reltrioted Data, 
to any person not authorized to receive a.tricted Data wnuant to 
th~ ~ro~ODII of this Act or ~ rule Q.J; regulation Of the Com· 
~188lon 188Ued p~uant thereto. Ju•owin,r or lla~ reNOn. to t. 
heve 1uch perao~ !8 not so au~ to receive Reetricted Data 
Shall, upon COnVIctiOn thareof, be punishable by 8 fUle Of not more 
than $2,600. 
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SEC. 228. (42 U.S.C. 2278] STATUTE or LtMtTATtONs.-Except for 
a capital offense, no individual or person shall :.~e prosecuted, tried, 
or punished for any offense prescriOOd or defin• ,d in sections 224 to 
226, inclusive, of this Act, unless the indictment is found or the in­
formation is instituted within ten years next ·after such offense 

shall have been committed. SEC. 229. [42 U.S.C. 2278a] TRESPASS UroN •'::0MYiliSION INSTAL-

LATIONS.-a. The CommiiiSion is authorized to issue ·egulations relating 
to the entry upon or carrying. transporting or otherwise intro­
ducing or causing to be introduced any dll!:•lerous weapon, ex­
plosive, or other dangeroua instrument Ol , material likely to 
produce substantial injury or dalllage to r arsons or property, 
into or upon any facility, installation, or r~al property subject 
to the jurisdictton, administration, or in · the custody of the 
Commission. Every such regulation of the Coinmission shall be 
poeted coMpicuously at U.. location involvt; J. 

b. Whoever shall Willfully violate any ret•ulation of the Com­
mission issued pursuant to eubeection a. sll.;tll, upon conviction 
thereof, be punishable by a fine of not mort• than $1,0Q0. 

c. Whoever shall willfully violate any ret\ulation of the Com­
mission issued pursuant to subsection a. wi:h respect to any in­
stallation or other property which is encl01:ed by a fence, wall, 
floor, roof. or other structural barrier shal;~ be guilty of a mis­
demeanor and upon conviction thereof shsU be punished by a 
fine of not to exceed $5,000 or to imprisonment for not more 

than one year, or both. sr.c. 230. (42 u.s.c. 2278b] PK01'00RAPHIN•G, ETC., or CoYY16-
810N INSTALLATION&.-It shall be an offense, punishable by a fine of 
not more than $1,000 or imprisonment for not nore than one year, 

or both-(1) to make any pholoif1lph, sketch, pictt.:re, drawing, map or 
graphical re-presentation, while present on property subject to. 
the jurisdictton, administration or in the • :ustodY of the Com­
mission, of any installations or equipmen··. designated by the 
President as requiring protection against ~,che general dissemi­
nation of information relative thereto, in the interest of the 
common defense and security, without fin\: obtaining the per­
mission of the Commission,. ~d prom{IUY , .. u~mitting the prod­
uct obtained to the CommUIIIton for IJl.BpE'C'tton or such other 
action as may be d~med necessary; O!' . -

(2) to use or permit the use of an 8ll'Craf; or any contnvance 
\1118Cl, or designed for navigation or R~ht in air, fot: the purpoee 
of making a photograph, sketc~. p1ctu~1·, drawu~g. map or 
IP'aphical representation of any m~tall~J:bo n or equtp'!'en~ dee­
tgnated by the Pres!dent as provtded. 1~ the precedmg para-
graph unlet!ll authorized by the CommUIIIIO '· . 

SEC. 23i. [42 U.S.C. 22191 ()rHER LAws.-Bections 224 to 23(1 
shall not excfude the applicable provisions of aPY other laws. 

SEC. 232. (42 U.S.C. 2280) INJUNCflON Paoc ·.EDING&.-Whenev':r 
in the judgment of the Commission a!lY pe~ 1 has e~gaged or .18 
about to engage in any acta or p~acttce& ~ht• h constttute or "!'ll 
constitute a violation of any proVlSIOn of th18 A :t, or any regulat1on 
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or c;>rder issued thereunder h Umted States may make ~ t C: A~torney General on behalf of t 
an order enjoining such act!'phcatlon to the appropriate court co~~liance with such provisi~~ prdtices, or for an order enforci' 
ml88hton that such pei'IIOn baa e • anedupo~ a showing by the Co 

. sue acts or practi ngag or 18 about to e · 
&training order, or o:'e a ::::;nanent or tempol'lll'Y inj~~ m a' fr~uEC. 233. [fi42 U.S.C. r22sl] ~~~ted. . on, ' 
'"" re or re Usal to be "._.. • A)C!KKDIHGS -In 

ant to aubeecti.on 16 o y a IIUbpena served upon an . case a~ch pei'IIOn is founi :~· !rd district court for any Jslri~m·n puh':' 
tion b th A es or transacts b . w u 
have j~rial t~tome>: General on behalf of th:'U~ted· upon applic. 

d . c .ton to 188Ue an order . . ru States, aha 
~ gtve testimony or to appear .:flu~ such person to appea 
In accordance with the aubpfna· P ~ce documents, or botl 
of the court may be punieheil b' S:~ any failure to obey auch orde 

SEC. 284. (42 U.S.C. 2282] c?v: M court as a contempt thereo• 
LATIONS or LacJtH&IHO ll&Qulll&YBNTIJ ~NBTAllY PltHALTIIB roa Vto 

a. Any pei'IIOn who (1) violates an . . . . 

ti~o'n57, 62rde, 63, ~1. 82, 101, 103 104 [ooliceoll8Ulgl09 provision of sectio' 
, or o r 

188
ued th •• _J_ • • r or any rule 1 

tion of. any license u.u!du:;"' 0JeiUIY term, condition 0~ Ji::~ 
for which a license may be ~ r, or (2) commits any violaf 
Ject to a civil penalty to be "i: ~cler section 186, shall be ~~~ 
('~ $100,000 for ~h auch =ti 'Y ~e Commission, of not to 
1_11~~~ one, each day of auch violati on. halanl y vi~lation is a con­

VJO t10n fo.r ~he purpoee of com . on 
8 ~nstitute a aeparate 

The. ComiW88ton shall have •"- puling the appbcable civil penalty 
reJDJt such penalties. - power to compromifMI, mitigate, o~ 

b. Whenever the Commiaaion has . 
has ~me subJect to the imposif reasof n ll? l?eheve that a person 
pro~ons of this section . aball ton. o a ctvil penalty under th ~tting forth the date f;;., ~ notify auch person in writing (1~ 
wtth. which the pe~ is ~ nature 0~ each act or omission 
particular _provision or roviaio:::·o:2> apecifi~ly identifying the 
order, or hcense involvJ in the . Ia ~e section, rule, regulation 
penalty ~bich the CoDUII.iaion VJO tion, ~d (8) adviaing of each 
Such wntten notice ahall be propoeea .to unpoeo and its amount 
the Commi11ion to the last '::t by rejJlBtered or certified mail b · 
pe1110n eo notified ahall be . own a4dreu of such pe1110n Th~ 
mg, .within such reasonable~ IUl opportUDi~y .to ehow in. writ-
ulation prescribe h .-, ..... aa the Commi88IOD shall b n_o~ice shall also ·ad~ ~~penalty should not be im~ T:~ 
avil penalty aubsequenU d~n that upon failure to pay the 
the penalty may be coli~ by ~ed ~Y the Commi,Mion, if any, 
c.~ the _request of the Commiu· action. 

thorized to !Dititute a civil action ~o!,.fte Attorney G;eneral is au-
·~t to this aection. The Attorn ect a penalty unposed pur-
8lve power to compromise · . ey General ahall have the exc1 
are referred to him for coit:titigate, or remit such civil penalties !; 

SEC. 285. [42 U.S.C. 2288j·Paoncn 'IOU.- ON or NuCLLUJ INBPJ:C-
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a. Whoever kills any person whr• performs any inspections 
which-

(1) are related to any activity or facility licensed by the Com-
mission, and · 

(2) are carried out to satisfy ret;.uirements under this Act or 
under any other Federal law goveming the safety of utilization 
facilities required to be licensed under section 103 or 104 b., or 
the safety of radioactive materials. 

shall ~punished c:Lrovided under suctions 1111 and 1112 of title 
18, Umted Statea . The precedmg sentence shall be applicable 
only if such person ia killed while en, raged in the performance of 
such inspection dutie11 or on account of the performance of such 
duties. · ' 

b. Whoever forcibly assaults, resist~. opposes, impedes. intimi­
dates, or interferes with any person '!'ho performs mspectiona aa 
described under aublection a. of thia tleCtion, while such penon is 
engaged in such inspection duties or 011 account of the performance 
of such duties,. shall be punished aa provided under section 111 of 
title 18, United States Code. 

SII:C. 236. (42 u.s.c. 2284] SABOTAC•S: OF NUCLEAR FACILITIII:II OR 
FuKL-Any person who intentional!: and willfully destroys or 
cauaea physical damage to, or who h ;entionally and willfully at­
tempts to destroy or cause physical daJ •age to--

(1) any production facility or •utilization facility licensed 
under this Act, · 

(2) any nuclear waste storage fac:ility licensed under thia Act, 
(3) any nuclear fuel for such I" utilization facility, or any 

spent nuclear fuel from such a fac .. lity, 
shall be fined not more than $10,000: or imprisoned for not more 
than ten years, or both. 

SECTION 705 OF THE COMMUNICA-TIONS ACT OF 1934 (47 
U.S.C. 605) (UNAUTHORIZED PUJ!LICATION OF COMMUNI-
CATIONS> . 

UNAUTHOIUDD PUBUCATION (lof' COOUNICATION8 

SIIC. 705. (a) Except aa authorized by chapter 119, title 18, United 
State. Coc:le, no penon receiving, aasillting in receiyinf; tnuwnit­
ting, or aasiating in transmitting, any . interstate or foreagn commu­
nication by wire or radio shall divul1~re or publish the existence, 
contents, substance, purport, effect, or meaning thereof, ezcept 
throUBh authorized channels of trannmission or reception, (1) to 
any person other than the add~. t.,is agent, or attorney, (2) to a 
person employed or authorized to for vard such communication to 
ats destination, (3) to proper accounti 1g or distributing officers of 
the various communicating centers Oll•er which the communication 
may be passed, (4) to the master of a !thip under whom he is serv­
ing, (5) in response to a subpena issue]. by a court of competent ju­
risdiction, or (6) on demand of other :!awful authority. No person 
not being authorized by the sender shll.ll intercept any radio com­
munication and divulge or publish l lle existence, contents, aub­
stance, purport, effect, or meaning of 1uch intercepted communica-

I 

I 
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Department of Defense 

DIRECTIVE 
November 15, 1991 
NUMBER 5210.83 

ASD(C3I) 

SUBJECT: Department of Defense Unclassified Controlled Nuclear 
Information (DoD UCNI) 

References: 

A. PURPOSE 

(a) 
(b) 

(c) 
(d) 

(e) 

Section 128 of title 10, United States Code 
DoD 5400.7-R, "DoD Freedom of Information Act 
Program," October 1990, authorized by DoD 
Directive 5400.7, Hay 13, 1988 
Section 552 of title 5, United States Code 
CG-W-5, "Joint DOE/DoD Nuclear Weapon 
Classification Policy Guide," the Department 
of Energy and the Department of Defense, 
January 1984 
through (k), see enclosure 1 

This Directive implements reference (a) by establishing 
policy, assi~ning responsibilities, and prescribing procedures 
for identify1ng, controlling, and limiting the dissemination of 
unclassified information on the physical protection of DoD 
special nuclear material (SNH), equi~ent, and facilities. That 
information shall be referred to as the Department of Defense 
Unclassified Controlled Nuclear Information (DoD UCNI)," to 
distinguish it from a similar Department of Energy (DoE) 
program. 

B. APPLICABILITY AND SCOPE 

1. Applies to the Office of the Secretary of Defense (OSD), 
the Military Departments, the Chairman of the Joint Chiefs of 
Staff and the Joint Staff, the Unified and Specified Commands, 
the Defense Agencies, and the DoD Field Activities (hereafter 
referred to collectively as "the DoD Components"). 

2. Imflements reference (a), which is the statutory basis 
for contro ling the DoD UCNI in the Department of Defense. 
Reference (a) also constitutes the authority for invoking 
reference (b) to prohibit mandatory disclosure of DoD UCNI under 
the "Freedom of Information Act (FOIA)" in reference (c). 

3. Supplements the security classification guidance 
contained 1n reference (d) and CG-SS-1 and DoD Instruction 
5210.67 (references (e) and (f)) by establishing procedures for 



identifying, controlling, and limiting the dissemination of 
unclass~fied information on the physical protection of DoD SNM. 

4. Applies to all SNM, regardless of form, in reactor cores 
or to other items under the direct control of the DoD 
Components. 

5. Applies equally to DoE UCNI under DoD control, except 
the statute applicable to DoE UCNI (42 U.S.C. 2011 et ~., 
reference (g)) must be used with the concurrence of the DoE as 
the basis for invoking the FOIA (Section 552 of 10 U.S.C., 
reference (c)). 

C. DEFINITIONS 

Terms used ~n this Directive are defined in enclosure 2. 

D. POLICY 

It is DoD policy: 

1. To prohibit the unauthorized dissemination of 
unclassified information on security measures, including 
security plans, procedures, and equ~pment for the physical 
protect~on of DoD SNM, equipment, or facilities. 

2. That the decision to protect unclassified information as ~ 
DoD UCNI shall be based on a determination that the unauthorized ~ 
dissemination of such information could reasonably be expected ~ 
to have a significant adverse effect on the health and safety of 
the public or the common defense and security by increasing 
sign~ficantly the likelihood of the illegal production of 
nuclear weapons or the theft, diversion, or sabotage of DoD SNM, 
equipment, or facilities. 

3. That government information shall be made publicly .... ,... . . .- -- . . . . .. . ' . . 
ava~iaol~ ~0 ~u~ L~ll•~~ 6~t~~t ~~~~AQ~~ wj -p~~y~~o :~e ~~~:~Um 
restrictions consistent with the requirements of 10 U.S.C. 128 
(reference (a)) necessary to protect the health and safety of 
the public or the common defense and security. 

4. That nothing in this Directive prevents a determination 
that information previously determined to be DoD UCNI ~s 
classified information under applicable standards of 
classification. 

E. RESPONSIBILITIES 

1. The Assistant Secretary of Defense for Command, Control, 
Communications, and Intelligence shall: 

a. Administer the DoD program for controlling DoD UCNI. 

2 
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b. Coordinate DoD compliance with the DoE program for 
controlling DoE UCNI • 

c. Prepare and maintain the reports required by 
10 U.S.C. 128 (reference (a)). 

2. The Assistant Secretary of Defense (Public Affairs) 
shall provide guidance to the Assistant Secretary of Defense 
(Command, Control, Communications and Intelligence) (ASD(C3I)), 
other elements of the OSD, and the Heads of the DoD Components 
on the FOIA (5 U.S.C. 552, reference (c)), as implemented in DoD 
5400.7-R (reference (b)), as it applies to the DoD UCNI Program. 

3. The Heads of the DoD Components shall: 

a. Implement this Directive in their DoD Components. 

b. Advise the ASD(C3I) of the following, when 
information not in the guidelines in enclosure 4 is determined 
to be DoD UCNI: 

(1) Identification of the type of information ~o be 
controlled as DoD UCNI. It is not necessary to report each 
document or numbers of documents. 

information 
and prudent 

(2) Justification for identifying the type of 
as DoD UCNI, based on the guidelines in enclosure 4 
application of the adverse effects test. 

F. PROCEDURES 

Enclosure 3 outlines the procedures for controllin~ DoD 
UCNI. Enclosure 4 provides general and topical guidel~nes for 
identifying information that may qualify for protection as DoD 
UCNI. The procedures and guidelines in enclosures 3 and 4 
complement the DoD Component programs to protect other 
- - • • • ,. • - e • ~ • ,/; 'o_ a • ' -• • ·- • ~ 
:....~..:~-- -..·.;.;-...~~ .. :..·.,.-.,.;; ~~..,; .. a~~.&.I~.:u iU~u·~ .. U&a~~uu cauu may oe usea W~l..ll 

them. 

G. INFORMATION REQUIREMENTS 

1. Section 128 of 10 U.S.C. (reference (a)) requires that 
the Secretary of Defense prepare on a quarterly basis a report 
to be made available on the request of any interested person. 
Enclosure 3 outLines the procedures for preparing the quarterly 
report. 

2. The report is exempt from licensing in accordance with 
DoD 7750.5-M, paragraph E.4.e. (reference (h)). · 

H. EFFECTIVE DATE AND IMPLEMENTATION 

This Directive is effective immediately. Forward one copy 
of implementing documents to the Assistant Secretary of Defense 
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for Command, Control, Communications, and Intelligence within 
120 days; forward one copy of changes to implementing documents 
within 90 days of publication. 

~~J en=: _j 
Donald J. Atwood 
Deputy Secretary of Defense 

Enclosures - 4 
1. References 
2. Definitions 
3. Procedures for Identifyin~ and Controlling DoD UCNI 
4. Guidelines for the Determ1nation of DoD UCNI 
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1982 
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DoD 7750.5-M,-rrDoD Procedures for Management of 
Requirements," November 1986, authorized by DoD 
7750.5, "Mana§ement and Control of Information 
Requirements, August 7, 1986 
DoE GG-2, "Department of Energr Unclassified Controlled 
Nuclear Information General Gu1delines," the Department of 
Energy, August 1989 
Department of Energy Order 5635.4, "Protection of 
Unclassified Controlled Nuclear Information, 11 February 3, 
1988 
Department of Energy Order 5650.3, 11 Identification of 
Unclassified Controlled Nuclear Information, 11 February 29, 
1988 

1-1 



DEFINITIONS 
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1. Atomic Energy Defense Programs. Activities, equipme~t, and 
facilities of the Department of Defense used or engaged 1n 
support of the following: 

a. Development, production, testing 1 sampling, maintenance, 
repair, modification, assembly, utilizat1on, transportation, or 
retirement of nuclear weapons or nuclear weapon components. 

b. Production, utilization, or transportation of DoD SNM 
for military applications. 

c. Safeguarding of activities, equipment, or facilities 
that support the functions in definitions 1.a. and 1.b., above, 
including the protection of nuclear weapons, nuclear weapon 
com?onents, or DoD SNM for military applications at a fixed 
fac1lity or in transit. 

2. Authorized Individual. 
rout1ne access to spec1f1c 
(reference (a)). 

A person who has been granted 
DoD UCNI under 10 U.S.C. 128 

3. Denying Official. An individual who denies a request made 
under 5 U.S.C. 552 for all, or any portion, of a document or 
material containing DoD UCNI. 

4. Document or Material. The physical medium on, or in, which 
informat1on 1s r~corded, or a product or substance which 
contains or reveals information, regardless or its physical form 
or characteristics. 

5. Information. Any fact or concept regardless of the physical 
form or characterist1cs of the medium on,_ or in, which it 1s 
L~-:.::;r~::I.·£! 7 ;;;.;~~ ... .:-~d O"Z z-·~;;~c.~c~. 

6. Reviewing Official. An individual who may make a 
determination that a document or material contains, does not 
contain, or no longer contains DoD UCNI. 

7. Safeguards. An integrated system of physical protection, 
material accounting, and material control measures designed to 
deter, prevent, detect, and respond to unauthorized possession, 
use, or sabotage of DoD SNH, equipment or facilities. 

8. Special Nuclear Material Facility. A DoD facility that 
performs a sensitive function (see definition 9., below). 

9. Sensitive Function. A function in support of atomic energy 
defense pro$rams whose disruption could reasonably be expected 
to have a s1gnificant adverse effect on the health and safety of 
the public or the common defense and security (see definition 
1., above). 
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10. Special Nuclear Material (SNM}. 
enriched in the isoto~e-233 or in the 
material or any mater1al artificially 
foregoing. 

Plutonium, uranium 
isotope-235, except source 
enriched by any of the 

11~ Special Nuclear Material Equipment. Equipment, systems, or 
components whose failure or destruction would cause an impact on 
safeguarding DoD SNM resulting in an unacceptable interruption 
to a national security program or an unacceptable impact on the 
health and safety of the public. 

12. Unauthorized Dissemination. The intentional or negligent 
transfer, 1n any manner and by any person, of information 
contained in a document or material determined by a reviewing 
official to contain DoD UCNI, and so marked in accordance with 
the procedures in Enclosure 3, to any person or entity other 
than an authorized individual or a person granted special access 
to specific DoD UCNI under 10 u.s.c. 128 (reference (a}}. 
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PROCEDURES FOR IDENTIFYING AND CONTROLLING DoD UCNI 

A. GENERAL 

1. The Secretary of Defense's authority for prohibiting the 
unauthorized disclosure and dissemination of DoD UCNI may be 
exercised by the Heads of the DoD Components and by the 
officials to whom such authority is specifically delegated by 
the Heads of the DoD Com~onents. These procedures for 
identifying and controll1ng DoD UCNI are provided as guidance 
for the Heads of the DoD Components to implement the Secretary 
of Defense's authority to prohibit the unauthorized 
dissemination of unclassif1ed information on security measures, 
including security plans, procedures, and equipment! for the 
physical protection of DoD SNM, equipment, or facil1ties. · 

2. The decision to protect unclassified information as DoD 
UCNI shall be based on a determination that the unauthorized 
dissemination of such information could reasonably be expected 
to have an adverse effect on the health and safety of the public 
or the common defense and security by increasing significantly 
the likelihood of the illegal production of nuclear weapons or 
the theft, diversion, or sabotage of DoD SNH, equipment, or 
facilities • 

3. Government information shall be made publicly available 
to the fullest extent possible by applying the minimum 
restrictions consistent with the requirements of 10 U.S.C. 128 
(reference (a)) necessary to protect the health and safety of 
the public or the common defense and security. · 

4. DoD personnel1 in making a determination to protect 
unclassified informat1on as DoD UCNI, shall consider the 
probability of an illegal production, theft, diversion, or 

•. C! !'I ~!"f·t'·~ ,..~ ~ ~ f" '!:-~ .: ~ #ft~<!! t' .. ~-~ :.- .. · ~- t~-~ :. . .,;;~~· ~ ~·· .. : ,-\i·""F-;/"g!'""•,;:;.~. ~ ~ e-"':,~ •" ~. ~~-, ~~ ~ G 
____ ... _g_ --- --·- ·-.---------- r:---.----- ---· r---------- ---- ----
available for public disclosure and dissemination~ The 
determination to protect specific documents or information is 
not related to the ability of DoD UCNI to be obtained by other 
sources. For determining the control of DoD UCNI, the cognizant 
official should consider how the unauthorized disclosure or 
dissemination of such information could assist a potential 
adversary in the following: · 

a. Selecting a tar~et for an act of theft, diversion, 
or sabotage of DoD SNH, equ1pment, or facilities (e.g., relative 
importance of a facility or the location, form, and quantity of 
DoD SNH). Information that can be obtained by observation from 
public areas outside controlled locations should not be 
considered as DoD UCNI. 

b. 
or sabotage 
of security 

Planning or committing an act of theft, diversion, 
of DoD SNH, equipment·, or facilities (e.g., design 
systems; building plans; methods and procedures.for 
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transfer, accountability, and handling of DoD SNH; or security 
plans, procedures, and capabilities). 

c. Measuring the success of an act of theft, diversion, 
or sabotage of DoD SNM, equipment, or facilities (e.~., actual 
or hypothetical consequences of the sabotage of spec~fic vital 
equipment or facilities). 

d. Illegally producing a nuclear explosive device 
(e.~., unclassified nuclear weapon design information useful ~n 
des~gning a primitive nuclear device; location of unique DoD SNM 
needed to fabricate such a device; or location of a nuclear 
weapon). 

e. Dispersing DoD SNH in the environment (e.g., 
location, form, and quantity of DoD SNM). 

5. DoD UCNI shall be identified, controlled, marked, 
transmitted, and safe~uarded in the DoD Components, the North 
Atlantic Treaty Organ~zation (NATO), and among DoD contractors, 
consultants, and grantees authorized to conduct official 
business for the Department of Defense. Contracts requiring the 
preparation of unclassified information that could be DoD UCNI 
shall have the requirements for identifying and controlling the 
DoD UCNI. 

6. DoE GG-2 and DoE Orders 5635.4 and 5650.3 (references 
(i), (j), and (k)) provide background on implementation of the 
UCNI Program in the DoE. The DoD Components maintaining custody 
of DoE UCNI should refer to those documents for its 
identification and control. 

B. IDENTIFYING DoD UCNI 

1. To be considered for protection as DoD UCNI, the 
information must: 

a. Be unclassified. 

b. Pertain to security measures, including plans, 
procedures, and equipment, for the physical protect~on of DoD 
SNM, equipment, or facilities. 

c. Meet the adverse effects test; i.e., that the 
unauthorized dissemination of such information could reasonably 
be expected to have an adverse effect on the health and safety 
of the public or the common defense and security by increasing 
significantly the likelihood of the illegal production of 
nuclear weapons or the theft, diversion, or sabotage of DoD SNM, 
equipment, or facilities. 

2. Information, in the categories in section C. of 
enclosure 4, about DoD SNH should be considered for protection 
as DoD UCNI. 

3-2 

• 



• 
Nov 15, 91 
5210.83 (Encl 3) 

3. Material originated before the effective date of those 
procedures, which is found in the normal course of business to 
have DoD UCNI, shall be protected as DoD UCNI. There is no 
requirement to conduct detailed file searches to retroactively 
identify and control DoD UCNI. As existing documents or 
materials are withdrawn from file, they should be reviewed to 
determine if they meet the criteria for protection as DoD UCNI 
and marked and controlled, accordingly. 

C. ACCESS TO DOD UCNI. 

1. A Reviewin~ Official 1s an Authorized Individual for 
documents or mater1als that the Reviewing Official determines to 
contain DoD UCNI. An Authorized Individual, for DoD UCNI, may 
determine that another person is an Authorized Individual who 
may be granted routine access to the DoD UCNI, and who may 
further disseminate the DoD UCNI under the procedures specified 
in paragraph E., below. This recipient of DoD UCNI from an 
Authorized Individual is also an Authorized Individual for the 
specific DoD UCNI to which routine access has been granted. An 
Authorized Individual designates another person to be an 
Authorized Individual by the act of giving that person a 
document or material that contains DoD UCNI. No explicit 
designation or security clearance is required. This second 
Authorized Individual may further disseminate the UCNI under the 
procedures specified in paragraph E., below. 

2. A person granted routine access to DoD UCNI must have a 
need to know the specific DoD UCNI in the performance of 
official duties or of DoD-authorized activ1ties. The recipient 
of the document or material shall be informed of the physical 
protection and access requirements for DoD UCNI. In addition to 
a need to know, the person must meet at least one of the 
following requirements: 

a. The person is a U.S. citizen who is one of the 
following: 

(1) A Federal Government employee or member of the 
U.S. Armed Forces; 

(2) An employee of a Federal Government contractor, 
subcontractor, or of a prospective Federal Government contractor 
or subcontractor who will use the DoD UCNI for the purpose of 
bidding on a Federal Government contract or subcontract; 

(3) A Federal Government consultant or DoD advisory 
committee member; 

of an 

(4) 
(5) 

individual 

A member of Congress; 
A staff member of a congressional 

Member of Congress; 
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(6) The Governor of a State or designated State 
government official or representative; 

(7) A local government official or an Indian tribal 
goyernment official; or 

(8) A member of a State, local, or Indian tribal 
law enforcement or emergency response organization. 

b. The person is other than a U.S. citizen, and is one 
of the following: 

(1) A Federal Government employee or a member of 
the U.S. Armed Forces; 

(2) An employee of a Federal Government contractor 
or subcontractor; or 

(3) A Federal Government consultant or DoD advisory 
committee member. 

c. The person may be other than a U.S. citizen who 1s 
not otherwise el1gible for routine access to DoD UCNI under 
para$raph 2.b., above, but who requires routine access to 
spec1fic DoD UCNI in conjunction with one of the following: 

(1) An international nuclear cooperative activity 
approved by the Federal Government; 

(2) U.S. diplomatic dealings with foreign 
government officials; or 

(3) Provisions of treaties, mutual defense acts, or 
Government contracts or subcontracts. 

3. A person not authorized routine access to DoD UCNI under 
pa.:-agraph 2.' aiiove·, iUay ::oui:miit. a request i'or speci-al access 1..0-

DoD UCNI to Heads of DoD Components, or their designated 
representative, as appropriate. A special access request must 
include the following information: 

a. The name, current residence or business address, 
birthplace, birth date, and country of citizenship of the person 
submitting the request; 

b. A description of the DoD UCNI for which special 
access is being requested; 

c. A description of the purpose for which the DoD UCNI 
is needed; and 

• 

• 

d. Certification by the requester of his or her 
understanding of, and willingness to abide by, the requirements ~ 
for the protection of DoD UCNI contained in this Directive. ~ 
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4. Heads of DoD Components, or their designated 
representative, shall base his or her decision to grant special 
access to DoD UCNI on an evaluation of the following criteria: 

- a. The sensitivity of the DoD UCNI for which special 
access is being requested (i.e., the worst-case, adverse effect 
on the health and safety of the public or the common defense and 
security which would result from unauthorized use of the DoD 
UCNI); 

b. The purpose for which the DoD UCNI is needed (e.g., 
the DoD UCNI will be used for commercial or other private 
purposes, or will be used for public benefit to fulfill 
statutory or regulatory responsibilities); · 

c. The likelihood of an unauthorized dissemination by 
the requester of the DoD UCNI; and 

d. The likelihood of the requester using the DoD UCNI 
for illegal_purposes. 

5. Heads of DoD Components, or their designated 
representative, shall attempt to notify a person who requests 
special access to DoD UCNI within 30 days of receipt of the 
request as to whether or not special access to the requested DoD 
UCNI is granted. If a final determination on the request cannot 
be made within 30 days of receipt of the re~uest, Heads of DoD 
Components, or their designated representat1ve, shall notify the 
requester, within 30 days of the request, as to when the final 
determination on the request may be made. 

6. A person ~ranted special access to specific UCNI is not 
an Authorized Ind1vidual and shall not further disseminate the 
DoD UCNI to which special access has been granted. 

"'! .;. ~~ -~!!~~e~~~e~ !c~:.'=?~~'~!.l :;!"~!!~i~~ =~·-~:i:::..~ ~:.::£~:3 t--: 
specific DoD UCNI to another person shall notify each person 
granted access (other than when the person being granted such 
access is a Federal Government employee, a member of the U.S. 
Armed Forces, or an emploree of a Federal Government contractor 
or subcontractor) of appl1cable regulations concerning the 
protection of DoD UCNI and of any s~ecial dissemination 
limitations that the Authorized Ind1vidual determines to apply 
for the specific DoD UCNI to which routine access is being 
granted. 

8. Heads of DoD Components, or their designated 
representative, shall notify each person granted special access 
to DoD UCNI of applicable regulations concerning the protection 
of DoD UCNI prior to dissemination of the DoD UCNI to the 
person. 
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9. The requirement to notify persons granted routine access 
or special access to specific DoD UCNI may be met by attachment 
of an appropriate cover sheet to the front of each document or 
material containing DoD UCNI prior to its transmittal to the 
person granted access. 

D. MARKINGS 

1. An unclassified document with DoD UCNI shall be marked 
"DoD Unclassified Controlled Nuclear Information" at the bottom 
on the outside of the front cover, if any, and on the outside of 
the back cover, if any. 

2. In an unclassified document 1 an individual page that has 
DoD UCNI shall be marked to show wh1ch of its portions contain 
DoD UCNI information. In marking sections, r.arts, paraftraphs, 
or similar portions, the parenthetical term '(DoD UCNI) shall 
be used and placed at the beginning of those portions with DoD 
UCNI. 

3. In a classified document, an individual page that has 
both DoD UCNI and classified information shall be marked at the 
top and bottom of the page with the highest security 
classification of information appearing on that page. In 
marking sections, parts, paragraphs, or similar portions, the 
parenthetical term "(DoD UCNI)" shall be used and placed at the 
beginning of those portions with DoD UCNI. In a classified 
document, an individual page that has DoD UCNI, but no 
classified information shall be marked "DoD Unclassified 
Controlled Information" at the bottom of the ~age. The DoD UCNI 
marking may be combined with other markings, 1f all relevant 
statutory and regulatory citations are included. 

4. Other material (e.g., photographs, films, tapes, or 
slides) shall be marked "DoD Unclassifled Controlled Nuclear 
InfQrmation" to ensure that a recioient or o::ri ~!.!""!.?" ; ~ :~., ...... ,..,_t: 

Lne SLatus of the information. ~ 

E. DISSEMINATION AND TRANSMISSION 

1. DoD UCNI may be disseminated in the DoD Components, the 
NATO, and among the DoD contractors, consultants, and grantees 
on a need-to-know basis to conduct official business for the 
Department of Defense. Recipients shall be made aware of the 
status of such information! and transmission shall be by means 
to preclude unauthorized d1sclosure or dissemination. Contracts 
that shall require access to DoD UCNI shall require compliance 
with this Directive and the DoD Component regulations and have 
the requirements for the marking, handling, and safeguarding of 
DoD UCNI. 

2. DoD holders of DoD UCNI are authorized to convey such 
information to officials in other Departments or Agencies on a • 
need-to-know basis to fulfill a Government function. 
Transmittal documents shall call attention to the presence of 
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DoD UCNI attachments us1ng an appropriate statement in the text, 
or marking at the bottom of the transmittal document, that "The 
attached document contains DoD Unclassified Controlled Nuclear 
Information (DoD UCNI)." Similarly, documents transmitted shall 
be marked, as prescribed in section D., above. 

3. DoD UCNI transmitted outside the Department of Defense 
requires application of an expanded marking to explain the 
significance of the DoD UCNI marking. That may be accomplished 
by typing or stamping the following statement on the document 
before transfer: 

DEPARTMENT OF DEFENSE 
UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION 

EXEMPT FROM MANDATORY DISCLOSURE 
(5· U.S.C. 552(b)(3), as authorized by 10 U.S.C. 128) 

4. When not commingled with classified information, DoD 
UCNI may be sent by first-class mail in a single, opaque 
envelope or. wrapping. 

5. DoD UCNI may only be discussed or transmitted over an 
unprotected tele~hone or telecommunications circuit (to include 
facsimile transm1ssions) 1n an emergency. 

6. Each part of electronically transmitted messages with 
DoD UCNI shall be marked appropriately. Unclassified messages 
with DoD UCNI shall have the abbreviation "DoD UCNI" before the 
beginning of the text. 

7. DoD UCNI may be processed, stored, or produced on· 
stand-alone ·personal computers, or shared-logic word processing 
srstems, if protection from unauthorized disclosure or 
d1ssemination, in accordance with the procedures in section F., 
below, can be ensured. 

8. A document marked as having 
minimally without permission of the 
with the need to carry out official 

F. SAFEGUARDING DoD UCNI 

- -
DoD UCNI may be reproduced 
ori$inator and consistent 
bus1ness. · 

1. During normal working hours, documents determined to 
have DoD UCNI shall be placed in an out-of-sight location, or 
otherwise controlled, if the work area is accessible to 
unescorted personne~. 

2. At the.close of business, DoD UCNI material shall be 
stored so to ~reclude disclosure. Storage of such material with 
other unclass1fied documents in unlocked receptacles; i.e., file 
cabinets, desks, or bookcases, is adequate, when normal 
Government or Government-contractor internal building security 
is provided during nonduty hours. When such internal building 
security is not provided, locked rooms or buildings normally 
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provide adequate after-hours protection. If such protection is • 
not considered adequate, DoD UCNI material shall be stored in 
locked receptacles; i.e., file cabinets, desks, or bookcases. 

3. Nonrecord copies of DoD UCNI materials must be destroyed 
by tearing each copy into pieces to reasonably preclude 
reconstruction and placing the pieces in regular trash 
containers. If the sensitivity or volume of the information 
justifies it, DoD UCNI material may be destroyed in the same 
manner as classified material rather than by tearin~. Record 
copies of DoD UCNI documents shall be disposed of, 1n accordance 
with the DoD Components' record management regulations. DoD 
UCNI on magnetic storage media shall be disposed of by 
overwriting to preclude its reconstruction. 

4. The unauthorized disclosure of DoD UCNI material does 
not constitute disclosure of DoD information that is classified 
for security purposes. Such disclosure of DoD UCNI justifies 
investi~ative and administrative actions to determine cause, 
assess 1mpact, and fix responsibility. The DoD Component that 
originated the DoD UCNI information shall be informed of its 
unauthorized disclosure and the outcome of the investigative and 
administrative actions. 

G. RETIREMENT OF DOCUMENT OR MATERIAL 

1. Any unclassified document or material which is not 
marked as containing DoD UCNI but which may contain DoD UCNI 
shall be marked upon retirement in accordance with the DoD 
Components.' record management regulations. 

2. A document or material marked as containing DoD UCNI 1s 
not required to be reviewed by a Reviewing Official upon or 
subsequent to retirement. A Reviewing Official shall review any 
~~~!.~e~ ~~~~~~n~r;~r(~=~:!:!!~Auf~~,a request for it~ .release made 

. -- ~ .. ·. . - - . . . 

H. REQUESTS FOR PUBLIC RELEASE OF DoD UCNI 

DoD 5400.7-R (reference (b)) applies. Information that 
qualifies as DoD UCNI, under 10 U.S.C. 128 (reference (a)), is 
exempt from mandatory disclosure under 5 U.S.C. 552 (reference 
(c)). Conse9uently, requests for the public release of DoD UCNI 
shall be den1ed under Section 552(b)(3} of reference (c), citing 
reference (a) as authority. 

I. REPORTS 

The Assistant Secretary of Defense for Command, Control, 
Communications, and Intell1gence (ASD(CJI)) shall prepare and 
maintain the quarterly reports required by 10 U.S.C. 128 
(reference (a}). The Heads of the DoD Components shall advise 
the ASD(CJI) when information not in the guidelines in enclosure 
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4 is determined to be DoD UCNI. Those reports shall have the 
following information: 

(1) Identification of the information to be 
controlled as DoD UCNI. It is not necessary to report each 
document or numbers of documents. 

(2) Justification for identifying the type of 
information to be controlled as DoD UCNI. 

(3) Certification that only the minimal information 
necessary to protect the health and safety of the public or the 
common defense and security is being 1ontrolled as DoD UCNI. 
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GUIDELINES FOR THE DETERMINATION OF DoD UCNI 

A. USE OF DETERMINATION OF DoD UCNI GUIDELINES 

1. These guidelines for determining DoD UCNI are the bases 
for determining what unclassified information about the physical 
protection of DoD SNM, equipment, or facilities in a given 
technical or programmatic subject area is DoD UCNI. 

2. The decision to protect unclassified information as DoD 
UCNI shall be based on a determination that the unauthorized 
dissemination of such information could reasonably be expected 
to have an adverse effect on the health and safety of the public 
or the common defense and security by increasing significantly 
the likelihood of the illegal production of nuclear weapons or 
the theft, diversion, or sabotage of SNM, equipment, or 
facilities. 

B. GENERAL 

1. The policy for protecting unclassified information about 
the physical protection of DoD SNM, equipment, or facilities is 
to protect the public's interest by controlling certain 
unclassified Government information so to prevent the adverse 
effects described in section D. of this Directive and in 
enclosure 3, without restricting public availability of 
information that would not result in those adverse effects. 

2. In controlling DoD SNM information, only the minimum 
restrictions needed to protect the health and safety of the 
public or the common defense and security shall be applied to 
prohibit the disclosure and dissemination of DoD UCNI. 

3. Any material that has been, or is, widely and 
irretrievably o:H caB"""'irt.ato .. .t, {ntn th~ ~mbtic domain .. and .who!'le ___ _ 
dissemination was not, or is not, Ullder Government control is 
exempt from control under these guidelines. However, the fact 
that information is in the public domain is not a sufficient 
basis for determining that similar or updated Government-owned 
and -controlled information in another document or material is 
not, or is no longer, DoD UCNI; case-by-case determinations are 
required. 

C. TOPICAL GUIDANCE 

The following elements of information shall be considered by 
the DoD Components during the preparation of unclassified 
information about the ~hysical protection of DoD SHM to 
determine if it qualif1es for control as DoD UCHI: 
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1. Vulnerability Assessments 

a. General vulnerabilities that could be associated 
with specific DoD SNM, equipment, or facility locations. 

b. The fact that DoD SNM facility security-related 
projects or upgrades are planned or in progress. 

c. Identification and description of security system 
components intended to mitigate the consequences of an accident 
or act of sabotage at a DoD SNM facility. 

2. Material Control and Accountability 

a. Total quantity or categories of DoD SNM at a 
facility. 

b. Control and accountability plans or procedures. 

c. Receipts that, cumulatively, would reveal quantities 
and categories of DoD SNM of potential interest to an adversary. 

d. Measured discards, decay losses, or losses due to 
fission and transmutation for a reporting period. 

e. Frequency and schedule of DoD SNM inventories. 

3. Facility Description 

a. Maps, conceptual design, and construction drawings 
of a DoD SNM facility showing construction characteristics of 
building and associated electrical systems, barriers, and 
back-up power systems not observable from a public area. 

b. Maps, plans, photographs, or drawings of man-made or 
natural features in a DoD SNM fac1lity not observable from a 
oublic area: i-=~;. _ .. t~nn•l a .. ~.-~~ ~:·: ~-~-~~~~ ;.iJ.i·~~·~-, 'WGtc"· ~u:Ldk.t: 
and dischar'e conduits, or'other features having the potential 
for conceal1ng surrept1tious movement. 

4. Intrusion Detection and Security Alarm Systems 

a. Information on the layout or design of security and 
alarm systems at a specific DoD SNM facility, if the information 
is not observable from a public area. 

b. The fact that a particular system make or model has 
been installed at a specific DoD SNM fac1lity, if the 
information is not observable from a public area. 

c. Performance characteristics of installed systems. 
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5. Keys, Locks, Combinations, and Tamper-Indicating Devices 

a. Types and models of keys, locks, and combinations of 
locks used in DoD SNM facilities and during shipment. 

b. Method of application of tamper-indicating devices. 

c. Vulnerability information available from 
unclassified vendor spec1fications. 

6. Threat Response Capability and Procedures 

a. Information about arrangements with local, State, 
and Federal law enforcement Agencies of potential interest to an 
adversary. 

b. Information in "nonhostile" contingency plans of 
potential value to an adversary to defeat a security measure; 
1.e., fire, safetr, nuclear accident, radiological release, or 
other administrat1ve plans. 

c. Required response time of security forces. 

7. Physical Security Evaluations 

a. Method of evaluating physical security measures not 
observable from public areas. 

b. Procedures for inspecting and testing communications 
and security systems. 

8. In-Transit Security 

a. Fact that a shipment is going to take place. 

b. Specific me8J!S_ of pro_tecting_ shipments. ___ _ 

c. Number and size of packages. 

d. Mobile operating and communications procedures that 
could be exploited by an adversary. 

e. Information on mode, routing, protection, 
communications, and operations that must be shared with law 
enforcement or other civil agencies, but not visible to the 
public. 

f. Description and specifications of transport vehicle 
compartments or security systems not visible to the public. 

9. Information on Nuclear Weapon Stockpile and Storage 
Requirements, Nuclear Weapon Destruction and Disablement 
Systemsl and Nuclear Weapon Physical Characteristics. Refer to 
CG-W-5 reference (d)) for guidance about the physical 
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protection of information on nuclear weapon stockpile and 
storage requirements, nuclear weapon destruction and disablement 
systems, and nuclear weapon physical characteristics that mar, 
under certain circumstances, be unclassified. Such informat1on 
meeting the adverse effects test shall be protected as DoD UCNI. 
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