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EXECUTIVE SUMMARY

The Assistant Secretary of Defense (Command, Control, Communications, and
Intelligence) (ASD(C3I)) in the "Defense Counterintelligence and Security Countermeasures
Plan"! calls for a new look at confidentiality of DoD information — what information needs to be
protected, how much protection is needed, and the duration of that protection. The ASD(C3I)
mandates a review of the processes used for classification of information and designation of
sensitive information, and development of an integrated approach — to include establishing a
senior review panel to provide cohesive and overall policy guidance -- that identifies, defines, and
prioritizes the categories of information that require protection. Accomplishment of these
objectives will enable DoD organizations to allocate their shrinking security resources to the most
critical areas, thereby improving the overall protection of sensitive DoD information resources.

This report deals with two actions derived from the foregoing requirements (which are
referred to collectively as Implementation Objective No. 1). They are:

. Review the processes for determining classification of information and designation of
sensitive information; and

J Define the approach to be used in identifying/defining categories that need protection and
prioritize the categories.

Other actions required to satisfy Implementation Objective No. 1 are set forth in the action plan
that is a part of this report.

Information in the possession of the Department of Defense or its Components is held in
trust for, or on behaif of, the citizens of the United States, and will be made available on request
in accordance with the Freedom of Information Act (FOIA) except when laws or implementing
regulations specifically require that its dissemination be limited. Information is a strategic asset

vitz! ta the narfarmance of the miecionz afthe Denastment AfDofonce, Ag o strategic 2oost,
information must be protected to an extent and for a period commensurate with its value and the
degree of danger posed by its unauthorized disclosure, misuse, or loss. The confidentiality of
classified information, information deemed to be unclassified but sensitive in accordance with the
Computer Security Act of 1987, and information subject to Privacy Act, privilege, proprietary, or
other legislative or regulatory protections must be maintained.

Regardless of whether confidentiality is a factor, the integrity of DoD information must
assured by protecting that information from illicit destruction or modification. Impiicit in the
notion of information integrity is the concept that, upon receipt of information, the recipient must
be able to be sure from whom the information came and that it has not been modified in transit.
Additionally, information must be available when and where needed to support analytic and
decision-making processes. Objective No. 1 is, however, exclusively concerned with the issue of
confidentiality; it is intended to help allocate information protection efforts.

lAmovedbytheAninlmSewulrym.lum4. 1992; see Appendix A.



Statutes, Executive orders, and other applicable regulatory materials relevant to protection
of information confidentiality have been assembled and reviewed. This report includes a history
and analysis of selected statutory information protection mechanisms and a history of secrecy in
the United States, from which it is clear that there is no unifying linkage among the statutes and
Executive orders examined other than that provided by the FOIA. The report recommends
establishing a blue-ribbon panel to provide overall advice and guidance to the Federal
establishment with respect to information that may need protection as the geopolitical situation
and our concept of what constitutes "national security" evolves.

This report further highlights the potential for improvements in security classification
guidance and security awareness, education, and training. These areas are essential to a total
quality approach to the protection of DoD information resources.

Responsibility for further action in response to Implementation Objective No. 1 of the
CI&SCM Strategic Plan is assigned to the Defense Information Security Committee which will
report progress to the ASD(C3I). This Committee, with assistance from the Acquisition Systems
Protection Working Group, under the aegis of the Deputy Assistant Secretary of Defense
(Counterintelligence and Security Countermeasures) (DASD(CI&SCM)), will make preparations
for future work of the blue-ribbon panel by collecting and analyzing extant information protection
studies and developing a synthesis of those for higher-level consideration. Additionally, it will
continue to advise and assist the Information Systems Security Directorate, ODASD(CI&SCM)
in the preparation of a new issue of DoD 5200.1-R, "Information Security Program Regulation”
that will provide a unified policy document for protection of both classified and sensitive but
unclassified information within the Department of Defense.



IMPLEMENTATION OBJECTIVE NO. 1
The following is taken from the June 4, 1992 CI&SCM Strategic Plan:

Prioritize which information needs protection, the threat through loss (and to whom), and
the protection necessary.

THE STATUS: The development of guidance for determining the classification of
information or designating unclassified information as sensitive is fragmented across numerous
components and organizations. As a result, there is no standard process that would consider the
value of the information to be protected to our policymakers and warfighters, or for determining
the priority of the application of protective resources to classified or unclassified sensitive
information. Moreover, DoD Components and organizations are attempting to define the threat
to this information based on their own necessarily limited version of the national security
environment. Further complicating this situation, information that is crucial to decision-making
and warfighting (but that is not necessarily classified) increasingly resides on and is shared
between automated information systems without requisite security considerations having been
included in the design of the data networking process. Qverall, this fragmentation of policy
development has resulted in inadequate cost benefits analysis, uneven security levels, significant
redundancy, cost escalation, and managerial inefficiencies. Fiscal responsibility dictates that we
must carefully define what must be protected and concentrate our finite resources upon
safeguarding our most important assets and information. This requires a fundamentally new way
of thinking about the "security envelope" to be applied to our information and information
systemns in the post-Cold War period.

IMPLEMENTATION ACTION: By July 30, 1992, the ASD(C3I) will review the
processes used for determining classification of information and designation of sensitive
information, and develop an integrated approach -- to include establishing a senior review panel to
provide cohesive and overall policy guidance -- that identifies, defines, and prioritizes the
‘categories of information that require protection so that CI & SCM organizations can direct their
shrinking resources to the most critical areas.



ACTION PLAN:
Determine the Threat Through Loss, and to Whom

o Provide a comprehensive analysis of the threat to national security information and
to other DoD information

Prioritize Which Information Needs Protection

. Review the processes for determining classification of information and designation
of sensitive information

) Develop guidance and standard processes for determining classification of
information and designation of sensitive information

. Develop standard processes for prioritization of the application of protective
resources to classified or unclassified sensitive information

. Develop an integrated approach

. define the approach to be used in identifying and defining categories that
need protection and priontize the categories

. establish a senior review panel to provide cohesive and overall policy
guidance

Determine the Protection Necessary
o  Direct CI&SCM resources to safeguarding the most critical assets and information
. perform cost/benefit analyses in support of resource allocations
*** Near-Term Tasks ***

Review the processes for determining classification of information and designation of
sensitive information

. Assemble relevant existing statutes, executive orders, and other applicable
regulatory materials

. Review materials to determine the process currently in use

zm@mplmwmlMUlmludemmhrepoﬂ. It is the resuht of a decomposition of Implemnentation Objective No. | and 5 intended to
enzure complete coverage of the objective.



. Document the current processes

Define the approach to be used in identifying/defining categories that need protection and
prioritize the categories

. Develop an operational concept for applying internal C1&SCM resources to
solving this problem

. Describe how the senior review panel contributes to the solution
. Document the approach
wk* L onger-Term Tasks ***
Establish a senior review panel to provide cohesive and overall policy guidance
. Name an executive secretary

. Obtain staff support (internai and/or external to ODASD(CI&SCM))

) Identify potential members of the senior review pa.nel

. Select an initial membership

. Solicit their participation (finalize draft letter for this purpose)
. Set up first meeting

Identify and define categories of information that need protection

e Assemble the results of previous efforts
. Prepare an input for the Senior Review Panel
o Action by the Senior Review Panel

Prioritize the categories

. Action by the Senior Review Panel



REVIEW AND ANALYSIS OF STATUTORY INFORMATION
PROTECTION SYSTEMS

HISTORIES AND ANALYSIS

. Freedom of Information Act (FOIA). A people who mean to be their own governors must
arm themselves with the power knowledge gives. James Madison wrote, "A popular government

without popular information or the means of acquiring it, is but a prologue to a farce or a tragedy

or perhaps both."

The FOIA is based upon the presumption that the government and the information of
government belong to the people. Consistent with this view is the notion that the proper function
of the state in respect to government information is that of custodian in service to society. Yet
such a presumption did not always prevail. Prior to the enactment of the FOIA in 1966, the
burden was on the individual citizen to prove his right to look at government records. Moreover,
there were no clearly delineated statutory guidelines to assist the individual seeking information
and no judicial remedies for those wrongfuily denied access. With the passage of the FOIA,
however, the burden of proof was shifted from the individual to the government; the need to
know standard was replaced by the right to know doctrine and the onus was upon the government
to justify secrecy rather than the individual to obtain access. In addition, the legislation provided
workable standards for what records should be open to public inspection and established judicial
remedies for the aggrieved citizen. Above all, the statute made it clear that Federal agencies were
hereinafter to provide the fullest possible disclosure of information to the public. In 1974,
Congress enacted a series of refining amendments to the act which, among other things,
encouraged even more disclosure than the original statute.

The legislative background of the FOIA is useful to understanding the key role FOIA
enjoys in information protection systems. In 1958 Congress enacted a law, introduced in the
House by Congressman John Moss and in the Senate by Senator Thomas Hennings, to correct the
abuse of the Government's 180-year old housekeeping statute. The Moss-Hennings bill stated
that the provisions of the 1789 statute, wnich permirnied department heads to reguiate tne siorage
and use of government records, did not authorize withholding information or records from the
public. This law produced some improvement with respect to the accessibility of Federal records,
but the results were far from dramatic. Most agencies continued to operate in accordance with
provisions of section 3 of the Administrative Procedure Act of 1946. This act was considered by
many to encourage withholding rather than disclosure. Among other things, it authorized
agencies to keep information secret "for good cause found,” or where secrecy was in "the public
interest,” or where the information had a bearing on "any matter relating solely to the internal
management of an agency.” In addition, an agency was required to furnish information only to
"persons properly and directly concerned."

It was not until 1966 that Congress enacted comprehensive legislation to deal with the
problem of government secrecy. The FOIA of 1966 was milestone legislation that reversed long-
standing government information practices. Enacted as an amendment to section 3 of the
Adminustrative Procedure Act, it replaced the vague and general language of that law, and made it



clear that it was Congress' intent that any person should have access to identifiable records
without having to demonstrate a need or even a reason. The burden of proof for withholding
information, moreover, was placed on the government, as noted earlier. The act also broadened
the scope of information available to the public and provided judicial remedies for those
wrongfully denied information.

Despite the substantial shift in emphasis brought about by the 1966 act, some government
agencies responded slowly and reluctantly to requests made under the law. In 1972, the House
Foreign Operations and Government Information Subcommittee held 14 days of oversight
hearings relating to the administration of the FOIA by Federal agencies and concluded that the
"efficient operation of the Freedom of Information Act has been hindered by five years of foot-
dragging by the Federal bureaucracy." As a result of its findings, the subcommittee proposed a
number of procedural and substantive changes in the law. Two years later, Congress adopted
amendments to the 1966 act. They became law over the veto of President Ford in February 1975.

The 1974 amendments were designed to speed and ease the process of obtaining access to
government files. Among other things, they required agencies to publish comprehensive indexes
for the administrative processing of requests for information, required that agency fees for
locating and copying records be uniform and moderate, and shortened the Government's time for
answering complaints brought into court. They also prohibited agencies from withholding entire
documents, only parts of which were exempt, by requiring the release of nonexempt portions. In
addition, they directed the courts to expedite consideration of FOIA cases, authorized judges to
examine withheld documents and make an independent determination as to whether they should
be released, and prowded for the recovery of attorney fees by requesters who prevailed in
litigation.

The 1986 amendments provided broader exemption protection for law enforcement
information, plus new law enforcement record exclusions, and created a new fee and fee waiver
structure. The fee provisions established a multi-tiered structure for the assessment of fees.
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branch of the Federal government. It does not apply to information maintained by the Legislative
and Judicial branches. The Executive branch includes executive departments and offices, military
departments, and independent regulatory agencies. All records in possession of these entities
must be released upon request unless the information falls within one of the nine specific and
narrowly drawn exemption categories.

Among other things, the FOIA grants public access to final opinions and orders of
agencies, policy statements and interpretations not published in the Federal Regster,
administrative staff manuals, and government records that affect the public. Presidential papers
have not been considered government records and have therefore not been required to be
disclosed under the act.



The FOIA has become the cornerstone of many but not all information protection systems.
As will be seen, other statutory protection systems rely on the provisions of the third exemption
to mandatory disclosure, namely:

"specifically exempted from disclosure by statute (other than section 552b of this title),
provided that such statute (A) requires that the matters be withheld from the public in such a
manner as to leave no discretion on the issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld.”

Protecting unclassified information that is sensitive and thus important to the conduct of
DoD business has the effect of making foreign intelligence services work harder to obtain that
information. At the same time, it diminishes availability of foreign intelligence assets that can be
targeted against classified DoD information. Protection of important, sensitive unclassified
information is viable up to the time that a legal requirement for its release arises. Most often, this
occurs through a request for the information being submitted pursuant to the FOIA. Essentially,
any unclassified information must qualify under one or more of the eight non-security exemptions
of the FOIA in order to be denied to a requester. Other copies of information may not be
protected once it is released through the FOIA process.

The following explanation of the FOIA security and non-security exemptions is provided
to bolster comprehension of other aspects of this report:

. Exemption (b)(1) applies to information which is currently and properly classified.

. Exemption (b)(2) applies to information which pertains to solely to the internal
rules and practices of the agency, this exemption has two profiles, "high" and "low." The "high"
profile permits withholding of a document which, if released, would allow circumvention of an
agency rule, policy, or statute, thereby impeding the agency in the conduct of its mission. The
"low" profile permits withholding if there is no public interest in the document, and it would be an
administrative burden to process the request.

o Exemption (b)}(3) applies to information specifically exempted by a statute
establishing particular criteria for withholding. The language of the statute must clearly state that
the information will not be disclosed.

° Exemption (b)}(4) applies to information such as trade secrets and commercial or
financial information obtained from a company on a privileged or confidential basis which, if
released, would result in competitive harm to the company.

. Exemption (b)}(5) applies to inter- and intra-agency memoranda which are
deliberative in nature; this exemption is appropnate for internal documents which are part of the
decision making process, and contain subjective evaluations, opinions and recommendations.

. Exemption (b)(6) applies to information the release of which could reasonably be
expected to constitute a clearly unwarranted invasion of the personal privacy of individuals.



o Exemption (b)(7) applies to records or information compiled for law enforcement
purposes that (a) could reasonably be expected to interfere with law enforcement proceedings; (b)
would deprive a person of a right to a fair trial or impartial adjudication; (c) could reasonably be
expected to constitute an unwarranted invasion of the personal privacy of others, (d) disclose the
identity of a confidential source, (e) disclose investigative techniques and procedures, or (f) could
reasonably be expected to endanger the life or physical safety of any individual.

. Exemption (b)(8) applies to certain records of agencies responsible for supervision
of financial institutions.

° Exemption (b)(9) applies to geological and geophysical information.

The FOIA is the essential ingredient; it is the pivotal law that ultimately determines what
governmental information can be protected from disclosure to the public. Information protection
schemes that do not meet the tests of the FOIA fail when information protected by them is
requested by an outside person who cites the FOIA.

. Department of Defense Authorization Act, 1984. A section (1217 of P.L. 98-94) of
this Act provides the Secretary of Defense authority to withhold from public disclosure certain
technical data with military or space application. In implementing this statutory authority to
withhold information from public disclosure, the Department of Defense created a full fledged
information dissemination system that now includes Canada. The DoD implementation is DoD
Directive 5230.25, "Withholding of Unclassified Technical Data From Public Disclosure," which
has been published in the Federal Register and is included in the appendices of this report.

The Department of Defense had sought legislation such as this for a number of years
because of the exodus of valuable and sensitive but unclassified technology from the United
States. A necessary consequence of the security classification process is the need to protect that
which has been classiﬁed Some technology and processes of military irnponance cannot be
Thelr umntended export oﬁen had adverse consequences. Further, the FOIA had been used to
obtain militarily critical technical data that was not classified. Once released pursuant to the
FOIA, such data were, technically, in the public domain and thus export control laws no longer
applied.

DoD Directive 5230.25 implements 10 U.S.C. 140c, as added by - 1217 of P.L. 98-94,
which states that the Secretary of Defense may withhold from public disclosure, notwithstanding
other provisions of law, any technical data with military or space application in the possession of,
or under the control of, the Department of Defense, if such data may not be exported lawfuily
without an approval, authorization, or license under the export control laws, and provided further
that the data are not subject to a general, unrestricted license or exemption in the Export
Administration Regulations or International Traffic in Arms Regulations. The Department of
Defense added one further test; the data also must be related to a militarily critical technology
before they will be controlied under the Directive.
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The implementing DoD Directive has two major features: it provides for the withholding
of certain DoD technical data that meet the conditions noted above as well as provision of such
data to requesters with legitimate requirements.

FOIA and other requests for export-controtled DoD technical data that are received from
private individuals or enterprises are denied unless they are from "qualified U.S. contractors"
(now "certified contractors” to recognize the inclusion of Canada in this program) within the
meaning of the Directive. Becoming a "certified contractor" is accomplished by submission of
DD Form 2345, "Militanly Cntical Technical Data Agreement," to the Defense Logistics
Agency's Defense Logistics Services Center. The certifications on this from are intended to allow
technical data to be provided by the Department of Defense without making them available
publicly, thus leaving the export control laws in force with respect to such data. The form asks
for a brief business description to allow the Department of Defense to make the judgment that
technical data requested in the future have a connection with the stated business of the requester.
(The DD Form 2345 is included in the appendices.)

With few exceptions, "certified contractors" who request export-controlled DoD technical
data for use in connection with their legitimate business can expect to receive that data from the
Department of Defense, even when the business activity does not involve DoD or U.S.
Government contracts.

Businesses have to establish themselves as "certified contractors” to receive DoD bid
packages that contain technical data controlled under the Directive. Further, to the extent that
export-controlled DoD technical data are involved, prospective prime contractors who are
"certified contractors" are not able to share bid packages with prospective subcontractors unless
the subcontractors are also "certified contractors.”

Because of the nature of its business, the Defense Technical Information Center insists
that its users also be “certified contractors."

Thus, it can be seen that the law implemented by this directive is given a different nature
than its title suggests. To build an effective control system without at the same time crippling
DoD activity, it became necessary to create a proactive technical data dissemination system.

. Computer Security Act of 1987 At the outset, Public Law 100-235 states that "The
Congress declares that improving the security and privacy of sensitive information in Federal
computer systems is in the public interest, and hereby creates a means for establishing minimum
acceptable security practices for such systems, without limiting the scope of security measures
already planned or in use.”

This law assigns to the National Institute of Standards and Technology (the National
Bureau of Standards at the time of passage) responsibility for developing standards and guidelines
for Federal computer systems, including responsibility for developing standards and guidelines
needed to assure the cost-effective security and privacy of sensitive information in Federal
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computer systems, drawing on the technical advice and assistance of the National Security
Agency. The law also requires establishment of security plans by ali operators of Federal
computer systems that contain sensitive information.

One of the significant features of the Computer Security Act of 1987 is its definition of
sensitive information. The following is taken from the law:

"[T]he term 'sensitive information' means any information, the loss, misuse, or
unauthorized access to or modification of which could adversely affect the national interest or the
conduct of Federal programs, or the privacy to which individuals are entitled under section 552a
of title 5, United States Code (the Privacy Act), but which has not been specifically authorized
under criteria established by an Executive order or an Act of Congress to be kept secret in the
interest of national defense or foreign policy...."

Thus, many DoD computer systems that do not process national security classified
information are impacted by this law because of the broad definition of sensitive information.

° Section 128 of title 10, United States Code. Public Law 100-180 added this section to
provide for the physical protection of special nuclear material by creating a limitation on the
dissemination of certain unclassified information. A Friday, August 19, 1988 notice in the Federal
Register stated that "In accordance with the foregoing authority, the Deputy Secretary of Defense
hereby prohibits the unauthorized dissemination of unclassified information pertaining to security
measures, including security plans, procedures, and equipment for the physical protection of
special nuclear material. This prohibition shall be applied by Department of Defense personnel to
prohibit the dissemination of any such information only if and to the extent that it is determined
that unauthorized dissemination of such information could reasonably be expected to have a
significant adverse effect on the health and safety of the public or the common defense and
security by significantly increasing the likelihood of: illegal production of nuclear weapons; or
theft, diversion, or sabotage of special nuclear material, equipment, or facilities.”

The above is the forerunner of DoD Directive 5210.83, "Department of Defense
Unclassified Controlled Nuclear Information (DoD UCNI)" which has a counterpart within the
Department of Energy. The Directive provides a full compliment of safeguarding procedures for
UCNI including the guidance that the Department's FOIA regulation applies to requests for public
release of UCNI. Information that qualifies as DoD UCNI, under 10 U.S.C. 128, is exempt from
mandatory disclosure under 5 U.S.C. 552 which is the FOIA. Consequently, requests for the
public release of DoD UCNI shall be denied under section 552(b)(3) of the FOIA, citing 10
U.S.C. 128 as the authority.

) National Security Agency Act of 1959. Sect. 6 of Public Law 86-36, which provides
certain administrative authorities for the National Security Agency, effectively says that the
Director of the National Security Agency does not have to publish information about the Agency's
missions, people, or organizations. It is deemed to be a law within the meaning of section
552(b)(3) of the FOIA. A copy of this Act is included in the appendices.



. Central Intelligence Agency Act of 1949. This and related laws (e.g., the "espionage
statutes") provide for the protection of intelligence sources and methods, including the identities
of certain U.S. undercover intelligence officers, agents, informants, and sources.

. Atomic Energy Act of 1954. This statute, as amended over the years, creates the
category of classified information known as Restricted Data. It is, therefore, unique in this
collection of statutes in that none of the others classify information and most do not even deal
with classified information.

There are many differences between the classification of national security information
(NSI) and Restricted Data / Formerly Restricted Data (RD / FRD). RD is information concerning
the design, production, and use of special nuclear material. As indicated, there are distinct legal
origins for the two systems. NSI is classified pursuant to authority that flows from Presidential
executive orders. RD classification is based on the Atomic Energy Act. RD is "born classified”
and it takes a great deal of effort to rescind the RD classification. Indeed, only the Department of
Energy (DoE) has the requisite authority while DoE and DoD must agree on the declassification
of FRD. NSl is a broad category of information while RD is narrow and focused; NSI is owned
by or controlled by the government while RD may be private or even foreign information. Other
contrasts abound. The original classification of NSI is allowed by the current Executive order
whereas the original classification of RD is done by the Atomic Energy Act.

The Atomic Energy Act is a law within the meaning of section 552(b)(3) of the FOIA.

. Other Laws. Other laws that limit distribution or mandate confidentiality are worth
mentioning. One s the Privacy Act relating to personal information. It is a law within the
meaning of section 552(b)(3) of the FOIA. From the viewpoint of a foreign person, U.S. export
control laws are viewed as regulating access to technical data although these laws do qualify
under section 552(b)(3) of the FOIA.

COMPARISON OF STATUTES

An overwhelming conclusion that emerges from these reviews is that there is no unifying
linkage among the statutes (and Executive orders examined later on in this report) other than that
provided by the FOIA. Another conclusion that emerges from this analysis is the fact that
individual laws addressing control of unclassified information by the Department of Defense (or
by other departments or agencies in the Federal bureaucracy) were established to deal with
particular issues of a given time. There is no single logic thread connecting the statutes, Barriers
to effective information protection arise from these circumstances. The FOIA does provide
connections to other qualifying statutes as noted above but these connections do not provide a
unified approach to regulating access.

The statutes cited in this report treat differing subject marter areas and differing sensitivity

scales. These range from purely personal information of employees to the identification of
clandestine intelligence agents to the design of nuclear weapons.
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To be effective in regulating access, at least in the context of FOIA requests and litigation,
information control laws must meet one or more of the tests set forth in 5 U.S.C. 552(b)(3) or any
of the other FOIA exemptions. 5 U.S.C. 552(b)(3) is the FOIA exemption that in effect specifies
that the Federal establishment may withhold what another law says can be withheld. This
suggests a possible departure point for a future effort to codify information protection laws, to
include creation of a statutory basis for the security classification system should one be desired.

This latter point raises legal difficulties with respect to the separation of powers concept.
The President must have the flexibility necessary to discharge his Constitutional duties. Further
discussion of this topic is contained in the history of the classification system that follows. Itisa
topic that requires close examination by any blue-ribbon committee created as a consequence of
Implementation Objective No. 1.

IDENTIFICATION PROCESSES

This section highlights the differences between the identification of classified information
and the general lack of mature identification processes for unclassified but sensitive information
that is protected by statute. Extant identification processes are largely -- but not entirely --
developments of departmental or agency implementations of statutes. Perhaps most notable in
this regard is the identification of information that may be withheld from disclosure to the public
pursuant to the FOIA. The Department of Defense utilizes the label "For Official Use Only" while
the Department of State uses the term "Limited Official Use." The Department of Energy uses
"Official Use Only." The Central Intelligence Agency utilizes "For Official Use Only" for some
information. An Executive order implementing the FOIA could standardize these labels and
associated protection requirements. Standardization should lead to both quality and productivity
increases with a resultant decrease in costs.

At the present time there is not an established system for identifying "sensitive
information" within the context of the Comouter Securitvy Act of 1987. Treatment of all Federal
information as "Sensitive” in this context would create enormous burdens on available protective
systems and resources. Protection in this context must encompass confidentiality, integrity, and
availability of sensitive data. Additionally, computers must be understood as including their
communication systems. Thus, it is essential that a rational mechanism to identify that which is
"sensitive" be established and implemented. Though any protection mechanism must encompass
confidentiality, integnty, and availability of data, it should focus on simplicity and economy. That
will reduce implementation costs and promote uniformity.

Ideally, the various identification labels for unclassified information that have been devised
to date would be distilled to one or two. An impediment to reaching this goal is the presence of
some identification labels in legislation. "Unclassified Controlled Nuclear Information” is a prime
example. Any attempt to codify present statutory provisions should address this facet of the
identification process.



The identification of classified information is a very mature art form and perhaps the
systems in use in the field of sensitive, unclassified information need not be so sophisticated.
Nonetheless, an integrated approach would have clear advantages vis-a-vis the present situation.
Quality of implementation would improve while cost of education and implementation would
decline.



REVIEW AND ANALYSIS OF SECURITY CLASSIFICATION SYSTEM
HISTORY?

World War II (W.W_II) had a major effect on the classification and control of information
in the United States. It will be seen that W.W Il is the turning point in information protection in
the United States. Throughout most of our country's early history until W.W_II, the government's
concern with protection of information had been mostly limited to a relatively small amount of
information closely refated to military and diplomatic matters. The breadth and depth of security
classification of information in the United States significantly expanded during and after W W.IL.
For example, not until W.W.II was secrecy widely imposed by the government on scientific and
technical information. Since W.W II it has not been unusual for scientific and technical
information to be classified by the government.

The first Executive order (EQ) dealing with classification was issued in 1940, shortly after
W.W.II began in Europe. The first statute dealing with information classification, the Atomic
Energy Act, was enacted in 1946 shortly after W W.II had ended. That statute defines
“Restricted Data."

Restrictions on the dissemination of information related to the military and its operations
have existed since the beginnings of our country. During the Revolutionary War, the 1775
Articles of War prohibited unauthorized correspondence by soldiers of the Continental Army with
an enemy. Those wartime regulations were directed primarily to military personnel and were
limited to the control of military information.

Some of the first instances of "civilian" governmental control of information in the "United
States" were by the Continental Congress (1774-1789). Members of the First Continental
Congress (1774) were requested to keep the proceedings secret, in accordance with the following
resolution which was passed by the Congress on September 6, 1774, its second day of business:

Resolved, That the doors be kept shut during the time of business, and that the members
consider themselves under the strongest obligations of honour, to keep the proceedings
secret, until [sic] the majority shall direct them to be made public.

However, at the end of the First Continental Congress its proceedings were ordered to be
published.

The Second Continental Congress also requested its members to keep the proceedings
secret. A resolution nearly identical to that adopted by the First Continental Congress was passed
on May 11, 1775, the second day of business of the Second Continental Congress. A more
detailed resolution to that effect was passed on November 9, 1775, as follows:

J"Seuu‘rty Classification of Information.” Volume 1, Introduction, History, and Adverse Impacts,” K/CG-1077/V1, Arvin S. Quist
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On motion made, Resolved, That every member of this Congress considers himself under
the ties of virtue, honor and love of his country not to divuige directly or indirectly any
matter or thing agitated or debated in Congress before the same shall have been
determined, without leave of the Congress; nor any matter or thing determined in
Congress which a majority of the Congress shall order to be kept secret and that if any
member shall violate this agreement he shall be expelled from this Congress and deemed
an enemy to the liberties of America and liable to be treated as such and that every
member signify his consent to this agreement by signing the same.

This Congress also, at an early date (July 25, 1775), authorized a committee to "revise" the
"Journals of the Congress, and prepare it for the press." Apparently, not all of those proceedings
were initially made public, since in November 1775 the Congress authorized further publication of
its proceedings and asked the committee responsible for this matter "to examine whether it will be
proper yet to publish any of those parts omitted in the journal of the last session.”

The Second Continental Congress established two "secret” committees, the "Secret
Committee" and the "Committee of Secret Correspondence.” The Secret Committee was
established on September 18, 1775, and dealt mainly with the purchase of weapons, ships, and
other war materials - "national defense" matters. The Committee of Secret Correspondence was
established on November 29, 1775, for the purpose of corresponding with "friends" in other parts
of the world - "foreign relations” matters. This committee later became known as the "Committee
for Foreign Affairs.” Thus at an early date the Second Continental Congress had established
committees dealing with national defense and foreign relations and had acknowledged the
importance of secrecy in certain military and diplomatic activities. Those activities, usually the
responsibility of a government's executive branch, were the responsibility of the Continental
Congress because at that time there was no executive branch of our government.

There are other examples of secrecy in our early government. However, the U.S.
Constitution mentions secrecy only once. Article I, Section 5, authorized the House and Senate
to publish the journal of their proceedings, "excepting such Parts as may in their Judgment require
Secrecy This section was denived from a similar provision in the Articles of Confederziion, as
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Since our nation was founded, Presidents have used their implied Constitutional authority
to control the dissemination of information related to national defense and foreign relations. The
Supreme Court and Congress have acknowledged this implied authority as necessary for
Presidents to execute their responsibilities under Article II, Section 2, of the Constitution as
Commander-in-Chief of the nation's armed forces and as the Chief Executive responsible for the
conduct of foreign relations. An early instance of a President's use of this authority to restrict the
dissemination of information occurred in January 1790, when President Washington transmitted
information about negotiations with some Southern tribes of Indians to Congress as a
"confidential communication.” Later that year the President sent to the Senate a proposed secret
article to a treaty with the Creek Indian nation. Subsequently, it was not unusual for certain
military or diplomatic communications to be designated as "confidential "



Between the Revolutionary War and the Civil War, certain governmental documents were
given special markings to aid in restricting their distribution. Governmental use of the terms
"Secret," "Confidential," and "Private" has been traced back to the War of 1812.

The new developments in weapons technology in the mid-15th century were initially not
espectally protected. Great Britain was the first nation to recognize the need to restrict access to
information concerning its naval mines, Great Britain consequently applied restrictive defense
markings to that information.

In the 1880s Britain further recognized the need to protect weapons technology. In
awarding contracts to produce a new design of torpedo, the British Admiralty awarded separate
contracts, to different companies, for the different torpedo components. The rationale was that
this separation (that is, compartmentation) would prevent any single nongovernmental employee
from knowing all the information required to build the torpedo. The chance that a foreign
government could obtain this information was thereby diminished.

After the Civil War, the U.S. Army and Navy initiated some activities that recognized the
importance of military information ("intelligence"). Military attaches were assigned to many U.S.
embassies. Formal Naval and Army intelligence branches were established in 1882 and 1885,
respectively.

The first peacetime U.S. governmental directives that were concerned with the protection
of information were issued in 1869. In that year the Army issued an order restricting the
availability of certain information on Army forts. The regulation prohibited photographs or other
views of those forts except with the permission of the War Department.

In 1898 Congress enacted a statute that established a penalty for damaging fortifications
or harbor-defense systems, or interfering with their operation, or violating any War Department
regulations made for the protection of such systems. The penalty was a fine ($100-$5000) or
imprisonment (not more than 5 years) or both. Thus, penalities for violating the previously
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........ cned Amny feguialion proiecting information on forts and harbor-defense facilities were now
applicable to civilians as well as to military personnel.

In 1912 the War Department provided regulations for marking and safeguarding certain
documents, mostly concerning coastal defenses and other fortifications, as "Confidential.”
Documents so marked were to be kept under lock, to be uniquely numbered, to be periodically
inventoried, and not to be copied except by the issuing office. These regulations possibly reflect
the earliest use of a numbering system and periodic inventory requirements for classified
documents. ‘

After the April 1917 entry of the United States into World War I and the arrival of the
first American troops in France, the American Expeditionary Force promulgated reguiations to
protect official information. Those regulations, issued in November 1917, were patterned after
French and British classification procedures. (The French were said to have used "Secret” and
“Confidential” terminology; the British also used "For Official Use Only.") Shortly thereafter, in
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December 1917, the War Department adopted similar regulations to be applicable throughout the
Army. Those regulations established three markings as follows:

Secret - limited the use or sight of a document to the officer to whom it was delivered and,
when necessary, to a confidential clerk;

Confidential - restricted the document for use and knowledge to a necessary minimum
number of persons;

For Official Use Only - indicated that the document was for official circulation only and
was not intended for the public or the press. (The American Expeditionary Force used the
terminology "For Official Circulation Only.")

From the end of World War [ until nearly the beginning of W.W_II, the mulitary regulations
for classifying information remained much the same as those issued in 1917. One major change
occurred in Army regulations in 1921. This change provided guidance concerning identification
of the information to be protected, rather than concermning who was allowed to see the
information. The "Secret" marking was to be used for information "of great importance and when
the safeguarding of that information from actual or potential enemies is of pnime necessity."
"Confidential” was to be used for information "of less importance and of less secret nature than
one requiring the mark of 'Secret." Also included in the 1921 regulations were requirements to
indicate the name and authority of the classifying officer and the date of classification.

Instructions provided for the possibility of canceling the classification marking at a later time.

In 1935 the Army introduced a fourth marking, "Restricted,” which was designed to
protect "research work or the design, development, test, production, or use of a unit of military
equipment or a component thereof which it is designed to keep secret.”

In February 1936 the Army redefined "Secret,” "Confidential,” and "Restricted" for use in
marking documents under its purview and discontinued the use of "For Official Use Only."
Information falling within the latter category was incorporated into the new "Restricted”
definition. The new definitions broadened the types of classifiable information to include non-
defense information. Protecting "national security" was mentioned as a reason for classifying
information. By implication, foreign policy information seemed to be included within the new
definitions. The "Secret” designation was to be applied to information whose disclosure "might
endanger the national security, or cause serious injury to the interests or prestige of the Nation, an
individual, or any government activity, or be of great advantage to a foreign nation.” Throughout
this time the Navy'’s classification regulations were similar to the Army’s. Neither service's
regulations applied to information or materials not under their control, nor did they apply to
nonmilitary personnel. However, the scope of those regulations had expanded significantly
beyond information on Army fortifications as first regulated in 1869.

W.W.II is the time frame for the beginning of classification systems under Presidential
Executive orders that are familiar today. Although Congress has not explicitly authorized an
Executive order dealing with classification of information, it has given the classification system



implicit approval via statutes. Under Sect. 552(b)(1) of the Freedom of Information Act (FOIA),
Congress has exempted from disclosure documents that have been properly classified under an
Executive order. Under the Internal Security Act of 1950, Congress has prohibited government
employees from giving information classified by the President (or under his direction) to foreign
agents. The Computer Security Act of 1987 (Public Law 100-235) recognizes the classification
system also. Its definition of "sensitive" information excludes information that has been
authorized under criteria established by an Executive order to be kept secret in the interest of
national defense or foreign policy.

The first Executive order dealing with classification was Executive Order 8381, "Defining
Certain Vital Military and Naval Installations and Equipment," issued on March 22, 1940 by
President Franklin D. Roosevelt. The main effect of this order was to establish Presidential
approval of what the Army and Navy were already doing. It also gave governmental civilian
employees the authority to classify information, since it provides that information could be
classified "with the approval or at the direction of the President in addition to being classified by
authority of the Secretary of War or the Secretary of the Navy." Until this time, military
personnel had been the only recipients of governmental classification directives. Three
classifications were provided: Secret, Confidential, and Restricted.

The second Executive order dealing with classification of information was Executive
Order 10104, "Defining Certain Vital Military and Naval Installations and Equipment as Requiring
Protection Against the General Dissemination of Information Relative Thereto." It was issued by
President Truman on February 1, 1950. It included the three classifications of the first Executive
order and added a fourth classification of Top Secret.

The first two Executive orders on classification were based on a 1938 defense installation
statute. Orders from this point to the present day do not cite such a specific authority, relying
instead on authonty vested in me (the President) by the Constitution and laws.

The first of these Executive orders was Executive Order 10290 that provided a
comprehensive system for identifying and protecting information "the safeguarding ot which is
necessary in order to protect the security of the United States." Information was classified under
this order at one of the four established levels and also was identified as "Security Information.”
Terms were defined and regulations were included to classify, upgrade, downgrade, declassify,
disseminate, and handle (mark, transmit, store, and destroy) classified security information. This
and the orders that followed resemble the current Executive order to that extent.



COMPARISON OF CONTEMPORARY EXECUTIVE ORDERS

The following is a comparison of the major classification features of Executive Orders
10290 through the present day.

TIME FRAME - 17 September 1951 to 14 December 1953 (Truman's E.Q.)

Executive Order 10290, "Prescribing Regulations Establishing Minimum Standards for the
Classification, Transmission, and Handling, by Departments and Agencies of the Executive
Branch, of Official Information Which Requires Safeguarding in the Interest of the Secunty of the
United States"

Executive Order 10290 provided for a four-tier security classification system, namely,
Restricted, Confidential, Secret, and Top Secret. The damage test did not exist as such. Other
and different criteria for assignment of each classification were:

. Restricted - shall be applied to information having such bearing upon national
security as to require protection against unauthorized use or disclosure, particularly information
which should be limited to official use.

. Confidential - shall be given only to information which requires careful protection
in order to prevent disclosures which might harm national security.

° Secret - shall be given only to information which requires extraordinary protection
in the interest of national security.

. Top Secret - unauthorized disclosure could result in exceptionally grave danger to
the national security. '

Pravisions were made for downgrading and declassification, either automatically or non-
automatically. Markings instructing downgrading and/or declassification could be placed on
documents by the classifying official.

TIME FRAME - 15 December 1953 to 31 May 1972 (Eisenhower's E.O.)
Executive Order 10501, "Safeguarding Official Information in the Interests of the Defense of the
United States," as amended several times including the significant declassification amendments of
Executive Order 10964, 20 September 1961.

Executive Order 10501 provided for a three-tier security classification system, namely,

Confidential, Secret, and Top Secret. The damage tests for assignment of each classification
were:
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. Confidential - unauthorized disclosure could be prejudicial to the defense interests
of the nation.

. Secret - unauthorized disclosure could result in serious damage to the Nation.
. Top Secret - unauthorized disclosure could result in exceptionally grave damage to
the Nation.

The downgrading and declassification system from 20 September 1961 was as follows:

. Group 1. Information or matenial originated by foreign governments or
international organizations and over which the United States Government has no jurisdiction,
information or material provided for by statutes such as the Atomic Energy Act, and information
or matenal requiring special handling, such as intelligence and cryptography. This information
and material is excluded from automatic downgrading or declassification.

. Group 2. Extremely sensitive information or material which the head of the
agency or his designees exempt, on an individual basis, from automatic downgrading or
declassification.

. Group 3. Information or material which warrants some degree of classification for
an indefinite period. Such information or material shall become automatically downgraded at 12-
year intervals until the lowest classification is reached, but shall not become automatically
declassified.

. Group 4. Information or material which does not qualify for, or is not assigned to,
one of the first three groups. Such information or material shall become automatically
downgraded at 3-year intervals until the lowest classification is reached, and shall be automatically
declassified 12 years after date of issuance.

TIME FRAME - 1 June 1972 to 30 November 1978 (Nixon's E.O.)

Executive Order 11652, "Classification and Declassification of National Security Information and
Matenal.”

Executive Order 11652 provided for a three-tier security classification system, namely,
Confidential, Secret, and Top Secret. The damage tests for assignment of each classification
were:

. Confidential - unauthorized disclosure could reasonably be expected to cause
damage to the national security.

o Secret - unauthorized disclosure could reasonably be expected to cause serious
damage to the national secunty.

tJ
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. Top Secret - unauthorized disclosure could reasonably be expected to cause
exceptionally grave damage to the national security.

~ The downgrading and declassification system under Executive Order 11652 was as
follows:

. General Declassification Schedule:

o Top Secret - Information or material originally classified "Top Secret” shall
become automatically downgraded to "Secret” at the end of the second full calendar year
following the year in which it was originated, downgraded to "Confidential” at the end of the
fourth full calendar year following the year in which it was originated, and declassified at the end
of the tenth full calendar year following the year in which it was originated.

. Secret - Information or material originally classified "Secret” shall become
automatically downgraded to "Confidential" at the end of the second full calendar year following
the year in which it was originated, and declassified at the end of the eighth full calendar following
the year in which it was originated.

. Confidential - Information or material originally classified "Confidential" shall
become automatically declassified at the end of the sixth full calendar year following the year in
which it was originated.

. Exemptions from the General Declassification Schedule:

Certain classified information or material may warrant some degree of protection for a
period exceeding that provided in the General Declassification Schedule. An official authorized to
originally classify information or material "Top Secret" may exempt from the General
Declassification Schedule any level of classified information or material originated by him or
under his supervision if it falls within one of the categories described below. In each case such
official shall specify in writing on the material the exemption category being claimed and, unless
impossible, a date or event for automatic declassification. The use of the exemption authonity
shall be kept to the absolute minimum consistent with national security requirements and shall be
restricted to the following categories:

. Classified information or material furnished by foreign governments or
international organizations and held by the United States on the understanding that it be kept in
confidence.

. Classified information or material specifically covered by statute, or pertaining to
cryptography, or disclosing intelligence sources or methods.

° Classified information or material disclosing a system, plan, installation, project or
specific foreign relations matter the continuing protection of which is essential to the national
security.



. Classified information or material the disclosure of which would place a person in
immediate jeopardy.

TIME FRAME - | December 1978 to 31 July 1982 (Carter's E.O.)

Executive Order 12065, "Classification and Declassification of National Security Information and
Material."

Executive Order 12065 provided for a three-tier security classification system, namely,
Confidential, Secret, and Top Secret. The damage tests for assignment of each classification
were:

° Confidential - unauthorized disclosure could reasonably be expected to cause
identifiable damage to the national security.

o Secret - unauthorized disclosure could reasonably be expected to cause serious
damage to the national security.

. Top Secret - unauthorized disclosure could reasonably be expected to cause
exceptionally grave damage to the national security.

The declassification system under Executive Order 12065 was as follows:

o At the time of oniginal classification each original classification authority shall set a
date or event for automatic declassification no more than 6 years later.

o Only officials with Top Secret classification authority and [certain] agency heads
- may classify information for more than 6 years from the date of the original classification. This
authonity shall be used sparingly. In such cases. a declassification date_cr event, or a date for
review, shall be set. This date or event shall be as early as national security permits and shall be
no more than 20 years after original classification, except that for foreign government information
the date or event may be up to 30 years after original classification.

TIME FRAME - 1 August 1982 to the Present (Reagan's E.O.)
Executive Order 12356, "National Security Information”
Executive Order 12356 provided for a three-tier security classification system, namely,

Confidential, Secret, and Top Secret. The damage tests for assignment of each classification
were:

° Confidential - unauthorized disclosure could reasonably be expected to cause
damage to the national security.



. Secret - unauthorized disclosure could reasonably be expected to cause serious
damage to the national security.

‘ . Top Secret - unauthorized disclosure could reasonably be expected to cause
exceptionally grave damage to the national security.

The declassification system under Executive Order 12356 is as follows:

. Information shall be classified as long as required by national security
considerations. When it can be determined, a specific date or event for declassification shall be
set by the original classification authority at the time the information is originally classified.
[When a declassification date or event cannot be determined, the information is marked with the
notation "Originating Agency's Determination Required" or "OADR."]



IDENTIFICATION PROCESSES
ORIGINAL CLASSIFICATION POLICY

Original classification is an initial determination that information requires, in the interest of
national security, protection against unauthorized disclosure, together with a classification
designation signifying the level of protection required. Original classification authonty is
delegated in writing,.

Except as provided in the Atomic Energy Act of 1954, as amended, Executive Order
12356, "National Security Information” provides the only basis for classifying information. The
only reason for security classification of information is to protect the national security which is
defined as the national defense and foreign relations of the United States. This policy is
implemented within the Department of Defense by DoD 5200.1-R, "Information Security
Program Regulation.”

An original decision to classify shall be made only by an official with that authority’ when,
first, it is determined that the information in question is within one of several categories that are
classifiable, and, second, a separate determination is made that the unauthorized disclosure of the
information, either by itself or in the context of other mformatlon, reasonably could be expected
to cause damage to the national security.

If both of the foregoing determinations are affirmative, DoD information requiring
protection against unauthorized disclosure, or uncontrolled dissemination, shall be classified at
one of three levels, namely: Top Secret, Secret, or Confidential. The Top Secret designation
shall be applied only to information or material the unauthorized disclosure of which reasonably
could be expected to cause exceptionally grave damage to the national security. The Secret
designation shall be applied only to information or material the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national securitv. And the
Confidential designation shall be applied only to information or matenal the unauthonzed
disclosure of which reasonably could be expected to cause damage to the national security.

Examples of exceptionally grave damage to the national security, the test for application
of the Top Secret classification, include armed hostilities against the United States or its allies,
disruption of foreign relations vitally affecting the national security, compromise of national-level
cryptographic systems, exposure of some intelligence sources or methods, and substantial
disruption of the capability of the National Command Authority to function in times of peace or
crisis. Examples of serious damage and damage to national security are progressively less
calamitous.

Original classification authorities shall set a date or event, consistent with national

security, on which automatic declassification should occur. They may provide for indefinite
duration of classification only when this cannot be done.
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Once the classification decision is made, the original classifier incurs the responsibility for
communicating that decision to others who have need for the classified information through
appropriate markings or other guidance. This responsibility to provide security classification
guidance extends to industry when classified contracting is involved.

Original classification authority flows from the President of the United States through
Executive Order 12356 to the heads of various Executive branch departments of agencies. The
President has conferred original Top Secret classification authority upon four officials within the
Department. They are the Secretary of Defense and the Secretaries of the Military Departments.
These officials may delegate this authonty to their subordinates.

Extant DoD security classification policy requires that cliassification guides be maintained
in phase with project milestones to the degree practicable. This concept has been reinforced
recently by actions of the Acquisition Systems Working Group that mandates that protection
plans be developed along project milestone lines. Classification guides are to be understood as
the written record of a decision or series of decisions to classify information. Classification guides
shall:

. Identify the information elements to be protected, using categonzation to the
extent necessary to ensure that the information involved can be identified readily and uniformly;

. State which of the classification designation (that is, Top Secret, or Confidential)
applies to each element or category of information;

J State declassification instruction for each element or category of information in
terms of a period of time, the occurrence of an event, or a notation that the information shall not
be declassified automatically without approval of the originating agency, and

° State any special public release procedures and foreign disclosure considerations.

Security classification cannot he used far the cole =urpssg Sfconcealing vioiations of law,
inefficiency, or administrative error, to prevent embarrassment to a person, organization, or

agency, of to restrain competition.

The flow chart that appears on the next two pages illustrates the original secunty
classification process.
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ORIGINAL CLASSIFICATION PRACTICE

~ Anecdotal evidence suggests that original classification practice does not always match
classification policy.

In a Department as large as the Department of Defense, there is need to improve
constantly the implementation of security classification rules. This is abundantly clear when the
constant turn-over of supporting staff and officials who occupy positions involving original
classification authority, and the press of business, are considered.

Implementation Objective No. 1 recognizes the central role of the original classifier. The
decision by that person to protect information within his or her domain is the one that tnggers
implementation of other security disciplines. This trigger mechanism inherently is part of the
process of classification of information. A bad decision to protect information has the same
consequences as does a proper decision. That is, both lead to the safeguarding of information at
some expense to the government and its taxpayers. Original classification practice does not
support the quality judgments that should lead to increased productivity and, ultimately, lower
costs for the security of information within the Department of Defense.

In an effort to help others foresee problems that may arise as a consequence of their
original classification decisions, and to achieve constancy of purpose, the Department of Defense
developed and published in 1976 a "DoD Index of Security Classification Guides" for use by its
classifiers and others with an information protection responsibility. The Index provides
opportunity for classifiers in one part of the Department of Defense to learn of the classification
decisions made by others. Constancy of classification action would result if all classifiers were in
a position to know of similar action by peers. To a degree, the Index achieves this purpose but it
can be crafted into a more useful tool. An expanded version of the Index could bring more
structure and uniformity to the classification process within the Department of Defense.

Seemiungly, i€ Uniginal CIasSincativn piocess is given tine 3eN0us alicniion in S0Mme
environments of the Department. Practice does not fit policy when the secretary to a director is
told to take care of classifying the document just signed.

Classification practice in many situations is by rote. "It always has been classified and this
is too" is a refrain heard too often. A mistake made once is repeated with no conscious effort to
understand why the information needs protection. And consequences of improper and
unnecessary protection of information are not evaluated. Also, the original decision to protect
may have been proper at the time it was made but circumstances surrounding the decision
changed without an accompanying reevaluation of classification. The "by rote” syndrome is one
that absolutely eliminates any chance of building quality into the classification process.

Whether by rote or otherwise, classification decisions are made without full consideration
of the status of like information on a world-wide basis. Full utilization scientific, technical,
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intelligence, and public affairs resources would eliminate barriers to quality classification
decisions. That in turn would lead to increased productivity and ultimately to reduced costs.

Some bureaucrats engage in "prestige classification” - the practice of classifying at the
highest level, or adding compartmentation symbols to the classification - as a means of assigning
importance to information. This practice must be eliminated.

There are indications that some information is classified because it may be useful to
another nation. While the motivation for such classification is understood, especially when
viewed from the light of the Cold War, it is still incorrect classification. This suggests that not
enough has been done to provide the classifier the tools needed for a quality job. Security
awareness, education, and training investments for classifiers should produce a significant return
on investment by decreasing overall costs of classification and preventing loss of information of
value.

31



DERIVATIVE CLASSIFICATION POLICY

Derivative classification is a determination that information is in substance the same as
information that is currently classified. The derivative classification process includes application
of the same classification markings to the newly created material. Derivative classification is a
responsibility (as contrasted to authority in the context of original classification authority) of those
who work with classified information.

Derivative application of classification markings is a responsibility of those who
incorporate, paraphrase, restate, or generate in new form, information that is already classified, or
those who apply markings in accordance with guidance from an original classification authority.
Persons who apply denvative classifications should take care to determine whether their
paraphrasing, restating, or summarizing of classified information has removed all or part of the
basis for classification. Persons who apply such derivative classification markings must:

o Respect onginal classification decisions;

o Verify the information's current level of classification as far as practicable before
applying the markings; and

. Carry forward to any newly created documents the assigned dates or events for

declassification and any additional authorized markings.

The Department of Defense and other Federal agencies have in place derivative
classification policy as described above. From the vantage point of the Executive order and
implementing directives, other approaches are possible. The Department of Energy treats
derivative classification in much the same fashion as the Department of Defense treats original
classification. That is, derivative classifiers are designated as such in writing by DoE
management. -

Providing for the written designation of derivative classifiers, and thus excluding all others
from the process, should be explored. There are pros and cons to this approach, however. On
the plus side of the equation, it should be expected that the quality of implementation of the
derivative classification process would improve. Education and training could be targeted more
precisely. On the other side of the equation is the fact that new bureaucratic structures would
have to be built and operated with already scarce resources.
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DERIVATIVE CLASSIFICATION PRACTICE

Derivative classification accounts for the vast majority (98%) of classification
determinations made by DoD officials. It works reasonably when portion markings are present on
the source documentation or when written security classification guidance is explicit enough to
remove discretion from the process.

Derivative classification based on source documentation is commonplace in administrative
business settings that often lack written classification guides. This occurs because of the difficuity
in drafting guides to cover the wide array of national security-related situations that may arise in a
Pentagon staff office, for example. This suggests there is a possibility to provide additional tools
(classification guides) for derivative classifiers that would cover missions as opposed to the more
common situation of classification guides for systems. Overall efficiency of staff operations could
improve in many circumstances.

Source document derivative classification, that is, taking information and its classification
from one document for use in another, does have strengths and weaknesses. The paragraph is
generally accepted as the smallest portion of a document that is separately identified with
classification markings ((C), (8), (TS) or (U) to indicate unclassified). The strength comes from
the idea that the secret may be contained in a single sentence. The portion marking protects not
only that sentence but the sentences that surround it. Thus, there is less likelihood of disclosing
the secret through association with other unprotected information. On the negative side, using
the same illustration, the unclassified information surrounding the secret sentence gets a
classification label when it is used elsewhere. The derivative classifier is not empowered to do
otherwise and thus the total amount of information protected by security classification may grow
unnecessarily. As information is recycled more often, unnecessary classification becomes worse.
Costs increase while quality (properly classified information) decreases.

The importance of the preceding paragraph cannot be overstated. Except for chain-of-
command situations, a derivative classifier has no authority to and may not imake a determination
ihat information 1s to be handled in a manner other than as marked. Such authonty inherently is
that of the original classification authority. The denivative classifier who changes the decision of
another brings chaos to the classification system. This is occurs because information is protected
and not protected at the same time or information is protected simultaneously at differing
classifications. Even when a derivative classifier exercises good common sense, and treats
"obviously" unclassified information within a Secret classified paragraph as unclassified, he or she
is acting without authonty and will, sooner or later, make mistakes because he or she does not
know better than the original classifier.

Derivative classification based on classification guides tends to be more common in offices
responsible for high-technology systems such as state-of-the-art missiles. A classification guide
acts as a written record of a series of classification decisions by an original classification authority
(in charge of missiles, to continue the example). If it correctly describes information to be
classified, and does so with precision, a potential exists that only that information requining
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protection in the national interest will be classified by derivative classifiers. This is only a
potential because the classification guide must be available, must be read, and must be understood
by those who need it.

Managers of programs with national security information should want to promulgate the
best guidance possible. The investment of time to do the guide right should be expected to create
program savings downstream while assuring the security of the program. Program savings should
accrue because there would be less or no need to correct mistakes. The percentage of productive
time spent to accomplish program acttvities increases.

At the time of initial preparation of classification guides, program managers need to
provide guidance based on anticipated acquisition or other milestones in the program. This has
been addressed recently (in the Acquisition Systems Protection Master Plan) but the regulatory
guidance to that effect -- which has been in place since 1972 -- often is ignored. The
consequences may be unnecessarily long protection of information at too high a level.
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DEFINITION OF APPROACH TO BE USED IN IDENTIFYING AND PRIORITIZING
CATEGORIES OF INFORMATION NEEDING PROTECTION

In all likelihood, there is no single best answer to achieving the stated or any implicit goals
of Implementation Objective No. 1 of the CI&SCM Strategic Plan. Thus, there should be
flexibility and willingness to make adjustments to the approach recommended by this report. Any
adjustments ought to be based on experience gained in the course of pursuing the goal.

Much work has been done in the area of identifying that which needs protection.
Identification of the work accomplished to date should be prerequisite to further efforts in
identifying, defining, and priontizing the categories of information that require protection so that
CI&SCM organizations can direct shrinking resources to the most critical areas.

The Defense Information Security Committee (DISC) is chartered by Section S, Chapter
XIII, DoD 5200.1-R, "Information Security Program Regulation” to assist in the formulation of
DoD Information Security Program policy and procedures. The DISC is comprised of senior
security representatives of the major DoD Components. The DISC is at the disposal of the
ASD(C3I) and should be tasked to continue the process initiated with the June 4, 1992 approval
of the CI&SCM Strategic Plan.

The Acquisition Systems Protection Working Group (ASPWG) should contribute to the
process. It has developed and caused implementation of requirements for the promulgation of
acquisition system protection plans as a part of the procurement process. In many cases these
plans are subject to review during the Defense Acquisition Board (DAB) process. The ASPWG
effectively has struck down barriers that divided the security and procurement communities too
long. The ASPWG and DISC are in a position to work as a team to assist in identification of
broad areas of information that require protection.

A proposed reissuance of DoD Directive 5200.1 reestablishies the DISCT at a high lovel.
This new body is to be chaired by the Deputy Assistant Secretary of Defense (Counterintelligence
and Security Countermeasures) (DASD(CI&SCM)) and be called the Security Classification and
Safeguards Committee (SCSC). It provides a response to that part of Implementation Objective
No. | that calls for establishment of a senior review panel to provide overall policy guidance. As
noted, the new SCSC will be chaired by the DASD({CI&SCM). Membership will be comprised of
the senior security classification and safeguards officials of DoD Components.

A pending revision of DoD 5200.1-R provides a response to another part of
[mplementation Objective No. 1, that is, it will provide an integrated policy approach for the
identification and protection of both classified and unclassified sensitive information. [t will
integrate into one issuance DoD policy for the identification and protection of classified
information as well as information that is For Official Use Only, UCNI, sensitive in the context of
the Computer Security Act, distribution limited, Limited Official Use, and export controlled.
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Further integration of processes can be achieved through adoption of new security policy
that would encourage or require development and promulgation of security classification guidance
for organizations such as a DoD Component or an office. Such mussion-oriented guidance could
cover the full range of sensitivities that the Component or office confronts on a routine basis. For
example, in a personnel office, it could identify those Privacy Act details as well as the
classification of the identities of clandestine intelligence operatives that appear in the personnel
records collection. This is essential to a total quality approach to the protection of DoD
information resources.

The disparity between policy and practice in the fields of original and denvative security
classification must be addressed at all levels to assure available security resources are expended
only when required to safeguard properly classified information. The Department of Defense
Security Institute has launched the "Classification Management" course. The four yearly
iterations of this course should improve DoD performance in this critical area. The criticality
comes from the fact that the decision to classify drives application of other security resources.
The importance of this new course offering should be briefed to the DISC. In turn, the DISC
members should be tasked to help identify those DoD Component personnel who might beneﬁt
most from attendance at the "Classification Management" course.

. Definition of Approach. To apply intemal CI&SCM resources to solving the problems
identified, the DASD(CI&SCM) will chair a series DISC (or SCSC) meetings, with ASPWG
participation, to address this report. The DISC will, in the interim, act as the "senior review
panel” and consider its relationship to a blue-ribbon panel of great Americans to be formed in the
next stages of this effort. Too, the DISC will consider whether, in the long haul, it should be the
"senior review panel” contemplated in Implementation Objective No. 1. The DISC also will
consider the advantages and disadvantages of a panel composed of very senior DoD personnel
versus a panel of "great Americans" who would not necessarily be or have been affiliated with the
Department of Defense. Inclusion of these alternatives at this point in the development of a
complete response to Implementation Objective No. 1 is to assure barriers to options are removed
and the widest range of views is considered.

The DISC, and any invited additional DoD agency or working group representatives, will
make preparations for future work of the blue-ribbon panel by collecting and analyzing extant
information protection studies and developing a synthesis of those for higher-level consideration.
Working from that point, an existing study may be adopted or a new one developed by the DISC.

Additionally, the DISC will continue to advise and assist the Information Systems Security
Directorate, ODASD(CI&SCM) in the preparation of a new issue of DoD 5200.1-R that will
provide a unified policy document for protection of both classified and sensitive but unclassified
information within the Department of Defense.

Though a DoD initiative, it is envisioned that the blue-ribbon panel report ultimately may
need to be sent to the President for consideration and further action at the national level. That
action could take the form of an Executive order implementing the FOIA and other statutes which
would support a unified information protection structure at the national level. Also, that action
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could take the form of proposed legislation to rationalize existing statutes and provide a statutory
basis for the present security classification system. Other possibilities may be developed by the
blue-ribbon panel for presentation to the President.

. Reports. The DISC/ASPWG will report progress to the ASD(C3I).

REVIEWED AND APPROVED: Charles A. Hawkins, Jr.
Acting Assistant Secretary of Defense
(Command, Control, Communications,
DATE: and Intelligence)
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APPENDIX A

ASD(C3I) Memorandum of June 4, 1992



ASSISTANT SECRLCTARY OF DEFENSC

WASHINGTON D C 20301 )40

June 4, 1992

COmMANU LOMIIOL
COMmaUumil ALIOMNS
ArD
N T LGl mC

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DIRECTOR OF DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
COMPTROLLER
GENERAL COUNSEL
INSPECTOR GENERAL
DIRECTOR OF OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR OF ADMINISTRATION AND MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES

SUBJECT: Defense Countenntelligence and Security Countermeasures Swategic Plan
Aggressive and focused counterintelligence and security countermeasures efforts within

the Depaniment of Defense are required to safeguard the people, material and functions that are

contributing to the security of our nation.  To strengthen these efforts, 1 have approved the

attached Defense Countenintelligence and Security Countermeasures Strategic Plan.

Request that the Chairman of the Joint Chiefs of Staff communicate the contents of the
subject plan 10 the Commanders of the Unified and Specified Combatant Commands.

el —

Duane P. Andrews



DEFENSE
COUNTERINTELLIGENCE
AND SECURITY
COUNTERMEASURES

STRATEGIC PLAN



INTRODUCTION

Taking into account the end of the Cold War and adjustments in the new world
environment, this plan sets forth a course of action to rationalize and strengthen
counterintelligence and security countermeasures (CI & SCM) as requested by the
Secretary of Defense in the "Plan for Restructuring Defense Inteiligence,” approved on
March 15, 1991. Asdirected by the Secretary, all CI & SCM activities, except for those
involving Special Access Programs (SAPs) and international and NATO security
matters, were transferred from the Under Secretary of Defense for Policy {USD(P)) to
the Assistant Secretary of Defense for Command, Control , Communications and
Intelligence (ASD(C3I)), thus establishing a closer relationship with Department of
Defense (DoD) intelligence and information activities. To furtﬁer strengthen the
Department’s information protection activities, the ASD(C31) combined information
security with counterintelligence and security countermeasures and created a Deputy
Assistant Secretary position to manage the programs. This strategic plan complements
the recent realignments of personnel and responsibilities within the Office of tﬁe
Secretary of Detense.

Counterintelligence and security countermeasures protect the national security by
safeguarding people, facilities, technology, information systems , and materials against
terrorism and crime, espionage, or sabotage, conducted for or on behalf of a foreign
power, organizations, or persons. Cl & SCM include under their cognizance, asa
minimum: counterintelligence investigations, operations, production, and collection;
material classification and safeguards; personne?, physical, industrial, and systems
security; and those measures employed to prevent the disclosure, loss, misuse or
destruction of national security information, materials, or the systems and networks
used to collect, process, analyze, store, or communicate that information. Effective CI
& SCM counter, deter, exploit, and elude efforts to diminish our Nation's defense
capabilities. '



THE VISION

The CI & SCM community needs a flexible structure within which
it can create and provide integrated CI & SCM services for both
policymakers ancrwarﬁghters. This structure will expand the
strategies for Cl collection, operations, investigations and production
through a master plan thatdelineates CI & SCM interoperability in
the dynamically changing world in the next ten years. This structure
will also serve designers, implementers, and users of DoD systems and
networks, and support the understanding and development of
strategies, tactics, and contingency plans likely tobe employed in crisis
situations or on future battlefields. It will enhance the protection of
weapon systems critical to battlefield success, as well as the
development of follow-on systems throughout the entire research and
development cycle. Essentially, the structure will:

® coherently address the problems of intelligence threat
identification, characterization, and neutralization;

- ® conduct risk and vulnerability assessments;

¢ develop standards and policies on which to base the validation
of CI & SCM requirements;

® cope with complex legal and legislative issues;

® take advantage of evolving technologies, both at costs and
within time periods that are both rational and realistic given
expected Defense budget levelsin the next ten years;

. bri'ng Clintothe arena of joint operations as a key contributor;

® respond to requirements targeting nontraditional, non-
standard threats (e.g., terrorism, narcotics) with a minimal
impact on daily operations; o _
e develop viable strategies for CI support to HUMINT and for
Offensive CI Operations;

e develop strategies to ensure that CI & SCM is an integral part
of the acquisition process; and,

@ develop strategies to maximize CI & SCM support to operations
of the Military Departments.




CURRENT SITUATION, TRENDS, AND ANALYSIS

The demise of the Soviet Government and its clients in the central and eastern
European states has radically altered the nature of the foreign intelligence threat faced
by the US Government and the Department of Defense (DoD) worldwide. The
implications for the US counterintelligence (CI) and security countermeasures (SCM)
community are enormous. Recentdevelopments have highlighted economic espionage,
diversion of military and defense-related technology, US positions and intentions
involving regional conflicts and threats posed to US military assetsinvolved in
counterdrug, counterinsurgency, and internal defense and development operations as
the current high priority targets for foreign intelligence, terrorist, and criminal
organizations, Tﬁe widespread availability of state-of-the-art communications,
cryptographic, and other electronic equipment, coupled with the increasing
vulnerability of information systems to high-technology threats, such as computer
viruses, will pose additional national security concerns. In response, a redirection of
priorities an;the development of new responses within the military
counterintelligence and security countermeasures community are required.

The demise of the Soviet threat has also caused deep cuts in the US Defense Budget
and further cuts must be anticipated. This means there will be reduced CI & SCM
resources to meet future foreign intelligence, terrorist, and criminal threats to the US
military. Therefore, the efficient, coorginat.ed and frugal use of US Defense CI & SCM
resources becomes of paramount necessity.

In the past, US counterintelligence efforts and security countermeasures were
designed primarily to deal with the high-level of expertise and technical sophistication
possessed by the Sovietintelligence services and their clients. The current and future
world environment will present a diverse array of threats with widely varying levels of
sophistication and technical expertise. This diverse threat environment, combined
with diminished resources, will demand greater flexibility in terms of the application of
CI & SCM procedures in neutralizing the varying foreign intelligence, terrorist, and
criminal threats posed to US defense assets.

The advances in computer technology and telecommunications incorporated into
US defense systems and equipment have also created a vastly different category of
vulnerabilities than those seen only 5 years ago. Thousands of pages of classified.
material can be carried in a coat pocket. Millions of dollars worth of software can be
" uesuoyed With a phone cail. In the past, 1nlormaion systems sécuriiy considerations
have not always been incorporated into automated information systems from their
inception. This has resulted in costly attempts to integrate information security
systems into DoD automated systems after the fact, many of which have proven’
constraining and ineffective. The DoD CI & SCM community must devise methods to
eliminate these costly and ineffective attempts to retrofit and ensure that information
security systems are designed into DoD automated systems from their inception.

An additional factor that will impact adversely on DoD CI & SCM effectivenessis
the perception that the threat has "gone away.” A commander or policymaker/
decisionmaker wiil notexpend resources or constrain operations unless he/she is fully
and effectively informed of the threat that foreign intelligence, terrorist, and criminal
organizations really present. In the future, the DoD CI & SCM community will be
required more than ever to define the threat and demonstrate the effectiveness of
proposed methods to defeat and elude it.



The "volunteer” spy, a trusted US citizen who betrays hissher own country for
money, will continue to be a threat. The major buyers may change from the Soviets to
narcotics traflickers, economic competitors, and, in some cases, even "friends,” as in the
Pollard case, but the threat will remain. The changing threatenvironment may
witness a wider diversity in motivations for espionage.

Major goals, guiding principles, and objectives to support a renewed CI & SCM
effort are listed on the following pages.



LONG-TERM GOALS

The goals of CI & SCM are to:
e Enhance at all echelons the understanding of
threats facing the US National interests and

programs for the next ten years.

® Improve our management of CI & SCM across
the spectrum of disciplines as an aid to total

integration of protective measures.

® Protect the US technological edge within the
world economic structure and the US readiness

posture vis-a-vis its role in the world.

¢ Establish a better quality and cost-effective

C1 & SCM customer/user support system which

ig.exsriitahle at all 2akalane e

® Foster innovation and creative research and
development designed to ensure and protect US

security well into the 21st Century.




GUIDING PRINCIPLES

In achieving our goals, the following guiding principles apply:

Centralize and streamline the performance of C1 & SCM. Take
full advantage of economies of scale where centralization of functions
can satisfy requirements for provision of CI & SCM services. Apply
technological solutions where cost-effective in order to reduce
dependence on expensive personne! and facilities.

Maintain close and continuing coordination with agencies and
organizations pursuing disciplines related to CI & SCM. Obtain
maximum value from CI & SCM-related information and experience
by sharing with U.S. law enforcement and intelligence agencies and
-organizations, as well as those of host countries where appropriate,
and obtaining access to their information and experience in return.

Lower costs across the board. Seek innovative ways toreduce
fixed costs over the long term. Use commercial off-the-shell (COTS) or
non-developmental item (NDI) technology where feasible. Recognize
that success and endurability of future systems will be predicated, in
large part, on effective cost control.

Maintain the effectiveness of CI & SCM personnel and enhance
their skills consistent with changes in the CI & SCM mission.
Maintain suitable career paths for civilian and military cadres, train
and prepare managers for higher responsibility, and provide in the
work force the mix of skills and axnarienes nacseca-itgtranaition
irom today’s environment to that of the future.

Achieve a total quality discipline in CI & SCM. Provide an
environment in which the absence of inefficiencies is the key to lower
costs and higher satisfaction at the user end of CI & SCM services.
Maintain a close relationship with those for whom we provide CI &
SCM services, constantly analyzing the benefits that CI & SCM
provide to their missions. ‘




CIAND SCM STRATEGY

1. . IMPLEMENTATION OBJECTIVE: Prioritize which information needs
protection, the threat through loss (and to whom), and the protection necessary.

THE STATUS: The development of%'uidance for determining the
classification of information or designating unclassified information as sensitive is
fragmented across numerous components and organizations. As a result, there is no
standard process that would consider the value of the information to be protected to our
policymakers and warfighters, or for determining the priority of the application of
protective resources to classified or unclassified sensitive information. Moreover, DoD
Components and organizations are attempting to define the threat to this information
based on their own necessarily limited version of the national security environment.
Further complicating this situation, information that is crucial to decision-making and
warfighting (but that is not necessarily classified) increasingly resides on and is shared
between automated information systems without requisite security considerations
having been included in the design of the data networking process. Overall, this
fragmentation of policy development has resulted in inadequate cost benefits analysis,
uneven security levels, significant redundancy, cost escalation, and managerial
inefficiencies. Fiscal responsibility dictates that we must carefully define what must be
protected and concentrate our finite resources upon safeguarding our most important
assets and information. This requires a fundamentally new way of thinking about the
“security envelope” to be applieg toour information and information systems in the
post-Cold War period.

IMPLEMENTATION ACTION: By July 30, 1992, the ASD(C3I) will
review the processes used for determining classification of information and designation
of sensitive information, and develop an integrated approach -- to include
establishment of a senior review panel to provide cohesive and overall policy guidance--
that identifies, defines, and prioritizes the categories of information that require
protection so that CI & SCM organizations can direct their shrinking resources to the
most critical areas. :
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;‘:rersight. operational review, mission execution, and cross-discii)lrine analysis of
CI & SCM programs,

THE STATUS: The reorganization of CI & SCM within OSD into a single
functional area is designed to improve coordination and management across the
disciplines. An initial, critical step is todefine clearly the programs under DASD
(CI & SCM) cognizance. Budget development, review, execution, and oversight of DoD
security programs previously have not been centralized, integrated, or comprehensive,
rather, SCM resources have been embedded in other major force programs, making
accounting and oversight extremely difficult. Moreover, the CI program, while planned
and budgeted for by DoD as part of the National Foreign Intelligence Program (NFIP),
has not had a mechanism to ensure budget execution review or overall strategic
analysis. Information Security Systems(INFOSYSEC) program efforts are distributed
widely across DoD agencies and organizations, and the lack of collective review and
overall management virtually ensures that some programs overlap and significant
gaps in capability exist.



Congress has directed that a report be submitted to the two intelligence
committees by 5:11 1,1992, which discusses various alternatives in submitting an
integrated CI & SCM program budget. We have contracted with the Institute Igor
Defense Analyses (IDA) for support of these tasks; this includes identifying all
programs and budgets throughout DoD that are associated with CI & SCM.

_ Congress also directed the transfer of 20 billets from the Military
Departments to the Intelligence Program Support Group (IPSG) this fiscal year. These
new resources will help improve the management of CI&SCM by performing program
evaluation, cross program analysis, budget displays, and budget execution reviews.

: IMPLEMENTATION ACTION: The ASD(C3I), in coordination with the
DoD Components, will:

¢ By July 1, 1992, define those programs to be included in CI & SCM, and
determine the best method to manage the CI & SCM budgets.

¢ By October 1, 1992, develop a plan for providing guidance to DoD
agencies and organizations with regard to program overlap and gapsin
existing inforrnation systems security programs.

¢ By December 15, 1992, clearly define CI & SCM support, and the roles of
various organizations, to the DoD Acquisition process.

¢ By December 15, 1992, ensure the [PSG is adequately staffed to establish
stronger program review of CI & SCM funding and to develop standards for
consideration of cross program tradeofTs.

3. IMPLEMENTATION OBJECTIVE: Refocus CI efforts to protect DoD
information (Objective 1) and improve CI responsiveness to the needs of the Military
%;rvifcesr,é)sg. e unified and specified commands, and the Chairman of the Joint
iefs of StafT.

THE STATUS: For the past 40 years, the DoD CI community has focused a
majority of its energies at defending the U.S. military against the intelligence threat
posed by the Warsaw Pact and the People’s Repubic of China. This orientation wasin
consonance with our strategic priorities; however, it left us with a dearth of knowledee
ard areabitiaioz rppanding ncottadiiivial adveisaries. Uver ine past decade and’
encouraged by the political changes in Eastern Europe, our realization of the threat
sed by nuclear proliferation and technolo transtje): to unstable regional powers, e.g.

raq, has been sharpened. Concomitantly, the threat posed to our HUMINT programs

and expanding data automation networks by foreign intelligence services has been

highlighted by disclosures from Eastern Europe and elsewhere.

Our CI focus must react appropriately to evolving National Security
Strategies. Recent efforts by the Ug CI community, in which DoD CI is a major plaver,
to better identify and understand the intelligence threat posed by nontraditional
adversaries have been a necessary first step. Additionally, the inclusion of CI Support
Officers (CISOs) on the stafTs of the unified and specified combatant commands during
the last two years is facilitating improved Cl support. The establishment of a Cl staff
support office responsive to the DIA J-2 provides the impetus for the development of
comprehensive joint Cl doctrine, strategies, architectures, procedures, and systems to
achieve effective interoperable CI support to the Chairman of the Joint Chiefs of Staff
and unified and specified commands.



IMPLEMENTATION ACTION: By August 31,1992, the ASD(C3I) will set
forth a Cl strategy identifying assumptions, objectives and priorities for the remainder
of the decade, in concert with the SECDEF Defense Planning Guidance and unified and
specified command needs. In turn, this strategy would be implemented by the Defense
counterintelligence agencies. The strategy would serve to guide all DoD Cl agenciesin
refining the focus of their respective activities. The strategy would also eliminate the
“Counter Warsaw Pact” orientation of past decades and bring DoD Cl into a more
global venue. It should reflect the heightened priority towards stopping proliferation,
supporting HUMINT and military contingencies, and neutralizing the pertinent
aspects of foreign intelligence attempts at penetrating DoD information systems and
networks. Finally, the strategy should encourage closer integration of all source threat
data to be shared among the Cl agencies and appropriately interfaced with Defense
security programs.

4. IMPLEMENTATION OBJECTIVE: Establish mechanisms to ensure that
appropriate information security policies are implemented as part of all corporate
information management (CIM) architectures, networks and systems.

THE STATUS: The principles of CIM are applicable to information systems
architectures, networks, and systems under consideration for, or being developed by,
the Department of Defense. Information security policies, requirements, procedures
and protocols must be incorporated from the inception of our architectures, networks
and systems. The Defense Information Systems Security Program (DISSP) under
ASD(C3I) oversight, will manage, coordinate and direct support to DoD programs,
develop standards and protocols in accordance with CI1 & Sgg policy for information
systems security, and expedite the implementation of multilevel secure (MLS)
command, control, and communications systems for DoD.

IMPLEMENTATION ACTION: Effective immediately, ASD (C3[)DASD
(CI & SCM) will ensure INFOSEC participation in the development and evolution of
DoD’s CIM information systems architecture, and will oversee the DISSP's
management of implementation of information security within DoD programs and the
insertion of MLS technology.

5.  IMPLEMENTATION OBJECTIVE: Establish effective and efficient

nrocesgac cad sameas standacde fae datarmining eacurity Alancanss plishility,

THE STATUS: National Security Directive 63 created the Single Scope
Background Investigation to set common investigative standards for use by all Federal
Agencies in determining the basis for clearance decisions for access to Top Secret and
Sensitive Compartmented Information (SCI). More effort is underway, as a product of
the National Industrial Security Program, to establish a single background
investi gative request form and common adjudication standards to ensure reciprocity
among agencies.

Defense Management Review Decision (DMRD) 986 directed the Defense
Personnel Security Research Center (PERSEREC) to.conduct a study on consolidation
of the adjudication process. PERSEREC has identified alternatives which are currently
under review with ASD(C3I) and the Defense Components. After full coordination,
recommendations will be forwarded to Deputy Secretary of Defense for {inal
determination.
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IMPLEMENTATION ACTION: The ASD (C31), in coordination with the
DoD Components, will:

¢ Within 90 days of approval of DMRD 986 by the Deputy Secretary of
Defense, formu{ate an action plan to implement the consolidation
alternative selected. The principles of corporate information management
will be an integral partof the plan.

e By December 31, 1992, in further coordination with members of the
National Industrial Security Program, establish.common and reciprocal
standards for adjudication guidelines and appeals procedures.

6. IMPLEMENTATION OBJECTIVE: Develop more viable, attractive career
paths, improved professional standards, and enhanced cross-training for CI & SCM
personnel.

THE STATUS: DoD Components view counterintelligence and security
countermeasures differently, and thus, are organized disparately. For example, the
Navy and Air Force view Cl as predominately an element of law enforcement, and
therefore have combined CI ancr criminal investigative personnel into one command
(e.g., the FBI model). On the other hand, the Army has viewed CI as an element of
intelligence and has integrated it into intelligence units, while assigning the criminal
investigative function to a separate major command (e.g,. the CIA model). Information
Systems Security and Operations Security officials are scattered throughout, but most
often are located in the information management or operations organizations.

Due to the difference in organizational structures, CI & SCM personnel tend
to become focused, or specialized, in a particular area of expertise. While some
specialization is desirable, a well-defined career program is required for professionals
who advance to mid-and upper-level management ranks. This would maximize the
DoD's ability to attract and retain the best qualified personnel, and therefore have the
quality, consistency, and preparedness necessary to meet CI & SCM challenges.

IMPLEMENTATION ACTION: The ASD (C3D), in coordination with the
ASD (FM&P) and other DoD Components, will :

. @ By June 15. 1993 ~nmnlata o raviaw and ~as-Liob oolisigg ta-daeelop s
distinct career path for CI & SCM professionals that includes broadening
opportunities and cross training. Minimum training standards for all
levels of the military and civilian Cl & SCM workforce will also be
established; concurrently, improved consistency in career paths between
DoD components will be addressed.
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7. IMPLEMENTATION OBJECTIVE: Improve security and
counterintelligence awareness among DoD functional managers and supervisors.

THE STATUS: Currently, there is no mandatory security countermeasures
component included in general managerial and supervisory training and education
programs. Therefore, DoD managers and supervisors often do not understand that
sound security practices are important facets of their responsibilities. For those who do
receive security education and training, the programs and materiais are often
inadequate, or out-of-date, and thus, are not well-received. In many cases, DoD
managers and supervisors are not trained to detect, recognize, report, react to, or
anticipate CI & SCM-related events. As a result, time is lost and risk of disclosure,
misuse, compromise, or destruction of information systems, and harm to personnel and
facilities, is increased.

IMPLEMENTATION ACTION: By August 15, 1992, the ASD (C3I) will:

¢ Define an improved, high quality security awareness program for use by
all DoD and contractor employees. The DoD Security Institute will
develop, in coordination wath all DoD CI & SCM elements, as well as the
intelligence, law enforcement, and private industry communities, a series
of advisories and instructional modules that outline the range of -
vulnerabilities and the capabilities of these organizations to deal with
threats. The modules will acquaint managers and supervisors with
reporting requirements, protocols and procedures to use when they suspect
that they are confronted with CI & SCM problems.

¢ Promote, through the Advisory Group/Security Countermeasures
(AG/SCM) forum, the concept of common instructional standards for CI &
SCM throughout the community as outlined in National Security
Review 18.

8. IMPLEMENTATION OBJECTIVE: Improve research and development
programs in all CI & SCM disciplines. .

. THE STATUS: CI & SCM research and development must be structured to
Improve our understanding ci e 1ulure ireat, W UsLvtsr Buwult Ui TVoIviltg 37 swcins
and networks, and to sponsor innovative solutions to security vulnerabilities. Pockets
of research (albeit rudimentary) do exist; for example, a number of studies have been
conducted recently into the features of American spy cases which have provided useful
new approaches to prevent and detect espionage. Similarly, some research and
development into the use of the polygraph and follow-on systems as tools for screening
and investigation continues, In the information security arena, some studies which
have exploited technology offer new options for est.ablisging trusted systems. In no
instance, however, does DoD have a central means to acquire, analyze, correlate,
exploit, integrate, abstract, and disseminate Cl & SCM-related research.

IMPLEMENTATION ACTION: By September 1, 1992, the ASD(C3D , in
coordination with Director, Defense Research and Engineering, will: _

® Define a program of research and development across the CI & SCM
disciplines, including projects, programs, and activities within and among
Government Agencies, academia, and private industry; facilitate the
exchange of information concerning existing and evolving capabilities and
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technologies; and sponsor active research at both the basic and applied
levels. At a minimum, this Brogram will sponsor a speedy multi-level
secure (MLS) solution to DoD information management, examine follow-on
systems or alternatives to the rolygraph, and explore cost-efTective
technical solutions for physical security.

¢ Establish and maintain a CI & SCM research information anslysis focal
point to coordinate research, and desiﬁ'nabe appropriate DoD Agencies,
organizations, institutes, and research facilities as Defense CI & SCM
.Research Centers responsible for conducting or monitoring of research in a
given area, and for advising the Components on research results and
efficiency.

13



CONCLUSION

The strategy of CI & SCM in the coming years is designed to provide more
effective management and customer support -- to senior policy makers, warfighters,
industry officials, arms control inspectors, acquisition experts, law enforcers, and
designers, implementers, and users of DoD information systems. Our measure of
success for CI & SCM programs will be judged by the quality, timeliness, affordability,
comprehensiveness, and rationality of the protection packages tailored to these
customers, and the degree to which they can use the programs for near-term
investment decisions and long-range mission accomplishments.

CI & SCM programs must be implemented within the context of a dynamic,
rapidly changing international and domestic environment, and where technologies
continue to multiply and proliferate at a high rate. Programs must be adaptable to
change, and their success will require a commitment to acquire new skills and
technologies, to seek out other points of view, and to find and engage new opportunities.
This will require strong discipline, especially in the area of cost control, in order to meet
mission requirements while protecting adequately US personnel and the Nation's
secrets, sensitive information, and vital infrastructure.

. As part of the ongoing CI & SCM improvement process, this plaa will be
reviewed annually and changes made as necessary,

14
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A. DISCLOSURE AND PROTECTION OF
INFORMATION

SECTION 552 OF TITLE 5, UNITED STATES CODE (THE
“FREEDOM OF INFORMATION ACT™)

§ 552. Public information; agency rules, opinions, orders, records,
and proceedings

¢ l(la) Each agency shall make available to the public information as
‘ollows: : i
. (1) Each agency shall separately state and currently publish
in the Federal Register for the guidance of the public—

(A) descriptions of its central and field organization and
the established places -at which, the employees (and in the
case of a uniformed service, the members) from whom, and
the methods whereby, the public may obtain information,
make submittals or requests, or obtain decisions;

(B) statements of general course and method b
which ita functions are channeled and determined, includ-
ing the nature and uirements of all formal and infor-
mal procedures available; s

(C) rules of procedure, descriptions of forms available or
the places at which forms may be obtained, and instruc-
tions as to the scope and contents of all papers, reports, or
examinations;

(D) substantive rules of general applicability adopted as
authorized by law, and statements of general policy or in-
terpretations of general applicability formulated and
adopted by the agency; and

(E) each amendment, revision, or repeal of the foregoing.

Except to the extent that a person has actual and timely notice
of the terms thereof, agrson may not in any manner be re-
quired to resort to, or adversely affected by, a matter re-
quired to be published in the Federal iater and not so pub-
lished. For the purpose of this par ph, mattsr reasonably
available to the class of persons aftected thereby is deemed
published in the Federal ister when incorporated by refer-
ence therein with the approval of the Director of the Federal

ter. .
(2) Each agency, in accordance with published rules, shall
make available for public inspection and copying— )
(A) final opinions, including concurring and dissenting
opinions, as well as orders, made in the adjudication of
cases;
(B) those statements of policy and interpretations which
have been adopted by the agency and are not published in
the Federal Register; and
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(C) administrative staff manuals and inst ructions to staff
that affect a member of the public;

unless the materials are promptly published ai.d copies offered
for sale. To the extent required to prevent o clearly unwar-
ranted invasion of personal privacy, an age icy may delete
identifying details when it makes available i publishes an
opinion, statement of policy, interpretation, or stalf manual or
instruction. However, in each case the justiﬁcution for the de-
letion shall be explained fully in writing. Ea:h agency shall
also maintain and make available for public' inspection and
copying current indexes providing identifying information for
the public as to any matter issued, adopted, r promulgated
after July 4, 1967, and required by this paragr-1iph to be made
available or published. Each agency shall pr mptly publish,
quarterly or more frequently, and distribute (L s sale or other-

" wise) copies of each index or supplements ther-to unless it de-

termines by order published in the Federal R« gister that the
publication would be unnecessary and impracti:able, in which
case the agency shall nonetheless provide copie of such index
on request at a cost not to exceed the direct cos of duplication.
A final order, opinion, statement of policy, in.erpretation, or
staff manual or instruction that affects a memb :r of the public
may be relied on, used, or cited as precedent by an agency
against a party other than an agency only if—
(i) it has been indexed and either made a' ailable or pub-
lished as provided by this agraph; or
(ii) the party has actu and timely notice of the terms
thereof. )

(3) Except with reagect to the records made ! vailable under
paragraphs (1) and (2) of this subsection, eacl. agency, upon
any request for records which (A) reasonably Jescribes such
records and (B) is made in accordance with published rules
stating the time, place, fees (if any), and procecures to be fol-
lowed, shall make the records promptly avmlllable to any

rBon.
pe(4)(Ali) In order to carry out the provisions of this gection,
each agency shall promulgate regulations, purruant to notice
and receipt of public comment, specifying the s 'hedule of feea
applicable to the processing of requests under this section and
eatablishing procedures and guidelines for determining when
such fees should be waived or reduced. Such schedule shall
conform to the guidelines which shall be promuilgated, pursu-
ant to notice an receipt of public comment, by “he Director of
the Office of Management and Bud%et and whicl: shall provide
for a uniform schedule of fees for all agencies.

(ii) Such agency regulations shall provide that---

() fees shall be limited to reasonable sumdqrd charges
for document search, duplication, and review, when
records ure requested for commercial use;

(1) fees shall be limited to reasonable standard charges
for document duplication when records are 1ot sought for
commercial use and the request is made by 1.n educational

or noncommercial scientific institution, whiee purpose 18
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scholar) ienti esearch; i
s ‘;’t;l}a'; zd ioar; :cl:gnuﬁc r h; or a representative of th.
(11D for any request not described in (I or (D), |
be limited to reasomable standard hargu( o o Mmm'hal
(.i_‘)‘anl;cch and du;;:incﬁnﬁon. ¢ . c ,Jor docy nen
iii) Documents shall be furnished without any charge o
flbarge reduced below the feee utablisha:ll e r elau:: ‘i:)t:
: mlqloeure of the information is in the public interest because it
3‘ ikely to contribute significantly to public understanding o
e gpe_rat:ons or activities of the government and is not pri
marily in the commercialiinterest of the requester, -' " P
4 1(::)'. Fee schedules shall’provide for the-recovery of only the
dire ooeta of search, duplication, or review. Review costs shall
_ include-only the direct costs incurred during the initial exami
;l:tlgn of a document-fgrthe purposes of detarl'nining-whethel;
ue ocumc;_ntq must be’diaclosed under this section and for the
gnder thi: s::ltion‘ l!lewe;n cyosta mons e:e‘mplt gro ar discmlosure
! I ay not inc in-
g:m;x}'?d in resolving issues of law or policy th:t ‘:n:?vybe rai;:d
in ﬁe cont.l‘rse of processing a request under this section. No fee
may be charged by any agency under this section—
] (1) if the costs of routine collection and processing of the
et(e 1in'e likely to equal or exceed the amount of the fee; or
X ) for any request ‘described in clause (ii) (@D or () of
is subparagraph for the first two hours of search time or
(v)foll;' the first one hundred pages of duplication. -
o agency may require advance payment of any fi
m &mn;?t&; ‘bag, previously failed to pay fqea‘y iﬂeg
“?:_Sd 21250 » or the agancy has determined that the fee will
othing in .this, subparagraph shall superse
eable under o statyte specifically _mguperaege tine
t.h?vi?)v?ln of feea for pﬁﬁgular‘tyi)es of mﬁﬁ" Hing for, setting
\ any actiop by & requester mgard “the wai
5,0::09“}2-:: this mmco:ft ghall det?rmuil:e the ;:‘t::: c?er
10v0: ided, vy court’s
e Tt o et e
On complaint, the. district court of the United States i
: ;h;la “‘?l_,ﬁf“" in which the complainant resides, or has his pn.ncl::ll
pa place of business, or in which the agency recards are gituat-
, or in the District of Columbia, haa jurisdiction to:enjoin the
ng:icy fr?m withholding agency records and to order the pro-
o: ‘lm_ of any agency records improperly withheld from the
n:p m;mnt. In such a case the court shall determine the
ma t:lx; le novo, and may examine the contents of such agency
records in camera to determine whether such records or any

- )

a part thereof shall be withheld under any of the exemptions set

forth in subsection (b) of thi : :
agency to sustain its ac‘:iotx!;‘.-l:s section, and the burden is on the

(C) Notwithstanding any other provision of law, the defend-

- -ant shall serve an answer or otherwise i
. . ; ] plead to any co
R -made under this subsection within thirty days aﬂermgl:lfl
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upon the defendant of the pleading in which such :omplaint is
made, unless the court otherwise directs for good cinuse shown.

(E) The court may assess against the United Ststes reasona-
ble attorney fees and other litigation coets reasona’ly incurred
in any case under this section in which the complainant has
substantially prevailed. .

(F) Whenever the court orders the production of any agency
records improperly withheld from the complainan: and assees-
es against the United States reasonable attorn:y fees and
other litigation costs, and the court additionally irsues a writ-
ten finding that the circumstances surrounding t're withhold-
ing raise questions whether agency personnel act:ng arbitrar-

ily or capriciously with respect to the withholding. the Special .

Counsel shall promptly initiate a proceeding t: determine
whether disciplinary action is warranted against t:ne officer or
employee who was primarily responsible for the withholding.
The Special Counsel, after investigation and con ideration of
the evidence submitted, shall submit his findings and recom-
mendations 1o the administrative authority of the ‘agency con-
cerned and shall send copies of the findings and rscommenda-
tions to the officer or employee or his representative. The ad-
ministrative authority shall taks the corrective action that the
Special Counsel recommends. .

(G) In the event of noncompliance with the /irder of the
court, the district court may punish for contempt .he responsi-
ble employee, and in the case of a uniformed se: rice, the re-
eponsible member. '

(5) Each agency having more than one member shall main-
tain and mﬁe available for public inspection a 13ord of the
final votes of each member in every agency procee: ing.

(6XA) Each agency, upon any request for records made under
paragraph (1), (2), or (3) of this subsection, shall—

(i) determine within ten days (excepting Sat.irdays, Sun-
days, and legal public holidays) after the re:eipt of any
such request whether to comply with such uest and
shall immediately notify the person making uc uest
of such determination and the reasons therefc ‘, and of the
right of such pereon to appeal to the head o the agency
any adverse determination; and

(’i'i) make a determination with ree to any appeal
within twenty days (excepting Saturdays, S indays, and
leg:agublic holidays) after the receipt of such ippeal. If on
ap ]
in part upheld, the agency shall notify the pe on making
such request of the provisions for judicial re-riew of that
determination under paragraph (4) of this subcection.

(B) In unusual circumstances as specified in this subpara-
graph, the time limits prescribed in either clause (i} or clause
(i) of subparagraph (A) may be extended by writien notice to
the person making such request setting forth th:: reasons for
such extension and the date on which a determination is ex-

to be dispatched. No such notice shall sjecify a date
that would result in an extension for more than ten working

the denial of the request for records ir in whole or . -
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days. As used in this gubna:
. means, but only to

T the need o' saamb fo
;... records from field faddlit
", ;&re separate from theiioa |
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., substantial interest ‘n ¢
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stantial subject-matts
(C) Any person maki

) paragraph (1), (%) o (%
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matterw.that ase— s{r 7 ¢
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fMenn ol'vn»ford_er MWLn ﬂmintemat dnation::!‘do-‘

h) tdl'nd?mt:oabn.h commepcial Sl o
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hich would not be available iy 1o oemerandyms..op. lg
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dings, (B) would de-

with enforcement proces
un lmpart\al adjudi-

pected to lnterfere
right to a fair trial or

stated in this section.

m* -m m-horﬂu ta yyithbold i

pnve a person of a
cation, (C) could reasonably be ex {» constitute an un- " (@) On or befo
warranted invasion of personal privacy, (') could reasonably submit a mpo,.tm ke (2 aimusaty
be ex 1o disclose the identity of a corfidential source, in- ,er of the House f,‘;"ﬁe“”‘f sio
cluding a State, local, or foreign agency or authority or any referral to the a x

rivate institution which furnished inform:ition on & confiden- include— PPTOPLY
tial basis, and, in t @ C88e8 0 a record or ii formation compi .- (1) the number
by criminal law enforcement authority in the course of a crimi- to comply with £ ;
nal investigation or by an agency conducti g 8 lawful natio . subsection (a)

i furnished by a (2) the number

enforoemfr nt mvestngstmnn or

if such disclosure ‘could reasouably be éx

risk clrcumventnon of the law, or () couid reasonably be ex-
to endanger the life or phyncal safety of any individual;

ted to examinaticn, operating, or con-

(8) contained m or rela
dition reports P by, on behalf of, or for the use of an

agency responmble for the regulation or mpervnsmn of finan-
cial institutions; or

(9) geological and geo

ing mape, concerning we

Any reasonably aegregable pomon of a record

any perso n requesting such record after delition of

which are exempt under this pubsection.
{cX1) Whenever &8 request 18 made whicl involves accees to

records described in subsecuon M®XTXA) and—
invcives 8 poesible viola-

hysical information and data, includ-

‘shall be provided to
e portions

enforcement agency under an

. the number of

mm

ble for the denial of, l und
i TOquUes tad er,

(4) the results of eaclk)proces: tion for eagh;. -
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of why disciplinary Was ?lot 'md' or.an elplanang;
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total amount of face
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a third party acco rdmg
the agency may b
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ested by
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P.L. 98-94

10 USC 140c.

Reguiations.

Publication in
Federal
Register

“Technical data
with military or
space appli-
cation.

"LAWS OF 98th CONG.—1st SESS. Se;

the Government data necessary to incorporate change
design or technology.

(8) Before ordering any spare part, the contracting of
should review the acquisition history of that part.

AUTHORITY TO WITHHOLD FROM PUBLIC DISCLOSURE CERTAIN
TECHNICAL DATA

Sec. 1217. (a) Chapter 4 of title 10, United States Code, is ame
by adding at the end thereof the following new section:

“§ 140c. Secretary of Defense: authority to withhold from m
disclosure certain technical data

“(a) Notwithstanding any other provision of law, the Secreta
Defense may withhold from public disclosure any technical
with military or space application in the possession of, or unde
control of, the Department of Defense, if such data may n«
exported lawfully outside the United States without an appr
authorization, or license under the Export Administration A
1979 (50 U.S.C. App. 2401-2420) or the Arms Export Control A¢
U.S.C. 2751 et seq.). However, technical data may not be witk
under this section if regulations promulgated under either suct
authorize the export of such data pursuant to a general, 1
stricted license or exemption in such regulations.

“(bX1) Within 90 days after enactment of this section, the §

~ tary of Defense shall propose regulations to implement this sec

Such lations shall be published in the Federal Register .
period of no less than 30 days for public comment before prom
tion. Such regulations shall address, where appropriate, releas
technical data to allies of the United States and to qualified Ui
States contractors, including United States contractors that
small business concerns, for use in performing United States
ernment contracts.

*(2) In this section, ‘technical data with military or space apj
tion’ means any blueprints, drawings, plans, instructions, comj

software and documentation, or other technical information

can be used, or be adapted for use, to design, engineer, proc
manufacture, operate. renair. nverhaul, or reproduce anv mil
or space equipment or iechnology concerning Such equipme

(b} The table of sections at the beginning of chapter 4 of such
is amended by adding at the end thereof the following new 1

“140c. Secretary of Defense: authority to withhold from public disclosure c
technical data .

USE OF POLYGRAPHS BY THE DEPARTMENT OF DEFENSE

Sec. 1218. (a) The Secre of Defense may not, before Apr
1984, use, enforce, issue, implement, or otherwise rely on any
regulation, directive, policy, decision, or order that would permi
use of polygraph examinations in the case of civilian employe
the Department of Defense or members of the Armed Forces it
manner or to any extent greater than was permitted under r
regulations, directives, policies, decisions, or orders of the De
ment of Defense in effect on A 5, 1982.

(b) The restrictions prescribed in subsection (a) with respect t
use of polygraph examinations in the Department of Delense

97 STAT. 690



B. NATIONAL SECURITY AGENCY

NATIONAL BECURITY AGENCY ACT OF 1959
PUBLIC LAW 86-36—MAY 29, 1958
(60 US.C. 402 note)

AN ACT To provide certain administrative authorities for the National Securit
Agency, and for other purposes.
Be it enacted by the Senate and House of Representatives of t

United States o (’ America in Congress assembled, That this Act m
be cited as the “National Security Agency Act of 1859".

Sec. 2. The Secretary of Defense (or his d ee for the purpo:
is authorized to establish guchpositions, 3 to appoint there
without regard to the civil service laws, such officers and emplc
ees, in the National Security Agen% as may be necessary to car
out the functions of such e rates of basic compensati
for such positions ghall be by the Secretary of Defense (or |
designee for the purpose) in relation to the rates of basic compen:
tion contained in the General Schedule of the Classification Act
1949, aa amended,’ for mm subject to such Act which ha
oormspondmg levels of and responsibilities. Except as pr
vided in subsections (f) and '(g) of section 303 of the Federal Exec
tive Salary Act of 1964,* no officer pr employee of the National S
curity Agency shall be pdd basic compensation at a rate in exce
of the higheet rate of basic compensation contained in such Gene
al Schedule. Not more than seventy such officers and employe:
shall be paid basic compensation at rates equal to rates of bas
ggx}l‘as:lqun contained in gradese 16, 17, and 18 of such Gener:
e

Sec. 3. [Section 8 consisted of amendments to section 1568}(a) «
title 10, United States Code.

Sec. 4. The Secretary of Defense (or his deaignee for the purpos.

(1) establish in the Nm Security Agncy t.‘;A) pmfeslx:mm
engineering positiona concerned with research an
development and (B) pmfumonal positions in the physical an
natural sciences, medicine, and cryptology; and
(2) fix the respective rates of pay of such positions at rate
equal to rates of basic pay contained in grades 16, 17, and 18 «

Cl_mcalmn Act of 1949 was ﬂ.‘.‘ the law & title 5, Unitad States Cix
(Publu Law B9- 6. 19“. N 18). 1‘- Genaeral ule for civilian amployess
mauoutnluclm

" The Federal Mdlmmnpnhdbyuuhw titls B, Unite
&u-(.‘ad'(l’uhuch- meumxa-mme 5317 of title .
United States Code.



. NATIONAL SECURITY AGENCY
{ ATIONAL SECURITY AGENCY .

N . ited (B) in the case of selected personnel serving in circt
82 (e set forth in gection 532 of title 5, Uni llirtxat:lws similar to those in which g;lrsonnel of the Cent
Be ; co A i
the General Schedule tions est \blished under ﬂ;;’; , the Il;f:;erg:n &ﬁﬁemmmeg tp}:amrl:l::;qz?di
States Code. Joyes appointed ¥ positY e off, sers and employee p Central Intelligence Agency (including special retiremc
Officers an?\%‘:?n ;ddit'mn to ‘he.“u'gtffrmis ‘A t who mag % p:;‘;d accrual in the same manner provided 1n section 303 of t
gection sha positions m}d;;g ?c;;znconwined iy grades 16, 1%, %ntrg] El:rl;‘te}ligenc:w eg 4l‘l)?lt.imm)e)‘nt ﬁct of 1864 i
in iC ) . rtain Oyoes 5.0, note));
t;gpr(;m equal 0 rat?e‘;’ule' “Natior 3l Securty Agency (2) housing (itrclgding heat, light, and hou::hold equipmer
18 of th; (;')ef'l‘_‘e‘;%sgnd emp\oye?ﬂ‘:g %‘:igg éwm mfyt-bemﬂ:lt‘ﬁch &'thout cost to such personnel, if the Director of the Nation
Sec. 5. Ut i o ith -regulatio ! ' urit ncy, on f of the Secre f Defense
who are citizens o¢ "q“:nq.l: aceo with npot in excess of ad mines mt ?ould be in the public intt:rrzs: to pmvidedgtt:é
additional C°"3pemu:h; Secretary of Dgfen;e(ﬁ of the Inde ndent housing.
ehall be prescribed bY UG o ipeq by section ATy §.C. 1180)° for
ditional co0

m <ot 1949, a8 amor . ' ﬁ!ed by gtatpbe-

Offices APP””"’?:&BA::'ww compensatioh FXT Tortiyis section,

Crerec v 2, e 5 0
Szc. ©.

() The authority of the Director of the National Securit
i imni
luding, I
this Act or anyi:nth;r l?wi ot August 28, 1935

Agency, on behalf of the Seere of Defense, to make ent
under subeections (a) and (b), and under contracts for leases er.

tered into under subsection (a), is effective for any fiscal year onl:
in ure of the or- :‘?‘ extent that appropriated funds are available for such pur
nothing and sect \ e the disclos P . .
t secti requi ency, of any () Members of the .
thes g’%w +) ghall be co“‘"'of o National Sect mt); rAgf oy names, bk mg:cﬁ r:no(m) m :‘%x’}eefj :i:gi nsot: trg:ewe:efx;:t‘:t;eunde:
anization or anh function the acuvitieset;;;": '(;e'd by such agency _ purpose. The Secretary of Defense shall prescribe such regulations
information With THE L L of the persond.  ie s of title 10, LAY as may be necessary to carry out this subsection.
m‘“-‘:‘;“““;';,l’fng requirements of eec blishet. in the Nationa ©
(b) The re o ;

establis . i
States Code, ahall apply 0 positions od by secticn 4 of this Ac

tions issued pursuant to subeection (bX1) shall be sub-
ic Law 89-
curity Agency in the manner P'::lv‘: gec{ion ) of Public

mitted to the Permanent Select Committee on Intelligence of the
House of Representatives and the Select Committee on Intelligence
of the Senate before such regulations take effect.

Sec. 10. (a) The Director of the National Security Agency shall
arrange for, and shall prestribe regulations concerning,

and language-related trai programs for military and civiliaxex

ogic personnel. In lishing programs under this section
) Notwit §636 of title 5 United Sta of t\:; for 4 and related traixring. the Director—
. 9. n 0 Y. th r may
218a) States Cod
1932 (40 <

rovide for the training and instruction to be fur-
ished, including functional and geographic area specializa-
tions; .

{2) may. arrange for training and instruction through other
Government agencies and, in any case in which appropriate
training or instruction is unavailable through Government fa-
cilities, through nongovernmental facilities that furnish train-

. ' of
activities. . Security »gency: on behalf 5 ing and instruction useful in the fields of language and forei
pigned to such 8EV LT in civil airs; o

e ned 10
i gecretary of Defense: B0 O N Defense Who 8re BSSEL
e

. and who are (8) may support p that furnish necessary 1 age
rsonnel of the DEPL T side the Uniterl States 80¢ o eub- and language-related skills, including, in any case in which ap-

u"”g cn,pm\ogic activities ° propriate programs are unavailable at Government facilities,

specl? ted by the - support through contracts, grants, or cooperation with nongov-

designa fits— he Secretary of . ermmental educational institutions; and

wcuon(-{-) allowances and bets ‘t.hoae provided BY U0 4 chapter 9 b

: , (4) may obtain by appointment or contract the services of in-
to . un : P . A - .
(A) corrt\np:gg; of thg r%m? c:' Ir‘1‘?‘;80 22 USC. 4081 ., dividuals wro;:tvepea;o v instructors, linguists, or special
w i - ’ "‘..“' d 1]
So;atme 1of theo‘:gg'g',‘omion of law; 1nd 22 (bX in ord
et seq.) or any A

1) In order to maintain pecessary capability in foreign lan-
: shtg: and related sghtt“ naod&! by t::: I&ati&nalf charity

ey, Director, without regard subchapter o pter

oo AC j064. 80 . 3 of title 5, Uni i i otarv ~-
m&‘z‘%wﬁ?ﬁ?ﬁ%ﬂi&? a0 g b of title 5, United States Code, may provide special monetarv
United Sates & 59410(1'“" V WF L-l'w( uly : -
adlﬁ'd as saclion ol of Public

aacting title & .
' d by the law o .
a1 1949, wes P,

o action V
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other incentives to encourage civilian cryptole jic personnel of the
Agency to aoquire or retain roficiency in forei;n languages or spe-
cial rgated abilities needed by the Agency. E
(2) In order to rosl;de linguistic training an<;support for crypto-
' i nel, the Director— ] '
logie p(eAn)no r:‘my pay all or part of the tuition anl ot:her,expensee_ re-
" lated to the training of personnel who are \ssigned or detailed
for language and language-related training, orientation, or In-
e s benefits and allowances to ¢ vilian personnel in
nefi , _
acgidn;:iepam!th chapters 57 and b9 of tit:e b, United States
Code, and to military personnel in accords nce with chapter 7
of title 37, United States Code, and appl.cable provisions of
title 10, United States Code, when such peisonnel are assigned
to training at sites away from their designa ed duty station.
. (eX1) To the extent not inconsistent, in the o.inion of the
tary of Defense, with the operation of military cryptologic _reaell;v:
units and in order to maintain n capat ility in foreign lan-
guage skills and related abilities needed by th - National Security
Agency, the Director may establish a cryptolo ic linguist reserve.
The cryptologic linguist reserve may congist of \ormer or retired ci-
vilian or mﬂifil cryptologic personnel of the Nat.lonal Security
Agency and of other qualified individuals, as de ermined by the Da-
rector of the Agency. Each member of the cry-tologic linguist re-
serve shall agree that, during any period of eiiergency (as deter-
mined by the Director), the member shall retu: n to active cunhaﬁ
status with the National Security Agency and shall perform suc
linguistic or linguistic-related duties as the Direstor may mxgn
(2) In order to attract individuals to become nﬂemberl o bc?m cryp-
tologic linguist reserve, the Director, without n gard to ::i pter
IV of chapter 55 of title 5, United States Code, ‘nay pro e gepecwlof
monetary incentives to individuals eligible to hecome me;n . ral
the reserve who agree to become members of the cryptologic hxg
guist reserve and to seq::bnla or retain proficiency in foreign -
or special related abilities. .
3 efn orcr:: to provide Lramug‘and support “or members of the
cryptologic linguist reserve, the Director— oth I
(A) may pay all or part of the tuition anc other expenses r -
lated to the training of individuals in the sryptologic hggim
reserve who are assigned or detailed for lnpg\fagedan an-
guage-related training, orientation, or instri.ction; an h
(B) may pay benefits ‘and allowances in accor@m&ge_d\:lm
chapters g’? and 59 of title 5, United States -Jode, to in :\n. '
in the cryptologic linguist reserve who are : ssigned t‘pb raining
at sites awayoﬁom their homes or regular places oh_ usm&?;;
(dX1) The Director, before providing tralning :.undir : 'mdge?dual
to any individual, may obtain an agreement “‘Pth that indivi
that— iins to continuation
A) in the case of current employees, pert:iins
of(se)rvice of the employee, and rera{ment of the expengmtoa 3:'
such training for failure to fulfill the ag sement, :;inséa ent
with the provisions of gection 4108 of titl: §, Uni ta

Code; and

NATIONAL SECURITY AGENCY

(B) in the case of individuals accepted for membership in
cryptologic linguist reserve, ‘Partains to return to service w!
requested, and reﬁayment of the expenses of such training
failure to fulfill the agreement, consistent with the provisi.
of section 4108 of title 5, United States Code.

(2) The Director, under regulations prescribed under this secti
may waive, in whole or in part, a rlifht of recovery under an agr
ment mede under this subsection if it is shown that the recov.
;glrit be against equity and good conscience or against the pul

(eX1) Subject to paragraph (2), the Director may provide to fam
members of military and civilian tologic personnel assigned
representational duties outaide the United States, in anticipation
the -amsignment of such personnel outside the United States
while outside the United States, appropriate orientation and la
gunge training that is directly related to the assignment abroad.

. (2) Language training uhder paragraph (1) may not be provid.
to any individual through-payment of the expenses of tuition
other cost of instruction’at a non-Government educational instit
tion unless appropriate int;ruction is not available at a Gover

-

ment facility. Y
() The Director may waive the applicability of any provision .
chapter 41 of title 5, United States Code, to any provision of th
section if he finds that such waiver is important to the perforn
ance of cryptologic functions.
) The authority of the Director to enter into contracts or t
e grants under this section is effective for any fiscal year onl
to the extent that appropriated funds are available for such pu:

(h) Regulations issued pursuant to this section shall be submitte.
to the Permanent Select Committee on Intelligence of the House o
Representatives and the Select Committee on Intelligence of th.
Senate before such tions take effect. ,

(i) The Director of the National Security Agency, on behalf of the
Sec of Defense, m&?({' without ref to section 410%a)2)B) o
title 5, United States e, pay travel, transportation, storage, anc
subsistence expenses under chapter 57 of such title to civilian anc
military personnel of the Department of Defense who are assigned
to duty outside the United States for a period of one year or longe:

s

which involves cryptologic training, language training, or related
disciplines .

Szc. 11. The Administratof of General Services, upon the applica-

" tion of the Director of the National Security Agency, may provide

for the protection in accordance with section 3 of the Act of June 1,
1948 (40 U.S.C. 318b), of certain facilities (as designated by the Di-
rector of such Agency) which are under the administration and
control of, or are used by, the National Security Agency in the
same manner as if such facilities were property of the United
States over which the United States has acquired exclusive or con-
current criminal jurisdiction.

Sgc. 12. (aX1) The Secretary of Defense (or his deavisnee) may by
regulation establish a personnel system for senior civilian cryptolo-
gic personnel in the National Security Agency to be known as the
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Senior Cryptologic Executive Service. The regulations establishing
the Senior Cryptologic Executive Service shall —

(A) meet the requirements set forth in eection 3131 of title 5,
United States Code, for the Senior Executive Service;

(B) provide that positions in the Senior Uryptologic Executive
Service meet requirements that are consistent with the provi-
sions of section 3132(aX2) of such title;

(C) provide, without regard to section 2 rates of pay for the
Senior Cryptologic Executive Service that are not in excess of
the maximum rate or less than the mininium rate of basic pay
established for the Senior Executive Service under section 5382
of such title, and that are adjusted at the same time and to the
same extent as rates of basic pay for the Senior Executive
Service are adjusted; ' :

(D) provide a performance appraisal s/stem for the Senior
Cryptologic Executive Service t conforms to the provisions
of subchapter 1 of chapter 43 of such title;

(E) provide for removal consistent with section 3592 of such
title, and removal or suspension consistent with subsections (a),
(b), and (c) of section 7648 of such title (exept that any hearing

or appeal to which a member of the Seni»r Cryptologic Execu-

tive grvice is entitled shall be held or decided pursuant to
procedures established by regulations of the Secretary of De-
fense or his designee);

(F) permit the payment of performanc:: awards to members
of the Senior Cryptologic Executive Servi e consistent with the

- provisions applicable to performance & wvards under section
of such title; and : '

(G) provide that members of the Seni r Cryptologic Execu-
tive Service may be granted sabbatical | 2aves consistent with
the provisions of section 3396(c) of such ti‘le.

(2) Except as otherwise provided in subsec ion (a), the Secretary
of Defense (or his designee) may— o . )

{A) make applicable to the Senior (’ryptologic Executive
Service any of tge provisions of title 5, L 'aited States Code, ap-

licable to applicants for or members of the Senior Executive
gervice; and . »

(B) appoint, promote, and assign indiv duals to positions es-
tablished within the Senior tologic E técutive Service with-
out regard to the provisions of title 5, Ui.ited States Code, gov-
erning appointments and other personn3:l actions in the com-
petitive service. Lo

(3) The President, based on the recommendations of the Secre-
tary of Defense, may award ranks to membsrs of the Senior Cryp-
tologic Executive Service in 8 manner consistent with the provi-
sions of section 4507 of title 5, United States “ode. ] )

(4) Notwithstanding any other provision «f this section, the Di-
rector of the National Security Agency ma/ detail or assign any
member of the Senior Cryptologic Executivi- Service to serve in a

ition outside the National SecuntgeAgen ¢y in which the mem-
g’s expertise and experience may of b:nefit to the Natianal
Security Agency or another Government age’icy. Any such member
shall not by reason of such detail or assignmnent lose any entitle-

ment or status associa
gic Executive Service,

(6) The Director of the National Securi '
J urit
-;?c?ul:;totf"o R;he Parmapant Select CommittieAg:lll‘:lyt:l}lli;l;xf;ctly :
of e SR tgreete?ht:uyu and the Select Committee on Intellige,
odrvdon ngn;a: h theum net#eﬁggglget i8 submitted by the Presjd.
.aonnel in the National Securit Agzlf:;' The report shat hoe !

ency. The report shall i
t.bgAée t.:igrtotal mu.nhorl der of positions added to or del;tl:::llug:'
o Crypto oglc ecutive Service during the precedi

(B) the number of :ncutiv)e in i

D ive personnel (includ
bers ogf; atl‘}: Sem]em;)r Crypto'd logic Executive Servie:) Eﬁn;l , n";
eachc) e year;“_ pt.ny rate in effect at the end of tggl p
.. mc(s mb?r: 2}xmﬂ;b:r, dlgtnbutiontalangi amount of awards paid
tha)l))th 0 Senmymm ogic Executive Service duri
e number of individuals removed from the Senior Cry

tologic Executive Service during receding fiscal
less than fully successful performatx?(?e.p f year |

ted with membership in the Senjor Crypu

establish a merit pa for such : ot
| system employees of t i
S_ecun;y Argengy as t.{m retary of Defense ():>r hi: dwﬁ?gg
- ol PP pr:lt;.js 'I;E:tm ;:;y aystem Bhall_be designed to car,
3 htzle)% mted st qsg‘:aet forth in section 6401(a)
. 7+(0) Nothing in this section.shall be construed to
. g:t: sn:nopnt payable mmber of the Senior Cry.gglvo;lh: E.gcTt
annualm: ler this section durinf any fiscal year to exceed t}
anny rate payable for rmlhons at evelyl of the Executive Sch.
fan ffect 1 the o sch yor: .
. 18. (a Du'wtor of the National Securit
ofmake mtol ta to private mdmduals and institutions orAtgzngng:ﬁ
tionc!';rp ogic research. An u:fphcatxon for a grant under this se.
nwardm’i" g(;t be approved unlees the Director determines that th
d of the grant would bo clearly consistent with the nation:

&) The '
q e grant program established by subeection (a) ghall be co

!

() The authority of the Director to make i
o) t ants und
:1&5 lalelg"ectwe for an{ fiscal year only to theg:xtentut[;metrag::o:?i
Sac. 14. Funde approprosten 1oFrE00e.
. 14, an entity of the Fed
:::t ht:t.::: than an {mm;‘zl&hobrm ent of B;gng:v:l::
L pecifically | purchase of cryptologi
:(l;uxpmex_nt, materials, or services with respect to which the ion

3 t.
rity Agency has been designated as the central wu:c;og

prourer . ea(':'rl?'v;'ermnent shall remain available for i
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Sec. 15. (a) No person may, except with the 'vritten permission of
the Director of the National Security Agenc:, knowingly use the
words “National Security Agency”, the initia.3 “NSA", tﬁe seal of
the National Socurity Agency, or any coloratle imitation of such
words, initials, or seal in connection with any merchandise, imper-
sonation, solicitation, or commercial activity- n 8 manner reason-
ably calculated to convey the impression that :uch use is approved,
endorsed, or authorized by the National Secur 'ty Agency.

(b) Whenever it appears to the Attorney Ge: eral that any person
is engaged or is about to engage in an act or practice which consti-
tutes or will constitute conduct prohibited by ubsection (a), the At-
torney General may initiate a civil proceeding in a district court of
the United States to enjoin such act or praciice. Such court shall
proceed as 800N 88 practicable to the hearing and determination of
guch action and may, at any time before final determination, enter
such restraining orders or prohibitions, or teke such other action
as is warranted, to prevent i jury to the United States or to any
Eerson or class of persons for whoee protection the action is

rought.

Sgc. 16. (a) The purpose of this eection is (o establish an under-
graduate training program, which may lead to the baccalaureate
degree, to facilitate the recruitment of individuals, particularly mi-
nority high school students, with a demonstrited capability to de-
velop skills critical to the mission of the Natisnal Security Agency,
including mathematics, computer science, engiineering, and foreign
languages. - o )

(b) The Secretary of Defense is suthorized. in his discretion, to
assign civilian employees of the National Sc:urity Agency as stu-
dents at accredi professional, technical, and other institutions of
higher learning for training at the undergr'aduat.e level in skills
critical to effective performance of the missiori of the Agency.

(c) The National Security Agency may paj, directly or by reim-
bursement to employees, expenses incident 0 ents under
subsection (b), in any fiscal year only to the extent that appropri-
ated funds are available for such purpose. g )

@xl) '}‘o be eligible for assignment under ubsection (b), an em-

loyee of the Agency must agree in writing— )
ploy (A) to contimfe in the service of the Ag 2ncy for the period of

the assignment and to complete the cducational course of
training for which the employee is assign d; )

(B) to continue in the service of the Ag:.ncy following comple-
tion of the assignment for a period of o e-and-a-half years for
each year of the assignment or part thercof;

{C) to reimburse the United States for the total cost of educa-
tion (excluding the employee’s pay -and '_allowances) provid A
under this section to the employee if, prior to the employee's
completing the educational course of t aining for whuzh the
employee i8 assigned, the assignment «r the employee's em-
ployment with the Agency is terminatec either by the Agency
due to misconduct by the employee or b the employee volun-
tarily; and ] .

(D) to reimburse the United States if after completing the
educational course of training for whic the employee 18 ae-

NATIONAL SECURITY AGENCY t

signed, the employee's employment with the A i
_nat:d inher by the Agency due to misconduct bse:]hcg elr.;\:le;;;
:_r y ; e employee vo!unt_arily. prior to the employee’s compl
(lBo)np the service obligation period described in subparagrap
o lend Sga:il::u(le‘;ctl}::m: beatr; the sz:me ratio to the total cost ¢
e ding the employee's and all :
pll;;{ndqd to the emIlque as the unserved }l)):l?tion of th(;waz:'lvcﬁ;
:o tﬁapt;g?odpz?:ge escribed in subparagraph (B) bears to th.
(2)(% X nenm':a obligation described in subparagrap!
2) Subject to paragraph (3), the obligation to rei
Uniad St info S sramon dmcrfod o porsernh T,
e - - - ’
O\I(';liif)-thnited St.aa:; .s obligation, is for all pu 8 deb
di e in bankruptcy under title 11, United
. » Sta ]
g:lel.] ;:It:ldl éx&t re eas&;;dpamn from an obligation to reimbu:;
Jnited tea req ynder an ment described in para
_graped(_) if the final decres of the discharge in bankruptcy i
:rl:n co‘gl?hlgl:i g;: géo;cnaﬂor ixt;he l:st. day of the combined period o
gr?g)h.lglll). - ribed in subparagraphs (A) and (B) of para-
e Secretary of Defense may release a person, in whol i
part, from the obligation ta reimburse the United States under an
agreez:;tdcizcnlge:m th];:rnzrqph (1) when, in his discretion, the
Ssecmt?ctt)!&;: rgq;::irrmme. gqmty or the interests of the United
e retary of Defense shall permit an }
under this section who, prior to commencing : wr’fﬁeaﬁﬁ?nﬁ
)t'g:r of such t,ms:gnment.. voluntarily terminates the assignment or
e e:;.;:lloyee s employment with the Agency, to satisfy his obliga-
t}?: e t:rd an agreement deacribed in paragraph (1) to reimburse
t.hlm States by reimbursement according to a schedule of
gmn d‘y payments which results in completion of reimbursement
y & date five years afger the date of termination of the assignment
or(gﬁ loyment or earllner at the option of the employee.
(eX1 n an employee is assigned under this section to in-
:t::;t;;:é til:e ﬂ;\agi;:g m{l wdhcl:;e to the institution tgnwhiclinn t.ll:le
e Agency empl th
that the Agency funde the employee’e::y educ:)t.i?: © employee and
_(2) Agency efforts to recruit individuals at educational institu-
tions for participation in the undergraduate training program es-
gbmh;l;ed by this section ahall be made openly and according to the
com, %l}t?: g:actmes of universities and employers recruiting at such
(1] pter 41 of title 5 and subsections (a) and (b) of i
) : section 3324
of tl_t::m. United States Code, shall not apply with respect to this
(@) The Secretary of Defense may i regulati
be necessary to implement this oect)i'o::..ue such lations as may
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(b) The authority conferred by this section
may be delegated by the Secretary of Defense
to any person in the Department of Defense or
by the Secretary of a military department to
any person within his department, with or
without the authority to make successive re-
delegations.

(c) In any case in which funds are expended
under the authority of subsections (a) and (b),
the Secretary of Defense shall submit a report
of such expenditures on a quarteriy basis to the
Committees on Armed Services and Appropria-
tions of the Senate and the House of Repre-
sentatives.

(Added Pub. L. 94-108, title VIII, § 804(a), Oct.
7, 1975, 89 Stat. 538, § 140; amended Pub. L.
98-94, title XII, § 1268(2), Sept. 24, 1983, 97
Stat. 705; renumbered § 127 and amended Pub.
L. 99433, title I, §§ 101(aX3), 110(dx4), Qct. 1,
1986, 100 Stat, 994, 1002.)
AMENDMENTS

1986—Pub. L. 99433 renumbered section 140 of this
title as this section and substituted ''Emergency’ for
“Emergencies” in section catchline.

1983—Subsec. (a). Pubd. L. 98-84 struck out "of this
saction' afler “subsection (¢)".

Subsec. {¢). Pub. L. 98-94 struck out “of r.hl.s section”
after “subsections (a) and (b)".

CONSTRUCTION AUTHOMTY OF SEcRETARY or Drriwsk
UxpEr DECLABATION OF Waa O& NATIONAL EMERGINCY

Pub. L. 97-99, title IX, § 903, Dec. 23, 1581, 95 Stat.
1382, which authorized the Secretary of Defense, in
the event of & declaration of war or the declaration of
& national emergency by the President, to undertake
military construction without regard to any other pro-
visions of law, was repealed and reenacted as section
2808 of this title by Pub. L. 97-214. §4§ 2(a), 7(18), July
12, 1982, 96 Stat. 157, 174, effective Oct. 1, 1982,

# 128, Physieal protection of speciai nuclear material:
limitation on dissemination of unclassified infor-

Rad et

(aX1) In addition to any other authority or
. requirement regarding protection from dissemi.
nation of information, and subject to section
552(bX3) of title 3, the Secretary of Defense,
with respect to special nuclear materials. shall
prescribe such regulations, after notice and op-
portunity for public comment thereon, or lssue
such orders as may be necessary to prohibit the
unauthorized dissemination of unclassified in-
formation pertaining to security measures, in-
cluding security plans, procedures, and equip-
ment for the physical protection of special nu-
clear material
(2} The Secretary may prescribe reguiations
or issue orders under paragraph (1) to prohibit
the dissemination of any information described
in such paragraph oniy if and to the extent
that the Secretary determines that the unau-
thorized dissemination of such information
could reasonably be expected to have a signifi-
cant adverse effect on the health and safety of
the publie or the common defense and security
by significantly increasing the likelihood of—
(A} illegal production of nuclear weapons,
or
(B) theft, diversion, or sabotage of special
nuclear materials, equipment, or facilities.

(3) In making a determination under para-
graph (2), the Secretary may consider what the
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likelihood of an illegal production, theft, diver-
sion. or sabotage referred to in such paragraph
would be if the information proposed to be pro-
hibited from dissemination under this section
were at no time avallable for dissemination.

(4) The Secretary shall exercise his authority
under this subsection to prohibit the dissemina-
tion of any information described in paragraph
(1)— .

(A) so as to apply the minimum restrictions
needed to protect the health and safety of
the publlic or the common defense and securi-
ty: and

(B) upon a determination that the unau-
thorized dissemination of such information

could reasonably be expected to result in a

significant adverse effect on the health and

safety of the public or the common defense
and security by significantly increasing the
likelihood of —
(iy Megal production of nuclear weapons,
or ’
(i1} theft, diversion, or sabotage of nuclear
materials, equipment, or facilities.

(b) Nothing in this section shall be construed
to authorize the Secretary to withhold, or to
authorize the withholding of, information from
the appropriate committees of the Congress.

(¢) Any determination by the Secretary con-
cerning the applicability of this section shall be
subject to judicial review pursuant to section
552(aX4XB) of title §.

(d) The Secretary shall prepare on a quarter-
ly basis a report to be made available upon the
request of any interested person. detailing the
Secretary’s application during that period of
each regulation or order prescribed or issued
under this section. In particular, such report
shall— -

t1; 1Geniily nuy .;'..’c::::‘“ rearant~d fonm
disclosure pursuant to such regulation or
order;

(2) specifically state the Secretary’s justifi-
cation for determining that unauthorized dis-
seminsation of the information protected from
disclosure 'under such regulation or order
could reasonably be expected to have a signif-
icant adverse effect on the health and safety
of the public or the common defense and se-
curity by significantly increasing the likeii-
hood of fllegal production of nuclear weapons
or the theft, diversion, of sabotage of special
nuclear materials, equipment, or facilities, as
specified under subsection (a); and

(3) provide justification that the Secretary
has applied such regulation or order so as to
protect from disciosure only the minimum
amount of information necessary to protect
the health and safety of the public or the
common defense and security.

(Added Pub. L. 100-180, div. A,
§ 1123(a), Dec. 4, 1987, 101 Stat. 1149.)

title XI,

Prioa PROVISIONS

A prior section 128 was renumbered section 421 of
this title.
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Public Law 100-235
100th Congress
An Act

To provide for a computer standards program within the National Bureau of Stand-
ards, to provide for Government.wide computer security. and to provide (or the
training in security matters of persons who are invoived in Lhe management.
aperation, and use bf Federal computer sysiems, and (or other purposes. *

Be it enacted by the Senate and House of Reprcscntatwes of the
United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Computer Security Act of 1987
SEC. 2. I'Ulll'OSE-

(a) [N GenEraL—The Congress declares that improving the secu-
rity and pnvag__of sensitive information in Federal computer sys-
termis i$7in the publ:c interest, and hereby creates a means for
establishing minimum acceptable security practices for such sys-
tems, without limiting the scope of security measures aiready
planned or in use.

(b) Seeairic Purroses.—The purposes of this Act are— :

(1) by amending the Act of March 3, 1901, to assign to the

* National Bureau of Standards responsibility for developing

- standards and guidelines for Federal computer systems, includ-

ing responsibility for developing standards and guidelines
needed to assure the cost-effective security and privacy of sen- -
sitive information in Federal computer systems, drawing on the
technical advice and assistance (mclud:ng work products) of the
National Security Agency, where appropriate; '

(2) o provide for promulgation of such standards and guide-
lines by amending section 111(d) of the Federal Property and
Administrative Services Act of 1949;

(3) to require establishment of security plans by all operators
of ‘l:‘ederal compuu:r systems that contain scnsmve information: .
Aan -

(4) to require mandatory penodnc Lranmn% for all persons
involved in management, use, or operation of Federal computer
systems that contain sensitive information.

SEC 3. ESTABLISHMENT OF COMPUTER STANDARDS PROGRAM,

The Act of March 3, 1901 (15 US.C. 271-2T8h), is amended—
(1) in section [, by striking out “and" at the end of para-
graph (18), by striking out the.period at the end of paragraph
(19) and inserting in lieu thereof: “; and”, and by inserting after
such paragraph the following:
“(20) the study of computer systems (as that term is defined in
section 20(d) of this Act) and their use to control machinery and "
processes.”
(2) by redazg'naung section 20 as section 22, and by inserting
after section 19 the following new sections:
“Sec. 20. (a) The Na*ional Bureau of Standards shall—
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“(1) have the mission of developing standards, guidelines, and
associated methods and techniques for computer systems;

“(2) except as described in paragraph (3) of this subsection
{relating to security standards), develop uniform standards and
guidelines for Federal computer systems, except those systems
excluded by section 2315 of title 10, United States Code, or
section 3502(2) of title 44, United States Code;

*“(3) have responsibility within the Federal Government for
developing technical, management, physical, and administra-
tive standards and guidelines for the cost-effective security and
privacy of sensitive information in Federal computer systems
except—

*(A) those systems excluded by section 2315 of title 10,
United States Code. or section 3502(2) of title 44. United
States Code; and

“{B) those systems which are protected at all times by
procedures established for information which has been
specifically authorized under criteria established by an
Executive order or an Act of Congress to be kept secret in
the interest of national defense or foreign policy,

_the primary purpose of which standards and guidelines shall be
to control loss and unauthorized modification or disciosure of
sensitive information in such systems and to prevent computer-
related fraud and misuse; T

“(4) submit standards and guidelines developed pursuant to
paragraphs (2) and (3) of this subsection, along with rec-
ommendations as to the extent to which these should be made
compulsory and binding. to the Secretary of Commerce for
promulgationi under section 111(d) of the Federal Property and
Administrative Services Act of 1949;

“(5) develop guidelines for use by operators of Federal com-
puter systems that contain sensitive information in training

. their employees in security awareness and accepted security
practice, as required by section 5 of the Computer Security Act
of 1987: and .. . ,

“{b) aevelop valigation procedures for, ana evaiuate the
efTectiveness of, standards and guidelines developed pursuant to
paragraphs (1), (2), and (37 of this subsection through research
and liaison with other government and private agencies.

“(b) In fulfilling subsection (a) of this section, the National Bureau
of Standards is authornized—

(1} to assist the private sector. upon request, in using and
applying the results of the programs and activities under this -
section; :

“(2) to make recommendations, as appropriate, to the
Administrator of General Services on policies and regulations
proposed pursuant to section 111(d) of the Federal Property and
Administrative Services Act of 1949;

*(3) as requested, to provide to operators of Federal computer
systems technical assistance in implementing the standards and
guidelines promulgated pursuant to section 111(d) of the Fed-
eral Property and Administrative vervices Act of 1949;

*(4) to assist, as appropriate, the Office of Personnel Manage- Reguiations.
ment in developing regulations pertaining to training, as re-
quired by section 5 of the Computer Security Act of 1987,

*(S) to perform research and to conduct studies, as needed, to
determine the nature and extent of the vulnerabilities of, and to
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devise techniques for the cost-effective security and privacy of
sensitive information in Federal computér systems; and

“(6) to coordinate closely with other agenciés and offices
{including, but not limited to, the Departments of Defense and
Energy, the Natianal Security Agency, the General Accounting
Office, the Office of Technology Assessment, and the Office of
Management and Budget)—

“(A) to assure maximum use of all existing and planned
programs, materials, studies, and reports relating to.com-
puter systems security and privacy, in order to avoid un-
necessary and costly duplication of effort; and ’

*“(B) to assure, to the maximum extent feasible, that
standards developed pursuant to subsection (a) (3) and (5)
are consistent and compatible with standards and proce-
dures developed for the protection of information in Federal
computer systems which is authorizéd under criteria estab-
lished by Executive order or an Act of Congress to be kept
secret in the interest of national defense or foreign policy.

*{c) For the purposes of—
“(1) developing standards and guidelines for the protection of
_sensitive information in Federal computer systems under
subsections (aX1) and (aX3), and .
*“(2) periorming reseatch and conducting studies under
subsection (bX5),
the National Bureau of Standards shall draw upon comnputer system
technical security guidelines developed by the National Security
Agency to the extent that the National Bureau of Standards deter-
mines that such guidelines are consistent with the requirements for
_prutecting sensitive information in Federal computer systems.
“(d) As used in this section—
“(1) the term ‘computer system'—

“(A) means any equipment or interconnected system or

subsystems of equipment that is used in the automatic

1By, Seebivi, GiSplef, owiuwailllg, DWICNAnge, WELS-
mission, or reception, of data or information; and

“(B) includes—

“(i) computers;

*(ii) ancillary equipment; .

“(iil) software, firmware, and similar procedures;

*“(iv) services, including support services; and

“(v) related resources as defined by regulations
tssued by the Administrator for General Services
pursuant to section 111 of the Federal Property and
Administrative Services Act of 1949;

*(2) the term ‘Federal computer system’—

‘(A) means a gomputar system operatad by a Federal
agency or by a contractor of a Federal agency or other
organization that processes information (using a computer

. systam) on behalf of the Federal Government to accomplish
- a Federal fur ction; and

*“(B) includes automatic data processing equipment as

that term is defined in section 111(aX2) of the Federai

Property and Administrative Services Act of 1949;

“(3) the term ‘operator of a Federal computer system’ means a
Federal agencg:a contractor of a Federal agency, or other
organization t processes information using a computer

acquisition, storage, manipulation, management, move-
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syst.em on behalf of the Federal Government to accomplish a
Federal {unction;

*(4) the term ‘sensitive information’ means any information, -
the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the con-
duct of Federal programs, or the privacy to which individuals
are entitled under section 552a of title 5, United States Code
(the Privacy Act), but which has not been specxﬁcally authorized
under criteria established by an Executive order or an Act of
Congress to be kept secret in the :nr.erat of national defense or -
fore:gn policy; and

*(5) the term ‘Federal agency’ has the meaning given such
term by section Xb) of the Federal Property and Administrative g
Services Act of 1949, . 15 USC 2idg-4
“Sec. 21. (a) There is hereby established a Computer System
Security and Privacy Advisory Board within the Department of
Commerce. The Secretary of Commerce shall appoint the chairman
of the Board. The Board shall be composed of twelve additional
members appointed by the Secretary of Commerce as follows:

*“(1) tour members from outside the Federal Government who
are eminent in the computer or telecommunications industry, -
at least one of whom is representative of small or medium sized
companies in such'industries;

*“(2) four members from outside the Federal Government who
are eminent in the fields of computer or telecommunications
technology, or related disciplines, but who are not employed by
or representative of a producer of computer or telecommuni-
cations equipment; and

“(3) four members from the Federal Government who have
computer systems management expenence. including experi-
ence in computer Systems security and privacy, at least one of
whom shall be from the National gccunty Agency.

“(b) T'he duties of the Board shall be—
“(1) to identify emerging managerial, technical, adrnmlstm-
tive, and physical safeguard m:us relative to computer evetéme.  —- -

-d o-—
rramuancder

. .oy ¢..--.i ..ul'dbj.
(2) to advise the Bureau of Standards and the Secretary of
. Commerce on security and privacy issues pertaining to Federal
computer systems; and
“(3) to report its findings to the Secretary of Commerce, the Repors.
Director of the Office of Management and Budget, the Director
of the National Security Agency, and the appropriate commit-
tees of the Congress.
*(c) The term of oflice of each member of the Board shall be four
years, except that—

“(1) of the initial members, three shall be appointed for terms
of one r. three shall be appointed for terms of two years,
three shail be appointed for terms of three years, and three
shall be nppomted for terms of four years; and

“(2) any member appointed to fill a vacancy in the Board shall

serve for the remainder of the term for which his predecessor

was appointed.

*(d) The Board shall not act in the absence of a quorum, which
shal consist of seven members. -

“(e) Members of the Board, other than full-time employees of the

Federal Government, while attending meetings of such committees

or while otherwise performing duties at the request of the Board
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Chairman while away from their homes or a regular place of
business, may be allowed travel expenses in accordance with sub-
chapter [ of chapter 57 of title 5, United States Code.

“(D To provide the stafl services necessary to assist the Board in
carrying out its functions, the Board may utilize personnel from the
National Bureau of Standards or any other agency of the Federal
Government with the consent of the head of the agency.

“(g) As used in this section, the terms ‘computer system’ and
'_Frgdn.:alg;rp_guter system’' have the meanings given in section 20(d)
of this Act.”;and—— " : :

(3) by adding at the end thereof the following new section:
l‘i'_asnon:l 5-;"::: “See. 23. This Act may be cited as the National Bureau of
e USE 2T o, Standards Act.”.

SEC 4. AMENDMENT TO BROOKS ACT.

Section 111(d) of the Federal Property and Administrative Serv-
ices Act of 1949 (40 US.C. 75%d)) is amended to read as follows:
*(dX1) The Secretary of Commerce shall, on the basis of standards
and guidelines developed by the National Bureau of Standards
gursuant to section 20(a) (2) and (3) of the National Bureau of
tandards Act, promulgate standards and guidelines pertaining to
Federal computer systems, making such standards compulsory and
binding to the extent to which the Secretary determines necessary
to improve the efliciency of operation or_security and privacy of
President of US. _Federal computer systems. The President may disapprove or modify
such standz.’r%s and guidelines if he determines such action to be in
the public interest. The President's authoritLto disapprove or
Feders| modify such standards and guidelines may not be delegated. Notice
“":;i";:;m of such disapproval or modification shall be submitted promptly to
pu ) the Committee on Government Operations of the House of Rep-
resentatives and the Committee on Governmental Affairs of the
Senate and shall be published promptly in the Federal Register.
Upon receiving notice of such disapproval or modification, the Sec-
retary of Commerce shall immediataly reseind or madifv.surh «-~4.
T~ . a:us ur guiaeiines s girectad by the President
v *(2) The head of a Federal agency may employ standards for the
cost-effective security and privacy of semsitive information in a
Federal computer system wathin or under the supervision of that -
" agency that are more stringent than the standards promulgated by _
the Secretary of Commerce, if such standards contain, at a mini-
mum, the provisions of those applicable standards made compuisory -
and binding by the Secretary of Commerce,

(3} The standards determined to be compulsory and binding may
be waived by the Secretary of Commerce in writing upon a2 deter-
mination that compliance would adversely affect the accomplish-
ment of the mission of an operator of a Federal computer system, or
cause a major adverse financial impact on the operator which is not
ofTset by Government-wide savings. The Secretary may delegate to
the head of one or more Federal agencies authority to waive such
standards to the extent to which the Secretary determnines such
action to be necessary and desirable to allow for timely and eflective
implementation of Federal computer systems standards. The head of
such agency may redelegate such authority only to a senior official
designated pursuant to section 3506(b) of title 44, United States

Federal Code. Notice of each such waiver and delegation shall be transmit-
J;:g::;&on ted promptly to the Committee on Government Qperations of the

House of Representatives and the Committee on Governmental
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Affairs of the Senate and shall be published promptly in the Federal
Re ister.

(4) The Administrator shall revise the Federal information re-
sources management regulations (41.CFR ch. 201} to be consistent
with the standards and guidelines promulgated by the Secretary of
Commerce under this subsection.

“(5) As used in this subsection, the terms ‘Federal computer
system’ and ‘operator of a Federal computer system’ have the
meanings given in section 20(d) of the National Bureau of Standards
Act.”.

SEC £ FEDERAL COMPUTER SYSTEM SECURITY TRAINING.

(a) In GengraL—Each Federal agency shall provide for the
mandatory periodic training in computer security awareress_and
accepted computer security practice of all employees who are in.
volved with the management, use, or operation of each Federal
computer system within or under the supervision of that agency.
Such training shall be—

(1) provided in accordance with the guidelines developed
pursuant to section 20(aX5) of the National Bureau of Standards
Act (as added by section 3 of this Act), and in accordance with
the regulations issued under subsection (¢) of this section for
Federal civilian emiployees; or

(2) provided by an alternative training program approved by
‘the head of that agency on the basis of a determination that the
alternative training program is at least as effective in accom-
plishing the objectives of such guidelines and regulations.

(b) TratninG OBJECTIVES. —Trammg under this section shall be
started within 60 days after the issuance of the regulations de-
scribed in subsection (c). Such training shall be designed—

(1) to enhance employees’ awareness of the t.hreats to_and
_vulnerability of computer systems; and

2) to encourage the use of nmproved computer security
practices.
2L Rl uwAiauns.—Within six months aﬁ.er the date of the enact.-
ment of this Act, the Director of the Office of Personnel Manage-
ment shall issue regulations prescribing the procedures and scope of
the training to be provided Federal civilian employees under subsec-
tion (a) and the manner in which such training is to be carried out.

SEC. 6. ADDITIONAL RESPONSIBILITIES FOR COMPUTER SYSTEMS
SECURITY AND PRIVACY.

(a) IDENTIFICATION OF SYSTEMS THAT CoNTAIN SENSITIVE INFORMA-
TioN.—Within 6 months after the date of enactment of this Act,
each Federal agency shall identify each Federal computer system,
and system under development. which is within or under the super-
vision of that agency and which contains. sensitive. information. .

(b} Securrry PLAN.—Within one year after the date of enactment
of this Act, each such agency shall, consistent with the standards,
guidelines, policies, and r_gulations prescribed pursuant to section
111(d) of the Federal Property and Administrative Services Act of
1949, establish a plan for the security and privacy of each Federal .
computer system identified by that agency pursuant to subsection
{a) that 1s comifiensurate with the risk and magnitude of the harm
resulting from the loss, misuse, or unauthorized access to or modi-
Tication of the information contamed in such system. Copies of-each
such plan shall be transmitted to the National Bureau of Standards

STAT. 1729

Regulations.

N USC 734 note.

10 USC 759 note. ™
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and the National Security Agency for advice and comment. A
summary of such plan shall be included in the agency's [ive-year
plan required by section 3505 of title 44, United States Code. Such
plan shall be subject to disapproval by the Director of the Office of
Management and Budget. Such plan shall be revised annually as
necessary.

W USC 75 note. SEC. 7. DEFINITIONS.

As used in thxs Act the terms ‘computer system!’,. '.‘Fede.ral“
computer syst.em . operator of a Federal computer system
“sensitive ml'ormauon and “Federal agency” have the meanings
given in section 24} of the National Bureau of Standards Act (as
added by section 3 of this Act).

10 USC 759 note.  SEC. 8. RULES OF CONSTRUCTION OF ACT.

Nothing in this Act, orin any amendment made by this Act, shali
be construed—
(1) to constitute authority to withhold information sought
pursuant to section 552 of title §, United States Code; or
(2) to authosize any Federal agency to limnit, restrict, regulate,
or control the collection, maintenance, disclosure, use, transfer,
or sale of any information (regardless of the medium in which
the information may be maintained) that is—
(A) privately-owned information;
(B) disclosable under section 552 of title 5, United States
Code, or other law requiring or authorizing the public
disclosure of information; or
(C) public domain information.

Public
information.

Approved January 8, 1988.
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(b) The authority conferred by this section
may be delegated by the Secretary of Defense
to any person in the Department of Defense or
by the Secretary of a military department to
any person within his department, with or
without the authority to make successive re-
delegations.

(c) In any case in which funds are expended
under the authority of subsections (a) and (b),
the Secretary of Defense shall submit a report
of such expenditures on a quarterly basis to the
Committees on Armed Services and Appropria-
tions of the Senate and the House of Repre-
sentatives.

(Added Pub. L. 94-108, title VIII, § 804(a), Oct.
7. 1975, 8% Stat. 538, § 140; amended Pub. L.
98-24, title XTI, § 1268(2), Sept. 24, 1983, 97
Sta-. 705; renumbered § 127 and amended Pub.
L. -9-433, title I, §§ 101(aXx 3}, 110{d)4), Oct. 1,
1986, 100 Stat. 994, 1002.)

AMENDMENTS

1988—Pub. L. 99-433 renumbered section 140 of this
title as this section and substituted “Emergency” for
“Emergencies” in section catchline.

1983 —Subsec, (a), Pub. L. 98-84 struck out “of this
section” after “subsection (c)".

Subsec. (¢). Pub. L. 98-84 struck out “of this section”
after “subsections (a) and (b)".

CONSTRUCTION AUTHORITY OF SECRITARY oF DIrinst
UNDER DECLARATION OF WAR OR NATIONAL EMFRGINCY

Pub. L. 97-89, title [X. § 903, Dec. 23, 1981, 93 Stat.
1382, whieh authorized the Secretary of Defense, in
the event of a declaration of war or the declarstion of
a national emergency by the President, 0 undertake
military construction without regard to any other pro-
visions of law. was repealed and reenacted as section
2808 of this title by Pub. L. 97-214, §% 2(a). T(18), July
12, 1982, 96 Stat. 157, 174, effective Oct. 1, 1982,

§ 128. Physical protection of special nuclear material:
limitation on dissemination of unclassified infor-
mation

(vt T addition tn anv nther sutharity or
requirement regarding protection from dissemi-
nation of information. and subject to section
552(bX3) of title 5. the Secretary of Defense,
with respect to special nuclear materials, shall
prescribe such reguiations, after notice and op-
portunity for public comment thereon. or issue
such orders as may be necessary Lo prohibit the
unauthorized dissemination of unclassified in-
formation pertaining to securily measures, in-
cluding security plans, procedures, and equip-
ment {or the physical protection of special nu-
clear material,

(2) The Secretary may prescribe regulations
or issue orders under paragraph (1) to prohibit
the dissemination of any information described
in such paragraph only if and to the extent
that the Secretary determines that the unau-
thorized dissemination of such information
could reasonably be expected to have a signifi-
cant adverse effect on the health and safety of
the public or the common defense and security
by :ignificantly increasing the likelihood of —

(A) illegal production of nuclear weaponas,
or

(B) theft, diversion, or sabotage of special
nuclear materials, equlpment, or {acilities.

(3) In making a determination under para-
graph (2), the Secretary may consider what the

TITLE 10-ARMED FORCES
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likelihood of an illegal production. theft, diver-
sion, or sabotage referred to in such paragraph
would be {f the information proposed to be pro-
hibited from dissemination under this section
were at no time available for dissemination.

(4) The Secretary shall exercise his authority
under this subsection to prohibit the dissemina-
tion of any information described in paragraph
(1)—

(A) so as to apply the minimum restrictions
needed to protect the health and safety of
the public or the common defense and securi-
ty: and

(B) upon a deétermination that the unau-
thorized dissemination of such information
could reasonably be expected to result in a
significant adverse effect on the heaith and
safety of the public or the common defense
and security by significantly increasing the
likelihood of —

{1) llegal production of nuclear weapons,
or

(i) theft. diversion, or sabotage of nuclear
materials, equipment. or facilities.

{b) Nothing in this section shall be construed
to authorize the Secretary to withhold, or to
authorize the withholding of, information from
the appropriate committees of the Congress.

(c) Any determination by the Secretary con-
cerning the applicability of this section shall be
subject to judicial review pursuant Lo section
552(aX4XB) of title §.

(d) The Secretary shall prepare on a quarter-
1y basis & report to be made available upon the
request of any interested person. detailing the
Secretary’'s application during that period of
each regulation or order prescribed or issued
under this section. In particular, such report
shall~

(1) fdantif- ~mee e faea bl ~mntantad frree

disclosure pursuant to such regulation or
order; \

(2) spectficaily state the Secretary's justifi-
cation for determining that unauthorized dis-
semination of the information protected from
disclosure under such regulation or order
could reasonably be expected to have a signif-
icant adverse effect on the health and safety
of the public or the common defense and se-
curity by significantly increasing the likeli-
hood of illegal production of nuclear weapons
or the theft, diversion. or sabotage of special
nuclear materials, equipment. or facilities, as
specified under subsection (a), and

(3) provide justification that the Secretary
has applied such regulation or order so as to
protect from disclosure only the minimum
amount of information necessary to protect
the health and safety of the public or the
common defense and security.

(Added Pub. L. 100-180, div. A,
$1123(a), Dec. 4, 1987, 101 Stat. 1148.)

title XI.

PIOR PROVISIONS

A prior section 128 was renumbered section 42! of
this title.

g
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|CENTRAL INTELL!GENCE AGENCY ACT OF 1949
: ACT OF JUNE 20, 1949

AN ACT To provide for the administration of the Central Intelligence Agency, es-
tablisl, :}d pursuant to section 102, National Security Act of 1947, and for other
purpol %. '

Be it enacted by the Senate and House of Representatives of the

United States of America in Congress assembled,

DEFINITIONS

Sectr oN 1. [50 U.S.C. 403a] That when used in this Act, the
term—

(a) “.gency” means the Central Intelligence Agency;

(b) “} tirector”” means the Director of Central Intelligence;

(c) "Liovernment agency” means any executive department, com-
missior, council, independent establislylment. corporation wholly or
partl(\; wned by the United States which is an instrumentality of
the Ui ited States, board, bureau, division, service, office, officer,
author iy, administration, or other establishment, in the executive
branch of the Government.

SEAL OF OFFICE

Sec. 2. [50 U.S.C. 403b] The Director of Central Intelligence
shall cause a seal of office to be made for the Central Intelligence
Agency, of such design as the President shall approve, and judici
notice hall be taken thereof.

PROCUREMENT AUTHORITIES

Skc. 3. [50 U.S.C. 408¢c] (a) In the performance of its functions
the Ceatral Intelligence Agency is authorized to exercise the au-
thoritits contained in sections 2(c) (1), (2), (3), (4), (6), (6), (10), (12),
(16), (1), and sections 3, 4, 5, 6, and 10 of the Armed Services Pro-
curem: nt Act of 1947* (Public Law 413, Eightieth Congress, second
session .

(b) Ii. the exercise of the authorities granted in subsection (a) of
this seition, the term “Agency head” shall mean the Director, the
Deputy’ Director, or the Executive of the Agency.

(c) Tae determinations and decisions gmvided in subeection (a) of
this se tion to be made by the Agency head may be made with re-
spect t» individual purchases and contracts or with reepect to class-

' The # rmed Services Procurement Act of 1947 was repsaled by the law enacting Litles 10 and
32, Unite ! States Code (Act of A 10, 1958, TOA Stat. 1). The citad sections were replaced b‘
sections ;. J04(a) (1)46), (10), (32), (I5), and (17), 2805 (a)-(c). 2308, 2807, Z308, 2800, 2312, and 231
of tile ' Section 49(b} of that Act govtdod. “References that other laws, and
orders m: 10 o the roplaced law shall be considered to be made to the
of [the sen ions enacting titles 10 and 82}
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es of purchases or contracts, and shall be final. Except as provided
in subsection (d) of this section, the Agency head is authorized to
delegate his powers provided in this section, includir g the making
of such determinations and decisions, in his discreticn and subject
to his direction, to any other officer or officers or cfficials of the
Agen%

(d) The power of the Agency head to make the det:rminations or
decisions specified in paragraphs (12) and (15) of se:tion 2(c) and
section 5a) of the Armed Services Procurement Act «f 1947 ? ghall
not be delegable. Each determination or decision req.ired by para-
graphs (12) and (15) of section 2(c), by section 4 or bf section a) of
the Armed Services Procurement Act of 1947,% shall e based upon
written findings made by the official making such dcterminations,
which findings shall be final and shall be available within the
Agency for a period of at least six years following tie date of the
determination. -

(e) Notwithstanding subsection (e) of section 111 ¢f the Federal
Property and Administrative Services Act of 1949 (40 U.S.C. 76%e)),
the provisions of section 111 of such Act relating t: the procure-
ment of automatic data processing equipment or ser ices shall not
apply with respect to such procurement by the Central Intelligence

Agency.*

[Original section 4 (50 U.S.C. 403d) was repeal d by section '

21{bX2) of Public Law 85-507 (72 Stat. 337, July 7, 195:).}

TRAVEL, ALLOWANCES, AND RELATED EXPEN{ I8

Skc. 4. [50 U.S.C. 403e] (a) Under such regulations as the Direc-
tor may prescribe, the Agency, with respect to its of} cers and em-

loyees assigned to duty stations outside the several States of the
{)Jnit.ed States of America, excluding Alaska and H..waii, but in-
cluding the District of Columbia, shall—

(1XA) pay the travel expenses of officers and employees of
the Agency, including expenses incurred while tr: veling pursu-
ant to autKorimd home leave; )

{B) pay the travel expenses of members of the family of an
officer or employee of the Agency when procee ing.to or re-
turning from his post of duty; accompanying hi:n on author-
ized home leave; or otherwise traveling in accord ince with au-
thority granted pursuant to the terms of this or rny other Act;

(C) pay the cost of transporting the furniture ¢ nd household
and personal effects of an officer or employee of _he Aﬁ;:cy to
his successive posts of duty and, on the terminatiin of his serv-
ices, to his residence at time of appointment or ‘o a point not

more distant, or, upon retirement, to the place '.:irhere he will

reside; ] . _
(D) pay the cost of packing and unpacking, tiansporting to
and from a place of storage, and storing the ’'urniture and

» See foudnote ). The cited provisions werc replaced by paragraphs (12} and (16} of section
- soction 230Ta) of title 10. )
'“',t: .l‘:(nouml, "l"ho.l:lwd ‘pmimom were npl.“t‘iebl’ paragraphs (12} and (15) of section
RN 2306 and 2313, and section ZUTia) of Li [ )

“""l.'.:b.l:“l‘:‘w 91-;59 provided that subsection () of section $ of the (.entral Intelligence
Agency Act of 1949 doss not apply Lo a contract made before September 27, | :E2.

. !
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household and personal effects of an officer or employee of the
Agency, when he is absent from his post of assignment under

. orders, or when he is assigned to a post to which he cannot

take or at which he is unable to use such furniture and house-
hold and personal effects, or when it is in the public interest or
more economical to autharize storage; but in no instance shall
the weight or volume of the effects stored together with the
weight or volume of the effects transported ex the maxi-
mum limitations fixed by regulations, when not otherwise
fixed by law;

. (E) pay the cost of packing and unpacking, transporting to
and from a place of storage, and storing the furniture and
household and personal effects of an officer or employee of the

Agem;y in connection with assignment or er to a new
post, from the date of his departure from his last or from
the date of his departure from his place of resi in the

case of a new officer or employee and for not to exceed three
months after -arrival -at the new post, or until the establish-
ment of residence quarters, whichever shall be shorter; and in
connection with separation of an officer or employee of the
Agency, the cost of packing and unpacking, transporting to
and from a place of storage, and storing for a period not to
exceed three months, his furniture and household and personal
effects; but in no instance shall the weight or volume of the
effecta stored together with the weight or volume of the effects
transported exceed the maximum ﬁm: itations fixed by regula-
tions, when not otherwise fixed by law. o

(F) pay the travel expenses and transportation costs incident
to the removal of the members of the family of an officer or
employee of the Agency and his furniture and household and

raonal effects, including automobiles, from a post at which,

use of the prevalence of disturbed conditions, there is im-

minent danger to life and property, and the return of such per-

sons, furniture, and effects to such post upon the cessation of

such conditions; or to such other post as may in the meantime

2::0 boqomeed the post to which such officer or employee has
n _ 5 <

(2) Charge expenses in connection with travel of personnel,
their dependents, and transportation of their household goods
and personal effects, involving a change of permanent station,
to the appropriation for the: year current when any part
of either the travel or transportation pertaining to the transfer

i pursuant to previously issued travel and transfer
orders, notwithstanding the fact that such travel or transporta-
tion may not all be effected’ during such fiscal , or the
travel and transfer orders may have been issued during the
prior fmdnlrdyear.

(BXA) er to any of the several States of the United States
of America (including the District of Columbia, the Common-
wealth of Puerto Rico, and any territory or possession of the
United States) on leave of absence each officer or employee of
the Agency who was a resident of the United States (as de-
scri above) at time of employment, upon completion of two
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years' continuous service abroad, or as soon : s possible thereaf-
ter.

(B) While in the United States (as described in paragraph
(3XA} of this section) on leave, the service of any officer or em-
ployee shall be available for work or duties in the Agency or
elsewhere as the Director may prescribe; and the time of such
work or duty shall not be counted as leave,

(C) Where an officer or employee on leeve returns to the
United States (as described in paragraph (3) A) of this section),
leave of absence granted shall g exclusive o the time actually
and necessarily occupied in going to and from the United
States (as 8o described) and such time as may be necessarily oc-
cupied in awaiting transportation. ‘ ‘

(4) Notwithstanding the provisions of any other law, trans-
port for or on behalf of an officer or employ«.e of the Agency, a
privately owned motor vehicle in any case i:i1 which it shall be
determined that water, rail, or air transporiation of the motor
vehicle is necessary or expedient for all or ¢#ny part of the dis-
tance between points of origin and destin::lion, and pay the
costs of such transportation. Not more than one motor vehicle
of any officer or employee of the Agency n ay be transported
under authority of this paragraph during ar.y four-year period,
except that, as replacement for such motor vehicle, one addi-
tional motor vehicle of any such officer or e.-.r:lfloyee may be so
transported during such period upon approval, in advance, by
the Director and upon a determination, in 1 dvance, by the D-
rector that such replacement is neceasa? .or reasons beyond
the control of the officer or employee and i1 in the interest of
the Government. After the expiration of a feriod of four ‘yean
following the date of transportation under authority of this
paragraph of a privately owned motor vehic le of any officer or
employee who has remained in continuous service outside the
several Statee of the United States of /-merica, excluding
Alaska and Hawaii, but including the Du trict of Columbia,
during such period, the transportation of i replacement for
such motor vehicle for such officer or emplo: ee may be author-
ized by the Director in accordance with this jaragraph. )

(6) (A) In the event of illness or injury req::iring the hospital-
ization of an officer or full time employee f the A!ency, not
the result of vicious habits, intemperance, o; misconduct on his
part, incurred while on assi ent abroad, n a locality where
there doee not exist a suitable hospital or ¢l nic, pay the travel
expenses of such officer or employee by v hatever means he
shall deem appropriate and without regard ' 0 the Standardized
Government "Fravel Regulations and sectio1 10 of the Act of
March 3, 1933 ¢ (47 Stat. 1516; 5 U.S.C. 13b,, to the nearest lo-
cality where a suitable hospital or clinic e: ists and on his re-
covery pay for the travel expenses of his r turn to his poet of

. cued Act of March 3, 1943, was repsaled by the Law enactin;: title 5, United States Code
tPub?:hw 89-544, Bept. 6, 1966. 80 Swat 878). ion 10 of that \ct was codified as section
51811l of titie 5. Section 7(b) of Public Law 89-544 (80 Stat. §31) pro ided: "A reference o a law
replaced by sections 1-6 of this Act, including & reference in & regul -lon, order, or other law, is
doemed to refer Lo the corresponding provision snacted by this Act.
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duty. If the officer or employee is too ill to travel unattende:
the Director may also pay the travel expenses of an attendan

(B) Establish a fi station and provide for the service
of a nurse at a post at which, in his opinion, sufficient perso
nel is employed to warrant such a station: Provided, t, i
his opinion, it is not feasible to utilize an exisu.nﬁ' facility;

(C) In the event of illness or injury requiri ospitalizatio

of an officer or full time employee of the ncy, not th
-result of vicious habits, intemperance, or misconduct on hi
part, incurred in the line of duty while such person is assigne
gb_road. pay for the cost of the treatment of such illnesss o
Injury at a suitable hospital or clinic;

(D) Provide for the periodic physical examination of officer
and employees of the ncy and for the cost of administerin
inoculations or vaccinations to such officers or employees.

(6) Pay the costs of preparilzgeand transporting the remain
of an officer or engploye'e of Agency or a member of hi
family who may dne_ while in travel status or abroad, to hi
home or official station, or to such other place as the Directo
may determine to be the appropriate place of interment, pr«
vided that in no case shall the expense payable be greater trm;
the amount which would have been payable had the destin:
tion been the home or official station.

(1) Pay the coets of travel of new appointees and their d:
pendents, and the transportation of their household goods an.
pereonal effects, from places of actual residence in foreig
countries at time of appointment to places of employment an:
return to their actualmdenoea at the time of appointment o
a point not more distant: Provided, That such appointees agre.
in wnu.ntg to remain with the United States Government for :
period of not less than.twelve months from the time of ap
pointment. R .

- Violation of such agreement for personal convenience of a:
employee or because of separation for misconduct will bar suc}
return pa{l:e_nts and, if determined by the Director or his des
ignee to be in the best interests of the United States, an:
money expended by the United States an account of sucl
trave! and transportation shall be considered as a debt due b
.the individual concerned to the United States.

(bX1) The Director mmly to officers and employees of th:
A&ency, and to persons iled or assigned to the Agency fron
other agencies of the Government or from the Armed Forces, al
lowances and benefits comparable to the allowances .and benefit:
authorized to be ga.id to members of the Foreign Service unde
chapter 9 of title I of the Foreign Service Act of 1980 (22 US.C
4081 et se?j)i!or any other provision of law.

.(2) The Director may pay allowances and benefits related to offi
cially authorized travel, personnel and physical security activities
operational activities, and cover-related activities (whether or no
such allowances and benefits are otherwise authorized under thi:
section or any other provision of law) when payment of such allow

ances and benefits is necessary to meet the srocm]’ requirements o
work related to such activities. Payment of allowances and benefit:



30 AGENCY ACT OF 1949

under this paragraph shall be in accordance with regulations pre- : materi . R 1
scribed by the Director. Rates for allowances anc benefits under % oth:-n:rth%nngmdmfomm- ;
this aph may not be set at rates in excess f those author- WA Agency installatjgemn;v
ized by section 65724 and 5724a of title 5, United St::tes Code, when K rsonnel and of d:?e:t%
reimbursement is provided for relocation attributable, in whole or W Bonitqd States under Agencyjdy

;u( Makﬁ alteraﬁons,,
. rented by the Agency, and.
itations on expenditures eax
amended: * Provided, That i
that exception from such ligh
A . (v} Pf the A‘
.vi los; and 4Ty

in gart to relocation within the United States. :

(3) Notwithstanding any other rovigion of thii. section or any
other provision of law relating to officially aut wrized travel of
Government employees, the Director, in order to r.flect Agency re-
quirements not taken into accownt in the formul:- tion o Govern-
ment-wide travel procedures, may by regulation—

(A) authorize the travel of officers and e:aployees of the
Aiency. and of persons detailed or assign ed to ‘he Agency from
other agencies of the Government or from th» Armed Forces

- who are engaged in the performance of intell gence functions,

and _

(B) provide for payment for such travel, in clsses of cases, as
determined by the Director, in which such trevel is important
to the performance of intelligence functions.

y h . "

8Szc.'6: [50 US.C e Litdrests ofithe peuritilal i
. foreign intelligence miwu]d:: the United Staten & .ﬂm e

(4) Members of the Armed Forces may not recer e benefits under ther to implement the provisc#f section 102(dX3) of ! Order fur.
both this section and title 37, United States Code, | or the same pur- Spcurity Act of 1947 (Public/Edw 258, Bightie ) °f't'h°f National
pose. The Director and Secretary of Defense sha'l prescribe joint 3 gion). that the Director of Cantinl l.nébllipnu ghall ;iflustinee-

QR i el s et i
i sections 1 3 é\g :}l::y '.
} -1 an » 785 o

House of Representatives and the Select Committce on Intelligence 1 Stat. 956, 9567; 6 US. ‘
of the Senate before such regulations take effect. } gn i

~

ions, names, o
GENERAL AUTHORITIES 7 od by the Agency: drguided, Tkl in furthe
@Smasincstl)l usc Asgar] In thothperformanoo of its functions, the thn.}'acowr of the B " qof, th&:lzgam S e
ntr telligence Agency is au orized to— criveg ngrees n wi e nCy S
(a) Transfer to and receive from other Governm.nt agencies such ¥ ,‘p‘z’(ﬁ)};npt" 212 of thy Act, of Juge 30, ],9%* a8 an
sums as may be approved by the Bureau of the Bi-dget, for the per- ) US.C. 403h1" Ay ORI
formance of any of the functions or activities aut}. under sec- 3 ) 1 the Go h] ttorney

0

tions 102 and 303 of the National SecurigoAct of 1947 (Public Law
263, Eightieth Congress, and any other Governm:nt agency 18 au-
thori to transfer to or receive from the Agency: such sums with-
out regard to any provisions of law limiting or prohibiting trans-
fers between appropriations. Sums transferred to the Agency 1n ac-

cordance with t paragm&l:.may be expended for the purposed 3 re el
and under the authority of thi Act without regm'ltohmltatmn.sof : S . “heatr ot o
<l - o ' . ) B4 I’J‘l i \

appropriations from which transferred; ) ) o _ nd re
&) %JS e;‘usridl without regard to section {651 Revised Stat: . ™ mmediate famili Rt LD nmﬁ» UM' b ; bers
utes (31 A WH h . Y : i m.ums ) ’

(¢) Reimburse other Government encies for 1 ervices of person- ° : ﬁ°°°t1° Ty 101" Ab,}_.l‘!‘n no case exceed gng,bundred per-

nel assigned to the Agency, and such other Go:ernment agencies . <oy ‘
are hereby authorized, without regard to provis ons -of law to the § ) 3 oo O e e, e .‘é&"“ﬁ
contrary, 8o to assign or detail any officer or «mployee for duty he Ac sipec P
with the Agency; _ .8

(d) Authorize personnel desifnated by the Dir :tor to carry fire-, A
arms to the extent neceasary 10T the performan e of the Agency'sy
authorized functions, except that, within the Uaited States, such +§
authority ehall be limited to the purposes of prot «tion of classified ¥

s ropesled by sectien B01(80)Yf the Budget and
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(Original section 9 (50 U.S.C. 403i) was repeale(| by section 601(b)
of Public Law 763, 68 Stat. 1115; September 1, 1954.]

APPROPRIATIONS

Skc. 8. [50 U.S.C. 403j] (&) Notwithstanding any other provi-
gions of law, sums made available to the Agency by appropriation
or otherwise may be expended for purposes nece:isary to carry out
its functions, including—

(1) personal services, including personal services without
regard to limitations on types of persons to be employed, and
rent at the seat of government and elsewhcre; health-service
program as authorized by law (5 U.S.C. 150) ® rental of news-
reporting services; purchase or rental and o-eration of photo-
graphic, reproduction, cryp aphic, duplicetion and printing
machines, equipment and evices, and radio-receiving and
radio-sending equipment and devices, includ ng telegraph and
teletype equipment, purchase, maintenance, operation, repair,
and hire of passenger motor vehicles, and ai craft, and vessels
of all kinds; subject to policies established by the Director,
transportation of officers and employees of t\ e Agency in Gov-
ernment-owned automotive equipment betwe:n their domiciles
and places of employment, where such pers nnel are engaged
in work which makes such transportation ne:. gssary, and trans-
portation in such equipment, to and from sck ool, of children of
Agency personnel who have quarters for the nselves and their
families at isolated stations outside the c ntinental United
States where adequate public or private tra 1sportation is not
available; printing and binding; purchase, naint.enance,_and
cleaning of firearms, including purchase, stc rage, and mainte-
nance of ammunition; subject to policies estz.blished by the Di-
rector, expenses of travel in connection with and expenses in-
cident to attendance at meetings of professic 1al, technical, sci-
"entific, and other similar organizations whe.: such attendance

would be a benefit in the conduct of the werk of the Agency,
aseociation and library dues; payment of prrmiums or costs of
surety bonds for officers or employees without regard to the
provisions of 61 Stat. 646; 6 U.S.C. 14; * payment of claims pur-
suant to 28 U.S.C.; acquisition of necessary land and the clear-
ing of such land; construction of buildings «nd facilities with-
out regard-to 86 Stat. 699; 40 U.S.C. 269, 26”;‘.°_r~epair, r_qn!.al,
operation, and maintenance of buildings, atilities, facilities,
and appurtenances; and

actment of that title was replaced by

. law codified 10 sect 150 of title 5 before the en
T 2901 of fit "h . Public La v 58-544 (Sept. 6, 1966, 80

wection 7901 of title 5 upon the ensctioent of that title by

Beat ITH

* Goction 14 of utle 6, United Siotes Code, relating to the purchuse of bonds to cover Go\_r.m-
ment employces, waa repealed by soction 203(1) of Public Law 92-31. (Act of June 6, 1972, 88
3 202y )

t he United States, former y classified Lo sections 259

10 Section 3734 of the Hevised Ststutes of L . [ ;
and 267 of utic 40, was re led by eection 17(12) of the Public Bu.ldings Act of 1859 (Public

Law B6-249, 73 Suat. 485). { Act is shown in the United States Co le as chaptar 12 of title 40
4D USC. 601 ot »eq)
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(2) supplies, equipment, and )|
oos) BiPplies, equipment, rsonnel and contractual serv
(b)Pl"I?}\l'ed b tho Dt rectgmr. by law and regulations, when ap

_ e sums made available to the Agen
m;h:xu‘:e ;?n?ﬂe%fme proviuiortmf of dl;aw al:\% rgﬂn;g%nl;e r:lxa‘;:diﬁ
¥ ] Government funds; and for objects of .
tial, ex;r:o;dmary, or emergency nature, such gxpen‘:lit:xanﬁtoel?e
\ smuchm:ae rt.iﬁ?:: :l:llzll?nb:hsd certificate of the Director and every
such cortificate shall eemed a sufficient voucher for the

SEPARABILITY OF PROVIBIONS

Skc. 9. [50 U.S.C. 403a note] If i i
;p ‘;ic_:at‘.’l:lq of such provisi 'on:{o a;!;y :eml":- omm(thm e gsthi
eld invalid, the remainder of this Act or the application of such

provision to persons )
BTy hotd avalid, shatl not bo affecten thereby. T o0 10 hich
SHORT TITLE
Sec. 10 [60 U.S.C. 401 note] This ; "
tral Intelligence Agency Acttg?mw,““ may be cited as the “Cen-

AUTHORITY TO PAY DEATH GRATUITIES

Skc. 11. [50 U.S.C. 408k] (aX1) The Directo i
:fg the surviving dependents of any officer roﬂnﬁgygegr;'mtll:z
ency who dies as a result of injuries (other than from disease)
sustained outside the United States and whose death— ‘
(.m\; r:;l:;gd from hosﬁl:cgr terrorist activities; or
. in connection with intelli i
(z)haT\lrln:g a su_xtgstantitgl tgll.emont of risk. an intelligence activity
provisions of this subseecti i
deaths occurring after June 80, 1974‘.‘“:l *hall apply with respoct to
"': &) An;v mment_ under subsection (a)—
b -(l : o‘_l b‘?manamo\qnt' ual to the amount of the annual
the ofﬁoan" 9;"-“qmp oyee concerned at the time of

% (2) aball be considered & gift and ehall be in lisu of pay

" f

w w.an:n ‘l‘easer death gramity authorized by any pﬂ?erpall‘adem:

(ﬁ’)dnﬂ be made undertha same oonditlf ll.l 1 .
c:%.lga:;xﬁd by section 14 of the Act og' Auag'u:?li,yl;oﬁﬁé

:-"_,;H--

L, JAUTHORITY YO ACCEPT QIFTS, DEVISES, AND BEQUXSTS
.8.C. 40317 (a) Subject to the provisions of this sec-
r may accept, hold, administer, and use giﬁsw:f

affective February 15, 1881, by section
Law 96485, 94 Beat. 2160. “":’"2:‘
\ 3
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money, securities, or other property whenever 1 he Director deter-
mines it would be in the interest of the United S ates to do so. Any
gift accepted under this section (and any incom-- produced by any
such gift) may be used only for artistic display r for purposes re-
lating to the general welfare, education, or recre ition of employees
or dependents of employees of the Agency or for similar purposes,
and under no circumstances may such a gift (¢ any income pro-
duced by any such gift) be used for operational purposes. The Di-
rector may not accept any gift under this section which is expressly
conditioned upon any expenditure not to be met from the gift itself
or from income produced by the gift unless such expenditure has
been authorized by law. '

(b) Unless otherwise restricted by the terms of the gift, the Direc-
tor may sell or exchange, or invest or reinvest, tiny property which
is accepted under this section, but any such insestment may only
be in interest-bearing obligations of the United States or in obliga-
tsiona guaranteed as to both principal and interest by the United

tates. :

(c) There is hereby created on the books of tue Treasury of the
United States a fund into which gifts of mo: ey, securities, and
other intangible property accepted under the aiithority of this sec-
tion, and the earnings and proceeds thereof, shall be deposited. The
asaets of such fund shall be disbursed upon the order of the Direc-
tor for the purposes specified in subsection (a) o1 (b).

(d} For purposes of Federal income, estate, ¢nd gift taxes, gifts
accepted by the Director under this section shill be considered to
be to or for the use of the United States.

(e) For the purposes of this section, the term '‘gift” includes a be-
quest or devise.

MIBUSE OF AGENCY NAME, INITIALS ( i BEAL

Sec. 13. [50 US.C. 403m] (a) No person m:y, except with the
written permission of the Director, Imowinglﬁ 8@ the words ‘Cen-
tral Intelligence Agency’, the initials ‘CIA’, the seal of the Central
Intelligence Agency, or any colorable imitation of such words, ini-
tials, or seal in connection with any merchan, ise, impersonation,
solicitation, or commercial activity in a manne¢r reasonably calcu-
lated to convey the impression that such use is ipproved, endorsed,
or authorized by the Central Intelligence Agenc r.

(b) Whenever it appears to the Attorney Gen: ral that any person
is engaged or is about to engage in an act or piactice which consti-
tutee or will constitute conduct prohibited by e bsection (a), the At-
torney General may initiate a civil proceeding n a district court of
the United States to enjoin such act or practi e. Such court shall
proceed as soon ag practicable to the hearing ¢.1d determination of
such action and may, at any time before final : etermination, enter
such restraining orders or prohibitions, or tal : such other action
as is warranted, to prevent injury to the Uni ed States or to any
person or class of persons for whose proté:tion the action is

brought. .
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RETIREMENT EQUITY FOR SPOUSES OF CERTAIN EMPLOYEES

Sec. 4. [50 USC. 403n] (a) The i8i i

provisions of secti
gg:(b) (1)~(3), 221(D, 221(gX2), 221(1), 221(m), 221(n), 221(0), ggg ggj
» 234(c), 234(d), 234(e), and 263(b) of the Central Intelligenc
Agency Reurem_en‘t Act of 1964 for Certain Employees (50 U.S.C
403 note) establishing certain requirements, limitations, rights, er
titlements, and benefits relating to retirement a.nnuiti&l. survivo;
benefits, and lumpsum payments for a spouse or former spouse o
an Agency employee who js a participant in the Central Intelli
gence 'Agency Retirement ang Disability System shall apply in th
;t;;x;;e m:i:ne; and to t.h_e same extent in the case of an Agency em

o is B ) . : A
Di(lﬁb'ilh‘l'lty System.mmt!m the Civil Service Retirement an(
The Director of the Office of Personnel ement, i
sultation with the Director of Central Intellifmshall ﬁrelalcf'?l?«
P

such ; " h
o thisragulg;::m as may boﬁaceuary to implement the provision:

SECURITY PERSONNEL AT AGENCY INSTALLATIONS

Sec. 15. [50 U.S.C. 4030] (a) The Directo nori
personnel within the United States to perf;rl;a{h:ummgg
as special policemen of the General Services Administration per
form under the first section of the Act entitled “An Act to author
ize the Federal Works Administrator or officials of the Federal
Works Agency duly authorized by him to appoint special palicemen
‘fﬁr duty upon Federal property under the jurisdiction of the Feder-

Works ency, and for other purposes” (40 U.S.C. 818), with the
powers set forth in that section, except that such personnel shali
parform such functions gng,. exercise .such powers only within
mq installations, and the rules and regulations enlyomed by

ich personnel shall be rules and regulations pramulgated by the

r. FLE .
., The Director is authariaed to establish penalties for violations
' wnr?go?rtm:; mu]g:nt:lduz shzﬂmnu;ctw;xcu:e‘:leggsbe
A of th:a m{t aharliol;te:j earhlglrl identifiable as Unitegrsst:tes &f\?
', the functions to {vlg.;:h subeec‘t;on 7&?0 ‘:ghf: sztit(}:: r;:i_;:':rmance o

'; \

y éﬁﬁ HEALTH BENEFITS FOR CERTAIN FORMER SPOUSES OF CRNTRAL
’m‘w W INTELLIGENCE AGENGY EMPLOYERS -

: L18: [50 US.C. 408p]. (a) Except as provided in subsection

individ
¥ rfnrxz;;rl‘{hznied to an empl_oyele :&- tt,'orallme:: employee of
& Agency, e Was v i -
t'h oo Moy, o disso y divorce or annul
'Who, at any time during the eighteen-month period bef;
vorce or annulment became final, was covefed undegr:

J.
R |

I Al L



CENTRAL INTELLIGENCE AGENCY RETIREMENT ACT OF
1964 FOR CERTAIN EMPLOYEES

PUBLIC LAW 88-643—OCTOBER 13, 1964
(50 1J.5.C. 403 note)

AN ACT To provide for the establishment and lnlillhnl;l“ of & Central Intelli-
gence Agency Retirement and Disability System for & limited number of employ-
oes, and for other purposes. .

Be it enacted by the Senate and House o" Representatives of the

United States of America in Congress assembled, :

TITLE I-TITLE AND DEFINITIONS

Parr A—TITLE

Sec. 101. This Act may be cited as the “Central Intelligence
Agency Retirement Act of 1964 for Certain Employees”.

PART B—DEerFINITIONS

Sec. 111. When used in this Act, the term—

(1) “Agency” means the Central Intelligence Agency;

(2) “Director’’ means the Director of Central Intelligence;

(3) “Qualifying service’ means service performed as a partic-
ipant in the aystem or, in the case of service prior to designa-
tion, service determined by the Director to have been per-
formed in carrying out duties described in section 203;

(4) “Fund mce" means the sum of— A

(a) the investments of the fund calculated at par value;

and
(b) the cash balance of the fund on the boolu of the

Treasury;

(6) “Unfunded liability” meana the estimated exceas of the
present value of all benefits payable from the fund to partici-
pants and former participants, subject to this Act, and to-their
survivors, over the gum of—

{a) the present value of deductions to be withheld from
the future basic salary of participants currently subject to
this Act and of future Agency contributions to be made in
their behalf; plus ‘

(b) the present value of Government payments to the
fund under section 261 (b) and (¢) of this Act; plus

(c) the fund balance as of the date the unfunded liability
is determined; and .

(6) “Normal cost” means the level percentage of payroll re-
quired to be deposited in the fund to meet the cost of benefits
payable under the system (computed in accordance with gener-
ally accepted actuarial practice on an entry-age basis) less the

k)




SELECTED LAWS OF INTEREST 23

dustrial design, or model in respect of the invention. A Uniteo
States patent issued to such person, his successors, assigns, or legal
representatives shall be invalid.

§ 186. Penalty

Whoever, during the period or periods of time an mwmtlon has
been ordered to be kept secret and the grant of a patent thereon
withheld pursuant tq section 181 of this title, lhall with k.nowledge
of such order and without due authorization, blish or
disclose or authorizg. or cause to be published or. duc{o‘ﬁ the in-
vention, or material {nformation with thereto, or whogver.
in violation of the prpvisions of oect.lon 184 of this t.xt.l.e. shall file or
cause or authorize-to be filed jn any foreign oountry an applwdnon
for patent or for the regimration of a. utility model, _industrial
design, or model in:respect of any invention made in the United
States, shall, upon conviction, be fined not more than $10,000 or
imprisoned for not’ more than two years, or both.

8 187. Homppllcabﬂlty to ectqin persons

The prohibitions t‘mnnllws of this chapter shall not apply to
any officer or agent of United States acting within the acope of
his authority, nor tp any person acting upon his written instruc-
tions or permission.

8 188. Rules and regulations, delegation of power !

The Atomic Energy Commission, the Secretary of a defense de-
partment, the chief officer of any other department ‘or agency of
the Government designated by the President as a defense agency of
the United States, and the’ of Commerce, may separately
issue rules and regulations to epable the respective department or
agency to carry out the provisions of this chapter, and may dele-
gate any power conferred by this chapter.

CHAPTERS 12 AND 18 OF THE ATOMIC ENERGY ACT OF 19854
(PROTECTION OF ATOMIC ENERG\' ll‘(l-‘Olf.MA’l‘lOl‘l)'l

CHAPTER 2. DEFINITIONB
. Spc. 11 [42 USC. 2014) Dmnmous.——'l‘ha intent of Congresa

branch of the United tes, or any Government agency, or the leg-
islative branch of the United States, or any agency, committee,
commission, office, or other establishment in the tive branch,
or the judicial branch of t.he United States, or any office, agency,

! Ses footnotes 3 and 4, ants.



236 SELECTED LAWS OF INTEREST

committee, commission, oOr other establishment in', the judicial
branch. ‘

. L] - L L L i [ ]

h. The term ‘‘defense information” means any ir.formation in
any category determined by any Government agency authorized to
classify information, as being information respecting, velating to, or
affecting the national defense. :

» * . . * [ . L ]

1. The term “‘Government agency’’ means any exel utive depart-
ment, commission, independent establishment, corporation, wﬂolly
or partly owned by the United States of America wl.ich is an in-
strumentality of the United States, or any board, bur :au, division,
service, office, officer, authority, administration, or otrier establish-
ment in the executive branch of the Government.

* ] . L] L L ] -

6. The term “person’ means (1) any individual, corp! ration, part-
nership, firm, association, trust, estate, public or_pr vate institu-
tion, group, Government agency other than the Com: mission, any
State or any political subdivision of, or any political entity within a
State, any foreign government or nation or any poli‘ical subdivi-
sion of any such government or nation, or other entity; and (2) any
legal successor, representative, agent, or agency of the foregoing.

y. The term “Restricted Data” means all data ¢ ncerning (1)
design, manufacture, or utilization of atomic weaponi. (2) the pro-
duction of special nuclear material; or (3) the use of sp.cial nuclear
material in the production of energy, but shall not inc ude data de-
classified or removed from the Restricted Data category pursuant

to section 142.

CHAPTER 12. CONTROL OF INFORMATIUN

Skc. 141. [42 US.C. 2161) Poucy.—It ehall be the policy of the
Commission to control the dissemination and declassif cation of
stricted Data in such a manner as to assureé the con mon defense
and :a‘curit : Cfolr;nistent with sluch policy, the Commitsion 8
ided by the followi rinciples: o
Bua. Un);.il eﬂ'ectivenaal::d enforceable internationg safeguards
ainst the use of atomic energy for destructive pi rposes have

B:btgaen established by an international arrangement, tl.ere shall be
no exchange of Restricted Data with other nations «gcept @as au-
1

thorized by section 144; and o )
b. The dissemination of scientific and technical information relat-

ing o atomic energy should be Qermitted an'd_qneour‘tged 80 as to
provide that free interchange of ideas and criticism which is essen-
tial to scientific and industrial progress and public uaderstanding
and to enlarge the fund of technical information.

Skc. 142. 842 U S.C. 2162 CLASSIFICATION AND DECI ABSIFICATION

o¥ RusTRICTED DATA.—
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8. The Commission shal ' i i termi
:'rli:lhun "the deﬁn_ition :)f wﬁ?&mﬁaﬁ,twﬁc?m glee thghshedgam'
loe r:: undue risk of the common defense and securit; 2:d ghal
th pon cause such data to be declassified and zd l
!t)eg’(l)ﬁof the R : ) removed from the
). Commission shall maintain a continuous. revi
stncu:)d} Data ai‘x‘nd &fe a:y Ch-.l::c:;;'on Guides %ﬁge&eom
zam of Restﬂc:ledml?ata which have ﬁn declassified in or:!oarthtg
from the ;tag%ry of aumnﬁt? d& st Lot o
eom}:;u::efense Y o e a without undug risk to the
c. e case of Reetricted Data which Commmil i
m:n.t of Defense jointly determine ut)h :alab ﬁrim:?il;n tg t.t‘hhe
mii tﬂnabe tion of atomic weapons, the determination that lud?
da mmqy published without constituting an unressonable risk
mﬂegﬁmo&dafemmdmuﬁtyahnﬂbemdabytha&;mi&
sion and Dee m:?t of Defenze jointly, and if the Commission
!hsu& ncngfy ont of Defe l_)afannt._ o not agree, the determination
. mmission shall remove from the Restricted
jrzinnuuchdgat:m as the Commission and the DepartmentD::'a I;::ft:g:
joir m{ d ine l('!elatp primarily to the military utilization of
atomic ¥ aspogs and which the Commimion and Department of De-
fen ormj?lt‘l‘lo n)_r }:'t:midd, can ba adeq_ uately safeguarded as defense
information: Provid housyer, 'That no such data so removed
wise made availab % : b enaa'mrgnnmor .
while sucha(‘l’atn r?mt;’l:n“ d:(:::: f;fm s e
oy oot £ QeLenge . rmation, expept. pursuant to
an agr ?‘&b or ooopprat;o. n g?pred dato in rdapge with sub-
e. mmission shall remgye from the Reetricted
wnmhfomaﬁm concerning . thema:::xic enamd o “m:i
gther ua _ona ué the Commission and the Director ﬂ&:&:ﬂ Intel-
smnnof’o::cny etermine to be neceasary to carry out the provi-
don 102(d) of the National Security Act of 19& as
amended, and can be adequately safeguarded as defense informa-

tion.
Suc. 143. [42 U.S.C. 2163] Dxpartus :
- .8.C. RTMENT Of Drrenax P. -
11lgu. ’I‘hfo ission may authorize any of ita empmcz:
: ye_cv_n of any contractor, prospective contractor, licensee or
pecti :ohoensea‘ of%Commmﬂn or any other person nuthom
bacoenl. oy 145Wto ata by the Commission under subssctions 145
b. snd 1 Dal? permit any emplpyee of an agency of Depart-
Forces to ha mor“‘“m'dw g
e bt Jm. to : Data, required in the perform-
fthuneaandlooomﬁed‘ by the head of the appropriate
agenc'irom: Elep;r;?nt of Defense or his designee: Bmgnded.
mluummt er, The e head of the appropriste agency of the Depart-
mea t.haeat:l?.'e or his designee has determined, in accordance
o ngencyl,lm g:xnn_el .:grity pbr:cedurea' and standards
scoees to such Restricted Data will not end;n?e: "t’rf’:"g:&fm?" dv:
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fense and security: And rovided further, That the iiecretary of De-
fense finds that the esta lished personnel and othes .gecurity proce-
dures and standards of such agenc{ are adequate ard in reasons le
conf_ormity to the standards estab ished by the Coinmission under

145.
Sec. 144. [42 U.SC. 2164] lNTI!.B-NA\TIONAL COOPERATION-—

a. The President ma authorize the )
with another nation and to communicate Lo that nation Restricted

Data on— ) B
1) rpﬁning, purification, and subseguent tres tment of source

(2) civilian reactor development;
3) ﬁroduction of special nuclear material;
(4) health and safety;

(5) industrial and other applications of am,lmic energy for

aceful purposes; and

(6) research and development relating to the foregoing:

Provided, however, That no such cooperation ghall .nvolve the com-

munication of Restricted Data relating to the design OT fabrication
ided further, That the cooperation is

of atomic wespons: And prov : :
undertaken pursuant to an ment for cooperation entered into
dertaken ‘pursuant to an

in accordance with section 123, or is un

reement existing ©
b. The President ma
the qasismnoe_ of the Commission,

, and to communicate to that nation or g
icted Data (including desi information) as 3 1
(1) the devglqpment of defense plans

(2) the training of personnel in the employ nent of and de-
i ns and other miliiary applications

fense against atomic weapo

(3) the evaluation of the capabilit

i ns and other military applica-

tions O atomic energy: an
(4) the development of com

atomic wea‘g‘?;s; . , ‘ )
ident determines that the pro;nsed cooperation
Restrict: 4 Data will pro-

nable ris. t0 the common
her nation 0 organization is

whenever the tern
and the communication of the

ro

mote an(r will not constitute an un
defense and security, while such ot : :
rticipating with the United States pursuant to &n internation
al contributions to
mutual defense and security: Prov

tion 18 undertaken pursuant to an agr

cordance with section 123. ) )

it ion authorized in subsections 144 a.
mmission, with t
th another

and 144 b., the President may authorize the Co v
assistance of the Department of Defense, 10 COOPE ‘ate Wi

nation and— .
(1) to exchange with that

Provided, That communicﬂion of such

Lyomic weapons: ] ! . -
ng. FEUE L L ig necessary 10 inprove ite atomic

Defense, with
s osion, to cooperate witl". another nation

tion to which t e United States
anization such
w——

ies of pote atial enemies in

patible . deliv- ry seystems for

gement by substantisal and matery b
i ided, however, hat the coopera-
eement er tered into in 8¢

nation Restrictec Data concerning
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weapon design, devel

vided that natio "I° opment, or fabrication capability an

opment of atomicl:‘ weapons; gd antial Pro%’m:lil!llt{he ge'\)/l
] ! !

(2) to communi t nation R“mcu
Data concerning i e davalopment. or dﬁign ofmilit.a
mom ! ' ool ' i !

whenever the Presiden inte
L L el 8 et AR
ense and security, while such mﬁ e e oom;';;l;;

the United Sta .
tes is vt \
substantial pursuant to an internati cipating witl
Saim el & Dbl il

nse an(

security: Provided, ho
ursuan wever, That utua
‘1'23"‘ t to an agreement entered :‘:& ‘,;:"Pﬂrat.wn is u't‘ge rtake:
d. The President e accordance with section
to communicate i may authorize any agen o
agreement for mmpeaf:a;;lanm ey O e R ied States
b., or c., such Restricted n arr:!:ged dgunuant to sul ":‘::ﬂlﬁ an
nder men ‘Duta as is determined 144 a,
t 000/ : to be :
Sac. 146 42 USC. 2168 m‘“’" involved.. tranamissible

a. No arrangem .
shall be mad ent shall ba'made yunde .
Sense thall Do et pder sertion ) ador stion 41" ars arir
W;It.h whOm ’uch arrang mon 103 or 104 unl ’ and no u~
tive contractor, or the memqgt ia mh : the cul;.trac:: the persan
E-'. mi it any in&lv:dml ) ive li s e in r Or progpec-
vil Service Commissi havg access to Restricted I:“W not to
WwﬂhtheCommimion shall have made an i ta until the
of such individual ::d on the character, investigation and
O e o iasion Al ationg, and loyal
the common defi person fo, i ave determined
b. m;“:l?t:om% Data will not endanger
u orized Commiaal
o Sro e dlomiacon by o Gt o el oo
individual shall be empl &omhtant with the national i Manager
mission permit any ip ".’y.l the Commission n ahnlln terest, no
tion and report to u';Commmonl shall have mad cted Data
and loyaity of such mmuon on-the character, amociations
that permi ual; and the Commission shall have do.

m «

ct.alrllilegogfe&elm- er the commaon &tw ad socun to
Service Commi-iol:‘;;mum,.nnon and report to be made by the Civi
ion may accept an i: w'mMOn b. of this chtl e Clvil
ter, aseociations, and loyal '“u‘ntl()n and repo rt on th on, the
ernment :ﬁ:ncy whi Chyeot{l of an individual made by?m ehcharac.
provided that a security c'l‘““nct:upeme] security inve?s:,‘ er Gov-
has been granted to nulggt"o?'
nat-

vidual by anothe
hnd report. r Government agency based on such investigati
on

* Punctions of the Civi were
Civil Sorvice Cammimion tranaferred
USsC 101 $ by 10 o N T
Mml Beorgasizstion No 2 m’g it Og;;og
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4. In the event 8n investigation made pursus 1L to subsection 8.

(1) contro .
and b. of this section develops any data reflectirg that the individ- | and accounting procedures or security m
ea.

(including securi
t
y plans, procedures, and equipment) fo

ual who is the gubject of the investigation 18 of questionable loyal- physical protection of i

ty, the Civil Service Commission shall refer the matter to the Fed- whether i special nuclear material, b

eral Bureau of Investigation for the conduct of 3 full field investi- termined by the in transit or at fixed sites in y whon

gation, the results of which shall be furnished 0 the Civil Service health and safety orcommthe isgion to be Wt :lomtlt.le

Commission for its information and appropriate ction. {2) security common defense and securi the p

e. If the President deems it to be in the natioral interest he may and Wﬂpmentm) mfor ﬂ: (including security plmﬂty;

from time to time determine that investigatio 8 of any group of or byproduct ma l")hyllcal protection of 8o ur&rmdt

class which are required by subeections 8., D a-d c. of this gection ~ tranait or at fixed nl'mtu, by whomever possessed hmau

be made by the Federal Bureau of Investigation. mission to be significant ‘; quantities determined bw .‘ﬁ‘ <
f. Notwithstanding the provisions of subsectiv ns 8., b., and ¢., of common defense and - rit?—l?) public health and -a’;'ety o(

: s o security; or .

8) securi :
and equim?ntm)far yriv (including security plans,
e e DTt o and procedu
bersgraph Mmt wital to the'safety of prt:‘:u!:‘:a :
paragraphs (1) and (2): ving nuclear -materials oovel.e(:;

certify those specifi positions which are of & high degree of impor-
tance oOf sensitivity, and upon such certification, the investigation
and report8 required by guch provisions shall be made by the Fed-
eral Bureau of Investigation. ‘

g. The Commission shall establish standards ind gpecifications in
writing as 1o the scope and extent of investiga:ions, the reports o
which will be utilized by the Commmission in me¢ king the determina-
tion, pursuant to subsections 8. b., and C. of tl.is section, that per-
mitting 8 person access 10 restricted data wi | not endanger the
common defense and security. Such standard? and apeciﬁcations
shall be based on the location and class or kinC of work to be done,
and shall, among other considerations, take intd account the degree
of importance to the common defense and secusity of the restricted
data to which access will be permitted. i )

h. Whenever the Congress declares that 8 slate of war exisis, of
in the event of a national disaster due to enefmy att:ack, the Com-
mission i8 authorized during the state of war r period of national
disaster due 10 enemy attack to employ indiv:duals and to pert_mt

individuals access w Restricted Data pepdmg the investigation
report, and determination red ired by section '}45 b., to the extent
that and so long 88 the Commission finds that such action i8 re-
quired to prevent impairment of its activities ‘n furtherance of

ifthe mufhorizd N o SUCE )

be p disclosure of such informati .

expected o ; tion

safety of the publi?o: m“the icant adverse effae.;f l:,:o tuhld reasona
cantly increasing the likdjw} mmon defense and sec e health «
such material or such facili ood of theft, divemionumy by sign
authority of this acility. The Commission ) olr ;ﬂebOtage
. subsection— ? Commission shal g

(A) 80 AS to a l .
tect the health an y“thﬁo| minimum restricti eod
and security, nna(ln d G of the public or tl?::o?nmzr? dt:fep
: n

(B) upon a determinati
such inf letermination that th rized di
T e et be expected o have & sig
the common dafgn“qn the health and safety of the publs
the common defense and security by significant) L
(o guch facility, eft, diversion, or sabotage of such materi
othing in this Act shall* ; -' "
the public discioeurs of Infomation’ pertaining t.th i
quantitior of shipments of goarce. materiai, by b the routes an
Righ level nuclear waste, o irrad material, by-produ i
, or_ irradiated nuclear pmucrt f;ﬁwaia
el. An

wgmo'f %efﬁz U sdc zussf GENERAL PROVISIY person, whether

gc. 146. O | . ) e an ’ . or not a licensee C [ g

a. Sections 141 to 145, }ncluaive. sha'l'l n:t e clude the a;:phc:bie " civ";l ! magouhne tion adopted under thi: fseﬂcltgon mshma l'l“km- who violate
isi t that no Governmen n L ) : L :
provisions of any other laws, excep no GovernmenCt i & section sl tm“ g penalties of section 234 of the nnt_’eN;“bJ.‘”t to th.

shall take any action under such other laws ti construed to au & ] . !
isi ions. ' oy - Y g:mththe duly authorized wﬁme mthholdingm;ﬁn}zrgt
b. The Commission ghall have no power to ¢ ontrol or restrict the - orders T the rl:mw of section 223 of of the Congress.

dissemination of information other than as g anted by this or any TR presc or issued by the & this Act, any regulations or
other law. mmission under this section

i to be i .
gec. 147. £42 U S.C. 21673 SAFEGUARDS INFI'RMATION.= _ ] Of:h:nhge ] preecribed or issued under section 161 b
a. In addition to any oth?r ei_uthon_ty or r‘;qugzcnten“} ar:gardni:lg‘ : bﬂi'ty - mi.te'm‘*‘““““ by thé Commission co ‘
rotection from disclosure of 10 ormation, anc sub) beect , . l section be ommission concerning th -
(bx3) of section 552 of title 5 of the United {/tates Code, the Com- subsection (aX4XB) of secti "3?20“ to judicial rﬂvwl'mw puqrsapphca
. : Code Section 832 of (itle 5 of the United States

mMil?n p bl t hiss guch order., 88 T to pro- d iJPOD prescribing or issui!

nity for public comment, or 188u€ , 88 Necesss] ) . pecti C  or . ‘

hibit the unauthorized disclosure of safeguat 18 information which JEE g m::rtq't,:: thm section, the Co = mi‘“h;:;m or order under sub-
N e o1ly identifies 8 licensee's or applicant 3 detailed— : _' t  Commission shall submit to Congrees
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1 \fically identifies the type of informution the Commis- declassified or re .
sic{m) ?r?t‘z:x:dlsamyprowct from disclosure under the regulation of E::;:t% {or thauixongmge? nﬁeﬂtncted Data category by t
. : . of Bne decessor agen
ort‘i_f)l'épec.‘ﬁca“y states the Cpmmission'a just:fication for d;ber- (2) The sec“m"g) Pl-lrl;lant t%e section 142. agency of the Depa
mining that unauthor'wed disclosure of the 'mformat:lon 24 pa!jagraph (1) to Pmmhihit m"‘“", ations or isaue orders und
rotected from disclosure under the regulation or or e{f ctz scribed in such paragraph only if and tion of any information d
P asonably be expec to have a 8ign} icant advergefe ect on t;r{ determines that the una g rhort to the axtent that the Secr
eenaly b S el o D o o . & o o el B, et o
gecu-t b 8l .\lcm‘tym 1 > oy: ! . " or Y : i tﬂd
vers‘ir;rg, on)_'l satgsgt.age of such :pat.engl or suc't"facﬂ\ty, as spect ;nr:d mgngy by ::Fniﬁ “ftﬁ?ﬁf the public or the common dg;:,:,:
fied under subsecticy (a) of this se T BN e 4 alternative reg- of nuclear of nuclear weapans, or (lli’-l;8 tl:'he likelihood of (A) illega
(3) provides djuﬁti?ﬁ:{\:}l‘\. mclulc:xggnp;:gos 3 alteonly the Sueiear m_ant;nah equipment, or facili & diversion, or sabotag
lations or orders, e regu ‘ \ making a determinati , _
Mainimum restrictions 1 to protect the h_etalth and safety. may. consider what the likeli%ggdu;'d:rn P;ﬁrw‘ph (2) the Secretary
of the public or the common defense and secvrity- . 4 ¢ ihis e orotio: sabotage referred.to in such egal production, theft, di-
e. In addition 10 o repohﬁ su \gr‘:db:ng:;g:; B on1 a quarterly thismaecut’:;): wper;p::od wtimb: prohibited 83.';‘" dimphmwoinuldm be if the
jon, the mmission 8 nit O ., > no : 0 gsoN on
?:;i? " report detailing the Commission 8 application d“":ggr‘:‘m ﬁég)g'bﬁ Secretary shall “:“.ﬂ“bg‘;'le"d‘:ssqmnauo:n. under
riod of every lation OF 0:‘8;3 lf“"'“b"d or issued U gul .g;“:llﬁt}ihe dissemination of anl;'t i:g%ugde" d'-hiﬂ subsec-
tion. In articuar.thefepo, shall: Coa . , . ation described i
wee lon(l) ‘\d‘::ntify any information protected fror- disclosure pursu t“(:.:d s0 85 to apply the minimum o in
the health and safety restrictions needed to pro-

ant to such regulation oF order; ., . - for deter- _ of the publi
' the Commission 8 just fication 10f elor and security; an of the public or the comm

(2) specificalt mMer';mecle Aisclosure of the information p"’é (B) uponya dedt.emin ek et ' mon defense
y thorized dissemina-

mining that unautho |ation or order 0 tion of .
ted from disclosure under such regulé 1) ] tion of such information co
ﬁcasonall;ly be expected 1o have & significan adVEl‘zzf:g::ta‘;“ mu:ucnsmﬁcant adwm,,ga:g m&bﬂ expected to, result
the health and safety of the public oihmi'ionim of theft, di- greaun:r t.tl';h;e common. defense and secu 'tth and safety of the
e arity by significantly e roasing the NKEINO%, o T apeci- ons, or (i likelihood of &) illegal producti by significantly in-
version or 8ab0 e of such qnat.en_al or sucil s , or (i) theft, diversion; or ssbgtag uction of nuclear weap-
fied under gubsection a. of this section; 80d . .. applied ) uipment, or facilities. ... . e of nuclear materials,
(3) provide justification t the Ct:ct:l:;nsz B eeure only : Sec mta:yuunsm in this section shall be ¢ .
such regulation or © te;f mfﬁmng nwe:f:ary to protect the propriate o n:;lnt}tl&r:eo:_.h‘; w&hhnldm‘ nfminfomedmmt%:m the
S um amoun ! ' © a
ﬂle:l?hmx:\!:lusafety of the public oF the comn.ion defense and 8e | m&g’ i‘::xy ‘mdn w&c:’mla' m mcula tion or order of the !
e ~ ) i Rty Jer this section T O Sec-
S:cx;“{% [42 USC. 2168 ProHIBmon Af‘_"‘“"" Tig DissEMINA be immmdumog of information shall | & subject t.t: the unauthorized
TION OF C“T;(;-':-BN%‘::;"& ?7::::33&"01- ¢ squirement regard- such violat.ion’,' .;‘.‘;,2 SS::t&ry. of not to exceed gl‘a‘o"ﬂ ?:l}tzic "ﬁ
n . . M A . vl
ih:. ‘()lrl)tlgcgon' l,-om issemination of in rmat_-.one. én:ge?::’; A ﬂn()é)p;'z:lty imposed under _may com_g;omme. mitigate, or remit
gection 552(bX3) of title 5. United S0 ei’ n rgy (here'\'naﬁer shall be apml;"m"ns of subsection b. and ¢ “of secti
reapect 10 atomic ene defense Progr ams, 0 '-f'“i‘ cacribe such : by the S«?P cable with respect to the impositi on 234 of this Act
this section referr to as the “Secretary’) Li0 I sent there- . provisio retary under this section in t.hap:lmon of civil penalties
rl:a lations r notice and opportunity for public :ﬁ‘:{)‘it the unau- E mmia:i% :"’ applicable to the imposition of cf‘,ﬂm- L such
on, of issue such orders as may == . e prohibit A o M For the er subsection a. of such section penalties by the
thorized dissemination of unclassified .l:'\formah’pll) pﬁon facilities; * scribed purposes of section 228 of this Act, a M
O ) the design of production facilities or Ui rocedures: also be de ‘;’23’ fasusd by the Secretary under ¢ _regulation pre-
A e o o udng s F St U A o imard by U Sriary nder i section,shel
i fort.ep)‘ﬂl . s : . " .o
an%‘:g;:,l:\m?;:nmie 8, (il) nuclear .mat,erla'l contained 1n suc itd ?ﬂ _determination by the Secretary .
utiit material in transit of y of this section shall be subj concerning the applicabil-

facilities, or (i) nacels o ion of any_ stomic section 6562(aX4XB) of ti ject to judicial review
manuft cture, of utilization e. The Secretary sh:ﬁl; fn Umt:: ﬁ";““ co?e. pursuant to
uarterly basis a report to be

made availsble upon the request of any interestad
nerean  A-e

{C) the esign. mamfx Tﬁféa gc:
nent 1 the , 1 A
wenpon or cfﬂpr?r ~omponent waé contained in any infor
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ing the Secretary's application during that period of each regula- LAWS Of INTEREST

tion or order prescribed or issued under this goction. In particular, » (C) to ensure that
such report shall— _ _ ' solely on the basis ofﬂi:fﬁnnl determination may be
(1) identify any information protected from disclosure pursu- tion involving— . ormation provided undg th: .
ant to such regulation or order; (i) an arrest more ' r 8
(2) specifically state the Secretary's juastification for deter- no information of '_h:b"“ 1 year old far which th
mining that unauthorized Jissernination of the information (i) an arrest.that disposition of the case; o ere
rotected from disclosure under such rggulation or order coul or an acquittal; and requlted in diamipsal °f'th: char

(D) to protect indivi .
D) to protect individuals subj L
@'t 2 from Tmisuse of the erimina] Pustory recor
to 3 i . record
9 o provide cach individual subject to ingerprinti '
formation contained right to complete mm'p“"hnﬁ:d(
o e I b SR T
. . i 'on on'. nor t
© 188100 M@y estab :
. “’3) rints and criminal history lish and collect fees to proces

nably be ex to have 8 gignificrnt adverse effect on

the health and gafety of the public or the :ommon defense and

gecurity b signiﬁcantly increasing the likt':’lihood of illegal pro-

duction © nuclear weapons, 07 theft, diversion, of 88 '
nuclear materials, equipment, OT facilities, 88 specified under
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recapture or entry under section 108 shall, upon coniction thereof,
be punished by a fine of not more than $10,000 or by imprisonment
for not more than ten years, or both, except that whoever commits
such an offense with intent to injure the United 'States or with
intent to secure an advantage to any foreign natiun shall, upon
conviction thereof, be punished by imprisonment for life, or by im-
prisonment for any terms of years or a fine of . ot more than
$20,000 or both. E

Sec. 223. [42 U.S.C. 2273] VIOLATION OF SECTION:t GENERALLY.—

a. Whoever willfully violates, attempts to violate, r conspires to
violate, any provision of this Act for which no criminal penalty is
specifically provided or of any regulation or order prescribed or
issued under section 65 or subsections 161 b., i., or o. shall, upon
conviction thereof, be punished by a fine of not more than $5,000 or
by imprisonment for not more than two years, or both, except that
whoever commits such an offense with intent to injure the United
States or with intent to secure an advantage to any loreign nation,
shall, upon conviction thereof, be punished by a fire of not more
than $20,000 or by imprisonment for not more than twenty years,
or both.

b. Any individual director, officer, or employee of a firm con-
structing, or supplying the components of any utilization facility
required to be licensed under section 103 or 104 b. of this Act who
by act or omission, in connection with such construc:ion or supply,
knowingly and willfully violates or causes to be vio.ated, any sec-
tion of this Act, any rule, regulation, or order issued thereunder, or
any license condition, which violation results, or if undetected
could have resulted, in a significant impairment of 1 basic compo-
nent of such a facility shall, upon conviction, be subjact to a fine of
not more than $25,000 for each dn&l of violation, or to imprison-
ment not to exceed two years, or both. If the conviction is for a vio-
lation committed after a first conviction under this subsection, pun-
ishment shall be a fine of not more than $50,000 per day of viola-
tion, or imprisonment for not more than two yeart, or bo.th. For
the purposes of this subsection, the term “basic comjonent’ means
a facility structure, system, component or part there:f necessary to
assure—

(1) the integrity of the reactor coolant pressure boundary,
(2) the capability to shut-down the facility and naintain it in
a safe shut-down condition, or
(3) the capability to prevent or mitigate the ceasequences of
accidents which could result in an unplanned ofl:ite release of
guantities of fission products in excess of the lim.ts established
by the Commission. o
The provisions of this subsection ehall be prominer.tly posted at
each site where a utilization facility required to be_licensed under
section 103 or 104 b. of this Act is under constructi:n anc_! on the
premises of each plant where components for such a facility are
fabricated.

Sc. 224. [42 USC 22747 COMMUNICATION C* RESTRICTED
DatA.—Whoever, lawfully or unlawfully, having 10esession of,
access to, control over, or being entrusted with any dccument, writ-
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ing, sketch, photograph, i i
or information ilﬁ?rf:l.vﬁlg gr%%ﬂﬁn?ﬁ?ﬁ?&dagﬂl:iw’ note.
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to secw :;11 la b;lantage to any foreign nation, upon conviction
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23.000 prir B4 any term of years or a fine of not more than

- b. communicates, transmits, or discloses the same to in-
;_imdug] or person, or attampts or conspires to do anyatx: tll:le
foregoing, with reason to believe such data will be utilized to
injure the United States or to secure an advantage to any for-
elgtn nation, shall, upon gonviction, be punished by a fine of
_not more than $10,000 or, imprisonment for not more than ten

s 535 Lo Ui ' Ra
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tag::c of years or a fine of not{ mogre than 33{),000 or both, Y
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ing or having reason to believe that such data is Restricted Data,
to any person not authorized to receive Restricted Data pursuant to

the provisions of this Act or under rule or tion of the Co
mission issued pursuant thereto, knowing ' i onm po-
lieve such person is not so authori to gceiv?nﬁesmm:d%ab;

sha.ll.sléf)stz)l‘l) .conviction thereof, be punishable by a fine of not more
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' vations.—Except for or order issued thereunder, the Attorney General on behalf of 1
Sec. 228. [42 uSs.C )_2'73] lS'L:TUT; 3‘?81;“:;; ‘3¢ pr Oﬂecl:lted:.tr‘ed' United States may make application to the appropriate court .
a capital offense, no indivi uarmrgsed v defini:d in sections 224 1o an order enjoining such acts or practices, or for an order enforci
or punished for any offense pless The indictment. is found or the in- compliance with such provision, and upon a showing by the Co.
226, inclusive, Of:'mmct:i‘:sin ten years next after such offense mission that such person has engaged or is about to engage in a
formation 15 1nstl '

such acts or practices a permanent or tem i ion,
e been committed. 1IoMMISSION INSTAL- ' straining order, or other order may be g porary injunction, 1
shgll h%‘éfl [42USC 2278a) TRESPASES UroN ‘20M :

Sec. 238. [42 U.S.C. 22813 Conremrr ProcEEDINGS.—In case
- . . . ions relating failure or refusal to obey a subpena served u
LATlON:‘ The Commission is authorized to mr:;l:g__f,ﬁ“;?ﬁemise intro- ant to subsection 161 c.,y the dm':erwt :?)urt fox?o a:yan dfntpt:cr:o r:x Tl:f(
to the entry upon or cart% tl";gﬂzzy day, gerous weapon, ex- such person is found or resides or transacts businees, upon applic:
ducing or causing to be Introc “tmment o. material likely to tion by the Attorney General on behalf of the United States, sha
plosive, or other dangerous msam e to | srsons oF property, have jurisdiction to issue an order requiring such person to appea
produce substantial injury o';allatigl. or r.al property subject and give testimony or to appear and produce documents, or botl
into or upon any facility, "m:;ration or in . the custody of the in accordance with the subpena; and any failure to obey such orde
to the jurisdiction, adminis! ’ of the court may be punished by such court as a contempt thereo:

: (‘ommission shall be
Commission. Every such lation of the Sec. 284. [42 U.8.C. 22827F Civi. MONETARY PENALTIES YOR VIO
LATIONS OF LICENSING REQUIREMENTS.—

. tion involve l.
ted conspicuously at the loca rey-ulation of the Com- ‘
®b. Whoever shall willfully e etion & a. Any person who (1) vialates any licensing provision of sectio:
531 570 62: 63» 81, 82, 101. 103, 104. 107, or 109 or any ru]e, l‘eg‘ula

L.all, upon conviction
by ursuant to subeection 8. 8t .
Thereo. ‘lf:‘;)e:n?shable by a fine of not mort t}‘?“oil&f *he Com- o e ioeod th Pl e
thereof, ¢ shal} willfully violate any regulati ¢ any in- ion, ‘}r order issued thereunder, or any term, condition, or limita
. whqeveed ursuant to subsection 8. with reﬂlmf Y all tion of any license issued thereunder, or (2) commits any violation
mission i8su! r\ roperty which is enclotged by a encfe. u; for which a license may be revoked under section 186, shall be sub-
er prope . : be guilty ;)\ eg t"“ a ject to a civil penalty, to ba imposed by the Commission, of not to
onviction thereof shsll be punis y exceed $100,000 for each such violation. If any vialation is a con-
nc tinuing one, each day of such violation shall constitute a separate
violation for the purpose of computing the applicable civil penalty.

imprisor ore

fine of not to exceed $5,000 or to imprisonment for not m

in
The Commission shall have the power to compromise, mitigate, or
remit such penalties.

EC. 0. C I
no )

. i or
or botih—)-w make any phot ograph, sketch, ptnc::r;; (?;:nmny ﬂg‘,l tr:jlap ol
- tation, while presen: °% =, dv of the Com-
gr ﬂPh‘c.al _represend inistration or n the :ustody by the
the jurisdiction, administ uipmen’: designated by the
€ J installations or equib . eral disseml
mission, of any in& tection asa'“’{,,"‘lﬁes??xwmt of the
i ; obtaining the pet-

, mptly |..ul_;mitting the prod-
e e 2

i med necessary; or ' rivance
ac:.gnwasugaél:eggt the use of arnﬂgul‘:ﬁfx’ o_rr ’ag);‘v’ :gre\ i
ok designes 107 mmn?lggtgh gcturv, drawing, map or

i h, ' : ipment des-
making 8 photograp :ngtallation or equipm i
gaphicnl representation of any 1o, in the preceding para

b. Whenever the Commission has reason to believe that a person
has become subject to the imposition of a civil penalty under the
provisions of this section, it 1 notify such person in writing (1)
setting forth the date, facts, and nature of each act or omission
with which the person is charged, (2) specifically identifying the
particular provision or provisions of the section, rule, regulation,
order, or license involved in the violation, and (3) advising of each
genalty which the Commission proposes to g‘rme and its amount.

uch written notice shall be sent by registered or certified mail by
the Commission to the last -kmown address of such person. The
person so notified shall be gramted an opportunity to show in writ-
ing, within such reasonable period as the Commission shall by reg-
ulation prescribe, why such penalty should not be imposed. The
notice shall also advise such person that upon failure to p?' the
civil penalty subsequently determined by the Commission, if any,
the penalty may be collected by civil action.

dent as provi c. On the request of the Commission, the Attorney General is au-
ng;ﬂt‘fdu:{e;h: u{)}:?nlzed by g;: (;ommv'::‘_‘z "3ectnons 294 to 230 thorized to institute a civil action 1o collect a penalty imposed pur-
9 E :
gec. 231. 42 USC

. e - laws.

_ 2 rovisions of 8y other_

shall not exclude the al%gls‘(ﬁblifuncnmi PROC EDINGSB. W‘;s“::ei;
032 [42U igsion any P"':.c- ;\l:;?n;?tguatg or will
: it .

practlcl?i:h‘{“’s A t, or any regulation

suant to this section. The Attorney General shall have the exclu-
sive power to compromise, mitigate, or remit such civil penalties as
are referred to him for collection.

Sec. 235. [42 U.S.C. 2283] Prorecrion or NucLzar Insrrc-
TORS. —
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:. hWhoever kills any person who performs any inspections
which—

(1) are related to any activity or facility licensed by the Com-
mission, and '

(2) are carried out to satisfy requirements under this Act or
under any other Federal law governing the safety of utilization
facilities required to be licensed under section 103 or 104 b., or
the safety of radioactive materials.

shall be punished as provided under s:ctions 1111 and 1112 of title
18, United States . The preceding sentence shail be applicable
onl{. if such person is killed while enjaged in the performance of
:uc inspection dutieé or on account of the performance of such

uties. ) A

b. Whoever forcibly assaults, resislt‘_s, opposes, impedes, intimi-
dates, or interferes with any person ‘who performs ins ions as
deacribed under subsection a. of this iection, while suc reon is
engaged in such 'u:.srect.ion duties or o1 account of the performance
of such duties, shall be punished as provided under section 111 of
title 18, United States Code.

Skc. 236. 42 U.S.C. 22847 SaBoTACE OF NUCLEAR FACILITIES OR
FugL.—Any person who intentionall:' and willfully destroys or
causes physical damage to, or who ir entionally and willfully at-
tempts to destroy or cause physical da: \age to—

(1) any production facility or wutilization facility licensed
under this Act,

(2) any nuclear waste storage fa«ility licensed under this Act,

(3) any nuclear fuel for such # utilization facility, or any
spent nuclear fuel from such a fac. lity,

shall be fined not more than $10,000. or imprisoned for not more
than ten years, or both.

SECTION 706 OF THE COMMUNICATIONS ACT OF 1934 (47
U.S'il(lJbGBSS) (UNAUTHORIZED PURLICATION OF COMMUNI-
CATIONS) T ' .

UNAUTHORIZED PUBLICATION :F COMMUNICATIONS

Sxc. 705. (a) Except as authorized by chapter 119, title 18, Unitgd
States Code, no person receiving, asaisting in receiving, transmit-
ting, or assisting in transmitting, any .interstate or foreign commu-
nication by wire or radio shall divulge or publish the existence,
contents, subetance, purport, effect, or m_eaning t.here_of. except
through authorized cEa.nnels of tranimission or reception, (1) to
any person other than the addreesee, l.is agent, or attorney, (2) to a

reon employed or authorized to forv such communication to
its destination, (3) to proper accountiig or distributing officers of
the various communicating centers over which the communication
may be passed, (4) to the master of a ship under whom he is serv-
ing. (8) in response to a subcrena issuel by a court of eombs)etant ju-
risdiction, or (6) on demand of other !awful authority. No person
not being authorized by the sender st:all intercept any radio com-
munication and divulge or publish ihe existence, contents, sub-
stance, purport, effect, or meaning of ch intercepted communica-
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Department of Defense

DIRECTIVE

November 15, 1991
NUMBER 5210.83

ASD(C31)

SUBJECT: Department of Defense Unclassified Controlled Nuclear
Information (DoD UCNI)

References: (a) Section 128 of title 10, United States Code

(b) DoD 5400.7-R, "DoD Freedom of Information Act
Program,' October 1990, authorized by DoD
Directive 5400.7, May 13, 1988

(c¢) Section 552 of title 5, United States Code

(d) CG-W-5, "Joint DOE/DoD Nuclear Weapon
Classification Policy Guide," the Department
of Energy and the Department of Defense,
January 1984

(e) through (k), see enclosure 1

A. PURPOSE

_This Directive implements reference (a) by establishing
policy, assigning responsibilities, and prescribing procedures
for identifying, controlling, and limiting the dissemination of
unclassified information on the physical protection of DoD
special nuclear material (SNM), equigment, and facilities. That
information shall be referred to as "the Department of Defense
Unclassified Controlled Nuclear Information (DoD UCNI)," to
distinguish it from a similar Department of Energy (DoE)
program.

B. APPLICABILITY AND SCOPE

Thia Diracti==a2 ‘ ‘ . _ .

l. Applies to the Office of the Secretary of Defense (0SD),
the Military Departments, the Chairman of the Joint Chiefs of
Staff and tge Joint Staff, the Unified and Specified Commands,
the Defense Agencies, and the DoD Field Activities (hereafter
referred to collectively as '"the DoD Components").

2. Implements reference (a), which is the statutory basis
for controlling the DoD UCNI in the Department of Defense.
Reference (a) also constitutes the authority for invoking
reference (b) to prohibit mandatory disclosure of DoD UCNI under
the "Freedom of Information Act (FOIA)" in reference (c¢).

3. Supplements the security classification guidance
contained 1n reference (d) and CG-SS~1 and DoD Instruction
. 5210.67 (references (e) and (f)) by establishing procedures for



1dent1fy1ng, controlllng, and limiting the dissemination of
unclassified information on the physical protection of DoD SNM.

4. Applies to all SNM, regardless of form, in reactor cores
or to other items under the direct control of the DoD
Components.

5. Applies equally to DoE UCNI under DoD control, except
the statute applicable to DoE UCNI (42 U.S.C. 2011 et segq.,
reference (g)g must be used with the concurrence of the DoE as
the basis for invoking the FOIA (Sectiom 552 of 10 U.S.C.,
reference (c)).

C. DEFINITIONS

Terms used in this Directive are defined in enclosure 2,
D. PQLICY
It is DoD policy:

1, To prohibit the unauthorized dissemination of
unclassified information on security measures, including
security plans, procedures, and equipment for the physical
protection of DoD SNM, equipment, or facilities.

2. That the decision to protect unclassified information as
DoD UCNI shall be based on a determination that the unauthorized
dissemination of such information could reasonably be expected
to have a significant adverse effect on the health and safety of
the public or the common defense and security by increasing
significantly the likelihood of the illegal production of
nuclear weapons or the theft, diversion, or sabotage of DoD SNM,
equipment, or facilities.

3. That government information shall be made publlcly
avauaou-.' ‘t0 e faliesi enleat Pu:a.l.u..\- UJ ...H....J...., g Zinlzum
restrictions consistent with the requirements of 10 U.S.C. 128
(reference (a)) necessary to protect the health and safety of

the public or the common defense and security.

4. That nothing in this Directive prevents a determination
that information prevlously determined to be DoD UCNI is
classified information under applicable standards of
classification.

E. RESPONSIBILITIES

1. The Assistant Secretary of Defense for Commandlggon'troll

Communications, and Intelligence shall:

a. Administer the DoD program for controlling DoD UCNI.

L




b. Coordinate DoD compliance with the DoE program for
controlling DoE UCNI.

¢. Prepare and maintain the reports required by
10 U.S.C. 128 (reference (a)).

2. The Assistant Secretary of Defense (Public Affairs)
shall provide guidance to the Assistant Secretary of Defense
(Command, Control, Communications and Intelligence) (ASD(C3I)}),
other elements of the 0SD, and the Heads of the DoD Components
on the FOIA (5 U.S.C. 552, reference (c)), as implemented in DoD
5400.7-R (reference (b)), as it applies to the DoD UCNI Program.

3. The Heads of the DoD Components shall:

a. Implement this Directive in their DoD Components.

b. Advise the ASD(C3I) of the following, when
information not in the guidelines in enclosure 4 is determined
to be DoD UCNI:

(1) Identification of the type of information to be
controlled as DoD UCNI. It is not necessary to report each
document or numbers of documents., '

] ) (2) Justification for identifying the type of
information as DoD UCNI, based on the guidelines in enclosure 4
and prudent application of the adverse effects test.

F. PROCEDURES

Enclosure 3 outlines the procedures for controlling DoD
UCNI. Enclosure 4 provides general and topical guidelines for
identifying information that may qualify for protection as DoD
UCNI. The procedures and guidelines in enclosures 3 and 4
complement the DoD Component programs to protect other

B.D- cwulilove Ulhuaabsiiied iGfviWatsvu and may De used witil

G. INFORMATION REQUIREMENTS

1. Section 128 of 10 U.S.C. (reference (a)) requires that
the Secretary of Defense grepare on a quarterly basis a report
to be made available on the request of any interested person.
Enclosure 3 outlines the procedures for preparing the quarterly
report.

2. The report is exemzt from licensing in accordance with
DoD 7750.5-M, paragraph E.4.e. (reference ?h)).

H. EFFECTIVE DATE AND IMPLEMENTATION

_This Directive is effective immediately. Forward one copy
of implementing documents to the Assistant Secretary of Defense

3




for Command, Control, Communications, and Intelligence within
120 days; forward one copy of changes to implementing documents
within 90 days of publication.

Lt | D
-

Donald J. Atwood

Deputy Secretary of Defense

Enclosures - &
1. References
2. Definitions
3. Procedures for Identifying and Controlling DoD UCNI
4, Guidelines for the Determination of DoD UCNI
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REFERENCES, continued

Nov 15, 91
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CG-SS-1, "Safeguards and Security Classification Guide,"

the Department of Energy, September 1985

DoD Instruction 5210.67, "Special Nuclear Material

Information, Security Classification Guidance,'

1982

' December 3,

Section 2011 et seq. of title 42, United States Code

DoD 7750.5-M, "DoD Procedures for Management of Information
Requirements," November 1986, authorized by DoD Directive
7750.5, "Manaﬁement and Control of Information

Requirements,

August 7, 1986

DoE GG-2, "Department of Energy Unclassified Controlled

Nuclear Information General Guidelines,"

Energy, August 1989

the Department of

Department of Energy Order 5635.4, "Protection of
Unclassified Controlled Nuclear Information," February 3,

1988

Department of Energy Order 5650.3, "Identification of
Unclassified Controlled Nuclear Information,'" February 29,

1988
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DEFINITIONS

l. Atomic Energy Defense Programs. Activities, equipment, and
facilities of the Department of Defense used or engaged in
support of the following:

a. Development, production, testing, sampling, maintenance,
repair, modification, assembly, utilization, transportation, or
retirement of nuclear weapons or nuclear weapon components.

b. Production, utilization, or transportation of DoD SNM
for military applications.

c. Safeguarding of activities, equipment, or facilities
that support the functions in defimitions l.a. and l.b., above,
including the protection of nuclear weapons, nuclear weapon
components, or DoD SNM for military applications at a fixed
facility or in transit.

2. Authorized Individual. A person who has been granted

routine access to specific DoD UCNI under 10 U.S.C. 128
(reference (a)).

3. Denying Official. An individual who denies a request made
under 5 U.S.C. 952 for all, or any portion, of a document or
material containing DoD UCNI.

4. Document or Material. The physical medium on, or in, which
information 1s recorded, or a product or substance which
contains or reveals information, regardless or its physical form
or characteristics.

5. Information. _Any fact or concept regardless of the physical
form or characteristics of the medium on, or in, which it 1is

U [ | —_—
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6. Reviewing Official. An individual who may make a
determination that a document or material contains, does not
contain, or no longer contains DoD UCNI.

7. Safeguards. An integrated system of physical protection,
material accounting, and material control measures designed to
deter, prevent, detect, and respond to unauthorized possession,
use, or sabotage of DoD SNM, equipment or facilities.

8. Special Nuclear Material Facility. A DoD facility that
performs a sensitive function (see definition 9., below).

9. Sensitive Function. A function in support of atomic energy
defense programs whose disruption could reasonably be expected
to have a significant adverse effect on the healtg and safety of
the public or the common defense and security (see definition
l., above). '
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10. Special Nuclear Material (SNM). Plutonium, uranium
enriched in the isotope-233 or in the isotope-235, except source
material or any material artificially enriched by any of the
foregoing.

l11. Special Nuclear Material Equipment. Equipment, systems, or
components whose failure or destruction would cause an impact on
safeguarding DoD SNM resulting in an unacceptable interruption
to a national security program or an unacceptable impact on the
health and safety of the public.

12. Unauthorized Dissemination. The intentional or negligent
transfer, 1n any manner and by any person, of information
contained in a document or material determined by a reviewing
official to contain DoD UCNI, and so marked in accordance with
the procedures in Enclosure 3, to any person or entity other
than an authorized individual or a person granted special access
to specific DoD UCNI under 10 U.S.C. 128 (reference (a)).
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PROCEDURES FOR IDENTIFYING AND CONTROLLING DoD UCNI

A. GENERAL

l. The Secretary of Defense's authority for prohibiting the
unauthorized disclosure and dissemination of DoD UCNI may be
exercised by the Heads of the DoD Components and by the
officials to whom such authority is specifically delegated by
the Heads of the DoD Components. These procedures for
identifying and controlling DoD UCNI are provided as guidance
for the Heads of the DoD Components to implement the Secretary
of Defense's authority to prohibit the unauthorized
dissemination of unclassified information on security measures,
1nc1ud1ng security plans, procedures, and equipment, for the
physical protection of DoD SNM, equipment, or fac111t1es.

2. The decision to protect unclassified information as DoD
UCNI shall be based on a determination that the unauthorized
dissemination of such information could reasonably be expected
to have an adverse effect on the health and safety of the public
or the common defense and security by increasing significantly
the likelihood of the illegal production of nuclear weapons or
the theft, diversion, or sabotage of DoD SNM, equipment, or
facilities.

3. Govermnment information shall be made publicly avallable
to the fullest extent possible by applying the minimum
restrictions consistent with the requirements of 10 U.S.C. 128
(reference (a)) necessary to protect the health and safety of
the public or the common defense and security.

4. DoD personnel, in making a determination to protect
unclassified information as DoD UCNI, shall consider the
probability of an illegal productlon, theft, d1versxon, or
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available for public dlsclosure and dissemination. The
determination to protect specific documents or information is
not related to the ability of DoD UCNI to be obtained by other
sources. For determ1n1ng the control of DoD UCNI, the cognizant
official should consider how the unauthorized disclosure or
dissemination of such information could assist a potential
adversary in the follow1ng.

a. Selecting a target for an act of theft, diversion,
or sabotage of DoD SNM, equipment, or facilities (e.g., relative
importance of a facility or the locatiom, form, and quantity of
DoD SNM). Information that can be obtained by observation from
publxc areas outside controlled locations should not be
considered as DoD UCNI.

b. Planning or committing an act of theft, diversion,
or sabotage of DoD SNM, equipment, or facilities (e.g., des1gn
of securlty systems} building plans; methods and procedures fo
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transfer, accountability, and handling of DoD SNM; or security
plans, procedures, and capabilities).

c. Measuring the success of an act of theft, diversion,
or sabotage of DoD SNM, equipment, or facilities (e.g., actual
or hypothetical consequences of the sabotage of specific vital
equipment or facilities).

d. Illegally producing a nuclear explosive device
(e.g., unclassified nuclear weapon design information useful in
designing a primitive nuclear device; location of unique DoD SNM
needed to fabricate such a device; or location of a nuclear
weapon).

e. Dispersing DoD SNM in the environment (e.g.,
location, form, and quantity of DoD SNM).

5. DoD UCNI shall be identified, controlled, marked,
transmitted, and safeguarded in the DoD Components, the North
Atlantic Treaty Organization (NATQ), and among DoD contractors,
consultants, and grantees authorized to conduct official
business for the Department of Defense. Contracts requiring the
prefaration of unclassified information that could be DoD UCNI
shall have the requirements for identifying and controlling the
DoD UCNI.

6. DoE GG-2 and DoE Orders 5635.4 and 5650.3 (references
(i), (j), and (k)) provide background on implementation of the
UCNI Program in the DoE. The DoD Components maintaining custody
of DoE UCNI should refer to those documents for its
identification and control.

B. IDENTIFYING DoD UCNI

1. To be considered for protection as DoD UCNI, the
‘information must:

" a. Be unclassified.

b. Pertain to security measures, including plans,
procedures, and equipment, for the physical protection of DoD
SNM, equipment, or facilities.

c. Meet the adverse effects test; i.e., that the
unauthorized dissemination of such information could reasonably
be expected to have an adverse effect on the health and safety
of the public or the common defense and security by increasing
significantly the likelihood of the illegal production of
nuclear weapons or the theft, diversion, or sabotage of DoD SNM,
equipment, or facilities.

2. Information, in the categories in section C. of ]
enclosure 4, about DoD SNM should be considered for protection
as DoD UCNI.
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3. Material originated before the effective date of those
' procedures, which is found in the normal course of business to
have DoD UCNI, shall be protected as DoD UCNI. There is no
requirement to conduct detailed file searches to retroactively
1dent1fy and control DoD UCNI. As existing documents or
materials are withdrawn from file, they should be reviewed to
determine if they meet the criteria for protection as DoD UCNI
and marked and controlled, accordingly.

C. ACCESS TO DOD UCNI.

l. A Reviewing Official is an Authorized Individual for
documents or materials that the Reviewing Official determines to
contain DoD UCNI. An Authorized Individual, for DoD UCNI, may
determine that another person is an Authorlzed Individual "who
may be granted routine access to the DoD UCNI, and who may
further disseminate the DoD UCNI under the procedures specified
in paragraph E., below. This recipient of DoD UCNI from an
Authorized Individual is also an Authorized Individual for the
specific DoD UCNI to which routine access has been granted. An
Authorized Individual designates another person to be an
Authorized Individual by the act of giving that person a
document or material that contains DoD UCNI. No explicit
designation or security clearance is required. This second
Authorized Individual may further disseminate the UCNI under the
procedures Spec1f1ed in paragraph E., below.

2. A person granted routine access to DoD UCNI must have a
need to know the specific DoD UCNI in the performance of
official duties or of DoD-authorized activities. The recipient
of the document or materlal shall be informed of the phy51ca1
protection and access requirements for DoD UCNI. In addition to
a need to know, the person must meet at least one of the
followxng requirementss

_ a. The person is a U.S. c1t1ieﬁ who is one of the
following:

(1) A Federal Government employee or member of the
U.S. Armed Forces}

(2) An employee of a Federal Governmment contractor,
subcontractor, or of a prospective Federal Government contractor
or subcontractor who w1f1 use the DoD UCNI for the purpose of
bidding on a Federal Government contract or subcontract;

(3) A Federal Government consultant or DoD advisory
committee member;

(4) A member of Congress;

(5) A staff member of a congressional committee or
of an individual Member of Congress;

3-3



(6) The Governor of a State or designated State
government official or representative;

(7) A local government official .or an Indian tribal
government official; or .

(8) A member of a State, local, or Indian tribal
lav enforcement or emergency response organization.

b. The person is other than a U.S. citizen, and 1s one
of the following:

(1) A Federal Government employee or a member of
the U.S. Armed Forces;

(2) An employee of a Federal Government contractor
or subcontractorj or

(3) A Federal Government consultant or DoD advisory
committee member. :

¢. The person may be other than a U.S. citizen who is
not otherwise eligible for routine access to DoD UCNI under
paragraph 2.b., above, but who requires routine access to
specific DoD UCNI in conjunction with one of the following:
(1) An international nuclear cooperative activity
approved by the Federal Government;

(2) U.S. diplomatic deallngs with foreign
government officials; or

(3) Provisions of treaties, mutual defense acts, or
Government contracts or subcontracts.

3. A person not authorized routine access to DoD UCNI under
paragraph <., avove, may suomil a request Ior spe:uu. access Lo
DoD UCNI to Heads of DoD Components, or their designated
representative, as appropriate. A special access request must
include the following information:

a. The name, current residence or business address,
birthplace, birth date, and country of citizenship of the person
submitting the request;

b. A description of the DoD UCNI for which special
access is being requested;

c. A description of the purpose for which the DoD UCNI
1s needed; and

d. Certification by the requester of his or her
understanding of, and willingness to abide by, the requirements
for the protection of DoD UCNI contained in this Directive.
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4. Heads of DoD Components, or their designated .
representative, shall base his or her decision to grant special
access to DoD UCNI on an evaluation of the following criteria:

a. The sensitivity of the DoD UCNI for which special
access is being requested (i.e., the worst-case, adverse effect
on the health and safety of the public or the common defense and
secugity which would result from unauthorized use of the DoD
UCHNI);

b. The purpose for which the DoD UCNI is needed (e.g.,
the DoD UCNI will be used for commercial or other private
purposes, or will be used for public benefit to fulfill
statutory or regulatory responsibilities); :

c. The likelihood of an unauthorized dissemination by
the requester of the DoD UCNI; and

d. The likelihood of the requester using the DoD UCNI
for illegal purposes.

5. Heads of DoD Components, or their designated
representative, shall attempt to notify a person who requests
special access to DoD UCNI within 30 days of receipt of the
request as to whether or not special access to the requested DoD
UCNI is granted. If a final determination on the request cannot
be made within 30 days of receipt of the request, Heads of DoD
Components, or their designated representative, shall notify the
requester, within 30 days of the request, as to when the final
determination on the request may be made.

6. A person granted special access to specific UCNI is not
an Authorized Individual and shall not further disseminate the
DoD UCNI to which special access has been granted. '
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specific DoD UCNI to another person shall notify each person
granted access (other than when the person being granted such
access is a Federal Government employee, a member of the U.S.
Armed Forces, or an employee of a Federal Government contractor
or subcontractor) of applicable regulations concerning the
Yrotection of DoD UCNI and of any special dissemination

imitations that the Authorized Individual determines to apply
for the specific DoD UCNI to which routine access is being
granted. :

8. Heads of DoD Components, or their designated
representative, shall notify each person granted sgecial access
to DoD UCNI of applicable regulations concerning the protection
of DoD UCNI prior to dissemination of the DoD UCNI to the
person. ' :
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9, The requirement to notify persons granted routine access A
or special access to specific DoD UCNI may be met by attachment
of an appropriate cover sheet to the front of each document or -
ma:eriaf containing DoD UCNI prior to its tramnsmittal to the
person granted access.

D. MARKINGS

1. An unclassified document with DoD UCNI shall be marked
"DoD Unclassified Controlled Nuclear Information" at the bottom
on the outside of the front cover, if any, and on the outside of
the back cover, if any.

2. In an unclassified document, an individual page that has
DoD UCNI shall be marked to show which of its portions contain
DoD UCNI information. In marking sections, parts, paragraphs,
or similar portions, the parenthetical term "(DoD UCNI)" shall
be used and placed at the beginning of those portions with DoD
UCNI.

3. In a classified document, an individual page that has
both DaD UCNI and classified information shall be marked at the
top and bottom of the page with the highest security
classification of information appearing on that page. In
marking sections, parts, paragraphs, or similar portions, the
parenthetical term "(DoD UCNI%" shall be used and placed at the
beginning of those portions with DoD UCNI. In a classified
document, an individual page that has DoD UCNI, but no
classified information, shall be marked "DoD Unclassified
Controlled Information” at the bottom of the page. The DoD UCNI
marking may be combined with other wmarkings, 1f all relevant
statutory and regulatory citations are included.

4. Other material (e.g., photographs, films, tapes, or
slides) shall be marked "DoD Unclassified Controlled Nuclear
Information" to ensure that a recipient or wiswar ig aware -¢
tne status of the information.

E. DISSEMINATION AND TRANSMISSION

1. DoD UCNI may be disseminated in the DoD Components, the
NATO, and among the DoD contractors, consultants, and grantees
on a need-to—know basis to conduct official business for the
Department of Defense. Recipients shall be made aware of the
status of such information, and transmission shall be by means
to preclude unauthorized disclosure or dissemination. Contracts
that shall require access to DoD UCNI shall require compliance
with this Directive and the DoD Component regulations and have
the requirements for the marking, handling, and safeguarding of
DoD UCNI. ,

2. DoD holders of DoD UCNI are authorized to convey such
information to officials in other Departments or Agencies on a
need-to—know basis to fulfill a Government function.
Transmittal documents shall call attention to the presence of
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DoD UCNI attachments using an appropriate statement in the text,
or marking at the bottom of the transmittal document, that "The
attached document contains DoD Unclassified Controlled Nuclear
Information (DoD UCNI)." Similarly, documents transmitted shall
be marked, as prescribed in section D., above.

3. DoD UCNI transmitted outside the Department of Defense
requires application of an expanded marking to explain the
significance of the DoD UCNI marking. That may be accomplished
by typing or stamping the following statement on the document
before transfer:

DEPARTMENT OF DEFENSE
UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION
EXEMPT FROM MANDATORY DISCLOSURE
(5 U.S.C. 552(b)(3), as authorized by 10 U.S.C. 128)

4, When not commingled with classified information, DoD
UCNI may be sent by first-class mail in a single, opaque
envelope or wrapping.

5. DoD UCNI may only be discussed or transmitted over an
unprotected telephone or telecommunications circuit (to include
facsimile transmissions) in an emergency.

6. Each fart.of electronically transmitted messages with
DoD UCNI shall be marked appropriately. Unclassified messages
with DoD UCNI shall have the abbreviation "DoD UCNI" before the
beginning of the text.

7. DoD UCNI may be processed, stored, or produced on"
stand-alone personal computers, or shared-logic word processing
systems, if protection from unauthorized disclosure or
dissemination, in accordance with the procedures in section F.,
below, can be ensured.

8. A document marked as having DoD UCNI may be reproduced
minimally without permission of the originator and consistent
with the need to carry out official business.

F. SAFEGUARDING DoD UCNI

1. During normal working hours, documents determined to
have DoD UCNI shall be placed in an out-of-sight location, or
otherwise controlled, if the work area is accessible to
unescorted personnel.

2. At the.close of business, DoD UCNI material shall be
stored so to preclude disclosure. Storage of such material with
other unclassified documents in unlocked receptacles; i.e., file
cabinets, desks, or bookcases, is adequate, when normal
Government or Govermment-contractor intermnal building security
is provided during nonduty hours. When such intermal building
security is not provided, locked rooms or buildings normally
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provide adequate after—hours protection. If such protection is
not considered adequate, DoD UCNI material shall be stored in
locked receptacles; i.e., file cabinets, desks, or bookcases.

3. Nonrecord copies of DoD UCNI materials must be destroyed
by tearing each copy into pieces to reasonably preclude
reconstruction and placing the pieces in regular trash )
containers. If the sensitivity or volume of the information
justifies it, DoD UCNI material may be destroyed in the same
manner as classified material rather than by tearing. Record
copies of DoD UCNI documents shall be disposed of, in accordance
with the DoD Components' record management regulations. DoD
UCNI on magnetic storage media shall be disposed of by
overwriting to preclude its reconstruction.

4., The unauthorized disclosure of DoD UCNI material does
not constitute disclosure of DoD information that is classified
for security purposes. Such disclosure of DoD UCNI justifies
investigative and administrative actions to determine cause,
assess 1mpact, and fix responsibility., The DoD Component that
originated the DoD UCNI information shall be informed of its
unauthorized disclosure and the outcome of the investigative and
administrative actions.

G. RETIREMENT OF DOéUHENT OR MATERIAL

1. Any unclassified document or material which is not
marked as containing DoD UCNI but which may contain DoD UCNI
shall be marked upon retirement in accordance with the DoD
Components' record management regulations.

2. A document or material marked as containing DoD UCNI is
not required to be reviewed by a Reviewing Official upon or
subsequent to retirement. A Reviewing Official shall review any

retired document or material u?on a request for its release made
- wndar 5 U.8.0. 582 (rafaranca (o)) R

H. REQUESTS FOR PUBLIC RELEASE OF DoD UCNI

DoD 5400.7-R (reference (b)) applies. Information that
qualifies as DoD UCNI, under 10 U.S.C. 128 (reference (a)), is
exempt from mandatory disclosure under 5 U.S.C. 552 (reference
(c)). Consequently, requests for the public release of DoD UCNI
shall be denied under Section 552(b)(3) of reference (c¢), citing
reference (a) as authority.

I. REPORTS

The Assistant Secretary of Defense for Command, Control,
Communications, and Intelligence (ASD(C3I)) shall prepare and
maintain the quarterly reports required by 10 U.S.C. 128
(reference (a)). The Heads of the DoD Components shall advise
the ASD(C3I) when information not in the guidelines in enclosure
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4 is determined to be DoD UCNI. Those reports shall have the
following information:

(1) Identification of the information to be
controlled as DoD UCNI. It is not necessary to report each
document or numbers of documents. :

(2) Justification for identifying the type of
information to be controlled as DoD UCNI.

(3) Certification that only the minimal information
necessary to protect the health and safety of the public or the
common defense and security is being qontrolled as DoD UCNI.

f
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GUIDELINES FOR THE DETERMINATION OF DoD UCNI

A. USE OF DETERMINATION OF DoD UCNI GUIDELINES

1. These guidelines for determining DoD UCNI are the bases
for determining what unclassified information about the physical
protection of DoD SNM, equipment, or facilities in a given
technical or programmatic subject area is DoD UCNI.

2. The decision to protect unclassified information as DoD
UCNI shall be based on a determination that the unauthorized
dissemination of such information could reasonably be expected
to have an adverse effect on the health and safety of the public
or the common defense and security by increasing significantly
the likelihood of the illegal production of nuc%ear weapons or
the theft, diversion, or sabotage of SNM, equipment, or
facilities.

B. GENERAL

l. The policy for protecting unclassified information about
the physical procectxon of DoD SNM, equipment, or facilities is
Yrotect the public's interest by controlling certain
unc assified Government information so to prevent the adverse
effects described in section D. of this Directive and in
enclosure 3, without restr1ct1n% public availability of
information that would not result in those adverse effects.

2. In controlling DoD SNM information, only the minimum
restrictions needed to protect the health and safety of the
public or the common defense and security shall be applied to
prohibit the disclosure and dissemination of DoD UCNI.

3. Any material that has been, or is, widely and
irretrievably Aiegeminated inta tha nuhlic domain _.and whose _
dissemination was not, or is not, under Government control is
exempt from control under these guxdelxnes. However, the fact
that information is in the public domain is not a sufficient
basis for determining that similar or updated Government-—owned
and -controlled information in another document or material is
not, or is no longer, DoD UCNI; case-by—-case determinations are
required.

C. TOPICAL GUIDANCE

The following elements of information shall be considered by
the DoD Components during the preparation of unclassified
information about the physical protection of DoD SNM to
determine if it qualifies for control as DoD UCNI:




1. Vulnerability Assessments

a. General vulnerabilities that could be associated
with specific DoD SNM, equipment, or facility locations.

b. The fact that DoD SNM facility security-related
prOJects or upgrades are planned or in progress.

c. Identification and description of security system
components intended to mitigate the consequences of an accident
or act of sabotage at a DoD SNM facility.

2. Material Control and Accountability

) a. Total quantity or categories of DoD SNM at a
facility.

b. Control and accountability plans or procedures.

c. Receipts that, cumulatively, would reveal quantities
and categories of DoD SNM of potential interest to an adversary.

d. Measured discards, decay losses, or losses due to
fission and transmutation for a reporting period.

e. Frequency and schedule of DoD SNM inventories.

3. Facility Description

a. Maps, conceptual design, and construction drawings
of a DoD SNM facility showing construction characteristics of
building and associated electrical systems, barriers, and
back~up power systems not observable from a public area.

b. Maps, plans, photo raphs, or dravings of man-made or
natural features in a DoD SNM facility not observable from a
DUb].lC areas —:9 "Lﬂﬂﬂ‘lﬂ stn7Tm o- wisis u-.-icu.-‘l, wavesn Lul.d&e
" and discharge condults, or other features having the potential
for concealing surreptitious movement.

4. Intrusion Detection and Security Alarm Systems

a. Information on the layout or design of security and
alarm systems at a specific DoD SNM facility, if the information
is not observable from a public area.

b. The fact that a particular system make or model has
been installed at a specific DoD SNM facility, if the
information is not observable from a public area.

c. Performance characteristics of installed systems.

4~2




Nov 15, 91
5210.83 (Encl &)

. 5. Ke's Locks, Combinations, and Tamper—Indicating Devices

a. Types and models of keys, locks, and combinations of
locks used in DoD SNM facilities and durxng shipment.

b. Method of application of tamper-indicating devices.

c. Vulnerability information available from
unclassified vendor specifications.

6. Threat Response Capability and Procedures

a. Information about arrangements witp local, State,
and Federal law enforcement Agencies of potential interest to an
adversary.

b. Information in "nonhostile' contingency plans of
potential value to an adversary to defeat a security measure;
l1.8., f1re, safety, nuclear accident, radiological release, or
other administrative plans.

c. Required response time of security forces.

7. Physical Security Evaluations

a. Method of evaluating physical security measures not
. observable from public areas.

b. Procedures for inspecting and testing communications
and security systems.

8. In-Trans1t Security
a. Fact that a shipment is going to take place.
b. _Specific means of prqtecting_sbipmengghf__
c. Number and size of packages.

d. Mobile operating and communications procedures that
could be exploited by an adversary.

e. Information on mode, routing, protection,
communications, and operations that must be shared with law
enforcement or other civil agencies, but not visible to the
public.

f. Description and spec1f1cat10ns of tramnsport vehicle
compartments or security systems not visible to the public.

9. Information on Nuclear Weapon Stockpile and Storage

Requirements, Nuclear Weapon Destruction and Disablement

. Systems, and Nuclear Weapon Physical Characteristics. Refer to
CG-W=-5 treference (d)) for guidance about the physical
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protection of information on nuclear weapon stockpile and
storage requirements, nuclear weapon destruction and disablement
systems, and nuclear weapon physical characteristics that may,
under certain circumstances, be unclassified. Such information
meeting the adverse effects test shall be protected as DoD UCNI.
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