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THE JOINT CNIEFS OF STAFP
WASHINGTON, 0.C. 20101

JCSM-153=-78
13 December 1978

MEMORANDUM POR THE SECRETARY OF DEPENSE

Subjects Requirement for Survivable and Endurant Strategic
Communications (U) .

1. (U) The statement of requirement in the Appendix for a
two-way survivable and endurant strategic communications

capability has been approved by the Joint Chiefs of Staff.
The needs of the unified and specified commands have been

considered in its preparatlion.
arQa\t;?he Appendix is forwarded Eot use 35 2a oxplicit

state
=onnication
nr, and -the ¢

' yrrgaram will satisfy éli‘:ﬂggcts af the
" akm contritution mads bv.caph-should be
“ayaluatsd avainst feasibilikv sni cost.

3.7 (U) Without attachment, this memorandum is downgraded to
CONPIDENTIAL. .
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APPENDIX

REQUIREMENT | POR. SURVIVABLE AND
ENDURANT STRATEGIC COMMUNICATIONS (U)

sninc-uon I
srsz.m .OF .NEED
1. (\ Purpose. The minién of the WWMCCS is to provide the
NCA and the Joint Chiefs of Staff with information and
support necessary to aasiné them in the national decision-
making process and to direﬁt US military efforts. The

overall mission requires the capability to receive and

transmit information accura:tely and responsively. The
need for this capability is particularly crucial during and
after a g‘eneral nuclear war wherein fixed and nonhardened
communications are expected to be severly disrupted or
nonexistent and the security of the United States is
threatened. Communications capabilities surviving under
these circumstances must be credible, flexible, responsive,
and gsecure. Except in certain special cases, such as the
Minimum Essential Emergency Communications Network, these
capabilities must provide two-way information transfer.

2. N Introduction. The primaxy utility of the survivable

communications capability will be during and immediately
following a massive nuclear attack. Following thia exchange,
and until disrupted communications can be reconstituted,

the two-way survivable and endurant compnunications

capability may be used to direct and support the forces. The
jam-resistant characteristics of survivable communications

may be used to insure communications connectivity in a criseis

or contingency where jamming or other localized disruption of
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normal service is prevalent.
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ic survivable compunications

tow piovide a reference for

{cations ‘Support systema:

“1) M ‘Geéneral ‘Nudlear Mdr Posture. ‘Defines the

* Yevel of system =su:v.t§abil§ity, -andurance, capacity.
-credibility, frextbility, land ‘Tesponsiveness required
to provide effective 'Mﬂiéatlcnl support of ‘general
'puclear war. The general inuclear war support posture

does not need to be functional under routine, noncrisis

conditions. When directed, the attainment of an
increased posture must be F 'simple, rapid process,
capable of 24-hour operations for a sustained period.

(2) (U) Crisis -Support Poair.ure. Defines the lavel of

‘systen availabilicy, zoltnbility, and responsiveness
reguired to insure commibations effectiveness under
-conditions of significant electronic jamming or other
disruption of normally usei communications.

b. (V) The survivable communications resources must be
Tespongive to the nuads of the NCA, the Joint Chiefs of

gtaff, and the commanders of the unified and specified

- commands. Access to resources by other authorized

users will be controlled and prioritized consistent with
the availability of :omurcos; Operational control of
the survivable cmunicatiom;r-lourc-s may transition
to an-operating -element of the NMCS under general nuclear

.vAr of mrisis support postures.




- ﬁ Continuity of ¢ommuynications support through all

levels .of ‘conflict :
should ‘be maximined.

-cgumunications gystem utilization
The: operator should -have available
the ‘Bame capabilities in:a crisis involving jamming or

aahotage :as are .plannﬂ‘d- for use. in-support of g ral
nuclear war., ‘The communications needs .in support of
general nuclear -war =citnb‘.‘l.ich :¢he upper limit on and
determine the crturiql for systems. Priority access
must be providad to iﬂ:aure information is processed in
order of importance. fThe eystem must allow for graceful
degradation so that key information can be transmitted
short of total failuref. Technigques for recovering from
system failure must insure minimum loss of communications.
The survivable communipations capability must be zreliable
and available to the axtent that this key information can
be transmitted without delay. 2 sufficiently detailed
record copy is needed to facilitate manual (non-ADP)

operations. .
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i 'tvo-vay -nawiﬂb‘lo“lnd qu:rm miuntmm e
capl.bﬂ-!.ty»..a‘zqmmm‘fdnpmﬁdant. “The scsnario

situatidng -a¥e identified as swnm :

1) #ffGohiduct of the SIGP ‘uhder-conditions Of A
mingive nuclear -exchange. |’
t2) y’a‘:-rozce replanning «-.ind ‘repositioning following
a magsive nuclear -‘-xchingdi.
(3) ﬂ’&up‘port of crisis inctiviti—e. -whérein communi-
cations 'planned for use have been disrupted.
‘Vital communications to theater .nuclear forces
are not addressed here, but my bs supportsd by the same
resocurces. The communications functions described
are rélated ‘to -worlﬁv‘vtde strategic forca managemant.
Support in & crisis ‘involving| comminications -disruption
is not a primary daugn quu:unnt.

‘Chxa‘i ‘of 'SEALE, nntl ‘thié -cosapriders -of ‘the unified -and
':pemiedmmda mntxe two-say sutvivable ‘and -
mmmzm fto mhm ni;liie warning and
:gmvm +direction o
x t’ieq__l- ‘Toroes under
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their pureiew. ' Primary whuLL in this concept is given
. @ ' oupwte dinsenination of

. yotions. .Twomway con-
feransing voice comsunications will be used between the
Joing Ml of Staff .and -the andexrs of the unified
and apecifisd commands o exchange information necessary
to support decimionmaking. The'Joint Chiefs of staff will
use.s two-way voice comnmunicatigns: link with the NCA to

provide information, make racomiendations, and receive
instructions. Additional comu:*icationn from the Joint
Chiefs of Staff to unified and specified command headquarters
and direct to strategic forces #c regquired to execute
or h._minau‘ actions by those fd{rces. A two-way communi-
cations -capability between stratiegic nuclear-capable
maeu and their forces could be used to transmit
additional instructions and receive status reports
and could be monitored by the Joint Chiels of Staff. These
functions can be categorized as :folloun (1) information
exchange, (2) decisionmaking, {(3) force direction and
control, and (4) strategic forcs: support and management.
w }4) w This function is required
7] pm.i.ﬂc conferencing mieaﬁom batween the
commanders ‘of the unified 'lnd;specitiod' commands and the

Joint. Chisfs of Staff to support the davalopment of
recommandstions to the NCA-and to implement .subseguent

mm&mm TPuG-way n:uté.woieq.,'comuni;utiom
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ave :roqm-d wmiliuu -
%m-tleu. ‘&itwﬂm ‘di ibugnigns, m. Anation of .
MI -of. %om w m‘. .

"BUMSRYY -lituticm o m\:‘ ‘reports are required by
‘the Joink ‘Chdets of ‘Staft.  Secure record cosmuni -
:cations should ba-used -as quury to confirm voice
_commmications and 1: tha ~6+’ici capability is impaired
to-the point where Tecord ¢ h ication would be more
expeditious. Tﬂm ‘
(@) (of Decistomaking. This functien is required to
provide mituation in!omndn. status of forces, and
recoomendations to €he NCA q:ou the Joint Chiefs of
Staff. 1Instructions and ﬂqha-ts for information will
be sent by the NCA to the Joﬂ:ut Chiefs of Staff.
Record traffic on this net Qj.ll be used as written
confirmation or as ‘backup. :

(3) }6 Force Direction and Control. A secure record/
woice communications capability is required to
dimseninate decisions in thc! form of execution/

war tarmination messages 'f-xo:n the Joint Chiefs of
Btaff dirsct to. thoatrmgi-.@: forcesn, as well as to
the -commanders of ‘the unifisl and specified commands.
These: iniDtial Emergéncy ‘Actign Messages will normally
-be praformatted  and of u sperified length. However,
latar uulgu :ogn&ng mtu'geti.nq and use .of the
nmogd.cf résarve force. will mt ux.:.y be develcopad
hnlhdwpph 'aln cmﬂtm%mind ny‘b- ag much

ipnfersncing, resl-time response
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as 10 times longer thm’puv.lous !mrqcncy Action

t -of ‘message z.coipt. if

Massages.. Ackm
required,. will ba agoo
management traffic ‘{dQOC{‘.iMd :in subparagraph 4h{4) ‘below.

4 )Pf .Btrategic Force J%ngit.iand-magemnt'.

two-way Becure. con;luni'cttionl capability is required

ju.ash_o_d by .monitoring the force

between the comnandlu qr__tha, unified -and -specified
cmnd- and their forcég .‘for the purpose  of issuing
instructions and .obtain.iigng force status and situation
reports. These instructions and reports will be
relatively short, shauld; lend themselves to being
preformatted, and should not degrade the covertness
of the SSBN forces. Thg Joint Chiefe of Staff

may use these reports to .kaeep qenerall} abreast of
the situation and to flag items for the NCA. In a
situation where commic@tions between the Joint
Chief.s of Staff and a commander of a unified or
specified command are se;iously impaired or
nonexistent, the Joint Chiefs of Staff will use

the monitored situation. and status reports to
develop situation.aynopses and recommendations
normally made by that comndet.

}1’ Quo-Way Survivable md Endurant Commonications

Support .of Strategic Foxce ‘ﬂeglannixm and Repositioning

(1) :Subsequent ‘TO ‘amassjive nuclear attack, msome replanning

-of _nuclear forces, ‘repositioning of other forces, as

~well as the vapility«to -execate .the strategic reserve

force: .and -zo-eEfect wak teraination will be-required.
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T@ m-msam an ‘effactive =bl-p:t'1:a ;posture, nuclear forces
siay ‘ba waturgetod and -other forces raposi tioned/
‘rainforeed. . The: m&mt‘uﬂl reguired for decision-
making and. -information uchrnqc undaer pungnph Ab above
could e uudtolmduptond.cnm on vhat

replanning .and :qpcnitioninr;- is vequired.

:2) ‘CINCSAC has stated thnti;cmnnicatiom are :réquired Lo
accomplish strategic force 'fr.cmry and retargeting during
the .first 72 '‘hours. cmmk: has stated that force realign-
ment-.and repositioning wulil require communications

from 60 to 144 hours fol.'l.ow",i.ng the nuclear exchange, and
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the reserve force manageament requirement may extend for

-
w

several months. Effactive :hceomplilhnant of mission

!

—
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functions will depend upon ‘the endurance of the same
two-way survivable communidations capability used

during the conflict and US .ability to restore
cosmunications (landline, redic, satellite, etc.).

(3) Record/voice two-way comtunications between the Jdoint
Chiefs of Staff and the commander of an appropriate
unified or specified comr@ are required to provide
directions for personnel or supply movement and to
direct tnnspor_t.ation g:lqgmntl ag necessary. Two-way
record/voice communications may be used by the
appropriate commander and his ground, afloat, and
airborne forces to coordinate and accomplish the required

npositi.onim-. C e

‘ ‘i‘.on. A suxvivnblo

. omunlaa.ttons capability d-nigmd to cperate in the
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utility in.other scenarios. .-Whan.a crisis or

‘contingency iiﬁ“‘timccﬁ\'" #pd normal terrestrial

or satellite :pmhieutjton_-‘}nr? degraded -or negated by
'eloeg:onic.-.uufau O -un;amizaibobaq- , the survivable
communications aystem uﬁ;l. ,-p:oyide-an important capa-
Hility. The Joint Chiefs of -s,l:att ‘and the appropriate
commandsrs :of the unified and -gpecified commanda will
uge - the luwivablo.commioatiq!ml :capability to receive
vsit@tion ‘reports . fxom remote 6r joint task force
commanders or an-scene persenndl in crisis

or contingency situations. 'rh& Joint Chiefs of Staff
will provide instructions to f.llle appropriate commander
and, in some cases, directly toithe commander on the scene.
The theater commander will cooi‘dinnte the forces under
his command with the activity of the forces at the
crisis location. It is not intended that a survivable
communications capability be u:.ud in a crisis situa-
tion as the sole means of suppbrting the communi-
cations Eunctions reguired. This concept specifically
capitalizes on the inherent caéahility of survivable

communications.

(1) sof’gituation Reporting, Situation and status of

_forces information and racommendations will be
-provided:to the Joint Chiefs of Staff by the commander
_on -the -scane, -and-by other chxiate nilitary
cmmu 4in u;pcnu o ‘questions :from the Joint

chieti o! statf and dmlopmu at the scene.
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secure net which will .alee MOXVe as an additionay :

backup to the voice functions, ig’ required. ;

(2) /7 Porce pirection. The sedure voice commana 9

function identifieq above will nl;ac be used by 10

senior officialg for igsuing ordq"rn, decisions, ang i1

j instructions, in Teal time, with fall appropriate 12
: command levels receiving the ditécuv-. The 13
secure teletype capability will provide a record 14
#9 . €opy of directives issued and a backup to the voice 15
Capability, 16
{3 yf Force Management. The theater commander will 17

use an additional secure record traffic capability to 18

coordinate the activities of the i'forcu under his 19

comnand with the situation at the scens of the crisig 20

or contingency. This racora capability will normally 21

be supported by the existing Defense Communications 22

System and tactical comnunications with an interface 23

through the survivable communicationa system as =3

nacessary to penetrate the electronic warfare 23

26

environmént -or circumvent the sabotage.
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