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AF2. APPENDIX 2

SAMPLE WOTIFICATION LETTER

Deear Mr. Jolm Miller:

Cm Janmary 1, 2008, 2 DeD laptop computer was stolen from the parked car of a DeD) emploves
n Washington, D.C. after noomal duty howrs while the emploves was mnnmyg a personzl smand.
The laptop contamed personally identifving mformmation on 100 DeD emoplovess whe were
participating m the sxex Program. The comprormsed mformation 15 the name. socizl sseurtty
mumber, rasidential address, date of buth, office and homs email address, office, and home
telephone numbers of the Programe participants.

The theft was immediately raported to local and DeD) law enforcement autheonities, who are now
conducting a jomt mounry mto the loss.

We believe that the laptop was the target of the theft as opposed to amy mformation that the
lzptop nught contain. Bacause the mformation m the laptop was password protected and encrypted,
we also believe that the probabality 15 low that the mformation will be acquired and used for an
unlawfil purpese. Heowever, we cammot say with certainty that this maght not ocenr. We therefore
balieve that vou should consider takmg such actions as are possible fo profect against the potential
that someone might nse the iInformation to steal vour identity.

You should be guded by the acfions recommrended by the Federal Trade Commussion (FTC) at
its Web site at kittpSwarwr consmmer govidtheft'con steps bt The FTC wrzes that vou
mmediately place an mitial fraud alert on vowr credit file. The Fraud alest 15 for a peniod of 20
days, dunng which, creditors are required to contact vou before a new credst card 15 135ued or an
exizting card changed. The zite also provides other valuable infromation that can be taken now or
m the fuhare 1f problenss should develop.

The Department of Defense takes thas loss very senously and 15 reviewing its current palicias
and practices with a view of determinmgz what st be changed to prechude a smular ccowmence in
the fuhwe. At a3 mimnmm we will be providmg additionzl haming fo persommel to ensurs that they
understand that personally identifSable mformation must at all times be weated 2 manmer that
preserves and protects the confidantiality of the data.

We deeply regret and apologize for any inconvertence and concarmn flas theft may canse you

Should you have any questions, please call

Smeeraly,

Sigmature Block
{Dhrectorate level or higher)
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